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from the president

T
HIS IS AN  update on the efforts 
of the ACM Executive Com-
mittee and Council to draft a 
longer-term strategic plan for 
our organization. At the core 

of our discussions have been critical and 
urgent issues raised by members during 
the Q&A process that ran during the re-
cent ACM General Election, which also 
covered those I had presented in my can-
didacy statement. In my answers during 
that process, I promised to establish 
several Presidential Task Forces (PTFs) 
to investigate the issues raised and rec-
ommend concrete actions to address 
them. Considering the needs and priori-
ties of ACM itself, the broader comput-
ing community, and society at large, the 
ACM Council has now endorsed 10 PTFs 
as the core dimensions of our strategic 
work. The strategic plan that will result 
from all PTFs together has been called 
ACM 4.0, an analogy to ACM entering 
the fourth quarter-century of its life. The 
main objectives of the PTFs are briefly 
described here.

Three PTFs address issues of ACM 
Membership:

1.	 Membership Model: Exploring 
new membership models that create 
the sense of a unified large community 
but still convey the feeling of “home” to 
each member, offering different bene-
fits that are meaningful to different con-
stituencies. Identifying membership 
models that will entice all those who 
benefit from ACM to become members 
and will inspire those who are members 
to become volunteers.

2.	 Globalization: Exploring different 
pathways toward geographic diversity 
at all possible levels: election and award 
candidates, volunteer leaders, board 
and committee members, and mem-
bers in general. Investigating the forma-
tion of additional regional councils or 
other forms of governance structures 
that will collectively cover the world.

3.	 Youthification: Exploring differ-
ent pathways toward age diversity, with 
emphasis on the younger generation, 
at all appropriate levels: board and 
committee members and members in 
general. Identifying engaging activities 
to attract the pre-college generation to 
computing.

Two PTFs address issues of services 
to society at large:

4.	 Code of Ethics: Establishing 
mechanisms to promulgate the ACM 
Code of Ethics, familiarize our commu-
nity with the essentials of the Code, and 
educate it on ethical issues in general. 
Investigating how the Code, which ap-
plies to individuals, may become rele-
vant to companies and other legal enti-
ties as well for the benefit of all.

5.	 UN Sustainable Development 
Goals: Exploring appropriate mecha-
nisms for ACM members to offer their 
computing technologies expertise in 
the context of multidisciplinary ef-
forts toward achieving the 17 UN SDGs 
(and the Paris Agreement on Climate 
Change).

Two PTFs address issues of services 
to ACM members:

6.	 Open Science: Establishing ser-
vices to help researchers operate ac-
cording to the Open Science paradigm 
(which includes Open Access as an im-
portant component) and the demands 
it brings, for example, reproducibility 
of experiments, transparency through-
out the research life cycle, and new 
forms of scholarly communication and 
reviewing.

7.	 Products and Services Portfolio: 
Taking a fresh look at the overall port-
folio of ACM products and services, 
through the lens of the continuously 
evolving and diversified needs of differ-
ent parts of the computing community, 
and examining issues such as the SIG 
structure, DL functionality, career de-
velopment, mentoring, and others. 

One PTF addresses issues of ACM 
finances:

8.	 Financial Model: Designing a new 
financial model that will ensure the 
prosperity of ACM, in the context of a 
potentially new membership model 
and a renewed portfolio of products 
and services, in the fast-approaching 
era of ACM Open.

Two PTFs address issues of ACM in-
ternal processes:

9.	 Regional Offices: Exploring the 
establishment of regional ACM offices 
around the world. Identifying the ser-
vices to be offered by regional staff. Es-
tablishing a process for optimizing the 
choice of location and size of each office 
based on relevant parameters.

10.	Bylaws: Reexamining some fun-
damental aspects of our current bylaws 
that affect the effectiveness of ACM as 
a scientific professional society, includ-
ing the lengths and limits of the terms 
served by leaders in key offices, and the 
structure of the Council with respect to 
its representativeness of all ACM mem-
ber constituencies. 

There are several bilateral connec-
tions and dependencies between these 
PTFs as well as between them, the cur-
rently established Councils and Boards, 
the SIGs, and staff, affecting their indi-
vidual timing and mutual interactions. 
The goal is for all PTFs to have delivered 
their reports by early fall. Recruitment 
of PTF chairs and members is under 
way, proceeding both by invitation and 
through an open call for willing quali-
fied members. I am asking all of you to 
step forward and contribute your time 
and expertise to this important strate-
gic effort. ACM 4.0 will be what we all 
together make it to be!	

Yannis Ioannidis is President of ACM and professor of 
Informatics and Telecommunications at the National and 
Kapodistrian University of Athens and affiliated faculty at 
Athena Research Center, Greece.

Copyright held by author. 
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cerf’s up

ous websites. Suitably composed 
malicious sites could automatically 
download malware as a result of ac-
tivating a QR code (or clicking on a 
hyperlink). 

Even if the QR-coded information 
is displayed to the user in readable 
form, there is no assurance it is safe 
or that its safety can be determined. 
A typical hyperlink could have a lot of 
unreadable but malicious content af-
ter the “?” in a URL, the safety of which 
is not obvious. So, the QR code safety 
question is, in a sense, comparable to 
the URL safety question which is, it-
self, a threat. 

At the very least, maybe one wants 
QR readers to display the encoded 
material in as readable a form as pos-
sible before voluntarily following any 
encoded links? Perhaps there could 
be services that flag known-to-be-dan-
gerous websites the QR reader could 

It seems apparent 
that the convenience 
of digital services 
comes with potential 
hazards against 
which we all need 
training and tools  
to avoid.

smartphone and used my camera app 
to “read” it. It took me to a website that 
asked for my credit card information. 
I followed the procedure on the web-
site and paid my bill. Later, I realized 
I had no way of knowing where the QR 
code was going to take me or what else 
it might contain. There is no readily 
discernible information visible in a 
QR code (or many of its variations). 
You really have no way to tell whether 
it is potentially malicious. Originally 
intended for tracking purposes (for 
example, a package, a part in a manu-
facturing operation), this convenient 
mechanism for delivering digital in-
formation to a reader (for example, a 
camera feature) does not come with 
any human-readable way to ascertain 
safety.

Suddenly, QR codes on the sides of 
buildings, on magazine pages, or on 
websites all struck me as potentially 
threatening in the absence of any 
information to the contrary. Indeed, 
a casual web search for “QR codes 
threats” yields many hits raising this 
very issue. I read a few of these and 
began to wonder by what means us-
ers might be given more agency to 
determine the safety of information 
encoded in this fashion. A readable 
text associated with the QR code can-
not really be trusted since the QR-
coded information could be entirely 
distinct from the human readable 
part. Even human-readable URLs can 
range from misleading to malicious. 
Slight misspellings of domain names 
(for example, with lookalike Unicode 
characters) can take you to danger-

check? Perhaps a warning could be 
raised if an embedded domain name 
does not have a DNSSEC certificate? 
The browser used to interpret the in-
put from following a URL might have 
a “sandbox” mode that would confine 
potential hazards. 

In a recent essay,a I wrote about 
accountability and agency in the In-
ternet, where I was concerned with 
identifying harmful actors and provid-
ing users with tools of protection. Per-
haps safety-oriented QR code readers 
would fall into the latter category. It 
seems apparent that the convenience 
of digital services comes with poten-
tial hazards against which we all need 
training and tools to avoid. While it 
is apparent that people often give up 
privacy in exchange for convenience, 
we should not so lightly give up safe-
ty. This line of reasoning only further 
increases my growing belief we really 
do need the equivalent of “Internet 
driving courses” that conclude with 
the issuance of an “Internet driver’s 
license.” The license (or certificate) 
would simply be evidence that the stu-
dent has been shown how to use the 
Internet more safely. We do not have 
Internet traffic cops to stop you from 
using the Internet in reckless ways, 
but perhaps we have an obligation 
to teach safety practices and provide 
tools that enhance them.	

a	 https://bit.ly/3vm1N7N

On QR Codes and Safety
I had a meal at a relatively ordinary 
restaurant recently and was surprised when 
they brought the bill. It included a printed 
QR code. Out of curiosity, I took out my 

Vinton G. Cerf is vice president and Chief Internet Evangelist 
at Google. He served as ACM president from 2012–2014.

Copyright held by author.
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bate and perhaps ignite new thoughts 
on the considered matter.

Luiz do Valle Miranda, Kraków, Poland

Author’s response:
Thanks to Tom Jones for his reference to The 
Minority Report—an important reminder!

Luiz do Valle Miranda seems to have 
mistaken my use of “critical thinking” for 
“criticism.” Critical thinking is closest to 
the practices of science in which one asks 
important questions about the sources and 
quality of information/data and also tests 
theories with falsifying experiments. Critical 
thinking is what keeps us from taking as true, 
assertions that are without basis. I think 
all ages benefit from this kind of thinking. 
Critical thinking is not criticism in my 
dictionary.

Vinton G. Cerf, McLean, VA, USA

Research and Practice
The July 2022 issue of Communications 
has two advertisements on its first few 
pages. One raised the issue “Today’s re-
search driving tomorrow’s technology” 
and the very next one spoke of a new 
book, Theories of Programming.

Reading further into the issue, I 
came to Jeanna Matthews’ contribution 
challenging her readers to “consider 
reaching out with ideas for her column 
regarding Viewpoints.” All of which 
caused me to consider the implications 
of all of that. An issue of great impor-
tance to me is the issue of the relevance 
of computing theory to computing prac-
tice. Does today’s research really drive 
tomorrow’s technology? Do the theories 
of programming make a contribution to 
practical programming? I do not know 
the answers to those questions, but I 
would sure like to.

It occurred to me that these are re-
search questions, perhaps the most im-
portant research questions in the com-
puting field. Does computing research/
theory contribute to improvements in 
computing practice? If so, how? If not, 
why not? My own bias, as a dedicated 
practitioner, is that theory is all too of-
ten irrelevant to practice. But that is a 

V
INTON G. CERF wonders 
“whether there is any possi-
bility of establishing ‘watch-
er networks’” in his Octo-
ber 2022 Communications 

“Cerf’s Up” column. I must point out 
to all who have the same concern about 
“who will watch the watchers” that Phil-
ip K. Dick describes this problem in his 
story The Minority Report (see wikipedia 
https://bit.ly/2XlQcSA) where a group of 
three precogs (organic versions of AI) 
attempt to predict the future. It works 
often, but not always. So the question 
arises: How much authority are we will-
ing to provide for AI and is the concept 
of three AIs working independently on 
the same problem a feasible solution. I 
agree with Cerf that we need to come up 
with a solution before the problem over-
whelms us.

Tom Jones, Seattle, WA, USA

In the December 2022 Communications, 
there is a compelling column by Vinton 
G. Cerf, “On Truth and Belief,”  which 
exemplifies the growing worry about 
agreement, polarization, and the na-
ture of truth. Even though I share the 
sentiments of Cerf, I believe his final 
assessment of the situation is coun-
terproductive to his objectives, and by 
propagating this proposition, Cerf is 
diminishing the alternatives to the cur-
rent state of affairs. As  Cerf writes, “Per-
haps critical thinking should be part of 
every educational curriculum from the 
earliest stages.” There are two moments 
in this phrase worth discussing: criti-
cism and education.

Let’s start with the latter. A trend in 
contemporary politics is the attempt 
to solve societal issues by delegating 
them to the educational process. If 
there is any kind of habit, belief, skill, 
or competency that might be seen 
as fruitful for a society to come, the 
knee-jerk reaction is to add it to the 
educational curriculum. The solution 
is to make children acquainted with 
such an objective from early on, for 
example, to make the coming genera-
tion responsible for a political project 
of the current generation. This move-

ment, however, represents a lack of 
responsibility of the current genera-
tion in taking the matter into their own 
hands. Perhaps, instead of proposing 
critical thinking in the educational 
curriculum, Cerf should propose to his 
readers the creation of reading groups, 
places for discussion, community cen-
ters, where the values and activities 
encompassed by his “critical thinking” 
can be exercised by people of his gener-
ation, our generation, thus taking the 
responsibility for fighting the erosion 
of agreement into our own hands.

More criticism, however, is possibly 
not what we need. Even though Cerf 
links criticism to agreement, he over-
looks the fact that more and more criti-
cism has become the very source of dis-
agreement. Criticism, as the movement 
of finely analyzing arguments, their pre-

supposition and their pragmatic conse-
quences, even when well executed, has 
led toward debunking, skepticism, and 
suspicion. These are the same ingredi-
ents that brew conspiracy theories. The 
enlightened republic of letters is hardly 
returning in the age of digital media. If 
the option is to be a cynic critic, I believe 
agreement can only come in being non-
critic, or perhaps post-critic. I posit the 
necessity of searching for new ways of 
engaging with discourse, truth and be-
lief, instead of referring to the exhaust-
ed concept of criticism as a future pos-
sibility for agreement.

In writing these final lines, Cerf has 
certainly embodied the opinions of 
many readers. These ideas, as I attempt 
to have briefly sketched, are not the op-
timal direction for the achievement of 
agreement and dialogue. By writing this 
letter, I hope to put these ideas to de-

More criticism, 
however, is possibly 
not what we need.

Neighborhood Watch
DOI:10.1145/3576929		
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personal bias, and I would like to see 
that bias evaluated in a proper way.

The last time I saw any data, read-
ers and members of Communications 
and ACM are predominantly practitio-
ners. And the authors of the content 
of Communications are predominantly 
theorists. That tends to mean that Com-
munications is written by one audience 
but intended for another. Therein, of 
course, lies a problem.

I think answering my questions is a 
legitimate goal of the ACM flagship pub-
lication, Communications of the ACM. 
The question is, of course, who among 
our theorist authors is willing to explore 
these questions.

Robert L. Glass, Nordland, WA, USA

Editor-in-Chief’s response:
Robert Glass raises several important 
questions in his letter. Let me respond with 
several of my own.

First, what is a CS theoretician? Aside 
from the actual field of theory, most 
computer scientists that I know build 
systems and run experiments. Many of 
them go even further and try to turn their 
ideas into tangible products by creating 
startups. The dividing line between research 
and practice in our field seems fuzzier and 
less well defined than in other scientific 
disciplines, perhaps because we create 
what we study. For example, the book Glass 
calls out (Theories of Programming) is the 
collected works of Tony Hoare, who invented 
both Quicksort and null pointers and 
produced seminal work on programming 
language semantics. Practitioner? 
Researcher? Theoretician?

Second, why are more practitioners 
not members of ACM (and readers of 
Communications)? To me, this is the 
existential question for ACM, given that its 
membership has held constant for more than 
a decade while the number of people with 
CS degrees has grown exponentially. Why 
have our students not joined ACM? Is there 
a better organization, magazine, or website 
for keeping up to date with our fast-changing 
field? Do practitioners not feel a need to stay 
up to date? Or, is ACM/Communications 
not relevant to the professional interests of 
practitioners?

These are all important questions, and I 
welcome the readers’ perspectives on them.

�James Larus, Editor-in-Chief,  
Communications of the ACM 
Lausanne, Switzerland

Let’s Build on Cybersecurity 
Technology Success
Moshe Y. Vardi’s November 2022 Com-
munications editorial “Accountability and 
Liability in Computing” about today’s 
cyber-insecurity is to be applauded for 
distinguishing the success of “technical 
solutions” from “the market-failure is-
sue.” I have long made much the same 
distinction as reported in the May/June 
2022 IEEE Security & Privacy blogpost 
“High Assurance in the Twenty-First Cen-
tury”, but with a very different conclusion 
regarding “technical solutions.” Vardi as-
serts that 75 years into the computer age 
we still do not know how to build secure 
information systems. In contrast, I note 
that during the past 50 years the Secu-
rity Kernel technical solution has “been 
a technology success, and a market fail-
ure.”

What is the evidence of technology 
success? Five years ago, my November 
2016 Communications Viewpoint “Cyber 
Defense Triad for Where Security Mat-
ters” pointed out “Security for cyber 
systems built without a trustworthy op-
erating system (OS) is simply a scientific 
impossibility.” The tech industry (like 
Microsoft) has asserted that this tech-
nology is “not able to cope with systems 
large enough to be useful.” I responded 
that “this quite widely spread assertion 
has been repeatedly disproven by coun-
terexamples from both real systems and 
research prototypes.” Those included 
Security Kernels for SACDIN Minuteman 
missile control, NSA’s BLACKER Internet 
cryptographic system, and commercial 
GEMSOS for primary IT for the Pentagon. 
The Viewpoint noted Security Kernel 
technology was applied for successful 
“deployments of highly secure systems 
and products, ranging from enterprise 
‘cloud technology’ to general-purpose 
database management systems (DBMS) 
to secure authenticated Internet com-
munications”. With respect to security, 
it points out “At least a half-dozen secu-
rity kernel-based operating systems have 

What is the evidence 
of technology 
success?

AI and 
Neurotechnology

Toward Practices for 
Human-Centered 
Machine Learning

Achieving High-
Performance the 
Functional Way

The AI  
Tech-Stack Model

Designing an Ethical 
Tech Developer

A Turning Point for  
Cyber Insurance

Mapping the Privacy 
Landscape for 
Central Bank Digital 
Currencies

Split Your  
Overwhelmed Teams

Plus, the latest news about 
the rise of virtual influencers, 
adding intelligence to  
vending machines, and  
using graph neural networks 
for drug discovery.
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What Is Expectability in 
Prediction Modeling?
In the November 2022 Communications 
India region special section “Hot Top-
ics” contribution, “Toward Explain-
able Deep Learning,” Vineeth Balasub-
ramanian emphasized the necessity of 
achieving high levels in all three com-
ponents of any algorithm: explainabil-
ity, interpretability, and transparency. 
These components are even more cru-
cial in health care compared to other 
domains. The computational models 
that are often widely used play impor-
tant roles in decision support in, for 
example, liver allocation and cardio-
vascular risk assessment.

I would like to propose a fourth 
component denoted as “expectabil-
ity.” When a first machine learning 
prediction model is trained using a 
first subpopulation, and a second 
machine learning prediction model 
is trained using a second subpopula-
tion, an expected behavior is observed 
if each model performs the best on 
the subpopulation it was trained on. 
For example, an unexpected behavior 
of the first machine learning model 
would be if the model yielded higher 
discrimination performance and/or 
closer-to-optimal calibration perfor-
mance compared to the second model 
when deployed on the subpopulation 
the second model was trained on. Ex-
pectability would be achieved if any 
model trained on a certain subpopu-
lation would always perform the best 
on similar subpopulations compared 
to any other models.

In analyses applied on the Explorys 
Life Sciences Dataset (an electronic 
medical record repository with over 
21 million patients), we realized the 
widely used risk assessment tool in 
cardiology, the Pooled Cohort Equa-
tions, does not always behave as ex-
pected.1 I led this research effort in 
collaboration with IBM Research and 
the Broad Institute of MIT and Har-
vard. The research revealed that one of 
the four equations, the one designed 
to predict outcomes on the Black men 
subpopulation, achieves the best cali-
bration performance compared to the 
other three models when deployed on 
the three subpopulations it was not 
designed to function on. We explored 
the spectrum of possibilities to ex-
plain this unexpected behavior and 

been produced that ran for years (even 
decades) in the face of nation-state adver-
saries without a single reported security 
patch.”

It is disappointing Vardi did not even 
acknowledge, let alone discuss, this con-
tradicting evidence. I realize there are a 
couple of “sacred cows” that may also 
discourage authors from mentioning 
this technology: its demand for specific 
hardware support and its tension with 
open source ideology. Although segmen-
tation and protection ring hardware were 
introduced for Multics security more 
than 50 years ago, Intel included them 
for security in their still ubiquitous x.86 
architecture.

So why should we care that a highly 
respected expert source such as a Com-
munications editorial did not mention 
a contradictory perspective? It is hardly 
surprising that an author emphasizes 
what is deemed supportive to a particular 
advocated direction—in this case “Ac-
countability and Liability in Computing.” 
The voice of such experts significantly in-
fluences the perception of “a lack of tech-
nical solution … which disincentivizes 
those who may be able to fix serious se-
curity vulnerabilities from doing so.” As I 
discuss in some detail in the IEEE Security 
& Privacy blogpost, it is most important 
that designers and manufacturers know 
they can build highly secure information 
systems on a Security Kernel-based trust-
worthy operating system, as has been re-
peatedly done in the past. This is afford-
able, commercially available technology 
with demonstrated good performance.

Roger Schell, Pacific Grove, CA, USA

Author’s response:
My Communications columns are one-page 
contributions. Under these constraints, there 
is no room for a scholarly review. Rather each 
column aims at making one point. In the 
column in question the point was the lack of 
accountability in computing due to lack of 
liability. I do not think that Schell and I are 
in disagreement. He argues that technical 
foundations already exist to build secure 
information systems, while I argued the slow 
progress in cybersecurity is due to market 
failure, which disincentivizes those who may 
be able to fix serious security vulnerabilities 
from doing so.

�Moshe Y. Vardi, Senior Editor,  
Communications of the ACM 
Houston, TX, USA
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Often, low Internet speed, a speak-
er’s slow Wi-Fi connection, or ineffi-
cient platform software make the re-
fresh rate of the video of the speaker 
too low for lip-reading. Some platforms 
make the speaker’s head a thumbnail, 
too small for lip-reading, in order to 
give maximum space to the speaker’s 
slides. AI-generated captioning is of-
fered as the solution to not being able 
to read lips. However, for all but the 
clearest, newscaster-like speakers, 
AI-generated captions are useless for 
understanding what a speaker is say-
ing. So, I am often left guessing what a 
speaker is saying.

One virtual conference I attended 
used a platform that was low refresh 
rate by design—whose motto was 
“Audio is king in the world of online 
videos”—and that showed all slide-
showing speakers’ heads as thumb-
nails. The conference’s solution was to 
provide me with AI-generated caption-
ing. However, among all the lectures I 
attended, I was able to understand only 
one, a keynote, delivered by an unusu-
ally clear native English speaker, for 
whom the AI-generated captions hap-
pened to be useful.

Needless to say, I prefer in-person 
meetings and conferences.

I wonder how accessible virtual 
meetings are to the blind, with bit-
mapped images of slides that are un-
readable by software that converts text 
to voice, and the fact that all voices now 
emerge from one loud speaker rather 
than from different places in a room.

Daniel Berry, Waterloo, ON, Canada

Author’s response:
Thanks for the comment. You raise a great 
point. It seems like there is a lot of work to 
be done making virtual meetings accessible 
to all. The story looks closely at why 
companies may or may not want to make 
virtual work the standard. But managers 
should be also considering the quality 
and nature of virtual work, too, before 
mandating such policies.

Logan Kugler, Tampa, FL, USA

Communications welcomes your opinion. To contribute 
a letter to the editor, please limit your comments to 500 
words or less and send to letters@cacm.acm.org

Copyright held by authors.

realized that several factors affecting 
calibration performance must be con-
sidered when developing risk assess-
ment tools, which include variabil-
ity between models such as the total 
number of coefficients, the size of the 
coefficients, and how close the coeffi-
cients are to zero in each model. Ad-
ditional considerations must include 
skewness assessment, which relies on 
measures such as prevalence and pre-
dicted risk scores of patients in dif-
ferent risk ranges of the training and 
testing sets.

Any future prediction models must 
include assessments of expectability 
to evaluate expected behavior, using 

a variety of subpopulations and per-
formance measures. High levels of ex-
pectability may even be most crucial 
because a model that performs well 
could be explainable, interpretable, 
and transparent; however, that model 
would still be suboptimal if it behaves 
unexpectedly.

Reference
1.	 Kartoun, U. et al. Assessing the robustness and 

internal consistency of the Pooled Cohort Equations 
(Poster). American Medical Informatics Association 
2022 Annual Symposium; (Washington, D.C., Nov. 5–9, 
2022).

Uri Kartoun, Cambridge, MA, USA

Author’s response:
Thank you for sharing this interesting 
perspective. The notion of “expectability” 
of machine/deep learning (ML/DL) models 
is, beyond doubt, critical. The DL research 
community has been viewing this from 
different perspectives such as model 
error calibration3 (also see https://bit.
ly/3PwdodG) conformal prediction (we have 
a book on this topic ourselves1), robustness,2 
out-of-distribution generalization,4 transfer 
learning6 and domain generalization.5 
However, your point of view is interestingly 
complementary to these explorations. 

Machine learning has always focused on the 
objective of “generalization performance,” 
viz, the capability of the model to perform 
on data that it has not seen before. This 
has led to deliberate efforts on making a 
model do well on subpopulations that it 
did not see while training. It may be an 
interesting follow-up discussion to see 
when one would need expected calibration 
on subpopulations, and when one would 
need model generalization on other 
subpopulations. Either way, your point is an 
important one—and the closest topic I can 
think of within my limited knowledge is in 
terms of calibration/conformal prediction.

More generally speaking, while 
explainability (and related terms) are 
intended to hedge predictions and support 
the reasoning behind decision making, 
“expectability” is possibly a property of the 
model predictive performance itself. One 
could view these as different dimensions 
of the Quality-of-Service (QoS) levels an 
ML/DL model ought to support. When one 
views ML/DL as a paradigm of data-driven 
automation akin to its predecessor—
software development—it is perhaps timely 
and critical for real-world ML/DL systems to 
have a rigorous life cycle with requirement 
specifications, development, evaluation, 
verification and quality control phases—
especially in risk-sensitive and safety-
critical applications.

References
1.	 Balasubramanian, V. et al. (Eds). Conformal Prediction 

for Reliable Machine Learning: Theory, Adaptations 
and Applications. Elsevier Publishers, 2014.

2.	 Huang, X. et al. A survey of safety and trustworthiness 
of deep neural networks: Verification, testing, 
adversarial attack and defence, and interpretability. 
Computer Science Review. Aug. 2020.
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�Vineeth N. Balasubramanian, 
Kandi, India

Factoring Impact
Thanks for an interesting discussion of 
the pros and cons of virtual meetings, 
as we have suffered them for the past 
nearly three years as described in the 
November 2022 Communications “The 
Impact of Virtual Meetings.” The News 
item lacks a discussion of how difficult 
virtual meetings are to the lip-reading 
deaf. I am such a person.

Any future prediction 
models must include 
assessments of 
expectability.
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for patterns and models in raw data? 
While Kepler used data to achieve in-
sights, data science today is more than 
an empirical science. That is, data sci-
ence views the data itself as a natural 
resource and deals with methods for ex-
tracting value out of this data.10 While 
science focuses both on understand-
ing the world and on developing tools 
and methods to perform research, data 
science focuses on understanding data 
and developing tools and methods to 
perform research on data.11

Data Science as a 
Research Paradigm
Data science also introduces a new sci-
entific paradigm. The first scientific 
paradigm, established thousands of 
years ago, is empirical science, in which 
scientists describe natural phenom-
ena. The second scientific paradigm, 
applied hundreds of years ago, is the 
theoretical paradigm, in which scien-
tists build models of nature. The third 
scientific paradigm was introduced 
only several decades ago and is the 
computational paradigm, in which sci-
entists simulate complex phenomena 
using algorithms and computers. The 
fourth scientific paradigm, according 
to Gray,7 is data exploration, in which 
data is captured or simulated, and then 
analyzed by scientists to infer new sci-

entific knowledge. Following Gray, the 
National Institute of Standards and 
Technology (NIST) claimed data sci-
ence is the current evolution of the 
fourth paradigm and described data 
science as “the conduct of data analysis 
as an empirical science, learning directly 
from data itself. This can take the form of 
collecting data followed by open-ended 
analysis without preconceived hypoth-
esis (sometimes referred to as discovery 
or data exploration).”3 In fact, this per-
spective views data science as the ap-
plication of the grounded theory para-
digm6 for quantitative research.

Data Science as a Research Method
Data science integrates research tools 
and methods taken from statistics and 
computer science that can be used to 
conduct research in various applica-
tion domains, such as social science 
and digital humanities.

Drug discovery is one area that illus-
trates how machine learning is applied 
as a research method that includes 
“target validation, identification of prog-
nostic biomarkers and analysis of digital 
pathology data in clinical trials.”13

Another example is the application 
of machine learning methods in so-
cial science research. In such research, 
complex human-generated data, such 
as posts on social networks, are used to 
map social phenomena. Grimmer et al.8 

reviewed current use of machine learn-
ing in social science research and stated, 
“inclusion of machine learning in the so-
cial sciences requires us to rethink not only 
applications of machine learning methods 
but also best practices in the social scienc-

 
Why Is It Hard to Define Data Science?
December 2, 2022
https://bit.ly/3B9tZxK
If you ask a group of data scientists 
what data science is, you would prob-
ably hear different definitions. Indeed, 
although many attempts have been 
made to define data science, such a 
definition has not yet been reached. 
One reason for the difficulty to reach 
a single, consensus definition for data 
science is its multifaceted nature: it 
can be described as a science, as a re-
search paradigm, as a research meth-
od, as a discipline, as a workflow, and 
as a profession. One single definition 
just cannot capture the diverse es-
sence of data science. In this blog, we 
attempt to present the essence of each 
of these perspectives.

Data Science as a Science
Empirical science has been always 
about data. Kepler used data about 
the movement of the planets collected 
by Tycho Brahe to prove Copernicus’ 
theory of the solar system. Was Kepler 
the first data scientist when he looked 

What Is Data Science? 
Koby Mike and Orit Hazzan consider why multiple  
definitions are needed to pin down data science. 

DOI:10.1145/3575663	 https://cacm.acm.org/blogs/blog-cacm
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es … [machine learning] is used to discover 
new concepts, measure the prevalence of 
those concepts, assess causal effects, and 
make predictions. The abundance of data 
and resources facilitates the move away 
from a deductive social science to a more 
sequential, interactive, and ultimately in-
ductive approach to inference.” As can be 
seen, data science is viewed in this case 
as a research method that transforms 
the research process from deductive to 
inductive, in line with the perspective 
on data science as a research paradigm 
presented here. 

Data Science as a Discipline
Data science integrates knowledge and 
skills from several disciplines, namely 
computer science, mathematics, sta-
tistics, and an application domain. 
One way to present such a relationship 
is using a Venn diagram. Conway4 was 
the first to propose a Venn diagram 
for data science as a discipline;, many 
other Venn diagrams were proposed for 
the discipline of data science following 
Conway.12 Figure 1 shows our Venn dia-
gram for data science.

Researchers recognize three levels 
of integration between two or more 
distinct disciplines: multidisciplinarity, 
interdisciplinarity, and transdisciplinar-
ity.1 Multidisciplinarity is the lowest 
level of integration. In multidisciplinary 
education, learners are expected to gain 
knowledge and understanding in each 
discipline separately. Interdisciplinarity 
represents a higher level of integration 
than multidisciplinarity. In interdisci-
plinary education, after learners gain 
basic knowledge and understanding in 
each discipline separately, they are ex-
pected to understand the interconnec-
tions between the disciplines and to be 
able to solve problems that require ap-
plying different knowledge and meth-
ods from each discipline. In transdis-
ciplinarity, boundaries among several 
disciplines transcend to create a holis-
tic approach. 

The gradual transition of data sci-
ence from multidisciplinarity to inter-
disciplinarity introduces challenges 
concerning the definition of data sci-
ence as a discipline that encompass 
the different bodies of knowledge, 
traditions, and cultures that originate 
in the different fields. Data science 
may eventually become a transdisci-
plinary domain.

Data Science as a Workflow
The 2015 National Science Foundation 
(NSF) report, summarizing the NSF-
sponsored workshop on data science 
education, introduced a definition of 
data science that reflects the perspec-
tive of data science as a workflow: “Data 
science is a process, including all aspects 
of gathering, cleaning, organizing, ana-
lyzing, interpreting, and visualizing the 
facts represented by the raw data.”2 Data 
science is indeed commonly presented 
as an iterative workflow for generating 
value and data-driven actions from data 
(see Figure 2).

Data Science as a Profession
Irizarry9 proposed that the term data 
science was coined in order to improve 
communication between human re-
source recruiters in the industry and 
work applicants. According to Irizarry, 
“As the demand in [sic] employees ca-
pable of completing data-driven projects 
increased, the term data scientist quickly 
became particularly prominent because 
it helped recruiters specify the type of em-
ployee they wanted.”9

Accordingly, the definition of data 
science can be derived from the descrip-

tion of the profession of data scientist. 
And thus, for example, in their paper 
“Data scientist: The sexiest job of the 21st 
century,”5 Davenport and Patil describe 
the profession of data scientist as “a high-
ranking professional with the training 
and curiosity to make discoveries in the 
world of big data … More than anything, 
what data scientists do is make discov-
eries while swimming in data. It’s their 
preferred method of navigating the world 
around them.” 

Conclusion
Data science is emerging fast and a 
single definition of it has not yet been 
reached. In this blog, we presented 
six facets of data science, each high-
lighting a different perspective of the 
field. This multifaceted nature of data 
science may partially explain the dif-
ficulties associated with the efforts to 
define it.	
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Figure 1. The data science Venn diagram 
(the authors’ version).
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The image of Earth was originally posted to Flickr by 
DonkeyHotey at https://flickr.com/photos/47422005@
N04/5679642883. It was reviewed on December 
4, 2020 by FlickreviewR 2 and was confirmed to be 
licensed under the terms of the cc-by-2.0.
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jority of encrypted data. “There is no 
quantum problem with bulk encryp-
tion,” said security technologist Bruce 
Schneier. Most data is encrypted us-
ing symmetric algorithms, such as the 
Advanced Encryption Standard (AES), 
which uses the same key for decryp-
tion. As long as the sender and recipi-
ent can keep this shared key secret, 
this computationally efficient scheme 
works fine. A second quantum algo-

E
X C H A N G E S  O F  D I G I TA L  infor-
mation have long been pro-
tected by public-key cryp-
tography, which lets senders 
encrypt their data with con-

fidence that only the intended recipi-
ent could decrypt and read it. The re-
cipient can freely share their public 
key for encryption because deducing 
the private key for decryption would 
require an impractically large calcula-
tion, such as factoring the product of 
two very large primes. 

In the 1990s, however, mathemati-
cian Peter Shor (then at Bell Labs and 
successor AT&T Research, now at the 
Massachusetts Institute of Technol-
ogy (MIT)), showed quantum computers 
could do factoring and compute “dis-
crete logarithms” exponentially faster, 
greatly stimulating research in quantum 
computing. Despite billions of dollars of 
investment and significant experimen-
tal progress, however, quantum com-
puters are still too small and error-prone 
to pose a cryptographic threat—yet. If 
they do succeed at scale, though, both 
new data and encrypted archives could 
become vulnerable to snooping. 

To address this possibility, the U.S. 
National Institute of Standards and 
Technology (NIST) has been evaluating 

proposals for “post-quantum cryptog-
raphy” (PQC). Although it is now clear 
that quantum computers can solve some 
large problems much faster than classi-
cal computers ever could, the hope is that 
there are other cryptographic schemes 
that are forever beyond their easy reach.

Hybrid Systems
The security risks are real, but they 
do not directly threaten the vast ma-

Science  |  DOI:10.1145/3575664	 Don Monroe

Post-Quantum 
Cryptography 
Cryptographers seek algorithms  
quantum computers cannot break.
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rithm developed in the 1990s by Lov 
Grover (then also at Bell Labs) can 
crack symmetric encryption faster 
than classical computing, but “the 
best you can do in speeding up this 
computation with a quantum com-
puter …  is by a factor of a square root,” 
Schneier said, so an attack can be de-
feated with modestly longer keys.

The challenge is securely establish-
ing the shared key. Key distribution 
once used methods like a secure chan-
nel or physical exchange, but these are 
cumbersome for everyday use. (Quan-
tum key distribution could detect any 
eavesdropping, but the demanding 
technology is unlikely to matter for 
commercial purposes.)

The situation changed with the 
1976 work of Whitfield Diffie and 
Martin Hellman (who shared ACM’s 
A.M. Turing Award in 2015), which 
described how two parties can 
share a secret without exposing it. 
The scheme exploits mathematical 
groups, such as elliptic curves, that 
support a multiplication operation. 
The parties agree on a starting point, 
then each applies a private multiplier 
and passes the result to the other, 
who then applies their own private 
multiplier. In this way they compute 
the same secret key, but the interme-
diate results can be sent in the clear 
without revealing it. 

Although the multiplications are 
relatively easy, the scheme’s security 
hinges on the exponential difficulty of 
reversing the calculation. A quantum 
computer, however, could do it much 
faster using Shor’s algorithm, then use 
the result to decrypt bulk data encrypt-
ed with a symmetric algorithm.

Not a Competition
NIST began preparing its program in 
2011, said Lily Chen, a mathematician 
who is group manager of the crypto-
graphic technology group, and began 
requesting PQC proposals in 2016. In 
addition to public-key protocols, the 
project solicited algorithms for digital 
signatures, which are used in key es-
tablishment, signing documents, and 
software source verification.

To conserve its own resources and 
the critical attention of the community, 
NIST narrowed 69 first-round submis-
sions to 26 candidates for the second 
round, and then to seven finalists and 

eight alternative candidates for the third 
round. European collaborators are heav-
ily represented in the proposals.

Selection assessed not only classi-
cal and quantum security, but also per-
formance requirements such as pro-
cessing power and key size, as well as 
side-channel resistance, Chen said. In 
addition, she said, “We wanted candi-
dates from different categories,” so the 
list included lattice-based, code-based, 
hash-based, multivariate-quadratic, 
and isogeny-based algorithms. 

“Without the community we can-
not do this work,” Chen said, adding 
that open public review will be critical 
to the project’s success. “There are not 
many people who understand the deep 
mathematics theory and also the cryp-
tography to attack it.” 

In July 2022, NIST announced 
four finalists for their standards—
CRYSTALS-Kyber for encryption and 
CRYSTALS-Dilithium, FALCON, and 
SPHINCS+ for digital signatures. NIST 
also chose several additional candi-
dates for further consideration. The 
agency expects to release a formal stan-
dard in 2024. 

Classical Elimination
Despite the lengthy evaluation, some 
of the successful candidates have only 
recently been discovered to be vulner-
able to classical attack. The multivari-
ate public-key system Rainbow, for ex-
ample, had been expected to join the 
ranks of digital signature algorithms. 
In March 2022, however, Rainbow was 
completely broken “over the weekend 
on a laptop,” by Ward Buellens of IBM 
Research in Zurich, Switzerland. 

Another proposal, called SIKE (for 

supersingular isogeny key encapsula-
tion), had been in the further-study list 
for encryption. However, just weeks 
after the NIST announcement, Wouter 
Castryck and Thomas Decru, math-
ematicians at KU Leuven in Belgium, 
demonstrated how to crack it “in about 
one hour on a single core.”

The SIKE algorithm extends the 
Diffie-Hellman protocol. Rather than 
sender and receiver multiplying points 
on an elliptic curve by secret scalars, 
they perform a secret sequence of 
transformations (isogenies) on an 
entire elliptic curve. Unfortunately, 
clearly specifying this more-abstract 
process required exchanging some 
auxiliary data. 

This is “a very nice trick actually, but 
also a trick that has been concerning 
already from the start” said Castryck, 
which led to it receiving only proba-
tionary approval for the fourth round. 
The extra information “was also the 
key ingredient in the attack,” Castryck 
said. “I think NIST handled it correct-
ly,” he said, “but indeed, it makes you 
wonder whether you are standardizing 
things too quickly.”

“It’s a really good reminder to the 
community that these kinds of things 
can happen and do happen,” said Peter 
Schwabe of the Max Planck Institute 
for Security and Privacy in Bochum, 
Germany, and Radboud University in 
Nijmegen, the Netherlands. “Some-
body proposes something, and then 
many, many smart people look at it 
for a very long time and fail to break 
it,” said Schwabe, who is a member of 
the CRYSTALS team. “Ideally, they fail 
to break it publicly, and describe how 
they failed breaking it, and then we 
gain trust in that system.”

Long Learning Process
However, “With the exception of hash-
based signatures, the schemes that are 
being standardized now, and also the 
schemes that are still in round four of 
the competition, none of them have 
been studied to the same extent that, 
say, elliptic-curve crypto has that we’re 
using today,” Schwabe said. 

Quantum attacks are even harder 
to assess, since “We don’t really know 
yet what quantum computers can do,” 
Schwabe said. Researchers have con-
vincingly established that problems 
exist that quantum computers can 

“There are not 
many people who 
understand the 
deep mathematics 
theory and also the 
cryptography to 
attack it.”
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would be the kind of back door where 
only the NSA can decrypt,” or that they 
would promote weakened protocols.

“NIST needs transparency if their 
standard is going to be used at all,” 
Schneier agreed. “I think NIST is a 
trustable honest broker.” However, 
“because you see things being broken 
left and right,” he emphasized that fu-
ture systems should be agile, letting 
users easily swap out broken protocols 
in the same way they might change the 
lock on a front door.	
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solve with polynomial resources, but 
which will always require exponen-
tial resources for classical computers. 
Google and others have demonstrat-
ed “quantum advantage” (originally 
called “quantum superiority”) on se-
lected problems even with today’s re-
search machines. 

The goal of PQC, though, is practi-
cal algorithms that will assuredly re-
quire exponential resources even with 
a full-scale, error-corrected quantum 
computer. Indeed, a 2011 paper from 
Scott Aaronson (then at MIT, now at 
the University of Texas at Austin) and 
Andris Ambainis of the University of 
Latvia argued that exponential speed-
up could be achieved “only for certain 
‘structured’ problems.” For example, 
Shor’s algorithm tackles factoring 
and discrete logarithms by identify-
ing periodicity in the states of many 
quantum bits (qubits) at once. In April 
2022, however, Takashi Yamakawa 
of the NTT Social Informatics Labo-
ratories, and Mark Zhandry of NTT 
Research and Princeton University, 
conjectured that “structure” is not ac-
tually needed for exponential speedup 
for search problems (unlike the deci-
sion problems discussed by Aaronson 
and Ambainis). This represents the 
first major expansion of the scope of 
efficient quantum algorithms since 
the 1990s. 

“It doesn’t immediately say any-
thing about whether there’s classi-
cal attacks or quantum attacks on 
anything at this stage,” Zhandry cau-
tioned, but “It shows that there are po-
tentially more problems where there is 
a quantum advantage relative to clas-
sical algorithms than there were previ-
ously.” More importantly he said, even 
if an algorithm’s security against clas-
sical attacks has been demonstrated, 
“Things will not be fine, necessarily,” 
for quantum attacks. 

Establishing Trust
Schwabe noted there was “overwhelm-
ing evidence” the U.S. National Security 
Agency (NSA) had subverted protocols 
to retain some access for themselves, 
but with NIST’s earlier competitions 
involving AES and Secure Hash Algo-
rithm 3 (SHA-3), “They gained a really 
good reputation,” he said. Today, “I 
would find it extremely hard to imag-
ine that in any of the schemes there 

“I would find it 
extremely hard to 
imagine that in any 
of the schemes there 
would be the kind of 
back door where only 
the NSA can decrypt.”
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PIONEERING AFFECTIVE 
COMPUTING TECHNOLOGIES

“As an electrical 
engineer, I 
wanted to know 
how computers 
worked,” says 
Rosalind 
Picard, a 

professor of media arts and 
sciences at the Massachusetts 
Institute of Technology (MIT). “I 
wanted to explain it down to the 
electrons,” she recalls, adding 
that this became her focus.

Picard earned her bachelor’s 
degree in electrical engineering 
from the Georgia Institute of 
Technology, and her master’s 
and doctorate degrees, both 
in electrical engineering and 
computer science, from MIT.

She worked as a member of 
the technical staff at AT&T Bell 
Laboratories in Holmdel, NJ, 
throughout graduate school. 
On completing her doctorate, 
Picard joined the faculty of 
MIT’s Media Lab, where she 
has remained.

Picard’s current research 
focuses on giving computers the 
skills of emotional intelligence 
in order to improve people’s 
lives. She calls this affective 
computing, and she has 
pioneered the field.

More specifically, she says, 
“Today, I focus on AI (artificial 
intelligence) for digital health. It 
still has affective computing in 
it, but it’s about helping people 
understand and manage their 
stress and moods.”

Picard cofounded 
two companies that have 
commercialized affective 
computing technologies: 
Empatica, which markets 
wearable seizure alerting 
solutions, and Affectiva, which 
produces AI software that can 
understand human emotions 
and cognitive states by analyzing 
facial and vocal expressions.

In the future, Picard aims 
use computation and AI to help 
prevent certain health issues 
by revealing causal influences 
on different kinds of mental 
illnesses and health problems. 
“This will help people, in a 
personalized machine learning 
way, to know what they need to 
do to prevent those problems 
from happening,” she says.

—John Delaney
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text, there are still many issues to be 
resolved” to reach actual human-level 
interaction.

Taking a Machine at its Word
Machine consciousness is a topic that 
has long fascinated researchers, me-
dia, venture capitalists, and the public. 
The Turing Test—originally called The 
Imitation Game—may have been the 
first attempt to analyze natural speech 
interactions generated by machines, 
but the path to the present has been 
paved with a string of advancements 
that have periodically sparked ques-
tions about whether computers can ac-
tually think and feel.

For example, in 1964, Joseph Wei-
zenbaum at the Massachusetts Insti-
tute of Technology’s Artificial Intelli-
gence Lab introduced a program called 
ELIZA. Using a then-sophisticated pat-
tern matching system, it interacted 
with humans in a contextual manner, 
albeit superficially. The program used 
words to trigger scripts that loosely 
followed rules of conversation. While 
Weizenbaum introduced ELIZA to 
demonstrate the fallibility of machine-
human interaction, some observers 
concluded that the system was sen-
tient. In other words, they believed that 
it had human-like feelings.

That might seem absurd by today’s 
standards. However, Lemoine reig-
nited the long-simmering discussion 
when he published an interview with 
the natural language system LaMDA. 
The chatbot clearly demonstrated a 
convincing command of language. 
Lemoine then took things further by 
claiming the system was actually sen-
tient. He explored the idea of seeking 
legal representation and personhood 
for LaMDA. Several months later, 
Google unceremoniously fired him.

“Today’s systems are very entertain-
ing to talk to, but they don’t build any 

W
HETHER COMPUTERS CAN 

actually “think” and 
“feel” is a question 
that has long fasci-
nated society. Alan M. 

Turing introduced a test for gauging 
machine intelligence as early as 1950. 
Movies such as 2001: A Space Odyssey 
and Star Wars have only served to fuel 
these thoughts, but while the concept 
was once confined to science fiction, it 
is rapidly emerging as a serious topic 
of discussion.

Thanks to enormous advances in 
artificial intelligence (AI)—and partic-
ularly deep learning—computers can 
now converse with humans in seem-
ingly realistic ways. In a few cases, the 
dialog has become so convincing that 
people have deemed machines sen-
tient. A recent example involves former 
Google data scientist Blake Lemoine, 
who published human-to-machine 
discussions with an AI system called 
LaMDA.a

Lemoine’s declaration received 
ample press attention—along with 
a robust backlash from the com-
puter science and artificial intelli-
gence communities. For example, 
Stanford University researcher John 
Etchemendy, co-director of the Stan-
ford Institute for Human-Centered AI 
(HAI) wrote: “LaMDA is not sentient 
for the simple reason that it does not 
have the physiology to have sensa-
tions and feelings.”b

Yet, the mere fact that a computer 
could convince people it is sentient is 
not something to dismiss. Computa-
tional linguistics is advancing at a furi-
ous rate and natural language AI is tak-
ing shape. Startups such as Google’s 

a	 Is LaMDA Sentient?—an Interview, 
https://bit.ly/3hxz8t1

b	 Is Google’s AI sentient? Stanford AI experts say 
that’s ‘pure clickbait’, The Stanford Daily.

LaMDAc and OpenAI’s GPT-3d offer a 
glimpse at what is on the AI horizon. 
Already, machines are writing basic 
news articlese and tackling highly spe-
cialized chat functions. Future capa-
bilities could revolutionize the way we 
go about our daily lives.

Avoiding the inevitable hype is crit-
ical. “There is this mad rush to claim 
that human-level AI is happening 
now,” says Marjorie McShane, a pro-
fessor of cognitive science at Rensse-
laer Polytechnic Institute. “Meaning 
and truly explainable AI still require 
a lot of serious work, with an uncer-
tain payoff.” Adds Julia Hirschberg, 
Percy K. and Vida L. W. Hudson Pro-
fessor of Computer Science at Colum-
bia University, “Although computers 
can generate human-like speech and 

c	 LaMDA: our breakthrough conversation technol-
ogy, https://blog.google/technology/ai/lamda/

d	 GPT-3 Powers the Next Generation of Apps, 
https://openai.com/blog/gpt-3-apps/

e	 Robo-journalism: computer-generated stories 
may be inevitable, but it’s not all bad news, 
https://bit.ly/3Fqu9T1

Computational Linguistics 
Finds Its Voice 
Advances in artificial intelligence permit computers  
to converse with humans in seemingly realistic ways. 

Technology  |  DOI:10.1145/3575666	 Samuel Greengard
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real model of the world,” says Gary 
Marcus, co-author of Rebooting AI and 
founder and CEO of Geometric Intel-
ligence, a firm acquired by Uber. Adds 
McShane, “ML systems can now gen-
erate text that, in many cases, sounds 
natural to people—except, of course, 
when they fail—sometimes with eye-
popping incongruities.”

The problem, McShane says, is that 
when faced with natural-sounding 
text, “People can’t help but assume 
that the entity that created it under-
stands it, but this couldn’t be further 
from the truth.” While deep learning 
and machine learning have advanced 
remarkably, and systems can spit out 
natural-sounding text, “Generating 
meaning-free language has nothing 
to do with actual intelligence in ma-
chines. Fluency is irrelevant when 
there’s no meaning behind the text. 
These systems have no idea what they 
are talking about.”

In fact, one group of researchers, 
including former Google AI scientist 
Timnit Gebru (now with Black in AI), 
labeled today’s AI speech systems 
“stochastic parrots” in a 2021 aca-
demic paper.f In 2020, a separate team 
of researchers from the University of 
Washington noted, “Pretrained neural 
language models (LMs) are prone to 
generating racist, sexist, or otherwise 
toxic language, which hinders their 
safe deployment.”g

“Sentience is an enormous logical 
leap,” argues Stuart M. Shieber, James 
O. Welch Jr. and Virginia B. Welch Pro-
fessor of Computer Science at Harvard 
University. “It doesn’t follow that even 
if the Turing Test is a reasonable, if 
controversial, test for attributing intel-
ligence, that it also serves as a reason-
able test for attributing consciousness 
or sentience. People are deceived by 
the appearance of realistic behaviors.”

Mannerisms of Speech
Sentience aside, computer linguistics 
and natural speech are beginning to 
take root in the real world. Chatbots 
are getting better at mimicking human 

f	 On the Dangers of Stochastic Parrots: Can Lan-
guage Models Be Too Big, https://dl.acm.org/
doi/10.1145/3442188.3445922

g	 Real Toxicity Prompts: Evaluating Neural 
Toxic Degeneration in Language Models,” 
https://aclanthology.org/2020.findings-emnlp. 
301.pdf

interaction. Autocomplete technology, 
used by Gmail and other applications, 
is changing the way people compose 
messages. Meanwhile, AI companies 
are introducing robots capable of car-
rying on full-fledged conversations 
with humans. One such firm, Embod-
ied, offers a talking doll called Moxie 
that aims to promote social and emo-
tional skill development for children 
between the ages of 5 and 10.

OpenAI, an organization created by 
Elon Musk, Greg Brockman, and other 
heavyweights in the artificial intelli-
gence field, is pushing the boundar-
ies of natural speech. In 2020, OpenAI 
introduced Generative Pre-Trained 
Transformer 3, or GPT-3. The giant 
neural net’s natural language skills 
are nothing short of remarkable; it 
can write articles and aid in software 
development, answer research ques-
tions using findings from academic 
papers, and handle a variety of text-
generation and classification tasks. 
Popular language app Duolingo, for 
example, uses GPT-3 for French gram-
mar corrections.

GPT-3, housed within a supercom-
puter complex in Iowa, was built using 
about 700 gigabytes of data originating 
from Wikipedia, digitized books, and 
websites. It includes approximately 
285,000 CPU cores. Yet, while OpenAI 
boasts remarkable writing ability by 
machine standards—it can generate 
movie scripts and compose nonfic-
tion in the style of famous authors—it 
remains a work in progress. At times it 
generates glaring errors and, when fed 
certain types of input, it is prone to spit 
out hollow prose.

Meanwhile, Google, DeepMind, and 
Meta all have developed their own lan-
guage learning models (LLMs). Others, 

including Microsoft, Apple, Amazon, 
IBM, Nvidia, and Baidu also are con-
tinuing to advance machine linguistics 
and natural speech to address various 
requirements, whether the language 
skills are built into a digital assistant, 
a search engine or an interface to oper-
ate machinery.

Several methods exist for training 
natural language models, typically using 
convolutional neural networks (CNNs).

One common approach relies on 
so-called word vectors, which attempt 
to represent the meaning of a word 
mathematically, in order to highlight 
relationships between words and 
phrases.

Another approach, Recognizing Tex-
tual Entailment (RTE), classifies the 
relationships of words and sentences 
to each other through the lens of en-
tailment vs. contradiction vs. neutral-
ity. For example, the premise “A book 
has pages” entails “pages have text,” 
but contradicts “words and images in 
a book move,” while remaining neu-
tral to a statement like “all books are 
good.” As the system runs through mil-
lions of word combinations, it learns 
how to present and deliver statements 
accurately in context.

The goal, of course, is to develop 
systems that allow humans to interact 
with machines on human terms. Over 
the coming years, this could translate 
into new social media models for the 
metaverse and far more advanced 
sales and support functions. An AI 
system might, for example, provide 
highly interactive instructions for 
how to assemble furniture or man-
age a retirement account. Rather 
than reading cryptic instructions and 
struggling with basic YouTube videos, 
a person would simply ask for help 
and receive step-by-step contextual 
information including text, videos, 
and animations.

Of course, building systems capa-
ble of such real-world conversations is 
difficult, for a couple of reasons. First, 
there’s the inherent complexity of lan-
guage and the nearly infinite number 
of word combinations possible. No 
amount of training can prepare a sys-
tem for every conceptual possibility. 
Second, computers lack any ability to 
discern red flags. A problem, Hirsch-
berg points out, is that typical lan-
guage samples fed into LLM systems 

“Sentience is an 
enormous logical 
leap. People are 
deceived by the 
appearance of 
realistic behaviors.”
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lack “bad language” and “undesirable 
content.”

In the real world, Hirschberg adds, 
this inherent complexity presents 
problems for “conversational agents 
and chatbots that must deal with a 
great many different topics appropri-
ately, from shopping to travel to res-
ervations to just answering user ques-
tions on a variety of topics.”

The Final Word
Although computational linguistics ca-
pabilities almost certainly will advance 
by an order of magnitude in the com-
ing years, what is not clear is how this 
will impact society. OpenAI has made it 
a point to focus on ethical AI, even pub-
lishing a paper featuring ways to battle 
the adverse use of its LLM.h Gebru and 
a group of other prominent research-
ers have established an organization 
named DAIR, which stands for Dis-
tributed Artificial Intelligence Research. 
Others, including Google, DeepMind, 
and Meta, are actively studying various 
aspects of ethics.

Yet major questions remain, and it 
is not clear whether well-intentioned 
AI ethical frameworks or even ex-
tremely accurate systems will solve 
the underlying problems. It is no se-
cret that today’s LLM models largely 
remain black boxes. There is virtually 
no understanding of how language 
models work. This makes it difficult 

h	 Improving Language Model Behavior by Train-
ing on a Curated Dataset; https://openai.com/
blog/improving-language-model-behavior/

to guarantee they will not cause dam-
age or be commandeered for nefari-
ous purposes—such as manipulating 
human behavior.

McShane and others believe one 
possible solution is developing agents 
that orient around meaning. Such 
agents extract the significance of lan-
guage utterances; they reason, learn, 
and make decisions based on mean-
ing, and they generate language based 
on the meaning they want to convey. 
So-called Language-Endowed Intelli-
gent Agents (LEIAs)i rely on knowledge-
based methods and cognitive model-
ing while incorporating the results of 
machine learning when and where it is 
applicable. A primary benefit of orient-
ing a language system around meaning 
is that these agents will be able to ex-
plain their behavior in ways that people 
can understand.

Yet, even if total model transparen-
cy is achieved, there are no guarantees 
a system will work exactly as billed. 
Even if a broader set of people design 
and manage the technology—and gov-
ernment regulation is in place—things 
could still go haywire. “We’re often 
seduced into thinking that even well-
intentioned systems are good, but we 
really don’t understand the full impact 
of the technology. While the perfor-
mance of these systems has improved, 
our structured understanding of their 
behavior hasn’t commensurately im-
proved,” Shieber says.

Concludes Marcus, “A lot of peo-
ple want to think that more data will 
solve the problem, but that’s what they 

have been telling us for a decade with 
driverless cars. So far, this approach 
hasn’t worked, and it isn’t clear that 
it will ever work. Both in language and 
driving, there is a constant stream of 
‘edge cases’—things that program-
mers didn’t anticipate, and we’re not 
equipped to deal with.”	

i	 Linguistics for the Age of AI (MIT Press, 2022); 
https://direct.mit.edu/books/book/5042/Lin-
guistics-for-the-Age-of-AI

Further Reading

Bender, E.M., Gebru, T.,  
McMillan-Major, A., and Shmitchell, S.
On the Dangers of Stochastic Parrots: Can 
Language Models Be Too Big? FAccT ‘21: 
Proceedings of the 2021 ACM Conference on 
Fairness, Accountability, and Transparency, 
March 2021 Pages 610–623.
https://doi.org/10.1145/3442188.3445922

Sheiber, S.
There Can Be No Turing-Test—Passing 
Memorizing Machines, Michigan 
Publishing, June 2014, Volume 14, No. 
16, pp. 1-13. https://dash.harvard.edu/
handle/1/11684156

Gehman, S., Gururangan, S.,  
Sap, M., Choi, Y., and Smith, N.A.
Real Toxicity Prompts: Evaluating Neural 
Toxic Degeneration in Language Models. 
https://aclanthology.org/2020.findings-
emnlp.301.pdf

McShane, M.
Linguistics for the Age of AI (MIT Press, 
2022). https://direct.mit.edu/books/
book/5042/Linguistics-for-the-Age-of-AI

Samuel Greengard is an author and journalist based in 
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ACM has named 67 new 
Distinguished Members for their 
significant contributions. All 
were selected for work that has 
spurred innovation, enhanced 
computer science education, and 
moved the field forward.

“The ACM Distinguished 
Members program honors 
both accomplishment and 
commitment,” said ACM 
president Yannis Ioannidis. 
“Each of these new 67 
Distinguished Members have 
been selected for specific and 
impactful work, as well as their 

long-standing commitment to 
being a part of our professional 
association. As ACM celebrates 
its 75th anniversary this year, it 
is especially fitting to reflect on 
how our global membership has 
built our organization into what 
it is today. ”

The 2022 ACM Distinguished 
Members work at leading 
universities, corporations, and 
research institutions in Australia, 
Canada, China, Finland, France, 
Germany, Greece, India, Italy, 
Japan, the Netherlands, New 
Zealand, Singapore, Taiwan, the 

U.K., and the U.S. 
ACM Distinguished 

Members are selected for their 
educational, engineering, and 
scientific contributions. This 
year’s Distinguished Members 
made advancements in areas 
including algorithms, computer 
science education, cybersecurity, 
data management, energy 
efficient computer architecture, 
information retrieval, healthcare 
information technology, 
knowledge graph and semantic 
analysis, mobile computing, and 
software engineering, among 

many others.
A candidate for Distinguished 

Member must have at least 15 
years of professional experience 
in computing and five years of 
professional ACM membership 
in the last 10 years, and must 
have achieved a significant 
level of accomplishment or 
made a significant impact in 
the field of computing. They 
also are expected to have served 
as a mentor and role model 
by guiding technical career 
development and contributing to 
the field beyond the norm.

Milestones

ACM Honors 2022 Distinguished Members
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C
R E ATIV ITY  HAS  BEEN defined 
as the use of the imagination 
or original ideas, especially 
in the production of an artis-
tic work. While the source of 

the development of those ideas can be 
debated—does creativity spring from 
the heart, the brain, the soul, or one’s 
experiences—it has been largely ac-
cepted that humans alone possess the 
capability to truly create.

The emergence of computers and ar-
tificial intelligence (AI) has led to systems 
that, fed a sufficient amount of training 
data, can mimic the output of a creative 
writer, artist, or musician, thereby en-
croaching on humans’ monopoly on the 
creative process. Artificial intelligence 
techniques can be used to create new 
ideas in a few different ways, such as pro-
ducing unique combinations of familiar 
ideas, creating new works based on the 
attributes of previous works, and by of-
fering new ideas based on combinations 
of attributes and ideas that humans may 
not have thought of during the creation 
of a new work.

A notable example of the power of AI 
to generate a so-called “creative” work 
was demonstrated in 2016 when the IBM 
Watson AI platform was used to create a 
movie trailer for 20th Century Fox’s horror 
film, Morgan. The first example of a trail-
er created solely by AI, Watson was used 
to analyze the visuals, sound, and compo-
sition of hundreds of existing horror film 
trailers, and then it selected scenes from 
the completed Morgan movie for editors 
to patch together into a trailer. The use 
of AI to comb through scenes to create a 
trailer in the style of other horror movies 
helped to reduce the amount of time edi-
tors needed to spend on the project from 
a week down to a single day.

How AI Can Mimic Creative Works
The process for using AI to generate cre-

Can AI Demonstrate 
Creativity? 
When fed a sufficient amount of training data,  
artificial intelligence techniques can be used to generate  
new ideas in several different ways. Is that creativity? 

Society  |  DOI:10.1145/3575665	 Keith Kirkpatrick

Image created by DALL•E 2 when prompted, “AI envisioned as an artist creating beautiful art.”

Image created by DALL•E 2 when prompted, “the most wildly creative image imaginable.”
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ative content is largely based around the 
use of foundational models or generative 
adversarial networks. These approaches 
utilize deep neural networks designed 
to mimic the ways in which the human 
brain learns by creating associations be-
tween specific elements that can be com-
bined to create a finished work.

These neural networks are fed mil-
lions or billions of examples of a particu-
lar output (which could include images, 
sound samples, or text passages), which 
they subject to a sophisticated type of 
pattern matching to “learn” specific attri-
butes, patterns, or cues. For example, al-
gorithms that are used to create artwork 
in the style of impressionist artists would 
be shown works from Monet, Renoir, Ma-
net, Degas, Cezanne, and Matisse, gener-
ally considered to be masters in this style 
of artwork. The neural network examines 
the works as patterns of pixels, and can 
be trained to identify the specific pat-
terns that define the impressionist style. 
This creates a framework of knowledge 
that can be used to create a new work 
based on the learned parameters and 
attributes. The more “layers” or “depth” 
the model has, the more complex the re-
sulting patterns and correlations can be.

Large AI companies such as OpenAI 
(which describes itself on its website as 
“a research and deployment company” 
whose mission is “to ensure that artificial 
general intelligence benefits all of hu-
manity”) have created applications such 
as DALL-E (referencing the artist Salva-
dor Dali), which was announced in Janu-
ary 2021, and demonstrated that this ap-
proach could reproduce and recombine 
features from those existing images in 

new and aesthetically pleasing ways. The 
next version, DALL-E 2, released a year 
later, featured improvements to image 
quality and demonstrated that the sys-
tem could reproduce different artistic 
styles.

A similar approach can be taken with 
other types of creative works, such as mu-
sic, where a neural network would be fed 
examples of music in order to learn spe-
cific patterns (such as common chord 
progressions, melodies, rhythms, and 
structure) used within a given genre, art-
ist’s repertoire, or other style data (for ex-
ample, data distinguishing a waltz from 
a 12-bar blues or a jam-band-style impro-
visation).

This approach was used to create a 
song called “Break Free,” which was com-
posed by musician and YouTuber Taryn 
Southern. Southern utilized an open 
source platform called Amper Music 
(www.ampermusic.com) to create the ba-
sic stems, a grouped collection of audio 
sources grouped together as a single unit 
that will be combined with other stems 
during the mixing process. By choos-
ing parameters that governed the song’s 
structure, including the tempo, rhythm, 
type of instrumentation, and style, the AI 
platform created possibilities that South-
ern could choose from to create a song. 
Southern picked the possibilities she 
liked, and then arranged the pieces into 
a song structure to fit the lyrics she had 
written.

Can AI Be Considered “Creative”?
Despite the ability of AI to produce cre-
ative outputs based on the attributes of 
existing works, the process is not the 
same as a human’s creativity, which 
comes from a combination of real-world 
experience, emotion, and inspiration. 

There is an inherent 
level of reality within 
works created by 
AI, because models 
are trained on 
existing works that 
incorporate aspects 
humans find pleasing.

Communications of the ACM 
is looking for writers in our 
community to contribute 
sci-fi short stories, between 
1,000 and 1,200 words, 
for our quarterly “Future 
Tense” section.

Do you have  
a great story to tell?  
Make contact at  
LastByte@cacm.acm.org 

Association for  
Computing Machinery

Image created by DALL•E 2 when prompted, 
“AI creative self portrait.”
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television producer and songwriter 
based in New York City. “That practice 
was replaced by blanket deals with mu-
sic libraries offering cheaper, albeit 
generic, instrumental cuts for pennies. 
Now, it sounds like shows can have 
original music again, cuts created spe-
cifically for the show, but also done on 
the cheap by AI.”

Even as AI improves, it is likely the 
technology will be used to augment, rath-
er than replace, human creators. “Rather 
than put people out of work, using AI 
alongside their own skills enables even 
jingle writers, artists, etc., to do more, 
faster and potentially cheaper,” Butter-
field says. Further, he says, AI already has 
helped content creators scale their efforts 
in another domain: the development of 
realistic, feature-rich video games.

“We are already seeing AI-generated 
landscapes in video games doing the 
heavy lifting in our most immersive 
games,” Butterfield says. “AI is enabling 
a bigger game to be built, which simply 
would be uneconomical if purely human 
computer programmers were used.”

From a true artistic perspective, AI 
is likely to find use as a catalyst to spur 
more human creativity, much in the way 
recording studio technology has been 
used by musicians to expand how their 
final works were presented. Recording 
artist and guitarist Les Paul was a pio-
neer of using technologies such as mul-
titrack recording and overdubbing to cre-
ate now-classic recordings featuring his 
then-wife, Mary Ford, singing not only 
the melody of a song, but multipart har-
monies.

Similarly, Higgins notes that the Bea-
tles found new sounds on their ground-

Indeed, these neural-network-driven sys-
tems lack real-world understanding of 
the world, and without the proper guard-
rails or parameters, can produce works 
that are nonsensical or strange. Further, 
because these outputs are based on the 
images, sound clips, or texts on which 
they are trained, they can reflect certain 
societal biases, such as creating artwork 
that renders, say, pilots as male, nurses 
as female, or song lyrics overrun with ra-
cial slurs or obscenities.

“Actual creativity is difficult to repli-
cate. However, machine learning is an 
expert in finding patterns,” says Wayne 
Butterfield, a partner of ISG Automation, 
a unit of global technology research and 
advisory firm ISG. “If these patterns are 
deemed as creativity, then, yes, comput-
ers can appear to be creative. The reality 
is for AI, each note, brush stroke, design, 
or other aspect of artistic expression is 
based on existing data, versus a true, 
original stroke of genius.”

There is an inherent level of human-
ity within works created by AI, because 
models are trained on existing works 
that incorporate attributes humans find 
pleasing, such as certain combinations 
of colors, notes, or words. That said, “A 
computer is not a sentient being, and so 
it needs to have an input and then it will 
have an output,” says Roger Firestien, a 
senior faculty member of the Center for 
Applied Imagination at the State Univer-
sity of New York College at Buffalo, a cre-
ativity consultant to Fortune 500 firms, 
and author of books detailing how cre-
ative ideas can be generated and applied 
to problems. “It seems like there’s still 
always going to be some sort of human 
element there, at least at the genesis of 
using the technology.”

A Catalyst for Creativity
Perhaps the greatest change AI will im-
pose on the creative arts is the expansion 
of the number of people or organizations 
that can generate and experiment with 
art, writing, and music. This can impact 
not only individual creators, but organi-
zations that utilize creative works. For 
purely commercial applications, such as 
television scores or jingles, AI can be seen 
a method for improving the overall qual-
ity of a production, while reducing costs.

“Twenty years ago, television shows 
like A&E’s Biography were still paying 
composers to score the episodes with 
original music,” says Bob Higgins, a 

breaking Revolver album by playing the 
tape of a guitar solo in reverse. “It [was] 
music inspired by the technology used to 
create it,” Higgins says. “Inspiration is a 
songwriter’s bread and butter.”

It is likely AI will become another tool 
for creators, rather than replacing the act 
of creation itself, which is usually consid-
ered a fulfilling and enjoyable process for 
artists, writers, and musicians. Firestien, 
a musician himself, says the process of 
using AI to come up with novel musical 
riffs or motifs could serve as a catalyst 
or starter for a composer suffering from 
writer’s block. Indeed, Firestien notes, 
“Much of the joy of music is in the com-
posing. Why would we want to teach a 
computer to compose when composing 
is so much fun?”

For the consumers of art, poetry, lit-
erature, music, or other creative content, 
enjoyment is often derived from the au-
thentic, shared human experiences that 
are referenced to create that art. “It’s in 
the person,” Firestien says. “Can a com-
puter fall in love? No. Can a computer 
be depressed? No. Can a computer go 
through the pandemic? No.”

Technology is used when it is con-
venient and desirable for certain tasks. 
Despite inventions such as the telegraph, 
the telephone, email, and Web videocon-
ferencing, people still desire to visit each 
other in person. Similarly, AI is likely to 
be used by artists, musicians, and other 
creators only to the extent it suits the 
needs of their creative process.

“Computers and AI can be good start-
ers,” Firestien says. “And maybe good fin-
ishers as well.”	

Further Reading

Schwabel, D.
How Taryn Southern used AI to Create an 
Album, Forbes, Sept. 26, 2017, https://bit.
ly/3PNYPR3

DALL·E: Creating Images from Text, 
OpenAI, January 5, 2021, https://openai.
com/blog/dall-e/

Brownlee, J.
An introduction to Generative Adversarial 
Networks (GANs), Machine Learning 
Mastery, https://bit.ly/3pNjV7J

What are Foundation Models?, IBM 
Research Blog, https://research.ibm.com/
blog/what-are-foundation-models

Keith Kirkpatrick is principal of 4K Research & 
Consulting, LLC, based in New York, NY, USA.
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“For AI, each note, 
brush stroke, design, 
or other aspect of 
artistic expression 
is based on existing 
data, versus a true, 
original stroke of 
genius.”
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ACM  ON A MISSION TO SOLVE TOMORROW.

Dear Colleague,

I feel privileged to call ACM my professional home! Believing in the core 
ACM values of excellence, high ethics, and inclusivity, I joined as a graduate 
student and since then have been contributing in several ways to ACM’s 
mission of “advancing the art, science, engineering, and application of 
computing.”

For more than 75 years, ACM has played a leadership role in the computing 
field, keeping a finger on the pulse of the evolving needs of the community 
and expanding its extensive services to benefit computing researchers, 
industry professionals, educators, and students around the world.

More and more, ACM is taking steps to become the home of interdisciplinary areas that involve 
computing. ACM is helping to shape many computing-related interdisciplinary areas by forming 
strategic alliances with other scientific societies and welcoming members with multidisciplinary 
backgrounds.

ACM is also among the frontrunners in redefining scholarly communication and the entire research 
life cycle by embracing the principles of reproducibility and accountability and facilitating open 
science methods. ACM is actively transitioning to become a fully open access publisher within the 
next few years.

For many years, ACM has advised policy makers on cutting-edge technologies that may have 
significant consequences on society. Today, this work is more urgent than ever as threats on 
democracy, increasing inequalities, and the loss of privacy challenge us all. ACM continues to 	
advocate for the application of technological innovation within clear ethical boundaries.

ACM has had tremendous impact on the profession by evolving continuously to better serve the 
needs of its diverse members, listening to all voices, and making innovative changes. This remains the 
course so that ACM can continue to fulfill its vision of being “the premier global computing society.”

Joining ACM means you dare to be the best computing professional you can be. It means you believe 
in advancing the computing profession as a force for good. It means you act on your commitment to 
solving tomorrow’s challenges. Come join your peers at ACM and let us all together invent a better 
tomorrow!

Sincerely,

Yannis Ioannidis
President
Association for Computing Machinery Advancing Computing as a Science & Profession
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Education  
Four Ways to Add 
Active Learning to 
Computing Courses
How active-learning techniques can  
benefit students in computing courses.

• Mark Guzdial, Column Editor 

DOI:10.1145/3576930	 Barbara Ericson

ing students construct knowledge 
through discussion, problem solv-
ing, role play, and other methods. A 
meta-analysis found that students 
in traditional lecture STEM classes 
were 1.5 times more likely to fail than 
those in active-learning classrooms.3 
Active learning is particularly effec-
tive for students from historically 
marginalized groups. While there are 
many types of active learning, in this 
column I focus on four types: inter-
active ebooks; Peer Instruction (PI); 
mixed-up code (Parsons) problems 
and Process Oriented Guided Inquiry 
Learning (POGIL).

I have used these approaches in 
my lectures for several years in a 
data-oriented programming course, 
SI 206, which I teach in the School 
of Information at the University of 
Michigan. It is the second required 
programming course for our majors, 
but approximately 30%–40% of the 
students are from outside the School 

U
N D E R G R A D UAT E  C O M P U T I N G 

C L A S S E S  typically deliver 
content through passive 
lectures and require stu-
dents to write code from 

scratch. However, students do not 
always pay attention in lecture and 
writing code from scratch can be 
overwhelming for novice students. 
Students report feeling frustrated 
when they cannot figure out what is 
wrong with their code or wait hours 
to get help from instructional staff. 
Students from groups that have been 
historically marginalized are more at 
risk of failure in introductory courses 
since they tend to have less prior pro-
gramming experience. How can we 
help students succeed in program-
ming courses, especially those with-
out prior programming experience?

Research on active learning in 
STEM has shown it improves learn-
ing, motivation, and pass rates over 
traditional lecture. In active learn-

of Information. Many of the students 
are from computer science or engi-
neering and know C++, but want to 
learn Python. Some of the students 
are business majors. There is a large 
variance in prior programming expe-
rience, familiarity with Python, and 
in the level of programming skill that 
students want to develop. The course 
enrollment has doubled in five years, 
from approximately 100 students in 
2018 to approximately 200 students 
in winter 2023. Readings are assigned 
before lecture from a free and inter-
active ebook. In lecture, students an-
swer Peer Instruction questions in 
the ebook, solve Parsons problems, 
and work in groups to solve POGIL-
style activities.

Interactive ebooks for comput-
ing courses typically allow students 
to run code and display the result in 
the ebook. They include support for 
typical instructional content such as 
videos, text, and images. Many also 
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by Mazur, students read material be-
fore lecture and do an assignment 
or a quiz based on the reading either 
before lecture or at the beginning of 
lecture. During lecture the instruc-
tor displays a hard multiple-choice 
question with distractors (incorrect 
answers) based on common student 
misconceptions. Students answer 
the question individually (first vote), 
then discuss their answer with peers, 
and then answer individually again 
(second vote). Next the instructor 
shows the outcome of the two votes 
and leads a discussion about the 
question. There are many variants 
of Peer Instruction. Instructors do 
not always assign readings before 
lecture or include an assessment of 
the reading. Instructors may skip the 
second vote, especially if the percent-
age of students who got the question 
right on the first vote is above 70% 
or below 30%. Learning is optimized 
when about half of the students get 

support a wide range of additional 
practice problems such as multiple-
choice questions, fill in the blank 
questions, matching questions, code 
writing problems with unit tests, and 
mixed-up code (Parsons) problems. 
These problems provide immediate 
feedback and can be automatically 
graded. There are both free ebooks 
(for example, from Runestone Acad-
emy and OpenDSA) and commercial 
ebooks (for example, from Zybooks 
and Codio). Interactive ebooks im-
prove learning versus static text-
books, and students prefer them. I 
have been creating free interactive 
ebooks on the Runestone Academy 
platform for many years. I use one of 
these ebooks, Python for Everyone—
Interactive, in my course. A static ver-
sion of this ebook was originally cre-
ated by Charles Severance for his very 
popular Python for Everybody online 
course. Undergraduate students and 
I modified his static ebook to make 

the code examples runnable and to 
add lots of interactive practice prob-
lems as well as new content.

Peer Instruction (PI) was originally 
developed by Eric Mazur of Harvard 
University to improve students’ un-
derstanding in physics. Sometimes, 
the name “Peer Instruction” leads 
to confusion with peer instruction 
(working with peers). In PI as defined 

Active learning  
is particularly  
effective for students 
from historically 
marginalized groups.
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when a lecture is held on Zoom. The 
tool also includes an interface for 
students who answer PI questions 
outside of lecture. That student votes 
individually and then enters a justi-
fication for their answer. They then 
view a saved chat discussion where 
one of the members answered the 
same way they did, and then they vote 
again (still individually). We are cur-
rently studying the effectiveness of 
this new tool.

I first heard about mixed-up code 
(Parsons) problems at the 2012 ICER 
conference just after I had started 
my Ph.D. In a Parsons problem, stu-
dents place mixed-up blocks in order 
to solve a problem see the accompa-
nying figure). Parsons problems can 
also have distractors blocks that are 
not needed in a correct solution. I 
expected Parsons problems would 
be an easier form of practice than 
writing code from scratch. I added 
Parsons problems to a free ebook on 
the Runestone platform and watched 
what happened. I found that more 
students attempted to answer the 
Parsons problems than nearby mul-
tiple-choice questions. This encour-
aged me to study Parsons problems 
in my dissertation work. However, 
I also found that some students re-
ally struggled to answer Parsons 
problems. Some gave up and never 
answered them. Practice must be 
successful for learning to occur, so 
I wanted to guide students to the 
correct solution without just giving 
them the solution. I added a form 
of adaptation trigged by clicking a 
“Help Me” button after at least three 
incorrect attempts. Each time the 
student clicks the “Help Me” but-
ton it will either remove and disable 
a distractor block, or if there are no 
distractor blocks in the solution 
area, it will combine two blocks into 
one until the solution area has only 
three blocks.

Research on Parsons problems has 
been growing.2 Several online systems 
support Parsons problems includ-
ing Runestone Academy (see https://
runestone.academy/ns/books/index),  
PraireLearn (see https://www.prairi-
elearn.org/), Epplets (see https://ep-
plets.org/), and Codio (see https://
www.codio.com/). Studies have pro-
vided evidence that most students 

the question wrong on the first vote. 
There are a variety of ways to vote in-
cluding raising hands, using cards, 
or using electronic devices such as 
iClickers (handheld devices that look 
like television remotes).

I was introduced to Peer Instruc-
tion (PI) at computing education 
conferences where I learned of ap-
proximately a decade of positive re-
search results for PI in many STEM 
subjects including computing.1 I also 
attended a workshop that explained 
the research, demonstrated the pro-
cess, and provided resources. One 
of the resources was a website (see 
http://peerinstruction4cs.com/) with 
slides for several computing courses 
with embedded PI questions. When I 
first tried PI, I had students vote with 
iClicker devices. However, after every 
lecture I would have a line of students 
who had forgotten their iClicker de-
vices or the batteries had run out, but 
still wanted credit for answering the 
Peer Instruction questions. Later there 
was an app that students could use to 
answer PI questions on their phones 
or laptops, but the app wasn’t free. 
Since I was already creating and using 
an interactive ebook for the course, I 
decided to create a new tool to support 
answering PI questions by building it 
into the Runestone platform.

This tool supports both in-person 
discussion and remote discussion via 
a chat interface. The chat interface 
allows us to maximize the number 
of groups that have members with 
different answers. It is also useful 

Solving Parsons 
problems is typically 
significantly 
faster for students 
than writing the 
equivalent code and 
results in similar 
learning gains.
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find solving adaptive Parsons prob-
lems useful for learning to program 
and perceive them as easier than 
writing the equivalent code. Solving 
Parsons problems is typically signifi-
cantly faster for students than writ-
ing the equivalent code and results 
in similar learning gains. There is 
evidence that the distractors help 
novices learn to recognize common 
syntax and semantic errors. A log 
file analysis of ebooks with both 
adaptive and non-adaptive Parsons 
problems found that learners where 
nearly twice as likely to correctly 
solve an adaptive Parsons problem 
than a non-adaptive one. However, 
some students would rather write 
code from scratch than solve a Par-
sons problem, especially students 
with more prior programming expe-
rience. We added a new type of toggle 
problem to Runestone Academy that 
allows students to choose to solve ei-
ther a Parsons problem or the equiv-
alent code-writing problem. We also 
created another type of toggle prob-
lem that allows students to pop-up 
an adaptive Parsons problem when 
they are struggling to write code. Stu-
dents can solve the Parsons problem 
but they still must at least type the 
solution in the code writing problem 
area. We are currently studying both 
of these types of toggle problems.

One year at SIGCSE I attended a 
Process Oriented Guided Inquiry 
Learning (POGIL) workshop. POGIL 
is a form of group work that is care-

fully structured to allow students to 
actively discover important concepts. 
Research on POGIL has provided 
evidence that it improves teamwork 
skills and learning.4 There is a CS-
POGIL website (see https://cspogil.
org/Home) with worksheets from sev-
eral researchers and for several cours-
es and languages. Students work 
through the worksheets in structured 
groups. I integrated POGIL-style ac-
tivities into the ebook that I use in 
my course (Python for Everybody—In-
teractive) so that the questions pro-
vide immediate feedback and can 
be automatically graded. Over time, 
I changed most of my lectures into 
POGIL-style activities. When stu-
dents work on a POGIL-style activity I 
ask them to record what they learned 
and any questions in a Padlet. After 
they have worked in groups, I go over 
the questions. I have seen a big im-
provement in student engagement in 
lecture when students work on these 
activities versus passive lecture.

Active-learning techniques in-
cluding interactive ebooks, Peer In-
struction, mixed-up code (Parsons) 
problems, and POGIL can be used 
to improve student learning, skills, 
and motivation in computing cours-
es. These approaches work well even 
large courses with hundreds of stu-

dents. This is important since the 
number of students in introductory 
computing courses has more than 
tripled at many institutions since 
2006. My goal is to help more stu-
dents succeed in computing courses, 
especially those from groups that do 
not have access to computing courses 
before college. I encourage comput-
ing instructors to try one or more of 
these approaches. I find that these 
approaches are not only better for 
students, but also increase my enjoy-
ment of lecture since students are 
more engaged.	
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My goal is to help 
more students 
succeed in 
computing courses, 
especially those 
from groups that do 
not have access to 
computing courses 
before college.

A Parsons problem with the mixed-up blocks is on the left. Notice there are pairs of correct 
and distractor code with purple edges grouping them and an “or” to indicate the students 
should pick. The correct solution is shown on the right.
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and even though they disavow it, Linux. 
Only two models of programming are in 
common use by anyone not working in-
side another program (did you know peo-
ple think programming in Excel is pro-
gramming?) and these are Posix/Unix/
Linux and Windows, at least for most 
programmers. All these systems grew up 
in an era of hardware that was very differ-
ent from our own. This is evidenced in 
the way that programmers are forced to 
interact with them. Let’s consider two ex-
amples: getting at data and sharing data 
between programs or threads.

The point of a program is to trans-
mute data between states, a fact often 

Dear KV,
While working with our data science 
team, I began to notice something pe-
culiar about their code, which is a com-
bination of Python and C/C++ libraries 
as you find in iPython or Jupyter note-
books. The amount of code in their 
programs that is responsible for get-
ting data to where they can work on it 
almost always overwhelms the amount 
of code that operates on the data itself. 
And this intellectual overload, which 
they rightly think they should not worry 
about, is a drag on their overall produc-
tivity. If they had a way to just operate 
on the data rather than fooling around 
with finding, opening, reading, writing, 
and closing files, to take one example, 
let alone managing their program’s 
memory when they delve into C and 
C++ libraries, it seems it would suit 
them a lot better. When I talk to the 
team, they just say they accept this situ-
ation, because their two choices seem 
to be either using a framework that’s so 
high-level that the performance is poor, 
or using a system with all the lower-lev-
el knobs exposed that—while fast—is 
error-prone and exposes them to a lot 
of the system plumbing. Surely there is 
a better middle ground somewhere?

All Plumbed Out

Dear Plumbed,
You ask a deep question: “Why do our 
programs take the shape in which we 
see them?” KV often waxes historical 
and will, alas, do so again. Software 
and hardware have followed a random 

walk over the history of computing. 
Hardware often leads and software 
often follows, although from time to 
time, software has forced itself upon 
the hardware side to get new ideas to 
execute at the speed of the hardware. 
Consider the history of Virtual Memory 
and Memory Management Units, or 
RISC processors that are meant to run 
that ever-popular programming lan-
guage, C, as fast as possible.

The plethora of plumbing you see in 
most programs is due, in part, to an el-
ephant that has been sitting on our col-
lective backs for nearly 40 years: Posix, 
which is just a nice way of saying Unix, 

Kode Vicious 
The Elephant  
in the Room  
It is time to get the POSIX elephant off our necks.

DOI:10.1145/3576931	 George V. Neville-Neil
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computers as if they were PDP-11s. 
If we look at a modern computer, it 
has several features that are not cov-
ered in software design classes, most 
of which still assume the single-core, 
small-RAM, big-disk model. Now, all 
computers have many cores. Most 
computers have main memories that 
dwarf the secondary storage of the 
systems used when your OS textbooks 
were written. The secondary storage is 
largely reliable and does not depend 
on flying heads. In such a world, we 
should be able to think about pro-
gramming for our data rather than 
programming for our plumbing.

We should be able to assume 
that the data we want exists in main 
memory without having to keep tell-
ing the system to load more of it. APIs 
for managing threads and access to 
shared memory should be rethought 
with defaults created for manycore 
systems, and new schedulers have to 
be built to handle the fact that mem-
ory is not all one thing. Modern sys-
tems have fast caches near CPU, main 
memory, and flash memory. Soon we 
will have even more memory, disag-
gregated, which is faster than disk but 
slower than main RAM.

If we are to write programs for such 
machines, it is imperative to get the 
Posix elephant off our necks and cre-
ate systems that express in software 
the richness of modern hardware. 
Only then will programs be about data, 
which they should be, and not about 
the plumbing to get at the data.

KV
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lost when a programmer comes to write 
the code, because first, as you point out, 
they must deal with the plumbing. Cur-
rent systems were developed in an era 
where secondary storage, aka spinning 
rust, was often provided in disk drives 
the size of a washing machine and was 
larger by several orders of magnitude 
than the system’s main memory.

The secondary storage was also slow 
and unreliable. Unix, which eventu-
ally became codified as Posix, created 
a huge amount of plumbing around 
secondary storage to make it more reli-
able and aid the programmer in find-
ing just what it was they had stored in 
the first place. Lest you think that the 
designers were trying to make things 
more complex, you are quite wrong. 
The systems for handling secondary 
storage that preceded the *NIX age 
were complex and not portable, so the 
changes were most welcome, but once 
Posix had established itself in the in-
dustry, it acted as a huge elephant that 
prevented innovation and progress.

The classic example of this is em-
bedded systems software in which 
there are many and varied kernels, 
some of which provide truly innovative 
features not found in typical desktop 
or server systems. The death of any 
of these systems is when a user asks, 
“What about Posix? How can I port my 
XXX program to run on your system?” 
Providing Posix-like semantics in these 
systems is their death knell, because 
the Posix way of thinking is so narrow 
and providing its varied illusions re-
quires so many hidden changes and 
adherences to age-old assumptions 
that there is no way to have a flexible 
innovative system and serve the Posix 
elephant. This means that no matter 
how innovative and clever a system is, 
once it is tainted by Posix support, it 
becomes just another Posix system. 
And then we have the same plumbing, 
provided in the same way as before, 
and the innovative bits of allowing the 
programmer new ways to transmute 
their data gets lost in the noise.

The second example of how soft-
ware plumbing has not kept up with the 
times is the way programs work with 
shared memory. If you look at most 
interprocess communication mecha-
nisms, you can see that they are most 
often used by only two programs—usu-
ally a client and server. The Socket API, 

local IPC, and shared memory pretty 
much assume two programs, and the 
addition of threads to these programs 
is fraught with peril and often poorly 
provided for by programming languag-
es. A two- (or small number-) process 
model of working with shared memory 
makes perfect sense when there is only 
one CPU in each computer, but the 
days of single-core computers went out 
with cellphones the size of bricks.

You would be hard-pressed to find 
a computer (and definitely not a serv-
er) in which there were not tens of 
CPUs. And it is not as if we were not all 
warned about this explosion of cores. 
In fact, this very magazine published 
about the coming of multicore systems 
nearly 20 years ago, and yet our way of 
providing programming APIs for this 
new world is based on APIs developed 
when computers rarely had more than 
one CPU. The pthreads API (part of 
Posix) remains the most common way 
for programmers to write code that can 
take advantage of current multicore 
designs—an API so difficult to use pa-
pers have been written about how no 
programmer should ever try to use it.

Most attempts to handle the plumb-
ing problem have followed the age-old 
software paradigm of adding yet an-
other abstraction. Hiding the plumb-
ing is good, but once your toilet over-
flows for the 10th time, maybe it’s time 
to change the plumbing rather than 
buy a longer snake.

What is required to get away from 
this plumbing problem is to rethink 
how programs and data interact in 
modern systems; a topic that Poul-
Henning Kamp, a frequent contribu-
tor to Communications, covered in a 
talk more than a decade ago about 
how we should stop programming 

Once Posix  
had established 
itself in the industry, 
it acted as a huge 
elephant that 
prevented innovation 
and progress.
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tions on the nature of human intel-
ligence aside, all the artifacts that 
ethics is supposed to be “injected 
into” or “added to” or “taught to” are 
software running on computers, that 
is, bona fide computational entities. 
If the nature of AI in the Ethics + AI 
addition is computational, then this 
seems to entail that ethics or, at least, 
the ethics that we add to AI must be 
computational as well. In other words, 
if AI is a piece of software, then for that 
software to become ethical it will have 

M
ANY S CHOLARS AND edu-
cators argue the antidote 
to some of the ethical 
problems with artificial 
intelligence (AI) is to in-

tegrate ethics and AI or embed ethics 
in AI.2,12,14 The product of this com-
bining is supposed to lead to Ethical 
AI, a term that is both frequently used 
and seemingly elusive.5,9,13 Although 
attempts to make AI ethical are to be 
lauded, too little attention has been 
given to what it means to “integrate” or 
“embed,” be it integrating ethics and 
AI or embedding ethics in AI.

A rather simple idea of additivity 
seems to be behind these proposals. 
That is, the efforts are directed to-
ward figuring out how ethical princi-
ples can be “injected into”11 AI or how 
an ethical dimension can be “added 
to” machines1 or, if the focus is on 
the latest wave of machine learning, 
how to “teach” machines to act in an 
ethical way.10 The common vision of 
such proposals is ethical components 
can and should be added to existing 
AI systems. Representing this vision 
with an equation gives us Ethics + AI 
= Ethical AI.

However, the truth of this equation 
is questionable. Additivity between two 
entities requires ontological likeness. 
Adding ethics and AI is based on on-
tological assumptions about what AI 
is and what ethics is, namely that the 
two entities are of the same nature or, 
at least, some of their components are.

As a discipline, AI was born as a 
subfield of computer science, so natu-
rally AI artifacts, such as algorithms 
(for example, resolution for automat-
ed reasoning), models (for example, 
artificial neural networks for machine 
learning), software (for example, the 
Eliza chatbot) or hardware (for ex-
ample, neuromorphic chips) are all 
computational in nature. Among the 
founders of the discipline, we may 
even find computational stances re-
garding human intelligence.8 Ques-

Computing Ethics  
Ethical AI  
Is Not about AI 
The equation Ethics + AI = Ethical AI is questionable.

• Susan J. Winter, Column Editor 
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putational expression, there are often 
computable dimensions to ethical 
problems. Computability is the char-
acteristic of problems that can be de-
scribed in a mathematical form that 
is compatible with the operations of 
a computer. Computable problems 
can be given to a computer as input, 
and computation can provide solu-
tions to them. Such solutions can 
solve part of an ethical problem, but 
not all of it, since the problem will 
have aspects that elude computation. 
In other words, the role of computa-
tion in solving ethical problems will 
be limited in scope; it will not be able 
to incorporate ethical notions which 
depend on variable social agreement 
or ethical ideas that have been inter-
preted in diverse and contested ways 
or may be in flux.

Consider the following example. 
Accusations of bias in algorithmic 
systems are usually based on ideas 
about equity, fairness, and non-dis-
crimination. One context in which 
this arises is in recruitment and hir-
ing and within this context, one area 
that is often thought to be solvable by 
algorithms is in the distribution of job 
advertisements.7 The basic idea is that 
an equal distribution of ads among 
all demographic categories ensures 
a fairer job market for example, one 
that does not discriminate. However, 
although an algorithm can produce 
a distribution of data (ads) that rep-
resents an interpretation of equality, 
this does not necessarily make the hir-
ing system fair. For one thing, whether 
or what kind of equity is achieved de-
pends on the demographic categories 
and venues used in the computational 
distribution. For another, the distri-
bution of ads is only one part of fair-
ness of job markets; the rest requires 
non-computational strategies, be they 
organizational, governance, design 
and use practices, social change or all 
of these factors.

This means ethics cannot be added 
to AI—if AI is understood to be compu-
tational artifacts—because ethics can-
not be understood as purely computa-
tional. However, there is another way to 
conceptualize AI. AI artifacts are gener-
ally used in contexts in which they are 
part of social practices that involve hu-
man behavior, goals, and norms. An 
important dimension of this is that the 

to include instructions that express 
ethics in computational language.

Whether ethics is, at its core, com-
putational is a deep question and there 
are good reasons to be skeptical. Those 
who are now trying to code ethics tend 
to think of it as rules or principles or 
theories. This way of thinking is attrac-
tive because rules, principles and theo-
ries are amenable to formalization, and 
formalized systems can be translated 
into computational ones, some theo-
retical boundaries on the completeness 
of such translation notwithstanding.4 
However, people (individuals, societies, 
cultures) do not generally act on the ba-
sis of adherence to philosophical moral 
theories, and although individuals may 
acknowledge and embrace moral rules 
and principles (for example, respect hu-
man life, treat others fairly), rules and 
principles must always be interpreted 
and applied.

Ethics eludes computation because 
ethics is social. The concepts at the 
heart of ethics are not fixed or deter-
minate in their precise meaning. To be 
applied they must be interpreted, and 
interpretations vary among individuals 
and groups, from context to context, 
and may change over time. Yes, we all 
agree that respect for persons, fair-
ness, and keeping promises are good 
or even essential to ethical behavior, 
but in real-world situations and partic-
ular domains, these concepts require 
interpretative specification. For exam-
ple, in medicine, analysis is required 
to figure out what respect for persons 
could mean for doctor-patient rela-
tionships. It was not until the 1970s 
that respect for persons was translated 
into informed consent and doctors 
later were prohibited from experiment-
ing on patients without it. Privacy is 
an even more complex concept with a 
good deal of controversy about how it 
can or should be protected in practice. 
Many companies have interpreted it to 
mean they must have privacy policies 
containing elaborate details that cus-
tomers never read but agree to by de-
fault; others argue that this interpreta-
tion is not an adequate understanding 
of privacy. Sometimes social consen-
sus on an interpretation leads to a law, 
for example, equality and justice mean 
(among other things) non-discrimi-
nation; other times social consensus 
leads to informal social conventions, 

for example, keeping one’s promises 
is implicit in many interpersonal rela-
tionships; and yet other times, the in-
terpretation of a social value continues 
to be contested and unsettled, for ex-
ample, how is universal suffrage to be 
achieved.

Because ethical concepts require 
social interpretations, they are subject 
to disagreement, contestation, and 
change. No computational model can 
capture all the possible interpretations 
that can constitute the social meaning 
of an ethical concept. As such, ethical 
concepts are not conducive to compu-
tational expression. Some may argue 
that a computational model could 
count as a particular interpretation of 
an ethical concept, but even that would 
only be the case if there were social 
understanding and acceptance of the 
meaning of that interpretation.

Nevertheless, even though ethical 
concepts are not amenable to com-

Even though 
ethical concepts 
are not amenable 
to computational 
expression, there  
are often computable 
dimensions to  
ethical problems.

We can continue to 
think about AI as 
merely computational 
artifacts, but we 
should acknowledge 
there is another, more 
complex notion of AI.
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than others with respect to specific 
criteria). Seeking a better, fairer, 
more just and more humane world is 
a project, a project which AI experts 
can (and many already do) embrace, 
and a project for which they have a 
great deal to contribute. However, 
this generally involves more than 
working with machines, albeit intel-
ligent machines. AI experts must pay 
attention to, and critically examine, 
the operations of the enterprises for 
which they are designing AI and try 
to improve on them. The interpretive 
fluidity and potential contestation of 
the ethical concepts make this espe-
cially challenging. Nevertheless, de-
spite all difficulties and no promise 
of success, striving for Ethical AI is 
the right thing to do.	
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output of an algorithm computed by a 
machine has significance and efficacy 
only insofar as human beings attach 
meaning to it and use it.

Borrowing a concept that is a staple 
of Science, Technology and Society 
(STS) studies, technologies, including 
AI are more productively understood as 
sociotechnical systems, that is, systems 
in which artifactual behavior is com-
bined with human, social, and organi-
zational behavior3 to produce results. 
Viewing AI as sociotechnical systems 
provides a broader scope to our under-
standing of AI. It does not deny or ignore 
the fundamental and defining contribu-
tion of computation to AI, but it takes 
into consideration the important rela-
tions that hold between AI artifacts and 
the people who design them, those who 
deploy them, those who make policies 
about them and, ultimately, those who 
use them. Neglecting these relation-
ships is an oversight that we named so-
ciotechnical blindness.6

Of course, we can continue to think 
about AI as merely computational ar-
tifacts, but we should acknowledge  
there is another, more complex notion 
of AI. With the sociotechnical sys-
tems understanding of AI, AI artifacts 
are understood to be components in 
systems that are constituted by social 
practices, social norms, and social 
meanings as well as the computation-
al artifacts. With the sociotechnical 
systems concept of AI, AI has ethical 
significance. Returning to our job re-
cruiting example, the algorithm may 
distribute ads equally but whether 
“equally” constitutes fairness or non-
discrimination depends, as mentioned 
earlier, on the nature of the categories 
as well as such factors as the content 
of the ad, how many likely qualified 
individuals have internet access, how 
people and disciplines think about dis-
crimination, and so on and on and on.

The two concepts of AI—one narrow 
and only referring to the computation-
al artifacts and the other broader and 
including the social arrangements in 
which AI artifacts operate—should not 
be conflated; the lens of ethics can only 
be turned to AI understood as sociotech-
nical systems. An AI artifact cannot be 
ethical or unethical, good or bad, biased 
or unbiased. With the broader concept 
of AI, AI artifacts can be understood as 
having an ethical dimension, not per se, 

but as part of a sociotechnical system.
Many of the current notions of 

Ethical AI miss the mark on this, not 
thinking about AI as sociotechnical 
and not acknowledging that AI has 
ethical dimension only insofar as it af-
fects social relationships and arrange-
ments and impedes or furthers social 
values. Ethics cannot be added to AI 
artifacts but such artifacts can be com-
ponents in systems that have ethical 
significance, that is, systems that can 
be evaluated in ethical terms. Does the 
job recruiting system fairly distribute 
job advertisements? Does the parole 
system that determines which con-
victs are eligible for parole do so with-
out discrimination? Do social services 
decide the eligibility of applicants ac-
curately? The algorithms that these 
organizations use in making their de-
cisions are part of the ethical question 
but they are only part of and only ethi-
cal in conjunction with other practices 
in the system.

The crux of the matter is that we 
cannot have ethical AI unless we have 
ethical domains or industries in which 
AI algorithms operate. If the norms by 
which a company or industry operates 
are unfair then the AI artifacts that 
instrument some of those activities 
will be unfair, and we will not be able 
to right that wrong only by means of 
computation.

The challenge for AI experts is to 
acknowledge that the organizations 
and industries in which algorithms 
operate are far from morally perfect. 
Indeed, there are no morally perfect 
systems (though some are better 

The challenge for 
AI experts is to 
acknowledge that 
the organizations and 
industries in which 
algorithms operate 
are far from morally 
perfect.
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system and process documentation, 
code reviews, postmortems, automat-
ed hermetic builds, and continuous 
monitoring. This lack of discipline is 
an avoidable source of failures—or-
ganizations should insist on standard 
SE practices from their ML teams. ML 
researchers should be encouraged to 
use the same tools and pipelines that 
will be used in production, heeding 
the emerging machine learning opera-
tions (MLOps) techniques. As the NASA 
saying goes, “Test what you fly, fly what 
you test.” Including software engineer-
ing education as part of the data sci-
ence curriculum will help newly mint-

M
ACHINE LEARNING (ML) is 
ubiquitous, contributing 
to society-facing applica-
tions that each day im-
pact how we work, play, 

communicate, live, and solve problems. 
In 2015, after Marc Andreesen pro-
claimed “software is eating the world,” 
others countered “machine learning 
is eating software.” While there have 
been exciting ACM A.M. Turing-award-
winning worthy advances in the science 
of ML, it is important to remember ML 
is not just an academic subject: it is a 
technology used to build software that 
is consequential in the real world.

Failures of ML systems are com-
monplace in the news: IBM’s Oncology 
Expert Advisor project is canceled for 
poor results after a $60 million invest-
ment; the chatbot Tay learns abusive 
language; an Uber self-driving car runs 
a red light; a Knightscope security robot 
knocks over a toddler;8 facial recogni-
tion systems unfairly make three times 
more errors for non-white non-males.2

For 50 years, the software engineer-
ing (SE) community has been learning 
from its own failures and introducing 
new tools, techniques, and processes 
to make better software. To build ro-
bust, reliable, safe, fair systems with 
ML, we need all these established SE 
techniques, and some new ML-spe-
cific ones. In turn, software engineers 
should realize how ML can change the 
way software is developed. Our goal in 
this Viewpoint is to pull together some 
of the threads that relate to this topic 
to spur more conversation about put-

ting these ideas into practice. Ignoring 
these insights will lead to unprecedent-
ed levels of technical debt. In brief, we 
believe that ideas from software engi-
neering such as explicit requirements, 
testing, and continuous integration 
need to be embraced by teams that are 
making systems built on top of data.

Software Engineering Basics
In some organizations, machine learn-
ing researchers develop ML algorithms 
using R or Python notebooks without 
basic software engineering tools like 
type checking, reusable modules, ver-
sion control, unit tests, issue tracking, 

Viewpoint 
Software Engineering of 
Machine Learning Systems
Seeking to make machine learning more dependable.
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and promote “adversarial thinking” 
throughout the educational pipeline so 
system designers know how to defend 
against malevolent actors.

Optimizing the Right Thing
In traditional software engineering, 
the requirements say what should be 
achieved, and programmers design 
and develop an implementation that 
meets the requirements, verifying their 
choice of how satisfies what must be 
done. With ML, computation becomes 
a partner in this translation process: 
Programmers state what they want 
achieved by supplying training exam-
ples of appropriate (and inappropri-
ate) behavior and defining an objective 
function that measures how far off the 
implementation is from the require-
ments. A learning algorithm then takes 
the training examples and objective func-
tion and “compiles” them into a program 
that ideally produces success on future 
examples. If we get the data and require-
ments right, the software “writes itself.”

Unfortunately, the reality of ML is it 
is difficult to precisely and unequivo-
cally say what you want. ML algorithms 
will exploit loopholes in the require-
ments. A Roomba that was instructed 
not to bump into furniture learned to 
drive backward, because there were 
no bumper sensors on the rear. Video-
game-playing programs were instructed 
to achieve the highest score, and did so 
not by playing the game, but by writing 
their name in the list of high scorers.4

Expressing requirements as objec-
tive functions can surface their latent 
contradictions. For example, the law 
requires equitable treatment of pro-
tected classes in employment, hous-
ing, and other decision-making sce-
narios.5 When writing requirements 
for a system to predict whether a de-
fendant will commit a crime in the 
future, we need to translate this “eq-
uitable treatment” law into an objec-
tive function. One requirement is that 
predictions are equally accurate for, 
say, both Black and white defendants. 
Another requirement is that the harm 
done by bad predictions affects Black 
and white defendants equally. Unfortu-
nately, it is not possible to achieve both 
these requirements simultaneously.6 
ML developers, in consultation with 
all stakeholders, must decide how to 
make trade-offs in objectives.

ed students appreciate how important 
these processes are to help them meet 
their responsibilities.

Taking Data Seriously
Every software program deals with is-
sues of verifying data, keeping it se-
cure and private, and scaling up to 
big data when needed. But in ML the 
stakes are raised because algorithms 
learn from the data, so a data error can 
lead, not just to a problem for one cus-
tomer, but to decreased performance 
for every customer.

Organizations should employ a data 
pipeline that tracks the provenance 
of all data, allows it to be annotated, 
managed, and abstracted, and protects 
the privacy of personally identifiable 
or proprietary data. Promising tech-
nologies including differential privacy, 
federated learning, and homomorphic 
encryption are key tools for privacy, but 
are in varying stages of maturity .

ML teams must have separate train-
ing, validation, and test datasets, which 
should not accidentally become inter-
twined as the design space is explored. 
Teams can fool themselves by running 
experiments until the results look good, 
and then stopping. At that point, they 
cannot be sure if the last good results 
are truly representative of future per-
formance, or if the results will regress 
back to the mean. Teams must protect 
themselves by adhering to an experi-
mental design and stopping rules.

Many ML algorithms include ran-
domness, so different training runs 
may produce different results. More 
thorough testing is needed as a conse-
quence. Throughout the development 
process, developers must acknowledge 
that the fingerprints of the human en-
gineers are all over the final result, for 
better and for worse.

When example data comes from us-
ers, ML systems are vulnerable to mis-
takes and intentional attacks by these 
users. The site labelerrors.com cata-
logs labeling errors in popular crowd-
sourced image databases (such as label-
ing a dingo as a coyote), which corrupts 
systems that train on this data. Worse, 
adversaries who can contribute as little 
as 1% of the training data can poison 
the data, allowing them to exploit an 
ML system such as an email spam fil-
ter.7 To guard against these attacks, 
we must verify data as well as software, 
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Building Trust
A successful software system must not 
only get the right answers, but also con-
vince the developers and users to trust 
the answers. As ML software is increas-
ingly being tasked with highly sensitive 
decision making in areas such as hir-
ing, medical treatment, lending, and 
criminal sentencing, we have to ensure 
such systems are fair, transparent, ac-
countable, auditable, explainable, and 
interpretable. We must determine 
what sort of explanations will justify 
treatment of an individual; what kind 
of tests will certify robust system per-
formance across likely use cases; what 
type of auditing and reporting will 
demonstrate fairness across diverse 
protected classes; and what remedia-
tion processes are available when there 
are errors. Doing so is difficult because 
ML systems are often used for the most 
complex and ill-defined tasks—if the 
tasks were easy, we would not need an 
ML solution.

For example, despite enthusiasm 
for ML classifiers in medical imaging 
and despite many systems achieving 
95%+ accuracy,1 there are still few de-
ployed systems, because ML engineers 
have not yet convinced doctors the sys-
tems are robust across different X-ray 
machines, different hospital settings, 
and so forth. Without better assurance, 
there is insufficient reason to believe 
such high accuracy will persist in the 
wild, resulting in poor outcomes.

Traditionally, programmers try to 
write code that is general enough to 
work even in cases that were not test-
ed. In ML systems, it is hard to predict 
when a training example will general-
ize to other similar inputs, and when 
the example will be memorized by the 
system with no generalization. We 
need better tools for understanding 
how ML systems generalize.

In traditional software, major up-
dates are infrequent, leaving suffi-
cient time to thoroughly test them. 
Small patches are localized, and thus 
only require testing the parts that are 
changed. But in ML systems such as 
Internet search and product recom-
mendations, new data is arriving con-
tinuously and is processed automati-
cally, often resulting in unbounded 
nonlocal changes to ML models. ML 
developers need to be prudent about 
how often they retrain their models 

on new data—too frequently and it 
will be difficult for quality assurance 
teams to do thorough testing; too rare-
ly and the models become stale and 
inaccurate. We need better tools for 
tracking model evolution. In addition 
to tracking new data, we need a pro-
cess for discarding old data, as when 
a major event like a new social media 
platform or a pandemic significantly 
alters the data models rely on. Avoid-
ing downstream trouble due to such 
data cascades takes vigilance , as well 
as inputs from domain experts and 
from “softer” fields such as human-
computer interaction.

Verification of traditional software 
relies on abstractions that let us divide 
the system into components that are 
composable, modular, interpretable, 
and often reusable. Current methods 
for building ML systems do not typi-
cally lead to models with these prop-
erties. Rather, each new ML system is 
built from scratch, and each resulting 
model is largely a black box requiring 
significant work to understand and 
verify. One promising approach is a 
class of multitask unified models6 that 
share internal structure across related 
tasks, data sets, and languages. More 
effort can go into verifying a single 
large model, which can then be spe-
cialized for new tasks.

Diverse Viewpoints
It is easy to create, say, a calculator pro-
gram, because all users agree that the 
answer to 12×34 should be 408. But 
for many ML problems the desired an-
swers are personalized for each user. 
That means that we need to do bal-
anced data collection, particularly for 
underrepresented groups, to assure 
that each group gets the answers they 
need. We cannot let the data of the ma-
jority undermine proper answers for 
minority classes.

To properly serve a diverse popu-
lation of users and use cases, ML de-
velopment teams should be diverse 
themselves, and should be trained to 
consider diverse needs, and not to be 
satisfied with existing data sets that are 
unbalanced in their coverage.

Society Needs Us
There can be many sources of bugs in 
ML programs: traditional bugs in the 
implementation of the algorithm; in-
valid, incomplete, or unrepresentative 
data; incompleteness in the specifica-
tion of objectives; poor choices of hy-
perparameters; and more.

Now that ML software is rapidly 
expanding in its prevalence, conse-
quence, and influence on our lives, it 
is clear we need careful, professional 
methodologies designed to encour-
age the positive while moderating the 
negative impacts of this technology 
on society. We must build tools to sup-
port these methodologies, train people 
to use them, and develop certification 
systems that reassure users and mini-
mize failures.

Making ML dependable will require 
new research and new practice. It will 
require machine learning researchers  
thinking like software engineers and 
software engineering researchers think-
ing like machine learning practitioners. 
The consequences are too dire to do 
anything else.	

References
1.	 Aggarwal, R. et al. Diagnostic accuracy of deep 

learning in medical imaging: A systematic review and 
meta-analysis. Digit. Med . 4, 65 (2021).

2.	 Grother, P. et al. Face Recognition Vendor Test (FRVT). 
National Institute of Standards and Technology, (Dec. 
2019).

3.	 Kleinberg, M. et al. Inherent Trade-Offs in the Fair 
Determination of Risk Scores. CoRR, (2016).

4.	 Krakovna, V. and Uesato, J. et al. Specification gaming: 
The flip side of AI ingenuity. DeepMind Blog, (Apr. 2020).

5.	 Mehrabi, N. and Morstatter, F. et al. A Survey on Bias 
and Fairness in Machine Learning, CoRR , (2019).

6.	 Nayak, P. MUM: A new AI milestone for understanding 
information. The Keyword (Google Blog), (May 2021).

7.	 Nelson, B. et al. Exploiting Machine Learning to Subvert 
Your Spam Filter. In Proceedings of LEET’08, (2008).

8.	 Partnership on AI, Artificial Intelligence Incident 
Database (2021); https://incidentdatabase.ai/

Charles Isbell (isbell@cc.gatech.edu) is Dean of the 
College of Computing and The John P. Imlay Jr. Chair at 
Georgia Tech in Atlanta, GA, USA.

Michael L. Littman (mlittman@cs.brown.edu) is a 
University Professor at Brown University in Providence, 
RI, USA, and was on leave at Georgia Tech at the time this 
Viewpoint was written. 

Peter Norvig (peter@norvig.com) is a Distinguished 
Education Fellow at Stanford University in Stanford, CA, 
USA, and Research Director at Google.

Copyright held by authors.

We need better tools 
for understanding 
how ML systems 
generalize.

FEBRUARY 2023  |   VOL.  66  |   NO.  2  |   COMMUNICATIONS OF THE ACM     37

viewpoints

https://incidentdatabase.ai/
mailto:isbell@cc.gatech.edu
mailto:mlittman@cs.brown.edu
mailto:peter@norvig.com


laboration is made possible through a 
mature set of tools and concepts, in-
cluding version control, continuous 
integration, merging, and more.

This Viewpoint advocates for tools 
and research advances that will allow 
pretrained models to be built in the 
same way that we build open source 
software. Specifically, models should 
be developed by a large community of 
stakeholders that continually updates 
and improves them. Realizing this goal 
will require porting many ideas from 
open source software development to 
the building and training of pretrained 
models, which motivates many new re-
search problems and connections to 
existing fields.

T
R A N S F E R  L E A R N I N G — U S I N G  A 

machine learning (ML) mod-
el that has been pretrained 
as a starting point for train-
ing on a different, but related 

task—has proven itself as an effective 
way to make models converge faster to 
a better solution with less-labeled data. 
These benefits have led pretrained 
models to see a staggering amount 
of reuse; for example, the pretrained 
BERT model has been downloaded 
tens of millions of times.

Taking a step back, however, reveals 
a major issue with the development of 
pretrained models: They are never up-
dated! Instead, after being released, 
they are typically used as-is until a bet-
ter pretrained model comes along. 
There are many reasons to update a 
pretrained model—for example, to im-
prove its performance, address prob-
lematic behavior and biases, or make 
it applicable to new problems—but 
there is currently no effective approach 
for updating models. Furthermore, 
since pretraining can be computation-
ally expensive (for example, training 
the GPT-3 model was estimated to cost 
millions of dollars), many of the most 
popular pretrained models were re-
leased by small resource-rich teams. 
The majority of the ML research com-
munity is therefore excluded from the 
design and creation of these shared 
resources. Past community efforts 
such as the SahajBERT and Big Science 

BLOOM models show there is a desire 
for community-led model develop-
ment, but there is no mature tooling to 
support their development or continu-
al improvement. Contrast this with the 
development of open source software. 
For example, if the open source Python 
programming language had remained 
frozen after its first release, it would 
not support Boolean variables, sets, 
Unicode, context managers, genera-
tors, keyword arguments, or many oth-
er widely used features. It also would 
not include thousands of bugfixes 
that were contributed by members of 
the distributed community of Python 
developers over the past few decades. 
This kind of large-scale distributed col-

Viewpoint 
Building Machine 
Learning Models like 
Open Source Software 
Proposing a community-based system for model development.
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opment, this is typically done through 
the aid of automated testing, where 
a proposed change undergoes a bat-
tery of public tests to make sure the 
software would continue to work as 
intended. In contrast, the utility and 
validity of a machine learning model is 
typically measured in terms of whether 
it suits a given application and deliv-
ers satisfactory results, which is less 
straightforward to test.

A possible means of testing a pre-
trained model would be to measure 
its performance after fine-tuning on a 
downstream task. However, fine-tun-
ing a model on a task typically requires 
many iterations of training and the util-
ity of a pretrained model is typically 
measured on dozens of tasks. Testing 
each change to a community-developed 
model through fine-tuning and evalua-
tion on downstream tasks could there-
fore become excessively expensive. 
One way to mitigate this cost would 
be to make fine-tuning dramatically 
cheaper. For example, if we fine-tune a 
pretrained model, perform additional 
pretraining, and then fine-tune it again, 
we might hope to reuse the updates 
from the first fine-tuning run. This idea 
bears some similarity to “merging mod-
els” in the sense that we want to merge 
updates from the first fine-tuning run 
into the updated pretrained model. We 
also might hope to use some of the ad-
vantages of modular architectures—for 
example, adapter modules created for a 
given pretrained model might be reus-
able after the model undergoes addi-
tional pretraining. Alternatively, multi-
task learning (where a model is trained 
to be able to perform many tasks) pro-
vides an alternative to the pretrain-then-
fine-tune paradigm, which could make 
testing as simple as evaluating the mod-
el on all of the tasks it targets. Recent 
results have shown pretrained language 
models can perform well on many tasks 
at once,8 though multitask performance 
often lags behind the performance of 
models trained separately on each indi-
vidual task.

Even with cheaper fine-tuning and 
evaluation, determining how to rigor-
ously test a contribution will require 
clarifying what it means to test machine 
learning models. As Christian Kästner 
noted,3 “the challenge is how to evalu-
ate whether the model is ‘acceptable’ in 
some form, not whether it is ‘correct’.” 

Incremental and Cheaply 
Communicable Updates
Modern machine learning models 
are often trained through gradient 
descent. Crucially, gradient descent 
typically involves updating all of the 
parameters at every training iteration. 
As such, communicating any change 
made during training requires com-
municating every parameter’s value. 
Unlike the incremental patches used to 
update code in version control, gradi-
ent descent makes it infeasible to keep 
track of the complete history of every 
parameter value. Fortunately, a variety 
of past work has shown it is possible 
to effectively train models using small 
and cheaply communicable param-
eter updates. These techniques could 
provide a helpful starting point for en-
abling community-developed models.

One motivation for communica-
tion-efficient training has been to re-
duce costs in distributed optimization, 
where individual workers train local 
copies of a model and must commu-
nicate their changes to a centralized 
server. This has led to schemes that 
either reduce the frequency of com-
munication (that is, having workers 
train for more iterations before they 
communicate their updates) or re-
duce the size of each update through 
quantization, sparsification, or other 
approximations.4,10

It has also been demonstrated that 
a model can be improved or changed 
by adding or removing parameters. 
One example is the Net2Net frame-
work of Chen et al.,2 which describes 
ways of adding parameters to a neu-
ral network that does not change the 
function the model originally comput-
ed. Relatedly, adapters7 are tiny train-
able subnetworks that are added to a 
model. By only updating the adapter 
module parameters and leaving the 
rest of the model’s parameters fixed, 
the model can be trained in a param-
eter-efficient manner.

Finally, certain “modular” model 
architectures may be more amenable 
to cheaply communicable updates be-
cause their architecture allows selec-
tively updating a subset of parameters. 
For example, models that involve con-
ditional computation1 among submod-
ules (such as the sparsely gated mixture-
of-experts layer9) can have individual 
submodels added, removed, or updated 

while the remainder of the parameters 
remain fixed. Alternatively, models that 
make predictions by querying a collec-
tion of data (such as a k-nearest-neigh-
bor classifier) can be incrementally 
modified by changing the data itself.

Merging Models
In distributed open source software 
development, “merge conflicts” occur 
when a contributor changes an out-of-
date copy of the codebase or when mul-
tiple contributors introduce conflict-
ing changes. A similar situation arises 
in distributed optimization of machine 
learning models: Since individual 
workers compute many local updates 
before communicating their changes, 
the individual models on each worker 
can become significantly different over 
time. A strong baseline for combining 
(or “merging”) disparate updates from 
different workers is to average together 
the updates from each of the workers 
when aggregating changes,5,6 though 
averaging can degrade performance 
when individual workers are training 
on differently distributed data. Using 
specialized model architectures could 
also provide a more principled way 
of combining updates. For example, 
updates to different submodels in a 
model using conditional computation 
would not conflict. Further investiga-
tion into modular model architectures 
will help clarify the situations where 
updates can be merged without a deg-
radation in performance.

Testing Proposed Changes
Given the ability for contributors to 
propose changes to a model, a natu-
ral question arises as to how to decide 
when maintainers should accept a 
change. In open source software devel-

Models should be 
developed by a 
large community of 
stakeholders that 
continually updates 
and improves them.
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ther specify which version of their de-
pendencies they are compatible with.

Conclusion
The use of pretrained models for trans-
fer learning has ushered in a golden era 
in many applications of machine learn-
ing. However, the development of these 
models is still in the dark ages compared 
to best practices in software develop-
ment. Well-established concepts from 
open source software development 
provide inspiration for methods that al-
low building continually improved and 
collaboratively developed pretrained 
models. These connections motivate 
research related to existing topics like 
continual learning, multitask learning, 
distributed optimization, federated 
learning, modular architectures, and 
more. Building on advances in these 
fields will provide a jump-start toward 
this new mode of model development. 
In the longer term, the ability for a dis-
tributed community of researchers to 
build pretrained models will help de-
mocratize machine learning by shifting 
power away from large corporate enti-
ties working in isolation.	
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Developing ways to specify the intended 
uses and limitations of models will help 
maintainers articulate what kinds of 
contributions are welcome.

Versioning, Backward 
Compatibility, and Modularity
The semantic versioning system pro-
vides a standardized way of communi-
cating the significance of a new version 
of a piece of software. A similar system 
could likely be devised for community-
developed models. For example, patch 
releases could correspond to changes 
that only modify (a small subset) of a 
model’s parameters while guarantee-
ing no significant degradation of per-
formance on supported downstream 
tasks, minor releases could possibly 
change the architecture of the model 
while retaining the majority of its pa-
rameters, and major releases could 
completely replace the existing model 
and its parameters while targeting the 
same use-cases. “Backward compat-
ibility” of a pretrained model most 
naturally maps to the notion of main-
taining intended performance on tar-
geted downstream tasks and that the 
model is applicable to the same types 
of inputs and outputs.

The ability to incorporate open 
source packages into a piece of soft-
ware allows developers to easily add 
new functionality. This kind of modu-
lar reuse of subcomponents is current-
ly rare in machine learning models. In 
a future where continuously improved 
and backward-compatible models are 
commonplace, it might be possible to 
greatly improve the modularity of ma-
chine learning models. For example, 
a core “natural language understand-
ing” model could be augmented with 
an input module that allows it to pro-
cess a text in a new language, a “re-
trieval” module that allows it to look up 
information in Wikipedia, or a “gener-
ation” output module that allows it to 
conditionally generate text. Including 
a shared library in a software project 
is made significantly easier by pack-
age managers, which allow a piece of 
software to specify which libraries it re-
lies on. Modularized machine learning 
models could also benefit from a sys-
tem for specifying that a model relies 
on specific subcomponents. If a well-
defined semantic versioning system is 
carefully followed, models could fur-
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symbolic reasoning, to name just a 
few. Note I do not argue with the prem-
ise that DL will be used to solve many 
problems that are solved today by tra-
ditional programming methods16 and 
that software engineering will evolve 
to make such systems robust.17 In this 
Viewpoint, I am addressing the orthog-
onal question of using DL to synthesize 
programs themselves.

DP models are built by training on 
millions of lines of code. This code en-
capsulates known programming and 
engineering techniques for solving 
problems. But software is forever evolv-
ing due to the following reasons.

D
E E P LE A RNING  (DL)  has ar-
rived, not only for natural 
language, speech, and im-
age processing but also for 
coding, which I refer to as 

deep programming (DP). DP is used to 
detect similar programs, find relevant 
code, translate programs from one 
language to another, discover software 
defects, and to synthesize programs 
from a natural language description. 
The advent of large transformer lan-
guage models10 is now being applied 
to programs with encouraging results. 
Just like DL is enabled by the enor-
mous amount of textual and image 
data available on the Internet, DP is en-
abled by the vast amount of code avail-
able in open source repositories such 
as GitHub, as well as the ability to re-
use libraries via modern package man-
agers such as npm and pip. Two trail-
blazing transformer-based DP systems 
are OpenAI’s Codex8 and Deepmind’s 
AlphaCode.18 The former is used in the 
Github Copilot project14 and integrates 
with development environments to 
automatically suggest code to develop-
ers. The latter generates code to solve 
problems presented at coding compe-
titions. Both achieve amazing results. 
Multiple efforts are under way to es-
tablish code repositories for bench-
marking DP, such as CodeXGLUE19 and 
CodeNET.20

The advent of DP systems has led 
to a few sensational headlines declar-
ing that in the not-too-distant future 
coding will be done by computers, not 
humans.1 As DL technologies get even 

better and more code is deposited 
into public repositories, programmers 
will be replaced by specification writ-
ers outlining what code they want in 
natural language and presto, the code 
appears. This Viewpoint argues that 
while DP will influence software engi-
neering and programming, its effects 
will be  more incremental than the cur-
rent hype suggests. To get away from 
the hype, I provide a careful analysis of 
the problem. I also argue that for DP to 
broaden its influence, it needs to take 
a more multidisciplinary approach, in-
corporating techniques from software 
engineering, program synthesis, and 

Viewpoint 
The Premature Obituary 
of Programming
Why deep learning will not replace programming.
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any complexity.11 Although the domain 
chosen by AlphaCode, programming 
competitions, include difficult prob-
lems, their specification is relatively 
simple. This contrasts with many real-
world systems that are orders of magni-
tude more complex to specify. Further-
more, in the “messy” real world some 
requirements are best determined by 
trial and error.

Codex and AlphaCode generate 
many candidate programs for each 
specification. To eliminate most of 
them, they rely on the specification to 
include input/output pairs. These pairs 
are used to test the candidate programs 
and weed out those that do not produce 
the correct output for a given input. But 
many programs do not have simple 
input/output descriptions. Consider 
a program to “check the software run-
ning on each server, and if that software 
can be updated to a new version, and 
if the server configuration satisfies the 
requirements of the new version, up-
date the server with the new version.” 
While tests are developed for programs 
and one could ideally use them to weed 
out incorrect programs, these tests are 
often not available in detail at the start 
of the project, and the tests themselves 
may need to be programmed.

Program rigidity. As anyone who has 
spent hours or days debugging a pro-
gram knows, a single misplaced charac-
ter can wreak havoc. A program cannot 
be almost right, it must be exactly right. 
This is different than writing an essay, 
or even making a complex argument. A 
few flaws here and there do not change 
the meaning of the composition. When 
AI synthesizes a new textual or visual 
work from millions of examples, and 
even puts them together in novel ways, 
it does not need to adhere to a strict set 
of rules that govern the exact format of 
the composition. Programs, however, 
are not forgiving. That is why both Co-
dex and AlphaCode use post-process-
ing to weed out bad programs. And 
this is part of the reason why I advocate 
integrating software engineering tech-
niques into DP (see “Unifying software 
engineering and DP”).

Programming as a social endeavor. 
In complex projects, the final program 
is far from the initial idea sketched on 
paper. The free flow of ideas and knowl-
edge sharing across teams cause com-
ponent boundaries and APIs to change. 

New machine and network archi-
tectures. The most dramatic changes 
in programming come about due to 
changes in underlying hardware and 
communication technologies. Think 
of Cobol for the mainframe, Visual 
Basic for UI/event-based client-server 
programs, and Java for distributed 
programming. A good example of how 
languages emerge from architectural 
changes can be found in Alex Aiken’s 
PLDI 2021 keynote address that de-
scribes the evolution of new program-
ming paradigms with the advent of 
specialized and heterogeneous proces-
sors for high performance computing.2 
As new architectures evolve, new sorts 
of programs are needed to take advan-
tage of these architectures, but these 
programs do not yet exist and therefore 
cannot be learned. How many quantum 
computing programs are being pro-
duced by DL today?

New programming frameworks for 
solving problems. Change in software 
paradigms also occurs with the advent 
of new programming frameworks. Pro-
grams written today make use of digital 
currency frameworks, social networks, 
and the Internet of Things (for exam-
ple, smart home appliances). These 
programs did not exist 15 years ago. DL 
itself is new; libraries and frameworks 
have been created to support this new 
programming paradigm, such as Py-
Torch and TensorFlow. These frame-
works require intimate domain knowl-
edge to leverage and fine-tune them. 
Until new programming frameworks 
become widespread, with well-known 
and often used access patterns, it is 
very hard for DP to make accurate use 
of them.

Changes to the real world. There are 
continuously new challenges facing 
the planet due to physical phenomena 
causing disruptions in climate, the de-
pletion of natural resources, and demo-
graphic changes, for example. Advances 
in science and technology also affect the 
way we live—consider the tremendous 
changes in last decade to healthcare, 
finance, travel, and entertainment. New 
solutions based upon code are con-
stantly created to address the changing 
real world. Although snippets of these 
programs may be learned, the solution 
must model phenomena never seen be-
fore in other programs and manipulate 
newly created devices, and therefore 

cannot be learnt by DP methods in use 
today.

DP will not be able to generate pro-
grams that deal with new machine ar-
chitectures, new programming frame-
works, or solve new real-work problems. 
The APIs, patterns, and programming 
techniques will not exist in the code re-
positories DP is trained on. There are 
other pragmatic reasons that limit the 
applicability of DP.

Massive computational power. The 
models built by DP are huge, contain-
ing 12 billion,8 41 billion,18 or even 137 
billion4 parameters. The AlphaCode pa-
per states “Both sampling and training 
from our model required hundreds of 
petaFLOPS days” and the Codex paper 
states similar statistics. Only the larg-
est organizations have access to such 
computing power. Not only building 
DP models is compute intensive, but 
also sampling, which is done each time 
a program is synthesized. The cost of 
building and running large DL models 
has led some researchers to declare 
further improvements in DL are becom-
ing unsustainable.23 This implies seg-
ments of the market that cannot afford 
this massive investment are unlikely to 
benefit much from DP.

Specifying a program is not easy. The 
underlying assumption that AI will re-
place programming is that it is much 
easier to specify a program via natural 
language than to write the program. 
One can argue, as Dijkstra did, that us-
ing natural language to specify a pro-
gram is too imprecise for programs of 

The advent of DP 
systems has led  
to a few sensational 
headlines declaring 
that in the  
not-too-distant future 
coding will be done 
by computers,  
not humans.
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Initial algorithms are found to be a poor 
fit for the target environment and new 
algorithms must be invented. 

Stale repositories. In studies on ge-
netic makeup of population, there are 
known mechanisms that dilute the ge-
netic variation in a population, such as 
the Founder Effect and Genetic Drift.13 
Similarly, if DP becomes the dominant 
mechanism for creating new programs, 
code repositories used to train DP will 
become stale. It will lack the variation 
that comes from a vast set of program-
mers populating these repositories, 
each with their own unique problem-
solving techniques and idiosyncratic 
programming styles. As the genetic 
variation in repositories diminishes, 
it will be harder for DP to discover new 
patterns and idioms required to adapt 
to changing circumstances. It is yet to 
be seen if techniques such as genetic 
algorithms can circumvent this issue.a

Some domains are more likely than 
others to benefit from DP. Software is 
pervasive today across many realms. 
Not all of these domains will benefit 
equally from DP. In this regard it is use-
ful to consider Model-Driven Develop-
ment (MDD), which appeared in the 
1980s and 1990s and continues to live 
on in low code/no code environments. 
It too promised to replace program-
ming with automatic code generation. 
Although it never lived up to its hype, it 
has proven a successful methodology in 
some areas.9 It is likely DP will follow a 
similar trajectory.b

There are three main factors that 
will determine the success of DP in a 
particular domain: significant finan-

a	 Another issue to be dealt with is how DP will 
guard against malware found in code reposi-
tories. One can imagine nefarious actors pur-
posely populating repositories with malicious 
code to be used for training models and there-
by causing DP to produce insecure or even 
harmful code. There are multiple defenses 
against this, such as using DL to detect and 
remove malicious code from repositories, but 
this needs more exploration before programs 
produced by DP will be trusted.

b	 DP actually suffers from many of the same 
issues that plagued widespread adoption of 
MDD: careful specification of the problem is 
required, a rigorous process must be enforced 
(in the case of DP, continuous training of the 
model), and the difficulty of managing the life-
cycle of the generated code.The latter spawned 
much work on how to maintain consistency 
between the code and the model.  This has yet 
to be addressed by DP. 

cial incentive to develop and maintain 
DP models, tolerable cost of making a 
mistake,7 and large code repositories to 
train on. The Copilot paradigm, incor-
porating DP into widely used integrated 
development environments (IDEs) is 
a scenario likely to mature rapidly. Its 
wide applicability creates a large market 
and DP can be trained on open source 
repositories. Since code creation is a 
collaborative effort between DP and 
programmers, the code will be more 
easily trusted, and the result easily in-
tegrates into existing software develop-
ment processes. AI-infused IDEs will 
relieve programmers of many of the 
tedious aspects of programming such 
as finding the exact APIs and librar-
ies to use, automatically generating 
test cases, and finding bugs. Its ability 
to populate function bodies with cor-
rect—or mostly correct—code will allow 
programmers to become more efficient 
and innovative.

Another area ripe for DP is creating 
framework specific programs, such as 
programs built upon packages in wide-
spread use (for example, ERP, CRM, 
SCM and e-commerce software), where 
the domain is much more narrow and 
available skills are limited. Based upon 
intimate knowledge of the data model 
and the framework APIs, DP will be able 
to synthesize programs to perform do-
main specific tasks. This is comparable 
to the successful application of MDD 
to Domain Specific Languages.6 When 
such packages are used in large corpo-
rations, there exists financial incentives 
to support DP applied to these domains.

On the other hand, applications 
tightly integrated with company-specif-

ic systems are unlikely to benefit from 
DP. In this case there is limited data to 
train on as the software embodies cor-
porate-specific APIs and usage patterns. 
Furthermore, organizations often have 
their own standards for building sys-
tems to facilitate reuse and integration 
across applications6 and to guarantee 
regulatory compliance. Until it is cheap 
enough to train DP on relatively small 
code bases with highly accurate results, 
DP will not apply to this domain. The 
impressive results of AlphaCode were 
done with careful data curation and re-
quired much DL expertise. It is doubtful 
that organizations will be able to curate 
their code repositories as carefully, and 
they often lack the skills required.

Areas where the cost of making a 
mistake is dramatic (such as health-
care, national security, and regulated 
environments) will also not adopt DP 
for code synthesis. Nonetheless it is a 
ripe area for using DP to find bugs and 
validate the correctness of the code.

While Codex and AlphaCode are 
great engineering achievements, to 
make them useful in practice, further 
advances are required. I advocate a mul-
tidisciplinary approach with the objec-
tive of limiting the amount of training 
data required and to improve the accu-
racy of the results. Avenues of research 
in this direction are already appearing, 
as I now discuss.

Unifying software engineering and 
DP. We can use traditional software en-
gineering techniques to evaluate and 
improve DP-generated code. DP systems 
already filter out incorrect programs by 
running test cases provided in the input 
and checking if the runtime exceeds 
some predefined limit.8,18 Much more 
can be done such as performing code 
scans and pen-tests to find vulnerabili-
ties, using bug-finding tools to detect 
errors, and profiling the synthesized 
code to find bottlenecks. This feedback 
can then be used to update the code to 
improve security and robustness. Not 
only will such capabilities benefit the 
specific synthesized programs, but it 
will also help fine-tune the underlying 
DP engine to improve code generation 
in the future.

Integrating search-based program 
synthesis with DP. An active area of 
research is search-based program syn-
thesis5 which, in its simplest form, 
uses brute force to search the space of 

I advocate a 
multidisciplinary 
approach with the 
objective of limiting 
the amount of training 
data required and to 
improve the accuracy 
of the results.
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Overflow, code reviews, change man-
agement systems, agile standups, and 
even user manuals) and not just from 
code repos. Based on what we know to-
day, programmers need not worry about 
their jobs. DP will not replace program-
ming. Its aim should be to increase the 
productivity of software development 
and thereby make up for the significant 
shortage of programmers today.22 	
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possible programs that satisfy specific 
syntactic and semantic constraints. 
While this is computationally expen-
sive, searching an exponential space 
of potential solutions, techniques are 
being developed to make it more scal-
able.3 Using DP for rapidly generating 
snippets of code and using search-
based synthesis for integrating these 
snippets would extend the reach of DP 
code generation on the one hand and 
scale search-based program synthesis 
on the other. One recent work15 pursu-
ing this approach uses large pretrained 
language models (such as GPT-3 and 
Codex) to find small Python programs 
invoking Panda APIs that meet a textual 
description of the desired behavior, and 
then uses program analysis and synthe-
sis, driven by input/output examples, to 
correct syntactic and semantic errors in 
the DP-generated program. Additional 
breakthroughs are needed in program 
synthesis to make these techniques vi-
able for large real-world programs.

Combining symbolic reasoning 
with DP. A new area of AI research is 
Neuro-Symbolic AI,21 which combines 
a rules-based approach with DL. One 
work that demonstrates its potential 
benefit combines DP with Inductive 
Logic Programming (ILP)12 to extend 
ILP to deal with noisy data. More spec-
ulatively, one can use symbolic reason-
ing to complement DL and synthesize 
programs. For instance, say we have 
a Baysian-like network that can infer 
desired states in a house such as “if it 
is nighttime and it is not the bedroom 
then lights should be on when some-
one is in the room (95%).” When in-
stalling sensors in a smart home that 
can detect “people are in the room” 
and smart lights that can be turned on 
and off digitally, the system could rea-
son about the desired state using the 
Baysian network and use DL to create 
a program to turn on the lights when 
someone enters the room and turn 
them off when he or she leaves.

For software engineers and AI re-
searchers, many opportunities exist to 
leverage DL for synthesizing code and 
building more robust programs. It will 
require new paradigms that go beyond 
transformer-based DP systems. It will 
most likely become a collaborative ef-
fort, where the AI suggests, clarifies, and 
challenges the programmer. It will learn 
from multiple sources (such as Stack 
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Table 1. Black professors across U.S. institutions and CRA institutions.

Assistant Associate Full

CRA CS data for research institutions 0.9% 2.3% 3.1%

DOE data across all institutions 3.4% 5.4% 6.4%

Viewpoint 
An Analysis of Black Faculty 
in CS Research Departments 
Exploring Black faculty at computer science research departments  
where Ph.D. programs exist.
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Taulbee Survey reports a mere 203 
(1.4%) of the students currently en-
rolled in CS Ph.D. programs are Black.5 

In this Viewpoint, we look at the 
Black faculty currently in CS research 
departments (meaning those with a CS 
Ph.D. program), asking: 

	˲ Where are the Black faculty?
	˲ Which research institutions have 

the most Black CS faculty? 
	˲ Which undergraduate alma ma-

ters supply most of the Black faculty?  
HBCUs or other institutions?  

	˲ Which graduate school alma ma-
ters supply most of the Black faculty? 

M
OST ACM MEMBERS  reside 
outside the U.S., and 
while diversity issues 
vary around the world, 
we thought it would be 

enlightening to do a case study on one 
marginalized group in the U.S. in the 
hopes that the lessons learned could 
be helpful to other groups and in other 
regions. This case study is on the edu-
cation origins of Black faculty mem-
bers in computer science (CS) at U.S. 
universities. (Note: We use the term 
“Black” to represent “Black/African-
American.”) 

Black tenure-track faculty mem-
bers are severely underrepresented in 
computing research departments. Ac-
cording to the most recent Computing 
Research Association (CRA) Taulbee 
Survey, there are a mere 83 (1.7%) Black 
CS-tenured and tenure-track faculty 
members at U.S. Ph.D.-granting institu-
tions includes 18 (0.9%), 25 (2.3%), and 
40 (3.1%) Full, Associate, and Assistant 
Professors, respectively.5 Using U.S. De-
partment of Education data,5 the break-
down by academic rank as compared 
to that for Black professors across all 
degree-granting institutions, including 
Historically Black Colleges and Univer-
sities (HBCUs) is shown in Table 1.

According to the most recent U.S. 
Census, 13.4% of the U.S. population 
is Black,2 so all the numbers in Table 1 
represent significant underrepresen-
tation. Worse, it is a situation at the 
faculty level is unlikely to change soon 
because while 10.1% of bachelor’s de-
grees are awarded to Blacks, the CRA 
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Table 3. Number of Black faculty by 
institution with two or more faculty.

Institution
Number  

of Faculty

Howard U. 5

U. of Florida 5

Auburn U. 3

DePaul 3

MIT 3

RIT 3

U. of California at Berkeley 3

U. of the District of Columbia 3

Bowie State U. 2

Brown University 2

Carnegie Mellon U. 2

Cornell U. 2

Florida Institute of Technology 2

Georgia Tech 2

Indiana University 2

IUPUI 2

Northwestern 2

Pace 2

Tennessee State U. 2

UMBC 2

U. of Alabama 2

U. of California at San Diego 2

U. of Michigan 2

U. of South Florida 2

Total: 60

Table 2. Number of Black CS faculty by 
gender and rank.

Assistant Associate Full

Female 19 (17.9%) 9 (8.5%) 4 (3.8%)

Male 24 (22.6%) 24 (22.6%) 26 (24.5%)

Total 43 33 30

of the Black CS faculty at research de-
partments/colleges. 

The Producers: Graduate alma ma-
ters. 22 (21%) of the Black faculty iden-
tified received a Ph.D. from one of the 
top 11 institutions from Huang’s re-
port. In his analysis, these institutions 
accounted for 53% of all the faculty,3 
however, they only account for 21% of 
the Black faculty at CS research depart-
ments/colleges. 

The University of Florida (UF) has 
produced the most Black faculty at 
Ph.D.-granting CS departments/col-
leges; UF has produced seven Black 
faculty followed by Georgia Institute 
of Technology (Georgia Tech) and 
MIT, which have each produced six. 
Table 4 shows the number of faculty 

The CRA Taulbee Survey provides 
summative information about the de-
mographics of the CRA member insti-
tutions. This information is very use-
ful; however, it does not give specific 
details such as the number of Black 
faculty at each member institution, or 
the number of Black Ph.D. students at 
the institution level in CS. To illumi-
nate these details, an analysis of Black 
faculty at CS research departments 
was conducted. CS research depart-
ments are defined as those that have a 
Ph.D. program. 

Jeff Huang at Brown University used 
a class to do a crowdsourcing data ex-
periment to collect information about 
CS faculty at 51 top research universi-
ties in the U.S.3 This data shows that 
the top 11 producers of CS faculty in 
his study account for the majority 
(53%) of the entire CS faculty across 
those universities. Our research team 
did a similar data experiment, but this 
time the experiment was to look for 
Black faculty. 

In December 2021, using the CRA 
Taulbee Survey’s list of member insti-
tutions,5 U.S. News & World Report’s 
graduate program rankings,4 and the 
authors’ knowledge of CS Ph.D. pro-
grams, 194 U.S. Ph.D. granting CS 
departments/colleges websites were 
searched with 152 (113 public, 39 pri-
vate) from the 2020 CRA Taulbee Sur-
vey and the others from places the au-
thor identified, including HBCUs that 
have a CS Ph.D. program. 

The search query was structured as 
follows: institution name computer sci-
ence faculty, for example, University of 
Florida computer science faculty. During 
the search, the CS department or col-
lege website was browsed to identify 
the faculty listing. This exercise was 

done to visually identify Black faculty 
on the CS departments/colleges web-
sites. If photos were not present, a 
search for the faculty members’ per-
sonal websites and LinkedIn profile 
was conducted. During the search, the 
faculty member’s current institution, 
their name, rank (Full, Associate, As-
sistant), gender (as identified by the 
author), undergraduate institution, 
and Ph.D.-granting institution were 
recorded. It should also be noted that 
some of the faculty identified did not 
have a CS Ph.D. degree. For example, 
there were faculty from Industrial De-
sign and other areas. We did not make 
a distinction of the faculty members’ 
Ph.D. discipline, only that they are cur-
rently tenure-track faculty in a CS re-
search department or college. 

Findings
Each of the major findings are de-
scribed here. 

Black faculty. 106 Black tenure-
track faculty from 70 different insti-
tutions were found during the search. 
Therefore, 124 (63.9%) CS Ph.D.-
granting departments/colleges do not 
have a single Black faculty member. 
The 2020 CRA Taulbee Survey report-
ed 83 Black tenure-track faculty, but 
our search identified 85 at the Taul-
bee departments. The difference is 
likely related to timing. This search 
was done in December 2021, and the 
Taulbee data was collected earlier in 
2020/2021. However, the difference of 
two faculty is minor and suggests this 
study’s protocol was effective in identi-
fying Black faculty. 

Overall, this study found 32 (30%) 
Black female faculty and 74 (70%) male 
Black faculty, distributed among the 
academic ranks as shown in Table 2. 

Howard University and the Uni-
versity of Florida (UF) had five Black 
tenure-track faculty, which was the 
highest number for any institution, 
see Table 3. Auburn University, DePaul 
University, Massachusetts Institute of 
Technology (MIT), Rochester Institute 
of Technology (RIT), University of Cali-
fornia at Berkeley, and the University of 
the District of Columbia (UDC) all have 
three Black faculty in the computer 
science department or college. Some 
16 other departments or colleges have 
two Black faculty. These 24 colleges 
and departments account for 60 (57%) 

Black tenure-track 
faculty members 
are severely 
underrepresented in 
computing research 
departments.
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and/or Ph.D. advisor. Furthermore, 
this analysis will hopefully lead to CS 
departments/colleges becoming more 
transparent with their demographics 
data. This study was possible because 
of the uniqueness of the target popu-
lation, meaning the ability to visually 
identify Black faculty.

Study limitations. This study relied 
on the visual appearance of faculty, 
data found in their online profiles and 
the authors’ firsthand knowledge of 
Black/African-American identity to 
identify Black/African-American fac-
ulty. Furthermore, some identified 
faculty may not self-identify as Black/
African-American. The gender was 
also identified by the author during 
the search from the visual appearance 
of the faculty member and their CV or 
LinkedIn data. Again, some faculty 
may identify differently than the au-
thor’s classification in this study. These 
limitations were carefully considered 
during the search. The authors used 
these factors to count faculty within 
their best judgment.	
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Table 4. Number of Black faculty by Ph.D.-
granting institution with two or more 
graduates.

Table 5. Number of Black faculty by 
undergraduate-granting institution with 
two or more graduates.

Ph.D.-Granting Institution
Number  

of Faculty

U. of Florida 7

Georgia Tech 6

MIT 6

NC State 4

Berkeley 3

Michigan 3

Clemson University 2

Columbia 2

Howard University 2

Princeton University 2

Stanford 2

UC San Diego 2

UW Madison 2

Vanderbilt University 2

Virginia Tech 2

Washington University 2

Total: 49

Undergraduate Institution
Number of 

Faculty

MIT 3

Addis Ababa U. 2

Covenant U. Nigeria 2

Georgia Tech 2

Harvard University 2

Morehouse College 2

Northeastern U. 2

Stanford University 2

UMBC 2

U. of Alabama 2

U. of Lagos, Nigeria 2

U. of Washington 2

U. of West Indies 2

Total: 27

by Ph.D.-granting institution for those 
that have at least two Black graduates 
that are now faculty. These 16 institu-
tions account for 49 (46%) of the Black 
faculty at CS research departments/
colleges. Howard University is the 
only HBCU to produce at least two 
Black CS faculty at research depart-
ments/colleges. 

At the time of this study, there were 
66 Association of American Universities 
(AAU) institutions.1 The AAU members 
are America’s leading research univer-
sities. As such, the members earn the 

majority of competitively awarded fed-
eral funding for research. 42 (63.6%) of 
the AAU Institutions have at least one 
Black faculty member in CS. 60 (56.6%) 
of the Black CS faculty received a Ph.D. 
from an AAU Institution. 

The Producers: Undergraduate 
alma maters. MIT is the only institu-
tion that has produced three under-
graduates that are now faculty at CS 
research colleges or departments, 
see Table 5. Twelve other universi-
ties account for two Black faculty at 
CS research colleges or departments. 
These 13 institutions account for 
27 (25%) of the Black CS faculty at 
research departments or colleges. 
Morehouse College is the only HBCU 
to have produced two Black faculty at 
CS research colleges or departments. 
With respect to undergraduate insti-
tutions, there were three Black faculty 
members that did not list their under-
graduate institution on their website 
or CV; therefore, the data for those 
three undergraduate institutions is 
not included. 

Conclusion
This research study explored Black fac-
ulty at CS research departments, mean-
ing those that have a Ph.D. program. 
The analysis found 106 Black tenure-
track faculty (43 Assistant, 33 Associ-
ates, and 30 Full Professors) from 70 
different institutions. Huang’s top 11 
producers accounted for 53% of all the 
faculty,3 however, they only account for 
21% of the Black faculty at CS research 
departments/colleges. UF was the top 
producer of Black tenure-track faculty 
at research departments followed by 
Georgia Tech and MIT. 

MIT leads the way for undergradu-
ate degree recipients who went on to 
be faculty. Howard University is the 
only HBCU to produce at least two 
Black CS faculty at research depart-
ments/colleges. At the undergraduate 
level, Morehouse College is the only 
HBCU to have produced two Black 
faculty at CS research colleges or de-
partments. Howard University and 
UF lead the way with five Black ten-
ure-track faculty. This study points 
to leading institutions that were not 
in Huang’s top 11 list. Therefore, 
this information is useful for those 
recruiting Black CS researchers and 
for those looking for a Ph.D. program 

MIT leads the way 
for undergraduate 
degree recipients 
who went on  
to be faculty. 
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CHANGING NETWORK LANDSCAPES and rising security 
threats have imparted a sense of urgency for new 
approaches to security. Zero trust has been proposed 
as a solution to these problems, but some regard it as 
a marketing tool to sell existing best practices while 
others praise it as a new cybersecurity standard. This 
article discusses the history and development of zero 
trust and why the changing threat landscape has led to 
a new discourse in cybersecurity. Drivers, barriers, and 
business implications of zero trust provide a backdrop 
for a brief overview of key logical components of a zero 
trust architecture and implementation challenges.

In recent years, attackers have sown the seeds to 
feed a growing awareness of the flaws in common 

cybersecurity practices. Firewalls were 
applied to create a strong perimeter 
around enterprise networks; however, 
once inside the perimeter, an attacker 
can easily move through a company’s in-
tranet. With the increasing adoption of 
mobile and cloud technologies, a singu-
lar perimeter is becoming more difficult 
to enforce. With new attack vectors and 
technological changes, perimeter-based 
security models are moving toward ob-
solescence.

Despite the prevailing attitude that 
most threats are external, the source of 
attacks is approximately even between 
external attackers and insiders.1 In-
siders and supposedly trusted devices 
have become a serious cause for con-
cern. Network access is being spread 
out among mobile devices, cloud us-
ers, employees working from home, 
and Internet of Things (IoT) devices. 
According to Cisco’s 2018 Annual Cy-
bersecurity Report, the scope of at-
tacks is also increasing. Organizations 
reported a growing trend of security 
breaches that affected more than 50% 
of systems.4 Larger breaches means 
larger sums of money are required to 
handle the aftermath. Security directly 
affects the bottom line, and high-level 
decision-makers need to take notice.

The approach wherein security 
teams have little input regarding high-
level business decisions is outdated. 
The 2017 Equifax disaster, for exam-
ple, forced the CEO, CIO, and CISO to 
resign. Capital One, a massive player 
in the U.S. financial industry, experi-
enced a similar situation in 2019 with 
more than 100 million accounts com-
promised, followed by a huge class-
action lawsuit.5 The scale of cyberat-
tacks, breaches, and privacy violations 
is getting larger and becoming in-
creasingly visible to the public. Many 
organizations desperately need to im-
prove their approach to cybersecurity, 
or this problem will only get worse.

Amid this changing cybersecurity 
landscape, zero trust has been laud-
ed as a potential solution to many of 
these problems. With all the hype, 
though, many are unsure about what 
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the difference between a zero trust sys-
tem and the more abstract zero trust 
mindset. This mindset should not be 
confused with ZTA, which is any secu-
rity architecture that enables zero trust. 
A zero trust mindset emphasizes that 
enterprise security should be extensible 
so any future additions support the goal 
of zero trust. Zero trust recognizes that 
no two security environments are the 
same. For example, data centers have 
unique security requirements when 
compared with cloud deployments or 
IoT networks. The National Institute of 
Standards and Technology (NIST) Spe-
cial Publication 800-207 goes into fur-
ther detail about potential implementa-
tions. It outlines multiple architecture 
models and technological implementa-
tions of the core logical components.18

In 2018, Forrester updated its origi-
nal ideas for zero trust with the ZTX 
(zero trust eXtended) platform, which 
is intended to assist an organization’s 
efforts in acquiring technology and im-
plementing ideas for adding zero trust 
to legacy systems.6 It is based on seven 
capabilities for mapping solutions to 
zero trust implementations: data; net-
works; people; workloads; devices; vis-
ibility and analytics; and automation 
and orchestration. This work ensures 
zero trust does not stagnate and that 
new ideas can be implemented within 
a zero trust environment.

Why Trust Zero Trust?
The intersection of people, process, 
and technology (PPT) has long been a 
critical focal point for organizations 
evaluating their business practices. 
The PPT framework was introduced in 
the 1960s by Harold Leavitt in Applied 
Organizational Change in Industry.14 
The original model, which consisted of 
tasks, structure, people, and technol-
ogy, combined tasks and structure into 
the process category, resulting in PPT. 
Bruce Schneier brought PPT to the fore-
front of the information security field 
in the late 1990s.19 Even though it has 
been suggested that technology has be-
come the most crucial aspect in today’s 
threat responses, a strong relationship 
remains among all aspects of PPT. The 
organizational change that accompa-
nies the transition to zero trust can 
be mapped onto this framework for a 
more structured approach to the topic.

Zero trust is a new mindset that 

the term exactly means and how to im-
plement it. Where did the concept of 
zero trust come from, and what does 
it mean for businesses today? Is zero 
trust a new standard or just cybersecu-
rity done properly?

De-Perimeterization and Zero Trust
The core ideas behind zero trust were 
first given major consideration in 2004. 
The Jericho Forum recognized that tra-
ditional security practices were quickly 
becoming inadequate because of in-
creasing numbers of endpoints and 
device mobility requirements.3 Fire-
walls, antivirus, and intrusion detec-
tion system (IDS) did not consider the 
threat from within the network. The ini-
tial term used was de-perimeterization, 
which focused on strengthening inter-
nal defenses and placing less emphasis 
on the external boundary. In 2007, the 
Jericho Forum published “command-
ments” that outlined principles and 
practices necessary for de-perimeteriza-
tion.10 The same year, DISA (Defense In-
formation Systems Agency) and Depart-
ment of Defense identified some key 
principles. The security strategy called 
“black core” was a security model that 
focused on moving away from perim-
eter security and focusing on individual 
transactions.18 While the Jericho Forum 
and DISA laid a lot of the groundwork 
for de-perimeterization and shifting 
security focuses, they were not nearly as 
well-recognized as zero trust is today. It 
was not until John Kindervag from For-
rester Research, Inc. introduced the 
concept of zero trust and zero trust ar-
chitecture (ZTA) in 2010 that these ideas 
truly caught on.11,12 The accompanying 
table illustrates a timeline of significant 
events in the history of zero trust con-
ceptualization.

Zero trust is a broad concept that 
can apply to technologies, network 
architectures, and security policies. It 

has been described as a technology-
agnostic mindset that puts security 
first. It requires that all actors within a 
network be treated as if they could pose 
a threat, because they really do. Enter-
prise resources should be protected in-
dividually and subjects accessing these 
resources should be constantly evalu-
ated to ensure they are not a threat.

According to one of Forrester’s semi-
nal reports, three core concepts enable 
zero trust: All resources must be ac-
cessed securely; strict access control 
based on least privilege must be en-
forced; and all traffic must be inspected 
and logged.12

The problem with this conception 
of zero trust is that none of these ideas 
is particularly novel. In fact, they would 
strike most IT professionals as good 
security hygiene we should have been 
practicing all along. Many security pro-
fessionals would agree that security 
should be a design goal of any enterprise 
system and that insider threats are just 
as dangerous as any others. This skepti-
cism is warranted as many early expla-
nations of zero trust fail to capture its 
unique value. A more recent definition 
from Jason Garbis and Jerry W. Chap-
man does a better job of explaining the 
core concepts enabling zero trust:

“A zero trust system is an integrated 
security platform that uses contextual 
information from identity, security and 
IT Infrastructure, and risk and analytics 
tools to inform and enable the dynamic 
enforcement of security policies uni-
formly across the enterprise. Zero trust 
shifts security from an ineffective pe-
rimeter-centric model to a resource and 
identity-centric model. As a result, orga-
nizations can continuously adapt access 
controls to a changing environment, ob-
taining improved security, reduced risk, 
simplified and resilient operations, and 
increased business agility.”9

This definition draws attention to 

Significant events in the history of zero trust.

1 2004 The Jericho Forum introduces the concept of “de-perimeterization”

2 2007 DISA and the Department of Defense identify “black core” security strategy 
The Jericho Forum publishes its Commandments for de-perimeterization

3 2010 John Kindervag introduces zero trust

4 2014 Google publishes the first BeyondCorp article about its efforts  
to implement zero trust

5 2018 Forrester Releases the ZTX platform

6 2020 NIST publishes SP 800-207 providing guidance on zero trust
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checks to identify unusual behavior 
and quickly respond.7 This streamlines 
both everyday security processes and 
threat response processes.

One of the key tenets of zero trust 
is to protect data by collecting data. 
A working zero trust deployment re-
quires an extensive audit of organi-
zational resources. Knowing where 
different data is stored and what it is 
used for improves data organization 
and promotes informed security de-
cision-making. Data can be identified 
and protected with varying degrees 
of security, depending on its sensitiv-
ity.5 Better data management also aids 
privacy initiatives, such as ensuring 
General Data Protection Regulation 
(GDPR) compliance because the orga-
nization will know where its relevant 
data is stored and how to protect it.

Technology. Zero trust also has the 
potential to have a significant impact on 
the way enterprises use technology. Net-
works can be greatly simplified and split 
into modular segments, reducing main-
tenance and upgrade costs. Rather than 
continue managing the patchwork of 
devices and protocols across the whole 
network, individual segments can be 
implemented one at a time. This way 
the entire network need not be changed 
every time an upgrade is required.11

Segmentation also allows flexibility 
in different parts of the network. An IoT 
network may require a different security 
configuration than a network support-
ing cloud applications. Segmentation 
provides flexibility in implementing 
individual segments without compro-
mising the overall needs of a zero trust 
network.6 Industry regulations, such as 
Payment Card Industry Data Security 
Standard (PCI DSS) require only that the 
relevant segmented area meets all the 
specific regulations. A properly seg-
mented network means that the focus 
on compliance can be limited to the seg-
ments that require it.5 This again helps 
to reduce overall network complexity, 
saves money on compliance initiatives, 
and enables extensibility.

The technology that enables zero 
trust enables better security as well. 
NGFWs (next-generation firewalls) al-
low for inspection of application-layer 
traffic. Therefore, attack signatures 
that are otherwise invisible to tradi-
tional firewalls can be identified and 
quickly dealt with.9 The damage from 

requires sweeping changes to be im-
plemented effectively. There are obvi-
ously numerous drivers and barriers 
influencing an enterprise’s choice to 
adopt zero trust, and so the question 
remains: Why trust zero trust?

People. The zero trust mindset 
brings several benefits that are motivat-
ing enterprises to consider adopting it. 
Zero trust requires that all employees 
take an active role in the security of an 
organization. With the increased prev-
alence of remote work, it is more im-
portant than ever that these workers be 
made aware of good security hygiene. 
An organization that commits to zero 
trust will likely try to increase organiza-
tional awareness of security and drive 
acceptance of zero trust.17 This will 
have the knock-on benefit of forcing or-
ganizations to educate their employees 
about security. A more security-aware 
workforce will be a natural by-product 
of zero trust adoption.

From a cultural perspective, zero 
trust fosters interdepartmental coop-
eration and the adoption of IT. Since 
the network’s systems will be geared 
toward secure networking, coopera-
tion is critical to achieve a working 
zero trust security architecture. The 
successful integration of teams can 
improve network and security exten-
sibility and prevent finger-pointing 
when problems arise.5 Resources can 
be distributed equitably because these 
security and infrastructure teams will 
be cooperating and no longer compet-
ing to achieve different goals.

Not only might it improve the coop-
eration among existing teams, but zero 
trust also enables more flexible hiring. 
When it comes to hiring skilled work-
ers, the ability of zero trust to create a 
superior remote work environment re-
lieves security fears surrounding new 
hires. During a time where remote work 
is becoming increasingly prevalent, 
security and efficacy considerations 
may prevent an enterprise from hiring 
otherwise excellent employees.20 Zero 
trust can help alleviate some of these 
fears and makes security onboarding 
much easier for remote work.

The final major people-centric driver 
of zero trust is management support. Se-
nior decision-makers can be more easily 
convinced to take on zero trust initia-
tives because they can lead to long-term 
cost savings. Legacy networks often 

require a multitude of vendors, tech-
nologies, and solutions to ensure they 
remain secure. More time, money, and 
staffing are necessary to support these 
complex networks. Consolidating these 
controls into a more uniform and exten-
sible zero trust solution means that ven-
dor, management, and upkeep costs can 
be reduced more easily.6 The increasing 
awareness that security is not just a cost 
sink, and that proper implementation 
can save time, money, and effort will 
make it much easier to garner support 
from upper management for zero trust 
projects. A successful zero trust endeav-
or will aid in digital transformation.5

Process. A unique opportunity to 
improve security posture has been 
presented to all enterprises affected 
by the pandemic. Zero trust drives en-
terprises not only to patch the holes 
created by transitioning existing pro-
cesses, but also to improve the security 
of business processes. The reimagin-
ing of business processes will allow for 
better flexibility with remote work and 
a security-first mindset.

The open-ended nature of zero trust 
will enable greater extensibility to en-
sure organizations can freely adapt 
their security to the threat landscape. 
Extensibility by design is further aided 
by zero trust’s emphasis on data collec-
tion and auditing. This allows enter-
prises to view information required to 
make informed decisions about secure 
process adjustments.6 Collectively, this 
serves to reduce future costs and in-
crease an organization’s agility.

Security processes will likely be im-
proved in the short term as well. Many 
zero trust deployments can take advan-
tage of continuous authentication to 
reduce the friction that employees ex-
perience without compromising secu-
rity. Google’s BeyondCorp deployment 
effectively eliminated the need for a 
virtual private network (VPN) when 
remotely connecting to the network.2 
This saved both time and frustration 
related to configuring and connecting 
to a VPN. Research has found that 87% 
of security professionals who have ad-
opted a zero trust approach have found 
that it improved productivity.20

Additionally, persistent data col-
lection on the state and behavior of 
an entity allows for modeling normal 
entity behavior on the network. Con-
tinuous authentication allows security 
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tional Cyber Security Centre (NCSC) 
acknowledges that even a greenfield 
environment requires patience and 
careful planning.21 This means many 
organizations with established secu-
rity practices and infrastructure may 
lack the agility and flexibility to simply 
start operating with zero trust. During 
the transition an enterprise may re-
quire changes to systems that cannot 
afford significant downtime, or a pro-
cess component may not be readily re-
placeable with a zero trust counterpart.

Any organization that lacks flexibil-
ity to deal with such issues may find 
itself in a difficult position. The organi-
zational inertia that current processes 
have and lack of one-to-one replace-
ments for various process components 
can make transitioning to zero trust a 
difficult endeavor.

Technological challenges. Zero trust 
depends on excellent data management 
and information literacy. To segment a 
network and implement necessary con-
trols properly, an organization must 
have excellent knowledge of its own data 
environment. Where does traffic need 
to go? Which resources are required 
for what roles? Where is high-priority 
data located? These are just some of the 
questions that need to be answered for 
a successful zero trust deployment.

NIST SP 800-207 suggests a com-
plete audit of network components, 
data sources, actors, and enterprise 
assets such as managed devices.18 An 
organization that lacks visibility into 
these areas is much more likely to im-
plement an ineffective security system 
at great cost. At worst, it will reduce the 
effectiveness of workers. Setting up 
systems with the requisite visibility and 
analytical capability can require a large 
amount of money and effort, causing a 
significant barrier to adoption.6

IAM (identity and access manage-
ment) is a necessity in any proper zero 
trust system. Poor management of user 
groups and disparate identity providers 
can lead to significant difficulties while 
implementing zero trust. Zero trust 
policies leverage identity attributes and 
user groups to grant access to resources 
safely and reliably. Zero trust could be 
the catalyst for improving IAM prac-
tices, but this still means that an enter-
prise needs to address these problems 
if it is to proceed with zero trust.9

Assets and technology used in ZTA 

attacks that do get through is limited 
because of network segmentation.5 
Overall, technology enables zero trust 
to enhance threat response and miti-
gate successful attacks.

Zero trust aims to combat threats by 
providing superior data protection. By 
protecting individual resources, granu-
lar data-protection rules can be imple-
mented. As a result, large-scale data 
breaches will become less common be-
cause data access will be predicated on 
a risk-based approach. The location, 
value, sensitivity, and common usages 
of data will clearly define how it can be 
accessed. Network segmentation can 
further reduce the risk of individual 
breaches by keeping sensitive data in 
separate parts of the network.7

Trust through entity verification is 
not a new concept for cybersecurity 
professionals. Zero trust simply ad-
vances the idea by requiring that trust 
to be earned constantly rather than 
only once. BYOD (bring your own de-
vice) schemes bring inherently un-
trustworthy devices into the network. A 
universal set of trust requirements that 
apply to all devices makes managing se-
curity a much easier task.7

A zero trust mindset will have nu-
merous benefits for any organization 
with significant digital assets. Properly 
implemented, ZTA will provide greater 
visibility into networks while simulta-
neously improving vulnerability man-
agement and breach detection.

Zero trust requires the inspection 
of all network traffic. NGFWs can in-
spect application-layer traffic, making 
it easier than ever before to get a clear 
picture of an organization’s network. 
The added visibility helps to mitigate 
or even prevent data breaches. If un-
usual traffic can be inspected for signs 
of a breach, then it can be dealt with 
much faster. The FireEye M-Trends 
2019 report states that the median 
time to discover a breach is 78 days.8 
Better network visibility means iden-
tifying vulnerabilities faster and al-
lowing security professionals to react 
before anything has a chance to occur.5

A Word of Caution
Given the number of factors driving 
adoption and the numerous benefits of 
zero trust, it would seem as if every or-
ganization should be rushing to imple-
ment a ZTA. Despite vendors complain-

ing that zero trust is a game changer, 
it should not be implemented without 
caution. A variety of barriers and poten-
tial downsides means that zero trust 
adoption must be considered carefully.

Organizational readiness. Before an 
organization commits to zero trust, it 
must consider cultural compatibility. 
Zero trust security and network pro-
fessionals are better-versed and more 
likely to see the value in the systems 
they already work with. If the teams re-
sponsible for implementation and op-
eration are not convinced or run into 
too many difficulties during the transi-
tion, it will not be successful. Similarly, 
during implementation, user issues 
can diminish support for zero trust and 
lead to the perception that it decreases 
productivity and increases frustration.

It will be challenging for any organi-
zation to reap the benefits of zero trust 
if its users do not understand its value. 
For example, WestJet found it neces-
sary to establish CoEs (centers of excel-
lence) to promote learning and cultural 
acceptance of zero trust.13 An enterprise 
that cannot provide similar resources 
may struggle to get networking and se-
curity professionals on board.

Since Kindervag’s original work in 
2010, a few organizations have begun 
implementing ZTA. A telling feature of 
this transition is that only recently have 
complete or near-complete zero trust 
initiatives been evaluated. Google’s 
BeyondCorp is an example of a com-
plete organizational shift that took 
multiple years from start to finish.

ZTA means a substantial pivot that 
requires forward-thinking, executive 
support, contingency plans, and com-
mitment. Shifting to zero trust without 
a plan can result in half-complete mea-
sures and more complexity for secu-
rity professionals to manage. Culture, 
technical bias, and emotional stake in 
current security practices can be a ma-
jor barrier to success with zero trust. 
There may also be a misconception 
that zero trust is simply a marketing 
buzzword.9 Therefore, organizations 
hoping to adopt a zero trust approach 
must be prepared for a long process 
with both political and technical issues 
that need to be resolved.

Zero trust is rarely being imple-
mented by organizations that can start 
from scratch, but in its beta version of 
ZTA design principles, the U.K.’s Na-
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visioned, zero trust offers a myriad of 
security improvements, an improved 
cultural mindset toward security, cost 
savings, and a highly extensible starting 
point for adding further enhancements. 
While the benefits are significant, it 
should be noted that zero trust needs to 
be an ongoing effort and transitioning to 
a zero trust approach can be a long and 
arduous process. Recommendations for 
an enterprise looking to adopt zero trust 
should follow the PPT template.

People. Given that zero trust adoption 
is a long process, it is important that it 
has proper managerial and cultural sup-
port. A newer or more agile company may 
have an easier time aligning business 
objectives with the zero trust approach. 
An established enterprise, however, re-
quires more effort to refocus managerial 
and cultural attitudes. Google ensured it 
had an effective technical support strat-
egy to reduce user frustration during 
rollout. It also engaged with any impact-
ed teams very early on in deployment.21 
WestJet created CoEs to enable its net-
work and security teams to familiarize 
themselves with and learn the new tech-
nology.13 These were also places where 
people could address concerns and sug-
gest solutions during deployment.

Such strategies to gain the support 
of stakeholders are key for adopting 
any new technology or process. Lobby-
ing important managerial positions by 
reinforcing the benefits of zero trust is 
one way to obtain the necessary sup-
port. Naturally, management will not 
be convinced unless there is a well-con-
structed plan.

Getting over political barriers can be 
eased by clearly enumerating the ben-
efits of zero trust, finding an active ex-
ecutive champion, starting with minor 
projects that will show clear benefits, or 
actively seeking to work with networking 
or cybersecurity counterparts. Avoiding 
the misconception that zero trust will 
destroy or replace the infrastructure and 
architecture that others have worked 
hard to develop is a good way to ease in-
terdepartmental and political tensions.9

Process. The implementation pro-
cess for zero trust is imperative for a 
successful transition. NIST SP 800-207 
provides an effective way to transition 
from a perimeter-based network. The 
key steps are:

	˲ Identifying actors who will use the 
system

implementation may not be easy to mi-
grate from or replace without excessive 
cost. Service providers could be highly 
specialized, meaning that if they expe-
rience issues, enterprise resources and 
business functions could be disrupted. 
Many core components of zero trust can 
be challenging to implement with cur-
rent commercially available solutions.21

Artificial intelligence (AI) and soft-
ware-based agents might be used for 
security purposes on an organization’s 
networks. These agents, in turn, need 
to interact with various ZTA compo-
nents. How these agents authenti-
cate themselves is a largely unsolved 
problem for ZTAs. A non-person entity 
(NPE) may have a lower bar to entry, so 
attackers trying to gain access to a net-
work may impersonate an NPE. In ad-
dition, the NPE may be an attack vector 
itself that could be manipulated into 
performing malicious actions.3

Data stored as a part of network 
monitoring could also become a target 
for attackers. This information would 
be useful for reconnaissance and plan-
ning future attacks. The management 
tools used to encode access policies 
are also potential points of attacks be-
cause they contain information about 
user and policy data.18

Policy engine (PE) and policy ad-
ministrator (PA) are single points of 
failure for ZTA. Should the PE become 
compromised by a malicious or incom-
petent administrator, its rules could be 
changed to the point where they disrupt 
operations or create vulnerabilities in 
the system. A compromised PA could 
allow access to resources that would 
otherwise be off limits. To mitigate this 
threat, a policy could be housed in a se-
cure cloud environment or exist in sev-
eral locations. The blockchain may be a 
viable solution to managing PE policy.18

Much of the traffic on the network 
may be opaque to layer 3 network-anal-
ysis tools. Traffic may be coming from 
non-enterprise assets or simply be re-
sistant to monitoring. As a result, differ-
ent methods must be used on encrypted 
traffic, such as collecting metadata and 
machine-learning techniques.18

Recommendations for a High-Risk,  
High-Reward Journey
Adopting a zero trust approach to cy-
bersecurity is a high-risk, high-reward 
option for an enterprise. Correctly en-

Zero trust depends 
on excellent data 
management 
and information 
literacy. To 
segment a network 
and implement 
necessary controls 
properly, an 
organization must 
have excellent 
knowledge of 
its own data 
environment.
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	˲ Identifying enterprise assets
	˲ Identifying key processes and eval-

uating risks associated with executing 
process

	˲ Formulating policies for the ZTA 
candidate

	˲ Identifying candidate solutions
	˲ Planning for initial deployment 

and monitoring
	˲ Expanding ZTA

The requirement to perform exten-
sive audits to gather information is a 
key takeaway. Successful zero trust en-
terprises need to know the impacted 
stakeholders, relevant assets, and the 
processes that must be reimagined dur-
ing the transition. Otherwise, the orga-
nization is likely to have gaps in its im-
plementation that can lead to even more 
significant security flaws in the future. 
ISACA has also identified visibility as a 
vital component of a successful ZTA.17

System analysis and auditing can be 
extremely difficult for complex systems. 
Zero trust deployments such as Beyond-
Corp and PagerDuty deployed zero trust 
broadly, spanning multiple business 
areas with fine-grained access control. 
They performed extensive network anal-
ysis to ensure these efforts would not 
interrupt productivity. This approach 
took much more time and effort than an 
incremental approach would. It can also 
be just as effective to onboard groups of 
users slowly and start with more coarse-
grained access control. As the zero trust 
initiative progresses, it will become easi-
er to tighten up these controls.9

Formulating policies, identifying 
potential solutions, and initial deploy-
ment should make use of all the collect-
ed information. Logical architecture 
and technological components should 
fit the enterprise’s specific needs. The 
initial deployment and monitoring fur-
ther collect information about how the 
implementation works and provide ar-
eas for improvement.

The final step is the most significant 
part of any implementation approach. 
Zero trust is meant to be extensible 
and provide the flexibility to adapt to 
changes in the security landscape. As 
ZTA is expanded, these steps should be 
repeated to maintain a continuously in-
formed and improving security system. 
Given its novelty, zero trust networking 
will likely have evolving best practices, 
so a flexible approach is advised.15

A significant barrier to zero trust 

Although ZTA can be implemented in numerous ways, there are a few core logical 
components. The accompanying figure shows an example of a basic ZTA. A policy 
engine (PE) is located before the protected resources and makes the final decision 
regarding a subject’s access to a given resource. A PE is paired with a policy 
administrator (PA), which is responsible for carrying out access decisions. It will signal 
to the policy enforcement point (PEP) that a session be created or destroyed. 

Significant events in the history of zero trust.
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The PEP acts as the gateway and manages the actual sessions between an entity and 
a resource. As these are logical components, the specific implementation details can 
vary, sometimes having a single device play multiple roles.18 Many of these components 
also feed data into a data-acquisition network, which interacts with a variety of security 
policies, tools, and databases such as:

	˲ Access policy
	˲ SIEM (security information and event management)
	˲ CDM (continuous diagnostics and mitigation) programs
	˲ User databases
	˲ PKI (public-key infrastructure)
	˲ IDMS (integrated database management system)
	˲ Compliance databases
	˲ Activity logs
By interfacing with these and other data sources/sinks, the data-acquisition 

network allows for constant evaluation of the network’s status. Apart from these core 
components, ZTAs can be implemented in various ways that have distinct advantages 
and disadvantages. For example, the UK’s NCSC (National Cybersecurity Centre) 
suggests SSO (single sign-on) and token generation at the PEP, which is broadly 
applicable to many architecture models despite this not being a requirement for an 
effective ZTA.15 Effective architecture is a moving target and ideas will change over time 
to support the core tenets of zero trust.

What Does Zero Trust 
Architecture Look Like?
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initiatives is “analysis paralysis.” Zero 
trust is a significant undertaking that 
contains many unknowns. An enter-
prise may also lack complete visibility 
into numerous internal factors. These 
problems balloon when approval from 
many stakeholders requires that a zero 
trust system immediately meet the 
same standards of existing enterprise 
systems. Consequently, zero trust ini-
tiatives can move extremely slowly and 
provide little to show for all of the ef-
fort. Effective milestones, close coop-
eration with stakeholders, and iterative 
deployment are some of the measures 
that can help reduce analysis paralysis.9

Technology. The final set of recom-
mendations considers technology and 
implementation details. Zero trust is 
applicable in a variety of settings, in-
cluding IoT, big data, and the cloud. 
The specific architecture should con-
sider the environment for which it is 
being deployed. A company that is tran-
sitioning to zero trust may want to treat 
its IoT assets differently from internal 
applications. Network segmentation 
provides the flexibility to mix and match 
technologies and methods for different 
portions of the network. An enterprise 
should not attempt a one-size-fits-all 
architecture but instead, build out its 
zero trust network according to the re-
quirements of different segments.

Many organizations are also sub-
ject to regulatory and compliance re-
straints. To avoid a situation where 
an enterprise zero trust system fails to 
meet compliance, it is essential to en-
gage with external auditors and third-
party compliance specialists early on.9

Additionally, ZTA should not be 
implemented with a singular focus on 
endpoints. An attacker able to subvert 
endpoints can move freely throughout 
a network again. Zero trust should be 
implemented in a layered approach 
that does not neglect network security 
policies. ISACA recommends imple-
menting network security policies and 
adding endpoint capabilities to ensure 
the effects are complimentary.14

Future Directions
As zero trust is deployed in increasingly 
complicated environments, security 
becomes more imperative. Fog com-
puting occurs in a network where both 
users and devices are heterogeneous. 
There is an added caveat that server 

capacity in fog computing is far lower 
than in cloud computing, and as a re-
sult, zero trust would require a lighter-
weight implementation.22

Next-generation network technolo-
gies will provide numerous benefits 
but will also cause more heterogeneity. 
Managing different types of access de-
vices through the centralized architec-
ture of zero trust poses a problem that 
is only beginning to be explored. Soft-
ware-defined networking (SDN) is one 
solution that may fit well with zero trust 
networks.22 Organizations such as Er-
icsson are aware that zero trust is tech-
nology-agnostic and have begun outlin-
ing how 5G networks impact ZTA.16

Zero trust requires that networks ef-
ficiently authorize traffic and data, but 
this becomes difficult as data volume 
and complexity increase. AI is one po-
tential solution. By extracting features 
and classifying data, an efficient AI sys-
tem could greatly increase the efficien-
cy of a zero trust network.22

NIST is the only standards organiza-
tion to provide a systematic exploration 
of zero trust. Literature about holistic 
schemes is rather thin outside of pri-
vate organizations. As different archi-
tectures are developed for situations 
involving cloud networks, IoT, and 
big data, it will be necessary to classify 
general schemes that can achieve zero 
trust in different circumstances.

Zero trust brings few new security 
principles to bear, but more impor-
tantly provides an approach to get the 
most out of what cybersecurity profes-
sionals already consider good practice. 
Least privilege, strong authentication 
and access control, segmentation, de-
fense in depth, and extensive logging 
and auditing are all existing practices 
that zero trust puts together with a co-
hesive goal in mind. The goal is secu-
rity by design and a security-first mind-
set. Naturally, such a broad goal leaves 
much room for further research and 
development of new technologies that 
fit into ZTA. As new ways to enable zero 
trust emerge, security practices will 
only improve. As threats increase in 
number and severity, you should trust 
zero trust, because it includes all the 
things you should be doing anyway.	
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IT USED TO be that enterprise cybersecurity was all 
castle and moat. First, secure the perimeter and then, 
in terms of what went on inside that, “Trust, but verify.”

The perimeter, of course, was the corporate network. 
But what does that even mean at this point? With 
most employees now working from home at least 
some of the time—often on their own smartphones 
or laptops—and organizations relying increasingly on 
cloud computing, there’s no such thing as a single, 
enterprise-wide perimeter anymore.

And, with corporate security breaches having 
become a regular news item over the past two decades, 
trust has essentially evaporated as well.

John Kindervag, who articulated the zero-trust 
enterprise defense strategy a little over a decade 
ago, explained: “The concept is framed around the 
principle that no network, user, packet, interface, 

or device—whether internal or external 
to the (corporate) network—should be 
trusted. Some people think zero trust is 
about making a system trusted, but it 
really involves eliminating the concept 
of trust from cybersecurity strategy.”

Easier said than done, naturally. Still, 
how well is that effort going? We asked 
Atefeh Mashatan, the founder and di-
rector of the Cybersecurity Research 
Lab at Toronto Metropolitan University 
(TMU), to explore that with three en-
terprise security professionals of long 
standing: Andrew Vezina, the CISO at 
Equitable (EQ) Bank; Rick Doten, the 
VP of information security at Centene 
Corporation, as well as CISO of Carolina 
Complete Health; and Michael Loftus, 
an IT consultant with considerable cor-
porate security experience.

ATEFEH MASHATAN: There has been consid-
erable buzz about the zero trust security 
model. Some call it the “gold standard” 
of cybersecurity, while others argue it’s 
nothing more than marketing jargon for 
networking practices that organizations 
should have adopted some time ago. 
What’s the truth of the matter?

MICHAEL LOFTUS: It’s somewhere 
along that continuum since zero trust 
is a conceptual framework that chal-
lenges the long-held assumption that, 
if you’re physically within a firewall pe-
rimeter and are part of some specific 
enterprise domain, implicit trust will 
be granted to both you and your device. 
Indeed, zero trust challenges the very 
idea that any sort of implicit trust can 
be considered safe any longer.

But if you’re asking, “Don’t these sup-
posedly new zero trust measures often 
include techniques that have been de-
ployed previously?”, the answer is, “Ab-
solutely!” This is particularly true when 
it comes to MFA (multifactor authentica-
tion) and advanced analytics. And yet, do 
I still think zero trust qualifies as some-
thing new and buzzy? Absolutely!

Ultimately, the truth is that zero 
trust is an approach that involves doing 
things differently with respect to how 
users and devices are authenticated, 
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as well as how risk is managed. That’s 
all because we will no longer assume 
that any part of the environment can 
be granted implicit trust.

MASHATAN: But shouldn’t we have 
been doing this all along?

LOFTUS: I wouldn’t say that, since I 
think zero trust came up in response 
to the many different lessons we have 
absorbed in moving to more distribut-
ed environments where applications, 
data, and identity mechanisms now re-
side in the cloud. With that shift, secu-

rity mechanisms—once good enough 
to protect people on the enterprise 
premises who were linked to the enter-
prise network—became inadequate.

MASHATAN: Which techniques do 
you consider to be absolute minimum 
requirements for a zero trust environ-
ment? What other capabilities would 
you regard as highly desirable?

ANDREW VEZINA: Whenever I picture 
a zero trust architecture, I start in the 
middle and work my way out. The cen-
tral element that everything seems to 

come back to is the trust engine re-
sponsible for making decisions about 
whether some particular user, coming 
from some particular device, ought to 
be allowed access to some particular 
resource or application. As Mike indi-
cated, this used to be a much simpler 
call based on whether the user could 
supply the correct Active Directory 
password. But now, under zero trust, 
that’s changing in two major respects.

First, we’re going to be working with 
a much richer set of information when 
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prem tools many organizations once 
used to evaluate user traffic going out 
to the Internet—their egress traffic, in 
other words. Typically, that included 
Web content filtering, malware analy-
sis, and perhaps even data-loss preven-
tion analysis, along with a couple of 
other capabilities.

Prior to SASE, everything was built 
on the corporate network. So, if users 
were working at home and wanted to ac-
cess the Internet for any reason, they’d 
first have to log onto the corporate net-
work, do a VPN (virtual private network) 
connection to enter the network, and 
then execute a hairpin turn to go back 
out to the Internet—passing through 
the corporate proxy and malware tools, 
as well as probably three, four, or five 
different security tools along the way. 
With SASE, instead of requiring users 
to jump onto the corporate network 
first, they’re now routed through a 
SASE provider where all the necessary 
security functions are provided by way 
of a cloud-based model that is comple-
mentary to the zero trust strategy in the 
sense that it doesn’t require a corpo-
rate network.

Because these two concepts are 
complementary, it seems most of the 
organizations that are implementing 
zero trust architectures now are moving 
toward SASE as well. With that said, the 
two are not necessarily interdependent. 
That is, you can implement SASE and yet 
still employ a legacy model for security. 
And it’s at least theoretically possible to 
implement zero trust without SASE, but 
that might prove to be difficult at this 
point, given current technology.

RICK DOTEN: I tend to look at SASE as 
infrastructure, which, as Andrew indi-
cated, replaces a variety of tools previ-
ously operated on premises. And yes, 
putting all that in the cloud certainly 
simplifies things for users. That infra-
structure also still provides a central 
point for implementing all policy de-
cisions. That’s all great, particularly 
for small and mid-sized organizations 
that don’t have a lot of infrastructure 
and may already be relying largely on 
cloud-based applications and services 
anyway. For them, SASE is ideal.

But I represent a very large com-
pany where this would be regarded as 
sacrificing visibility and control since 
it doesn’t allow for directly managing 
and configuring all the different fea-

it comes to users and their authentica-
tions. The biggest change here is the 
shift from a simple password to multi-
factor authentication. We’re also start-
ing to see many new capabilities and 
tools that will be able to take advantage 
of all manner of telemetry related to a 
user’s login characteristics.

The second major improvement 
worth noting is the ability to do more 
in terms of authenticating devices sim-
ply because we’re able to obtain more 
information about the devices people 
typically use whenever they attempt to 
access an environment. The move to-
ward implementing zero trust starts 
with pushing all the authentication deci-
sions out toward the apps such that this 
greater context might be incorporated 
in deciding whether access ought to be 
granted to whatever resource has been 
requested.

From there, you can start thinking 
about how people are going to access 
the applications and what this suggests 
your network ought to look like—bear-
ing in mind you will no longer need a lo-
cal area network or a corporate network 
to serve as a method of trust, which is 
to say we are moving to a security model 
where it basically doesn’t matter where 
the network user is coming from since 
you will be relying on user and device 
telemetry for authentication instead of 
what the network tells you.

There’s also an opportunity to sim-
plify and improve the user experience 
through SASE (secure access service 
edge) and similar technologies. Funda-
mentally, this just gives users a cleaner, 
easier route to get from wherever they 
happen to be to whatever applications 
they’re looking to use. That, in turn, 
leads to an architecture where you rely 
on SASE technology that’s typically 
cloud-based to provide access to the 
Internet in a safe manner even as you 
also rely on software-defined perimeter 
technology to allow connectivity from 
the Internet to whatever application or 
resource a user may have requested.

MASHATAN: Now that you’ve given us 
a sense of how SASE can be combined 
with zero trust, can you compare the 
two to point out their similarities and 
differences?

VEZINA: First, I’d describe zero trust 
as a strategy, whereas SASE is a tech-
nology that, over the past few years, has 
largely displaced a whole class of on-

MICHAEL LOFTUS

The truth is that 
zero trust is an 
approach that 
involves doing 
things differently 
with respect to how 
users and devices 
are authenticated, 
as well as how risk 
is managed. That’s 
all because we will 
no longer assume 
that any part of the 
environment can 
be granted implicit 
trust. 
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might lead you to believe.
MASHATAN: Do the rest of you agree 

the zero trust strategy is being oversold?
VEZINA: I share much of Rick’s skepti-

cism. Over the years, we have certainly 
seen plenty of new approaches to secu-
rity, whether in the form of technolo-
gies or strategies. The introduction of 
malware sandboxes about 15 years ago 
as a new way to identify malware is one 
that comes to mind. Until then, we all 
used signature-based antivirus detec-
tion, which wasn’t working so well. 
Then this new technology came out 
that proved to be a clear improvement. 
But it also was largely oversold as the 
solution to breaches and, accordingly, 
made billions of dollars for a few ven-
dors. Now, it’s nothing more than table 
stakes for most organizations, and it 
never actually managed to solve the 
problem. It helped in some cases, but 
then the attackers evolved.

It could be argued that zero trust is a 
bit different in that it’s a strategy rather 
than a tactical countermeasure. But we 
don’t know yet whether it’s going to 
live up to the hype, and red team exer-
cises will likely be one of the best ways 
to evaluate its effectiveness.

In fact, in recent years, I’ve been in-
volved with several different red team 
exercises run against conventional de-
fenses. Each of those attacks had dif-
ferent objectives and used different 
approaches. But the common theme 
was that, once the attackers estab-
lished a foothold in the environment, 
there were many different avenues 
they could take to move laterally to get 
at whatever important asset they were 
looking to compromise or use while 
executing some sort of objective—like 
data theft or ransomware.

In the most recent red team exercise 
at our firm, we provided the attackers 
with two initial footholds in the envi-
ronment. Machine #1 was a tradition-
al workstation connected to the cor-
porate network that was accorded the 
trust that commonly comes along with 
this. Machine #2 was more aligned to 
the requirements of zero trust in that it 
had no ability to connect to the corpo-
rate network or to any other machines 
on the network. Instead, it could be 
used to connect with and make use of 
only a small number of applications.

When initiating their attack from 
this machine, the attackers found they 

ture sets and monitoring options, even 
if we are allowed to set the rules and 
control things at a high level.

Bottom line, SASE is great for small 
to medium-sized organizations that 
would love to rely upon a specialized 
external infrastructure to handle all 
their security monitoring, response, 
and controls. That certainly promises 
to reduce their own management bur-
dens and basically gives their users a 
clean pipe to all their applications.

And yet, this isn’t necessarily go-
ing to work well for all organizations. 
Besides the matter of scale, there also 
are certain regulated industries (par-
ticularly in the U.S.) where companies 
may not feel comfortable outsourcing 
protected data—such as healthcare 
information and client financial in-
formation—to a SASE provider. In this 
respect, it’s important to remember 
there are certain things the SASE pro-
vider will want to look at in de-encrypt-
ed form, particularly when it comes to 
behavior monitoring.

It seems zero trust might be best de-
scribed as a strategy or approach, which 
is to say it’s somewhat nebulous and 
hard to pin down. That, of course, makes 
it an absolute gift to those who market 
cybersecurity products and services.

Indeed, zero trust has been pro-
moted with real gusto. The trade press 
commonly uses the word “hype” in re-
porting about zero trust and the efforts 
made to market it. Yet there are aspects 
of the approach that even critics readily 
agree are entirely sensible.

One thing seems certain: The jury 
is still out as to whether zero trust will 
ever manage to live up to all the mar-
keting froth.

MASHATAN: To date, it’s fair to say the 
zero trust strategy has taken hold chief-
ly in North America. You don’t see a lot 
of zero trust initiatives being launched 
in Europe, for example. Also, it’s note-
worthy that NIST (National Institute of 
Standards and Technology) is the only 
standards body so far to have released a 
guide for zero trust architecture.

Why is it that all this energy seems 
to have been concentrated in North 
America?

DOTEN: That’s an insightful question 

since it points out that zero trust is be-
ing aggressively marketed to companies 
in the U.S. and not so much to every-
one else. That does make you wonder 
if something might be going on here. 
What I think is at the root of this is a his-
tory in the U.S. of selling things through 
the subtle manipulation of fear, uncer-
tainty, and doubt—the so-called “FUD 
factor.” In this case, the pitch runs 
something like: “Here’s this incredibly 
complex problem that’s too big for you 
to handle on your own. But, for a price, 
we can help.” As North Americans, we’ve 
been conditioned to respond to that 
sort of marketing, but it’s not necessar-
ily how the rest of the world has been 
conditioned. In fact, in many European 
countries, this sort of approach is illegal.

I do think zero trust is being hyped 
in the U.S., and, frankly, I’m embar-
rassed for our industry, as well as for 
NIST. In fact, if you look closely at the 
text in the NIST guide, you will find ar-
guments that closely echo narratives 
already put forth by each of the big 
vendors—sometimes using the very 
same words.

I’ve been thinking quite a bit about 
this recently because, on the current 
roundtable circuit, there’s a lot of talk 
about digital transformation and the 
push to move everything into the cloud. 
To be honest, the whole zero trust pitch 
just dovetails a little too neatly with 
that. In fact, I think zero trust is little 
more than the security field’s tagalong 
concept to digital transformation.

The funny thing is, this stuff isn’t 
even particularly new. I mean, when you 
think about it, we’ve had network access 
control for quite some time. As much as 
20 years ago, you could connect to a VPN 
that would scrutinize your environment 
to make sure your operating system was 
up to date, your antivirus protection was 
on and attached, and you had the right 
versions of software loaded, and so on. 
All these things involved remote access. 
We also had behavior monitoring and 
risk-based monitoring.

These concepts are not new. The 
only difference is that, whereas we 
used to access all these applications 
through a portal in the corporate in-
frastructure, we now can get to them 
in the cloud without going through 
the corporate infrastructure—which 
is great but not exactly the huge leap 
forward that the zero trust marketing 



60    COMMUNICATIONS OF THE ACM   |   FEBRUARY 2023  |   VOL.  66  |   NO.  2

practice

MASHATAN: To what degree do legacy 
systems and processes complicate 
matters?

LOFTUS: It’s sure going to be difficult 
to get very far down this path if you’re 
relying on old-school VPNs and on-
premises directories and storage. To 
my way of thinking, you really need to 
have a cloud-enabled IdP, along with 
the ability to egress your traffic just as 
close to the end user as possible.

The real problem with all that leg-
acy, however, is what it does to ham-
string your ability to take advantage of 
the whole zero trust approach. That is, 
if you have a lot of legacy applications, 
you might be able to adopt zero trust 
to better control end-user access, but 
there also are many zero trust practic-
es you won’t be able to employ simply 
because you won’t be able to intercept 
most legacy protocols.

MASHATAN: Once an organization has 
made the decision to adopt zero trust, 
what are its biggest challenges?

VEZINA: If that organization happens 
to be running legacy applications, as 
Mike just suggested, it’s likely to face 
some significant difficulties, from 
both a zero trust and a cloud migration 
perspective.

On the user side, there’s plenty more 
heavy lifting to be done. For one thing, 
you will need to make sure you’ve got 
the right technology in place to handle 
user authentication. And you are proba-
bly going to want to provide for that in a 
centralized manner that handles most, 
if not all, your applications. This means 
integrating all those legacy applications 
to the centralized identity provider.

So, there will be a fair amount of work 
to do, but—apart from dealing with 
legacy technology—I don’t think of it 
as exceptionally challenging work. Still, 
there’s no question but that it represents 
a lot of heavy lifting, and you’vee got to 
identify the right spots in your transition 
roadmap to make those investments.

MASHATAN: What might some of the 
early steps in that roadmap look like?

DOTEN: It goes back to the fundamen-
tals of automating any business pro-
cess—understanding what’s there al-
ready, mapping out where you need to 
go, and then determining where your 
security gaps are likely to surface. In 
that respect, the challenges are already 
familiar. But then add to that the issues 
associated with legacy versus modern, 

were trapped in that user’s workspace 
with no way to travel laterally. In this 
case at least, the decision to step away 
from trusting the corporate network 
limited the potential to move later-
ally, which kept these attackers from 
achieving their objectives.

Conversely, with machine #1 and 
its legacy security architecture, the at-
tackers were easily able to move lateral-
ly to other machines and user accounts 
on the corporate network, and this ul-
timately allowed them to achieve their 
objectives while the SOC (security oper-
ations center) scrambled to respond to 
the attack. Given this result, I think an 
architecture designed to curb lateral 
movement is one that holds consider-
able promise.

DOTEN: I agree wholeheartedly. We 
used to joke that, while the corporate 
network might be hard and crunchy 
on the outside, it usually proved to be 
soft and chewy on the inside. There’s a 
good argument to be made for any sort 
of defense that promises to reduce an 
attacker’s ability to move laterally.

I also applaud your malware sand-
boxing example. The big lesson there 
is that people trusted that claim im-
plicitly. I had a malware sandbox eight 
years ago and it worked 60% of the time 
exactly as advertised. The other 40%, it 
didn’t. I mean, it didn’t open the mal-
ware, it didn’t block it … it just dropped 
it into the mailbox, which just goes to 
illustrate the hazards of returning to a 
vendor-driven environment where you 
buy something, install it, and then just 
simply expect it to work. The real dan-
ger is the false sense of security that 
you don’t really need to do anything 
more about the situation since you’re 
already protected. Guess again!

MASHATAN: People must find all the 
hype in this space disturbing. What 
telltale signs should we be looking for?

DOTEN: We are certainly not talking 
about anything quite like blatant lies 
and distortions. I think it’s more a mat-
ter of vendors not giving customers all 
the help they need to filter through the 
glittering generalities in the marketing 
pitch. Mind you, zero trust as a concept 
is a perfectly fine approach. But if it 
doesn’t happen to be something that 
matches up well with your organiza-
tion’s risks and processes, then it’s not 
for you.

VEZINA: I think the best way to speak to 

this is by way of example. Some vendors 
push identity governance as the key to 
implementing a zero trust strategy.

One of the more prominent controls 
in identity governance is the practice 
of reviewing or recertifying user access 
on a certain frequency or based on cer-
tain events. It’s every auditor’s favorite 
security control. But I find it difficult 
to connect this with the core tenets of 
zero trust, whereas other identity con-
trols such as MFA and the central trust 
engine are clearly aligned with it.

Whatever else might be said about 
zero trust, it isn’t magic and won’t 
be achieved with just a few simple 
steps. As a sea change in the overall 
approach to enterprise security, it’s 
bound to entail considerable effort, 
substantial investments, and plenty of 
time—regardless of what the market-
ing might suggest.

Yet, for all that, maintaining a more 
traditional approach isn’t a viable op-
tion since corporate attack surfaces 
now have grown much larger, the 
stakes are higher, and the threat mod-
els have evolved in a multitude of ways 
from those encountered just a few 
years ago.

So … what to do?

MASHATAN: Let’s dive a bit deeper into 
the matter of zero trust implementa-
tion. Just how complicated is that?

LOFTUS: How complicated? That’s 
probably in the eye of the beholder. 
The reality is that this represents a sig-
nificant technology shift, which never 
is going to be trivial. Whether you’re 
focused on authentication or looking 
to make changes to your network and 
move to a SASE provider, you’ve got 
some hard work ahead, and that’s go-
ing to take some time.

Much of what is happening in the 
marketplace now is focused on the 
authentication side of things—MFA, 
cloud-based IdPs (identity providers), 
and application authentication proto-
cols. That’s just because all the things 
we’ve done over the years with active 
directory, Kerberos, and Windows 
NTLM (New Technology LAN Manager) 
just aren’t going to cut it in a zero trust 
world. And then, of course, SASE is also 
exploding.



FEBRUARY 2023  |   VOL.  66  |   NO.  2  |   COMMUNICATIONS OF THE ACM     61

practice

which we’ve already touched on. Then 
there’s also the matter of scaling, 
which isn’t limited just to the number 
of units since you will also need to ac-
count for all the new applications, all 
the things that come about owing to 
merger-and-acquisition activity, all the 
new users who come in—while noting 
that this all is inherently dynamic.

MASHATAN: Let’s say the organization 
has made good purchase decisions and 
has a good zero trust roadmap. What 
are some of the implementation chal-
lenges it is still likely to face?

VEZINA: Most of the organizations 
that falter will do so because of incom-
plete implementations. An organiza-
tion could easily select the wrong iden-
tity provider that doesn’t necessarily 
offer a full range of capabilities—or, 
more likely, falls short by integrating 
only 20% of the company’s applica-
tions, thus leaving all the others stuck 
in the old model. If that proves to be 
the case, it’s going to be necessary to 
keep the old corporate LAN around, 
meaning the company is going to end 
up with a half-and-half architecture—
which can prove really challenging.

The second area where I think diffi-
culties will arise is on the endpoint side. 
That is, it’s going to be necessary to have 
the right agent or two—or maybe even 
three—to provide telemetry from the 
endpoint up to the identity source. An 
investment in EDR (endpoint detection 
and response) capabilities will probably 
be required for many of the detection 
functions to relay some sort of health 
telemetry to the centralized decision-
making engine. All of this is difficult.

There’s also a good chance most or-
ganizations don’t currently have agents 
on their endpoints capable of handling 
this, which means they’re going to 
need to switch out their core endpoint 
technology for more modern capabili-
ties, and that in turn means all their 
workstations will need to be updated 
to the right operating-system level.

So, right there, you have two signifi-
cant challenges. I would describe both 
as “ground-floor issues” that need to 
be addressed just to make decent prog-
ress even possible.

That still leaves what I consider to 
be unsolved problems. One of those 
is: How is this architecture supposed 
to work for privileged users? How do 
they fit into this picture? Typically, 

they do a lot of their work on the cor-
porate network. In fact, there are some 
proven session-management capabili-
ties that were implemented in the past 
with this in mind. How are those capa-
bilities going to fit into this new archi-
tecture? Somebody might already be 
working on this problem, but I don’t 
have a clear sense of what that solution 
is going to look like.

Similarly, I don’t know what sorts 
of provisions are going to be made for 
developers—who have special require-
ments of their own. That is, they too 
often work on the corporate network 
and tend to have unusually high perfor-
mance needs. There definitely are some 
problems that remain to be solved.

DOTEN: My concern, speaking as 
someone who has been quite focused 
on application cloud security for a long 
time, is that zero trust so far has been 
approached almost exclusively as a 
technical problem. The reality is that 
it’s just as important to understand the 
business requirements. IT security isn’t 
simply about protecting IT; it’s about 
protecting the business. What I think 
we’re lacking at this point is a gover-
nance process that links the people who 
run the business with those who are re-
sponsible for the technical operations 
such that they can work together to en-
sure that what comes out of these zero 
trust efforts actually ends up address-
ing the resiliency, security, and privacy 
requirements of the applications and 
data on the business side of the house.

It’s also true that engineers don’t al-
ways think about the user experience or 
fully appreciate the limits on customer 
tolerance for lag time or the number 
of steps in some given process. This, 
too, is where input from colleagues 
with more customer contact can prove 
useful. The same might be said for re-
ducing risk since requirements check-
lists are no substitute for what can be 
learned from road-tested experience.

MASHATAN: Can you draw on your 
own experience to point out some of 
the specific implementation challeng-
es people might encounter?

VEZINA: The first thing that comes to 
mind—at least for larger organizations, 
given their scale and the amount of 
data involved—is that it can be hard to 
obtain the investments required even 
to start moving in a zero trust direc-
tion. Generally, though, there already 

RICK DOTEN

I do think zero trust 
is being hyped in the 
U.S., and, frankly, 
I’m embarrassed 
for our industry, as 
well as for NIST. 
In fact, if you look 
closely at the text in 
the NIST guide, you 
will find arguments 
that closely echo 
narratives already 
put forth by each of 
the big vendors—
sometimes using 
the very same 
words. 
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job it is to assign access might simply 
be granting people full administrative 
access to the whole tenant space at a 
cloud provider. Or maybe they’re add-
ing tools to their stacks that are going 
to start looking for certain capabilities 
immediately—but, while those things 
happen to be there, nobody ever en-
abled them. Or maybe they’re expect-
ing their SASE provider to perform cer-
tain functions but neglected to turn on 
the necessary inspection capabilities.

This is only to say a lot of these ex-
ecution failures plague many smaller 
organizations since they tend to have 
fewer specialists or maybe only a small 
set of generalists on staff. They’re just 
going to be more prone to missing 
some of these details.

MASHATAN: Any advice on what not to 
do?

DOTEN: Not to suggest that you 
shouldn’t listen to your vendors, but 
don’t expect complete candor. This 
speaks to the point Andrew just made 
about smaller, less mature organiza-
tions: Since they lack relevant experi-
ence, they’re going to end up relying 
more on their vendors. That can be a 
problem. The vendors are going to try to 
convince you that if you buy their partic-
ular platform, you’ll achieve zero trust. 
But it doesn’t work that way since this 
is more of a journey. There are maps 
to help you steer in the right direction, 
but there aren’t any measurables to let 
you know whether you’ve arrived or not. 
That’s just something you’ll need to fig-
ure out by living with your system.

You need a plan and some clear 
guidelines. Don’t set off on this jour-
ney without those. Still, it’s fine if the 
plan is a simple one. In fact, we like 
to say the best way to eat an elephant 
is one bite at a time. So, just start off 
with one thing. Particularly if you’re a 
small organization, keep your focus on 
that alone. Just make sure you’ve got 
everyone on the system identified and 
have MFA on everything. Then you can 
expand from there. But do it in steps; 
don’t try to do it all at once.

One more thing: Don’t set off on 
this journey until you have a clear set of 
business requirements in mind. Other-
wise, the vendors will try to shape that 
agenda for you—and that probably 
won’t lead to a happy outcome.	

Copyright held by owner/author.  
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are plans in motion to make certain 
improvements aimed at keeping the 
infrastructure current. Often, at least 
some of that will align reasonably well 
with what also needs to be done to bet-
ter secure the environment.

For example, maybe your network 
egress solutions are coming up for re-
newal, meaning you might also look to 
move all that to a SASE model. Or may-
be there are certain applications that 
are pushing the organization to move 
to the cloud. As part of that, you could 
also look at re-architecting the authen-
tication process so it fits better with the 
zero trust strategy.

This is just to say that it’s going to 
take some strong leadership to bring 
the zero trust strategy to the forefront 
and start lining up all the necessary in-
vestments. Frankly, I think it’s a given 
that some organizations will fail at 
this, which can happen even if all the 
concepts are understood and the com-
pany is motivated to move forward. 
None of that will matter if things can’t 
be implemented in a timely manner.

DOTEN: One of the biggest challenges 
here is also one of the oldest challeng-
es: intra-organization politics. When 
it comes to implementing something 
as all-encompassing as a zero trust ini-
tiative for a large company, you’re talk-
ing about coordinating the efforts of a 
dozen teams or more. I mean, there’s 
the identity team, the endpoint team, 
the application team, the VPN team, the 
cloud team, and on and on.

So, collaborating, integrating, and 
orchestrating becomes the name of the 
game. Getting these different groups 
to cooperate and move in the same di-
rection can be enormously challenging 
just because you’ve got all these differ-
ent fiefdoms to account for and you al-
ways discover some number of people 
who simply aren’t ready to embrace 
change. Dealing with these sorts of is-
sues generally proves to be a lot harder 
than handling the technical problems.

VEZINA: But now, if we shift to look at 
the other end of the spectrum, where 
you find all the smaller—possibly 
younger—firms that are less burdened 
with technical debt, we find a very dif-
ferent set of problems. Many of the is-
sues we just discussed will not be con-
cerns there. Instead, there might be 
problems executing details of the archi-
tecture. For example, the people whose 

ANDREW VEZINA:

One of the more 
prominent 
controls in identity 
governance is 
the practice of 
reviewing or 
recertifying user 
access on a certain 
frequency or based 
on certain events. 
But I find it difficult 
to connect this with 
the core tenets of 
zero trust, whereas 
other identity 
controls are clearly 
aligned with it. 
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E V ERYONE KNOWS THAT the Internet provides the 
ubiquitous connectivity on which we now rely, and 
many know that the underlying design was invented 
in the 1970s to allow computers to exchange data. 
However, far fewer understand the remarkable 
foresight that guided its design, which has remained 
essentially unchanged since its adoption in 1983 (see 
the sidebar “Brief Internet Timeline”) while gracefully 
accommodating radical changes in applications, 
technologies, size, scope, and capacity. The Internet’s 
design is underappreciated because its beauty is 
buried beneath an avalanche of implementation 
details. Most undergraduate networking courses 
teach students how the current Internet works, which 
requires they master an alphabet soup of protocols 

such as IP, TCP, BGP, OSPF, DVRP, 
DNS, STP, and ARP. These protocols 
are complex and riddled with details 
that are more historical than princi-
pled. As a result, much of the computer 
science community thinks that the In-
ternet is merely a collection of compli-
cated protocols, not a conceptually 
simple and brilliantly daring design.

This article attempts to extract the 
Internet’s essential simplicity by moti-
vating the fundamental Internet de-
sign choices from first principles with-
out delving into all the ensuing 
complications. This allows us to focus 
on the why of the Internet rather than 
the how. Our first-principle analysis 
does not reflect the historical reasons 
for making these decisions (for such a 
discussion, see Cerf and Kahn4 and 
Clark6) but instead justifies those deci-
sions, as embodied in today’s Internet 
(such as in the aforementioned proto-
cols), with the full benefit of hindsight 
and from our own personal perspec-
tives. While our purpose is primarily 
pedagogical, we also wrote this article 
as an homage to the pioneersa who 
shaped the Internet’s design. Many of 

a	 We do not have enough space to accurately 
and adequately credit the many people who 
helped create the Internet and guided its early 
evolution, but please see Leiner et al.14 for 
more details on the who, what, and when of 
the Internet.
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Looking past inessential complexities to 
explain the Internet’s simple yet daring design.
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 key insights
	˽ This article’s thesis is that the Internet 

can best be understood as a small set 
of design choices: a service model, a 
four-layer architecture, and three crucial 
mechanisms (routing, reliability, and 
resolution).

	˽ This article focuses on the rationale 
behind each of these design choices 
rather than on the details of the Internet’s 
many protocols. While this “why, not 
how” approach is not sufficient to 
understand the complexities of today’s 
Internet, it does enable readers to design 
a new Internet with approximately the 
same properties.

	˽ This approach also illuminates the 
Internet’s brilliant and daring design, 
which contains lessons for all computer 
scientists.
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The Internet’s ability to 
provide the ubiquitous 
connectivity on which 

we all rely begins with a 
conceptually simple and 
brilliantly daring design.



for example, wireless and wired, shared 
access, and point-to-point—many of 
which cannot guarantee performance. 
The lowest common denominator of 
what these packet networks can sup-
port is “best-effort” packet delivery, 
where the network attempts to deliver 
all packets but makes no assurances 
about if, when, or at what rate packets 
will be delivered.

Thus, the fundamental question 
about the service model is whether it is 
better to be technologically ambitious 
and support all application require-
ments (but limit the possible packet 
networks that the Internet can incor-
porate) or accommodate all packet net-
works and provide only a modest, low-
est-common-denominator, best-effort 
service model. As engineers, we natu-
rally gravitate toward the intellectual 
challenge of ambitious technology 
goals. The Internet’s designers instead 
opted for modesty, adopting the best-
effort service model.

In hindsight, this was the superior 
choice for two reasons. First, the looser 
service model imposed minimal re-
quirements on the infrastructure, en-
abling the Internet’s extremely rapid 
growth. In short, being modest in per-
formance requirements allowed the 
Internet to be ambitious in the speed 
and scope of its deployment. Second, 
the belief that applications have strict 
network requirements was a holdover 
from the telephone network, which 
had unintelligent end systems at-
tached to a smart network that was ful-
ly responsible for meeting the strict 
performance requirements of telepho-
ny—that is, fixed-rate transmissions 
and reliable delivery. With increasingly 
powerful computers as the endpoints, 
Internet applications can be designed 
to adapt to various levels of perfor-
mance, thereby loosening their re-
quirements. Network operators can 
also ensure reasonable performance in 
most circumstances by providing suffi-
cient bandwidth—that is, by deploying 
more and faster links so that the net-
work is rarely congested.

Architecture
Architecture is about the organization 
of functionality not its implementa-
tion. Modularity is a guiding principle 
for architecture, calling for the de-
composition of a system’s goal into 

their basic design decisions were in di-
rect conflict with the prevailing wis-
dom, arising from the telephone net-
work, about how to build a global-scale 
communication infrastructure. Our at-
tempt to extract simplicity in no way 
detracts from the brilliance of their 
achievement; on the contrary, we hope 
our presentation lets readers see that 
brilliance more clearly.

As background, we note that the In-
ternet is a combination of network in-

frastructure (for example, links, switch-
es, and routers) that delivers data 
between hosts, and host software (for 
example, applications along with net-
working support in libraries and operat-
ing systems) that processes that data. In 
this article, we start our search for sim-
plicity by describing the delivery service 
supported by the network infrastruc-
ture, which we call the “service model.” 
We then describe the Internet’s “archi-
tecture,” which is the modular decom-
position of Internet functionality into 
four logical layers. This architecture re-
quires three key mechanisms: routing 
(how to forward packets through the In-
ternet so they reach their destination), 
reliable delivery (how to make data 
transfers resilient to packet losses), and 
name resolution (how to translate from 
names used by people and applications 
to addresses used by routing). After de-
scribing the designs of these three 
mechanisms, we then identify the key 
factors behind the Internet’s success 
and end with a discussion the Internet’s 
current weaknesses.

Service Model
All host software must rely on the infra-
structure’s delivery service (that is, its 
service model) when communicating 
with other hosts. Thus, the design of a 
service model requires a compromise 
between what would best suit host soft-
ware and what the infrastructure can 
feasibly support. In designing a data-
transfer service model, we must choose 
its unit of transmission and its perfor-
mance assurances. Given the bursty 
nature of computer communications, 
a small unit of transmission is neces-
sary to achieve efficient resource utili-
zation. The Internet uses a collection 
of bits called a packet, which today is 
typically no larger than 1.5kb.

Internet applications have a wide 
variety of network performance re-
quirements, from low latency (interac-
tive video or closed-loop control) to 
high bandwidth (transferring large da-
tasets) and reliable delivery (file trans-
fers). A natural engineering instinct 
would be to support the union of these 
requirements with a network infra-
structure that guarantees specific 
bounds on latency, bandwidth, and re-
liability. However, the Internet, as its 
name connotes, must interconnect a 
wide variety of local packet networks—

1969: First exchange of data between 
remote computers. On October 29, 1969, 
a connection was established between 
UCLA and the Stanford Research 
Institute (SRI).

1972: Public demonstration of 
ARPANET. This was the first time the 
public was exposed to the promise of 
packet networks.

1974: Publication of the first paper 
describing the TCP/IP protocols.4 These 
are the foundational protocols of today’s 
Internet.

1982: DNS deployed, replacing the 
centralized distribution of a file that 
listed the IP address of every named 
host.

1983: ARPANET transitions to TCP/
IP. On a global “flag-day” (January 1, 
1983), all ARPANET systems finished 
converting to a four-layer architecture, 
which remains in use today.

1985: Spanning Tree Protocol (STP) 
invented, allowing Ethernets to safely 
interconnect by eliminating network 
loops.

1989: BGP design published. BGP is the 
interdomain routing protocol that today 
interconnects the Internet’s many ASes.

1990s: The Internet becomes available 
to the public. The foundations of the 
Web were released in 1993, Yahoo 
was founded in 1994, and Akamai and 
Google were founded in 1998.

The Internet was established through 
the interconnection of several pioneering 
packet switched networks, key among 
them being ARPANET. Through a series 
of intermediate stages, including the 
development and integration of JANET 
in the U.K. and NSFNET in the U.S., 
these networks eventually became the 
public Internet. While the Internet 
infrastructure has changed greatly (in 
terms of speed, scope, and technologies), 
the basic technical design (in terms 
of its service model, architecture, and 
core protocol IP) has remained almost 
completely unchanged since 1983.

Brief Internet 
Timeline
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host service model does not specify to 
which host application the packets 
should be delivered, and its best-effort 
and packet-oriented nature can be 
hard for applications to use without ad-
ditional help. To rectify these prob-
lems, host operating systems offer the 
Transport Layer (L4) in addition to oth-
er networking support. L4 delivers 
packets to individual applications on 
the host based on metadata in the 
packet header called a “port.” To make 
best-effort service easier for applica-
tions to use, some common transport 
protocols offer three functions. The 
first is a byte-stream API so applica-
tions can write and read data using a 
simple file-like interface rather than 
having to explicitly send and receive in-
dividual packets. The second is con-
trolling a host’s rate of packet trans-
missions to prevent network overloads; 
this is called congestion control and 
involves a control loop, where trans-
port protocols reduce their sending 
rate if they detect network conges-
tion—for example, via dropped pack-
ets or increased delay. There are many 
congestion-control algorithms, differ-
ing in how they detect and respond to 
congestion, but the use of such control 
loops is conceptually (not practically) 
simple, so we do not delve into their de-
tails. The third, and most fundamen-
tal, is reliable packet delivery, so appli-
cations need not cope with packet 
losses. Such losses are a natural part of 
the network infrastructure’s best-effort 
service model but are unacceptable to 
many applications. Although reliabili-
ty, for the applications that require it, 
can be implemented in applications 
themselves or in other supporting li-

smaller tasks with clean interfaces. 
The Internet’s goal—allowing appli-
cations on two different computers to 
communicate—can first be decom-
posed into two components: (i) what 
the network infrastructure does (best-
effort packet delivery between hosts) 
and (ii) what the networking support 
software on the host does (making it 
easier for applications to use this best-
effort delivery). We now discuss these 
two components and address four ad-
ditional questions.

Network infrastructure. The infra-
structure’s job of host-to-host delivery 
can be decomposed into three differ-
ent tasks arranged in layers, with the 
higher layers having broader geograph-
ic scope and the lower layers handling 
more local tasks. The process of deliv-
ering a packet from sending host to re-
ceiving host thus involves stitching to-
gether a set of these local delivery tasks. 
The most local and low-level task in 
providing best-effort packet delivery is 
the transmission of bits over links or 
broadcast media, which requires digi-
tal-to-analog conversion and error-cor-
rection, neither of which are specific to 
the Internet. This local-delivery task is 
handled by what is called the Physical 
Layer (L1).

Given L1’s ability to send bits over 
links, the next task is to enable commu-
nication within a local packet network 
(hereafter, the term “network” will refer 
to locally scoped designs such as an Eth-
ernet or a wireless network). This in-
volves two steps: (i) forming packets out 
of sets of bits prepended with a packet 
header that describes where those bits 
should be delivered, and then (ii) deliv-
ering those packets to the appropriate 

destination within the local network. 
Limiting this second step to local (not 
global) delivery enables the use of non-
scalable techniques such as broadcast, 
where the transmission medium itself 
ensures broadcast packets reach all 
hosts (as in wireless), and flooding, 
where the network ensures that flooded 
packets reach all hosts. This task is han-
dled by what we call the Network Layer 
(traditionally called the Link Layer, but 
that terminology is no longer appropri-
ate) or L2. In non-broadcast networks, 
this task is implemented by switches 
within the local network that forward 
packets to their destination.

The last task is to carry packets from 
the sender’s network to the destination’s 
network, leveraging L2’s ability to deliver 
packets within these networks to indi-
vidual hosts. This interconnection of 
networks is handled by the Internet-
working Layer (L3) and is implemented 
by routers that are connected to two or 
more networks at L2 (by connected at 
L2, we mean that each of these networks 
can be reached from the router without 
going through another router). Packets 
are forwarded through a series of rout-
ers (with router-to-router delivery sup-
ported by L2 within the network to 
which both routers are connected) un-
til they reach the destination network. 
This layer interconnects the networks, 
which is memorialized in the term “In-
ternet.” It also defines the Internet’s 
service model, in that L3 delivers data 
to the higher-layer host software. See 
the figure above for a depiction of how a 
packet travels through these layers as it 
traverses the Internet.

Network support in host software. 
The network infrastructure’s host-to-

Left: A packet’s path through the layers in hosts, routers, and switches. Right: An AS with switches forwarding at L2 within networks (de-
noted by shaded ovals), routers forwarding between networks at L3, and border routers connecting to other ASes.
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main routing), which is handled by so-
called border routers that connect two 
or more ASes. As we will discuss, these 
two routing tasks have different require-
ments and thus require different rout-
ing paradigms and protocols.

Question #4: How do all these pieces 
fit together? The process of delivering a 
packet across the Internet starts with 
an application resolving an applica-
tion-level name to an IP address and 
then invoking a host’s networking sup-
port to send data to that destination IP 
address. This results in a call to L4, 
which packetizes the data and invokes 
L3 to deliver those packets. At L3, a 
packet is forwarded through a se-
quence of routers until it reaches its 
destination network (as identified by 
the destination IP address in the pack-
et header). Each router has a forward-
ing table that maps a destination IP ad-
dress into the IP address of the 
next-hop router. Upon receipt of a 
packet, a router looks up the appropri-
ate next-hop router in the forwarding 
table and then sends the packet to that 
next-hop node by calling L2. L2 must 
first resolve the IP address of the next-
hop router into a MAC address and 
then deliver the packet to the next-hop 
router (either by broadcast or by for-
warding the packet through a series of 
switches as explained in the next sec-
tion), which then returns the packet to 
L3. The key technical challenge in this 
process is setting up the L3 forwarding 
tables so that the set of next-hops al-
ways results in the packet arriving at 
the appropriate destination.

Our discussion to this point has 
identified three nontrivial mecha-
nisms—routing, reliability, and resolu-
tion—that are necessary to implement 
the Internet architecture. The following 
three sections discuss these in turn.

Routing
In this section, we use the term “rout-
ing” to refer to the generic problem of 
forwarding packets through the Inter-
net to an intended destination host, 
whether that occurs at L3 and is imple-
mented by routers, or at L2, where it is 
implemented by switches and thus is 
often called switching rather than rout-
ing. We start by considering L3 intra-
domain routing, where we assume: (i) 
each L3 packet header contains a desti-
nation IP address, (ii) each router has a 

braries, for the sake of clarity, we focus 
on the very common and traditional ar-
rangement, where reliability is imple-
mented in L4.

Four additional questions. The four-
layer Internet architecture—Physical 
Layer (L1), Network Layer (L2), Inter-
networking Layer (L3), and Transport 
Layer (L4)—is the natural result of 
modularity. Each layer only interacts 
with the layers directly above and be-
low. Note that since packets always ar-
rive via physical media at L1 (as shown 
in the figure), hosts must implement all 
four layers; routers implement the first 
three while switches only implement 
the first two. To complete our discus-
sion, we must address four questions.

Question #1: What kind of diversity 
does this layered architecture enable 
and how is it managed? As long as two 
implementations of a layer offer the 
same upward and downward interfaces, 
they are architecturally interchange-
able. In addition, the Internet archi-
tecture’s modularity allows the coexis-
tence of multiple transport protocols 
at L4, multiple local network designs 
at L2, and multiple physical technolo-
gies at L1, each offering their own dis-
tinct interfaces. The L1 and L2 tech-
nologies are chosen by the network 
provider, who can ensure that their in-
terfaces are compatible—that is, that 
the local network design can use the 
set of link technologies. An applica-
tion chooses its desired L4 protocol 
when it invokes the operating system’s 
network API. Applications and net-
work providers make their choices in-
dependently—that is, an application 
does not know about the network in 
which it currently resides, and the net-
work provider does not know which 
applications will be used on its net-
work. This works seamlessly if and 
only if there is a single set of interfaces 
at L3 that all L2 designs and L4 proto-
cols are compatible with. Thus, we 
must have a single protocol at L3, 
which is the Internet Protocol (IP), cur-
rently IPv4. The next version, IPv6, is 
gaining popularity and has essentially 
the same interface as IPv4. IP func-
tions as the “narrow waist” of the In-
ternet architecture, and its singularity 
enables plurality (and thus innova-
tion) at all other layers.

Question #2: What identifiers does the 
Internet use? The Internet must enable 

L2 and L3 packet headers to identify 
destinations for routing and allow users 
and applications to identify the services 
they want to access. This results in three 
kinds of names or addresses, which we 
now describe in turn. Typically, each 
Internet-reachable hardware network 
interface on a host (such as Wi-Fi, cellu-
lar, or Ethernet cards) has a permanent 
and unique address called a MAC ad-
dress, which is used by L2 to identify 
destinations. L3 uses IP addresses, 
which specify a unique network within 
the Internet, and a specific host inter-
face currently using the address within 
that network (such address assign-
ments can change over time, but for 
clarity, we do not consider that detail 
here). Users and applications employ 
application-level names to refer to host-
based services. To give some degree of 
permanence to such names, they are in-
dependent of whichever machine(s) the 
service is based on as well as where 
those hosts might be placed in the net-
work. Of these three identifiers—appli-
cation-level names, IP addresses, and 
MAC addresses—the first two must be 
resolved to the identifier at the next-low-
est level. Thus, when an application on 
one host attempts to send a packet to an 
application on another host, it must re-
solve the application-level name into an 
IP address. When a packet arrives at a 
network, it is sent via L2 to the destina-
tion host or (as we explain below) to the 
next-hop router. In both cases, an IP ad-
dress must be resolved into a MAC ad-
dress. We describe the resolution of ap-
plication-level names and the resolution 
of IP addresses later in this article.

Question #3: How is the Internet infra-
structure organized? The Internet is not 
just an unstructured set of L2 networks 
interconnected by routers. Instead, it is 
a collection of Autonomous Systems 
(ASes), also called domains, each of 
which contains a set of L2 networks 
managed by a single entity. Examples of 
ASes include enterprises, universities, 
and commercial Internet Service Pro-
viders (ISPs). These ASes control their 
own internal L3 routing and must en-
gage in a routing protocol with other 
ASes to provide host-to-host delivery be-
tween ASes. Thus, L3 involves two rout-
ing tasks: (i) routing between networks 
within an AS (intradomain routing), 
which is handled by routers in that AS, 
and (ii) routing between ASes (interdo-
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neighboring routers and can use a 
flooding algorithm to share this local 
information with every other router. In 
steady state, every router could use this 
information to assemble the entire 
network graph. If all routers use the 
same loop-free path-finding algorithm 
on this shared network graph to com-
pute their forwarding tables, the result-
ing routing state is always valid. This 
approach is called “link-state” routing.

Another case is when each router in-
forms its neighboring routers of its own 
distance to all other networks, accord-
ing to some metric, such as latency. 
Router a can compute its distance to 
each destination network n as da (n) = 
minb [db (n) + d (a, b)], where db (n) is the 
distance from each neighboring router 
b to network n, and d (a, b) is the dis-
tance between the two routers a, b. The 
steady state of this distributed compu-
tation produces shortest-path routes to 
each destination, which cannot have 
loops. This is called “distance-vector” 
routing.

When there is a change in the net-
work graph, temporary loops in the 
routing state can arise during the pro-
cess of recomputing routes (that is, 
when the protocol has not yet con-
verged to the steady state) in both dis-
tance-vector and link-state routing. If 
left unchecked, packets cycling end-
lessly around such loops could cause 
severe network congestion. To prevent 
this, the IP protocol wisely incorporat-
ed a field in the packet header that 
starts with an initial number set by the 
sending host and which is then decre-
mented every time a packet reaches a 
new router. If this field reaches zero, 
the packet is dropped, limiting the 
number of times packets can traverse 
an ephemeral loop and thereby ensur-
ing that ephemeral loops are not cata-
strophic. Without this simple mecha-
nism, all routing protocols would need 
to preclude ephemeral loops, and this 
degree of care would likely complicate 
the routing protocol.

We next consider L3 interdomain 
routing. ASes clearly must carry all 
packets for which they are the source or 
the destination; all other packets are 
considered transit traffic, passing 
through an AS on the way from the 
source AS to the destination AS. ASes 
want the freedom to choose both what 
transit traffic they carry and which 

set of neighboring routers to which it is 
connected at L2, and (iii) each router 
has a forwarding table that correctly in-
dicates whether the router is connect-
ed (at L2) to the packet’s destination 
network and, if not, deterministically 
maps the destination of an arriving 
packet to the neighboring next-hop 
router the packet should be forwarded 
to. Before discussing how the forward-
ing table is established, we focus on 
the conditions under which a static set 
of forwarding tables successfully 
guides packets toward their destina-
tion. We refer to the set of interconnec-
tions between routers as the network 
graph, which we assume is connected; 
the set of forwarding tables as the for-
warding state; and the union of these 
as the routing state. We say that a given 
instance of the routing state is valid if it 
always directs packets to their destina-
tion; we say it has a loop if there are 
cases (that is, a starting position and a 
destination address) where a packet 
can return to a router it already visited.

Result: An instance of routing state is 
valid if and only if there are no loops.

Argument: Assume there are no loops; 
because the network is connected and fi-
nite, any packet must eventually hit a 
router that is connected (at L2) to its des-
tination. Assume there is a loop for a giv-
en destination; any packet addressed to 
that destination which enters the loop 
will never reach the destination.

Why do we care about this obvious 
result? Because the Internet uses a vari-
ety of routing algorithms to compute 
the forwarding state, and the key con-
ceptual difference between these rout-
ing algorithms lies in the way they avoid 
loops in steady state. Routing protocols 
are complicated distributed systems 
that solve the problem of how to recom-
pute the forwarding state quickly and 
automatically as the network graph 
changes due to network links failing 
and recovering. Here, we avoid the com-
plexities of these distributed protocols 
and only focus on the forwarding state 
that results when the algorithm has 
converged to a steady state on a static 
network. The methods for avoiding 
loops in steady state depend crucially 
on what information the routers share 
with each other in these algorithms.

For example, a router knows its 

Much of the 
computer science 
community thinks 
that the Internet is 
merely a collection 
of complicated 
protocols, not a 
conceptually simple 
and brilliantly 
daring design.
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main routing protocol; as such, BGP is 
the glue that holds the Internet’s many 
ASes together.

This path-vector approach ensures 
that there are no loops in any steady 
state. However, it does not ensure that 
the routing protocol converges to a 
steady state—for example, the policy os-
cillations first described in Varadhan et 
al.17 are cases where path-vector algo-
rithms do not converge. Nor does it en-
sure that all resulting steady states pro-
vide connectivity between all 
endpoints—for example, all ASes could 
refuse to provide transit connectivity to 
a given AS. Researchers were confused 
as to why these anomalies were not ob-
served in the Internet, but the theoreti-
cal analysis in Gao and Rexford9 (and 
subsequent work) showed that typical 
operational practices (where there is a 
natural hierarchy of service providers, 
lower-tier providers are customers of 
higher-tier providers, top-tier providers 
are connected in a full mesh, and routes 
are chosen to maximize revenue and 
minimize costs) produce routing poli-
cies that will always converge to steady 
states that provide end-to-end connec-
tivity between all endpoints.

Avoiding loops also plays a role at L2 
in non-broadcast networks, where 
flooding is often used to reach a desti-
nation. The spanning-tree protocol 
(STP) creates a tree out of the network 
(that is, eliminates all cycles from the 
network graph) by choosing to not use 
certain links. Once the network is a 
spanning tree, one can flood a packet 
to all hosts by having each switch for-
ward the packet on all neighboring 
links that are part of the spanning tree, 
aside from the one by which the packet 
arrived. Such flooding allows hosts and 
routers to resolve IP addresses into 
MAC addresses by flooding an “ad-
dress resolution protocol” (ARP) mes-
sage that asks, “Which host or router 
has this IP address?”; the owner then 
responds with its MAC address. During 
this ARP exchange (and in fact when-
ever a host sends a packet), switches 
can learn how to reach a particular host 
without flooding by remembering the 
link on which they have most recently 
received a packet from that host. There 
is only one path between any two nodes 
on a spanning tree, so a host can be 
reached by sending packets over the 
link on which packets from that host 

routes they use to forward their traffic 
toward its destination. For ISPs, these 
two policy choices depend heavily on 
their economic arrangements with 
their neighboring ASes, so they want to 
keep these choices private to avoid re-
vealing information that would help 
their competitors.

While interdomain routing choices 
are in practice implemented by border 
routers, and this involves some compli-
cated intradomain coordination be-
tween them, we can simplistically 
model interdomain routing with the 
collection of interconnected ASes 
forming a graph and the routing deci-
sions being made by the ASes them-
selves. Interdomain routing must: (i) 
enable ASes to make arbitrary policy 
choices, so we cannot use distance-vec-
tor, and (ii) keep these policy choices 
private, so we cannot use link-state 
routing, which would require ASes to 
make their policies explicit so that ev-
ery other AS could compute routes us-
ing those policies. An alternate ap-
proach is to allow ASes to implement 
their policies by choosing to whom 
they advertise their routes (by sending 
a message to a neighboring AS saying, 
“You can use my path to this destina-
tion”) and choosing which routes they 
use when several of their neighbors 
have sent them routes to a given desti-
nation. These are the same messages 
and choices used in distance-vector 
routing, but distance-vector allows no 
policy flexibility: Routes are advertised 
to all neighbors, and only the shortest 
paths are chosen. This local freedom 
provides policy flexibility and privacy, 
but how do we prevent steady-state 
loops when routes are calculated, given 
that ASes can make arbitrary and inde-
pendent choices about which routes 
they select and to which neighbors they 
offer their routes? The Internet’s solu-
tion is to exchange path information. 
When AS “A” advertises a route (for a 
particular destination) to neighboring 
AS “B”, it specifies the entire AS-level 
path of that traffic to the destination. If 
AS “B” sees it is already on that path, it 
does not use that route, as it would cre-
ate a loop. If all ASes obey this obvious 
constraint, the steady state of what we 
call “path-vector” routing will be loop-
free regardless of what policy choices 
ASes make. Path-vector routing is used 
in BGP, which is the current interdo-

Being modest 
in performance 
requirements 
allowed the Internet 
to be ambitious in 
the speed and scope 
of its deployment.
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dropped) does not mean that a packet 
has been received.

Note that NACKs can be useful, as 
they may provide more timely informa-
tion about when the sender should re-
transmit. For example, TCP uses ex-
plicit ACKs for reliability and initiates 
retransmissions based on timeouts 
and implicit NACKs (when the expect-
ed ACK does not arrive).

Name Resolution
In addition to resolving IP addresses 
into MAC addresses via ARP, the Inter-
net must also resolve application-level 
names into one or more IP addresses. 
These names are informally called 
hostnames and formally called fully 
qualified domain names. We use the 
nonstandard terminology application-
level names because they neither refer 
to a specific physical machine (where-
as MAC addresses do) nor do they di-
rectly relate to the notion of domains 
used in interdomain routing.

Any application-level naming system 
must: (i) assign administrative control 
over each name to a unique authority 
that decides which IP address(es) the 
name resolves to; (ii) handle a high rate 
of resolution requests; and (iii) provide 
both properties at a scale of billions of 
application-level names. To meet these 
challenges, the Internet adopted a hier-
archical naming structure called the 
Domain Name System (DNS). The 
namespace is broken into regions 
called domains, which are recursively 
subdivided into smaller domains, and 
both resolution and administrative con-
trol are done hierarchically. Each nam-
ing domain has one or more nameserv-
ers that can create new subdomains and 
resolve names within its domain. 
Names can either be “fully qualified” 
(these resolve to one or more IP address-
es) or not (their resolution points to one 
or more subdomain nameservers that 
can further resolve such names). This 
hierarchy begins with a set of top-level 
domains (TLDs) such as .cn, .fr, .ng, .br, 
.com, and .edu, which are controlled by 
a global authority (ICANN). Commer-
cial registries allow customers to regis-
ter subdomains under these TLDs. The 
resolution of TLDs to their nameservers 
is handled by a set of DNS root servers 
(whose addresses are known by all 
hosts), and the resolution proceeds 

arrived. Thus, with such “learning 
switches,” the act of resolving an IP ad-
dress into a MAC address lays down the 
forwarding state between the sending 
and receiving hosts. When sending 
packets to a host where the MAC ad-
dress has already been resolved, the 
network need not use flooding but can 
deliver the packets directly.

To summarize, all routing algo-
rithms must have a mechanism to 
avoid loops in steady state (that is, after 
the protocol has converged), which in 
turn depends on what information is 
exchanged. To limit information ex-
changes to neighboring routers within 
ASes, one should use distance-vector, 
which results in shortest-paths to guar-
antee loop-freeness. To improve route 
flexibility in intradomain routing, a 
better choice is link-state, which re-
quires flooding of neighbor informa-
tion but allows an arbitrary, loop-free 
path calculation to be used. To allow 
ASes to exercise individual policy con-
trol in interdomain routing, they can 
exchange explicit path information to 
avoid loops. To enable flooding and 
learning routes on the fly in L2, it is 
useful to turn network graphs into 
spanning trees as they are inherently 
loop-free. There are other issues one 
might consider in routing, such as how 
to recover from failures without having 
to recompute routes (as in the use of 
failover routes5) and how one might 
use centralized control to simplify 
routing protocols (as in SDN18), but 
here our focus is on articulating the 
role of loop avoidance in commonly 
used routing paradigms.

Reliable Delivery
Our discussion of routing analyzed 
when routing state would enable the 
delivery of packets, but even with valid 
routing state, packets can be dropped 
due to overloaded links or malfunc-
tioning routers. The Internet architec-
ture does not guarantee reliability in 
the first three layers, but instead wisely 
(as argued in Saltzer et al.15) leaves this 
to the transport layer or applications 
themselves; dropped packets will only 
be delivered if they are retransmitted 
by the sending host.

Here we consider reliable delivery 
as ensured by a transport protocol 
that establishes connections which 
take data from one application and 

transmit it to a remote application. 
Several important transport proto-
cols, such as the widely used TCP, pro-
vide the abstraction of a reliable byte-
stream, where data in the byte-stream 
is broken into packets and delivered 
in order, and all packet losses are re-
covered by the transport protocol it-
self. The reliable byte-stream abstrac-
tion can be implemented entirely by 
host software that can distinguish 
packets in one byte-stream from pack-
ets in another, has sequence numbers 
on packets so they can be properly re-
ordered before any data is handed to 
the receiving application, and retrans-
mits packets until they have been suc-
cessfully delivered.

Informally, a reliable transport pro-
tocol takes data from an application, 
transmits it in packets to the destina-
tion, and eventually either informs the 
application that the transfer has suc-
cessfully completed or that it has ter-
minally failed—and in both cases 
ceases further transmissions. For our 
discussion, we eliminate the possibili-
ty of announcing failure, since every 
transport protocol that eventually an-
nounces failure is by definition reli-
able. However, we assume that the un-
derlying network eventually delivers a 
packet that has been repeatedly sent, 
so a persistent protocol can always 
succeed (more precisely, we assume 
that a packet that has been retransmit-
ted infinitely often is delivered infi-
nitely often). For this case, we ask: 
what communication is needed be-
tween the sender and receiver to en-
sure that the protocol can inform the 
application that it has succeeded if 
and only if all packets have been re-
ceived? There are two common ap-
proaches: the receiver can send an ac-
knowledgement (ACK) to the sender 
whenever it receives a packet, or it can 
send a non-acknowledgement (NACK) 
to the sender whenever it suspects that 
a packet has been lost.

Result: ACKs are necessary and suffi-
cient for reliable transport, while NACKs 
are neither necessary nor sufficient.

Argument: A reliable transport pro-
tocol can declare success only when it 
knows all packets have been delivered, 
and that can only be surmised by the re-
ceipt of an ACK for each of them. The ab-
sence of a NACK (which itself can be 
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failure or a periodic recalculation. Simi-
larly, when a packet is lost, it must be 
retransmitted, but such retransmis-
sions are expected to occur frequently 
and are not a special case in transport 
protocols. This design style—of treating 
failures as the common case—was the 
foundation of Google’s approach to 
building its hyperscaled infrastructure,2 
and we should remember that it was first 
pioneered in the Internet.

Rough consensus and running 
code. While this article has focused on 
the Internet’s technical aspects, the 
process by which it was designed was 
also key to its success. Rather than 
adopt the formal design committees 
then current in the telephony world, 
the Internet inventors explicitly chose 
another path: Encourage smaller 
groups to build designs that work, and 
then choose, as a community, which 
designs to adopt. This was immortal-
ized in a talk given by David Clark, one 
of the Internet’s architectural leaders, 
who said, “We reject kings, presidents, 
and voting. We believe in rough con-
sensus and running code.” This egali-
tarian spirit extended to the shared vi-
sion of the Internet as a uniform and 
unifying communication platform 
connecting all users. Thus, the devel-
opment of the Internet was indelibly 
shaped not only by purely technical de-
cisions but also by the early Internet 
community’s fervent belief in the val-
ue of a common platform connecting 
the world and their communal owner-
ship of the design that would realize 
that vision.

Nothing Is Perfect
There are many areas where the Inter-
net’s design is suboptimal,6,7 but most 
of them are low-level details that would 
not change our high-level presenta-
tion. In this section, we review three 
areas where the Internet’s design has 
more fundamental problems.

Security. Many blame the poor state 
of Internet security on the fact that se-
curity was not a primary consideration 
in its design, though survivability in 
the face of failure was indeed an impor-
tant consideration.6 We think this cri-
tique is misguided for two reasons: (i) 
security in an interconnected world is a 
far more complicated and elusive goal 
than network security, and the Internet 
can only ensure the latter, and (ii) while 

down the naming hierarchy from there. 
For example, www.myschool.edu is re-
solved first by a root server that points to 
a nameserver for .edu; the nameserver 
for .edu points to a nameserver for 
myschool.edu, which then resolves 
www.myschool.edu into an IP address. 
This hierarchical structure allows for 
highly parallel name resolution and ful-
ly decentralized administrative control, 
both of which are crucial for handling 
the scale of Internet naming.

Secrets to the Internet’s Success
We have tried to reduce the Internet’s 
impenetrable complexity into a small 
set of design choices: (i) a service mod-
el, (ii) a four-layer architecture, and (iii) 
three crucial mechanisms (routing, re-
liability, and resolution). Understand-
ing the reasoning behind these deci-
sions is not sufficient to understand 
the complexities of today’s Internet 
but is sufficient to design a new Inter-
net with roughly the same properties. 
This is consistent with our goal, which 
is to extract the Internet’s essential 
simplicity. Unfortunately, this simplic-
ity is not sufficient to explain the Inter-
net’s longevity, so we now ask: Why has 
the Internet’s design been so successful in 
coping with massive changes in speed, 
scale, scope, technologies, and usage? 
We think there are four key reasons:

Modesty. Rather than attempt to 
meet all possible application require-
ments, the Internet adopted a very 
modest but quite general service mod-
el that makes no guarantees. This gam-
ble on smart hosts and unintelligent 
networks: (i) allowed new applications 
to flourish, because the Internet had 
not been tailored to any specific appli-
cation requirements; (ii) leveraged the 
ability of hosts to adapt in various ways 
to the vagaries of best-effort Internet 
service (for example, by rate adapta-
tion, buffering, and retransmission); 
and (iii) enabled a rapid increase in 
network speeds, since the service mod-
el was relatively simple. If the Internet 
had adopted a more complicated ser-
vice model, it might have limited itself 
to the requirements of applications 
that were present at the time of cre-
ation and employed designs that could 
have been implemented with then-
available technologies. This would 
have led to a complicated design tai-
lored to a narrow class of applications 

and quickly outmoded technologies, a 
recipe for short-term success but long-
term failure.

Modularity. The modularity of the 
four-layer Internet architecture result-
ed in a clean division of responsibility: 
The network infrastructure (L1/L2/L3) 
supports better packet delivery (in 
terms of capacity, reach, and resilience) 
while applications (assisted by L4) cre-
ate new functionality for users based on 
this packet-delivery service model. 
Thus, the architecture allowed two dis-
tinct ecosystems—network infrastruc-
ture and Internet applications—to 
flourish independently. However, the 
Internet’s modularity goes beyond its 
formal architecture to a more general 
approach of maximizing autonomy 
within the confines of its standards-
driven infrastructure, which is in sharp 
contrast to the more rigid uniformity of 
the telephone network. For instance, 
the only requirement on an AS is that its 
routers support IP and participate in 
the interdomain routing protocol BGP. 
Otherwise, each AS can deploy any L1 
and L2 technologies and any intrado-
main routing protocol without coordi-
nating with other ASes. Similarly, indi-
vidual naming domains must support 
the DNS protocol but otherwise can 
adopt whatever name management 
policies and name resolution infra-
structures they choose. This infrastruc-
tural autonomy allowed different oper-
ational practices to arise. For example, 
a university campus network, a hyper-
scaled datacenter network, and an ISP 
backbone network have very different 
operational requirements; the Inter-
net’s inherent autonomy allows them 
to meet their needs in their own way 
and evolve such methods over time.

Assuming failure is the normal case. 
As systems scale in size, it becomes in-
creasingly likely that, at any point in 
time, some components of the system 
have failed.10 Thus, while we typically 
think of scaling in terms of algorithmic 
complexity or state explosion, handling 
failures efficiently is also a key scalability 
requirement. In contrast to systems that 
expect normal operation and go into 
special modes to recover from failure, 
almost all Internet mechanisms treat 
failure as a common occurrence. For in-
stance, in basic routing algorithms, the 
calculation of routes is typically done in 
the same way whether it is due to a link 
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avoid higher-layer functionality, but 
this precept against what we call in-
network packet-processing is current-
ly violated in almost every operational 
network (see Blumenthal and Clark3). 
Modern networks have many middle-
boxes that provide more-than-deliv-
ery functions such as firewalling (con-
trolling which packets can enter a 
network), WAN optimization (increas-
ing the efficiency of networks by cach-
ing previous transfers), and load bal-
ancing (directing requests to 
underloaded hosts). A 2012 survey16 
revealed that roughly one-third of net-
work elements are middleboxes, one-
third are routers, and one-third are 
switches. Some of these in-network 
processing functions are deployed 
within a single enterprise to improve 
their internal efficiency; such viola-
tions only have impact within an en-
terprise network so are now widely 
viewed as an acceptable fact of life. In 
addition, as discussed below, several 
cloud and content providers (CCPs) 
have deployed large private networks 
that deploy in-network functions—
particularly flow termination, cach-
ing, and load balancing—that lower 
the latency and increase the reliabili-
ty seen by their clients.

Lack of evolvability. Since IP is im-
plemented in every router, it is very 
difficult to change the Internet’s ser-
vice model. Even the transition to 
IPv6, which began in 1998 and has ac-
celerated recently due to IPv4 address 
shortages, retains the same best-effort 
service model. The Internet has re-
mained without significant architec-
tural change for decades because its 
service has been “good enough”12 and 
there was no viable alternative to the 
Internet. However, the large private 
networks deployed by the CCPs now 
offer superior service to their clients 
via their in-network processing, and 
most client traffic today either is 
served within its originating AS by a lo-
cal CCP cache or goes directly from 
the source AS to a CCP’s large private 
network with its specialized in-net-
work processing.1,18,13,19 The CCPs’ 
large private networks are vertically 
integrated with cloud and content ser-
vices that are now more dominant 
economic forces than ISPs. With the 
Internet unable to evolve to adopt 
similar functionality, the growth of 

the Internet architecture does not in-
herently provide network security, 
there are protocols and techniques, 
some of which are in wide use, that can 
largely achieve this goal.

To be more precise, we say (similar to 
Ghodsi et al.11) that a network is secure if 
it can ensure the following properties 
when transferring data between two 
hosts: (i) connectivity between hosts is 
reasonably reliable (availability); (ii) the 
receiver can tell from which source the 
data came (provenance); (iii) the data has 
not been tampered with in transit (integ-
rity); and (iv) the data has not been read 
by any intermediaries and no one snoop-
ing on a link can tell which hosts are ex-
changing packets (privacy). The latter 
three can be ensured by cryptographic 
protocols. The Internet’s availability is 
vulnerable to distributed denial-of-ser-
vice (DDoS) attacks, where many hosts 
(typically compromised hosts called 
bots) overload the target with traffic. 
There are techniques for filtering out 
this attacking traffic, but they are only 
partially effective. Availability is also 
threatened by BGP’s vulnerability to at-
tacks where ASes lie about their routes; 
cryptographic solutions are available, 
but they are not widely deployed. Thus, 
there are cryptographic protocols and 
mitigation methods that would make 
the Internet largely satisfy the definition 
of a secure network.

However, the failure to make the In-
ternet an inherently secure network is 
most definitely not the primary cause 
of our current security issues, because 
a secure network does not prevent host 
software from being insecure. For ex-
ample, if an application is designed to 
leak information about its users, or im-
personate its users to execute unwant-
ed financial trades, there is little the 
network can do to prevent such mali-
cious actions. A host can be infected by 
a malicious application if it is unwit-
tingly downloaded by a user or if some 
attack (such as a buffer overflow) turns 
a benign application into a malicious 
one. Comments about the Internet’s 
woeful security typically refer to the 
ease of placing malicious software on 
hosts, but this is not primarily a net-
work security problem.

In-network packet-processing. The 
early Internet designers argued15 that 
the network infrastructure should 
generally focus on packet delivery and 

Rather than adopt 
the formal design 
committees then 
current in the 
telephony world, 
the Internet 
inventors explicitly 
chose another path.
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these private networks is likely to con-
tinue.

Thus, we might already be seeing the 
beginning of a transition to a new glob-
al infrastructure in which these private 
networks have replaced all but the last 
mile of the current Internet (that is, the 
access lines to residences and busi-
nesses) for almost all traffic. This would 
mark the end of the Internet’s age of 
economic innocence, when it had no 
serious competitors and could settle 
for “good enough.” While the Internet 
faces many challenges, we think that 
none are as important to its future as 
resolving the dichotomy of visions be-
tween the one that animated the early 
Internet community, which is that of a 
uniform Internet connecting all users 
and largely divorced from services of-
fered at endpoints, and the one repre-
sented by the emerging large private 
CCP networks, in which the use of in-
network processing provides better 
performance but only to clients of their 
cloud or content services.

Despite this gloomy prospect, we 
wrote this article to praise the Internet 
not bury it. The Internet is an engineer-
ing miracle, embodying design deci-
sions that were remarkably prescient 
and daring. We should not let the com-
plexities of today’s artifact obscure the 
simplicity and brilliance of its core de-
sign, which contains lessons for us all. 
And we must not forget the intellectual 
courage, community spirit, and noble 
vision that led to its creation, which 
may be the Internet’s most powerful 
lesson of all.
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Prior pessimism about reuse in software 
engineering research may have been  
a result of using the wrong methods  
to measure the wrong things.
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ACCORDING TO POPPER, 23 the ideas we can most trust 
are those that have been the most tried and tested. For 
that reason, many of us are involved in this process 
called “science,” which produces trusted knowledge by 
sharing one’s ideas and trying out and testing the 

ideas of others. Science and scientists 
form communities where people do 
each other the courtesy of curating, 
clarifying, critiquing, and improving a 
large pool of ideas.

According to this definition, one 
measure of a scientific community’s 
health is how much it reuses results. By 
that measure, the software engineering 
research community might seem to be 
very unhealthy. Da Silva et al. reported 
that from 1994 to 2010, only 72 studies 
had been replicated by 96 new studies.10 
In February 2022, as a double-check 
for da Silva’s conclusion, we queried 
the ACM Portal for products from the 
International Conference on Software 
Engineering (ICSE), that field’s premier 
conference. Between 2011 and 2021, 

(Re)Use  
of Research 
Results  
(Is Rampant)

 key insights
	˽ Researchers must take back control over 

how our products are shared.

	˽ Results should not be locked away behind 
paywalls that block access to results 
and enshrine outdated views on science. 
Using open source tools, research 
communities can map the real patterns of 
inference between their work.

	˽ For example, in SE, researchers often 
share many artifacts, ranging from ideas 
to paper-based methods, datasets, and 
tools. While exact replication of results 
is rare, we can report just from one year 
that there are hundreds of cases where 
one researcher used some but not all of 
the artifacts from other work.

	˽ We ask others to join us in this effort 
to accurately record the reality of 21st 
century science.
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Figure 1. The 1,635 arrows in this diagram connect reusers to the reused.

Blue dots denote the 714 sources found with a digital object identifier (DOI)—for example, any paper from a peer-
reviewed source. Red dots denote the 48 papers we found without DOIs—for example, those from arxiv.org. Gray and 
green dots denote the 297 works in grey literature and 57 GitHub repositories (respectively) reused in this sample. 
The black squares pull out four examples where a paper has reused material from dozens of other sources. Data col-
lection for this graph is ongoing and, at the time of this writing, comes from 40% of the papers published in the 2020 
technical program of ICSE, ASE, FSE, ICMSE, MSR, and ESEM. From the website https://reuse-dept.org.

bibliometric searches5,12,19), these re-
use graphs require less effort to build 
and verify. For example, it took around 
12 minutes per paper for our team 
from Hong Kong, Canada, the U.S., 
Italy, Sweden, Finland, and Australia 
to apply this reuse graph methodology 
to software engineering.a 

The rest of this article discusses 
generating, applying, and the value of 
our reuse graphs. Before beginning, 
we offer the following introductory re-
mark. This article is written as a pro-
test, of sorts, against how we currently 
assess science and scientific output. 
This article’s authors have worked 
as researchers for decades, supervis-
ing graduate students and organizing 
prominent conferences and journals. 
Based on that experience, we assert 

a	 That team included the authors of this paper 
plus Jacky Keung from City University, Hong 
Kong; Greg Gay from Chalmers University, 
Sweden; Burak Turhan from Oulu University, 
Finland; and Aldeida Aleti from Monash Uni-
versity, Australia. We gratefully acknowledge 
their work and the work of their graduate stu-
dents. We especially call out the work of Afon-
so Fontes from Chalmers University, Sweden.

only 111 out of the 8,774 ICSE research 
entries were labeled as ‘available,’ 74 as 
‘reusable,’ 24 as ‘functional,’ and none 
as ‘replicated’ or ‘reproduced’ reuse 
(see Table 1 for a definition of those 
terms). Put another way, according to 
the ACM Portal, only 2.4% of the ICSE 
publications are explicitly associated 
with any kind of reuse. Worse still, ac-
cording to that report, there were no 
replicated or reproduced results from 
ICSE in the last decade.

We argue that the reuse “problem” 

is more apparent than real—at least 
in software engineering. We describe 
a successful approach to recording re-
search reuse where teams of research-
ers from around the world read 170 
recent (2020) conference papers from 
software engineering. This work gen-
erated the “reuse graph” in Figure 1, 
in which each edge connects papers 
to the prior work they are (re)using. 
As we will discuss, when compared to 
other community monitoring meth-
ods (for example, artifact tracks or 

Table 1. Badges such as the ones shown in this table are currently awarded at conferences.2 
This table is based on ACM’s badge program, however, analogous badges are used at other 
conferences. Images used by permission of the Association for Computing Machinery.

Available Functional Reusable Reproduced Replicated

V1.1

Ar
tif

acts Available

Functional V1.1

Ar
tif

acts Evaluated

Reusable V1.1

Ar
tif

acts Evaluated

V1.1

Re
su

lts
Reproduced

V1.1

Re
su

lts Replicated

In a public 
repository with 

a long-term 
retention policy.  

A DOI needs  
to be provided.

Artifacts are 
documented, 
consistent, 
complete, 

exercisable, and 
include evidence 

of verification and 
validation.

Functional, 
significantly 

exceed minimal 
functionality.

Results of this 
paper have been 
reproduced by 

a different team 
using the original 

artifact.

Results of this 
paper have been 

replicated by  
a different team 

without the original 
artifact.
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Capturing Reuse
There are many methods to map the 
structure of SE research, such as (a) 
manual or automatic citation search-
ers or (b) “artifact evaluation commit-
tees” that foster the generation and 
sharing of research products. Such 
studies can lag significantly behind 
current work. For example, in our own 
prior citation analysis of SE,19 we only 
studied up to 2016. The study itself 
was conducted in 2017, but not fully 
published till 2018. Given the enor-
mous effort required for that work, we 
have vowed never to do it again.

Reuse graphs, on the other hand, 
are faster to update since the work of 
any individual working on these graphs 
is minimal. Other reasons for favoring 
reuse graphs are that they are commu-
nity comprehensible, verifiable, and 
correctable. All the data used for our re-
use graphs is community-collected and 
can be audited at https://reuse-dept.
org. If errors are detected, issue reports 
can be raised in our GitHub repository 
and then corrected. The same may not 
hold true for studies based on citation 
servers run by professional bodies and 
for-profit organizations (see Table 2). 
New data can be contributed by anyone 
either directly supplying data in our for-
mat or through a user interface directly 
on our website for easier access. The 
resulting issue report is then reviewed 
and, when necessary, corrected. After a 
third person successfully inspects the 
data, it is added to the reuse graph.

What is the value of a verified, con-
tinually updated snapshot of a current 
research area? Once our reuse graph 
covers several years (and not just 2020 
conference publications), we foresee 
several applications:

	˲ Academics can check that their 
contributions to science are being 
properly recorded.

	˲ When applying for a promotion 
or new position, research faculty or in-
dustrial workers could document the 
impact of their work beyond papers, in-
cluding tools, datasets, and innovative 
methods.

	˲ Graduate students could direct 
their attention to research areas that 
are both very new (nodes from recent 
years) and very productive (nodes with 
an unusually large number of edges at-
tached).

	˲ Organizers of conferences could 

that researchers do more than write 
papers. Rather, we are all engaged in 
long-term stewardship of ideas; as 
part of that stewardship, we generate 
more than just papers. Yet, of all our 
products, it is only our papers that are 
used, mostly in some annual biblio-
metric analysis of our worth. We view 
this as an inadequate way to measure 
what researchers do.

The problem, we think, is in the very 
term “bibliometric.” This term is heav-
ily skewed toward publications and 
monographs and the kinds of things 
we can easily store in the repositories 
of our professional societies—for ex-
ample, IEEE Xplore and ACM Portal. 
In fact, the term “bibliométrie” was 
first used by Paul Otlet in 193425 and 
was defined as “the measurement of all 
aspects related to the publication and 
reading of books and documents.”

Subsequent definitions tried to 
broaden that definition. For example, 
the anglicized version “bibliomet-
rics” was first used by Alan Pritchard 
in his 1969 paper, “Statistical Bibli-
ography or Bibliometrics?”, where 
he defined the term as “the applica-
tion of mathematics and statistical 
methods to books and other media of 
communication.”24 But what we are 
observing in 2022 is that “other me-
dia of communication” in software 
engineering (and other fields) is far 
broader than just the products stored 
in the repositories of our profession-
al societies. For example, researchers 
might use the results of papers, fol-
low guidance from one paper in their 
own work, or download data or code 
used on another paper (and then 
use locally). We argue that all such 
downloads or guidance-following are 
examples of reuse, since all are ex-
amples of members in our research 
community reusing products from 
other research in their own work (for 
a more exact categorization of the 
types of reuse we are studying, please 
see our section Studying Reuse).

It is all too easy to propose a broader 
definition for how scholars reuse and 
communicate their products. Such a 
new definition is practically useless un-
less we can propose some method to 
collect data on that new definition. We 
suggest that our new definitions can 
be operationalized via crowdsourced 
methods.

This article is 
written as a 
protest, of sorts, 
against how we 
currently assess 
science and 
scientific output.
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Table 2. Examples of errors in citation servers.

EXAMPLE #1

One of the authors has an entry in Google Scholar metrics software systems saying that their “How to” 
paper has received 80 citations over the past five years at IEEE Transactions on Software Engineering 
(TSE). That link connects to some other paper, not written by any of us. There is no “help" button at Google 
Scholar where this error can be reported. This is disappointing, since it is suspected that this mysterious 
“How to” paper references work that might be the most cited from IEEE TSE in the last five years. That 
would be a significant achievement, if we could document it, but using Google Scholar, we cannot.

EXAMPLE #2

In our recent large-scale text-mining studies of more than 30,000 SE papers,19 we found that 
papers can appear on our citation server but not on other servers. Also, examples were found where 
some papers had 20 times the citations on one server than on another. Again, we were unable to 
contact anyone working on those citation servers to fix those errors.

EXAMPLE #3

Even if the owners of these citation sites can be contacted, their errors may remain unfixed. For 
example, there is no accepted convention for how to typeset a hyphen. Different venues used no 
spaces or a single space around hyphens, while others typeset the hyphen as two dashes. Zhou et 
al. found that papers with hyphens in the title get reported as different papers in different venues, 
which means that those papers receive fewer citations.29 Zhou et al. also reports that when they 
contacted the owners of these citation servers, rather than fix the errors, the owners lobbied for the 
Zhou et al. paper not to be published.

from the 2020 technical programs 
of six major international SE confer-
ences: ICSE, Automated Software 
Engineering (ASE), Joint European 
Software Engineering Conference/
Foundations of Software Engineering 
(ESEC/FSE), Software Maintenance 
and Engineering (ICSME), Mining 
Software Repositories (MSR), and 
Empirical Software Engineering and 
Measurement (ESEM). These confer-
ences were selected using advice from 
Matthew et al.,19 but our vision is to ex-
pand—for example, by looking at all 
top-ranked SE conferences. GitHub 
issues were used to divide up the hun-
dreds of papers from those confer-
ences into “work packets” of 10 pa-
pers each. Reading teams were set up 
from software engineering research 
teams from around the globe in Hong 
Kong; Istanbul, Turkey; Victoria, 
Canada; Gothenburg, Sweden); Oulu, 
Finland; Melbourne, Australia; and 
Raleigh, NC, USA. Team members as-
signed themselves work packets and 
read the papers in search of examples 
of reuse listed in the next paragraph. 
Once completed, a second person 
(from any of our teams) performed 
the same task and checked for con-
sistency. Fleiss Kappa statistics were 
then computed to track the level of 
reader disagreement. GitHub issuesb 
were used to manage this in the open, 
but raters were asked not to examine 
previous results. A member of this ar-
ticle’s author team then performed a 
final check on disagreements before 
including the data into the graph.

Teams were asked to record six 
kinds of reuse:

1.	 Most papers must benchmark 
new ideas against some prior recent 
state-of-the-art paper. That is, they re-
use old papers as steppingstones to-
ward new results.

2.	 Statistical methods are often 
reused. Here we do not mean “we 
use a two-tailed t-test” or some other 
decades-old, widely used statistical 
method. Rather, we refer to statistical 
methods in recent papers that propose 
statistical guidance for the kinds of 
analysis seen in SE. Perhaps because 
this kind of analysis is very rare, this 
work is highly cited. For example:

	˲ A 2008 paper, “Benchmarking 

b	 For example, see https://bit.ly/3Vbtqef

select their keynote speakers from that 
space of new and productive artifacts.

	˲ Growth patterns might guide fed-
eral government funding priorities or 
departmental hiring plans.

	˲ Venture capitalists could use these 
graphs to detect emergent technolo-
gies, perhaps even funding some of 
those.

	˲ Conference organizers could check 
if their program committees have 
enough members from currently hot 
topics.

	˲ Further, those same organizers 
could create new conference tracks 
and journal sections to service active 
research communities that are under-
represented in current publication ven-
ues.

	˲ Journal editors could find review-
ers with relevant experience.

	˲ Educators can use the graphs to 
guide their teaching plans.

Studying Reuse
In our reuse study, we targeted papers 

Figure 2. A detailed view of a section of the reuse graph from Figure 1.

This figure shows reuse from Bernal-Cárdenas et al.7 Edges reflect tool, dataset, and 
methodology reuse. Red nodes indicate arXiv preprint; green represents a GitHub 
repository; blue denotes a published paper, and grey indicates other websites or grey 
literature locations. https://www.reuse-dept.org/doi/10.1145/3377811.3380328.
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Related Work
Apart from software engineering,21 
many other disciplines are actively en-
gaged in artifact creation, sharing, and 
reuse.3,4 Artifacts are useful for build-
ing a culture of replication and repro-
ducibility,9,17 already acknowledged 
as important in SE.8,10,15,27 Fields such 
as psychology have had many early re-
sults thrown into doubt due to a fail-
ure to replicate the original findings.28 
Sharing research protocols and data 
through replication packages and ar-
tifacts allows for other research teams 
to conduct severe tests of the original 
studies,20 strengthening or rejecting 
these initial findings.

In medicine, drug companies are 
mandated to share the research pro-
tocols and outcomes of their drug 
trials, something that has become 
vitally important recently, albeit not 
without challenges.11 In physics and 
astronomy, artifact sharing is so com-
monplace that large community infra-
structures exist solely to ensure data 
sharing, not least because the govern-
ments which fund these costly experi-
ments insist on it.

In more theoretical areas of CS, the 
pioneering use of preprint servers has 
enabled ‘reuse’ of proofs, which has 
been essential to progress. In machine 
learning, replication is focused on step-
pingstones, enabled by highly success-
ful benchmarks such as ImageNet.26 
However, recent advances with ex-
tremely costly training regimens have 
called replicability into question.d

d	 See https://bit.ly/3vlgbxb/

Classification Models for Software De-
fect Prediction,”18 has 1,178 citations

	˲ A 2011 paper, “A Practical Guide for 
Using Statistical Tests to Assess Ran-
domized Algorithms,”1 has 778 cita-
tions.

3.	 Metrics and methodology descrip-
tions that are specific to the research 
area, including software metrics such 
as CK metrics or flow metrics as well 
as research methods such as grounded 
theory or sampling criteria.

4.	 Datasets
5.	 Sanity checks, which justify why a 

particular approach works or is reason-
able to avoid bad data—for example, 
why to avoid using GitHub stars to se-
lect repositories.16

6.	 Software packages of the kind cur-
rently being reviewed by SE conference 
AECs (tools and replications).

Figure 2 shows an example. Starting 
with a paper by Bernal-Cárdenas et al.,5 
we find among others a reused dataset 
from Moran et al.,22 tool reuse of FFm-
peg and Tensorow object detection, 
and several reused methods, including 
the ConvNet approach described by Si-
monyan. Readers can follow the URL in 
the Figure 2 caption for more detailed 
information.

We can report that it is not difficult 
to read papers to detect these kinds of 
reuse:

	˲ The six types of reuse noted above 
can be found quickly. Our graduate 
students report that reading their first 
paper might take up to an hour. But 
after two or three papers, the median 
reading time drops to approximately 12 
minutes (see Figure 3a).

	˲ When we compare the reuse re-
ported by different readers, we get Fig-
ure 3b. In our current results, the me-
dian Fleiss Kappa score (for reviewer 
agreement) is 1—that is, very good.

	˲ The one caveat we would add is that 
graduate students involved in this activ-
ity need at least two years of active re-
search experience in their area of study. 
We base this on the fact that when we 
tried data collection from a large intro-
to-SE graduate subject, the resulting 
Kappa agreement scores were poor.

The result of this data collection is 
a directed multi-graph of publications 
and other forms of dissemination of re-
search artifacts. The edges of this graph 
are annotated with the type of reuse ac-
cording to the list above. Reuse met-
rics for a specific publication (or other 
form, for example, a GitHub repository) 
are the in-degree and out-degree mea-
sures of the node that represents this 
publication. When accumulated for the 
originating authors, individual reuse 
metrics can be collected. Zooming into 
the graph on our website, reuse types 
are visibly annotated at the graph edges 
(see Figure 2). A filter allows a graph to 
be extracted for a single reuse type out 
of the multi-graph.

Of course, there any many more 
items being reused than just the six 
we have listed.c It is an open question, 
worthy of future work, to check if those 
other items can be collected in this way 
and, indeed, to refine these categories 
as understanding changes.

c	 For example, see the 22 types of potentially re-
usable items at https://bit.ly/3FIjMtG

Figure 3. Reading time results, agreement scores, and yearly prevalence of reused papers.

In the middle chart, the Fleiss Kappa score13 measures the inter-rater reliability among multiple raters when there are 
categorical ratings to items. We prefer it to Cohen’s kappa measure, which only works for two raters. In our case, we had 
multiple raters assigning a pool of papers the categories “Yes” (signifying that a paper was reused) or “No” (signifying that 
it was not). This pool was obtained by taking the union of all the papers marked as being reused by a specific paper.

(a)  Reading times (b)  Fleiss Kappa scores (c)  Years the works were created
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therefore, indirectly contributing to 
the reuse graph concept. Indeed, if 
we query ACM Portal for “software 
engineering” and “artifacts” between 
2015 and 2020, we find that most of 
the recorded artifacts are not reused 
in replications or reproductions.e Spe-
cifically, only 1/20 are reproduced and 
only 1/50 are replicated.

Perhaps it might be useful to reflect 
more on what is being reused (as we 
have done earlier in this article). This 
is what has motivated our research and 
led us to create the reuse graph.

Next Steps for Reuse Graphs
When discussing this work with col-
leagues, we are often asked if we have 
assessed it. We reply that, at this stage, 
this is like asking the inventors of kd-
trees6 in 1975 how much that method 
has sped up commercial databases. 
Right now, we are engaged in commu-
nity building and have shown that we 
can create the infrastructure needed 
to collect our data with very little effort 
and not much coding. While Figure 
1 is a promising start, scaling up re-
quires that we organize a larger read-
ing population. Our goal is to analyze 
200 papers in 2022, 2,000 in 2023, and 
5,000 in 2024, by which time we would 
have covered most of the major SE ven-
ues in the last five years. After that, our 
maintenance goal would be to read 
around 500 papers per year to keep up 
to date with the conferences (then, we 
would move on to journals). Based on 
Figure 3a, and assuming each paper is 
read by two people, the maintenance 
goal would be achievable by a team 
of 20 people working two hours per 
month on this task. To organize this 
work, we have created the ROSE Initia-
tive (see the sidebar: The Rose Initia-
tive for more information).

If that work interests you, then there 
are many ways you can get involved:

	˲ Visit https://reuse-dept.org if you 
are a researcher and wish to check that 
we have accurately recorded your con-
tribution.

	˲ If you want to apply reuse graphs to 
your community, please use our tools 

e	 As of December 10, 2020, that search returns 
2,535 software engineering papers with arti-
fact badges. Of these, 43% are available, 30% 
are functional, 20% are reusable, 5% are repro-
duced, and 2% are replicated artifacts.

In the specific case of SE research, 
prior to this paper, there was little re-
corded and verified evidence of reuse. 
Many researchers have conducted ci-
tation studies that find links to highly 
cited papers—for example, Matthew 
et al.19 As stated previously, such stud-
ies can lag the latest results. Also, re-
calling Table 2, we have cause to doubt 
the conclusions from such citation 
studies.

From a practical perspective, many 
conferences have recently introduced 
AECs to entice reuse and replication. 
Moreover, authors of accepted confer-
ence papers submit software packages 
that, in theory, let others re-execute 
that work.8,9 These committees award 
badges, as shown in Table 1.

Artifact evaluation is something of a 
growth industry in the SE as well as the 
programming languages (PL) commu-

nities, as shown in Figure 4, which pres-
ents the increasing number of people 
evaluating artifacts between 2011 and 
2019. One may conclude that such prac-
tices make the community more aware 
of what is available and reusable, and 
therefore, can become a potential node 
of a reuse graph. As such, the source is 
explicitly made available to any other 
researcher willing to (re)use it.8,14

Now, the question to be asked is: 
Are all the people of Figure 4 making 
the best use of their time? Perhaps not. 
Most artifacts are assigned the badges 
requested by the authors, so it might be 
safe to ask some of the personnel from 
Figure 4 to, for example, spend less 
time evaluating conference artifacts 
and more time working on Figure 1.

But most importantly, it is not clear 
whether the artifact evaluation pro-
cess is creating reused artifacts, and 

Figure 4. Artifact evaluation committee sizes, 2011-2019.14
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The Rose Initiative (Recognizing and Rewarding Open Science in Software Engineering) is an 
international, multi-conference workshop that will continually report updates to the software 
engineering reuse graphs.

•	 Researchers who reuse the most from other papers will be applauded and awarded 
an “R-index” (reuse index).

•	 Researchers who build the artifacts that are most reused will be applauded (even 
louder) and awarded an “R+-index,” indicating they are producing the artifacts that are 
most used by the rest of the community.

•	 Between each conference, the ROSE Initiative will coordinate an international 
team of volunteers to incrementally update the SE reuse graph. This article’s authors have 
volunteered to serve as the group’s initial nucleus, and we will hold open elections to grow 
that steering committee using others from our community.

•	 This reuse graph will be displayed at a publicly available website (reuse-dept.org), 
where individual researchers can browse, check their entries, and propose corrections 
and extensions.

•	 All reuse reports will be double-checked, and disputed claims will then be tripled-
checked.

•	 All the tools used to create the site will be freely available for download. Hence, if 
the SE community does not like how we are running these reuse graphs, they can use the 
code and data for a different application.

•	 Also, researchers from other disciplines can apply our tools to their own community.

The ROSE Initiative
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at https://github.com/bhermann/DoR/.
	˲ If you would like to join this ini-

tiative and contribute to an up-to-the-
minute snapshot of SE research, then 
please take our how-to-read-for-reuse 
tutorial,f  and then visit the dashboard 
at the GitHub site (bhermann/DoR). 
Find an issue with no one’s face on it, 
and assign yourself a task.

We see this effort as one part of the 
broader open science effort, in addition 
to helping the community identify the 
state of the art—for example, patterns 
of growth in the reuse graph. Among 
the goals of open science are the desire 
to increase confidence in published 
results and an acknowledgment that 
science produces more types of arti-
facts than just publications: Research-
ers also produce method innovations, 
new datasets, and better tools. If we 
take an agile view of SE science, then as 
researchers we should focus on gener-
ating these artifacts and rapidly secur-
ing critique, curation, and clarification 
from our peers and the public.	

f	 See https://bit.ly/3hDc2Bf
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Today, that economic and technologi-
cal influence has increasingly shifted 
to smartphone and cloud service com-
panies. Moreover, the end of Dennard 
scaling,3 slowdowns in Moore’s Law, 
and the rising costs for continuing 
semiconductor advances have made 
building ever-faster supercomputers 
more economically challenging and 
intellectually difficult.

As Figure 1 suggests, we believe 
current approaches to designing and 
constructing leading-edge high-per-
formance computing (HPC) systems 
must change in deep and fundamental 
ways, embracing end-to-end co-design; 
custom hardware configurations and 
packaging; large-scale prototyping; 
and collaboration between the domi-
nant computing companies, smart-
phone and cloud computing vendors, 
and traditional computing vendors.

We distinguish leading-edge HPC—
the very highest-performing systems—
from the broader mainstream of 
midrange HPC. For the latter, market 
forces continue to shape that market’s 
expansion. Let’s begin by examining 
where the technology landscape has 
changed and then examine possible 
future directions for HPC innovation 
and operations.COMPUTING PERVADES ALL aspects of society in 

ways once imagined by only a few. Within science 
and engineering, computing has often been called 
the third paradigm, complementing theory and 
experiment, with big data and artificial intelligence 
(AI) often called the fourth paradigm.14 Spanning both 
data analysis and disciplinary and multidisciplinary 
modeling, scientific computing systems have grown 
ever larger and more complex, and today’s exascale 
scientific computing systems rival global scientific 
facilities in cost and complexity. However, all is not 
well in the land of scientific computing.

In the initial decades of digital computing, 
government investments and the insights from 
designing and deploying supercomputers often 
shaped the next generation of mainstream and 
consumer computing products.

HPC Forecast: 
Cloudy and 
Uncertain

DOI:10.1145/3552309 

An examination of how the technology 
landscape has changed and possible future 
directions for HPC operations and innovation.

BY DANIEL REED, DENNIS GANNON, AND JACK DONGARRA

 key insights
	˽ The future of advanced scientific 

computing, aka supercomputing or high-
performance computing (HPC), is at an 
important inflection point, being reshaped 
by a combination of technical challenges 
and market ecosystem shifts.

	˽ These shifts include semiconductor 
constraints—the end of Dennard scaling, 
Moore’s Law performance limitations, 
and rising foundry costs—as well 
ecosystem shifts due to the rise of 
cloud hyperscalers and the increasing 
importance of AI technologies.

	˽ Building the next generation of 
leading-edge HPC systems will require 
rethinking many fundamentals and 
historical approaches by embracing 
end-to-end co-design; custom hardware 
configurations and packaging; large-
scale prototyping, as was common 
30 years ago; and collaborative 
partnerships with the dominant 
computing ecosystem companies.
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and political subsidies, political and 
geological stability, network access, 
and customer demand.

As cloud scale, complexity, and 
operational experience continued to 
grow, additional optimization and 
opportunities emerged. These in-
clude software defined networking 
(SDN), protocol offloads, and cus-
tom network architectures, greatly 
reducing dependence on traditional 
network hardware vendors;6 quanti-
tative analysis of processor,17 mem-
ory,36,43 network,7,10 and disk failure 
modes,31,35 with consequent redesign 
for reliability and lower cost (dic-
tating specifications to vendors via 
consortia such as Open Compute; 
custom processor SKUs; custom ac-
celerators (FPGAs and ASICs); and 
complete processor design—for ex-
ample, Apple silicon, Google TPUs,19 
and AWS Gravitons). In between, the 
cloud vendors deployed their own 
global fiber networks.

This virtuous cycle of insatiable 
consumer demand for rich services, 
business outsourcing to the cloud, 
expanding datacenter capacity, and 
infrastructure cost optimization has 
had several effects. Most importantly, 
it has dramatically lessened, and in 

Ecosystem Shifts
To understand HPC’s future potential, 
one must examine the fundamental 
shifts in computing technology, which 
have occurred along two axes: the rise 
of massive-scale commercial clouds, 
and the economic and technological 
challenges associated with the  evolu-
tion of semiconductor technology.

Cloud innovations. Apple, Sam-
sung, Google, Amazon, Microsoft, 
and other cloud service companies 
are now major players in the comput-

ing hardware and software ecosys-
tems, both in scale and in technical 
approach. These companies initially 
purchased standard servers and net-
working equipment for deployment in 
traditional collocation centers (colos). 
As scale increased, they began design-
ing purpose-built data centers opti-
mized for power usage effectiveness 
(PUE) and deployed at sites selected 
via multifactor optimization based on 
the availability of various factors, such 
as inexpensive energy, tax incentives 

Figure 1. Technical and economic forces reshaping HPC.
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Figure 3. Timeline of advanced computing.

2007

many cases totally eliminated, their 
dependence on traditional computing 
vendors. To see the dramatic shifts in 
influence and scale, one needs to look 
no further than cloud service-provider 
and smartphone-vendor market capi-
talizations, each near or more than 1 
trillion USD. Put another way, the lo-
cus of innovation and influence has 
increasingly shifted from chip ven-
dors and system integrators to cloud 
service providers.

Semiconductor evolution. Histori-
cally, the most reliable engine of per-
formance gains has been the steady 
rhythm of semiconductor advanc-
es: smaller, faster transistors and 
larger, higher-performance chips. 
However, as chip feature sizes have 
approached 5nm and Dennard scal-
ing has ended,3 the cadence of new 
technology generations has slowed, 
even as semiconductor foundry costs 
have continued to rise. With the shift 
to extreme ultraviolet (EUV) lithogra-
phy4 and gate-all-around FETs,5 the 
“minimax problem” of maximizing 
chip yields, minimizing manufac-
turing costs, and maximizing chip 
performance has grown increasingly 
complex for all computing domains, 
including HPC.

Chipletsa,26,29 have emerged to ad-
dress these issues, while also inte-
grating multiple functions in a single 
package. Rather than fabricating a 
monolithic system-on-a-chip (SoC), 
chiplet technology combines multiple 
chips, each representing a portion of 
the desired functionality, possibly 
fabricated using different processes 
by different vendors and including 
IP from multiple sources. Chiplet de-
signs are part of the most recent of-
ferings from Intel and AMD, where 
the latter’s EPYC and Ryzen proces-
sors have delivered industry-leading 
performance via chiplet integration.29 
Similarly, Amazon’s Graviton3 uses 
a chiplet design with seven different 
chip dies.

An HPC Checkpoint
Given the rise of cloud services and 
increasing constraints on commod-
ity chip performance, it is useful to 
examine the current state of HPC and 
how the HPC ecosystem evolved to 
reach its current structure. From the 
1970s to the 1990s, HPC experienced 
a remarkably active period of archi-

a	 See Universal Chiplet Interconnect Express 
(UCIe) standard; https://www.uciexpress.org

tectural creativity and exploration. In 
the late 1970s, the Cray series of ma-
chines33 introduced vector processing. 
Companies such as Denelcor and Tera 
then explored highly multi-threaded 
parallelism via custom processor de-
sign. Universities and companies were 
also active in exploring new shared 
memory designs—for example, NYU 
Ultracomputer,9 Illinois Cedar,22 Stan-
ford DASH,24 and BBN Butterfly.23

Finally, distributed-memory, mas-
sively parallel computer designs—for 
example, the Caltech Cosmic Cube,42 
Intel iPSC/2,40 and Beowulf clus-
ters38—established a pattern for hy-
perscaled performance growth. Rid-
ing Moore’s Law, the ever-increasing 
performance of standard micropro-
cessors, together with the cost advan-
tage of volume production, led to the 
demise of most bespoke HPC systems, 
a shift often termed the “Attack of the 
Killer Micros.”27 What followed was 
academic and industry standardiza-
tion based on x86-64 processors (see 
Figure 2) and predominantly gigabit 
Ethernet and Infiniband networks, 
the Linux operating system, and mes-
sage passing via the MPI standard.

By 2000, architectural innovation 
was limited to node accelerators (for 
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	˲ Talent is following the money and 
intellectual opportunities, which are 
increasingly at a small number of very 
large companies or creative startups.

With this backdrop, what is the fu-
ture of computing? Some of it is ob-
vious, given the current dominance 
of smartphone vendors and cloud 
service providers. However, it seems 
likely that continued innovation in 
advanced HPC will require rethinking 
some of our traditional approaches 
and assumptions, including how, 
where, and when academia, govern-
ment laboratories, and companies 
spend finite resources and how we ex-
pand the global talent base.

Leading-Edge HPC Futures
It now seems self-evident that super-
computing, at least at the highest lev-
els, is endothermic, requiring regular 
infusions of non-revenue capital to 
fund the NRE costs to develop and de-
ploy new technologies and successive 
generations of integrated systems. In 
turn, that capital can come either from 
other, more profitable divisions of a 
business or from external sources—
for example, government investment. 
Although most basic computing re-
search is conducted in universities, 
several large companies (for example, 
IBM, Microsoft, and Google) still con-
duct long-term basic research in addi-
tion to applied research and develop-
ment (R&D).

Cloud service companies now of-
fer a variety of HPC clusters of varying 
size, performance, and price. Given 
this, one might wonder why cloud ser-
vice companies are not investing even 
more deeply in the HPC market. Any 
business leader must always look at 
the opportunity cost (that is, the time 
constant, the talent commitment, 
and cost of money) for any NRE in-
vestments and the expected return on 
investments. The core business ques-
tion is always how to make the most 
money with the money one has, ab-
sent some other marketing or cultural 
reason to spend money on loss lead-
ers, bragging rights, or political posi-
tioning. The key phrase here is “the 
most money;” simply being profitable 
is not enough, which is why leading-
edge HPC is rarely viewed as a primary 
business opportunity.

The NRE costs for leading-edge 

example, the addition of GPUs), high-
bandwidth memory, and incremental 
network improvements. The proces-
sor, operating system, and network 
have become the standard interfaces 
that now define the market boundar-
ies for innovation. At one time, dozens 
of HPC companies offered competing 
products. Today, only a few build HPC 
systems at the largest scales (see Fig-
ure 3).

While incremental performance im-
provements continue with new x86-64 
processors and GPU accelerators, basic 
innovation at the architectural level for 
supercomputers has largely been lost. 
However, in the last two years, sparks 
of architectural creativity are re-emerg-
ing, driven by the need to accelerate 
AI deep learning. Hardware startups, 
including Graphcore,18 Groq,1 and 
Cerebras,12 are exploring new architec-
tural avenues. Concurrently, the major 
cloud service and smartphone provid-
ers have also developed custom proces-
sor SKUs, custom accelerators (FPGAs 
and ASICs), and complete processor 
designs—for example, Apple A15 SoCs, 
Google TPUs,19 and AWS Gravitons).

Against this HPC backdrop, the 
larger computing ecosystem itself is 
in flux:

	˲ Dennard scaling3 has ended and 
continued performance advances 
increasingly depend on functional 
specialization via custom ASICs and 
chiplet-integrated packages.

	˲ Moore’s Law is also at or near an 
end, and transistor costs are likely to 
increase as feature sizes continue to 
decrease.

	˲ Advanced computing of all kinds, 
including HPC, requires ongoing non-
recurring engineering (NRE) invest-
ment (that is, endothermic) to develop 
new technologies and systems.

	˲ The cost to build and deploy lead-
ing-edge HPC systems continues to 
rise, straining traditional acquisition 
models.

	˲ Smartphone and cloud services 
companies are cash rich (that is, exo-
thermic); they are designing, building, 
and deploying their own hardware and 
software infrastructure at an unprece-
dented scale.

	˲ AI is fueling a revolution in how 
both businesses and researchers 
think about problems and their com-
putational solutions.

At one time, dozens 
of HPC companies 
offered competing 
products. Today, 
only a few build 
HPC systems at the 
largest scales.
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other rankings of supercomputer 
performance (HPCG, HPL-AI, and 
Graph500). Fugaku is designed for 
versatile use based on a co-design ap-
proach between application- and sys-
tem-development teams.

Likewise, the Chinese government, 
its academic community, and its do-
mestic HPC vendors have made great 
efforts in the last few years to build a 
mature, self-designed hardware and 
software ecosystem and promote 
the possibility of running large and 
complex HPC applications on large, 
domestically produced supercomput-
ers. It has been reported that China 
has two exaflops systems (OceanLight 
and Tianhe-3); several Gordon Bell 
prize submissions ran on Ocean-
Light.25 Reflecting global tensions 
surrounding advanced technologies, 
a new measure by the U.S. Depart-
ment of Commerce now precludes 
companies from supplying advanced 
computing chips, chip-making equip-
ment, and other products to China 
unless they receive a special license.

Similar application-driven co-de-
signs were evident in the AI hardware 
startup companies mentioned pre-
viously, as well as the cloud vendor 
accelerators. Such co-design means 
more than encouraging tweaks of 
existing products or product plans. 
Rather, it means looking holistically 
at the problem space, then envision-
ing, designing, testing, and fabricat-
ing appropriate solutions. In addition 
to deep partnerships with hardware 
vendors and cloud ecosystem op-
erators, end-to-end co-design will 
require substantially expanded gov-
ernment investment in basic R&D, 
unconstrained by forced deployment 
timelines. In addition to partnerships 
with x86-64 vendors, the ARM license 
model and the open source RISC-V11 
specification offer intriguing possi-
bilities.

Maxim Three: Prototyping at scale 
is required to test new ideas. Semi-
conductors, chiplets, AI hardware, 
cloud innovations—the computing 
system is now in great flux and not 
for the first time. As Figure 3 shows, 
the 1980s and 1990s were filled with 
innovative computing research proj-
ects and companies, many aided by 
government funding, that built novel 
hardware, new programming tools, 

supercomputing are now quite large 
relative to the revenues and market cap-
italization of those entities we call “com-
puter companies,” and they are increas-
ingly out of reach for most government 
agencies, at least under current funding 
envelopes. The days are long past when 
a few million dollars could buy a Cray-
1/X-MP/Y-MP/2 or a commodity cluster, 
and the resulting system would land in 
the top 10 of the TOP500 list, a ranking 
of the world’s fastest supercomputers. 
Today, hundreds of millions of dollars 
are needed to deploy a machine near 
the top of the TOP500, and at least simi-
lar, if not larger, investments in NRE are 
needed. In addition, the physical plant 
and the associated energy and cooling 
costs for operating such systems are 
now substantial and continuing to rise. 
What does this brave new world mean 
for leading-edge HPC? We believe five 
maxims must guide future HPC govern-
ment and private sector R&D strategies, 
for all countries.

Maxim One: Semiconductor con-
straints dictate new approaches. The 
“free lunch” of lower-cost, higher-
performance transistors via Dennard 
scaling3 and faster processors via 
Moore’s Law is at an end. Moreover, 
the de facto assumption that integrat-
ing more devices onto a single chip 
is always the best way to lower costs 
and maximize performance no lon-
ger holds. Individual transistor costs 
are now flat to rising as feature sizes 
approach the 1nm range, due to the 
interplay of chip yields on 300nm wa-
fers and increasing fabrication facility 
costs. Today, the investment needed 
to build state-of-the-art facilities is 
denominated in billions of dollars per 
facility.

As recent geopolitical events have 
shown, there are substantial social, 
political, economic, and national se-
curity risks for any country or region 
lacking a robust silicon fabrication 
ecosystem. Fabless semiconductor 
firms rightly focus on design and in-
novation, but manufacturing those 
designs depends on reliable access to 
state-of-the-art fabrication facilities, 
as the ongoing global semiconduc-
tor shortage has shown. The recently 
passed U.S. CHIPS and Science Actb 

b	 See U.S. CHIPS and Science Act; https://sci-
ence.house.gov/chipsandscienceact

provides roughly 50 billion USD in 
subsidies to support construction of 
semiconductor foundries in the U.S., 
with similar considerations under-
way in the EU. To date, Intel, Micron, 
TSMC, and GlobalFoundries have an-
nounced plans to build new chip fab-
rication facilities in the U.S.

Optimization must balance chip 
fabrication facility costs, now near 
10 billion USD at the leading edge; 
chip yield per wafer; and chip per-
formance. This optimization process 
has rekindled interest in packaging 
multiple chips, often fabricated with 
distinct processes and feature sizes. 
Such chiplets26,29 not only enable the 
mixing of capabilities from multiple 
sources; they are an economic and 
engineering reaction to the interplay 
of chip defect rates, the cadence of 
feature size reductions, and semi-
conductor manufacturing costs. 
However, this approach requires 
academic, government, and industry 
collaborations to establish interoper-
ability standards—for example, the 
Open Domain-Specific Architecture 
(OSDA) project41 within the Open 
Compute Projectc and the Universal 
Chiplet Interconnect Express (UCIe)d 
standard. Open chiplet standards can 
allow the best ideas from multiple 
sources to be integrated effectively, in 
innovative ways, to develop next-gen-
eration HPC architectures.

Maxim Two: End-to-end hardware/
software co-design is essential. Lever-
aging the commodity semiconductor 
ecosystem has led to an HPC mono-
culture, dominated by x86-64 pro-
cessors and GPU accelerators. Given 
current semiconductor constraints, 
substantial system performance in-
creases will require more intentional 
end-to-end co-design,28 from device 
physics to applications. China and Ja-
pan are developing HPC systems out-
side the conventional path, as seen by 
the Top500.

The Fugaku supercomputer34 
(Post-K Computer), developed joint-
ly by RIKEN and Fujitsu Limited 
based on ARM technology with vec-
tor instructions, occupied the top 
spot on the Top500. It also swept the 

c	 See Open Compute Project; https://www.open-
compute.org/

d	 See UCIe standard; https://www.uciexpress.org
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via the FastForward, DesignForward, 
and PathForward programs as part 
of the Exascale Computing Project 
(ECP) targeted reduced power con-
sumption, resilience, and improved 
network and system integration. The 
DOE only supplied approximately 100 
million USD in NRE for each of the 
exascale systems under construction. 
During that same period, the cloud 
companies invested billions. Market 
research17 suggests that China, Japan, 
the U.S., and the EU may each procure 
one to two exascale-class systems per 
year, each estimated at approximately 
400 million USD.

The financial implications are 
clear. Government and academic HPC 
communities have limited leverage 
and cannot influence vendors in the 
same ways they did in the past. New, 
collaborative models of partnership 
and funding are needed that recog-
nize and embrace ecosystem changes 
and their implications, both in use 
of cloud services and collaborative 
development of new system architec-
tures. The cloud is evolving as a plat-
form where specialized services, such 
as attached quantum processors, spe-
cialized deep-learning accelerators, 
and high-performance graph data-
base servers, can be configured and 
integrated into a variety of scientific 
workflows. However, that is not the 
whole HPC story. Massive-scale simu-
lations require irregular sparse data 
structures, and the best algorithms 
are extremely inefficient on the cur-
rent generation of supercomputers. 
The commercial cloud is only a part 
of HPC’s future. New architecture re-
search and advanced prototyping are 
also needed.

As we have emphasized, the mar-
ket capitalizations of the smartphone 
and cloud services vendors now domi-
nate the computing ecosystem, and 
the overlap between commercial AI 
application hardware needs and those 
of scientific and engineering comput-
ing is creating new opportunities. We 
realize this may be heretical to some, 
but there are times and places where 
commercial cloud services can be the 
best option to support scientific and 
engineering computing needs.

The performance gaps between 
cloud services and HPC gaps have 
lessened substantially over the past 

and system software at large scale. To 
escape the current HPC monoculture 
and build systems better suited to 
current and emerging scientific work-
loads at the leading edge, we must 
build real hardware and software pro-
totypes at scale—not just incremental 
ones, but ones that truly test new ideas 
using custom silicon and associated 
software. Implicitly, this means ac-
cepting the risk of failure, including 
at substantial scale, drawing insights 
from the failure, and building lessons 
based on those insights. A prototyp-
ing project that must succeed is not a 
research project; it is a product devel-
opment.

Building such prototypes, whether 
in industry, national laboratories, 
or academia, depends on recruiting 
and sustaining integrated research 
teams—chip designers, packaging 
engineers, system software develop-
ers, programming environment de-
velopers, and application domain 
experts—in an integrated, end-to-
end way. Such opportunities make 
it intellectually attractive to work on 
science and engineering problems, 
particularly given industry partner-
ships and opportunities to translate 
research ideas into practice. Implicit 
in such teams is coordinated funding 
for workforce development, basic re-
search, and the applied R&D needed 
to develop and test prototype systems.

Maxim Four: The space of leading-
edge HPC applications is far broader 
now than in the past. Leading-edge 
HPC originated in domains dominat-
ed by complex optimization problems 
and solutions of time-dependent, par-
tial differential equations on complex 
meshes. Those domains will always 
matter, but other areas of advanced 
computing in science and engineer-
ing are of high and growing impor-
tance. As an example, the Science 
2021 Breakthrough of the Year2 was for 
AI-enabled protein structure predic-
tion,20 with transformative implica-
tions for biology and biomedicine.

Even in traditional HPC domains, 
the use of AI for dataset reduction and 
reconstruction, and for PDE solver ac-
celeration, is transforming compu-
tational modeling and simulation. 
Deep-learning methods developed by 
the cloud companies are changing the 
course of computational science, and 

university collaborations are growing. 
For example, the University of Wash-
ington is working with Microsoft 
Azure on protein-protein interac-
tions.16 In other areas, OpenAI is 
showing that deep learning can solve 
challenging Math Olympiad prob-
lems32 and can also be used to classify 
galaxies in astrophysics.21 Generative 
adversarial networks (GANs)8 have 
been used to understand groundwa-
ter flow in superfund sites42 and deep 
neural networks have been trained 
to help design non-photonic struc-
tures.30 More than 20 of the papers 
written for SC21, supercomputing’s 
flagship conference, were on neural 
networks. The HPC ecosystem is ex-
panding and engaging new domains 
and approaches in deep learning, cre-
ating new and common ground with 
cloud service providers.

Maxim Five: Cloud economics have 
changed the supply-chain ecosystem. 
The largest HPC systems are now 
dwarfed by the scale of commercial 
cloud infrastructure and social media 
company deployments. A 500 million 
USD supercomputer acquisition every 
five years provides limited financial 
leverage relative to the billions of dol-
lars spent each year by cloud vendors. 
Driven by market economics, com-
puting hardware and software ven-
dors, themselves increasingly small 
relative to the large cloud vendors, 
now respond most directly to cloud 
vendor needs.

In turn, government investment 
(for example, the U.S. Department of 
Energy’s (DOE) Exascale DesignFor-
ward, FastForward, and PathForward 
programs,e and the European Union’s 
HPC-Europa3) is small compared to 
the scale of commercial cloud invest-
ments and their leverage with those 
same vendors. HPC-Europa3, funded 
under the EU’s Eighth Framework 
Programme, better known as Horizon 
2020, has a budget of only 9.2 million 
euro.f Similarly, the U.S. DOE’s mul-
tiyear investment of 400 million USD 

e	 See DoE/Exascale Computing Project’s Path-
forward; https://www.exascaleproject.org/
research-group/pathforward/

f	 See the European Commission’s “Transna-
tional Access Programme for a Pan-European 
Network of HPC Research Infrastructures 
and Laboratories for Scientific Computing”; 
https://cordis.europa.eu/project/id/730897
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assembled solely by commercial in-
tegrators from only commodity com-
ponents. Rather, future advances 
will require embracing end-to-end 
design, testing, evaluating advanced 
prototypes, and partnering strategi-
cally with not only traditional chip 
and HPC vendors but also with the 
new cloud ecosystem vendors. These 
are likely to involve collaborative part-
nerships among academia, govern-
ment laboratories, chip vendors, and 
cloud providers; increasingly bespoke 
systems designed and built collabora-
tively to support key scientific and en-
gineering workload needs; or a com-
bination of these two.

Put another way, in contrast to 
midrange systems, leading-edge HPC 
systems are increasingly similar to 
large-scale scientific instruments (for 
example, the Vera Rubin Observatory, 
the LIGO gravity wave detector, or the 
Large Hadron Collider), with limited 
economic incentives for commercial 
development. Each contains com-
mercially designed and constructed 
technology, but each also contains 
large numbers of custom elements 
for which there is no sustainable busi-
ness model. Instead, we build these 
instruments because we want them 
to explore open scientific questions, 
and we recognize that their design 
and construction requires both gov-
ernment investment and innovative 
private sector partnerships.

Like many other large-scale scien-
tific instruments, where international 
collaborations are an increasingly 
common way to share costs and facili-
tate research collaborations, leading-
edge computing would benefit from 
increased international partnerships, 
recognizing that in today’s world, na-
tional security and economic compet-
itiveness issues will necessarily limit 
sharing certain “dual-use” technolo-
gies. Subject to those very real con-
straints, if we are to build more per-
formant, leading-edge HPC systems, 
we believe there is a need for greater 
government investment in semicon-
ductor futures—both basic research 
and foundry construction—along 
with an integrated, long-term R&D 
program that funds academic, na-
tional laboratory, and private-sector 
partnerships to design, develop, and 
test advanced computing prototypes. 

decade, as shown by a recent com-
parative analysis.13 Moreover, HPC 
as a service is now real and effective, 
both because of its performance and 
the rich and rapidly expanding set of 
hardware capabilities and software 
services. The latter is especially im-
portant; cloud services offer some fea-
tures not readily available in the HPC 
software ecosystem.

Some in academia and the nation-
al laboratory community will immedi-
ately say, “But, we can do it cheaper, 
and our systems are bigger!” Perhaps, 
if one looks solely at retail prices, but 
those may not be the appropriate per-
spectives. Proving such claims means 
being dispassionate about techno-
logical innovation, NRE investments, 
and opportunity costs. In turn, this 
requires a mix of economic and cul-
tural realism in making build versus 
use decisions and taking an expan-
sive view of the application space, 
unique hardware capabilities, and 
software tools. Opportunity costs are 
real, though not often quantified in 
academia or government. Today, ca-
pacity computing (that is, solving an 
ensemble of smaller problems) can 
easily be satisfied with a cloud-based 
solution, and on-demand, episodic 
computing of both capacity and large-
scale scientific computing can benefit 
from cloud scaling.

Conclusion
The computing ecosystem is in enor-
mous flux, creating both opportuni-
ties and challenges for the future of 
advanced scientific computing. For 
the past 20 years, the most reliable 
engine of HPC performance gains has 
been the steady improvement in com-
modity CPU technology due to semi-
conductor advances. But with the 
slowing of Moore’s Law and the end 
of Dennard scaling, improved per-
formance of supercomputers has in-
creasingly relied on larger scale (that 
is, building systems with more com-
puting elements) and GPU co-pro-
cessing. Concurrently, the computing 
ecosystem has shifted, with the rise of 
hyperscale cloud vendors that are de-
veloping new hardware and software 
technologies.

Looking forward, it seems increas-
ingly unlikely that future high-end 
HPC systems will be procured and 

Simply being 
profitable is not 
enough, which 
is why leading-
edge HPC is 
rarely viewed as a 
primary business 
opportunity.
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These investments must be tens, per-
haps hundreds of billions of dollars, 
in scale.

We have long relied on the com-
mercial market for the building 
blocks of leading-edge HPC systems. 
Although this has leveraged commod-
ity economics, it has also resulted in 
systems ill-matched to the algorith-
mic needs of scientific and engineer-
ing applications. With the end of 
Moore’s Law, we now have both the 
opportunity and the pressing need to 
invest in first principles design.

Investing in the future is never 
easy, but it is critical if we are to con-
tinue to develop and deploy new gen-
erations of HPC systems, ones that le-
verage economic shifts, commercial 
practices, and emerging technologies 
to advance scientific discovery. Intel’s 
Andrew Grove was right when he said, 
“Only the paranoid survive,” but para-
noia alone is not enough. Successful 
competitors also need substantial fi-
nancial resources and a commitment 
to technological opportunities and 
scientific innovation.
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O B TA I N I N G  D ATA  H A S  become the key bottleneck in 
many machine-learning (ML) applications. The rise 
of deep learning has further exacerbated this issue. 
Although high-quality ML models are finally making 
the transition from expensive-to-develop, highly 
specialized code to something more like a commodity, 
these models involve millions (or even billions) of 
parameters and require massive amounts of data to 
train. Thus, the dominant paradigm in ML today is to 
create a new (large) dataset whenever facing a novel 
task. In fact, there are now entire conferences dedicated 
to the creation of new data resources (for example, the 
International Conference on Language Resources and 
Evaluation or resource papers at CIKM).

While this approach resulted in 
significant advances, it suffers from a 
major caveat, as collecting large, high-
quality datasets is often very demand-
ing in terms of time and human re-
sources. For several tasks, such as rare 
disease detection, large datasets are 
nearly infeasible to construct.

While there has been much effort sug-
gesting workarounds to this data-bottle-
neck problem, they are scattered across 
many different subfields, often unaware 
of one another. There exist many meth-
od-specific and domain-specific surveys, 
but broader, big-picture surveys are dif-
ficult to find. The closest in spirit to our 
work is Roh et al.,33 which focuses more 
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A taxonomy of the methods used to obtain 
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on the data management point of view 
and the early stages of the pipeline.

In this article, we aim to bring order 
to this area. Our main contribution is 
a simple yet comprehensive taxonomy 
of ways to tackle the data bottleneck. 
We survey major research directions 
and organize them into a taxonomy in 
a way designed to be useful for practi-
tioners choosing between different ap-
proaches. The emphasis here is not on 
covering methods in depth; rather, we 
discuss the main ideas behind various 
methods, the assumptions they make 
and their underlying concepts. For each 
topic, we mention several important or 
interesting works, and refer the inter-

ested reader to surveys where possible.
We wish to first raise awareness of 

the methods that already exist, to en-
courage more efficient use of data. In 
addition (and perhaps more impor-
tantly), we hope the organization of 
the taxonomy would also reveal gaps 
in current techniques and suggest 
novel directions of research that could 
inspire the creation of new, less data-
hungry learning methods.

Taxonomy
A note on scope. The data-bottleneck 
problem is widespread across the field 
of machine learning. It is especially cru-
cial in supervised learning but applies 

 key insights
	˽ Recent machine learning algorithms  

are increasingly data-hungry.  
A widespread approach is to construct 
large, task-specific datasets,  
which is inefficient and sometimes 
infeasible.

	˽ Many ways to tackle this data  
bottleneck problem have been proposed, 
but they are scattered across different 
subfields.

	˽ We present a practitioner-centric 
taxomony of these methods. We distill 
each method’s main assumptions and 
explain when it is useful, in hopes 
of encouraging more efficient use of 
resources as well as uncovering novel 
research directions.
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various preexisting datasets such as 
CelebA, Place2, and ImageNet,39 where 
the same image splits into both X and Y 
(sometimes in more than one way).

Of course, it is also possible to re-
purpose a dataset created with no 
machine-learning task in mind at all: 
for example, Bertero and Fung6 used a 
dataset of TV sitcoms for a supervised 
humor detection task, with recorded 
laughter serving as labels.

Data augmentation

Perform transformations on X to 
enlarge the dataset.

Data augmentation is a common ap-
proach for generating more data; it 
artificially inflates the training set by 
applying modifications. This method’s 
initial goal was to prevent overfitting.

Data augmentation often employs 
vicinal risk minimization (VRM).48 In 
VRM, human knowledge is needed to 
define a neighborhood around each 
example in the training data, and vir-
tual examples are drawn from this vicin-
ity distribution. It is easiest to demon-
strate this idea in the field of computer 
vision; there, common augmentations 
are geometric transformations such as 
flipping, cropping, scaling, and rotating 
(see Figure 2). The idea is to make the 
classifier invariant to change in position 
and orientation. Similarly, photometric 
transformations amend the color chan-
nels to make the classifier invariant to 
change in lighting and color.

Data augmentation leads to im-
proved generalization, especially with 
small datasets3 or when the dataset 
is unbalanced (instead of under sam-
pling, which is data-inefficient).

Augmentation methods have seen 

to unsupervised paradigms as well. In 
this work we focus on the supervised, 
unsupervised, and semi-supervised set-
tings. Reinforcement learning is gener-
ally beyond the scope of this article, al-
though some of the methods we present 
are applicable to it.

We start with a high-level view of 
our taxonomy, depicted in Figure 1. 
We first make the distinction between 
cases where data (X) is hard to collect, 
and cases where labels (Y) pose the diffi-
culty. For example, collecting a dataset 
of patients with rare diseases is chal-
lenging due to the condition’s rarity. In 
contrast, it is relatively easy to collect a 
large dataset of unlabeled images for 
an image segmentation task, but anno-
tation is slow and costly.

If obtaining data is the main obsta-
cle, we identify three major approaches:

	˲ Add examples: Generate more ex-
amples from available data (for exam-
ple, through data augmentation).

	˲ Use additional information on exist-
ing data: Increase the dimensionality of 
X in a manner that can assist the learner 
(for example, curriculum learning).

	˲ Use models encoding relevant 
knowledge: Instead of learning from 
scratch, take advantage of models 
trained in a different yet relevant setup 
(for example, transfer learning).

If unlabeled data is abundant but la-
bels are difficult to obtain, we identify 
two main approaches:

	˲ Acquire labels efficiently: Label ex-
amples that should heavily contribute 
to the learning process.

	˲ Weak labeling: Using proxy labels, 
either making assumptions about la-
bel distribution (for example, semi-su-
pervised learning) or about the labeling 
process (for example, data program-

ming), or using external (noisy) super-
vision signals correlated with the true 
labels (incidental supervision).

We note these approaches may also 
be combined. For example, one might 
add more examples and increase the 
dimensionality of the data. Here, we fol-
low the taxonomy and elaborate on the 
different approaches and best practices.

Obstacle: Missing Data
Quite often, data is hard (or impos-
sible) to obtain. In the following, we 
survey some of the main methods from 
the left branch in Figure 1: obtaining 
more examples efficiently, adding in-
formative dimensions to existing data, 
or taking advantage of related tasks.

Add examples. This category fo-
cuses on methods for obtaining more 
examples.

Dataset repurposing

Use a preexisting dataset for a new 
purpose.

Dataset repurposing is perhaps the 
most obvious method to add data and 
is mentioned here for the sake of com-
pleteness. The idea is to use a preexist-
ing dataset for a different task than it 
was originally constructed for.

For example, ImageNet was original-
ly made and used for classification, but 
later was reused for image generation.45 
Similarly, the MS-COCO image caption-
ing dataset was reused for training visu-
ally grounded word embeddings.20

Data repurposing also includes 
transformations on existing datasets. 
For example, consider inpainting, the 
process of restoring lost parts of an 
image based on the surrounding in-
formation. Inpainting is done using 

Figure 1. Flowchart of the taxonomy for ways to tackle the data bottleneck.
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a recent surge of interest. Recent ad-
vances include methods that jointly 
train a model for generating augmen-
tations,28 and methods that learn 
which augmentations best fit the data.7 
For example, AutoAugment7 randomly 
chooses a sub-policy of batch transfor-
mation and searches for the one that 
yields the highest validation accuracy.

Beyond human-defined transforma-
tions, recent methods suggested using 
pretrained generative adversarial net-
works (GANs) to create new examples. 
Interestingly, the generated data points 
do not have to be interpretable by hu-
mans. For example, Mixup59 trains a 
neural network on convex combina-
tions of pairs of examples and their in-
terpolated labels, treating it as “noisy” 
training data.

More information on existing data. 
Instead of adding new data points, this 
set of methods focuses on adding di-
mensions to existing points. 

Multimodal learning

Integrate associated information on X 
from multiple modalities.

Multimodal learning attempts to enrich 
the input to the learning algorithm, 
giving the learner access to more than 
one modality of X; for example, an im-
age accompanied by its caption. Mul-
timodal learning is intuitive and like 
how infants learn (that is, children see 
new objects is often accompanied by 
additional semantic information). The 
main drawbacks of multimodal learn-
ing are obtaining rich input and effec-
tively integrating it into the model.

Although the term “multimodal learn-
ing” is recent, many works combined 
information from different modali-
ties.11,22,41 These works, and more recent 
ones, show the promise of this method 
as an effective way to reduce data re-
quirements and improve generalization.

Moreover, multimodal learning is 
also often used when the number of data 
points is extremely small, and in partic-
ular, few-, one-, and zero-shot learning 
(when only a few target-specific labeled 
examples exist for the learning process; 
thus, the learner must understand new 
concepts using only a handful of exam-
ples). For example, Visotsky et al.51 used 
multimodal learning for few-shot learn-
ing by integrating additional per-sample 
information—in this case, a list of ob-

jects appearing in the input image (see 
Figure 3). Schwartz et al.37 demonstrated 
that it is possible to outperform previ-
ous state of the art results on the popu-
lar miniImageNet and CUB few-shot 
learning benchmarks by combining im-
ages with multiple and richer semantics 
(category labels, attributes, and natural 
language descriptions).

Curriculum learning

Present examples to the learner 
according to a predetermined order, 
usually based on difficulty.

In curriculum learning, the learner is 

exposed to examples using a predeter-
mined curriculum, where examples are 
usually sorted in increasing order of dif-
ficulty. Meta-data on X is needed to de-
termine its place in the learning process.

The motivation behind curriculum 
learning comes from humans, as teach-
ers tend to start by teaching simpler 
concepts (for example, learning to ride a 
bicycle with training wheels first). Thus, 
curriculum learning attempts to aug-
ment training examples with a difficulty 
score, often corresponding to typicality.

Given the difficulty score, the algo-
rithm starts with a set of simple data 
points and gradually increases the dif-

Figure 2. Examples for common data augmentation manipulations of images as presented 
by Taylor and Nitschke.40 

Figure 4: Typical versus non typical images of dogs are considered to be easy versus hard, 
respectively, in a dogs versus cats classification task.

(a) 
Typical image of dogs, 

easier to classify.

(b) 
Non-typical images of dogs,  

more difficult to classify.

Figure 3. An illustration of the learning setup used by Visotsky et al.51 

Labeled examples are accompanied with rich information that provides 
hints or explains classification. These labels are created during the 
training phase, where annotators write a list of objects, they observe in 
a visual scene using free text. Irrelevant background objects are often 
ignored. During the test phase, only the image is provided.
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reasoning for the cause of death to lim-
it the search space.

ABML is perhaps less popular than 
the other methods in this section. Nev-
ertheless, if expert local knowledge is 
available, ABML is a powerful way to in-
tegrate partial prior knowledge. More-
over, the induced hypothesis should 
make more sense to an expert, as it must 
be consistent with the input arguments.

Models encoding relevant knowl-
edge. Here, we go beyond the classical 
pipeline of training a model for a task; 
we present models that can take advan-
tage of other, related tasks.

Multi-task learning

Co-learn multiple tasks 
simultaneously to enhance cross task 
similarities for better generalization.

Multi-task learning (MTL) is a promi-
nent area of research where one at-
tempts to train on multiple different 
(yet related) tasks simultaneously. 
These multiple tasks are solved con-
currently, exploiting commonalities 
and differences across them.

It has been shown that challenging 
the learner to solve multiple problems at 
the same time results in better general-
ization and better performance on each 
individual task.36 Indeed, MTL is suc-
cessfully used in both vision and NLP. 
The key factors for this success in the 
absence of a large dataset are: It is an im-
plicit data augmentation method, based 
on cross-task commonalities; it enables 
unraveling cross tasks and feature cor-
relations; and encouraging a classifier 
to also perform well on a slightly differ-
ent task is a better regularization than 
uninformed regularizers (for example, 
enforce weights to be small, which is 
the typical L2-regularization).

As an example, consider the case of 
spam-filtering. Quite often, data from an 
individual user is insufficient for train-
ing a model. Intuitively, different people 
have different distributions of features 
that distinguish spam from legitimate 
email. For example, email messages in 
Russian are probably spam for English 
speakers, but not for Russian speakers. 
However, inter-user commonalities can 
be utilized to solve this problem (for 
example, text related to money transfer 
is probably spam). To build upon these 
similarities, Attenberg et al.4 created an 
MTL-based spam-filter, treating each in-

ficulty of training examples throughout 
the learning process. This progression 
enables the model to learn the broad 
concept on a few easy examples and lat-
er refine the concept with more difficult 
ones. Figure 4 shows photos of dogs in 
the top row are more typical and should 
be easier for a classifier to recognize.

Curriculum learning has been 
shown to improve performance while 
decreasing the number of examples 
needed for convergence.17 For exam-
ple, Zaremba and Sutskever58 showed 
how curriculum improves learning for 
the task of predicting the output of Py-
thon code without executing it.

A major caveat of curriculum learn-
ing is the inherent need for a difficul-
ty-label estimator. Human labeling of 
difficulty can be very demanding, per-
haps even more than standard annota-
tion. In practice, the difficulty of each 
example is often learned by a teacher 
model, which may have access to re-
lated training data.17

A related concept is self-paced learn-
ing (SPL).19 Intuitively, the curriculum 
in SPL is determined by the student’s 
abilities, rather than being fixed by 
the teacher. Instead of heuristically 
designing a difficulty measure, SPL in-
troduces a regularizor into the learning 
objective, with the goal of optimizing a 
curriculum for the model itself. This 
makes SPL broadly applicable.

Argumentation-based  
machine learning

Use experts’ local knowledge to 
restrict the search space.

Argumentation-based machine learn-
ing (ABML) is a method to constrain 
the search space using experts’ local 
knowledge.26 In a nutshell, in ABML the 
learner attempts to find if-then rules 
to explain argumented examples in 
a rule induction process. The learner 
starts by finding a rule, adding it to a 
set of rules and removing all training 
data points that are covered by that 
rule. This process is repeated until all 
examples are removed. ABML’s main 
advantage is the use of expert knowl-
edge to justify specific examples, which 
is often easier than explaining global 
phenomena.

For example, Možina et al.26 used 
ABML for medical records of deceased 
patients, where they used a physician’s 

The data-bottleneck 
problem is 
widespread  
across the field of 
machine learning.
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cal imaging tasks, including inspecting 
chest x-rays54 and retinal fundus im-
ages.8 The idea is that a network trained 
on a large and diverse dataset of images 
captures universal visual features such 
as curves and edges in its early layers 
(similar to the primary visual cortex of 
humans and many other mammals, a 
Nobel prize winning discoverya). Despite 
the difference between the images in 
ImageNet and those in the downstream 
tasks, these features are relevant for 
many vision tasks. Therefore, this ap-
proach significantly decreases the size 
of labeled task-specific data needed.

In NLP, the commonly used pre-
trained model BERT achieves state-
of-the-art results in various tasks.9 
Pretraining such models is often done 
in a self-supervised manner, where dif-
ferent parts of the input are masked, 
and the learner’s goal is to predict the 
masked parts. For example, given a 
sentence, it is possible to iterate over 
it, masking a different word each time, 
to create various examples.

Fine-tuning in deep networks is usu-
ally done either by adding an untrained 
last layer and training the new model 
on the small task-specific dataset or by 
taking the output embeddings of the 
next to last layer. Another possible fine-
tuning technique is to train the whole 
network with a relatively small learn-
ing rate; that is, perform small chang-
es on the already-decent weights (as a 
heuristic, about 10 times smaller than 
the learning rate used for pretraining). 
Fine-tuning can also be done by freez-
ing the weights of the first few layers of 

a	 https://www.nobelprize.org/uploads/2018/06/
hubel-lecture.pdf

dividual user as one distinct but related 
classification task and training a model 
across the different users.

A more recent example of MTL 
learning is the T5 model (see Figure 
5).29 This model achieves state-of-the-
art results on many NLP benchmarks 
while being flexible enough to be fine-
tuned to a variety of downstream tasks. 
T5 receives as input the task at hand 
and thus allows the use of the same 
model, loss function, and hyperparam-
eters for any NLP task.

MTL implementations can be di-
vided into two main categories – hard 
versus soft parameter sharing of the 
hidden layers, where hard parameter 
sharing is more commonly used. In the 
hard type, the hidden layers are shared 
between all tasks while keeping sev-
eral task-specific output layers. Baxter5 
showed that hard parameter sharing 
reduces the risk of overfitting to order N 
(the number of tasks), which is smaller 
than the risk of overfitting the task-spe-
cific parameters (the output layers). In 
soft parameter sharing, each task has 
its own model and parameters. The dis-
tance between model’s parameters is 
then regularized to encourage them to 
be similar (enhance cross tasks’ similar-
ity), as done by Duong et al.10

Transfer learning

Transfer knowledge gained while 
solving one problem to a different  
yet related problem.

Transfer learning is a widely used, 
highly effective way to integrate prior 
knowledge, like humans, who never 
approach a new problem tabula rasa, 
but rather with rich experience of 
somewhat similar problems and their 
solutions.42

The idea is to use preexisting models 
trained on related tasks. These pre-
trained models are usually used as an 
initialization for finetuning using a 
small dataset for the task in hand. Thus, 
significantly less task-specific examples 
are needed for convergence.

Another beneficial side effect is the 
use of the model’s initial wide domain 
knowledge, compared to initialization 
with random weights. In other words, 
the model starts the fine-tuning phase 
with some relevant world knowledge.

For example, models trained on Ima-
geNet have been transferred to medi-

the pretrained model. The motivation 
behind this technique is that the first 
layers capture universal features that 
would probably also be relevant to the 
new task. Thus, freezing them during 
fine-tuning should keep the captured 
information that is relevant for both 
the original and the new tasks.

To conclude, transfer learning is 
a powerful tool for both reducing the 
amount of task-specific data needed 
and improving models’ performance.

Meta learning

Improve the learning algorithm by 
generalizing based on experience from 
multiple learning episodes.

Meta-learning (also known as “learning 
to learn”) is a recent subfield of ma-
chine learning,12 focusing on design-
ing models that can learn new tasks 
or adapt to new environments rapidly, 
with only a few training examples. It is 
based on creating a meta-learner that 
has wide prior knowledge regarding 
the relevant topic(s). Meta learning is 
also inspired by human learning. For 
example, people who know how to 
ride a bicycle are more likely to quickly 
learn to ride a motorcycle.

Note that while meta learning can 
often be meaningfully combined with 
MTL systems, their objectives are dif-
ferent. While MTL aims to solve all 
training tasks, meta learning aims 
to use the training tasks for solving 
new tasks with small data. Thus, meta 
learning is about creating models 
with prior experience that can quickly 
adapt to new tasks. Specifically, the 
meta-learner gradually learns meta-
knowledge across tasks, which can be 

Figure 5. Multi-task paradigm as presented by Raffel et al.29 

The objective is to train a model to perform several tasks that are closely re-
lated. The input contains the current task, which allows the use of same model, 
loss function and hyperparameters across various tasks.

“translate English to German: That is good.”

“Das ist gut.”

“not acceptable”

“3.8”

“six people
hospitalized 
after a storm in
attala county.”

“cola sentence: The course is jumping well…”

“stsb sentence1: The rhino grazed on the grass.
sentence3: A rhino is grazing in a field.”

“summarize: state authorities dispatched
emergency crews tuesday to survey
the damage after an onslaught of severe
weather in mississippi…”

T5
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ples that are difficult for the learner 
to classify might be especially useful 
and could decrease the number of 
data points needed for learning.

There are many methods to de-
termine which data points from the 
training set should be queried next. 
Common objectives include picking 
examples which will change the cur-
rent model the most, examples which 
the current model is least certain 
about, or diverse examples that resem-
ble the data distribution. For example, 
Hacohen et al.16 recently showed that 
in the presence of little data it is most 
beneficial to present the model with 
typical examples (compared to scenari-
os with more data, in which it is best to 
use examples that are close to the deci-
sion boundary).

When generating new examples 
(rather than selecting unlabeled ones 
from the training set), it is important 
to remember that humans will be the 
ones labeling them. We wish to point 
out that while data augmentation 
modifies the input but keeps its label 
(as discussed earlier), active learn-
ing generates examples without la-
bels. Thus, the generation algorithm 
should keep the new points interpre-
table, that is, ensure they have a clear 
label.14 For example, Zarecki and Mar-
kovitch57 automatically transformed 
sentences’ sentiment by replacing key 
words that bring them closer to the 
classification boundary (while keep-
ing their syntax).

Recent approaches use GANs to 
generate new examples, either from 
scratch (and label them),60 or by modi-
fying an existing example (while at-
tempting to preserve the label).43 Both 
scenarios update the learner and the 
GAN model simultaneously after label-
ing a new example.

Importantly, the GAN approaches are 
more expressive than transformation-
based approaches, but the result is of-
ten less interpretable. Figure 6 shows an 
example of modified images from Tran 
et al.43 Note that while the MNIST exam-
ples (handwritten digits) have relatively 
clear labels, the CIFAR10 examples (tiny 
images in ten classes such as airplane, 
dog, and ship) are not as easy to label.

A note on gamification. Active learn-
ing is the dominant paradigm for re-
ducing the number of annotations 
needed. However, a different approach 

generalized to a new task using little 
task-specific information.

There are three common approach-
es to meta-learning: metric-based (sim-
ilar to nearest-neighbor algorithms), 
optimization-based (meta-gradients 
optimizing), and model-based (no as-
sumptions about data distribution).

As an example of a metric-based 
approach, Vinyals et al.50 proposed a 
framework that explicitly learns from 
a given support set to minimize a loss 
over a batch. The result is a model that 
learns to map a small, labeled support 
set and an unlabeled example to its la-
bel, obviating the need for fine-tuning 
to adapt to new class types. They then 
showed the superiority of this method 
in both vision and NLP tasks.

A well-known work in the optimiza-
tion-based line of research is model-
agnostic meta-learning (MAML), which 
is a general optimization algorithm, 
compatible with any gradient descent-
based model.12 It uses a meta-loss 
specifically designed to induce quick 
changes when fine-tuned on new tasks 
and is based on N-gradients (where N is 
the total number of tasks).

In the model-based line of research, 
Munkhdalai and Yu27 presented Meta-
Net, a meta-learning model designed 
specifically for rapid generalization 
across tasks. The rapid generalization 
of MetaNet relies on “fast weights”, 
which are parameters of the network 
with a smaller timescale for changes 
than the regular gradient-based weight 
changes. This Hebbian short-term 
plasticity maintains a dynamically 
changing short-term memory of the 

recent history of the units’ activities in 
the network, as opposed to the stan-
dard slow recurrent connectivity. This 
model outperforms various other re-
current models across several tasks.

Obstacle: Missing Labels
We now turn our attention to the sec-
ond major branch in Figure 1, where 
unlabeled data is abundant, but there 
are few labels (or no labels at all). This 
setting is common in practice because 
unlabeled data is often much easier to 
obtain than labeled data. In this sec-
tion we cover two main approaches. 
The first deals with ways to acquire 
labels efficiently, and the other uses 
weak labels.

Active learning

Generate examples which  
are close to the decision boundary.  
These examples should contribute  
to the learning process more  
than random examples.

Acquiring labels efficiently. When 
more labels are needed but annota-
tion is costly, an immediate question 
would be how to acquire new labeled 
data efficiently. The prime example of 
this is active learning, in which the 
learner can iteratively query an oracle 
(information source) to label new data 
points.32 These queries can include 
unlabeled examples either from the 
dataset or new ex-nihilo data points, 
often ones that are close to the deci-
sion boundary. The rationale is that 
not all examples contribute equally 
to the learning process: diverse exam-

Figure 6. Images generated by the GAN transformation approach for “near-miss” examples.43 

Images generated based on the MNIST dataset are interpretable to humans, 
while this is not the case for the CIFAR10 examples.

(a)  MNIST (b)  CIFAR 10
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to label efficiently is to reduce the cost 
of annotations. A notable example is 
gamification—applying gaming me-
chanics to non-gaming environments, 
to make tasks more enjoyable and give 
annotators a non-monetary incentive to 
provide labels. The challenge in gamifi-
cation is often to design the game to cre-
ate the right incentive. This is far from 
trivial, and requires knowledge of game 
design, motivational psychology, and 
an understanding of the target group.25 
Ignorance of the complexity involved 
in gamification often results in modest 
outcomes.

The seminal work of Von Ahn and 
Dabbish52 demonstrated a two-player 
game for image labeling, where the play-
ers gain points for describing an image 
using the exact same term. The research-
ers famously estimated that if users 
were to play the game at the same rate 
as other popular online games, most 
images on the Web could be labeled (for 
free) within only a few months. Another 
example is the unfun.me corpus used in 
humor research. This corpus was con-
structed via an online game where play-
ers change satirical headlines into seri-
ous ones with minimal edits.55

Weak labeling. If we cannot obtain 
labels efficiently, we could choose to 
obtain noisy labels as a proxy. In vision, 
this is sometimes referred to as “au-
tomatic image annotation.” We cover 
two main types of noisy labels here.

Assumptions on P (Y = y|X = x).

Semi-supervised learning

Harness information regarding  
P (X = x) to reduce labeling 
requirements by integrating labeled 
and non-labeled examples in  
the learning process.

Semi-supervised learning (SSL) is a very 
large and active area of research, and 
we do not profess to cover all it; for a re-
cent survey on SSL, we refer the reader 
to van Engelen and Hoos.46

SSL estimates the distribution P (X = x) 
using a large amount of unlabeled, to re-
duce the annotated data requirements. 
It makes strong assumptions about the 
relation between P (X = x) and P (Y = y|X = 
x) to reduce the number of labeled exam-
ples needed.56 Typically, these assump-
tions take the following forms:

	˲ Smoothness: Points that are close 
to each other are more likely to share a 

label. More formally, every two adjacent 
samples x, x¢ should have similar labels.

	˲ Cluster-ability: Data tend to form 
discrete clusters where points belong-
ing to the same cluster are more likely 
to share a label. Thus, the decision 
boundary can only pass through low-
density areas in the feature space.

	˲ Manifold: Data lies approximately 
on a manifold of a much lower di-
mension than the input space. Thus, 
when considering low-dimensional 
manifolds of the input space, any data 
points on the same manifold should 
have the same label.

All three assumptions can be seen 
as different definitions of interpoints 
similarity: The smoothness defines 
it as proximity in the input space, the 
cluster-ability assumes high-density 
areas contain similar data points, and 
the manifold states that points which 
lie on the same low-dimensional mani-
fold are similar.

Another important distinction in 
SSL is between inductive and transduc-
tive methods. The former yields a clas-
sification model to predict the label of 
a new example, like supervised learning 
(f: X ® Y). The latter do not yield such a 
model, but instead directly provide pre-
dictions. Transductive approaches are 
usually graph-based, while the inductive 
approaches can be further divided into 
unsupervised preprocessing, intrinsically 
semi-supervised, and wrapper methods.46

One popular way of using the un-
supervised preprocessing approach 
is to use the knowledge on P (X = x) 
to extract useful features in a lower 
dimension than the original dimen-
sion of X and thus reduce the learning 
complexity. This includes learning a 
representation using an auto-encoder 
model49 or applying a dimensionality 
reduction method like PCA.1

Under the inductive approach, it 
is also possible to use an intrinsically 
semi-supervised model like semi-super-
vised SVM, which changes the optimiza-
tion target to find a decision boundary 
with maximal margin from both labeled 
and unlabeled points (for example, us-
ing SVM).47 This can also be applied to 
neural networks by adding a form of 
regularization over the unlabeled data.30

In wrapper methods, a model is ini-
tially trained from the available set of 
examples.44 It then makes predictions 
on the unlabeled dataset. The model’s 

When generating 
new examples 
(rather than 
selecting unlabeled 
ones from  
the training set),  
it is important  
to remember  
that humans  
will be the ones 
labeling them.
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between klow and khigh”, or “emails con-
taining a link have at least k% more 
spam than emails without links”).18 
Ballpark learning learns a model that 
labels individual instances while satis-
fying these soft, noisy constraints.

Noisy Supervision from External 
Datasets. It is sometimes possible to 
take advantage of preexisting datasets 
to get a noisy supervision signal.

Distant supervision

Use a preexisting database to collect 
examples for the desired relation. 
These examples are then used to 
automatically generate labeled 
training data.

Distant supervision is a popular method 
to use existing datasets. In distant su-
pervision, a model is learned given a 
labeled training set, as in “standard” 
supervised ML, but the training data 
is weakly labeled (that is, labeled auto-
matically, based on heuristics or rules).

For example, Mintz et al.24 used Free-
base, a large, unlabeled, semantic da-
tabase, to provide distant supervision 
for relation extraction. The intuition is 
that any sentence that contains a pair of 
entities with a known Freebase relation 
is likely to express that relation in some 
way.23 For example, each pair of “Barack 
Obama” and “Michelle Obama” that 
appear in the same sentence can be 
extracted as a positive example for the 
marriage relation. Due to the poten-

pseudo-labels are added as labeled 
data for the next iteration of supervised 
learning. This process is repeated until 
convergence.

Data programming

Integrate multiple weak heuristics 
regarding the labeling process  
f : X → Y to create noisy labels.

Data programming is a paradigm for the 
programmatic creation of training sets. 
In data programming, users express 
weak supervision strategies or domain 
heuristics as labeling functions (LFs), 
which are programs that label subsets of 
the data. Importantly, LFs are imprecise 
and can contradict each other, resulting 
in noisy labels. By explicitly representing 
the labeling process f: X ® Y as a genera-
tive model, data programming aims to 
“denoise” the generated training set.

For example, in spam-detection, po-
tential LFs would return “spam” if the 
email contains a URL or a money trans-
fer request, and “no-spam” if coming 
from someone in your contact list. 
These functions alone achieve poor 
performance; however, like ensemble 
methods (where a group of weak learn-
ers comes together to form a strong one 
with superior accuracy), the strength of 
data programming is in the combina-
tion of many weak heuristics.

A popular system for data program-
ming is Snorkel.31 It applies the (noisy) 
LFs to the data and estimates their ac-

curacy and correlations, using only their 
agreements and disagreements. This in-
formation is then used to reweight and 
combine LF predictions to output prob-
abilistic noise-aware training labels. 
This process is presented in Figure 7.

Expectation regularization

Using prior knowledge regarding  
the proportion of the different labels 
in sub-groups of the data to create 
noisy labels.

Prior knowledge regarding labels’ pro-
portion in various subgroups of the 
data, makes it possible to automatical-
ly create noisy labels in a process called 
expectation regularization (learn from 
label proportions).53

This estimation process relies on 
uniform convergence properties of the 
expectation operator. It uses empirical 
means of the sub-groups to approxi-
mate expectations with respect to a 
group’s distribution. The latter is then 
used to compute expectations with re-
spect to a given label, and finally, the 
conditional means on the label distri-
bution are used to estimate the condi-
tional group means.

A recent work in this area is ballpark 
learning, which relaxes the assumption 
of known label proportions, assuming 
instead soft constraints on proportions 
within and between groups of instances 
(for example, “the percentage of spam 
in emails mentioning a certain word is 

Figure 7. Illustration of Snorkel’s pipeline.

The domain expert creates noisy labeling functions (LFs). A generative model  
learns to resolve and model the output of these LFs. The model’s output  
is the input to a discriminative model. Image reproduced from  
https://towardsdatascience.com/snorkel-a-weak-supervision-system-a8943c9b639f

def lf1(x):
 cid = (x.chemical_id,
x.disease_id)
 return 1 if cid in KB else 0

def lf2(x):
 m = re.search(r'.*cause.*'.
x.between)
 return 1 if m else 0

def lf3(x):
 m = re.search(r'.*not
cause.*'. x.between)
 return 1 if m else 0
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tially large number of sentences that 
contain a given entity pair, it is possible 
to extract and combine noisy features 
for the labeling process. Based on these 
semantic signals, Mintz et al.24 was able 
to use 116 million unlabeled instances.

Incidental supervision

Exploit weak signals that exist  
in data independently of the task  
at hand.

The incidental supervision framework is 
based on the idea that informative cues 
for a task could exist in datasets that 
were not constructed with this task in 
mind. For example, suppose we want 
to infer gender from first names. One 
could use Wikipedia, which was not cre-
ated for this task. The incidental signal 
would be pronouns and other gender in-
dicators appearing in the first paragraph 
of Wikipedia pages about people with 
that first name. This signal is correlated 
to the task at hand and (together with 
other signals and inferences), could be 
used for supervision, reducing the need 
for annotations.

Incidental supervision does not as-
sume knowledge about the labeling 
process.34 Moreover, incidental signals 
can be noisy, partial, or only weakly cor-
related with the target task, and still be 
used to provide supervision and facili-
tate learning. Note that the notion of 
supervision here is different from that 
of distant supervision: In distant super-
vision, the model learns in the standard 
supervised learning way, but the training 
set is labeled automatically, based on 
heuristics. In incidental supervision, a 
complete training set might never exist.

Context-sensitive spelling and gram-
mar checking is a task that has been 
relying on incidental supervision for 
over 20 years now.13 Under the assump-
tion that most edited textual resources 
(books, newspapers, Wikipedia) do not 
contain many spelling and grammar er-
rors, these methods generate contextual 
representations for words, punctuation 
marks and phenomena such as agree-
ments. These representations are then 
used to identify mistakes and correct 
them in a context-sensitive manner.35

An unintentional example for the 
power of incidental signals comes 
from image processing, where the task 
of gender detection based on the iris 
texture was solved with great accuracy 

(over 80% for most papers and an im-
pressive score of 99.5% reported by Al-
rashed and Berbar2). However, it was 
later discovered that most models did 
not detect a person’s gender; rather, 
they detected the use of cosmetic mas-
cara, which is a much easier task and 
is indeed correlated with the original 
assignment.21 Thus, although uninten-
tionally, this finding emphasized the 
potential of using incidental cues.

Conclusion
The dominant paradigm in ML today is 
creating large, task-specific datasets (of-
ten using crowdsourcing). In this review 
we devise a taxonomy for alternative 
ways to tackle the data bottleneck prob-
lem. The taxonomy aims to bring order 
to the various methods suggested across 
different subfields, as well as making it 
easier to identify underlying assump-
tions and potential new directions. 
Identifying assumptions is essential for 
breaking them—and breaking assump-
tions is an established technique for en-
couraging creativity and innovation.

For example, surveying the taxono-
my, several common assumptions that 
stand out are that samples tend to be 
representative of the data, that we have 
information about X and Y conjointly, 
and that each example has exactly one 
correct label. This raises the prospect 
of new learning settings (for example, 
what if we only have knowledge about 
the distributions of data points P (X = 
x) and labels P (Y = y), separately?), and 
of new ways to aggregate multiple (cor-
rect but different) labels.

We note that our taxonomy covers 
widely diverse techniques, making very 
different assumptions. Ultimately, we 
expect that choosing a technique will 
often boil down to what the practitioner 
has access to (that is, which assump-
tions are met). For example, in multi-
task learning the practitioner not only 
possess labeled data for their task, but 
also for several related tasks; in data 
programming, they have no (or very few) 
labels for their task but possess some 
partial knowledge about the labeling 
process; in curriculum learning, they 
know something about the hardness of 
data points; and so on.

We further wish to point out that it 
is not always obvious whether a meth-
od’s assumptions are met in practice, 
or to estimate which method is better 

Identifying 
assumptions  
is essential  
for breaking them—
and breaking 
assumptions  
is an established 
technique for 
encouraging 
creativity  
and innovation.
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suited for a specific use 
case. The answer might 
depend on many factors, 
such as the inherent dif-
ficulty of the concept one 
wishes to learn, biases in 
the data, or the manual 

effort needed to obtain high-quality 
input for the different methods. For ex-
ample, in methods using weak labeling, 
the tradeoff between implementation 
speed and accuracy for different weak 
labels is often not clear in advance.

In addition to the inherent diffi-
culty of collecting large datasets, we 
note there are growing concerns about 
such datasets, including environmen-
tal costs, financial costs, opportunity 
costs, and more.38 We also note that 
large datasets are still prone to fitting 
artifacts, and that several recent meth-
ods have attempted to address the re-
curring challenges of the annotation 
artifacts and human biases found in 
many existing datasets.15

In conclusion, ML has made tremen-
dous progress using large datasets, but 
they are not a panacea for all problems. 
Our hope is that this paper will encour-
age re-thinking about current annota-
tion-heavy approaches.
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outcome probabilities) and capturing 
their effect on the symbolic model. A 
key idea here is to train one symbolic 
model for each point in the test set, 
enabling a more scalable construc-
tion than a procedure which would be 
agnostic to the test set. Finally, given 
the symbolic model for that point, one 
tries to prove, via standard symbolic 
methods, that the point is indeed clas-
sified to the same label by that model.

Naturally, because the used ab-
stractions are incomplete (to ensure 
scalability), this final proof step may 
fail even though the property holds. 
Importantly, however, the technique 
is sound: if the method states that a 
given point is classified to a particular 
label under the symbolic model, then 
the statement is guaranteed to hold. 
To demonstrate the overall concept, 
the paper focuses on a popular class of 
machine learning models, namely de-
cision trees, but the introduced ideas 
are of general applicability.

The paper is a beautiful reference 
and a must-study for anyone interested 
in learning how to fruitfully connect, in 
a clean and elegant manner, the seem-
ingly disparate worlds of data-driven 
optimization and symbolic techniques. 
Indeed, the creative fusion of these two 
fields will likely drive many new advanc-
es in next-generation AI systems. As to 
future work, now that we know prog-
ress is feasible, one would expect the 
paper to trigger much interest in prov-
ing properties involving training set 
perturbations, as well as in extending 
and applying these ideas to other kinds 
of models and application domains. 
This would necessarily require novel 
abstractions, resulting in new kinds of 
symbolic learning algorithms.	

Martin Vechev is a professor at ETH Zurich, Switzerland, 
where he leads the Secure, Reliable, and Intelligent 
Systems Lab.

Copyright held by author.

OV E R  T H E  L A S T  decade, machine learn-
ing has revolutionized entire areas of 
science ranging from drug discovery 
to autonomous driving, to medical 
diagnostics, to natural language pro-
cessing and many others. Despite this 
impressive progress, it has become 
increasingly evident that modern ma-
chine learning models suffer from 
several issues which, if not resolved, 
could prevent their widespread adop-
tion. Example challenges include lack 
of robustness guarantees to slight 
distribution shifts, reinforcing unfair 
bias present in training data, leakage 
of sensitive information through the 
model, and others.

Addressing these issues by invent-
ing new methods and tools for estab-
lishing that machine learning models 
enjoy certain desirable guarantees, is 
critical, especially for domains where 
safety and security are paramount. In-
deed, over the last few years there has 
been substantial research progress 
in new techniques aiming to address 
the above issues with most work so 
far focusing on perturbations applied 
to inputs of the model. For instance, 
the community has developed novel 
verification methods for proving that 
a model always classifies a sample (for 
example, an image) to the same label 
regardless of certain transformations 
(for example, an arbitrary rotation of 
up to five degrees). New sophisticated 
methods are constantly being invented 
targeting different properties, differ-
ent types of guarantees (probabilistic, 
deterministic) and application do-
mains (for example, natural language 
or visual perception).

Despite remarkable progress, there 
has been comparatively little work on 
proving that models work as intended 
when their training data has been ma-
nipulated (as opposed to manipulat-
ing test- or inference-time inputs). Ad-
dressing this challenge is important, 

as otherwise an adversary can poison 
the training data by inserting or modi-
fying samples, to force the model into 
specific mis-predictions, leading to 
degraded performance at inference-
time. This predicament can easily oc-
cur in various settings, for instance, in 
scenarios where models rely on large 
amounts of public (now potentially 
poisoned) data for their pretraining 
phase. At the same time, the problem 
is inherently difficult: proving that 
standard test-time performance is ro-
bust to changes of the training data 
requires reasoning about a poten-
tially intractable number of models, 
each induced by a different subset of 
training data points. This means that 
a naive solution where one simply 
trains different models for different 
subsets of the data and then runs the 
test set through each of these models, 
is practically infeasible and raises the 
following fundamental question: how 
do we process an intractably large set 
of trained models when enumeration 
is infeasible?

The following PLDI paper address-
es this challenging question in a clean, 
beautiful, and elegant manner. The 
key observation is to connect ideas 
from abstract interpretation with ma-
chine learning, by representing the 
intractably large set of trained models 
via a symbolic abstraction and intro-
ducing what amounts to a symbolic 
learning algorithm: rather than train-
ing a concrete model on a concrete 
dataset, the paper shows how to train a 
symbolic model (which captures an in-
tractable number of concrete models) 
on a symbolic dataset (which captures 
an intractable number of possible 
concrete dataset variants). Creating 
the novel symbolic learning algorithm 
is non-trivial and requires introduc-
ing symbolic (abstract) counterparts 
for all key steps of the learning algo-
rithm (for example, those computing 
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Abstract
Machine learning models are brittle, and small changes in 
the training data can result in different predictions. We 
study the problem of proving that a prediction is robust to 
data poisoning, where an attacker can inject a number of 
malicious elements into the training set to influence the 
learned model. We target decision tree models, a popular 
and simple class of machine learning models that under-
lies many complex learning techniques. We present a 
sound verification technique based on abstract interpre-
tation and implement it in a tool called Antidote. Antidote 
abstractly trains decision trees for an intractably large 
space of possible poisoned datasets. Due to the soundness 
of our abstraction, Antidote can produce proofs that, for a 
given input, the corresponding prediction would not have 
changed had the training set been tampered with or not. 
We demonstrate the effectiveness of Antidote on a number 
of popular datasets.

1. INTRODUCTION
Artificial intelligence, in the form of machine learning (ML), 
is rapidly transforming the world as we know it. Today, ML 
is responsible for an ever-growing spectrum of sensitive 
decisions—from loan decisions, to diagnosing diseases, to  
autonomous driving. Many recent works have shown how 
ML models are brittle,2,5,19,20,22 and with ML spreading across 
many industries, the issue of robustness in ML models has 
taken center stage. The research field that deals with study-
ing robustness of ML models is referred to as adversarial 
machine learning. In this field, researchers have proposed 
many definitions that try to capture robustness to different 
adversaries. The majority of these works have focused on 
verifying or improving the model’s robustness to test-time 
attacks,8,9,21 where an adversary can craft small perturba-
tions to input examples that fool the ML model into chang-
ing its prediction, for example, making the model think a 
picture of a cat is that of a zebra.4

Data-poisoning robustness. This paper focuses on veri-
fying data-poisoning robustness, which captures how robust 
a training algorithm L is to variations in a given training set T.  
Intuitively, applying L to the training set T results in a 
classifier (model) M, and in this paper, we are interested 
in how the trained model varies when producing pertur-
bations of the input training set T.

The idea is that an adversary can produce slight modi-
fications of the training set, for example, by supplying a 
small amount of malicious training points, to influence 
the produced model and its predictions. This attack model 
is possible when the data is curated, for example, via 

The original version of this paper was published in 
the Proceedings of the 41st ACM SIGPLAN Conference on 
Programming Language Design and Implementation, June 
20, 2020.

crowdsourcing or from online repositories, where attack-
ers can try to add malicious elements to the training data. 
For instance, one might add malicious training points to 
affect a malware detection model,23 or a small number of 
images to bypass a facial recognition model.5

Verification challenges. Data-poisoning robustness has 
been studied extensively.2,13,15,24,25 While some defenses 
have been proposed against specific attacks10,19—that 
is, modifications to training sets—we are not aware of 
any technique that can formally verify that a given learn-
ing algorithm is robust to perturbations to a given train-
ing set. Verifying data-poisoning robustness of a given 
learner requires solving a number of challenges. First, the 
datasets over which the learner operates can have thou-
sands of elements, making the number of modified train-
ing sets we need to consider intractably large to represent 
and explore explicitly. Second, because learners are com-
plicated programs that employ complex metrics (e.g., 
entropy and loss functions), their verification requires 
new techniques.

Our approach. We present a new abstraction-
interpretation-based approach on the problem of verifying 
data-poisoning robustness for decision tree learners. We 
choose decision trees because they are simple, widely 
used, interpretable models. We summarize our contribu-
tions as follows:

•	 Antidote: the first sound technique for verifying data-
poisoning robustness for decision tree learners (§2).

•	 A trace-based view of decision tree learning as a 
stand-alone algorithm that allows us to sidestep the 
challenging problem of reasoning about the set of all 
possible output trees a learner can output on differ-
ent datasets (§3).

•	 An abstract domain that concisely encodes sets of 
perturbed datasets and the abstract transformers 
necessary to verify robustness of a decision tree 
learner (§4).

•	 An evaluation of Antidote on five representative datas-
ets from the literature. Antidote can prove poisoning 
robustness for all datasets in cases where an enumer-
ation approach would be doomed to fail (§5).
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is completely black (right). This is the best split we can have 
for our data, assuming we can only pick predicates of the 
form x £ c, for an integer c. Note that, while the set of predi-
cates x £ c is infinite, for this dataset (and in general for any 
dataset), there exists only finitely many inequivalent predi-
cates—for example, x £ 4 and x £ 5 split the dataset into the 
same two sets.

Given a new element for a classification, we check if 
it is £ 10, in which case we say it is white with probability 
7/9—that is, the fraction of white elements such that £ 10. 
Otherwise, if the element is > 10, we say it is black with 
probability 1.

Data-poisoning robustness. Imagine we want to classify 
an input x but want to make sure the classification would not 
have changed had the training data been slightly different. 
For example, maybe some percentage of the data was mali-
ciously added by an attacker to sway the learning algorithm, 
a problem known as data poisoning. Our goal is to check 
whether the classification of x is robust to data poisoning.

A naïve approach. Consider our running example and 
imagine we want to classify the number 5. Additionally, we 
want to prove that removing up to two elements from the train-
ing set would not change the classification of 5—that is, we 
assume that up to ~15% (or 2/13) of the dataset is contributed 
maliciously. The naïve way to do this is to consider every pos-
sible training dataset with up to two elements removed and 
retrain the decision tree. If all trees classify the input 5 as 
white, the classification is robust to this level of poisoning.

Unfortunately, this approach is intractable. Even for our 
tiny example, we have to train 92 trees .  
For a dataset of 1,000 elements and a poisoning of up to 10 
elements, we have ~1023 possibilities.

An abstract approach. Our approach to efficiently proving 
poisoning robustness exploits a number of insights. First, we 
can perform decision tree learning abstractly on a symbolic 
set of training sets, without having to deal with a combina-
torial explosion. The idea is that the operations in decision 
tree learning, for example, selecting a predicate and split-
ting the dataset, do not need to look at every concrete ele-
ment of a dataset, but at aggregate statistics (counts).

Recall our running example in Figure 2. Let us say that 
up to two elements have been removed. No matter what two 
elements you choose, the predicate x £ 10 remains one that 
gives a best split for the dataset. In cases of ties between 
predicates, our algorithm abstractly represents all possible 
splits. For each predicate, we can symbolically compute 
best- and worst-case scores in the presence of poisoning as 
an interval. Similarly, we can also compute an interval that 
overapproximates the set of possible classification probabil-
ities. For instance, in the left branch of the decision tree, the 
probability will be [0.71, 1] instead of 0.78 (or 7/9). The best-
case probability of 1 is when we drop the black points 0 and 
4; the worst-case probability of 0.71 (or 5/7) is when we drop 
any two white points.

The next insight that enables our approach is that we do 
not need to explicitly build the tree. Since our goal is to prove 
robustness of a single input point, which effectively takes a 
single trace through the tree, we mainly need to keep track 
of the abstract training sets as they propagate along those 

2. OVERVIEW
In this section, we give an overview of decision tree learn-
ing, the poisoning robustness problem, and motivate our 
abstraction-based proof technique (Figure 1).

Decision tree learning. Consider the dataset Tbw at the 
top of Figure 2. It is comprised of 13 elements with a single 
numerical feature. Each element is labeled as a white (empty) 
or black (solid) circle. We use x to denote the feature value 
of each element. Our goal is to construct a decision tree that 
classifies a given number into white or black.

For simplicity, we assume that we can only build trees of 
depth 1, like the one shown at the bottom Figure 2. At each 
step of building a decision tree, the learning algorithm is 
looking for a predicate j with the best score, with the goal of  
splitting the dataset into two pieces with least diversity; that 
is, most elements have the same class (formally defined 
usually using a notion of entropy). This is what we see in 
our example: Using the predicate x £ 10, we split the data-
set into two sets, one that is mostly white (left) and one that 

Abstract
learning +
inference

Training
dataset T

Learning

input x

Predicted
label of x

Abstract  dataset T
input x

Label of x
&

Proof of
robustness

Set of training sets that
attacker may have poisoned

Our approach to proving data-poisoning robustness.

Standard machine-learning pipeline

Inference
model

Don’t know
imprecise

abstraction

Figure 1. High-level overview of our approach.
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Figure 2. Illustrative example.



 

FEBRUARY 2023  |   VOL.  66  |   NO.  2  |   COMMUNICATIONS OF THE ACM     107

traces. This insight drastically simplifies our approach; 
otherwise, we would need to somehow abstractly represent 
sets of elements of a tree data structure, a nontrivial prob-
lem in program analysis.

Abstraction and imprecision. We note that our approach 
is sound but necessarily incomplete; that is, when our 
approach returns “robust” the answer is correct, but there 
are robust instances for which our approach will not be able 
to prove robustness. There are numerous sources of impre-
cision due to overapproximation, for example, we use the 
interval domain to capture real-valued entropy calculations 
of different training set splits, as well as the final probability 
of classification.

An involved example. To further illustrate our technique, we  
preview one of our experiments. We applied our approach 
to the MNIST-1-7 dataset, which has been used to study 
data poisoning for deep neural networks19 and support vec-
tor machines.2 In our experiments, we checked whether 
Antidote could prove data poisoning for the inputs used in 
the same dataset when training a decision tree. For example, 
when applying Antidote to the image of the digit in Figure 3, 
Antidote proves that it is poisoning robust (always classified 
as a seven) for up to 192 poisoned elements in 90 seconds. 
This is equivalent to training on ~10432 datasets!

3. PRELIMINARIES
In this section, we begin by formally defining the data-
poisoning-robustness problem. Then, we present a trace-based 
view of decision tree learning, which will pave the way for a 
poisoning robustness proof technique.

3.1. The poisoning robustness problem
In a typical supervised learning setting, we are given a 
learning algorithm L and a training set T Í X × Y comprised 
of elements of some set X, each with its classification label 
from a finite set of classes Y. Applying L to T results in a 
classifier (or model): M : X ® Y . For now, we assume that 
both the learning algorithm L and the models it learns are 
deterministic functions.

A perturbed set D(T) Í 2X × Y  defines a set of possible 
neighboring datasets of T. Our robustness definitions are 
relative to some given perturbation D. (In Section 4.1, we 
define a specific perturbed set that captures a particular 
form of data poisoning.)

Definition 3.1 (Poisoning Robustness). Fix a learning algo-
rithm L, a training set T, and let D(T) be a perturbed set. Given an 
element x Î X, we say that x is robust to poisoning T if and only if

When T and D are clear from context, we will simply say that x 
is robust.
In other words, no matter what dataset T¢ Î D(T) we use to 
construct the model M = L(T¢), we want M to always return 
the same classification for x. returned for x by the model L(T) 
learned on the original training set T.

Example 3.1. Imagine we suspect that an attacker has contrib-
uted 10 training points to T, but we do not know which ones. We 
can define D(T ) to be T as well as every subset of T of size 
|T| − 10. If an input x is robust for this definition of D(T), then no 
matter whether the attacker has contributed 10 training items 
or not, the classification of x does not change.

3.2. Decision trees: a trace-bas   ed view
We will formalize a tree as the set of traces from the root to 
each of the leaves. As we will see, this trace-based view will 
help enable our proof technique.

A decision tree R is a finite set of traces, where each trace 
is a tuple (s, y) such that s is a sequence of Boolean predi-
cates and y Î Y  is the classification.

Semantically, a tree R is a function in X ® Y . Given an 
input x Î X, applying R(x) results in a classification y from 
the trace (s, y) Î R where x satisfies all the predicates in the 
sequence s = [j1, …, jn], that is,  is true. We say a 
tree R is well-formed if for every x Î X, there exists exactly one 
trace (s, y) Î R such that x satisfies all predicates in s. In the 
following, we assume all trees are well-formed.

Example 3.2 (Decision tree traces). Consider the decision 
tree in Figure 2. It contains two traces, each with a sequence of 
predicates containing a single predicate: ([x £ 10], white) and 
([x > 10], black).

3.3. Tree learning: a trace-based view
We now present a simple decision tree learning algorithm, 
Trace. Then, in Section 4, we abstractly interpret Trace with 
the goal of proving poisoning robustness.

One of our key insights is that we do not need to explicitly 
represent the learned trees (i.e., the set of all traces), since 
our goal is to prove robustness of a single input point, which 
effectively takes a single trace through the tree. Therefore, in 
this section, we will define a trace-based decision tree learning 
algorithm. This is inspired by standard algorithms—such as 
CART,3 ID3,16 and C4.517—but it is input-directed, in the sense 
that it only builds the trace of the tree that a given input x will 
actually traverse.

A trace-based learner. Our trace-based learner Trace is 
shown in Figure 4. It takes a training set T and an input x and 
computes the trace traversed by x in the tree learned on T.  
Intuitively, if we compute the set of all traces Trace(T, x) for 
each x Î T, we get the full tree, the one that we would have 
traditionally learned for T.

The learner Trace repeats two core operations: (i) selecting a  
predicate j with which to split the dataset (using bestSplit) 
and (ii) removing elements of the training set based on 
whether they satisfy the predicate j (depending on x, using 

Figure 3. Example MNIST-1-7 digit that is proven poisoning-robust by 
Antidote.
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filter). The number of times the loop is repeated (d) is the max-
imum depth of the trace that is constructed. Throughout, we 
assume a fixed set of classes Y  = {1, …, k}.

The mutable state of Trace is the triple (T, j, s): (i) T is 
the training set, which will keep getting refined (by drop-
ping elements) as the trace is constructed. (ii) j is the most 
recent predicate along the trace, which is initially undefined 
(denoted by à). (iii) s is the sequence of predicates along the 
trace, which is initially empty.

Predicate selection. We assume that Trace is equipped 
with a finite set of predicates F with which it can construct 
a decision tree classifier; each predicate in F is a Boolean 
function in X ® B.

bestSplit(T) computes a predicate j* Î F that splits the 
current dataset T—usually minimizing a notion of entropy. 
Ideally, the learning algorithm would consider every pos-
sible sequence of predicates to partition a dataset in order 
to arrive at an optimal classifier. For efficiency, a decision 
tree-learning algorithm does this greedily: It selects the 
best predicate it can find for a single split and moves on to 
the next split. To perform this greedy choice, it measures 
how diverse the two datasets resulting from the split are. 
We formalize this below:

We use T¯j to denote the subset of T that satisfies j, that is,

T¯j = {(x, y) Î T |x  j}

Let F¢ be the set of all predicates that do not trivially split the 
dataset: F¢ = {j Î F | T¯j ¹ 0/ Ù T¯j ¹ T}. Finally, bestSplit(T) 
is defined as follows:

where score(T, j) = |T¯j|×ent(T¯j)+|T¯Øj|×ent(T¯Øj). 
Informally, bestSplit(T) is the predicate that splits T into 
two sets with the lowest entropy, as defined by the function ent 

in Figure 5. Formally, ent computes Gini impurity, which is 
used, for instance, in the CART algorithm.3 Note that if F¢ = 
0/, we assume bestSplit(T) is undefined (returns à). If multi-
ple predicates are possible values of bestSplit(T), we assume 
one is returned nondeterministically. Later, in Section 4, 
our abstract interpretation of Trace will actually capture all 
possible predicates in the case of a tie.

Example 3.3. Recall our example from Section 2 and Figure 2. For 
readability, we use T instead of Tbw for the dataset. Let us 
compute score(T, j), where j is x £ 10. We have |T¯j| = 9 and 
|T¯Øj| = 4. For the classification probabilities, defined by cprob 
(Figure 5), we have cprob(T¯j) = á7/9, 2/9ñ and cprob(T¯Øj) = á0, 1ñ  
assuming the first element represents white classification; 
for example, in T¯j, there’s a 7/9 chance of being classified as 
white. For ent, we have ent(T¯j) ≈ 0.35 and ent(T¯Øj) = 0. Since 
T¯j only comprises black points, its Gini impurity is 0.

The score of x £ 10 is therefore ~3.1. For the predicate 
x £ 11, we get the higher (worse) score of ~3.2, as it generates a 
more diverse split.

Filtering the dataset. The operator filter removes elements of 
T that evaluate differently than x on j. Formally,

Learner result. When Trace terminates in a state (Tr, jr, sr), 
we can read the classification of x as the class i with the 
highest number of training elements in Tr.

Using cprob, in Figure 5, we compute the probability of 
each class i for a training set T as a vector of probabilities. 
Trace returns the class with the highest probability:

As before, in case of a tie in probabilities, we assume a nonde-
terministic choice.

Example 3.4. Following the computation from Ex. 3.3, Trace(T, 
18) terminates in state (T¯x>10, x £ 10, [x > 10]). Point 18 is asso-
ciated with the trace [x > 10] and is classified as black because 
cprob(T¯x>10) = á0, 1ñ.

4. ABSTRACT POISONED SEMANTICS
In this section, we begin by defining a data-poisoning 
model in which an attacker contributes a number of mali-
cious training items. Then, we demonstrate how to apply 
the trace-based learner Trace to abstract sets of training 
sets, allowing us to efficiently prove poisoning robustness.

4.1. The n-poisoning model
We consider a poisoning model where the attacker has 
contributed up to n elements of the training set—we call it 
n-poisoning. Formally, given a training set T and a natural 
number n £ |T|, we define the following perturbed set:

Input: training set T and input  x ∈ X
Initialize: ϕ ← ◊ , σ ← empty trace

repeat d times
if ent(T) = 0 then return
ϕ ← bestSplit(T)
if ϕ = ◊ then return
T ← filter(T,ϕ, x)
if x |= ϕ then σ ← σϕ else σ ← σ¬ϕ

Output: argmaxi∈[1,k] 
pi, where cprob(T) = 〈p1, . . . , pk〉

Figure 4. Trace-based decision tree learner Trace.

Figure 5. Auxiliary operator definitions. ent is Gini impurity; cprob 
returns a vector of classification probabilities, one element for each 

class i Î [1, k].

ent(T ) =
k

i =1

pi (1 − pi ) , where cprob(T ) = 〈

〈
p1 , . . . , pk〉

cprob (T) =
|{(x, y ) ∈ T | y = i }|

|T | i∈ [1 ,k ]

Σ
〉
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Proposition 4.1. For any T1, T2, n1, n2:

.

Example 4.1. For any training set T1, if we consider the abstract 
sets áT1, 2ñ and áT1, 3ñ, because the second set represents strictly 
more concrete training sets, we have

Now consider the training set T2 = {x1, x2}. We have

Notice how the join increased the poisoned elements from 2 to 3 
to accommodate for the additional element x3.

Abstract predicates and numeric values. When abstractly 
interpreting what predicates the learner might choose for 
different training sets, we will need to abstractly represent 
sets of possible predicates. Simply, a set of predicates is 
abstracted precisely as the corresponding set of predicates 
Y—that is, for every set Y, we have a(Y) = Y and g(Y) = Y. 
Moreover, Y1  Y2 = Y1 È Y2. For certain operations, it will be 
handy for Y to contain a special null predicate à.

When abstractly interpreting numerical operations, 
such as cprob and ent, we will need to abstract sets of 
numerical values. We do so using the standard intervals 
abstract domain (denoted [l, u]). For instance, a({0.2, 0.4, 
0.6}) = [0.2, 0.6] and g([0.2, 0.6]) = {x | 0.2 £ x £ 0.6}. The 
join of two intervals is defined as [l1, u1]  [l2, u2] = [min(l1, 
l2), max(r1, r2)]. Interval arithmetic follows the standard 
definitions.

4.3. Abstract learner Trace#

We are now ready to define an abstract interpretation of the 
semantics of our decision tree learner, denoted Trace#.

Abstract domain. Recall that the state of Trace is (T, j, s); 
for our purposes, we do not have to consider the sequence 
of predicates s, as we are only interested in the final clas-
sification, which is a function of T. Using the domains 
described in Section 4.2, at each point in the learner, our 
abstract state is a pair (áT¢, n¢ñ, Y¢) that tracks the current 
set of training sets and the current set of possible most 
recent predicates the algorithm has split on (for all con-
sidered training sets).

When verifying n-poisoning for a training set T, the 
initial abstract state of the learner will be the pair (áT, 
nñ, {à}). In the rest of the section, we define the abstract 
semantics (i.e., our abstract transformers) for all the oper-
ations performed by Trace#. For operations that only affect 
one element of the state, we assume the other component 
is unchanged.

4.4. Abstract semantics of auxiliary operators
We will begin by defining the abstract semantics of the 
auxiliary operations in the algorithm before proceeding to 
the core operations, filter and bestSplit.

We begin with    , that is, the abstract analog of T¯j.

In other words, Dn(T) captures every training set the attacker 
could have possibly started from to arrive at T.

This definition of dataset poisoning matches many 
settings studied in the literature.5,19,23 The idea is that an 
attacker has contributed a number of malicious data points 
into the training set to influence the resulting classifier.

We do not know which n points in T are the malicious 
ones, or if there are malicious points at all. Thus, the set 
Dn(T) captures every possible subset of T where we have 
removed up to n (potentially malicious) elements. Our goal 
is to prove that our classification is robust to up to n possi-
ble poisoned points added by the attacker. So if we try every 
possible dataset in Dn(T) and they all result in the same clas-
sification on x, then x is robust regardless of the attacker’s 
potential contribution.

Observe that . So even for relatively small 
datasets and number n, the set of possibilities is massive, 
for example, for MNIST-1-7 dataset (§5), for n = 50, we have 
about 10141 possible training sets in Dn(T).

4.2. Abstractions for verifying n-poisoning
Our goal is to efficiently evaluate Trace on an input x for 
all possible training datasets in Dn(T). If all of them yield 
the same classification y, then we know that x is a robust 
input. Our insight is that we can abstractly interpret Trace 
on a symbolic set of training sets without having to fully 
expand it into all of its possible concrete instantiations.

Recall that the state of Trace is (T, j, s); for our purposes, 
we do not have to consider the sequence of predicates s, as  
we are only interested in the final classification, which is a  
function of T. In this section, we present the abstract 
domains for each component of the learner’s state.

Abstract training sets. Abstracting training sets is the 
main novelty of our technique. We use the abstract element 
áT¢, n¢ ñ to denote a set of training sets and it captures the 
definition of Dn¢ (T¢): For every training set T¢ and number 
n¢, the concretization function—that is, the function that 
maps an abstract element to the set of concrete elements it 
represents—is g (áT¢, n¢ñ) = Dn¢ (T ¢). Therefore, we have that 
initially the abstraction function a—that is., the function 
that maps a set of concrete elements to an abstract one—
which is defined as a(Dn(T)) = áT, nñ is precise. Note that an 
abstract element áT¢, n¢ñ succinctly captures a large num-
ber of concrete sets, Dn¢ (T¢). Further, all operations we per-
form on áT ¢, n¢ñ will only modify T¢ and n¢, without resorting 
to concretization.

Elements in the domain are ordered so that áT1, n1ñ  áT2, 
n2ñ if and only if T1 Í T2 Ù n1 £ n2 − |T2  T1|.

We can define an efficient join operation—that is, the 
operation that given two abstract elements, returns an 
abstract element that subsumes both—on two elements in 
the abstract domain as follows:

Definition 4.1 ( Joins). Given two training sets T1, T2 and n1, 
n2 Î N, áT1, n1ñ  áT2, n2ñ := áT¢, n¢ñ where T¢ = T1 È T2 and n¢ = 
max(|T1  T2| + n2, |T2  T1| + n1).

Notice that the join of two sets is an overapproximation of 
the union of the two sets.
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Example 4.3. Consider the full dataset Tbw from Figure 2. For 
readability, we write T instead of Tbw in the example. Let x 
denote the input with numerical feature 4, and let Y = {x £ 10}. 
First, note that because YØx is the empty set, the right-hand side 
of the result of applying the filter# operator will be the bottom 
element á0/, 0ñ (i.e., the identity element for ). Then,

4.6. Abstract semantics of bestSplit
We are now ready to define the abstract version of bestSplit. 
We begin by defining bestSplit# without handling trivial 
predicates, then we refine our definition.

Minimal intervals. Recall that in the concrete case, 
bestSplit returns a predicate that minimizes the func-
tion score(T, j). To lift bestSplit to the abstract semantics, 
we define score#, which returns an interval, and what it 
means to be a minimal interval—that is, the interval cor-
responding to the abstract minimal value of the objective 
function score#(T, j).

Lifting score(T, j) to score#(áT, nñ, j) can be done using the 
sound transformers for the intermediary computations:

where |áT, nñ| := [|T| − n, |T|].
However, given a set of predicates F, bestSplit# must 

return the ones with the minimal scores. Before providing 
the formal definition, we illustrate the idea with an example.

Example 4.4. Imagine a set of predicates F = {j1, j2, j3, j4} 
with the following intervals for score#(áT, nñ, ji).
Notice that j1 has the lowest upper bound for score (denoted 
in red and named lubF ). Therefore, we call score#(áT, nñ, j1) the 
minimal interval with respect to F. bestSplit# returns all the 
predicates whose scores overlap with the minimal interval 
score#(áT, nñ, j1), which in this case are j1, j2, and j3. This is 
because there is a chance that j1, j2 and j3 are indeed the pred-
icates with the best score, but our abstraction has lost too much 
precision for us to tell conclusively.

Let lb/ub be functions that return the lower/upper bound 
of an interval. First, we define the lowest upper bound among  
the abstract scores of the predicates in F as

� (1)

It removes elements not satisfying j from T; since the size of 
T¯j can go below n, we take the minimum of the two.
Proposition 4.2. Let T¢ Î g(áT, nñ). For any predicate j, we 
have .

Now, consider cprob(T), which returns a vector of proba-
bilities for different classes. Its abstract version returns an 
interval for each probability, denoting the lower and upper 
bounds based on the training sets in the abstract set:

where ci = |{(x, i) Î T}|. In other words, for each class i, we 
need to consider the best- and worst-case probability based 
on removing n elements from the training set, as denoted by 
the denominator and the numerator. Note that in the corner 
case where n = |T|, we set cprob#(áT, nñ) = á[0, 1]ñi Î [1, k].

Proposition 4.3. Let T¢ Î g (áT, nñ). Then,

where g (cprob#(áT, nñ)) is the set of all possible probability vec-
tors in the vector of intervals.

Example 4.2. Consider the training set on the left side of the 
tree in Figure 2; call it T

l

. It has 7 white elements and 2 black 
elements. cprob(T

l

) = á7/9, 2/9ñ, where the first element is the 
white probability. cprob#(áT

l

, 2ñ) produces the vector á[5/9, 1], 
[0, 2/7]ñ. Notice the loss of precision in the lower bound of the 
first element. If we remove two white elements, we should get 
a probability of 5/7, but the interval domain cannot capture 
the relation between the numerator and denominator in the 
definition of cprob#.

The abstract version of the Gini impurity is identical to the 
concrete one, except that it performs interval arithmetic:

Each term ii denotes an interval.

4.5. Abstract semantics of filter
We are now ready to define the abstract version of filter. Since 
we are dealing with abstract training sets, as well as a set of 
predicates Y, we need to consider for each j Î Y all cases 
where x  j or x  Øj, and take the join of all the resulting 
training sets (Definition 4.1). Let

Then,

Proposition 4.4. Let T¢ Î g (áT, nñ) and j¢ Î Y. Then,

lowest upper bound
lubΦ

score# ( T, n , ϕ1)

score# ( T, n , ϕ2)

score# ( T, n , ϕ3)

score# ( T, n , ϕ4)
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very imprecise join between possibly quite dissimilar train-
ing set fragments. Consider the following example:

Example 4.5. Let us return to Tbw from Figure 2, but imagine we 
have continued the computation after filtering using x £ 10 and 
have selected some best predicates. Specifically, consider a case 
in which we have x = 4 and

•	 áT, 1ñ, where T = {0, 1, 2, 3, 4, 7, 8, 9, 10}
•	 Y = {x £ 3, x £ 4} (ignoring whether this is correct)

Let us evaluate filter#(áT, 1ñ, Y, x). Following the definition of 
filter#, we will compute

where T£4 = {(4, b), (3, w), (2, w), (1, w), (0, b)} and T>3 = {(4, b), 
(7, w), (8, w), (9, w), (10, w)}, thus giving us T¢ = T (the set we 
began with) and n¢ = 5 (much larger than what we began with). 
This is a large loss in precision.

To address this imprecision, we will consider a disjunctive 
version of our abstract domain, consisting of unboundedly 
many disjuncts of this previous domain, which we represent 
as a set {(áT, nñi, Yi)}i. Our join operation becomes very sim-
ple: It is the union of the two sets of disjuncts.

Definition 4.2 (Joins). Given two disjunctive abstractions  
DI = {(áT, nñi, Yi)}i Î I and DJ = {(áT, nñj, Yj)}j Î J, we define

Adapting Trace# to operate on this domain is immediate: 
Each of the transformers described in the previous section 
is applied to each disjunct. Because our disjunctive domain 
eschews memory efficiency and time efficiency for precision, 
we are able to prove more things, but at a cost.

5. IMPLEMENTATION AND EVALUATION
We implemented our algorithms Trace and Trace# in C++ in a 
(single-threaded) prototype we call Antidote. Our evaluation 
aims to answer the following research questions:

RQ1 Can Antidote prove data-poisoning robustness for 
real-world datasets?

RQ2 How does the performance of Antidote vary with 
respect to the scale of the problem and the choice of 
abstract domain?

5.1. Benchmarks and experimental setup
We experiment on 5 datasets (Table 1). We obtained the first 
three datasets from the UCI Machine Learning Repository.7 
Iris is a small dataset that categorizes three related flower 
species; Mammographic Masses and Wisconsin Diagnostic 
Breast Cancer are the two datasets of differing complexities 
related to classifying whether tumors are cancerous. We also 
evaluate the widely studied MNIST dataset of handwritten 
digits,11 which consists of 70,000 grayscale images (60,000 
training, 10,000 test) of the digits zero through nine. We 

We can now define the set of predicates whose score overlaps 
with the minimal interval as (we avoid some corner cases 
here for clarity):

Lemma 4.1. Let T ¢ Î g (áT, nñ). Then,

4.7. Abstracting conditionals
We abstractly interpret conditionals in Trace, as is standard, 
by taking the join of all abstract states from the feasible then 
and else paths. In Trace, there are two branching statements 
of interest for our purposes, one with the condition ent (T ) = 
0 and one with j = à.

Let us consider the condition j = à. Given an abstract 
state (áT, nñ, Y), we simply set Y = {à} and propagate the state 
to the then branch (unless, of course, à Ï Y, in which case  
we omit this branch). For j ¹ à, we remove à from Y and 
propagate the resulting state through the else branch.

Next, consider the conditional ent(T) = 0. For the then 
branch, we need to restrict an abstract state (áT, nñ, Y) to 
training sets with 0 entropy: Intuitively, this occurs when 
all elements have the same classification. We ask: Are there 
any concretizations composed of elements of the same class?, 
and we proceed through the then branch with the following 
training set abstraction:

The idea is as follows: The set T¢ defines a subset of T con-
taining only elements of class i. But if we have to remove 
more than n elements from T to arrive at T¢, then the con-
ditional is not realizable by a concrete training set of class i, 
and so we return the empty abstract state.

In the case of ent(T) ¹ 0 (else branch), we soundly (impre-
cisely) propagate the original state without restriction.

4.8. Soundness of abstract learner
Trace# soundly overapproximates the results of Trace and can 
therefore be used to prove robustness to n-poisoning. Let I = 
([l1, u2], …, [lk, uk]) be a set of intervals. We say that interval [li, 
ui] dominates I if and only if li > uj for every j ¹ i.

Theorem 4.2. Let áT¢, n¢ñ be the final abstract state of 
Trace#(áT, nñ, x). If I = cprob#(áT¢, n¢ñ)) and there exists an inter-
val in I that dominates I (i.e., same class is selected for every  
T Î g(áT, nñ)), then x is robust to n-poisoning of T.

4.9. Disjunctive abstraction
The state abstraction used by Trace# can be imprecise, mainly 
due to the join operations that take place, for example, during 
filter#. The primary concern is that we are forced to perform a 
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consider a form of MNIST that has been used in the poison-
ing literature and create another variant for evaluation:

•	 We make the same simplification as in other work on data 
poisoning2, 19 and restrict ourselves to the classification of 
ones versus sevens (13,007 training instances and 2163 
test instances), which we denote MNIST-1-7-Real. This 
benchmark has been recently used to study poisoning 
in support vector machines.19

•	 Each MNIST-1-7-Real image’s pixels are 8-bit integers 
(which we treat as real-valued); to create a variant of the 
problem with reduced scale, we also consider MNIST-1-
7-Binary, a black-and-white version that uses each pixel’s 
most significant bit (i.e., our predicates are Boolean).

For each dataset, we consider a decision tree learner with 
a maximum tree depth (i.e. the number of calls to bestSplit) 
ranging from 1 to 4. Table 1 shows that test set accuracies 
of the decision trees learned by Trace are reasonably high—
affirmation that when we prove the robustness of its results, 
we are proving something worthwhile.

Experimental setup. For each test element, we explore 
the amount of poisoning (i.e., how large of a n from our 
Dn model) for which we can prove the robustness property 
as follows.

1.  For each combination of dataset T and tree depth d, we 
begin with a poisoning amount n = 1; that is, a single 
element could be missing from the training set.

2.  For each test set element x, we attempt to prove that 
x is robust to poisoning T using any set in Dn(T). Let 
Sn be the test subset for which we do prove robust-

ness for poisoning amount n. If Sn is non-empty, we 
double n and again attempt to verify the property on 
elements in Sn.

3.  If at a depth n all instances fail, we binary search 
between n and n/2 to find an n/2 < n¢ < n at which some 
instances terminate. This approach allows us to better 
illustrate the experiment trends in our plots.

Failure occurs due to any of three cases: (i) The computed over-
approximation does not conclusively prove robustness, (ii) 
the computation runs out of memory, or (iii) the computation 
exceeds a one-hour time-out. We run the entire procedure for 
the non-disjunctive and disjunctive abstract domains.

5.2. Effectiveness of antidote
We evaluate how effective Antidote is at proving data-poisoning 
robustness. In this experiment, we consider a run of the 
algorithm on a single test element successful if either 
the non-disjunctive or disjunctive abstract domain succeeds 
at proving robustness (mimicking a setting in which two 
instances of Trace#, one for each abstract domain, are run in 
parallel)—we contrast the results for the different domains 
in the original paper. Figure 6 shows these results.

To exemplify the power of Antidote, draw your attention 
to the depth-2 instance of Trace# invoked on MNIST-1-7-
Real. For 38/100 test instances, we are able to verify that even 
if the training set had been poisoned by an attacker who 
contributed up to 64 poisoned elements , the attacker 
would not have had any power to change the resulting classi-
fication. Conventional machine learning wisdom says that, 
in decision tree learning, small changes to the training set 
can cause the model to behave quite differently. Our results 

Table 1. Detailed metrics for the benchmark datasets considered in our evaluation.

Dataset

Size

Features X Classes Y 

DT Test-Set Accuracy (%)

Training Test Depth 1 2 3 4

Iris 120 30 R4 {Setosa, Versicolour, Virginica} 20.0 90.0 90.0 90.0
Mammographic masses 664 166 R5 {benign, malignant} 80.7 83.1 81.9 80.7
Wisconsin diagnostic Breast cancer 456 113 R30 {benign, malignant} 91.2 92.0 92.9 94.7
MNIST-1-7-Binary 13,007 100* {0, 1}784 {one, seven} 95.7 97.4 97.8 98.3
MNIST-1-7-Real 13,007 100* R784 {one, seven} 95.6 97.6 98.3 98.7

* Test set accuracy for MNIST is computed on the full 2163 instances; robustness experiments are performed on 100 randomly chosen test set elements.
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Figure 6. Fraction of test instances proven robust versus poisoning parameter n (log scale). The dotted line is a visual aid, indicating n is 1% of 
the training set size.



 

FEBRUARY 2023  |   VOL.  66  |   NO.  2  |   COMMUNICATIONS OF THE ACM     113

References

verify nuance—sometimes, there is some stability. These 38 
verified instances average ~800s run time. D64(T) consists 
of ~10174 concrete training sets; this is staggeringly efficient 
compared to a naïve enumeration baseline, which would be 
unable to verify robustness at this scale.

To answer RQ1, Antidote can verify robustness for real-world 
datasets with extremely large perturbed sets and decision tree 
learners with high accuracies.

We delegate the results for RQ2 to the original paper, but 
we note that decision tree depth the number of poisoned 
elements are the most important factors for the scalability 
of our approach: Larger trees and more poisoning mean a 
higher loss of precision, and therefore less proofs. Similarly, 
larger trees lead to scalability issues as the number of 
abstract datasets we maintain may grow exponentially.

6. RELATED WORK
Data poisoning. Data-poisoning robustness has been studied 
extensively from an attacker perspective.2, 13, 15, 24, 25 This  
body of work has demonstrated attacks that can degrade 
classifier (in particular, SVMs) accuracy, sometimes dra-
matically. Our approach instead proves that no poisoning 
attack exists using abstract interpretation, while exist-
ing techniques largely provide search techniques for find-
ing poisoned training sets. Recently, we have showed that 
our technique is robust and can handle different poison-
ing models,14 for example, ones in which the attacker can 
remove, add, or modify data. This recent work also shows 
how poisoning can disparately impact different parts of the 
test data (e.g., when dividing a test data where each element 
corresponds to a person based on ethnicity), therefore 
opening new problems in the field of algorithmic fairness.

Some recent techniques modify the training processes and 
hypothesis class to prove robustness to data poisoning,12,18 
while our approach proves that a certain algorithm is robust 
to poisoning with respect to a given data set. Additionally, 
these approaches provide probabilistic guarantees about 
certain kinds of attacks on a modified training algorithm, 
while our work provides deterministic guarantees.

Abstract interpretation for robustness. Abstract inter-
pretation6 is a framework for static program analysis. Our 
work is inspired by abstract interpretation-based verifica-
tion of neural networks.1 However, we tackle the problem 
of verifying training time robustness, while existing works 
focus on test-time robustness. The former problem requires 
abstracting sets of training sets, while the latter only requires 
abstracting sets of individual inputs.
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The Artificial Intelligence Initiative (Aii) at the 
University of Central Florida (UCF) is accepting 
applications from strong candidates for multiple 
9-month, full-time faculty positions at the rank 
of assistant professor (tenure-earning) and as-
sociate professor or professor (tenured) in core 
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Tech, Smart Cities, Connected and Automated 
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of Deep Learning, Theory of AI and Data Science, 
Brian-Inspired Ai, Biomedical Applications, 
Smart Materials, Smart Mobility, Genomics and 
Computational Biology, as well as Innovative 
Computing domains including but not limited 
to Optical Computing, Neuromorphic Comput-

ing and AI in Next generation of Wireless Com-
munication Systems. Exceptional candidates 
only will be considered for appointment at full 
professor level.

Aii is a multi-college initiative at UCF involv-
ing the Colleges of Engineering and Computer 
Science, Sciences, Medicine, Business, and Op-
tics and Photonics. Candidates with publications 
in the most selective conferences and journals 
are strongly encouraged to apply. We anticipate 
that close to thirty new AI faculty members will be 
hired, with qualified candidates tenured in corre-
sponding colleges. The position will carry a rank 
commensurate with the candidate’s prior experi-
ence and record.

 UCF is one of the nation’s largest universities 
with a diverse student body of more than 70,000 
students. UCF has grown substantially in size, 
quality, diversity, and reputation in its first 50 
years. Today, the university offers more than 230 
degree programs. UCF is an economic engine, at-
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tracting and supporting industries vital to the re-
gion’s future while providing students with real-
world experiences that help them succeed after 
graduation. 

Minimum Qualifications:
A Ph.D., M.D., or equivalent degree from an ac-
credited institution in an area appropriate to this 
position at the time of the appointment.

To be eligible for appointment as a tenured 
associate professor or professor upon hire, the 
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cord of teaching, research, and service commen-
surate with a tenured faculty appointment at the 
rank of associate professor or professor, in appli-
cable tenure home.
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	˲ Highly recognized contributions and leader-
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	˲ Demonstrated strong research publication re-

cord in the most selective conferences and jour-
nals (such as those included in csrankings.org or 
flagship venues of the respective areas).

	˲ Effective teaching skills, and ability to effective-
ly communicate with students in both large and 
small audiences.

	˲ High potential to initiate and obtain funding 
for the research programs, appropriate for the 
field of study.
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which were 
controlled by a musician operating a 
keyboard of large levers.

While ordinary people listened 
to the music of the hydraulis, Sulla 
imagined how the mechanism might 
be used to control the prices mer-
chants charged for their goods. Every 
week, the government could state the 
price for many standard items, and 
merchants throughout the Roman 
Republic would charge exactly those 
amounts. How the hydraulis would 
contribute to that process was not yet 
clear, but Sulla suggested that a few 
hundred of these devices in the Labo-
ratorium could calculate appropriate 
prices within the current government 
policy, while considering natural 
forces such as the seasons of the year.

Sulla placed Andivius in temporary 
command of his great yacht, named 
Publius after his grandfather, who 
ironically was an advocate for democ-
racy, with Athens as its obvious first 
destination. Having some experience 
yachting, Andivius was able to direct 
its proletarian sailors, although he 
detected they sometimes followed 
their own instincts rather than his or-
ders. The only literate member of the 
crew, Proditor, seemed interested in 
Sulla’s project, so Andivius took him 
into Athens as his servant.

Their initial goal was collecting 
various clepsydra water clocks, which 
had different designs, especially in 
the feedback mechanism that regu-
lated the flow of water. Sundials were 
a marvelous ancient invention, which 
both the Egyptians and Babylonians 
laid claim to. Their obvious defect 
is that they do not work at night, so 
some still-unidentified civilization 
invented clocks based on the slow 
dripping of water from one container 
to another. Also, except at the literal 
equinox, hours in the day as measured 
by sundials were longer in summer 
than in winter, given that there were 
always 12 hours from dawn to dusk. 
The clever Greeks noticed that time, 
as measured by water clocks, was not 
much more stable than when dictated 
by the sun. So, they invented a feed-
back device that controlled constant 
water drippage. Ctesibius, a Greek liv-
ing in Egypt, perfected the clepsydra 
and invented the hydraulis.

While they were gathering clepsy-

dras, Proditor mentioned that one 
of the collections they had visited in-
cluded a very different device, appar-
ently based on ideas about the use of 
compressed air, which had been de-
veloped by Ctesibius. Called an aeoli-
pile, it was an engine that used steam 
to spin a part of the device around, 
visually dramatic but having no prac-
tical purpose. Proditor asked Andi-
vius whether some of the devices they 
gathered might be adapted for social 
progress rather than governmental 
control. Andivius joked, “Oh, are you 
suggesting that we use hot steam 
rather than cool sails and enslaved 
oarsmen to move our Publius boat 
even faster?” Andivius laughed first, 
followed by Proditor.

After completing their collection 
of relics and documents in Athens, 
they headed for the island of Rhodes, 
which had recently become more cul-
turally significant even than Athens. 
They visited Posidonius, who oper-
ated the leading school in the western 
world, had already done an explor-
atory tour around the Mediterranean, 
and had written a scientific analysis of 
how the movement of the Moon pro-
duced the complex tides in the sea. 
Under some political pressure and of-
fered a decent price, he gave them the 
most marvelous computer of the an-
cient world, a complex system of gears 
that could predict the motions of the 
moon and planets. Greek inscriptions 
coded the signs of the zodiac and the 
months of the Egyptian year.

As Publius sailed away from 
Rhodes, south toward Alexandria 

He gave them  
the most marvelous 
computer of  
the ancient world, 
a complex system 
of gears that could 
predict the motions  
of the moon  
and planets.

[CONT IN UE D  F ROM P.  116] in Egypt, where they hoped to find 
more relics left by the long-deceased 
Ctesibius, Andivius lectured Prodi-
tor about how the Roman govern-
ment might use this astronomical 
device. For example, it could control 
the work by farmers, over the course 
of each year, following rules for their 
location and crops. Proditor seemed a 
bit distracted, and commented, “Yes, 
that is a crucial insight, sir. But I was 
thinking about what Posidonius said 
about the excellent computatra be-
ing developed on the nearby island of 
Antikythera. Shouldn’t we stop there 
before going to antique Alexandria?” 
Andivius did not recall Posidonius 
mentioning Antikythera, but became 
convinced by Proditor’s enthusiasm, 
so he ordered the crew to head west-
ward rather than south.

The truth suddenly became clear 
approximately a mile from the island. 
Without any command from Andi-
vius, the crew dropped the sails and 
prepared the two small dinghies used 
to reach land where no port existed. 
Proditor and two other members of 
the crew approached Andivius with 
daggers in their hands.

“Sorry about this,” Proditor said, 
“but Antikythera has no computatra 
but instead is held by pirates. I’m not 
sorry that we must now sink this ship, 
so Sulla never learns what happened 
and comes after us in revenge.”

Three stabs and Andivius was 
dead. Proditor and the other crewmen 
took whatever valuables they could 
loot but not any of the relics, which 
they considered valueless, and set fire 
to Publius. We do not know their fate 
when they attempted to join the Anti-
kythera pirates, but the amazing as-
tronomical device did survive. Nearly 
two thousand years later, in 1901, the 
real but incredible ancient computer 
now called the Antikythera Mecha-
nism was accidentally discovered by 
divers in the shipwreck. Whether it 
could have saved Rome from its de-
cline and fall remains a mystery.

William Sims Bainbridge (wsbainbridge@hotmail.com) 
is a sociologist who taught classes on crime and deviant 
behavior at respectable universities before morphing 
into a computer scientist, editing an encyclopedia of 
human-computer interaction, writing many books on 
things computational, from neural nets to virtual worlds 
to personality capture, then repenting and writing 
harmless fiction.
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From the intersection of computational science and technological speculation, 

with boundaries limited only by our ability to imagine what could be. 

WITH GRE AT F OR E BODING ,  Andivius 
rushed toward the Amphitheatrum, 
terrified that dictator Lucius Corne-
lius Sulla might have ordered him 
there for purpose of supplicium, 
which could mean anything from 
supplication to execution. Rome had 
entered a period of deep uncertainty, 
decades before Caesar and Augustus 
established the Empire, and democ-
racy was disintegrating into chaos 
that ironically the unstable Sulla had 
promised to reorganize.

“Ah, Andivius, ave atque vale!”
Horrors! Sulla had just spoken 

the equivalent of “hail and farewell,” 
which he might well say to a servant 
who was about to be murdered for his 
poor quality of work.

“I am sending you on a glorious 
expedition, but first I must instruct 
you on the meaning of its goal. We all 
know that democracy was fatally er-
ratic, so we need a new machinery of 
government, literally intellegentias ar-
tificialis, a set of machines that make 
decisions on the basis of strict rules.”

Sulla then held up his pocket aba-
cus, a Roman improvement over the 
Greek version of this already ancient 
calculating device, now used regu-
larly by merchants and tax collectors. 
He explained a plan to create beside 
the Senate a new Laboratorium that 
would combine all the science and 
invention of Greece, Egypt, and the 
rest, to give Rome a vastly superior 
culture. So, Sulla ordered Andivius 
to sail the sea between Greece and 
Egypt, collecting artifacts that rep-
resented potentially great computa-
tional inventions, thereby assembling 

the equipment for aggressive analysis 
and innovation in the Laboratorium.

Before dismissing Andivius, Sulla 
showed him why they were meeting 
at the Amphitheatrum, an open arena 
for gladiators and festivals. Music to 
excite the audience was provided by a 
complicated machine called a hydrau-
lis, the ancient ancestor of Renais-
sance church organs. It was a very ap-
propriate metaphor for the future of 
government, because slaves labored 
to pump air into a huge reservoir that 
was placed in a cistern of water. That 
had the effect of smoothing out the 
surges from slavish pumping and pro-
viding constant-pressure air for the 
organ’s pipes, [CONTINUED ON P.  115]

Future Tense  
Aftermath Impact
An ancient Roman dispatched to find the greatest technological 
advances of the time may lose something of far greater importance.

DOI:10.1145/3578622		  William Sims Bainbridge

“Democracy was 
fatally erratic, so 
we need a new 
machinery of 
government, literally 
intellegentias 
artificialis.”
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