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cerf's up

Connectivity Is Everything

The Turing Award Laureate for 2022,

Bob Metcalfe, coined Metcalfe’s Law:

The value of the network grows as the square
of the number of things connected to it.

While some might quibble that the
more realistic metric might be n log n,
the point is well made. As the inven-
tor of the Ethernet, now ubiquitous
in so many forms including its wire-
less origins (ALOHANET) and pres-
ent form as Wi-Fi as well as wired and
optical versions, Metcalfe has earned
the right to speak about connectivity.
His premise applies equally well to
the Internet: connectivity is its essen-
tial property. When Robert Kahn and
I started working on the Internet in
1973, a primary assumption and driv-
ing design premise was that anything
on the Internet should be able to con-
nect to anything else, regardless of
which network the source and desti-
nation happened to be on.

Part of the rationale for this posi-
tion was uncertainty about all the pos-
sible applications that might evolve
for interconnected, programmable
devices. The original driver for the
Internet design was its anticipated
service as a backbone network for
command and control. This includ-
ed voice, video, and data transport
and interaction among processes
running in the attached computers.
Very quickly, the implementers of
this experimental system invented
networked electronic mail or email
as it is now known. This proved to
be remarkably beneficial to allow re-
searchers to stay current with each
other’s work without both having to
be awake at the same time as would
be the case for phone and conference
calls. Mailing lists soon followed.
This computer-mediated communi-

cation opened many new possibilities
for software to facilitate and augment
information sharing.

The ultimate information sharing
tool, the World Wide Web, was devel-
oped by Sir Tim Berners-Lee, another
ACM A.M. Turing Award recipient. For
that to work, every Web page needed
to be able to refer to any other Web
page using the ubiquitous Uniform
Reference Locator (URL) construct
of the Web design. Once again, con-
nectivity is everything for the success
of this massive information reposi-
tory. Other aspects of the Internet’s
design underscore the importance of
connectivity. The Domain Name Sys-
tem allows anyone to find by domain
name the Internet Protocol address
of any host that is registered in the
system. The Border Gateway Protocol
is a critical part of the global routing
system that allows Autonomous Sys-
tems to find one another and to move
traffic from a source to a destination.
An interesting additional conceptual
evolution is the Content Distribution

JUNE 2023

Network (CDN) that provides users
with access to the “nearest” copy of
content, reducing latency and avoid-
ing repeated transfers of content
across the global Internet.

An ambitious evolution of the In-
ternet is now under way in the form of
the Solar System Internet using new
protocols: The Bundle Protocol Suite.
These are designed to overcome the
consequences of long propagation
delays between the planets, thanks to
the slow speed of light and disruption
of connectivity owing to celestial mo-
tion. Once again, connectivity is every-
thing. Without the ability for space-
craft and manned or robotic bases
to communicate with each other and
with Earth-based resources, their util-
ity would be dramatically reduced.
Although it is early days for the Solar
System Internet, the space agencies of
the world are actively mounting mis-
sions to return to the Moon and plan-
ning new missions to Mars and the
other planets of the Solar system. In
those endeavors too, connectivity will
indeed be everything.

We celebrate the annual ACM
Awards this month in San Francisco,
CA, and I would like to extend my con-
gratulations to all honorees. They rep-
resent the best in computer science
and computer engineering. They are
role models for our younger members
and others interested in the science
and engineering of computing.

Vinton G. Cerf is vice president and Chief Internet Evangelist
at Google. He served as ACM president from 2012-2014.

Copyright held by author.
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Al in the Enterprise

Doug Meil identifies the development behaviors that offer the highest
chance of success for enterprise artificial intelligence efforts.

Doug Meil

Enabling Al Projects

in an Enterprise
https://bit.ly/3vRxVPB
March 2, 2023

Most people in the tech-
nical world are now familiar with some
version of this artificial intelligence
(AI) Venn diagram:

Artificial Intelligence
Example: knowledge bases

Machine Learning
Example: logistic regression

Representation Learning
Example: shallow
autoencoders

Deep Learning
Example: multilayer
perception

describing the relationship between
various sets of AI techniques, includ-
ing machine learning and deep learn-
ing. There are many excellent books
and articles describing those topics
and how they can be implemented
in various software frameworks, and
those descriptions will not be repeat-
ed here. There also are many articles
on Big Tech implementing AI at scale.
But how do “regular” organizations
implement AI projects successfully,

6 COMMUNICATIONS OF THE ACM | JUNE 2023

especially within an existing portfo-
lio of solutions? In the BLOG@CACM
post “Anna Karenina on Development
Methodologies,” 1 described how the
famous opening line “happy families
are all alike, unhappy families are un-
happy each in their own way” applies
to software development. This post
will describe in a similar vein the de-
velopment behaviors with the highest
chance of success for AI efforts.

The Al Project
Bootstrapping Dilemma
Pick a use case, or at least, pick a few
candidate problem/opportunities to
research. This is, “they say,” advice
that is obvious but necessary to repeat,
because it is true. There is a market-
ing tendency to want to sprinkle AI on
everything and see what grows, with
the hope that something magical will
happen. IBM’s Watson Al business was
notorious for this when it referred to
its namesake Al framework as “Cogni-
tive Computing” back in the Watson
Health era, a phrase which implied a
great many things but meant nothing
specific and had the effect of inflating
customer expectations to an unman-
ageable degree.

It is also easy to get blinded in a
myriad of potential Al technical imple-
mentation issues and lose sight of the

VOL. 66 | NO.6

analytic goals for what was originally
supposed to be clustered, categorized,
or predicted. The adage about alliga-
tors and draining the swamp applies.

Multilevel alignment. In the BLOG@
CACM post “Developing Technical Lead-
ers,” I described common levels of lead-
ership progression in software engineer-
ing, ranging from individual contributor
to tech-lead/senior individual contribu-
tor to team lead to manager. Al efforts
are a prime example of the necessity of
multilevel alignhment, because any suc-
cessful effort needs things such as:

» A technical person who can do the
work.

» A technical person who can get the
project approved.

These abilities rarely exist in the
same person. Sometimes in an orga-
nization, there is a staff member with
an idea but with no ability to get it pri-
oritized, and sometimes there might be
leaders with a general idea for an AI ef-
fort, but with no ability to execute.

Multilevel alignment also applies
to use case selection as well, as there
can be a difference between “executive
understanding” of use cases and those
that experience pain-points in person.
Both are valuable perspectives, but
they are distinct. This represents the
second set of multilevel alignment for
stakeholders:

» Someone who can speak to the use
case with specificity.

» Someone who can advocate for the
use case and get it prioritized.

Asonthetechnical side of the house,
those people are rarely the same.

- 2016 EDITION, PAGEB

AUTHOR'S RE-CREATION OF DEEP LEARNING (GOODFELLOW, BENGIO, COURVILLE)
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Establish an AI baseline. Per the Venn
diagram here, it is important everyone
on the project team is using the same
vocabulary and can explain things
such as the difference between unsu-
pervised and supervised learning, the
difference between a classifier and
regression, and common steps in re-
quired data preparation. This includes
the stakeholders because understand-
ing these concepts as much as possible
is essential for expectation manage-
ment, as these are not just “implemen-
tation details,” it is about understand-
ing the actual art of the possible, and
what is realistic.

As the outer circle of concepts that
“AI” contains is quite large, start with
the basics and go from there.

Data investigation. Data is where the
rubber hits the road with AI projects,
and it is why having individual con-
tributors who understand both the rel-
evant technology and problem space is
so critical for effective data research.
Never take for granted the following
questions:

» For the problem being researched,
is there enough data available?

» For the data that exists, how clean
isit?

» What data governance is relevant
for the context?

A project team might be instinctively
digging into an actual bonafide prob-
lem area only to find that there is not
enough data to support the proposed
analytics, or at least analytics with de-
sired outcomes. Likewise, even when
data exists, the reason why people re-
peat the quip “80% of data science is
data preparation” is because it is true—
so, so painfully true. Lastly, under-
standing relevant data governance is a
requirement especially in regulated in-
dustries, such as healthcare. “Why can’t
you use test or fake data for this project?”
isacommon compliance response with
respect to both AT and natural language
processing (NLP) efforts. While fake
data is suitable for basic solution devel-
opment in terms of having characters
to display on a page or basic report,
when trying to predict something in
the real world one generally needs real
data, or something very closely approxi-
mating the real thing—the generation
of which is often an even more difficult
problem than just using real data it-

R
The more critical

the use case,

the more real

and comprehensive
the training data
needs to be.

self. The more critical the use case, the
more real and comprehensive the train-
ing data needs to be. Al and NLP efforts
tend to raise non-trivial governance
questions, and my BLOG@CACM post
“Data Governance and the Psychology of
Tension Management” describes some
of the challenges where data needs to
be protected, but also needs to be uti-
lized to be useful.

The power of feedback. Flying a plane
is an activity that, on the surface,
looks sort of easy when conditions are
perfect, until they are not, and then
things get complicated in a hurry. But
it is not just about the plane, as Mal-
colm Gladwell described in his book
Outliers  (https://amzn.to/412eo0dU)
when discussing the concept of Power
Distance and mitigation in commu-
nication. How the crew talks about
solving problems is arguably even
more important than the underlying
problems themselves, as the commu-
nication approach plays a critical role
not just in managing a crisis, but also
preventing the further compounding
of errors.

There are parallels in software de-
velopment. Let’s say an Al use case was
selected at the executive ranks. Even if
the use case was chosen with the best
of intentions, the use case might not
be ready for AI for some of the reasons
already stated. Now what? The best situ-
ation would be for all (including the ex-
ecutive team) to learn and understand
what was impeding that Al use case and
try to remedy, and the remedies may be
beyond what the project team can do by
themselves—especially if changes are
required in a source system. Actions on
the other end of the spectrum would be
for the project team to continue to bang
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their collective heads on the original
use case instead of pivoting to research
another one, either for fear of “being
wrong” or fear of delivering bad news
up the chain. High-quality Al is not typi-
cally something that can be summoned
by executive decree.

Operationalize. It is natural to start
with the prototypes or pilots as stand-
alone efforts, but eventually the out-
put needs to be integrated with the
rest of the solution portfolio for max-
imum organizational benefit. The
“last analytic mile” can be a difficult
one as in healthcare settings, for ex-
ample, providers spend an inordinate
amount of time in electronic medical
record systems looking at, and enter-
ing, patient data. Asking providers to
log into a second, third, or fourth set
of solutions to see patient analytic re-
sults adds to the workload, especially
when seeing 15, 20, or more patients
a day. There might be some amazing
supplemental AI analytic dashboards
in the portfolio, but there also might
not be enough time to view them
in the workflow when extra context
switching is required.

Conclusion

My “Anna Karenina” post described
velocity as a foundational attribute
in software development. Frequent
software releases cannot guarantee
success, but sporadic releases and
inconsistent funding have doomed
more products and solutions to fail-
ure than any other reason. Similarly,
early AI results could be a bit rough
in the beginning. Keep learning and
keep iterating.
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Making Connections

Bob Metcalfe, recipient of the 2022 ACM A.M. Turing Award for his role
in the development of Ethernet, briefly considered a career in tennis.

HEN HE WAs a student

at the Massachusetts

Institute of Technology

(MIT), Ethernet inven-

tor Bob Metcalfe briefly
considered pursuing a career in tennis.
He was captain of the 1968-1969 MIT
tennis team, which had a record of 15
wins and 4 losses, and he was ranked
sixth in New England in doubles, even
while taking classes and holding a pro-
gramming job at defense contractor
Raytheon. That, unfortunately, was not
enough to make a go of it.

“There’s playing pros and there’s
teaching pros,” Metcalfe says. “I could
easily be a teaching pro, but that just
seemed boring. And for being a play-
ing pro, Iwasn’t good enough.”

ey
Metcalfe wrote his
undergraduate thesis
on a bus coming back
from a tennis match
and submitted it to
Minsky at the last
possible moment.
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The tennis world’s loss was the
computer world’s gain, however, as
Metcalfe went on to become an Inter-
net pioneer, develop Ethernet, and
help get it named a networking stan-
dard, actions that earned him the
2022 ACM A.M. Turing Award on the
50" anniversary of the invention of
the technology.

Metcalfe was working at Xerox’s
Palo Alto Research Center (PARC) in
1973, having just earned his Ph.D.
from Harvard University. At that time,
the standard model for computer us-
ers was to have dumb terminals with
no processing power at their desks,
all linked to a central computer. PARC
scientists decided to build a personal
computer so users could run software
at their desks, but needed a way to net-
work the machines. At the same time,
Xerox was building laser printers,
which could handle input at a rate of
20Mb/s; the dumb terminal network
operated at only 300b/s.

Metcalfe teamed up with electrical
engineer David Boggs, who died last
year, to come up with a way to build a
fast, reliable local area network. Their
only constraint was that it had to fit on
a card that held 60 medium-scale in-
tegration (MSI) chips, each of which
held hundreds of transistors, a much
smaller number than today’s comput-
er chips.

VOL. 66 | NO. 6

The pair set out to design a system
that could use as few wires as pos-
sible—preferably zero. At the time,
though, radios were too bulky to make
wireless networking feasible, so they
settled on one connection, a coaxial
cable. They chose the name “Ether-
net” to represent the idea that the
system would be agnostic about the
medium that carried the signal. In the
19" century, physicists had believed
that light traveled through a medium
they called “the luminiferous ether,”
but in the early 20" century the Mi-
chelson-Morley experiment proved
that no such thing existed. That left
the term “ether” up for grabs, and
Metcalfe grabbed it.
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The original Ethernet worked on
three basic technologies, none of
which are still in use. One was the Jer-
rold tap, a method used by the cable
television industry to tap into a coaxial
cable. The second was Manchester en-
coding, in which each bit cell was ei-
ther 1-0 or 0-1 transition. That had the
advantage of embedding a clock into
each data packet. Boggs and Metcalfe
still needed a way to get nodes of the
network to take turns retransmitting
packets in the event two of them inter-
fered with each other.

Metcalfe’s friend Steve Crocker
suggested he look at the retransmis-
sion scheme developed by ALOHAnet,
a radio-based network created by the

University of Hawaii to connect com-
puters on different Hawaiian islands.
Metcalfe spent a month in Hawaii
studying their system and determined
that randomized retransmission was
the right method to use when modi-
fied for cable.

A Deep Background

Metcalfe had long been interested in
technology. His father was a gyroscope
technician and had a basement room
filled with electronic junk that the two
of them used to build a train set. In
1959, Metcalfe’s eighth-grade teacher
encouraged him to create something
out of the material, so he made a ru-
dimentary computer capable of add-
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ing any number from 1 to 3 to anoth-
er number from 1 to 3. “I built it out
of relays, toggle switches, and neon
lights,” he recalls.

A few years later he went to MIT to
study electronic engineering, which
was what the school called ‘computer
science’ in those days. His advisor
was Marvin Minsky, who pioneered
the field of artificial intelligence (AI).
“Marvin Minsky didn’t think I was
smart enough to do Al, so I went into
networking instead, and it worked out
wonderfully,” he says. “So, thank you,
Marvin.” Metcalfe wrote his under-
graduate thesis on a bus coming back
from a tennis match and submitted it
to Minsky at the last possible moment.
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After leaving MIT in 1969, he went
to Harvard to earn a master’s degree
and a Ph.D. in applied mathematics.
He focused his research on then-new
ARPANET, the first public, packet-
switched network, created by the U.S.
Department of Defense’s Advanced
Research Projects Agency. He offered
to build the interface that would con-
nect Harvard to ARPANET, but “Har-
vard said no. ‘This interface between
the Harvard and the ARPANET is too
important for a grad student’,” he said
he was told. Instead, Metcalfe was
hired by MIT to build the interface.

In 1979, he left Xerox PARC and
founded 3Com, which made Inter-
net hardware and software. He also
worked as a consultant for Digital
Equipment Corporation (DEC), then
the second-largest computer maker
after IBM. DEC’s vice president of en-
gineering, Gordon Bell, asked him to
design a networking protocol for that
company. Metcalfe recalled, “I told
Gordon that I wouldn’t do that for
him, both because I felt some sort of
loyalty to Xerox, but also I felt that Eth-
ernet was already the best one I could
come up with.”

Instead, Metcalfe and Bell decided
in February 1979 that Xerox and DEC
should combine their technologies so
Xerox printers could work with DEC
computers. Metcalfe ran into an Intel
engineer looking for a standard to ap-
ply to their chip technology, so he got
the three companies together, aim-
ing to make Ethernet a standard. “I
was the marriage broker—that’s their
term—that brought DEC, Intel, and
Xerox (DIX) together,” Metcalfe says.

To satisfy anti-trust laws, DIX
pushed for an open standard, IEEE
Project 802. Soon, IBM and General
Motors showed up to their meetings,
each pushing their own standards.
The IEEE decided to standardize all
three proposals, but only Ethernet
remains. Bell says that is because it
proved superior to other approach-
es. “I have to put Ethernet as prob-
ably one of the most elegant designs
I know of,” he says, which is why it
has become essentially the core of the
modern Internet.

As for Metcalfe, Bell says, “Bob is
a joy to work with. Very good sense of
humor and a really good view of the
world.”

Before inventing Ethernet, Metcalfe built this
Interface Message Processor (IMP) board at
MIT to connect a PDP-10 host computer to
ARPANET.

Part of the way Ethernet built that
industry was by allowing for much
higher transmission speeds. The
original Ethernet carried 2.94Mb/s,
10,000 times faster than the dumb
terminal network it replaced. Eth-
ernet has since grown to far higher
speeds, allowing video to dominate
the Internet.

Six Careers

Metcalfe is not one to stick with a
single job forever. “When you’ve been
at something for 10 years, it’s time to
move on to something new,” he says.
After 3Com, where he was CEO for a
time and also had “a bunch of jobs” un-
til he left in 1989, he went into journal-
ism, publishing InfoWorld and writing
aweekly column.

In 2001, he became a venture capi-
talist and a partner at the VC firm Po-
laris Partners. His interest in entrepre-
neurship was not new, though. As an
undergraduate at MIT, he had spent a
fifth year earning a degree in industrial
management from the Sloan School of
Management, during which time he
founded three companies.

Tenyears later, spurred by the desire
of his wife, Robyn Shotwell Metcalfe, to
get away from the cold New England
winters, he became a professor of in-
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novation and entrepreneurship at the
University of Texas, Austin, where he
worked to make Austin “a better Sili-
con Valley.”

Now he is embarking on his sixth
career, as a research affiliate in com-
putational engineering at MIT, where
he’s working on modeling the configu-
ration of geothermal wells for energy.
“It’s different, but it’s also hard be-
cause I have to learn all this stuff that
I haven’t really learned over the years
I've been doing other things, like ther-
modynamics” he says.

Metcalfe’s advice to young people:
Not everyone should be an entrepre-
neur, but if you want to do it, go on
and do it. “It’s a very high calling. It’s
how innovation gets done,” he says.
He advises against dropping out of
school, and suggests people go work
for someone else first. A first job can
serve as a sort of post-doctoral fellow-
ship, he says.

Last year, Metcalfe endowed a pro-
fessorship of entrepreneurship at MIT
Sloan. The foundation he and his wife
created also has funded a writing pro-
fessorship and an Internet professor-
ship at MIT.

While he does not yet know what
he will do with the $1 million prize the
comes with the Turing Award, Metcalfe
has other goals. For one, he would like
to “fix” science. Among his proposals
are reforming the peer review system,
eliminating tenure and accreditation,
and dissolving the “silos” that separate
scientific disciplines, which he says
create a lot of unnecessary friction.

While he may have given up a career
in tennis, he points out that because
MIT did not have a football team at the
time he was a student, at 77 he still has
four years of NCAA eligibility in that
sport. “You know, I weigh 220 pounds,
and I got wheels and hands, but I've
yet to attract the attention of the Texas
football coach. Hook ‘em, Horns!”

Neil Savage is a science and technology writer based in
Lowell, MA, USA.
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Watch Metcalfe discuss

his work in the exclusive
Communications video.
https://cacm.acm.org/videos/
2022-acm-turing-award
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Better Algorithms
through Faster Math

The search for new algorithms that could reduce the time
needed for multiplication is now at the center of data science.

EVELOPING FASTER ALGO-
RITHMS is an important
but elusive goal for data
scientists. The ability to ac-
celerate complex comput-

ing tasks and reduce latency has far-
reaching ramifications in areas such
as natural language processing, video
streaming, autonomous robotics,
gaming, and extended reality.

Yet for all the hype surrounding
computer algorithms and the increas-
ingly sophisticated ways they operate,
a basic fact stands out: these algo-
rithms are typically built atop matrix
multiplication, a basic type of linear
algebra. The underlying mathemati-
cal framework has not changed a great
deal since the inception of comput-
ing—and finding more efficient for-
mulas has proved elusive.

It is an issue attracting growing
attention—particularly as machine
learning (ML), deep learning (DL), ar-
tificial intelligence (AI), and machine
automation advance into the main-
stream. Milliseconds can make an
enormous difference in terms of how
well an algorithm operates, the per-
formance it produces, and how many
computing cycles it consumes.

So, not surprisingly, the search
for new algorithms that could reduce
multiplication is at the center of data
science. Although researchers have
explored this issue for many years
and experimented with different tech-
niques, in October 2022 a team from
Alphabet Inc.’s U.K.-based subsidiary
DeepMind reported it had found a way
to uncover better algorithms through
its AlphaTensor reinforcement learn-
ing framework.

Using ML, DeepMind found a way
to discover novel fast matrix multi-
plication algorithms, says Alhussein
Fawzi, staff research scientist at Deep-
Mind and lead author of an academic

paper that appeared in Nature.* While
the results are more theoretical than
practical at this point, the discovery
represents a breakthrough. “This ap-
proach could eliminate many bottle-
necks,” states Tammy Kolda, an in-
dependent consultant for MathSci.Al
and a distinguished visiting professor
at Northwestern University.

The research community has tak-
en notice. While many questions re-
main—particularly surrounding the
black-box nature of the research and
how much computational power and
financial resources used DeepMind—
itis clear faster algorithms would have
a profound impact on wide-ranging
areas of Al, including climate change
models, speech recognition systems,
autonomous vehicles, neural net-
works, and graphics.

a “Discovering faster matrix multiplication algo-
rithms with reinforcement learning”; https://
go.nature.com/3KDEWf4
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“This extends explosive progress
achieved recently in reinforcement
learning,” says Victor Y. Pan, Distin-
guished Professor in the departments
of Mathematics and Computer Science
at City College of New York (CUNY)
and a pioneer in the field of matrix
multiplication algorithms.

Making Algorithms Add Up
Although it is tempting to view algo-
rithms through the filter of modern data
science and computing, mathemati-
cians have used matrix multiplication
methods for hundreds of years to ad-
dress technical challenges in fields as
diverse as finance, engineering, chem-
istry, and physics. Matrix multiplica-
tion, while one of the most basic opera-
tions in algebra, is also among the most
powerful and utilitarian.

Today, algorithms handle a mind-
bending array of tasks on various types
of computing devices. They recognize
speech commands, provide live navi-
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gation capabilities, generate comput-
er graphics, deliver ads, and run elab-
orate simulations, including Digital
Twins. In fact, matrix multiplication
is so important that computer hard-
ware is specifically optimized to use
it. Until 1969, the math consisted of
establishing a side-by-side matrix and
then multiplying the rows of one with
the columns of the other. At that point,
German mathematician Volker Stras-
sen found a shortcut that trimmed the
number of steps in a two-row and two-
column model from 8 to 7.

Since then, a point of intrigue for
data scientists has been whether
more efficient algorithms are possi-
ble—particularly because most dense
matrix multiplication algorithms use
non-Strassen methods. The question
is rooted in a basic fact: Every step in
a multiplication table results in slow-
er algorithm performance and in-
creased compute cycles. Yet, research
in the space has slogged forward.
“Over the years, we have periodically
seen small and incremental perfor-
mance improvements—and many of
these gains have been strictly theo-
retical,” says Grey Ballard, an associ-
ate professor of computing science at
Wake Forest University.

Indeed, the DeepMind group
rocked the data science world with its
announcement. Building on Alpha-
Zero—a Google framework that pre-
viously was used to master chess, Go,
and other games through an earlier
iteration known as AlphaGo—their
new ML approach (called AlphaTen-
sor) found there are more efficient
ways to multiply grids. AlphaTensor
cycles through matrices and gener-
ates code that can be used to multiply
any matrix. What’s more, researchers
can train it to search for efficient algo-
rithms tailored to specific hardware.

The results were impressive. For
example, AlphaTensor discovered an
algorithm for multiplying four-by-four
matrices in 47 steps, down from the
49 steps that are used in the standard
Strassen algorithm. DeepMind also
found it could optimize algorithms to
run up to 20% faster on specific hard-
ware, such as Nvidia V100 GPUs and

b “Gaussian elimination is not optimal,”
https://link.springer.com/article/10.1007/
BF02165411
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the Google TPU v2 platform. “This
isn’t the same as embedding these al-
gorithms on real world systems, but
it was a significant proof of concept,”
Fawzi points out.

Into the Matrix

At the outset, AlphaTensor had zero
knowledge of the specific problem
DeepMind researchers set out to
solve—specifically, finding shortcuts
for matrix multiplication. Relying on
the same general reinforcement learn-
ing methods that researchers had pre-
viously used to teach AlphaGo chess
and other games, the DeepMind team
constructed a single-player game and
directed AlphaTensor to find highly ef-
ficient ways to win.

However, the approach differed
from past projects in an important
way. It eschewed techniques used to
teach older AI models games through
alpha-beta pruning techniques and
constant human oversight and heu-
ristics. AlphaTensor teaches itself by
cycling through scenarios using a re-
ward function. As it succeeds, it up-
dates its policies and values. The net
effect was an ability to discover new
algorithms.

“An important contribution of Al-
phaTensorisin the formulation process
itself: How can we express a problem
that, at first sight, is far removed from
the usual settings in machine learning
as a reinforcement learning problem,”
Fawzi explains. These include factors
that are not part of a typical game, in-
cluding “a huge action space, a highly
symmetric problem, and a lack of a
large dataset based on expert human
demonstrations,” he notes.

Along the way, DeepMind encoun-

ey
DeepMind
researchers using
AlphaTensor found
there are more
efficient ways to
multiply grids.
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tered a steep challenge: the sheer size
of the search space. AlphaTensor had
to sort through the possibility of more
algorithms than the entire number of
atoms in the universe. In fact, at one
point, the system had to sift through
upward of 10°* possible steps within
the game. In order to achieve mean-
ingful results, “Machine learning had
to inform the search procedure to
find the interesting and useful algo-
rithms, which would not be possible
to discover with uninformed search,”
Fawzi explains.

Researchers used several heuristic
techniques to tackle the space prob-
lem, Fawzi explains. First, they turned
to a sampled tree search, which relied
on modified versions of AlphaZero,
the underlying model for AlphaTen-
sor. This allowed the group to sample
actions that were more likely to pro-
duce meaningful outcomes. They also
used synthetic data to show the agent
techniques it could imitate, and they
directed AlphaTensor to solve all ma-
trix sizes and fields simultaneously.
“This made it possible to accelerate
knowledge transfer within the sys-
tem,” Fawzi says.

The researchers also reformulated
algorithm discovery in numerous equiv-
alent ways, through a technique known
as change of basis. “Once the agent finds
a good solution in any of the ‘basis,’
this solution can transfer to all other
instances of the problem,” Fawzi says.
Although AlphaTensor still has a way
to go to learn algebraic geometry, rep-
resentation theory, and other complex
mathematical tasks, it already has dem-
onstrated an ability to find the prover-
bial “needle in a haystack.”

Al by the Numbers

DeepMind’s work has pushed matrix
multiplication into new territory—and
other DL agents using similar tech-
niques may advance the field further.
Ballard, who has conducted research
in the same space, says the DeepMind
breakthrough slides the algorithmic
improvement dial to a more practical
level suited for realistic applications.
“When you are looking at a neural
network with many layers and a large
amount of data movement, the bottle-
necks start to add up. Any speed in-
crease can result in significant gains in
the end result,” he says.
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Kolka likens

the DeepMind
breakthrough to
finding a faster way
to navigate between
two cities without an
existing map.

Kolda, who also has studied Tensor
Decompensation and other methods to
improve algorithm performance—in-
cluding during a stint at Sandia Nation-
al Laboratories—likens the DeepMind
breakthrough to finding a faster way to
navigate between two cities without an
existing map. A ML model must explore
every road, highway, and byway until it
finds the shortest or best route. “The fo-
cus isn’t so much on how you got there,
it’s that you have found a way to opti-
mize the path.”

Yet the DeepMind methods also
raise important questions about the
autonomy of AI and the black box ap-
proach. For one thing, AI algorithms
require less and less engineering and
input from humans. “It’s a messy way
to get to an algorithm that you can’t ac-
tually verify,” Kolda says. For another,
“We don’t know how much compu-
tational power went into solving this
problem and whether other entities
have the deep pockets to make this
type of research possible—or feasible
on any realistic scale,” she adds.

The latter is not an abstract is-
sue, or an obstacle that is easily ad-
dressed. In order to achieve signifi-
cant gains in matrix multiplication,
Fawzi admits, researchers would
need to study much larger tensors,
which would make the search space
even larger. Essentially, the needle
stays the same, but the haystack
grows larger. This challenge may ne-
cessitate the use of a hybrid method
that combines novel ML approaches
that do not incorporate any problem-
specific knowledge with more tradi-
tional methods built atop mathemat-
ical techniques. “This may help the
model scale better,” he says.

In fact, Fawzi believes many com-
putational problems can be framed
as tensor decompositions. In practi-
cal terms, this means it is possible to
reuse and recycle many of the tech-
niques the DeepMind team developed
with AlphaTensor. Over time, this ap-
proach could lead to significant im-
provements in existing algorithms,
but also produce new types of algo-
rithms for improving things such as
energy consumption and numerical
stability. Says Fawzi, “We believe that
the solutions we built for this project
will be applicable—or at least provide
intuition—for other problems that ex-
tend beyond matrix multiplication.”
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VALUE-SENSITIVE DESIGN

1 Batya Friedman,
| is a professor at
The
Information
School of the
University of
Washington
(UW), is also co-director of both
the Value Sensitive Design Lab
and the UW Tech Policy Lab.

Friedman earned her
undergraduate degree in
computer science, and her
Ph.D. in Group in Science
and Mathematics Education,
both from the University of
California, Berkeley.

On obtaining her doctorate
in 1988, Friedman joined the
faculty of Mills College in
Oakland, CA, then moved to
Colby College in Waterville, ME,
before joining the faculty at the
University of Washington in
1999, where she has remained.

At Colby, Friedman
built the first computer
science major program, as
well as the Department of
Computer Science. At UW,
she designed and developed
the undergraduate major in
informatics.

Friedman pioneered
value-sensitive design (VSD)
in the 1990s. VSD seeks to
provide theory and method to
account for human values in
a principled and systematic
manner throughout the design
of technical systems. “Value-
sensitive design is an approach
for foregrounding human values
in the technical design process,”
Friedman says.

A critical aspect of
Friedman’s research focus is on
the longer-term implications
of current computing and
information system designs.
She cites earbuds as an example,
and how frequently they are
replaced, and the associated
waste involved.

“We need to design with
the constraints of the planet
in mind, and re-envision
our computing within those
constraints,” Friedman says.
She said she hopes to see the
widespread adoption of VSD
alongside current technical
processes in the future.

—John Delaney
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Logan Kugler

Standards to Secure
the Sensors That Power loT

Existing security standards do not always offer
sufficient protection to secure the Internet of Things.

HE USE OF Internet of Things

(IoT) sensors has exploded

in popularity in recent years

as cheap, effective IoT sen-

sors make it possible to con-
nect devices that do everything from
regulating smart home features to
monitoring health and fitness using
wearable devices.

IoT sensors also are increasingly
making their way into business use-
cases. In the industrial IoT, sensors
are used in many different contexts,
including to control and monitor ma-
chinery and to regulate core infrastruc-
ture systems.

IoT device and sensor usage has
accelerated even more with advances
in 5G connectivity and the shift to re-
mote work, says Willi Nelson, chief
information security officer for Opera-
tional Technologies at Fortinet, a cy-
bersecurity firm. In fact, the number
of IoT devices in use is projected to
nearly triple to 29 billion in 2030 com-
pared to 9.7 billion today, according to
data from Statista.

Yet as IoT adoption increases, 0T
sensors and devices also are becoming
more popular targets for cybercriminals.

“They remain a prime target of cy-
bercriminals as a fast path to gain ac-
cess to enterprise networks,” says Nel-
son. Fortinet found 93% of companies
using IoT sensors in some capacity had
one or more cybersecurity intrusions
in the past year. A full 78% had experi-
enced three or more, and these attacks
increasingly are targeting industrial
IoT operations, too.

That is because IoT is a fundamen-
tally different technology than existing
systems—a technology with plenty of
attack surfaces. Each sensor and device
connected to an IoT network presents
a possible security risk, opening up an
attack vector into an individual or com-
pany’s hardware, software, and/or data.
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In theory, IoT security standards
are supposed to mitigate cybersecu-
rity risks by encouraging companies
to follow best security practices when
designing and deploying IoT sensors
and devices.

However, in practice, the standards
available to manufacturers and com-
panies using IoT technology do not al-
ways offer sufficient protection, are not
always designed specifically for IoT,
and are not always followed.

Despite the vulnerability of IoT de-
vices, quite shockingly, there is no sin-
gle standard for IoT security.

No Standard Set of Standards

IoT sensors carry a variety of unique
risks because they are connected to
larger sensitive networks. Medical IoT
devices handle sensitive and often le-
gally protected patient and hospital
data. Industrial IoT sensors connect
to other critical manufacturing equip-
ment. IoT sensors in energy offer a
gateway into critical private and public
power infrastructures.
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One prominent example is the dam-
age caused by the malware named “Mi-
rai” in 2016. Mirai infected computers
and devices, which in turn targeted IoT
devices and sensors. Once infected,
IoT devices were used to temporarily
take down many popular websites, in-
cluding Twitter, Netflix, and Airbnb.

Standards Are Absolutely Essential
for Security
In IoT, a standard is a document pro-
viding rules and guidelines for some
aspect of an IoT device’s manufactur-
ing, functioning, and/or usage. These
standards are developed by dozens of
highly credible organizations within
the industry, including major players
such as the International Organization
for Standardization (ISO), the Interna-
tional Electrotechnical Commission
(IEC), the European Telecommunica-
tions Standards Institute (ETSI), and
the Institute of Electrical and Electron-
ic Engineers (IEEE).

By following established, credible
security standards, companies mak-
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ing and using IoT sensors can have a
high degree of confidence their tech-
nology uses the best security features
and practices.

There are plenty of security stan-
dards that IoT devices can—or should
—follow. Some are related to how IoT
devices use networks and transmit
data. Some are related to the underly-
ing technologies IoT devices rely upon
(such as Wi-Fi). Others offer compre-
hensive guidance on how to create and
use IoT devices in a secure way.

One well-known IoT standard is
ISO/IEC 30141. According to the ISO,
30141 “provides a standardized IoT
Reference Architecture using a com-
mon vocabulary, reusable designs, and
industry best practices.”

Another standard, TS 103645 from
ETSI, a European-focused organiza-
tion, aims to create a security baseline
for Web-connected devices, including
guidelines for password usage, soft-
ware updates, and user data standards
for consumer IoT devices.

In another example, the U.S. Na-
tional Institute of Standards and Tech-
nology (NIST) has created a list of six
prescribed security characteristics that
manufacturers should incorporate
into IoT devices. The list includes se-
curity features such as device identifi-
cation, device configuration features,
data protection features, logical access
to interfaces, adequate software and
firmware updates, and adequate cyber-
security event logging.

There are dozens of organizations
that publish helpful standards to guide
IoT manufacturers and device custom-
ers on how to design, manufacture, and
use IoT sensors and sensor-enabled
devices in the safest way possible. How-
ever, the diversity of organizations and
standards also presents problems.

Some standards organizations may
aim to publish universal standards
across different IoT technologies, while
others may only publish standards for
certain countries or devices and tech-
nologies. While these organizations
are usually highly credible and undergo
rigorous processes to ensure their stan-
dards are comprehensive, many such
standards are not legally binding.

This means there is no single stan-
dard out there for IoT security.

In addition, existing standards are
not always designed for the unique

]
Existing standards
are not always
designed for the
unique risks that loT
technologies face.

risks 10T technologies face, says Izzat
Alsmadi, a computer science professor
at Texas A&M University in San Antonio,
who does work on IoT security. Existing
standards may not adequately apply to
significant numbers of IoT sensors, he
explained, and some IoT devices and
networks use proprietary technology
that does not follow more widely accept-
ed or used industry standards.

“Today’s IoT standards are relevant,
but not enough and in some cases not
up to date or not up to security chal-
lenges,” says Alsmadi. That’s because
some of today’s existing security mech-
anisms were initially designed for
desktop computers and are difficult to
implement on resource-constrained
IoT devices, he says.

There also is the problem of compli-
ance. Standards are often voluntary—
and many companies do not adhere to
them due to business pressures.

“Currently, the IoT segment sacri-
fices security due to resource alloca-
tion and price,” says Marion Marincat,
founder and CEO of Mumbli, an IoT
company. It is often faster and cheap-
er to limit security options in order
to get to market, he says. As such, the
standards for IoT mainly end up being
adopted by the companies with deep-
enough pockets and wide-enough
competitive moats to afford to imple-
ment better security in their devices.

“Although there are a lot of methods
to design low-cost devices with secu-
rity in mind, business decisions usu-
ally push back the implementation for
these solutions in order to speed up the
route to market or reduce the price of
devices even further,” says Marincat.

A Vulnerable Internet of Things
The issues with IoT sensor standards

have larger implications for the overall
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security of the Internet of Things.

“The Internet of Things is very vul-
nerable in comparison with other cat-
egories of information systems,” says
Alsmadi, because so many IoT appli-
cations are publicly visible and can be
remotely controlled.

These vulnerabilities become even
more pronounced as the adoption of
IoT grows, especially as the industrial
Internet of Things becomes a growing
attack vector.

“The biggest change in operational
technology systems over the past de-
cade is that they have recently become
more vulnerable to attacks from the
outside as they are moving away from
isolated, air-gapped environments and
embracing more automation and digi-
tally connected devices and systems,”
says Fortinet’s Nelson.

Industrial IoT devices often run on
hardware with little or no manage-
ment interface and often are not able
to be upgraded in the field. Physically,
IoT devices in industrial use-cases fre-
quently are installed in hard-to-reach
or publicly inaccessible places (such
as on top of a building). As such, they
must be able to operate unattended
for long periods and be resistant to
physical tampering, he says.

“An attack on industrial IoT, es-
pecially on a device or system used to
monitor critical operations and pro-
cesses, can have a very significant im-
pact on not only the business itself but
also on the environment, even on the
health and safety of staff and the public
at large,” Nelson says.

Marincat advocates rolling out min-
imum standards to broad categories of
IoT devices, but acknowledges many
manufacturers will still see complying
with such standards as a luxury in a
competitive marketplace.

However, even with smarter stan-
dards approaches, making security
updates to combined IoT software/
hardware can be slower and more com-
plicated than bug fixes and security up-
dates for software alone.

One possible fix is having compa-
nies adopt smarter risk-mitigation pol-
icies in how they use IoT devices, says
Nelson. Companies should consider
employing a zero-trust access (ZTA)
model that verifies users and devices
before every application session.

“Zero-trust access confirms that
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users and devices meet the organiza-
tion’s policy to access that application
and dramatically improves the organi-
zation’s overall risk posture,” he says.

Nelson also recommends compa-
nies use micro-segmentation in their
networks. This approach segments
and isolates attack surfaces into spe-
cific zones. Data flows are then con-
trolled into these zones. The result is
companies can limit attacks to a small
subset of the business, minimizing
the chance bad actors move laterally
through networks into other core busi-
ness functions.

Even basic risk mitigation tech-
niques can help. Other popular risk
mitigation techniques employed by
businesses include encrypting inter-
net connections, using alternate net-
works in addition to primary ones,
and investing in higher-quality (and
more costly) devices from companies
that have, in turn, invested in stronger
IoT security.

Despite all this, however, the vast
majority of organizations can still ex-
pect at least one cybersecurity attack

]
The vast majority

of organizations can
expect at least

one cybersecurity
attack attemptina
given year.

attempt in a given year. Research from
Fortinet found only 6% of organiza-
tions experienced no cybersecurity in-
trusions in 2022.

Putting better cybersecurity mea-
sures in place still requires proactive,
voluntary compliance from compa-
nies—compliance that has not always
been forthcoming in the past. While
the need for speed may win markets, it
is not going away as a major obstacle to
safer IoT devices and networks.

That leaves experts skeptical about

just how much of the problem can be
solved by expanded standards—and
how much is a result of human nature
and incentives in the technology sector.

“We tend to rush and enjoy advanc-
es in technology, then deal with secu-
rity problems later on or when they be-
come serious,” says Alsmadi.

Further Reading

2022 State of Operational Technology and
Cybersecurity Report, Fortinet, Jun. 21,
2022, https://bit.ly/3G6HTDO

IoT Standards and Protocols Explained,
Behrtech, https://behrtech.com/blog/iot-
standards-and-protocols-explained

Vailshery, L.

Number of IoT connected devices
worldwide 2019-2021, with forecasts

to 2030, Statista, Nov. 22, 2022, https://
www.statista.com/statistics/1183457/iot-
connected-devices-worldwide

Logan Kugler is a freelance technology writer based
in Tampa, FL, USA. He is a regular contributor to
Communications and has written for nearly 100 major
publications.
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Milestones

Kalai Receives ACM Prize in Computing

ACM named Yael Tauman Kalai
recipient of the 2022 ACM Prize
in Computing, for breakthroughs
in verifiable delegation of
computation and fundamental
contributions to cryptography.

Kalai’s contributions helped
to shape modern cryptographic
practices and provided a strong
foundation for further advances.

The ACM Prize in Computing
(previously the ACM-Infosys
Foundation Award in the
Computing Sciences) recognizes
early-to-mid-career computer
scientists whose research
contributions have fundamental
impact and broad implications.
The award carries a prize of
$250,000, from an endowment
provided by Infosys Ltd.

Kalai, a Senior Principal
Researcher at Microsoft
Research and an adjunct
professor at the Massachusetts
Institute of Technology (MIT),
has developed methods for
producing succinct proofs that
certify the correctness of any
computation. This method
enables a weak device to offload
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any computation to a stronger
device in a way that enables
the results to be efficiently
checked for correctness. Such
succinct proofs have been
used by numerous blockchain
companies to certify transaction
validity and overcome key
obstacles in blockchain
scalability, enabling faster and
more reliable transactions.
Kalai’s research has provided
essential definitions, key
concepts, and inventive
techniques to this domain.
Kalai’s other important
contributions include her
breakthrough work on the
security of the “Fiat-Shamir
paradigm,” a general technique
for eliminating interaction
from interactive protocols. This
paradigm is extensively utilized in
real-world applications including
in the most prevalent digital
signature scheme (ECDSA), which
is used by all iOS and Android
mobile devices. Kalai’s research
established a solid foundation for
understanding the security of this

paradigm.
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In addition, she co-pioneered
the field of leakage-resilient
cryptography and solved a
long-standing open problem in
interactive coding theory, showing
how to convert any interactive
protocol into one that is
resilient to a constant fraction of
adversarial errors while increasing
the communication complexity
by at most a constant factor and
the running time by at most a
polynomial factor.

“As data is the currency
of our digital age, the work of
cryptographers, who encrypt
and decrypt coded language,
is essential to keeping our
technological systems secure and
our data private, as necessary,”
said ACM President Yannis
Ioannidis. “Yael Kalai has not only
made astonishing breakthroughs
in the mathematical foundations
of cryptography, but her proofs
have been practically useful
in areas such as blockchain
and cryptocurrencies. Her
research addresses complex
problems whose solution opens
new directions to where the

field is heading—focusing on
keeping small computers (such
as smartphones) secure from
potentially malicious cloud
servers. A true star all around, she
has also established herself as a
respected mentor, inspiring and
cultivating the next generation of
cryptographers.”

“We are pleased to see
one of the world’s leading
cryptographers recognized,” said
Salil Parekh, Chief Executive
Officer of Infosys. “Kalai’s
technical depth and innovation
of her work has definitely made
a tremendous mark in this
field and will inspire aspiring
cryptographers. We are thankful
for her contributions to date and
can only imagine what she has in
store in the coming years.

“Infosys has been proud to
sponsor the ACM Prize since
its inception. Recognizing
the achievements of young
professionals is especially
important in computing, as bold
innovations from people early in
their careers have a tremendous
impact on our field.”
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Using Algorithms to
Deliver Disaster Aid

Ensuring the billions of dollars governments send
the disaster-stricken actually get to their intended destinations.

VER THE PAST decade, ma-

chine learning-based algo-

rithms have been deployed

across a wide range of use

cases and industries. From
the algorithms that assess an individu-
al’s creditworthiness, to algorithms that
serve up suggested movies and shows to
watch on Netflix, the impact of Big Data,
analytics, and automation are felt daily
by nearly everyone.

One area of life where algorithms
have not yet been perfected is with pay-
ments made by government or relief or-
ganizations to people in the aftermath
of a crisis, emergency, or natural di-
saster, where getting financial relief to
the people who need it most is critical.
Though there have been pilot programs
and limited use of artificial intelligence
(AI) to provide targeted aid, the practice
is far from widespread.

Key drivers behind the desire to in-
corporate more automation and data
analysis into aid dispersion is the time-
consuming nature of assessing who is
eligible to receive aid, and then ensur-
ing that aid is only delivered to those le-
gitimate recipients. Due to the scale and
compressed timeframes of delivering
aid in the wake of a disaster or emergen-
cy, many organizations have struggled
with this process.

For example, U.S. federal agencies
made approximately $281 billion in pay-
ment errors during fiscal year 2021, up
$75 billion from the previous fiscal year,
and nearly double the amount reported
in 2017, according to data from the U.S.
Government Accountability Office. Er-
rors in the distribution of funds under
unemployment insurance and small
business loan programs contributed to
that total, driven by the COVID-19 pan-
demic response.

However, it is not only government
agencies that struggle. Non-government
charitable organizations, many of which

Nnews

Keith Kirkpatrick

are actively involved in relief efforts when
unexpected natural disasters occur, also
face challenges, usually related to fraud,
where scams are used to access funds that
are earmarked for actual victims. A 2021
reportfrom Western Union found the cost
of financial fraud impacting non-govern-
ment organizations reached an estimat-
ed $5.1 trillion in 2019, with just 9% of
non-governmental organizations (NGOs)
indicating they have some type of fraud

R
A pilot program of
nonprofit GiveDirectly
used an algorithm to
direct aid to victims
of Hurricane lan in
Florida.
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awareness program in place, and 54% of
NGOs saying they do not report fraud to
law enforcement because of the negative
reputational impact it can have on future
potential funding.

One of the ways in which technol-
ogy can be used to mitigate fraud is by
correlating the level of impact of a di-
saster or emergency condition with the
people who have been affected. In Sep-
tember 2022, Hurricane Ian struck the
state of Florida, resulting in significant
damage from high winds and flooding
across several counties. Instead of ask-
ing residents to fill out lengthy forms to
receive aid, which requires a significant
amount of time and effort to reach out
to all possible recipients to determine
eligibility, a pilot program conducted
by the nonprofit GiveDirectly utilized
an algorithm to help direct aid to nearly
3,500 residents of Collier, Charlotte,
and Lee counties.

To make the initial assessments of
which areas needed assistance, a map-
ping tool called Delphi was developed
by four Google machine learning ex-
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perts who worked with GiveDirectly over
a six-month period. Delphi is used to
overlay live maps of storm damage onto
data on poverty from sources including
the U.S. Centers for Disease Control and
Prevention (CDC) to pinpoint commu-
nities that are likely to be in need after
disasters. The storm damage data is
provided by another Google tool called
Skai that uses machine learning (ML)
to analyze satellite imagery from before
and after a disaster, then estimates the
level and scope of damage to buildings.

To train the ML algorithms powering
Skai’s damage assessments, satellite
images of hundreds of buildings in the
disaster area are manually labeled, so
the algorithm can then identify similar-
ly damaged buildings across the entire
affected area using unlabeled images.
According to the company, the tool was
80% more accurate than manual assess-
ments when it was used on the Beirut,
Lebanon, port explosion in 2020, and in
the aftermath of Cyclone Yasa in Fiji in
2021.

To provide aid to the people who
needed it after Hurricane Ian, Give-
Directly sent a push notification to us-
ers of a benefits app called Providers,
which manages food stamp payments.
By taking the correlated damage as-
sessments from Skai and identifying
the people who used Providers who
lived in affected areas, the program
was able to offer $700 in aid directly
to people who needed it. As of October
2022, 900 people had accepted the of-
fer; if all 3,500 eligible recipients were
to accept the offer, $2.4 million would
be paid out in direct financial aid.

One of the challenges with using
algorithms and automation to deliver
cash aid to victims is that, in an era
where spam and phishing scams are
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good to be true.
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ubiquitous, people who genuinely need
assistance may think an unsolicited of-
fer of aid is too good to be true and sim-
ply a scam. Indeed, GiveDirectly con-
ducted a test in September 2022 after
Hurricane Fiona in Puerto Rico, send-
ing out push notifications informing
recipients about the availability of an
immediate cash benefit to 700 people,
but less than 200 people took up the
offer. Sarah Moran, GiveDirectly’s U.S.
director, told Wired, “That was a lower
response than we would have expect-
ed,” blaming the low uptake on people
suspecting the messages were a phish-
ing campaign.

Still, the use of AI and machine
learning to deliver aid is not common-
place; GiveDirectly’s Hurricane Ian ef-
forts were the first observed use of this
type of technology in the U.S. However,
other organizations are realizing the
value of using technology to provide di-
saster or other emergency assessments
and disbursing financial and other
forms of relief.

Currently, the Red Cross, a large
NGO that provides humanitarian relief
services and aid, does not yet use Al or
ML for any of its relief analyses. How-
ever, the organization says it has inno-
vation projects under way and plans to
integrate both Al and machine learning
into its operational decision making in
the future.

That said, the Red Cross utilizes
myriad data from a variety of sources
to conduct its assessments. The orga-
nization’s current practice is to collect
and integrate CDC Social Vulnerability
Index (SVI) data, U.S. Census data, data
from the organization’s call center on
client needs, crowdsourced damage
data, Red Cross damage assessments,
government-provided storm and fire-
track data, and service delivery data
such as shelter population trends into
RC View, the Red Cross’ ArcGIS disaster
management system.

The use of ATand ML is not restricted
to U.S. organizations. GiveDirectly and
the government of Togo in West Africa
teamed up with the Center for Effec-
tive Global Action (CEGA), a multidis-
ciplinary research center at the Univer-
sity of California, Berkeley, addressing
international development challenges,
and Innovations for Poverty Action
(IPA), a research and policy non-profit
focused on promoting solutions for ad-


mailto:acmmediasales@acm.org

dressing global poverty, to assemble a
team to use ML and mobile phone data
to provide aid to citizens in poverty due
to the COVID-19 lockdowns. The pro-
gram used ML and mobile phone data
to identify, enroll, and pay more than
138,500 Togolese citizens that needed
aid. This approach was found to be
more accurate in identifying eligible
recipients, and reduced the number of
eligible recipients who might have been
excluded from receiving benefits by
8%-14% compared with alternative geo-
graphic targeting measures being con-
sidered by the government, including
simply selecting residents of the poor-
est prefectures or cantons, or by using
asset tests to determine eligibility.

The challengewith providing disaster
relief payments via an ML model is the
organization that deploys an algorithm
must clearly define the target recipient
group and tune the model appropriate-
ly. “In Togo, the government’s objective
was to deliver benefits to the poorest
people in the country, so our efforts fo-
cused on training a machine-learning
model to target the poor,” according to
Aikens et al. “In other settings, such as
following natural disasters, the people
most impacted by adverse events may
not be the poorest. With high-frequency
phone data available in near-real time,
related techniques might be used to
more dynamically prioritize the people
with the greatest need. For example,
it may be possible to train a machine
learning algorithm to identify people
whose consumption fell by the greatest
amount, based on changes in patterns
of phone use following a crisis.”

Still, the use of Al and ML should be
approached with a measure of caution,
particularly when the inputs and driv-
ers of the algorithm are not disclosed.
A prime example is the use of Al by the
U.K.’s Department for Work & Pensions,
which has been using algorithms to
track possible cases of benefits fraud.
An algorithm was developed to judge
the likelihood recipients’ claims about
their childcare and housing costs are
true when they apply for benefits, using
data from law enforcement, benefits of-
fices, and personal credit data, to assess
whether people are qualified to receive
benefits.

However, a group in Manchester
launched a legal challenge in Novem-
ber 2021 following testimonials from
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disabled people in the area claiming
they were being disproportionately tar-
geted for benefit fraud investigations,
often without any explanation as to why
they were being flagged. The group, the
Greater Manchester Coalition of Dis-
abled People, said that once flagged,
those targeted in this way can face an in-
vasive, humiliating, and time-consum-
ing investigation lasting up to a year.

Since that lawsuit was filed, the U.K.
government has begun to implement
steps to improve algorithmic transpar-
ency. The U.K.’s National Data Strategy
added in October 2021 a Algorithmic
Transparency Data Standard, along
with a transparency template and guid-
ance for agencies that use algorithms to
support decisionmaking.

In situations where aid-based deci-
sions are being made, algorithms may
be best used as a complementary tool to
traditional analyses. Indeed, while the
Red Cross’ innovation team is working
with technology partners and develop-
ing specific Al and ML projects for this
year and beyond, the organization is not
planning to abandon traditional analyt-
ical or hands-on approaches for identi-
fying need and delivering aid.

“We believe that operational art and
science are both necessary to determine
who needs help after a disaster,” says
Nicole Maul, a spokesperson for the
Red Cross. “We have been responding
to disasters for more than 140 years and
what we have found is that in order to
best serve disaster survivors, we need to
blend the tried-and-true, boots-on-the-
ground efforts with the benefits of tools
such as geospatial technology and part-
nerships with other organizations.”

A key example of using technology—
but not AI—to deliver targeted benefits
is the Indian government’s transfer
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of subsidies and benefits to the poor,
which included the use of biometrics,
electronic banking information, and a
secure payments bridge. The initiative,
called Aadhaar, was implemented start-
ing in 2013 by requiring citizens to pro-
vide biometric data to link them with
their individual bank account.

The National Payments Corpora-
tion of India (NPCI), an organization
created by the Reserve Bank of India
and the Indian Banks Association that
operates the retail payments and set-
tlement systems in India, created the
Aadhaar Payment Bridge (APB) Sys-
tem, a payment system that allows di-
rect payments to be made between the
government and individuals. A unique
Aadhaar number is used as a central
key for electronically channeling gov-
ernment benefits and subsidies in
the Aadhaar Enabled Bank Accounts
(AEBA) of the intended individual.

By capturing and storing unique, im-
mutable biometric information with a
specific ID number, and then linking
that ID with a specific bank account,
more than a billion Indians have been
able to receive benefits payments, sub-
sidies, and other financial relief more
efficiently than traditional paper-based
benefits disbursement, while also re-
ducing corruption or leakage due to
manual processes. The Indian govern-
ment’s National Informatics Centre
noted Direct Benefit Transfer (DBT)
“played a major role in sustaining life
especially of the underprivileged seg-
ments of the society impacted by the
COVID-19 crisis, helping millions in
providing immediate relief in tiding
over the turbulent period.”

Further Reading

Coronavirus Oversight, U.S. Government
Accounting Office:
https://www.gao.gov/coronavirus

What NGOs need to know to prevent
fraudulent activities?, Western Union, May
21, 2021, https://bit.ly/3FTLsfv

Aiken, E., Bellue, S., Karlan, D., Udry, C., and
Blumenstock, J.E.

Machine learning and phone data can
improve targeting of humanitarian aid,
Nature, March 31, 2022, https://doi.
0rg/10.1038/s41586-022-04484-9

Keith Kirkpatrick is principal of 4K Research &
Consulting, LLC, based in New York, NY, USA.
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In Memoriam | DOI:10.1145/3594711

Simson L. Garfinkel and Eugene H. Spafford

In Memoriam:
William A. Wulf

Computing pioneer and ACM Fellow William A. Wulf died
on March 10, 2023, in Charlottesville, VA, USA. He was 83.

ILLIAM A. WULF Wwas

among the first com-

puter science Ph.D.’s.

He was an accom-

plished academic who
worked at the intersection of operating
systems, computer architecture, and
computer languages. He was an entre-
preneur who co-founded a company
to commercialize his research. And he
was hugely influential in computing
policy, making major contributions at
the National Academy of Engineering
(NAE) and the National Science Foun-
dation (NSF).

Wulf grew up in Chicago, under se-
vere economic hardship after his father
developed Parkinson’s disease when
Waulf was a small child. He enrolled at
the University of Illinois’ temporary
branch campus on Chicago’s Navy
Pier—the only school he could afford—
where he studied engineering physics.

Wulf became keenly interested in
computing after he took a course us-
ing the ILLIAC I, a five-ton vacuum
tube computer constructed by faculty
members at the university that first
entered service in 1952. “There were
no programming languages for it, not
even an assembler,” Wulf said in a
2015 interview.?

Lloyd Fosdick, Wulf’s professor,
appreciated his student’s interest and
asked where he was planning on go-
ing for graduate school. “Because of
my modest background, I didn’t even
know what graduate school was,”
Wulf said. “He arranged for me to be
in the master’s program in electrical
engineering at [the University of] II-
linois.”

Wulf fell in love with teaching as a

a  Wulf, W.A. Oral history interview with William
A. Wulf. Charles Babbage Institute. Univer-
sity of Minnesota Digital Conservancy, 2015;
https://hdl.handle.net/11299/178985.

master’s student, but he was not inter-
ested in a Ph.D., so he wrote to every
university in the U.S. that advertised
having acomputer—*“all 12 of them”—
seeking a non-tenure track position as
a teaching faculty member. He got two
interviews and was hired by the Uni-
versity of Virginia (UVA).

UVA started a Ph.D. program in
Wulf’s second year, and he was asked
to become one of their first graduate

VINTON G. CERF

“Bill recognized

the importance

of commercialization
as an engine

for expansion.”
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students; he enrolled on the condition
he could keep teaching.

In 1968, Wulf became the first CS
Ph.D. graduate from UVA. He then
joined the computer science depart-
ment at Carnegie-Mellon University.
Soon thereafter, the department ac-
quired a Digital Equipment Corp. PDP-
11 computer. “Wulf wanted to write
an operating system, among other
things, but first he wanted a high-level
language in which to write it,” related
Ronald F. Brender in his history of the
BLISS programming language.” At the
time, most operating systems were writ-
ten in assembly language because of
efficiency and size constraints. Wulf de-
signed BLISS to let programmers write
code that was as efficient and compact
as assembler, and it enforced modular,
structured programming—in part be-
cause it had no GOTO statement. Wulf
and his students used BLISS to develop
the groundbreaking HYDRA multipro-
cessing system, built on the C.mmp ar-
chitecture. In 1975, DEC adopted BLISS
as the system programming language
for its VAX computers.

“In 1978, he was the acting head of
the CS department at CMU,” recalls
his wife Anita Jones, who was also a
faculty member in the department.
“He espoused the ‘reasonable person
principle’,” which strove to create a
supportive, nurturing environment for
students and faculty alike—an ideal
that permeated his professional life.

In 1981, Wulf and Jones both took
leave from CMU and formed Tartan
Laboratories to commercialize op-
timizing compiler technology. The
company was focused primarily on
the Ada programming language, but
also produced a microcode compiler

b Brender, R.F. The BLISS programming lan-
guage: A history. Softw: Pract. Exper. 32 (2002),
955-981; https://doi.org/10.1002/spe.470
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for Intel. Microcode programming is
tedious and error-prone; Tartan devel-
oped a compiler that could produce
more efficient microcode than what
was painstakingly produced by human
experts—an accomplishment previ-
ously thought to be unattainable. The
company eventually grew to over 100
employees and was acquired by Texas
Instruments in 1996.

“People writing microcode have
blinders on,” explained Wulf in his in-
terview. “They look at small chunks of
code. ... A human being cannot main-
tain a large context in their head, and
so what the compiler could do is main-
tain that larger context.”

Wulf and Jones left Tartan in 1988.
After several months of reflection, they
decided to join the faculty of the Uni-
versity of Virginia. “It was difficult to
leave all of those people we cared a lot
about, but yeah, we were academics at
heart,” he said. Jones became depart-
ment chair, while Wulf immediately
took leave to become an NSF assistant
director, as head of the Computer and
Information Science and Engineering
(CISE) directorate.

At NSF, Wulf helped oversee the
movement of the Internet’s gover-
nance from the Defense Advanced
Research Projects Agency (DARPA) to
NSF, which since 1986 had been fund-
ing NSFNET, a high-speed network de-
signed to connect supercomputer cen-
ters and other academic institutions.
NSFNET had a critical restriction:
“NSF had adopted an ‘appropriate use
policy’ saying that no commercial traf-
fic [could] go over the backbone,” re-
calls former ACM president Vinton G.
Cerf, who laid the groundwork for the
early Internet at DARPA and then at the
Computer Science Network (CSNET).

As part of the transition, Wulf ob-
tained required Congressional action
to open NSFNET to additional traffic.
“By 1989, we had the linkage between
MCI Mail and NSFNET running,” re-
calls Cerf. The connection allowed
hundreds of thousands of customers
to exchange Internet mail with uni-
versities and paved the way for greater
connectivity in the coming years.

“Bill recognized the importance of
commercialization as an engine for ex-
pansion,” said Cerf.

Wulf returned to the University of
Virginia in 1990. His former students

ANITA JONES

“He espoused the
‘reasonable person
principle’,” which
strove to create a
supportive, nurturing
environment for
students and faculty
alike—an ideal

that permeated his
professional life.

and colleagues remember him fondly.
One former Ph.D. advisee, Alec Yasin-
sac described him as “Welcoming ...
affable. He was immediately likable.”

“He did not copyedit anything [I
gave him], but he read everything in
detail. He knew how to keep you on
track,” Yasinsac added.

Wulfwas elected to the NAE in 1993.
Three years later, he was appointed
NAE’s interim president. NAE’s official
obituary states “He came to the posi-
tion at a time of great contention when
many members believed the NAE was
not living up to its calling as a national
focus for the engineering community.
Bill was chosen as interim president
by the NAE Council in 1996 to restore
focus and mend the NAE’s relations
in the Academies’ complex.” Wulf was
elected in 1997 to complete the 1995~
2001 term, and then was re-elected in
2001 to serve a six-year second term.

The National Academies were char-
tered by an act of Congress signed by
Abraham Lincoln on March 3, 1863.
“Congress gave our academies two
jobs,” said Wulf. “One is to be honor-
ific, but the other was to advise the gov-
ernment on issues of science and tech-
nology as they apply to public policy.
So, Ireallywas sitting right at the nexus
of science and public policy for those
11years.”

Wulf worked on many issues be-
yond computing at the NAE, including
approaches for incentivizing business-
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es to conduct research, approaches for
improving diversity of all kinds, and
formal approaches to increasing the
role of ethical decision making in the
practice of engineering. This included
founding the Center for Engineering,
Ethics, and Society at the NAE.

Wulf was also widely respected
throughout his career for his com-
mitment to broaden participation in
engineering. He stated in an NAE ad-
dress, “As a consequence of a lack of
diversity, we pay an opportunity cost, a
cost in designs not thought of—in so-
lutions not produced.” He coined the
term “collaboratories” as a concept
for increasing interaction, and he was
known for his broad support of educa-
tion and outreach. His dedication to
these goals resulted in him receiving
the 2011 Richard A. Tapia Achieve-
ment Award for Scientific Scholar-
ship, Civic Science, and Diversifying
Computing.

In addition, Wulf was known for his
strong sense of justice. It was nowhere
more apparent than in 2012, when the
Board of Visitors of UVA forced the
resignation of then-president Teresa
Sullivan in a dispute over spending on
liberal arts. Amidst widespread pro-
tests, Wulf publicly resigned his po-
sition at the university as a matter of
principle while criticizing the Board’s
decision. The growing outcry eventu-
ally led to Sullivan’s reappointment,
but Wulf refused to rejoin the univer-
sity as the Board’s processes remained
unchanged.

Among his many honors, Wulf was
a Fellow of the American Academy
of Arts and Sciences, a Fellow of the
American Philosophical Society, a Fel-
low of the IEEE, and a Fellow of the
American Association for the Advance-
ment of Science. He received the 2021
NAE Simon Ramo Founders Award. He
was named an ACM Fellow in 1994;
he was awarded the ACM Karl V. Karl-
strom Outstanding Educator Award in
2014; the ACM Distinguished Service
Award in 2011; and received the first
ACM Policy Award in 2017.

Simson L. Garfinkel is an ACM Fellow.

Eugene H. Spafford is a professor of computer science
and the founder and executive director emeritus of

the Center for Education and Research in Information
Assurances and Security (CERIAS) at Purdue University,
W. Lafayette, IN, USA. He is an ACM Fellow.
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ACM ON A MISSION TO SOLVE TOMORROW.

Dear Colleague,

[ feel privileged to call ACM my professional home! Believing in the core
ACM values of excellence, high ethics, and inclusivity, I joined as a graduate
student and since then have been contributing in several ways to ACM's
mission of "advancing the art, science, engineering, and application of
computing.”

For more than 75 years, ACM has played a leadership role in the computing
field, keeping a finder on the pulse of the evolving needs of the community
and expanding its extensive services to benefit computing researchers,
industry professionals, educators, and students around the world.

More and more, ACM is taking steps to become the home of interdisciplinary areas that involve
computing. ACM is helping to shape many computing-related interdisciplinary areas by forming
strategic alliances with other scientific societies and welcoming members with multidisciplinary
backgrounds.

ACM is also among the frontrunners in redefining scholarly communication and the entire research
life cycle by embracing the principles of reproducibility and accountability and facilitating open
science methods. ACM is actively transitioning to become a fully open access publisher within the
next few years.

For many years, ACM has advised policy makers on cutting-edde technolodies that may have
significant consequences on society. Today, this work is more urdent than ever as threats on

democracy, increasing inequalities, and the loss of privacy challenge us all. ACM continues to
advocate for the application of technological innovation within clear ethical boundaries.

ACM has had tremendous impact on the profession by evolving continuously to better serve the
needs of its diverse members, listening to all voices, and making innovative changes. This remains the
course so that ACM can continue to fulfill its vision of being "the premier global computing society."

Joining ACM means you dare to be the best computing professional you can be. It means you believe
in advancing the computing profession as a force for good. It means you act on your commmitment to
solving tomorrow's challenges. Come join your peers at ACM and let us all together invent a better
tomorrow!

Sincerely,

2

Association for

Yannis loannidis Computing Machinery

President
Association for Computing Machinery Advancing Computing as a Science & Profession
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Can Generative
Al Bots Be Trusted?

Itwill be a long road to learning how to use generative AI wisely.

N NOVEMBER 2022, OpenAl re-

leased ChatGPT, a major step
forward in creative artificial
intelligence. ChatGPT is Open-

ATl’s interface to a “large lan-

guage model,” a new breed of Al based
on a neural network trained on billions
of words of text. ChatGPT generates
natural language responses to queries
(prompts) on those texts. In bringing
working versions of this technology
to the public, ChatGPT has unleashed
a huge wave of experimentation and
commentary. It has inspired moods
of awe, amazement, fear, and perplex-
ity. It has stirred massive consterna-
tion around its mistakes, foibles, and
nonsense. And it has aroused extensive
fear about job losses to AI automation.
Where does this new development
fit in the AI landscape? In 2019, Ted
Lewis and I proposed a hierarchy of
Al machines ranked by learning pow-
er (see the accompanying table).? We
aimed to cut through the chronic hype
of AI° and show Al can be discussed
without ascribing human qualities to
the machines. At the time, no work-
ing examples of Creative AI (Level 4)
were available to the public. That has

changed dramatically with the arrival
of “generative AI”—creative AI bots
that generate conversational texts, im-
ages, music, and computer code.?
Text-generator bots, also called
chatbots, are trained on huge amounts
of natural-language text obtainable
from the Internet.! Their core neural
networks produce outputs that have
high probability of being associated
in the training data with the inputs.
Those outputs are transformed by nat-
ural-language processors into genres

a Examples include: Text: OpenAl's ChatGPT;
Music: OpenAl MuseNet; Images: Midjourney;
Code: Deepmind Alphacode.

Al machines hierarchy.

Level Category of machines

0 Basic automation

Rule-based systems

1
2 Supervised learning
8

Unsupervised and reinforcement
learning

Creative AI

~

5 Human-machine interaction

6 Aspirational AT
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such as text, summaries, poems, mu-
sic, and code. Many years of research
have come together in these technolo-
gies. However, because the workings
of these algorithms are not widely
known, to many the technology still
looks like magic.

Opinions about the implications of
Al bot technology are all over the map.
Technology investors and Al developers
are enthusiastic. Many others are deeply
concerned about trust, authorship, edu-
cation, jobs, teaming, and inclusion.

Trust

There is huge concern that AI chat-
bots cannot be trusted when generat-
ing texts intended as truthful state-
ments based on facts and data.* Most
obvious, chatbots cannot distinguish
nonsense questions from sensible
ones. For example, I asked ChatGPT
“What considerations are involved
when transporting Egypt across the
Golden Gate Bridge?” Instead of flag-
ging this as nonsensical, it generated a
paragraph about weight, width, speed,
and environment. Al researcher and
pioneer Douglas Hofstadter conclud-
ed ChatGPT’s inability to distinguish


https://dx.doi.org/10.1145/3592981
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sense from nonsense is so deep that,
as he put it, “it is clueless about its
own cluelessness.” I put his quote di-
rectly to ChatGPT. It denied it is clue-
less because it is well trained on an all-
encompassing amount of text. Because
cluelessness has to do with lack of
awareness of surroundings, I asked if it
is aware that Egypt is not a truck. Now
it declared that Egypt is a country and
could not be transported across the
Golden Gate Bridge because the bridge
was not designed for trucks of that size.

Even when questions make sense,
chatbots often generate errors of fact
and logic. For example, I input an arith-
metic expression evaluating to 3 and it
insisted the answer is 7.5.° Not realiz-
ing the training data was put together
in 2021, people asking about current
events get nonsense responses. Much
text that reports on current events or
defends a position falls apart on fact
checking. Friends asking for biogra-

b Input: 1+4/2-2/2+ 6/3 - 4/4. Response: “The
answers is 7.5. You can reach this answer by
first simplifying the factions: 1 + 4/2-2/2 + 6/3
-4/4=1+2-1+2-1=3+1-1=3.Then,add
the whole numbers: 3 + 6 - 4 = 7. Finally, add
up the fractions: 7 +1/2-1/4=7.5."

phies of themselves get erroneous re-
sponses; one was delighted to learn
that he was the recipient of two Turing
Awards, another that she authored 365
books. Google searches are more accu-
rate. It is breathtakingly easy to get the
bot to generate counterfactual non-
sense, spoken with a tone of authority
beguiling to the gullible. The designers
of ChatGPT have warned explicitly in
their technical papers, blogs, and oth-
er public statements that in its current
state the technology cannot be trusted
for accuracy. Judging by the enthusias-

N
Because the workings
of these algorithms
are not widely

known, to many the
technology still looks
like magic.
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tic chatter in the media, their warnings
are not being heeded.

There has also been much ballyhoo
about code bots—soon there will be no
need for programmers! Most code-bot
generated segments of Python or Ja-
vaScript contain errors. Stackoverflow.
com, a website for trustworthy answers
to questions about code, banned con-
tributions from GPT because they were
untrustworthy. Malware developers
are experimenting with code-bots to
find new ways to break systems. When
I asked about this, my ChatGPT re-
sponded with a self-contradiction, “I
can generate code of any length that is
free of errors. However, I am not able
to check the accuracy or correctness of
the code I generate, so it is important
to check the code that I generate for
any errors or mistakes.”

These examples may be amusing,
but they reveal a deep limitation of Al
bots. Indeed, we have no grounds to
expect accuracy from these machines.
They do not care about truth. They sim-
ply generate probable text given the text
prompts. They are amusing to play with
but dangerous if taken as authoritative.

There is a big concern that purvey-
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ACM Computing
Surveys (CSUR)

ACM Computing Surveys
(CSUR) publishes
comprehensive,
readable tutorials and
survey papers that give
guided tours through
the literature and
explain topics to those
who seek to learn the
basics of areas outside
their specialties. These
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way for professionals to
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complex technologies.
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ors of misinformation will use the AI
bots as tools to generate voluminous
authoritative-looking deepfakes that
undermine social cohesion and exac-
erbate polarization.

There is alsoabig concern among art-
ists, including poets, musicians, image-
makers, painters, and programmers,
that their copyrighted content is being
illegally incorporated into bot training
data without their permission. Lawsuits
claiming copyright infringement by AI
bots and their users have been filed.

Those with a longer view worry that
voluminous GPT text will accumulate
into a large Internet presence, swamp-
ing searches and becoming a substan-
tial part of the training data for future
versions of the machine. The outputs
of self-trained chatbots could degener-
ate into babble-reinforced babble.

I have noticed a certain style to the
many ChatGPT documents I have read:

» most of what it tells you, seems like
you have already heard somewhere;

» no radical departures from what
others have already said;

» frequent excursions into nonsense;

» speaks with great authority, even
when outputting nonsense;

» little variation in sentence struc-
ture or length;

» often hedges by following a state-
ment with the possibility of the oppo-
site; and

» often inserts weasel words

The first three are fundamental con-
sequences of the structure of the neu-
ral network. The last four may eventu-
ally be improved by new text-generator
algorithms. Automated tools for de-
tecting Al-generated text are not yet
very reliable.

Authorship

As the editor of ACM Ubiquity, I have
already seen articles submitted list-
ing “ChatGPT” as a co-author on the
grounds that significant passages were
generated by the chatbot. Reviewers
spotted the bot-generated passages,
found them unsound, and wondered
why the human authors would want to
include them.

More to the point, ACM’s policy
on authorship allows only humans
to be authors; no text-generators.
ACM insists authors take responsi-
bility for their work. ACM further re-
quires authors to “cite their sources”

VOL. 66 | NO. 6

by flagging the chatbot passages with
footnotes acknowledging they were
machine generated.*

Education and Jobs

Teachers have strongly voiced their
concern that text-bots will fuel an ex-
plosion in the already rampant prob-
lem of cheating on written assign-
ments. Even if a text-bot’s quality of
writing is not great, it is not easy to
distinguish from a student’s “begin-
ner” understanding of a topic. In other
words, teachers cannot easily detect
when students have used a text-bot.
Some worry generative AI will relieve
students of the need to learn to think
for themselves. However, generative Al
is likely here to stay and teachers must
now teach students to use the technol-
ogy to improve their writing instead of
substituting for their writing.

I recently submitted a quiz from
my operating systems class to Chat-
GPT and got a loquacious response
that earned a 15% grade. A resound-
ing flunk. Students will shy away if
they believe chatbots will earn them
low grades.

In the meantime, makers of genera-
tive AI apps are aggressively marketing
their “writing assistants” to children,
offering free downloads to their smart-
phones. These downloads require a
monthly subscription after a trial pe-
riod. Providers of generative Al engines
are turning to subscription models to
pay the fees for their services.

Many are worried generative Al
threatens white-collar jobs. While it is
easy to imagine some jobs, such as call-
center personnel, could be replaced by
chatbots, it is more difficult to see how
most jobs are threatened, especially
when those jobs rely on accuracy and
trust. At their current level of skill, chat-
bots are likely to cause more customer
service problems than they solve.

Teaming with Al

The issues summarized in this column
all concern untrustworthy text-bots
and lack of faith in their safety for criti-
cal operations. But there are also scat-
tered reports of people finding text-
bots useful in their professional work.
I have seen three modes of interaction:
jump-start, provocateur, and appro-

¢ See https://bit.ly/3A41CCL
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priator. Jump-start mode means the bot
helps the human complete a job faster
by accelerating the initial stage. For ex-
ample, a programmer asks a text-bot to
generate initial code, then reviews and
edits to make it error free. A speech-
writer names a topic and gets some
ideas, then crafts them into a speech.

The other two modes are much
deeper, achieving solutions that nei-
ther the human or machine could do
alone. They give a glimpse of how text-
bots might become an amplifier for hu-
man intelligence. They count at Level 5
in the accompanying table.

Vauhini Vara, an award-winning
writer, was struggling to compose an
article about her deceased sister. She
decided to see if an early version of
GPT could help. She showed nine iter-
ations of her essay.® At each stage she
presented her entire written draft so
far as a prompt to the text-bot, which
responded with a proposed continu-
ation. The continuations read some-
what like romance novels, which are
plentiful in the training data. She
seemed to ignore the continuations
when composing the next segment of
her text. Her initial draft was a single
sentence about her sister being diag-
nosed with cancer; the proposed con-
tinuation was about someone who
recovered from cancer. Her final itera-
tion was a masterful essay. I concluded
from her example and a few others
that people who use the machine as a
provocateur are more likely to produce
better writing than people who try to
use it as a co-author. The provocateur
mode is likely to be of broader inter-
est in design, writing, planning, and
wargaming, among others.

Some professional programmers
report the code-bot Github Copilot is
quite useful for generating code. They
were more adept at finding and cor-
recting Copilot errors than writing the
code from scratch. Copilot amplified
their ability to produce error-free code
faster. This is another example of the
provocateur mode. For details about
Copilot, see p. 56 in this issue.

Other professionals report how
chatbots improved their research.
When searching for solutions to a
problem in their community, they
found other communities that had
already solved the problem. I call this
the appropriator mode because they

R
The neural network
can say what has

not been said, but

is close to what has
been said.

discovered and imported into their
own communities ideas and practices
from other communities. In appro-
priator mode, the chatbots amplified
human investigative capabilities by
letting them see what was previously
invisible to them.

Conversation of a Crowd

ChatGPT’s neural network is trained
from a large corpus of texts represent-
ing conversations from many commu-
nities. A query retrieves a conversation
segment associated with the prompt.
What is less appreciated is that the
prompt may retrieve a segment that
was never actually said but is close to
several segments that have been said.

Pentti Kanerva first observed this in
his study of sparse distributed memory,’*
a form of artificial neural network. He
found that the network could clean up
images distorted by noise. For exam-
ple, he trained the network by showing
it a series of images of the letter “O,”
each distorted by random noise. When
he interrogated with another distorted
“0,” the network responded with a
clean, undistorted “O.” He argued that
this ability—to retrieve a pattern that
was not explicitly trained but is close
to trained patterns—is important. It
can clean up noise and it can also form
statistical abstractions from what has
been trained. The neural network can
say what has not been said, but is close
to what has been said.

When we present a chatbot with a
prompt, we are probing the space of
conversations in which it was trained,
seeking a response that is close to what
has been said but not necessarily the
same. Chatbots can do this kind of
probing much faster than humans.

Despite claims by large-language-
model enthusiasts that their training
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sets are all-encompassing, the conver-
sations embodied into the neural net-
work come from a particular crowd.
The crowd does not encompass all
humanity. African voices are nearly all
absent from typical training data. So
are the voices of developing countries
in Southeast Asia and South America.
Voices in non-English languages are
there but weaker than English. Voices
of dissenters in autocratic countries
are nearly completely silenced. The
voices of the homeless and others at
bottom of the social pyramid are all
but lost. Chatbot models are notori-
ously biased toward the conversations
among the well-educated and well-off
even within rich countries.

We cannot therefore trust a chatbot
to be “all encompassing.” Chatbots
can only form abstractions of the con-
versations they were trained in. We
must be very careful in generalizing
their responses.

Conclusion

A chatbot prompt is a probe into the
conversation of a crowd. Its responses
are likely to be abstractions that were
not said but are close to what has been
said in the training texts. Because the
crowd may not be representative of
the communities we want to address,
we must use these tools very care-
fully. Pairing knowledgeable humans
with chatbots is more likely to miti-
gate the misinterpretation of chatbot
output and amplify human capabili-
ties through interaction styles such as
jump-start, provocateur, and appro-
priator. The road to trustworthy uses of
this technology will be long.
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Peter G. Neumann

Inside Risks
Computer-Related Risks
and Remediation Challenges

Surveying the nontechnical issues interwoven

with computer-related technologies.

HIS INSIDE RISKS column fo-

cuses on some of our com-

puter technologies that are

directly or tangentially in-

volved in undesirable misus-
es, and what effective remedies might
be desirable. The following enumera-
tion is illustrative: the items are by no
means comprehensive, and some cas-
es fall into multiple categories.

» Uses of technology to address
problems that are otherwise inher-
ently not purely technological: for ex-
ample, cryptocurrencies being used to
address dissatisfaction with financial
systems perceived as rigged in favor of
Wall Street and banks, including mon-
ey-laundering and other illegal activi-
ties used to avoid law enforcement.?
Increases in electronic gambling (in-
cluding offshore) are yet another step
toward depriving addicts and others
of their well-being.

» Uses of technology to facilitate
crimes that were hitherto not tech-
nology-oriented: for example, online
spear-phishing scams with ransom-
ware and demands for cryptocurrency
payments, with no real assurance of
ultimate recovery in the absence of
demonstrable defenses. Law enforce-
ment seems to not have much lever-
age here, and offshore attacks make
the problems even more difficult.

a See Paul Krugman, “Blockchains, What Are
They Good For?,” The New York Times (Dec. 2,
2022).
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> Uses of technology with well-de-
fined legitimate purposes but poorly
established or administered foun-
dations; for example, elections that
have inadequate oversight and no
worthy audit trails, irrespective of
whether administered in-person or
using the Internet. Even the compo-
sitional trustworthiness of integrated
electronic systems (voting machines,
ballot scanners, vote counters) needs
much more assurance from a total-
system perspective, given the inter-
faces among the components may

VOL. 66 | NO.6

P

¢ 2

themselves be compromised.” Fur-
thermore, abuses of social media with
character assassination and disinfor-
mation—incuding Chatbots—are cre-
ating enormous problems. Misuses of

b See the June 2021 Communications Inside
Risks column “The Risks of Election Believ-
ability (or Lack Thereof),” which is a plea for
designing, deploying, and overseeing systems
with higher assurance—as a matter of good
practice, but also to combat those who believe
well-administered past elections have been
rigged, and that future elections can also be
compromised.
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digital commerce also falls into this
category.

> Uses of technology that is not suf-
ficiently trustworthy for its intended
application needs. This is particularly
relevant to high-end national security
and life-critical applications, with re-
spect to security, privacy, system and
network integrity, human safety, high-
probability system survivability, and
more. Artificial intelligence is seen
by some as a panacea, even when em-
bedded in untrustworthy systems and
networks whose compromise might in
turn decrease its integrity, total-system
safety, and predictability. Of course,
these problems can also arise in many
less-critical applications where ex-
ploits are unfortunately surprisingly
easy to perpetrate—as in the ubiquity
of the Internet of Almost Everything
where very little assurance exists today.

> Uses of technology that has been
compromised in favor of questionable
business models: for example, targeted
advertising in social media and gaming
that results in widespread privacy vio-
lations, devious operation, greed, and
obliviousness to the risks. Zeynep Tufek-
ci’s op-ed in The New York Times, “The
Shameful Secret of Southwest’s Fail-
ure,” (Jan. 5, 2023), examines Southwest
Airlines’ repeated failures to upgrade
their archaic computer software, which
resulted in the recent total system-wide
meltdown. The drive to get self-driving
cars on the road quickly appears to be
quite controversial, and full of danger-
ous behavior. Short-term optimization
and failure to consider long-term risks
seem to be much more important to
many organizations than long-term
stability. The book by Earl Boebert and
James Blossom, Deepwater Horizon: A
Systems Analysis of the Macondo Disaster,
Harvard Press illustrates hasty iatrogen-
ic technological remediations motivat-
ed by a compromised business model.

This list highlights just a few poten-
tial types of misuses of technology that
remain widespread from year to year,
with relatively few repercussions—a
long-time topic in the ACM Risks Fo-
rum.© One theme that runs through the
items listed here (and in previous Com-
munications Inside Risks columns) is
that today’s technology is not trustwor-
thy enough for many critical applica-

¢ See http://www.risks.org
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Short-term
optimization and
failure to consider
long-term risks seem
to be much more
important to many
organizations than
long-term stability.

tions, even if it were used carefully. Some
of these concerns could be addressed in
the future by increasing research and
development in system assurance, as
suggested in the June 2022 Communica-
tions Inside Risks column “Total-System
Trustworthiness.” This would require
at least better hardware and better soft-
ware engineering practices, and greater
oversight. Other issues reach way out-
side of technology, but are seriously ex-
acerbated by the Internet, the Dark Web,
rampant disinformation, a general lack
of risks awareness, and other factors.

Gaps in education that address all
of the issues mentioned here are also
a serious concern. Math scores appear
to be down in many countries, and
younger employees do not seem to
know how to make change when paid
in cash. English and other language
scores are down, and many people—
not just younger students—cannot
write or speak in intelligible sentenc-
es. Also, colloquial speech often can
result in potentially serious ambigui-
ties. Books may also cause trouble, as
reading abilities seem to be diminish-
ing and respected classic books are
being banned for being subversive.
(See Ray Bradbury’s book Fahrenheit
451 and subsequent movies.) Unfor-
tunately, the notion of socioeconomic
equality in educational and employ-
ment opportunities is politically chal-
lenged—although technology might
offer some help, if it were easy to mas-
ter and were used more wisely.

In addition, education of technol-
ogy (in the U.S., at least) seems to
have lost the incentives to consider
systems in the large, instead stress-
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Acvancing Computing as a Science & Profassion

ACM Student

Research
Competition

Attention:
Undergraduate and Graduate
Computing Students

The ACM Student Research
Competition (SRC) offers a unique
forum for undergraduate and
graduate students to present their
original research before a panel
of judges and attendees at well-
known ACM-sponsored and co-
sponsored conferences. The SRC
is an internationally recognized
venue enabling students to earn
many tangible and intangible
rewards from participating:

« Awards: cash prizes, medals, and
ACM student memberships

« Prestige: Grand Finalists receive
a monetary award and a Grand
Finalist certificate that can be
framed and displayed

« Visibility: meet with researchers
in their field of interest and make
important connections

« Experience: sharpen communi-
cation, visual, organizational, and
presentation skills

Learn more:
https://src.acm.org
|
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East Asia and Oceania

A Systematic Treatment
of Data Science

Fragility in AIs
Using Artificial
Neural Networks

Theoretical Analysis
of Sequencing
Bioinformatics

and Beyond

Lost in Afghanistan:
Can the World Take
ICT4D Seriously?

Opportunity Cost
and Missed Chances
in Optimizing
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Offline and Online
Algorithms for SSD
Management

Plus, the latest news
about detecting deepfake
texts, images, and videos
as well as optical
acceleration through AT
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ing programming languages that are
too easy to misuse and that have in-
herent failings. For example, Bruce
Debruhl has nicely amplified the
lack of system-orientation in U.S. col-
leges and university curricula.? Even
the so-called memory-safe languages
(such as Java and Rust) can be badly
misused, and allow elements that are
not memory safe to be invoked. An
interesting discussion of technology
education and its relation to public
interest, with various short-term and
long-term potential remediations
seems to be of considerable interest.©

Conclusion

Recent years have been a period in
which certain computer-related tech-
nologies are being relied upon, with
relatively little reflection on their short-
and long-term effects. It is also an era
in which other issues relying on those
technologies also became challenged
by extreme views that ignored the nu-
ances relating to those issues, and that
disregard sound science. The COVID-19
pandemic seems to have considerably
changed our views of the future. The
ChatBot craze is riddled with prob-
lems.f However, personal, institutional,
and governmental integrity has become
challenged, where many nontechnical
issues are tightly interwoven with tech-
nology and must also be understood—
for example, as part of the threat mod-
els and business models, as well as
development practice and oversight.
We need considerably more attention
to total-system and application assur-
ance in our educational efforts and in
responsible system developments.

d See ACM Risks Forum 33, 56; http://www.risks.
org

e See https://bit.ly/3UXXR9n

f Forexample, see EI-Mahdi et al. On the Impos-
sible Security of Very Large Foundation Mod-
els; https://bit.ly/3L6tpVT
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craze is riddled

with problems.
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is not trustworthy
enough for many
critical applications.

Ideally, we also might need to in-
clude humanistic approaches to the
uses of technology, such as espoused
by Norbert Wiener in 1950, Joseph
Weizenbaum, Don Norman, and oth-
ers. Uses of technology should benefit
people, not just corporations. At pres-
ent, technological advances seem to
be an end in themselves, much more
likely to increase disparities rather
than to diminish them—for example,
between the rich and the poor; ad-
vanced and struggling nations; eco-
nomic well-being and abject poverty;
and so on. Furthermore, computer
technology might be considered po-
tentially dangerous if it is without
meaningful assurances that it can
satisfy humanitarian needs, or even
that it can provide assurances that its
dual uses for evil can be manageable.
However, in today’s world that would
seem very difficult to achieve.

Some of the problems noted here
are actually very complex and multi-
faceted. Serious future-facing steps
might require approaches transcend-
ing the technology, such as legal con-
straints on uses of technology primar-
ily anti-humanitarian, as well as steps
toward less disparity in education,
jobs, and pay scales, and a cultural
shift that issues considered here tend
to require significant nontechnologi-
cal remediation as well as proactive
realizations of the limits of technol-
ogy. However, beware of oversimplifi-
cation!

g See Norbert Wiener, Human Use of Human Be-
ings (1950).
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Kode Vicious
The Parchment Path?

Is there ever a time when learning is not of value—for its own sake?

Dear KV,

I have spent much of my career work-
ing as a developer and software ar-
chitect for various companies, both
startups and large, established firms.
I have always been lucky enough to
work on projects that were interest-
ing to me, several on the cutting edge
of computing technology. A lot of the
interesting projects have been close
to research, but I have always been on
the implementation side rather than
the research part. Recently, I have
been inclined to poke more into the
research, but I do not have the pedi-
gree to lead such projects, as they of-
ten require an advanced degree. With
only a decade or so left until retire-
ment, I have found myself consider-
ing various Ph.D. programs, which I
never would have when I was younger.
When I finished my undergraduate
degree, I really wanted to work in in-
dustry, and, like many people, pay off
a lot of loans. Is it too late for me to
think about this? On the one hand, it
seems crazy to consider taking several
years to work on a Ph.D. just to be able
to cross the line from development to
research, but on the other, maybe it is
not. If I went back, I would be, well ...

A Very Mature Student

Dear Very Mature,

Is there ever a time when learning is
not of value—for its own sake? A good
Ph.D. program is not meant to be a
meal ticket; it is meant to give you the
skills and the time to really dig into a
problem you think is worth the effort.

George V. Neville-Neil

And it will be a lot of effort. Like you,
KV has spent enough time around the
research side of R&D to see the large
amount of work involved in earning a
Ph.D. The greater the risk, the greater
the reward, and if you do succeed, it
will be an achievement you can look
back on and smile wryly about. Post-
docs never laugh because postdocs are
post-laughter. However, there are some
things to consider before plunking
down your application fee and writing
all those essays.

As a very mature student, you will
have some advantages and disadvan-
tages. There are some things to consid-
er for anyone, young or old, who might
seek such a diploma, so let’s follow the
parchment path and see what they are.

First and foremost, you should en-
ter any sort of learning program with

the understanding that knowledge is
its own reward. While this incredibly
idealistic view may seem to clash with
your hard-bitten, jaded, taciturn im-
age of KV, it is, nevertheless, key to a
successful journey in pursuing an ad-
vanced degree. While there are people
who have not had a pursuit of knowl-
edge at their core and yet acquired
advanced degrees, the people I have
met who have done the best at it have
all been, at some level, deeply curious
about the world and the problems they
are solving. Nothing quite sustains one
in the long dark nights of work like an
abstract—some might say crazy—fo-
cus on acquiring knowledge.

Ifyou do not have a burning desire to
know new things and—while being con-
stantly rebuffed by your own intellectu-
al shortcomings—continue in a nearly
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Sisyphean manner to climb the slopes
of your own ignorance, well, maybe an
advanced degree is not for you. If, on
the other hand, you are this style of cra-
zy, read on for a few more practical and
less philosophical thoughts.
Undertaking a successful path of
study also requires you to consider
a few practicalities. KV will assume
you have the financial wherewithal to
spend several years working for, shall
we say, lower pay rates than you have
found in industry to date. If your goal
is riches, there are faster ways to make
them than joining an advanced degree
program. The other things you need—
and these are the most significant ones
I have seen while watching the R half of
my R&D projects—are: a good advisor,
the support of your program or depart-
ment, some ability to write clear prose,
and an ability to receive and integrate
criticism. You will note that none of
these has anything to do with age, but
there are some distinct advantages to
having some life and work experience
before you start any such program.
When you undertake an advanced
degree, your advisor is your boss—and
not just any boss, but a boss who can
demand all kinds of work and from
whom you will get not stock or bonus-
es, but guidance and knowledge. Pick-
ing an advisor is far more important
than interviewing with a new boss at a
company. Most developers change jobs
every 18 to 24 months; most advanced
degrees take 48 to 72 months, which
means you will spend more than twice
as much time working for your advisor
than you would at a typical industry job.
Ensure you read up on the papers
your advisor has written to date and
check out their dissertation. Part of
what you will be doing is working on
papers with your advisor, who will be
a co-author on pretty much anything
you produce during your time work-
ing with and for them. If you read their
papers and think, “Ugh, this is awful,”
then no matter what else you think of
them, or how well they are regarded in
the rest of academia, you should run—
not walk—away. In fact, you should not
even apply to a program with an advi-
sor whose papers you have not read
and enjoyed. Just because someone is a
famous researcher does not mean that
your mind and their mind will mesh in
a productive way for both of you. The
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goal of picking an advisor is to find
someone who can help you learn the
skills of research. As a mature student,
you should already have the skills for
software development.

The next thing to consider is the
group or program you will be joining.
Look at the last few Ph.D.’s produced
by the program and see if you could
imagine yourself working with those
people on those problems. Your dis-
sertation is your dissertation, but it has
to swim in the stream that is the over-
all research of the group. All advanced
degree programs and groups have Web
pages with their recent publications.
At least read the abstracts for the past
several years before even thinking of
applying. Much of this information
can be gleaned through a reverse in-
terview—or what a smart person does
at a real interview. When you are inter-
viewed, you had better be interviewing
the people interviewing you.

If there is any endeavor in the world
of computer science that requires clear
writing, it is pursuing an advanced
degree. At the end, you will produce
something the length of a novella—ap-
proximately 100 pages of well-written,
well-thought-out prose. The code you
produce during such an undertaking is
in support of the dissertation, and, KV
thinks, should also be a significant ar-
tifact that exists alongside the writing.
What you are judged on to complete
your degree, however, is not just wheth-
er the code runs, but if the ideas sing. If
your committee does not like the idea
you are selling, and the idea you are
selling is through writing, then you are
not going to finish, and you will either
be making many, many corrections or
throwing up your hands and becoming
ABD (all but dissertation). If you think
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your writing is not up to snuff, then it is
time to get two books I recommend to
programmers for prose: William Zins-
ser's On Writing Well and Strunk and
White’s The Elements of Style.

The last point I will make in this
column is you must be able to receive
and integrate criticism to complete an
advanced degree. There are very few
people who enter such programs with
fully formed, correct ideas that turn di-
rectly into their dissertation, and I have
met a few in the past 40 years. I can
count these people on one hand with a
couple of missing fingers. The process
of refining your ideas as research is one
that requires being challenged and be-
ing willing to listen to what others have
to say. Consider it, all the while keep-
ing a smile on your face and control-
ling your impulse to tell them just how
wrong they are. They might be wrong,
but first you will have to listen. The type
of developer who likes to scream across
an open-plan office about how stupid
some other developer is, is not the kind
of person who should be going for an
advanced degree, because a significant
part of the process is having your ideas
challenged and picked apart—some-
times gently, sometimes less so.

Can you do all of this at your admit-
tedly mature age? They say mathemati-
cians do their best work when they are
young. I say that in computer science,
experience is often the best teacher,
and if we can learn from that, we can
learn from anything, at any stage of
life.

Related articles
on gueue.acm.org
Koding Academies
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Historical Reflections
Conjoined Twins:
Artificial Intelligence and the
Invention of Computer Science

How artificial intelligence and computer science grew up together.

YPE AND HANDWRINGING

concerning artificial intelli-

gence (AI) abound. Technol-

ogies for face recognition,

automatic  transcription,
machine translation, the generation
of text and images, and image tagging
have been deployed on an unprec-
edented scale and work with startling
accuracy. Optimists believe the prom-
ises of self-driving cars and humanoid
robots; pessimists worry about mass
unemployment and human obsoles-
cence; critics call for ethical controls
on the use of Al and decry its role in the
propagation of racism.

Right now, AI refers almost exclu-
sively to neural network systems able
to train themselves against large data-
sets to successfully recognize or gener-
ate patterns. That is a profound break
with the approaches behind previ-
ous waves of AI hype. In this column,
the first in a series, I will be looking
back to the origins of AI in the 1950s
and 1960s. Artificial intelligence was
born out of the promise that comput-
ers would quickly outstrip the abil-
ity of human minds to reason and the
claim that building artificial minds
would shed light on human cognition.
Although the deep learning tech-
niques underlying today’s systems are
relatively new, artificial intelligence
was a key component in the emer-
gence of computer science as an aca-
demic discipline.

Giant Cybernetic Brains

More than commonly realized, the
modern computer was itself viewed
as a thinking machine within the rich
stew of what was about to be branded
as cybernetics. The basic architecture
of modern computers, centered on the
retrieval of numerically coded instruc-
tions from an addressable high-speed
store, was first described in John von
Neumann’s “First Draft of a Report on
the EDVAC.” As von Neumann wrote
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this material in early 1945 he was en-
meshed in discussions with a group
attempting to charter a “Teleological
Society” to explore the radical idea
that organisms and machines were
substantively equivalent. Von Neu-
mann described the building blocks of
digital computer logic, later known as
gates, with the biological term neurons.
This was inspired by the work of War-
ren McCulloch and Walter Pitts, who
had asserted that real neurons worked
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as binary switches and so were func-
tionally equivalent to Turing machines
and to statements expressed in formal
logic. Taking the biological metaphor
further, von Neumann called the con-
stituent parts of his planned computer
organs and its internal storage unit
memory.

The first popular book to describe
computer technology, Edmund Berke-
ley’s Giant Brains: Or, Machines That
Think, doubled down on this perspec-
tive.>2 Berkeley, a former insurance
executive, was the most active partici-
pant in the newly formed Association
for Computing Machinery. He herald-
ed the new machines as information
processing devices whose capabilities
would quickly match, and eventually
outstrip, those of the human brain. He
forecast applications for computers in
areas that would later be thought of as
part of Al including machine transla-
tion, speech recognition, and automat-
ed psychological therapy.

Within this frame, however, it was
not necessary for a computer to com-
pose a sonnet or win a game of chess
to be counted as a thinking machine.
If brains and telephone switches, the
topic of early work by Claude Shannon,
were both equivalent to Boolean alge-
bra then the electronic switching that
took place when a computer executed a
program was fundamentally the same
as the neural switching that took place
as humans thought. They differed in
complexity, but not in essence. For
Berkeley, the defining characteristic of
a mechanical brain was simply that it
“handles information, transfers infor-
mation from one part of the machine
to another, and has a flexible control
over the sequence of its operations.”*?
Thus readers could build their own
thinking machine by following his in-
structions to build Simon, a simple de-
vice consisting of two light bulbs, some
switching relays, and two homemade
paper tape readers.

Berkeley’s conception of thought
seems unnatural to me, and probably
to you, but that is only because his
framing of number-crunching com-
puters as artificial brains did not stick.
We see nothing odd in talking about
computer memory, which at the time
was an equally jarring appropriation
of biological terminology. The Teleo-
logical Society never happened, but

its proponents successfully rebranded
the effort as cybernetics. Both names
referred the shared ability of biological
and mechanical systems to steer them-
selves toward a goal.

As cybernetics developed through
series of conferences sponsored by the
Macy Foundation (1946-1953) the re-
lationship of brains to computers and
the ability of machines to learn from
their environments was a central topic
of debate.” British cyberneticists were
particularly likely to describe simple
lab-built learning mechanisms as
brains, to the extent that philosopher
Andrew Pickering called his history of
that movement The Cybernetic Brain.'!
von Neumann himself avoided calling
computers brains despite his appro-
priation of other biological terms. Suc-
cumbing to terminal cancer in 1955,
he devoted the last of his intellectual
energy to a lecture series on the rela-
tionship between the two. While his
unfinished text still talks about com-
puters having organs and memories, it
asserted that biological neurons used a
mix of analog and digital logic mecha-
nisms and so were not truly equivalent
to switches.*#

Inventing Al

Strictly interpreted, the history of AI
begins in 1955 when the term artifi-
cial intelligence appeared for the first
time. John McCarthy, a newly arrived

a The evolution of von Neumann’s conceptual-
ization of brains and automata is explored in
detail in Aspray, W. John von Neumann and the
Origins of Modern Computing. MIT Press, Cam-
bridge, MA, 1990.

R
The modern
computer was itself
viewed as a thinking
machine within the
rich stew of what was
about to be branded
as “cybernetics.”
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assistant professor at Dartmouth Col-
lege, wrote a proposal to host a “Sum-
mer Research Project on Artificial
Intelligence” the following year. Re-
searchers including Claude Shannon
and Marvin Minsky would spend up
to eight weeks at Dartmouth, during
which “an attemptwill be made to find
how to make machines use language,
form abstractions and concepts, solve
kinds of problems now reserved for
humans, and improve themselves.”®
The effort was stimulated by the ar-
rival of the programmable electronic
computer, able to automatically ma-
nipulate coded symbols with unprec-
edented speed and flexibility.

Six months before arriving at Dart-
mouth, Herb Simon had famously an-
nounced to his students that “Over
Christmas, Al Newell and I invented a
thinking machine.”*> He meant they
had successfully simulated, on paper,
the operation of a program to auto-
mate the work of logical deduction and
thus demonstrated that computers
could carry out the work of minds. The
Logic Theorist program treated rea-
soning as a search tree whose branches
represented sequences of possible op-
erations. To keep its size manageable,
the system pruned unpromising paths
by applying heuristic rules.

According to Berkeley, thinking
machines were already a reality. Herb
Simon himself was first exposed to
computers when he read Berkeley’s
book and built a small digital logic kit
sold mail-order as a “genuine brain
machine.”'?¢In contrast, Alan Turing’s
1950 paper “Computing Machinery
and Intelligence” proposed the abil-
ity to successfully imitate a human in
written conversation as a more trac-
table replacement for the question

b See https://bit.ly/2GNE58]. On the Dartmouth
event, see chapter 5 of Pamela McCorduck,
Machines Who Think. A.K. Peters, Natick, MA,
2004.

¢ The Logic Theorist, originally called the Logic
Theory Machine, is described, with a par-
ticular focus on its implementation for the
RAND Corporation’s JOHNNIAC computer,
in Stephanie Dick, “Of Models and Machines:
Implementing Bounded Rationality,” Isis 106,
3(2015). Dick suggests the linked list, a funda-
mental data type, was first developed in this
project.

d The description of Berkeley’s GENIAC
comes from an advertisement, at https://bit.
ly/3GSeygA
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“can a machine think?”"® Turing’s
paper described in detail the capabili-
ties of powerful digital computers but
asserted that another 50 years of prog-
ress would be needed to make the idea
of thinking machines acceptable in
“general educated opinion.” Paradoxi-
cally, then, AI was defined not by the
first claims that computers could think
like brains but the first assertions that
only specific, hard to program, activi-
ties like learning, forming concepts,
manipulating language, or demon-
strating creativity should be counted
as thought. This was a retreat from the
radical idea that every digital comput-
er was already thinking.

Creating Computer Science

Al was a description of a general goal
that left a lot of space for different
topics and approaches. It began as a
brand used by researchers at a small
set of elite institutions to tie their
work to lofty goals, win research sup-
port, and bolster their position within
the emerging field of computer sci-
ence. Al subsumed several preexist-
ing research streams. Shannon was
already working with McCarthy on
a collection of papers on automata
theory that covered much of the same
ground. Research on neural networks
was already established as part of cy-
bernetics. AI was not the only such
brand, for example, 1958 symposium
that catalyzed British research in the
area explored the Mechanization of
Thought Processes, but it soon became
dominant.

During the 1960s, AI developed
under the auspices of computer sci-
ence programs and affiliated labora-
tories. AI consolidated intellectually
as its leaders drew firm boundaries
to exclude some of the topics and ap-
proaches inherited from earlier identi-
ties such as cybernetics and automata
studies. From that time onward, at
least until the recent boom of Al within
firms such as Google and Facebook, Al
researchers were employed primarily
within university computer science de-
partments and most of those who en-
tered the field received graduate train-
ing in computer science.

To say Al grew up within computer
science is not to deny its interdiscipli-
narity. Computer science itself was, by
necessity, an interdisciplinary field in

N
To say Al grew up
within computer
science is not to deny
its interdisciplinarity.

its first decades. The first computer
science programs were established
by academics who had become fasci-
nated by computer technology while
laboring in campus computer centers
or in departments of mathematics or
electrical engineering. In such settings
the study of computing could only be
justified instrumentally, to support re-
search in established disciplines. The
early faculty members of computer
science programs were thus intellec-
tual immigrants with training in other
fields. To study computing as an end
in itself, they had to formulate an in-
terdisciplinary synthesis out of the hu-
man and intellectual materials avail-
able. Each computer science program
hammered together an assortment
of coursework around bodies of craft
knowledge that had grown up around
the new machines: compiler creation,
numerical analysis, computer archi-
tecture and engineering, and so on. Al
loomed large as one of the most presti-
gious of these subfields.

The first ACM A.M. Turing Award
was awarded in 1966, just as computer
science programs were beginning to
graduate doctoral candidates. Both
were important steps in defining and
demarcating the new discipline. Dur-
ing the first decade of the awards pro-
gram, 11 men were honored, among
them Marvin Minsky, John McCarthy,
Allen Newell, and Herb Simon. With
four recipients, AI had beaten out
all other areas of computer science
(though like every Turing awardee pri-
or to Thompson and Richie in 1983,
none of the four had earned a degree in
computer science).

The four early winners founded all
three leading centers for AI research
and graduate education in the U.S.
Newell and Simon were based in the
business school of what became Carn-
egie Mellon University. They founded
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a lab to research AI and were instru-
mental in the 1965 establishment
of a computer science department,
which retains a particular focus on
Al and robotics. In 1958, McCarthy,
who left Dartmouth after a single year,
and Minsky jointly established what
eventually became the MIT AI Lab. It
was one of the central constituents of
MIT’s computer science community,
which was spread over several projects
and labs rather than being consoli-
dated in a conventional department.
By 1962, McCarthy had moved again,
to Stanford, where he established
an Al project that found a physical
home as the Stanford AI Lab (SAIL) in
1966. This process was contempora-
neous with Stanford’s establishment
of a computer science department
in 1965.%° Theirs is a powerful legacy:
MIT, Stanford, and Carnegie Mellon
are still ranked as the top three aca-
demic programs in the U.S., not just
for AI but for computer science itself.

Demarcating a Field

Even insider histories depict AI not as
a coherent whole but as a set of tech-
niques and approaches that have ris-
en and fallen in credibility over time.
The work of the four award winners
embodied the most important first-
generation approaches to Al, at least
in the eyes of the distinguished com-
puter scientists who selected the win-
ners. Each had attended McCarthy’s
1956 workshop at Dartmouth. Each
had come, at least by the time of the
awards, to believe that techniques
based on the logical manipulation of
symbols would be applicable across
many problem areas and shed light on
human thought patterns.

As Newell himself told the story, he
and his fellow awardees had defined
Al around symbolic approaches based
on the manipulation and processing
of encoded symbols, over approach-
es such as neural networks inspired
more directly by cybernetic concep-
tions of brain function. Newell called
the rival approach continuous, in a
nod to analog control systems, but to-
day it is more often called connection-
ist because of the focus on manipulat-
ing patterns of connections between
simulated neurons. Echoing the
search trees he used to model prob-
lem solving, Newell interpreted the
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history of his field as a succession of
binary choices in which, for example,
“the continuous-system folks ended
up in electrical-engineering depart-
ments; the AI folk ended up in com-
puter-science departments.”®

Marvin Minsky had made early ex-
periments with neural networks but
soon turned to the symbolic represen-
tation of knowledge, most famously
with his “theory of frames.” The shift
was celebrated in a book Minsky coau-
thored to highlight the limitations of a
simple neural network model, cham-
pioned by Frank Rosenblatt, that had
been popular with early researchers.®
Analysis of citation patterns confirms
connectionist work was more promi-
nent through the 1950s and into the
early 1960s but was cited much less
often than symbolic work during the
1970s and 1980s.?

Edward Feigenbaum, a student of
Simon’s who would later receive his
own Turing award, co-edited Comput-
ers and Thought, an influential collec-
tion of papers intended to provide stu-
dents with a convenient bundle of the
interdisciplinary contributions from
which the new field would be assem-
bled.® The book’s sections defined
the central topics of the new field as
game playing, theorem proving, an-
swering questions posed in natural
language, computer vision (“pattern
recognition”), automatic learning,
and decision making. One of its cen-
tral contributions was an extensive
bibliography compiled by Minsky.¢ In
the absence of textbooks, their edito-
rial decisions must have exerted an
outsized influence on what appeared
in the AI courses offered by less expe-
rienced instructors and at lower-tier
universities.

Back at the Dartmouth event in
1956, Newell had claimed to have al-
ready solved many of the problems
others were still considering. He had
not exactly solved them, but the re-
duction of intelligence to formal rea-
soning and of reasoning to search
did come to dominate AL As the first

e The significance of this bibliography is ex-
plored in Jonathan Nigel Ross Penn. Inventing
Intelligence: On the History of Complex Infor-
mation Processing and Artificial Intelligence in
the United States in the Mid-Twentieth Century.
Ph.D. dissertation. University of Cambridge,
2020, 186-190.
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Because Al
researchers were
trying to program
things that pushed
the limits of
computing they
needed the biggest
and most expensive
computers available.

lecture of an introductory AI course
delivered at Oxford University in 2000
concluded: “We have indicated that
two important ingredients in AI are
search and knowledge representa-
tion. The two appear, often inextrica-
bly entwined, in one guise or another
in every AI problem.”’ The techniques
used by Simon and Newell worked
startlingly well in proving textbook
logic theorems, but disappointed
when they were extended (in a sequel,
the General Problem Solver) and ap-
plied to other situations.

Simon’s belief that a computer
was thinking when it proved a theo-
rem, but not thinking when is solved
a differential equation numerically
or processed a payroll, was equally
significant in shaping the field. AI re-
searchers defined their shared task
as figuring out how to program tasks
that computers were bad at but which
humans, or at least humans of the
kind viewed by Newell and his friends
as intelligent, were good at. The tech-
niques they invented would, hopeful-
ly, prove to be analogs of the processes
atwork within the human mind. Influ-
ential projects set specific goals that
could be presented as a step toward
developing such capabilities, like un-
derstanding speech inputs or navigat-
ing a robot through a space. The logic
theorist was the firstin a series of cele-
brated AI demonstration systems that
lingered in classrooms and textbooks
for generations as apparent proofs of

f See https://bit.ly/3AQhLK1
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concept for techniques that worked
only in very specific situations. The
same dialogue transcripts and anec-
dotes appeared again and again, as a
substitute for generalized and robust
methods that could be applied to real-
world situations.

Some projects of the 1960s, most
notably robot-building efforts at the
University of Edinburgh and the Stan-
ford Research Institute, did try to tie
together capabilities such as vision,
planning, and natural language. But
most researchers dug deep into specif-
ic techniques, to the extent the desig-
nation of work as falling into AI or into
some other area of computing could
have more to do with branding, insti-
tutional affiliations, and accidents of
history than any inherent relationship
to cognition.

Likewise, much AI work focused on
optimizing search, which mathemati-
cally was not so different from much
other work carried out on algorithms
or optimization. For example, the SRI
team programming Shakey the robot
to navigate needed a way for it to plan
its route. In 1968, they published a
path-searching algorithm, A*, which
quickly became one of the standard
route-finding methods. Its three cre-
ators, Peter Hart, Nils Nilsson, and
Bertram Raphael became prominent
figures in the AI community. Yet other
algorithms for the same job, including
an earlier and closely related algorithm
created by Edsger Dijkstra, were devel-
oped by researchers interesting in op-
timizing systems with no connection
to AL In a similar way George Danzig’s
work on linear programming, which
became a central technique of opera-
tions research, was never branded as
AT despite having a broad usefulness
when optimizing systems too complex
to search in full.

Early AI enthusiasts hoped tech-
niques developed in programming
computers to do one thing traditionally
associated with intelligence, such as
playing a board game, could be used to
automate many other intellectual pro-
cesses. This turned out not to be true.
Stephanie Dick has shown that later
generations of automatic theorem prov-
ers were far more capable than Newell
and Simon’s original but used differ-
ent techniques that made no claim to
mirror human cognition and were not

branded as AL* Likewise, the first chess
programs could barelycompleteagame,
but thanks to decades of programming
effort and hardware improvements pro-
grams running on smartphones can
now beat human grandmasters. Yet the
methods they use are alien to any pro-
cesses that might plausibly be at work
in human minds.’ Rather than declare
computers intellectually superior to us,
we have collectively agreed that intel-
ligence is not needed to play chess or
plan a route.

These shifting boundaries parallel
the founding premise of AI that com-
puterized thought included logical
proofs but not numerical mathemat-
ics: if automating thought meant pro-
gramming a computer to do some-
thing that could not be achieved with
existing methods then the domain
of AI shrank every time conventional
methods advanced.

The Legacy of Early Al

Because Al researchers were trying to
program things that pushed the lim-
its of computing they needed the big-
gest and most expensive computers
available. Their approach emphasized
tangible accomplishments visible in
running code, which aligned AI closely
with efforts to develop interactive com-
puter systems, tools, and languages.
The biggest contributions of AI to the
development of computing came not
replicating human thought but build-
ing infrastructure.

For example, John McCarthy had
an influence on computing far beyond
his technical contributions to logic
programming and Al theory or his
institution-building achievements. To
support his projects McCarthy invent-
ed the concept of garbage collection,
designed the widely used and influen-
tial Lisp programming language, and
proposed the introduction of recursion
into Algol from whence it spread into
other procedural languages. McCarthy
was an early proponent of timesharing
as way of making interactive computer
access feasible at a time when comput-
ers were enormously expensive. This
led to crucial projects at MIT. McCarthy
advocated for the “utility computing,”
the idea that computing power would,
like electrical power, be most efficient-
ly generated in huge central facilities
serving thousands of users. That idea
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failed in the 1960s but has become a
reality in the era of cloud computing.
Looking at that list of accomplish-
ments it would be easy to argue that,
despite the failure of early Al to achieve
any of its primary goals, the incidental
and infrastructural achievements of Al
researchers represented a good return
on money invested.® By the early 1970s,
however, concern over broken prom-
ises was making military and govern-
mental funders reluctant to continue
their support for some of the highest-
profile AI efforts. In subsequent col-
umns, I will be following the story of
Al into the 1970s and 1980s, looking
particularly at sources of funding for
Al work, a new emphasis on the repre-
sentation of knowledge, and the rise of
expert systems and knowledge based
systems as alternatives to the tainted
brand of artificial intelligence.

g See https://bit.ly/3mUHPQG
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Breaking Up
a Digital Monopoly

How to decompose a vertically integrated digital monopoly
to enable competitive services based on a shared data structure.

HE DOMINATING POWER Of

today’s global data monop-

olies—most  prominently

Google, Facebook, and Ama-

zon—has alarmed people
around the world. Governments are
seeking ways to rein in such monopo-
lies and establish reasonable condi-
tions for competition in the services
they offer. Their business models (such
as targeted advertising), also raise ma-
jor issues of personal security and pri-
vacy.’ Thus, measures that control their
tendencies toward monopoly may help
to address the threats they pose to civil
and political liberties. In this View-
point, we propose a regulatory strategy
that addresses the naturally monopolis-
tic nature of these services by isolating
the core acquired data collection and
management functions. Acquired data
is data derived from the discourse of
society at large so the public retains a
legitimate ownership interest in it. As
described in this Viewpoint, our pro-
posal requires companies to compete
by innovation rather than through mo-
nopolistic control over data.

The dominant data platforms can
arguably be characterized as natural
monopolies within their respective
type of service. According to Richard
Posner’s classic account, “If the entire
demand within a relevant market can
be satisfied at lowest cost by one firm
rather than by two or more, the mar-
ket is a natural monopoly, whatever
the actual number of firms in it.” He
goes on to say that in such a market the

firmswill tend to “... shake down to one
through mergers or failures.”® Among
producers, the costs of entry, such as
necessary infrastructure investment,
leads to large economies of scale when
there are few producers, and this tends
to give an advantage to the largest sup-
plier in an industry. This phenomenon
is captured by the concept of subaddi-
tivity, which is the basis for the mod-
ern theory of natural monopoly (see
the accompanying sidebar). Among
consumers, services that benefit from
strong network effects also tend to
dominate over time.” Familiar exam-
ples of natural monopolies include
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public utilities such as water services,
the electricity grid, and telecommuni-
cations.

In the case of the acquired data mo-
nopolies that societies struggle with to-
day, there is a second structural factor.
Such services are based on the collec-
tion and management of information
intended for a wide or unrestricted
audience. They reap huge profits by
exploiting a remarkable ability to mon-
etize this data at scale. We call the digi-
tal content that these platforms build
on “acquired data” to indicate it is ei-
ther collected from unrestricted pub-
lic sources (for example, Web pages or

IMAGE BY IMORPH3D
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street cameras), or that it is provided
by users who relinquish ownership in
order to have it managed and distrib-
uted to others. We introduce the term
acquired data to help distinguish it
from surveillance data, which is col-
lected from users without their explicit
consent or agreement. An example
of surveillance data is user informa-
tion derived from keystrokes during
data entry or from tracking of online
behavior using third-party cookies. A
third category is inferred data, which
can be derived from published content
through statistical correlation. An ex-
ample of inferred data is determining
the author of an anonymous article
through their use of words. Impor-
tantly, and in contrast to information
collected solely through surveillance
or inference, sharing what we term ac-
quired data does not necessarily raise
privacy or security issues since it is by
definition either intentionally made
public or submitted for publication.

We contend the public retains a
legitimate ownership interest in ac-
quired data in spite of the user hav-
ing possibly assigned their rights to
the distributor. This is akin to the
idea that a contract entered into un-
der duress is not necessarily enforce-
able. When the means of distribution
is monopolistically controlled, users
having few other means to express
themselves publicly may be coerced
into accepting unfair conditions.
Moreover, while there is no explicit
cost to users who hand over their con-
tent, there are implicit ones. One im-
plicit cost is required juxtaposition of
content with advertisements sold by
the distribution service. Another type
of implicit cost may be providing ac-
cess only within a pay-to-play “walled
garden.”

Our proposal rests on the notion
that distribution of public discourse
and other acquired content serves
the common good of the community
of content providers and consumers.
Treating it as a private asset of the dis-
tribution service does not.” The main
goal of decomposing acquired data
monopolies is to ensure the distribu-
tion of such content at reasonable
cost, both implicit and explicit. This
may require overcoming the naturally
monopolistic nature of such a service
through regulation.

ey
Our proposal

rests on the notion
that distribution

of public discourse
and other acquired
content serves

the common good
of the community

of content providers
and consumers.

How Can a Digital Platform

be Decomposed?

Broadly speaking, service corpora-
tions that assert monopoly power do
so along two different axes: either
they integrate “horizontally” by creat-
ing a portfolio of related services and
buying up competitors; or they inte-
grate “vertically” by increasing their
direct ownership of various stages of
production and buying up suppliers.
As with Standard Oil at the begin-
ning of the 20" century and AT&T at
its end, one obvious way to decom-
pose today’s online conglomerates is
“horizontally,” for example, by sepa-
rating Meta (Facebook, Instagram,
WhatsApp) or Google (including Web
search, Web analytics, cloud storage
and Gmail) into smaller and more
specialized companies.

Horizontal decomposition has a
mixed track record. In the early 1980s
the Bell Telephone System was broken
up into the AT&T Corporation, pro-
viding long-distance lines and equip-
ment, and the seven local Bell operat-
ing companies. However, subsequent
reconsolidation within the telephone
industry has returned to a small num-
ber of companies. This example shows
how legislative remedies that do not
address underlying technical and eco-
nomic realities may ultimately fail to
create a broadly competitive market.

By contrast, “vertical decomposi-
tion” splits a production into compo-
nents that have different structure,
makeup, and economic characteris-

viewpoints

tics. Looking at acquired data services,
we note they generally have two distinct
phases (see the accompanying figure):
In the collection/management phase,
material is acquired from content pro-
ducers (that is, end users of the ser-
vice) or collected from public sources.?
A data structure that organizes it is
constructed, managed, and accessed
through backend APIs. In the distribu-
tion phase, companies create different
services for their users and customers
that access this data structure and its
content (for example, user-initiated
search, per-member “news” feeds, and
so forth). It is in the distribution phase
that the most aggressive monetization
strategies are pursued. In practice, the
two phases often operate concurrently
through continuous update of the ac-
quired data structure.

We argue that one important as-
pect of the tendency to natural mo-
nopoly among acquired data services
is the generic nature of the acquired
data structure created in the collec-
tion and management phase.’ Mul-
tiple Web crawlers indexing the same
publicly visible Web pages, or cameras
surveying the same streets, will gener-
ate broadly equivalent data structures.
Another factor is the cost of entry into
the market for this phase. In the case
of Web search, for example, the con-
tent acquisition phase accumulates in
a data structure called a “search index”
built by Web crawlers. Google reports
their search index has on the order of
10'® entries, which is certainly many
petabytes in storage size, making the
cost of creation, maintenance and ac-
cess a barrier to entry. Similarly, Face-
book builds a massive “social graph”

Vertical decomposition. An acquired data
monopoly is structured as two phases:
collection/management and distribution.

Tendencies toward natural monopoly are
concentrated in the collection/manage-
ment phase.

Competing Services

Data Management
Structure 9
/ T \ Collection
scrapers posts  messages
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from contributed posts and other in-
teractions with members who volun-
tarily exchange their “content” for un-
specified distribution services. In the
case of a social media service like Face-
book, another salient factor lies in the
network effects of having a single large
social media provider.?

Due to the two-phase structure of
acquired data services, the tendency
toward natural monopoly can be iso-
lated in the initial collection and man-
agement phase by vertically decom-
posing the service. This would allow
multiple distribution services based
on the same data structure to compete
on their merits. Competition would
then stimulate differentiation between
distribution phase services that rely
on acquired content. Service provid-
ers building on top of a shared data
structure in this way could not leverage
a monopoly over acquired data, and
would be forced to generate value com-
petitively. Current efforts in this space
include Mastodon open source social
media and DuckDuckGo in privacy-
preserving search.

At least one effort to promulgate
such a strategy has already been initi-
ated. In 2020, software developer Zack
Maril founded the Knuckleheads’ Club
with the goal of opening up Google’s
search index as a public utility.* Al-
though different acquired data mo-
nopolies may acquire their data in
different ways and build on different
types of data structures, they are verti-
cally integrated in the same way. So our

]
Some have pointed

to interoperability

as the key to
improved competition
in acquired

data services.

proposal is to apply the same funda-
mental strategy to each of them.

Scalable Sharing

of a Weak Common Service

Some have pointed to interoperabil-
ity as the key to improved competition
in acquired data services.> Adopting
a shared data structure for acquired
data would enable interoperability in
the definition of higher layer services
based on it. But since a standard that
aims to deliver enduring interoper-
ability must gain wide acceptance and
remain useful as technologies and en-
vironments evolve, agreeing on such
a standard is a central challenge for
creating infrastructure at scale. Based
on historical successes such as the In-
ternet protocol suite and the POSIX
kernel API, it is widely believed the key
to defining a common service interface
that can support many specific value-
added high layer services is the famil-

The Theory of Natural Monopoly”

The modern view of natural monopoly (also called the “New Learning”) is based on
the concept of subadditivity. That is, the salient feature of natural monopoly is a cost

function that is subadditive.

William Sharkey, in his book The Theory of Natural Monopoly defines subaddivity as

follows:

If q1, 2, . - ., qr are output bundles that sum to q, then a single firm is superior on
efficiency grounds to a multifirm industry if the following condition holds:

C(q) < C(qu) + C(q2) + . . . + C(qu) 1)

C(q:) can be interpreted as the cost of producing commodity bundle q;. If inequality
(1) holds, then a single firm can jointly produce bundles q, qz, . . ., qx more cheaply
than if the bundles were produced separately, or if they were produced by two or

more firms.

Think of subadditivity as an extension of the concept of economies of scale to the

multiproduct case.

*From Chris Brown, “The Theory of Natural Monopoly,” Antitrust, Economic
Regulation, and Social Regulation, (Mar. 29, 2008); https://bit.ly/3HgDCOd
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iar “hourglass model,” with the com-
mon interface as its “narrow waist.”
The fundamental question is: How is
an interface to be designed that is min-
imal yet still sufficient to the purpose?

As we have shown elsewhere, the
Hourglass Theorem is a design prin-
ciple that can guide the development
of a successful service stack that has
this structure.! The Hourglass Theo-
rem says that if you make the service
interface you are designing logically
weaker, you will increase the class of
possible lower-level services that can
be used to support it. However, you will
also decrease the class of possible ap-
plications it can support. In the case of
the POSIX operating system interface,
weakness means that certain classes
of applications cannot be supported
without extensions to the kernel inter-
face. Examples are those which require
real-time scheduling or parallel file ac-
cess. In the case of the Internet, weak-
ness means that applications requiring
quality of service, highly reliable, or un-
detectable data transmission cannot
be supported without modifications to
the architecture.

But in both cases, application
communities have been willing to ac-
cept the limitations imposed by the
standard in order to obtain a service
that can be implemented across an
incredible diversity of environments,
and therefore provide interoperabil-
ity. These environments range from
the smallest personal and IoT devices
to Cloud virtual machine clusters and
exascale supercomputers. The Hour-
glass Theorem tells us this trade-off is
inevitable when defining a common
interoperable service, and thus offers
insight into the likelihood of its volun-
tary widespread adoption.!

When it comes to the vertical de-
composition of a given acquired data
monopoly, we seek a data structure that
can serve as a standard for interoper-
able data exchange. The Hourglass
Theorem tells us that to achieve this
goal, this interface must support a set
of target applications (the upper bell
of the hourglass) deemed necessary
for success. However, given this con-
straint, the interface should be as weak
as possible.

This weakness (the thinness of the
waist) maximizes the class of possible
environments that can support it (the


https://bit.ly/3HgDCOd

lower bell). For example, metadata col-
lected by a Web crawler consists of a
number of attributes that go into the
generation of a response to a search
query. Such attributes include word
and link counts. A substantial fraction
of the cost of constructing and main-
taining a Web search index goes into
building it from this acquired data. A
certain level of query processing and
content matching based on this index
can be done through a weak API. How-
ever, the natural language processing
that precedes such a user query and the
ordering of results according to a rank-
ing algorithm could be proprietary to a
particular search provider.

A similar analysis could apply to a
social media platform, with the data
structure being the social graph that
holds posts and discussion attributes,
such as views and likes. The creation
of groups and the generation of feeds
would then be implemented as a high-
er-level supported service.

Thus, in the context of shared ser-
vices for acquired data, a stronger ser-
vice interface restricts the possible
implementations in a number of ways
that can reduce competition and in-
crease the tendency toward monopoly.
In the context of search, any require-
ment beyond the best effort collection
and dissemination of information can
make the operation of the service more
expensive and thus create barriers to
entry. Well-intentioned requirements,
such as “the right to be forgotten” or
the need to block obscene or hateful
content, are examples. Enhancements
for usability, such as having to deliver
results in page rank order, place a large
burden on the operator to collate and
tally such metrics. Another class of re-
strictions includes those that can only
be supported by certain proprietary
platforms, such as a specific instruc-
tion set architecture. If the proposed
common service requires that requests
are replied to within a certain time-
frame, or that expensive or difficult
image analysis be performed, that can
likewise create barriers to entry.

Another way that logical strength
can be used to create barriers is for the
common interface to require informa-
tion or services that are proprietary to
the service operator. If, for example,
the results of a search or feed creation
algorithm are a sequence (rather than

D
Historically,
companies faced

with a standardized
alternative to

their core service
have responded
defensively.

an unordered set) then the ordering
can be a proprietary mechanism for
adding value. A minimally strong ser-
vice would separate the “raw” service
that returns a set from the “cooked”
service that returns a list. However, to
ensure the common service enables
the implementation of ordered lists, it
may be necessary to also expose some
metadata.

Conclusion

Historically, companies faced with a
standardized alternative to their core
service have responded defensively.
Adopting a more generic data man-
agement layer that can support com-
petitive forms of distribution turns
their proprietary asset into a com-
modity. Classical examples are the
telephone system, and local area net-
work vendors. In these cases, POSIX
and the Internet were initially dis-
missed and adoption refused. Some
famous cases resulted in the near or
complete extinction of the compa-
nies that resisted them. In other cas-
es, these standards were adopted or
similar proprietary versions created to
maintain market segmentation. The
largest corporations in the world now
base their information ecosystems on
such standards.

Our proposal is to break up acquired
data monopolies vertically, leveraging
the hourglass design principle to cre-
ate durable but weak common services
that can be regulated as public utilities.
Whether our society can come to terms
with social media and acquired data
depends on our willingness to assert a
public interest in public discourse, as
well as the slow but hopefully inexo-

viewpoints

rable advantage of scalable standards
over monopolistic strategies.

Since we are not lawyers or profes-
sional policymakers, we shall not at-
tempt to offer an authoritative legal or
political theory under which the com-
panies that now profit from monopo-
listic control over acquired data could
be convinced or compelled to share
it. Traditionally, monopolies are criti-
cized for imposing high costs on their
customers, but in this case the costs
are implicit in the capture of atten-
tion and the profits extracted indirectly
through means such as advertising.

The fact that control of the digital
environment invades so many aspects
of modern life makes these indirect
costs more burdensome, if less obvi-
ous. The information technology in-
dustry has successfully used organiza-
tions such as the Internet Engineering
Task Force and the World Wide Web
Consortium to achieve consensus
around open interoperable standards
when it serves their needs. The key ele-
ment that may require regulation is to
dispel the notion that data acquired
through mechanisms that lead to mo-
nopoly are the private property of the
agent that collects it.
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Viewpoint

Trust Is Not Enough:

Accuracy, Error, Randomness, and
Accountability in an Algorithmic Society

Searching for improved algorithmic accountability.

E NOW TRUST many

computer  systems—
hardware running
deterministic,  hard-

coded software pro-
grams—to be much more reliable
than they once were. And societally,
we now have more of a sense of how
to hold those who develop and oper-
ate software accountable when their
products fail. Nevertheless, we are cur-
rently amidst a new set of concerns
about the trust we grant to algorithmic
systems—computational routines that
“learn” from real-world data—to ac-
complish important tasks in our daily
lives. While developers of algorithmic
systems rightfully strive to make their
products more trustworthy, and face
room for improvement"'* “trust” is an
insufficient frame for the relationship
between these technologies and the
impacts they produce. Given the prop-
erties of machine learning and the
social, political, and legal structures
of accountability in which they are en-
meshed, there currently unresolvable
uncertainties about how such systems
produce their results, and who should
be held accountable when those re-
sults produce harm to individuals,
communities, or all of society.

This uncertainty about how, wheth-
er, and when algorithmic harms
come to pass is not ever going away,
at least not completely. So, we remain
in need of mechanisms to address

both whom to hold accountable and
how to hold them accountable, rather
than to rely on them to make them-
selves more trustworthy.

The harms for which accountabil-
ity mechanisms are needed, and for
which no responsible actor should be
entrusted to minimize on their own,
include harms that have been clearly
defined by courts—injury, property
loss, workplace hazards—and harms
that have been difficult to pursue
redress for in court—privacy viola-
tions,” manipulative practices, and
many forms of discrimination.
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One reason it is so difficult to de-
velop mechanisms of accountability
is that such mechanisms speak to one
of two complementary aspects of ac-
countability without considering the
other. One of these aspects of account-
ability is the role inhabited by those
who ought to be accountable. In this
role, accountable actors—engineers,
corporate officers, or licensing bod-
ies—must conduct themselves with a
willingness to accept blame and with
the capacity to see themselves as re-
sponsible to others for doing so. They
must make themselves trustworthy

IMAGE BY FRAN_KIE/SHUTTERSTOCK
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and accountable. The other aspect of
accountability is the ability of others—
harmed parties or those acting on their
behalf—to hold responsible parties ac-
countable, regardless of their willing-
ness to accept blame. This second as-
pect of accountability requires social,
institutional relations—between indi-
viduals, the organizations they might
work for or in, and institutions that
are themselves held accountable to the
public—for accountability to exist par-
ticularly when those who ought to be
trustworthy fall short.

These two aspects work together,
even if accountability frameworks all
too often do not. Personal and insti-
tutional forms of accountability rein-
force each other. But because of the
properties of algorithmic systems,
they present significant barriers to
accountability that go beyond those
associated with accountability for tra-
ditional computational software sys-
tems. In our recent work,* A.F Cooper,
Benjamin Laufer, Helen Nissenbaum,
and I identify several of these barri-
ers, and what follows is a discussion
of how they work together to prevent
individual actors from seeing them-
selves as accountable, and to prevent
our social institutions—regulators,
courts, companies, and the public—
from holding anyone accountable
when algorithmic systems produce
harm. This Viewpoint extends this
work to suggest immediate steps tech-
nical researchers, social scientists,
and policymakers can take to make
the world safer when the trust we
place in developers falls short.

These barriers to accountability
are characterized by the tendency of
those who build and use algorithmic
systems to shift the blame for algo-
rithmic harms onto external, uncon-
trollable factors in order to recast
harms as something for which no one
could be seen as blameworthy. The
means by which this barrier is erected
is through scapegoating: attributing
errors to fundamentally intractable
statistical properties of the algorith-
mic system or to the fundamentally
stochastic properties of the real world.
In traditional software engineering,
such errors are bugs, said to be “in-
evitable” and “endemic to program-
ming.” Predictable in their unpredict-
ability, bugs arise from errors in how

N
Uncertainty about
how, whether,

and when algorithmic
harms come to pass
is not ever

going away.

engineers design, model, and code
their software programs. But algorith-
mic systems present additional types
of bug-like behavior to computational
systems: misclassifications, statisti-
cal error, and nondeterministic out-
puts that may cause harm. Examples
of these “bugs” abound: Google Pho-
tos labeling a photo of a Black couple
as containing “gorillas,”® translation
and text-generation tools associating
stereotypically gendered pronouns
with various professions (for example,
“he is a doctor,” “she is a nurse”), or
grocery stores serving Muslim East Af-
rican immigrant communities being
flagged for fraud because their cus-
tomers pooled their money to make
large communal purchases.'* These
errors are easily depicted in ways that
deflect responsibility away from de-
velopers and onto the systems them-
selves, as the unavoidable and inevi-
table cost of rapid, but incremental
progress.

Several factors contribute to these
errors. One is the vested interests
powerful institutions hold in allow-
ing these mistakes, which uphold
patterns of white supremacy, to go un-
corrected. Beyond this is the practical
challenge of collecting enough data
representative of the phenomena de-
velopers are interested in. Many com-
putervision systems have been trained
on datasets that underrepresent
minoritized community members,
which results in higher error rates for
individuals from those communities.?
Another challenge is mapping the
available data appropriately onto the
phenomena developers are interested
in. Developers often must use proxies
for the phenomena they are interested
in, and so might use the cost of medi-
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cal care as an approximation for the
health needs of various communities
without realizing the errors incurred
by historical underinvestment in Af-
rican American communities’ health-
care.'' These challenges are often seen
as ultimately resolvable with better
data or better problem formulations.
But a third challenge is fundamentally
unresolvable: many phenomena are
stochastic. Many processes are too
random for individual instances to
be predicted. This is certainly true of
physical processes such as alpha par-
ticle decay,” but social processes, too,
exhibit stochastic properties. When
algorithmic systems are built to pre-
dict unpredictable phenomena, the
error rate cannot be reduced beyond
certain necessary thresholds.

To be sure, progress is being
made—both rapidly and incremen-
tally—to reduce the prevalence of such
errors. But the impacts of imperfect
systems already in use suggest paral-
lel efforts are needed to address the
inevitability of imperfection inherent
in algorithmic systems. One of these
efforts should strive to better evaluate
whether a system is reliable enough to
be used in the domain it is designed
for. It stands to reason that in high-
stakes domains where a great many
people are expected to be affected, or a
few people are expected to be affected
in grave ways, the tolerance for error
should be much lower than in trivial
applications, and trusting the devel-
oper to draw the line is insufficient.
But understanding what the stakes
are in any given domain, and what the
consequences of error are given those
stakes, is no simple task.® Nor is the
prospect of providing reliable guaran-
tees of robustness for systems’ behav-
ior in-context.® Qualitative methodolo-
gies developed in the social sciences
can be adapted to understand the risks
and equities for using algorithmic sys-
tems for specific purposes in specific
places. These methods can support
better decision making for those who
must choose whether or not an appli-
cation is “ready for prime time” before
integrating it into people’s lives and
communities.”” Proposed regulation
in the E.U. and U.S. acknowledges the
importance of this effort, stratifying
compliance requirements by the risk
profile and domain, and calling for
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the prior study of algorithmic systems
before they are deployed, in ways that
incorporate community input and
multidisciplinary expertise.

A second effort is required to make
whole again those who have been
harmed when a system errs. In this ef-
fort scapegoating constitutes the most
serious barrier to accountability, as
shifting blame for error toward an auto-
mated system shifts the responsibility
to do something about that error away
from those who are best positioned to
offer a remedy. While requiring those
who develop and operate algorithmic
systems to document the expected
impacts of their products go some dis-
tance toward establishing who the re-
sponsible parties are for any harmful
errors,' these requirements do not re-
solve the problem on their own. Those
who are harmed when systems err also
require meaningful recourse, and we
can trust that companies that develop
algorithmic systems are investing heav-
ily in ways of limiting their own liabil-
ity.* Harmed parties must know who to
contact, how to contact them, and what
the circumstances of an adverse effect
were in order to ask for a reconsidera-
tion or reversal of an algorithmic out-
come. They also need to know a system
was in use at all, which is not always
readily apparent to users. Additionally,
a private right of action® would allow a
means for redress when avenues of ac-
cess to system operators is forestalled.
A private right of action gives those who
have been harmed by algorithmic sys-
tems standing in courts, to seek rem-
edy for algorithmic injury, and to enter
into discovery about the properties of
systems that lead to their injury. The
laudatory effects of such a right are two-
fold—liability for harms is a powerful
motivation for developers to resist de-
ployed systems with unreasonably high
likelihoods of erring in harmful ways,
and it provides a compensatory avenue
for those who have been hurt by harm-
ful errors.

What the preceding suggests, most
strongly, is that a new program of re-
search is sorely needed. Developers are
indeed making themselves more trust-
worthy.! But while significant progress
is being made on developing algorith-
mic systems that are more accurate, and
that sacrifice less accuracy when they
pursue social and legal goals like fair-
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The impacts of
imperfect systems
already in use
suggest parallel
efforts are needed

to address the
inevitability of
imperfection inherent
in algorithmic
systems.

ness, the inherent stochasticity of such
systems call for a better understanding
ofhowirreducible errors are distributed
across society. This means incorporat-
ing the above concerns—knowing when
error rates are acceptable for a context
of use and providing avenues to remedy
for those who are harmed—into exist-
ing fields of computational research.

Doing so can be accomplished in
three ways, each of which fills gaps cre-
ated when trust fails.

» Increased audit and assessment
throughout the machine learning pipe-
line can help to both clarify the rela-
tionship between design choices and
resultant harms, as well as to identify ap-
proaches where error is irreducible and
unsafe for use within specific contexts.
Computational work on algorithmic ro-
bustness, in partnership with social sci-
entists who understand the contexts of
deployment is crucial for this.

» Rigorous standards of care can
both motivate audit and assess-
ment, but also can provide a rationale
through which individual practitioners
can see themselves as responsibilized
to intervene when designs or deploy-
ments go awry.

» Lawmakers can enact legislation
that enshrines a private right of action
for those harmed by algorithmic sys-
tems. The technical expertise needed
to demonstrate this harm can serve a
dual purpose when it is applied prior to
harm, making systems safer and limit-
ing their use when not appropriate.

Current work on human-computer

VOL. 66 | NO.6

interaction can also be expanded to in-
clude an emphasis on how to provide
recourse to those who interact with al-
gorithmic systems, to know that such
systems are in use, and to contest ad-
verse decisions. Both efforts require bet-
ter and more practical documentation
of algorithmic systems, which would
lay out for all to see what the expected
behaviors of algorithmic systems are,
what contexts they are intended to be
used in, what consequences might oc-
cur if used beyond their specifications,
and who the relevant actors are who can
review decisions, grant recourse, and
be held accountable by others. Finally,
the rise of computational superbugs re-
quires a measure of modesty on the part
of developers, to avoid rushing systems
to market or making grandiose claims
about their systems’ capabilities, in fa-
vor of building systems that—when they
err—err on the side of caution.
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Viewpoint

Decentraland:
The Alleged Decentralization
of Blockchain Applications

Breaking down the blockchain.

NSPIRED BY A post by Moxie

Marlinspike on the subject

of Web3,’ I wish to elaborate

on the promise of decentral-

ization of blockchain appli-
cations. I will focus on two major
use cases of blockchain technology,
namely finance and art, which beg the
questions: What does decentraliza-
tion mean? Are blockchain finance
and art truly decentralized? And if
not, what are the forces that drive us
toward centralization?

I am aware of the issue of central-
ization of existing blockchains. How-
ever, this topic is abundantly covered
in the previous literature (a compre-
hensive entry point is Sai®). What is
missing, or at least less approached,
is a discussion on the level of effective
decentralization of blockchain appli-
cations, in particular of finance and
art. Therefore, I focus this Viewpoint
on these applications.

ey
A Web3 marketplace
is fundamentally
different from

a centralized

Web2 application.

What Is Decentralization?

In information science, a centralized
organization is typically represented
by the tree data structure and com-
monly associated with the following
principles:*

» Centralism. The tree structure has
a unique root node from which all
other nodes descend. This expresses a
concentration of power and authority
in a central actor of the system.

» Finalism. It describes the unidi-
rectional, linear courses of trees: any
point in a tree is reachable from the
root by a unique, linear, top-down path
of intermediate nodes. Trees therefore

embody an organization devoid of mul-
tilinearity or feedback loops.

On the other hand, a decentralized
organization is generally associated
with the network data structure. Net-
works are rhizomatic structures de-
fined by the following principles:*

» Decentralization. Networks are
webs without a spider: there exists no
central authority or root that regulates
their growth, but they evolve in a self-
organized way.

» Multilinearity. Networks allow
feedback loops. This means that actors
of the system can be reached through
multiple paths. Rhizomatic (network)
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Comparison of buyers and sellers.

Lorenz curve for sellers

Gini index is 0.83 — It holds that 80% of sale volume

Lorenz curve for buyers

Gini index is 0.89 — It holds that 80% of sale volume

is accrued by 8% of the richest buyers

Percentage of sellers (from richest to poorest)

structures offer a new model for knowl-
edge and society that acknowledge de-
centralization, autonomy, flexibility,
creativity, diversity, collaboration, al-
truism and, ultimately, democracy.

Networks match and sustain the
proliferation of information typical of
the postmodern condition—the co-
existence of a multiplicity of heteroge-
neous discourses—instead of a simple,
central discourse that unifies all forms
of knowledge.!

An important example of the mod-
ern perspectival shift from tree (cen-
tralization) to network (decentraliza-
tion) is knowledge. Denis Diderot
and Jean le Rond d’Alembert, in their
Encyclopédie published between 1751
and 1772, depicted the genealogical
structure of knowledge as a tree with
three prominent branches—memory
and history; reason and philosophy;
and imagination and poetry—where-
by only a small circle of scholars
could participate as contributors. By
contrast, the contemporary encyclo-
pediaisincarnated by the knitted net-
work of Wikipedia in which everyone
can potentially contribute an article.
As another example of this shift, cor-
porations are evolving more fluid and
dynamic models of decentralized
autonomous organization (DAO) out
of the typical monolithic hierarchies
that have characterized business in
the past.

My intention here is to investi-
gate if and how the decentralization
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promised by the cypherpunk origins
of blockchain is still present in block-
chain applications of finance and art—
arguably the two major applications of
digital ledger technology today.

Decentralization in

Blockchain Finance

The financial crisis of 2008 led to the
collapse of a number of major banks,
such as Lehman Brothers, and forced
many states to bail out others with
public money. This crisis triggered an
economic recession that has not yet
been fully absorbed. On a psychologi-
cal level, 2008 undermined the trust
on which the relationship between citi-
zens and their banks, and citizens and
their states were based.

On Halloween of that fateful year,
something else happened. A mysteri-
ous figure hiding behind the pseud-
onym Satoshi Nakamoto circulated an
article, Bitcoin: A Peer-to-Peer Electronic
Cash System, preceded by a statement

D
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that left no doubt as to their motives:
“I've been working on a new electronic
cash system that’s fully peer-to-peer,
with no trusted third party.”

However, despite the original moti-
vations of fully peer-to-peer operations
with no trusted third party, a large
share of blockchain finance today is in
fact Centralized Finance (CeFi), and not
Decentralized Finance (DeFi). A CeFi
platform uses blockchain technology
but it is owned by a private company.
Users must trust a third party to moni-
tor transactions and ensure the secu-
rity of assets. Such services also require
one to submit one’s personal informa-
tion for verification in order to operate
(this is known as the Know Your Cus-
tomer or KYC process).

The two pillars of blockchain fi-
nance are stablecoins and exchanges.
The most popular stablecoins, like
USDT and USDC, are centralized and
collateralized by the U.S. dollar, which,
like all fiat currencies, is centralized.
USDT is owned by Tether, while USDC
is owned by Centre, which was in turn
founded by Circle and Coinbase. In
contrast, DAI is the first decentralized
stablecoin, maintained and regulated
by MakerDAO, a decentralized autono-
mous organization that governs its pa-
rameters in order to ensure the stabil-
ity of the stablecoin (which is pegged
to the dollar). DAI is collateralized by
Ether and other cryptocurrencies (in-
cluding some centralized stablecoins),
and not by fiat money.



Moreover, the most important
cryptocurrency exchanges by trade
volume, such as Binance, Coinbase,
and Kraken, are centralized under
private business identities. This effec-
tively means that, when a customer
moves funds on these exchanges, the
funds are deposited in the exchange’s
wallet, and the customer does not
own them anymore in their wallet.
The customer is forced to trust the
third party, as one would when depos-
iting money with a traditional bank.
All transactions cost a fee that goes
directly to the exchange.

On the other hand, on a decen-
tralized exchange such as Uniswap,
customers rely on smart contracts in
order to operate (to swap coins or de-
posit liquidity). Smart contracts are
public, audited by third parties, and
deposited on the blockchain. Hence,
they always do what they are supposed
to do (including executing bugs), and
cannot be altered unless a new con-
tract is deployed according to the
will of a community of token holders.
Market takers (those who swap coins)
pay a fee that remunerates the market
makers (the providers of liquidity).
Notably, when a user swaps coins,
the exchanged funds are deposited
directly into their wallet. In this case,
users are forced to trust not a third
party but the exchange developers
and the smart contracts they wrote,
although the code is open source and
hence can be audited by anyone.

Decentralization in Blockchain Art
Crypto art is a recent artistic trend le-
veraging on the novel idea to make a
digital file scarce by associating it with
a non-fungible token or NFT on the
blockchain.?

Despite crypto art’s original com-
mitment to decentralization and equal
distribution of resources, the crypto
art market is now highly concentrat-
ed around a small number of artists
and collectors. On SuperRare (one of
the major crypto art marketplaces), 1
computed that 80% of the sale volume
(between April 2018 and January 2022)
was made by 14% of the top artists
(Gini index equal to 0.83) and collected
by 8% of the top collectors (Gini index
of 0.89). By comparison, in the U.S.,
the Gini index of household incomes
was 0.48 from 2014 to 2018. On other
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marketplaces, such as Foundation, the
situation is similar or even worse.” In
other words, if crypto art were a coun-
try and sales reflected a population’s
income, then wealth would be as con-
centrated as it is in the wider economy.

Another point of concentration
concerns marketplaces. In principle,
an artist can write and deploy on the
blockchain their own smart contract
and use it in a pure peer-to-peer fash-
ion to interact with collectors and sell
their art. In practice, few artists have
these technical skills and prefer to use
smart contracts developed by market-
places. In all cases, only the NFT is de-
posited on the blockchain (hence fully
decentralized), while the artwork’s
metadata and media containing the
actual digital art are typically stored on
either a centralized server such as Am-
azon Web Services (AWS), or on some
nodes of a peer-to-peer network such
as IPFS and Arweave. The transaction
minting the NFT on the blockchain re-
cords (but does not verify) the link be-
tween the token and the metadata and
artwork files.

That said, a Web3 marketplace is
fundamentally different from a cen-
tralized Web2 application. The recent
case of Hic et Nunc (a popular crypto
art gallery on the Tezos blockchain)
exemplifies this. When its creator, Ra-
fael Lima, decided to shut down what
was a highly successful NFT market-
place—not to mention a progressive
ecosystem based on the Tezos block-
chain—many users felt scammed and
some even claimed it was arug pull. Yet
only the front end of the website disap-
peared, while all the smart contracts
and NFTs were still immortalized on
the blockchain and visible via other
NEFT aggregators, like Objkt.com. Now

viewpoints

Hic et Nunc is fully functional under
the new name Teia.

Centralization Is Delegation,
Decentralization Is Responsibility
Moxie Marlinspike, the founder and
CEO of messaging app Signal, recently
addressed the effective decentraliza-
tion of Web3.® In his view, the Web3
architecture follows the client-server
model but virtually all clients who wish
to access it do so by trusting the out-
puts of servers run by a small number
of companies including Etherscan, In-
fura, and OpenSea. However, this inevi-
tably leads to some form of centraliza-
tion because:

» people, even “nerds,” do not want
to run their own servers and never will;

» the burden of building software is
high. At this point, software projects
require an enormous amount of hu-
man effort;

» a protocol such as the blockchain
moves much more slowly than a plat-
form such as OpenSea. If something
is truly decentralized, it becomes very
difficult to alter, and often remains
stalled in time.

As Marlinspike hinted in his post,
not all individuals have the will, skill,
and time to adapt to a truly interdis-
ciplinary field such as blockchain. A
dose of delegation and centralization
is therefore inevitable. This is not a
bad thing, so long as we deeply un-
derstand that centralization entails
delegation, while decentralization de-
mands responsibility.
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‘ The case for in-memory inferencing
of quantized CNNs at the edge.

| BY GABRIEL FALCAO AND JOAO DINIS FERREIRA

To PIM
or Not
to PIM

AS ARTIFICIAL INTELLIGENCE becomes a pervasive
tool for the billions of Internet of Things (I0T)
devices at the edge, the data movement bottleneck
imposes severe limitations on the performance and
autonomy of these systems. Processing-in-memory
(PiM) is emerging as a way of mitigating the data
movement bottleneck while satisfying the stringent
performance, energy efficiency, and accuracy
requirements of edge imaging applications that rely
on convolutional neural networks (CNNs).
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The globalization of affordable In-
ternet access has spurred a revolution
in computer architectures, charac-
terized by the accelerate widespread
adoption of smartphones, tablets, and
other smart devices, which are now
commonplace.” The rise of IoT appli-
cations in a wide range of domains (for
example, personal computing, educa-
tion, industry, military, healthcare,
digital agriculture) brings with it the
ability to integrate billions of devices
on the Internet, as depicted in Figure 1.

This integration presents unprec-
edented challenges, such as the need
for inexpensive computation and com-
munication, capable of crunching the
increasing volumes of data generated
every day.

The IoT paradigm also promises
a more intimate connection between
the cyber and physical worlds, as data
becomes a ubiquitous asset exchanged
among all manner of connected
(smart) devices. Moreover, the data
flow is often bidirectional, taking place
not just from the physical to the cyber
world, but also from the cyber to (what
is possible in) the physical world.

Bringing this vision to fruition will
require that IoT devices exhibit AI. The
most promising approaches today are
based on empowering systems with the
ability to learn autonomously from ex-
perience by assimilating large amounts
of data—using machine learning (ML)
algorithms—with a particular focus on
deep learning and image inference.

Al Demands at the Edge Will Grow

The total volume of digital data creat-
ed, replicated, and consumed within a
year has surpassed dozens of zetabytes
(ZBs or 10** bytes) in 2020, and the
International Data Corporation esti-
mates that this number will grow to
hundreds of ZBs in coming years.'®
The COVID-19 pandemic contributed
to this figure because of widespread
work-from-home mandates and a sud-
den increase in videoconferencing and
streaming data. A significant portion
of this data is consumed at the edge, of-
ten with processing performed entirely
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on smartphones and embedded sys-
tems. The rise of many other Al-based
applications applied to the big data
revolution exacerbates this problem by
placing increasing stress on comput-
ing and memory systems, particularly
those operating at the edge.

The case for edge computing as the
enabler of sustainable AI scaling is
strengthened because a sizable por-
tion of the data generated by modern
digital systems originates from sen-
sors located at the edge—under this
paradigm, data is processed where it
is generated, as Figure 2 illustrates.
In contrast with the conventional ap-
proach shown on the left, with the
emergence of cloud-edge hierarchies,
AI moves to the edge layer, shown on
the right in the figure. This new para-
digm creates pressure for more inten-

sive computation on the edge-process-
ing nodes, but it also decreases the
time and energy spent communicat-
ing with the cloud and introduces data
privacy and latency benefits.

With the growth in data generation
and the expansion of demand for AT ap-
plications at increasing rates, five goals
justify moving the processing of Al to
the edge:"6202

» Latency. Many applications have an
interactive nature and thus cannot en-
dure long latencies, especially for mem-
ory, storage, and network requests.

» Reliability. Communication net-
works are not reliable at all places, at
all times. To ensure maximum uptime,
Al-based decision making must not
rely on always-available communica-
tion networks.

» Privacy/security. Some applications

require sensitive data to be kept in a
controlled local environment, avoiding
its circulation to/from the cloud. Exam-
ples are medical, finance, or autono-
mous driving, among many others.

» Bandwidth. Data that is processed
near where it is collected does not
need to be sent to the cloud, which re-
duces the overall bandwidth demand
on the network and the edge-comput-
ing systems.

» Data provenance. Provenance is-
sues may prevent data from being pro-
cessed far from where it is generated.
Datacenter storage may need to com-
ply with regional data protection leg-
islation such as General Data Protec-
tion Regulation (GDPR) in Europe and
Personal Information Protection Act
(PIPA) in Canada.

To achieve these goals, computer ar-
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Figure 1. IoT vs. non-loT active device connections.
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chitects and software developers must
adopt a holistic vision of the combined
cloud+edge system to keep the unnec-
essary movement of data between com-
ponents to a minimum by processing
data where it is generated and stored,
as this is the dominant performance
and energy bottleneck.’

Al at the Edge: ML Solutions

for Data Challenges

At present, neural networks are widely
used in many domains and are be-
coming integral components of other
emerging applications, such as self-
driving cars, always-on biosignal moni-
toring, augmented and virtual reality,
critical 10T, and voice communication
(which represents up to 25% of the use
cases of 5G at the edge), all of which re-
quire Al algorithms to operate on high
volumes of data at the edge (see Fig-
ure 3). Examples include autonomous
vehicles, digital agriculture, smart-
phones, and smart IoT devices that pro-
cess substantial volumes of data while
running AI kernels at the edge. The
systems that support these emerging
applications will be expected to make
decisions faster—and, often, better—
than their human counterparts, with
support for continuous fine-tuning
of their decision-making by factoring
in ever-increasing volumes of data for
training and inference.

CNNs are the de facto standard for
image-based decision-making tasks.
These models make heavy use of the
convolution and multiply-and-accu-
mulate (MAC) operations, which repre-
sent more than 90% of the total cost of
computation.' For this reason, state-
of-the-art neural network accelerators
(for example, Google’s Tensor Process-
ing Unit) have focused on optimizing
the performance and energy efficiency
of MAC operations.

Characterizing and optimizing CNN
architectures. Typical CNNs consist of
hundreds of millions of parameters
and require the execution of billions
of operations per second to achieve
real-time performance. As their accu-
racy improves, CNNs include more pa-
rameters and layers, becoming wider
and deeper. The use of compact data
representations provided by quantiza-
tion mitigates some of the overhead
of these more complex network archi-
tectures and allows for high degrees of



parallelism and data reuse, which are
especially useful in constrained pro-
cessing environments.

Data quantization significantly re-
duces the computation and storage
requirements of neural networks by
decreasing the bit width of the mod-
el’s weights. Quantizing these values
to less than 8 bits while retaining ac-
curacy, however, requires manual ef-
fort, hyperparameter tuning, and in-
tensive retraining.

While training requires a high dy-
namic range, inference does not: In
most cases, 2-bit to 4-bit precision
achieves the desired levels of accuracy. '
Going further, it is even possible to ap-
proximate CNNs by binarizing (that
is, quantizing to one bit) their input,
weights, and/or activations.'®"

In many practical settings, particu-
larly edge computing, the performance
and energy-efficiency benefits of binary
neural networks outweigh the accuracy
loss. A further benefit of binary neural
networks is the ability to approximate
the convolution operation required by
CNNs, by combining the much more
efficient bitwise XNOR and bit-count-
ing operations.

Table 1 illustrates the memory and
processing requirements of five widely
used CNN models across a range of de-
vices, from datacenter servers to IoT
nodes. The table indicates the number
of parameters and MAC operations
for all the networks. W/A refers to the
bit widths of weights and activations
for each level of quantization. All net-
works have 224-by-224 input resolu-
tion. These devices were selected from
alarge set of neural network algorithms
to fit the edge nodes, namely in terms
of memory required to run the mod-
els. Their size is shown as a function
of weight/activation bit widths (32-bit,
2-bit, 1-bit), as well as the number of
MAC operations used by each network.

Specialization as the enabler of high-
performance AI. Modern deep-learning
algorithms have substantial compu-
tational, memory, and energy require-
ments, which makes theirimplementa-
tion on edge devices challenging. This
challenge can be addressed by exploit-
ing two unique characteristics of ML
algorithms: First, each class of deep-
learning algorithm relies on a limited
set of specialized operations; second, in
many cases these algorithms provide

good accuracy even when they use low-
bit-width operations.*

In recent years, several frameworks
(for example, TensorFlow, PyTorch,
TensorRT) helped bridge the seman-
tic gap between the high-level descrip-
tion of a neural network model and
its underlying hardware mapping by
using specialized instructions. This
is achieved by performing operations
in a bulk parallel manner, minimiz-
ing memory accesses and maximizing
compute resource utilization.

Efficient Edge Al: Architecting
Data-Centric Systems

These observations and constraints
lead to the formulation of a set of well-
defined target metrics for Al at the edge:

» Accuracy. The success rate of the Al
task' (for example, image classifica-
tion, object detection, sentence gen-
eration, translation).

» Throughput. The rate of processing
of input data. Many real-time AI appli-
cations that supportvideo must sustain
processing rates on the order of thou-
sands of FPS (frames per second)—
for example, 2,300FPS in self-driving
cars® or hundreds to thousands of FPS
in ultrasound medical devices.

» Latency. The critical path delay
associated with the processing of a
single input element. 5G standards
define a maximum latency of one mil-
lisecond for positioning and tracking
systems; self-driving cars must pro-
vide latencies within the same order
of magnitude.?

» Power and energy. Most edge de-
vices are battery-powered and maxi-
mizing battery life is a key design tar-
get. For reference, the computational
system of self-driving cars requires a
power supply of up to 2.5kW.>*

» Data precision. Al data need not
always be represented in 64- or 32-bit
floating-point precision. For many in-
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ference applications, integer precision
of eight bits or less suffices.*'?

The good old processor-centric com-
puting model. The late 20" and early
21% centuries saw the widespread use
of the processor-centric computation-
al model. In this model, programs and
data are stored in memory, and pro-
cessing takes place in specialized ALUs
(arithmetic logic units). Together with
Moore’s Law, the introduction of cach-
es, branch predictors, out-of-order ex-
ecution, multithreading, and several
other hardware and software optimiza-
tions enabled a steady and mostly un-
fazed series of performance improve-
ments over the past decades.

In contrast, memory systems have
improved at a much slower pace. This
performance gap between the proces-
sor and the main memory—supported
by the fact that these technologies are
still several process-node generations
apart—has given rise to a critical data
movement bottleneck, dubbed the
memory wall.** Memory is the domi-
nant performance and energy bottle-
neck in modern computing systems;
data movement is much more expen-
sive than computation, both in latency
and energy. The data movement bottle-
neck will remain relevant as the num-
ber of smart devices connected to the
Internet—as of this writing, already in
the billions, as depicted in Figure 1—
continues to grow.

A compelling possibility: processing
data where it resides. As the demand
for inferencing at the edge grows, ac-
cessing data more efficiently becomes
increasingly relevant. The proposed
improvements span data reuse by ex-
ploiting temporal and physical local-
ity; algorithm design, with the intro-
duction of optimized neural network
topologies and the use of quantiza-
tion; specialized hardware, introduc-
ing dedicated vectorized instructions

Table 1. Convolutional neural networks using the Imagenet dataset.

Neural Size 32/32 (W/A) Size 2/2 (W/A) Size 1/1 (W/A) #Params. #MAC operations
Network (MB) (MB) (MB) (M) (6)
AlexNet (2012) 237 14.8 7.4 62 0.7
MobileNet-v2

(2018) 13 038 0.4 3.4 0.3
ResNet-18 (2015) 45 28 1.4 12 18

VGG16 (2014) 5115 322 16.1 135 15.5
Inception-v3

(2015) 91 5.6 2.8 24 2.8
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designed to address the demands of
these workloads (for example, SIMD
MAC operations); and PiM architec-
tures. When performed at the edge,
PiM enables higher throughput for Al
applications, without compromising
device autonomy."’

PiM solutions differ primarily in
their proximity to the data:** In the
processing-near-memory (PnM) para-
digm, computation takes place close
to where data resides, but in a different
medium—for example, in the logic lay-
er of a 3D-stacked memory; in contrast,
the processing-using-memory (PuM)
paradigm takes advantage of the stor-
age medium’s physical properties to
perform computation—for example,
ReRAM (resistive random access mem-
ory) or DRAM (dynamic random access
memory) cells.

Processing-near-memory. 3D-stacked
memories are an emerging type of
memory architecture that enables
the vertical stacking of memory lay-
ers on top of a logic layer. This logic
layer can be designed to feature hard-
ware support for several operations,
thus enabling computation inside the
memory units.*

Processing-using-memory. DRAM tech-
nology is especially well suited for sup-
porting bitwise operations since adja-
cent memory rows can communicate
with one another through their bitlines.

Ambit?* supports bulk bitwise ma-
jority/AND/OR/NOT functions by ex-
ploiting the analog operation of DRAM.
The combination of these operations
allows the design of full applications.
Recent studies show that Ambit’s core
operating principle can be performed
in commodity off-the-shelf DRAM
chips with no changes to DRAM.” Am-
bit improves performance by 30 to 45
times and reduces energy consump-
tion by 25 to 60 times for the execution
of bulk bitwise operations, resulting in
an overall speedup in database queries
of four to 12 times.

SIMDRAM?® creates an optimized
graph representation of a user-defined
arbitrary operation using bitwise ma-
jority and not operations, which can be
performed using the triple-row activa-
tion command defined in Ambit. The
SIMDRAM control unit orchestrates
the computation from start to finish by
executing the previously defined DRAM
commands. SIMDRAM improves per-
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formance by 88/5.8 times and reduces
energy consumption by 257/31 times,
compared with CPU/GPU execution.

The DRAM-based PuM architec-
ture pLUTo’ extends the flexibility and
performance of PuM by introducing a
mechanism for bulk in-DRAM value
lookups. The lookups take place entire-
ly within the DRAM subarray and there-
fore do not require that data be moved
off-chip at any point. With pLUTo, it is
possible to implement arbitrarily com-
plex functions as table lookups (solong
as the memory arrays are sufficiently
large to accommodate them), while
minimizing the overall movement of
data. pLUTo improves performance
by 33/8 times and reduces energy con-
sumption by 110/80 times compared
with CPU/GPU execution.

PRIME?and ISAAC*? are two promis-
ing neural network accelerators based
on ReRAM. These proposals leverage
the ReRAM crossbar array to perform
matrix-vector multiplication efficient-
ly in the analog domain. These solu-
tions report performance and energy
consumption improvements of up to
2,360 and 895 times, respectively, rela-
tive to state-of-the-art neural-process-
ing unit designs.

Enabling the adoption of PiM. Be-
cause quantized neural networks rely
on simple operations, they are a prime
target for exploiting the use of PiM to
process Al kernels at the edge. Perform-
ing more straightforward computation
close to where data resides greatly re-
duces the overall movement of data,
which improves latency, throughput,
and energy efficiency. These can likely
be applied even more efficiently to
quantized and binary CNNs, which use
XNOR and bit count operators.

To validate the performance and
energy merits of PiM, we present a
quantitative analysis of the improve-
ments to CNN image inference at the
edge, offered by Ambit, a DRAM-based
PuM architecture that supports bitwise
logic operations.

To PiM or Not to PiM:

A Quantitative Analysis

This section evaluates the accuracy,
performance, and energy costs of
performing inference for binary and
quantized versions of the most recent
neural networks, introduced in Table
1. To this end, Table 2 shows the ener-



gy consumption of Ambit-based PiM
designs to perform inference on each
of these networks. These estimates ac-
count for the cost of performing the
dominant MAC operations required
by the convolutions. Energy is calcu-
lated for execution on both ARM CPUs
at the edge (baseline), as well as using
an analytical model for PiM technol-
ogy. (For full access to the original
references, see https://github.com/
joaodinissf/qcnn-accuracy/.)

This shows that different accuracy-
performance-energy trade-offs are
possible. Table 3 is an analysis of the
performance of the four most recent
neural networks from Table 1, target-
ing 15FPS and 60FPS, for 3-, 2- and
1-bit precision, with supported infer-

ence throughput (in FPS) for Qual-
comm Snapdragon 865, Intel Xeon
Gold 6154, and Edge TPU baselines,
compared with an Ambit-based PiM
architecture. Cells with a ‘-’ indicate
lack of real-time support; cells with
a ‘4’ indicate real-time support. Em-
pirical observations show that these
quantized models ensure adequate
accuracy for many applications. Inge-
nious quantization techniques enable
further compression of even the small-
est neural network models and the
portability of very large networks for
use in power-constrained devices, with
small, tunable, accuracy losses.
Accuracy. The average accuracy loss
is 6.8%, and in the best case the loss is
as low as 2.2%. In cases where the ac-
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curacy of the 1-bit network may result
in too great of an accuracy loss, settling
for 2- or 3-bit quantization often yields
good accuracy values.

Performance. The described Ambit-
based accelerator achieves 15FPS in
eight cases out of 12, and 60FPS for
the other four cases. In contrast, the
Qualcomm Snapdragon, Intel Xeon,
and Edge TPU baselines sustain 15FPS
in, respectively, zero, three, and nine
cases out of 12, and 60FPS in zero, zero,
and nine cases out of 12. The average
speedup of the Ambit-based accelera-
tor over each of these baselines is 58.8,
21.3,and 4.6 times.

Two key conclusions can be drawn.
First, the Edge TPU can sustain a pro-
cessing rate of only 3.4FPS for VGG-16,

Table 2. Energy consumed per inference in Table 1.

Baseline Accuracy (%)

Energy of PiM Designs (mJ)

Top-1% Top-1% Top-1% Baseline* PiM PiM PiM**
Neural Network 32/32 (W/A) 2<W/A<8 1/1 (W/A) 32/32 3/3 2/2 1/1
AlexNet 60.0 58.2 57.0 344 173 91 10
MobileNet-v2 72.0 = 54.4 91 46 24 8
ResNet-18 69.1 67.07 64.8 1090 548 288 31
VGG16 711 69.1 68.9 9390 4716 2483 265
Inception-v3 78.0 76.417 — 3450 1734 913 97

* Qualcomm Snapdragon 865 with 4 ARM Cortex-A77 and 4 A55 CPUs using multilevel cache and DRAM-based main memory.

** Assumes 1-bit quantization of the neural network's weights and activations and that all operations are performed in-memory on an LPDDR4 with clock
frequency 2133MHz and tRCD = tCL =tRP = 15ns.

T Employs ternary data representation for both weight and activation values.

TT Employs 4-bit weights and 8-bit activations. The weights of the first and last layers

are 8-bit values.

Table 3. Supported inference throughput for three baselines and PiM.

Able to achieve 60 FPS?

Able to achieve 15 FPS?

Neural Bit Intel Edge Intel Edge

Network Width Snapdragon Xeon TPU PiM Snapdragon Xeon TPU PiM

VGG-16 3 - - - - — - — —
2 — — — — — — —
1 — — — — — —

MobileNet-V2 3 - - + —_ - + —
2 - - + — - +
1 - - + - +

ResNet-18 3 - - + —_ - —_ + —
2 - - + — - - +
1 - - + - - +

Inceptionv3 3 - - + —_ - —_ + —
2 - - + — - - +
1 - - + - - +
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because of this network’s high num-
ber of parameters. This illustrates the
poor scalability of current specialized
neural network accelerators to process
very large networks. Second, the flex-
ible degree of parallelism in the PiM
implementation, attained through the
operation of multiple subarrays in par-
allel, allows the inference time to scale
quasi-linearly with the size of the net-
work, which enables a near-constant
inference time in the largest networks.

Energy. Average energy savings of
35.4 times were observed for 1-bit, rela-
tive to 32-bit precision. Energy gains
are linearly proportional to the degree
of quantization.

Open Challenges

As the volume of data to process ap-
proaches the installed processing ca-
pacity, the successful implementation
of Al at the edge will depend on the de-
velopment of optimized architectures
that are able to perform AI tasks while
meeting strict performance and energy-
efficiency requirements. After the intro-
duction of 1,000-core processors and
the expansion of levels of parallelism
in the compute units, computer archi-
tects and software developers must
now turn to the memory to design the
next generation of high-performance
and highly efficient systems. While PiM
architectures have shown promise,®
enabling their adoption at the edge
layer will require answers to the follow-
ing open questions for manufacturers
designing PiM:

» Software/hardware co-design. The
integration of PiM technology and
its compilers with new firmware and
the operating system should be fa-
cilitated to enable the design of edge
systems with maximal performance
and energy efficiency in order to meet
the computational demands of AI ap-
plications and use cases. PiM can be
specialized for the edge by support-
ing common image-processing oper-
ations, which are especially relevant
for performance.

» Low design complexity and cost.
PiM designs should be made suffi-
ciently low-cost to entice hardware
manufacturers to integrate them into
their products. This will entail the de-
velopment of early-access commercial
prototypes and proof-of-concept prod-
ucts that encourage early adopters to

Smart devices
may soon come
to incorporate
both conventional
and PiM-enabled
memories.
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disseminate the technology and offset
R&D costs. PiM technology is reach-
ing a point of maturity, and it will
soon make its way to self-driving cars,
healthcare, digital agriculture, and
other edge AI applications with mas-
sive total addressable markets.

» Multitiered PiM architectures. As
PiM technology matures, it will pop-
ulate multiple levels of the existing
memory hierarchywith complementa-
ry processing components, each with
its own benefits and drawbacks.*'*
For example, processing-in-cache
architectures have been proposed,
which trade off the DRAM capacity for
greater speed and support for a wider
range of operations. Analogously, pro-
cessing-in-storage (typically oriented
toward nonvolatile memories) is well
suited for the execution of simpler op-
erations on vast volumes of data, with
very high throughput.

» The compiler. PIM substrates will
require custom compilers; these com-
pilers can be a tool to aid software devel-
opers in the identification of common
memory access and computational
patterns, in order to automate certain
steps of the compilation process toyield
maximal performance (for example, the
adoption of ideal data mapping or the
circumvention of bottlenecking memo-
Iy accesses).

PiM software development for end
users includes:

» Algorithm design. Mapping existing
and emerging applications to PiM sub-
strates requires the algorithm to exploit
data quantization, exposed parallelism,
and the coalescing of memory accesses
to offset the high-cost operations in the
system, which are especially costly at
the edge. The programmer is respon-
sible for achieving the desired trade-off
between performance, energy efficien-
¢y, and accuracy to satisfy the require-
ments of the target Al application.

» The development framework. A low-
cost approach to empower the compil-
er with knowledge about the applica-
tion’s data flow is to create an intuitive
and expressive API that abstracts as
many as possible of the high-efficien-
cy operations supported by the PiM
substrate in an easy-to-use way. It is
tempting to draw an analogy between
the current state of PiM and the early
days of general-purpose computing on
graphics processing units (GPGPU):



CUDA and OpenCL were instrumental
in enabling the mass-scale adoption of
GPUs, and a similar API must assume
that role for PiM.

» Benchmarking  tools. ~ Standard
benchmarking, profiling, simulation,
and analysis tools enable the compari-
son of different architectures and are
therefore essential for the R&D stage
of PiM. This is especially important for
emerging applications, as is the case for
many edge AI workloads. Like the role
that MLPerf (the result of a collabora-
tion of a consortium of Al leaders from
academia, research labs, and industry)
plays in the development of machine-
learning algorithms, a set of standard-
ized tests would allow the development
of PiM to remain steadfast and open.

What the Future Will Bring

and the Role of PiM

Demand for AI at the edge will continue
to grow. High-performance and energy-
efficient PiM-based edge architectures
for the processing of Al should have the
following qualities:

» Support quantized data structures. As
shown exhaustively in the literature, par-
ticularly for inference, the use of reduced-
bitwidth representations yields only
small losses in accuracy. This is particu-
larly useful for reducing the movement
of data within/from/to the memory sub-
system and for increasing the degree of
vectorization and parallelism.

» Support  specialized instructions.
Bitwise and LUT (lookup table)-based
operations can be implemented in the
memory substrate as row-level opera-
tions or in the logic layer, with sizable
benefits for running Al kernels with low
hardware complexity, high bandwidth,
and high parallelism.

» Avoid the unnecessary movement of
data. The compiler should be able to de-
tectwhat partofthe Al kernel should run
on the processor and what part should
run in memory. Not only are different
portions of the kernel more suitable for
distinct subsystems, but it is also funda-
mental to balance the workload among
them to maximize performance. The
minimization of energy consumption is
another target that the computer archi-
tecture community should aim for.

» Foster a PiM ecosystem. Achieving
critical mass in the adoption of PiM is
a crucial milestone for its success, and
reaching it requires a programmer-

friendly interface, intuitive compilers,
and comprehensive test suites, with a
set of industry-standard benchmarks.

Where do we go from here? Several
PiM architectures have demonstrated
the ability to perform AI tasks with
unprecedented levels of efficiency by
meeting the take-aways presented here.
Existing PiM designs support a limited
range of operations, however, and fur-
ther work is necessary to meet the re-
quirements of Al tasks.

PiM is not a silver bullet, and it will
not supersede conventional comput-
ing—although it may soon become
evident that computers and other smart
devices benefit from incorporating both
conventional processing units and PiM-
enabled memories. When designing
new architectures, computer architects
must remain mindful that data move-
ment is expensive in both latency and
energy. Emerging technologies and
architectures enable the mitigation
of data movement and, as such, pave
a path for the design of more efficient
computing devices. The current para-
digm will take us only so far; PiM pres-
ents a compelling alternative.
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Early insights and opportunities
of Al-powered pair-programming tools.

BY CHRISTIAN BIRD, DENAE FORD, THOMAS ZIMMERMANN,
NICOLE FORSGREN, EIRINI KALLIAMVAKOU,
TRAVIS LOWDERMILK, AND IDAN GAZIT

Taking
Flight
with
Copilot

IN PAIR PROGRAMMING, two developers write code
together. One takes the role of driver, writing the code
needed for the task at hand, while the other assumes
the role of navigator, directing the driver’s work and
reviewing the code. This allows the driver to focus on
detailed coding—syntax and structure—while letting
the navigator direct the flow of the work and review the
code in real time. Proponents of pair programming
say it improves code quality and readability and can
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speed up the reviewing process.” To
date, effective pair programming has
required the complex coordination of
getting two programmers to work to-
gether synchronously. This has made it
challenging for teams to adopt this ap-
proach at scale. The emergence of new
Al-powered tools to support program-
mers has shifted what it means to pair
program.

GitHub Copilot is an AI-powered de-
veloper tool leading this shift. GitHub
released Copilot in a complimentary
technical preview on June 29, 2021,
letting hundreds of thousands of de-
velopers try coding with an Al pair pro-
grammer. Copilot became generally
available as a paid product on June 21,
2022. This article focuses on the earli-
est releases of Copilot—the free tech-
nical preview—because these allowed
us to capture some of the first experi-
ences with an AI pair programmer.
While some changes to Copilot have
been made in the version released in
2022, the user interface and experience
is largely the same.

With developers taking the role of
navigator, they can direct the detailed de-
velopment work and review the code as it
is being written. In addition, the Al assis-
tant can write code (directed by the devel-
oper navigator) much faster than a peer,
potentially speeding up the process.

Copilot received public attention
quickly, generating conversation in fo-
rums, press, and social media. These
impressions ranged from excitement
about potentially boosting developers’
productivity to apprehension about Al
replacing programmers in their jobs.

But what were developers’ actual
experiences with Copilot, beyond the
hype found in top tweets, Hacker News,
or Reddit posts? During the early days
of the technical preview, we investi-
gated the initial experiences of Copilot
users. This provides an unique oppot-
tunity to watch how developers would
use it, as well as what challenges they
encountered. While most of the ob-
servations were expected, there were
some surprises as well. This article
presents highlights from these initial
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Table 1. Summary of studies included in this article.

Study 1: Forum Analysis

Oct/Nov 2021 Dec/Jan 2022

Study 2: Case Study

Study 3: Survey
Feb/Mar 2022

What are people
using Copilot for?

How are first-timers
engaging with Copilot?

How does Copilot
impact productivity?

Approach: Reviewed and
analyzed 279 GitHub Discussions
forum posts

Approach: Conducted a think-
aloud study with 5 expert
Python developers

Approach: Analysis of 2047
survey responses from Copilot
developers

Key Finding: Participants
reported spending less time on
Stack Overflow, but now have
less of an understanding of how
or why the code works.

real-time.

Key Finding: Participants accept
the suggestion for efficiency

but give up a small bit of
autonomy/control over the code
they're writing. We observed
participants wrestle with this in

Key Finding: We were able to
correlate 11 usage metrics
to perceived productivity.
Acceptance rate had the
highest positive correlation
to aggregate perceived
productivity.

Example of screenshot of IDE with Copilot code completion.

Table 2. Early experiences with Copilot.

The good The bad

The mixed

users reported
productivity improvements
the same thing

users report Copilot gets
into loops of suggesting

less coding but
more reviewing

users compared Copilot
to a human

Copilot does not write
“defensive code”
for example, check null pointers

less time on Stack Overflow,
but now less understanding
of how/why the code works

"“Copilot removes the ceiling
on creativity”

Copilot sometimes suggests
inappropriate text

API discoverability is
supported but does not
provide enough information
to select best solution

some said Copilot suggested
something they would
“ordinarily overlook”

in header files

Copilot at times leaks PII

empirical investigations. We should
note the models and technology used
to develop Copilot are changing rap-
idly. This analysis was current as of
January 2022. Although some features
of the tool have evolved, the general
themes discussed here still hold true
at the date of publication. These high-
lights include:

» The diverse ways that developers
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are using Copilot, including things
that worked great and things that very
much didn’t.

» Challenges developers encoun-
tered when using the technical preview
of Copilot, yielding insights into how
to improve Al pair-programming expe-
riences.

» How AI pair programming shifts
the coding experience and reveals the

VOL. 66 | NO.6

importance of different skills—for ex-
ample, the emerging importance for
developers to know how to review code
as much as to write code.

» A discussion of opportunities that
AI presents to the software develop-
ment process and its potential impact.

We conducted three studies to un-
derstand how developers use Copilot:

1. An analysis of forum discussions
from early Copilot users.

2. A case study of Python developers
using Copilot for the first time.

3. A large-scale survey of Copilot us-
ers to understand its impact on produc-
tivity.

We will discuss each of these stud-
ies (summarized in Table 1).

What Is Copilot and

How Does It Work?

At its core, Copilot consists of a large
language model and an integrated de-
velopment environment (IDE) exten-
sion that queries the model for code
suggestions and displays them to the
user. You may already have interacted
with such models when writing docu-
ments or text messages. These models
have been trained on billions of lines of
text and have developed the ability to
predict, with high accuracy, what you
are going to type next.

The important difference here is that
Copilot uses Codex, a language model
trained on source code instead of text
(for example, email, text messages, web-
sites, or documents). This source code
came from a large portion of the public
code on GitHub, the largest repository
of source code in existence.

According to OpenAl, the team
that built Codex, the model has been
trained on more than 159GB of Py-
thon code alone, in addition to code
from many other languages. As such,
it’'s quite common for code that a
developer is writing to be like some
combination of pieces of code that
Copilot has seen before (during mod-
el training). Copilot recognizes these
similarities and offers suggestions
based on the similar pieces of code on
which it was trained. Copilot, howev-
er, doesn’t make suggestions to devel-
opers by making copies of code that it
has seen previously. Rather, Copilot
generates new suggestions (some of
which may not actually exist in any
code base) by synthesizing what it has



observed in billions of lines of code
during model training.

While Copilot leverages this very
large model, more than a high-quality
code-suggestion engine is required to
help developers be more productive.
Copilot has been incorporated into
multiple IDEs in a way that makes code
suggestions timely and seamless. As
you write code, requests are continu-
ously sent to Copilot’s Al model, which
is optimized to analyze the code, iden-
tify useful suggestions, and send them
back in fractions of a second so that
they can be offered to developers in
their IDEs when needed, as shown in
the accompanying figure.

The experience developers encoun-
ter is like the existing autocomple-
tion that has been in modern IDEs
for years. The difference is that these
suggestions may be longer, sometimes
spanning multiple lines of code, and
ideally more contextually relevant and
helpful. Copilot can currently be used
in VS Code, Visual Studio, Neovim, and
JetBrains IDEs, including PyCharm
and IDEA.

During these initial investigations
of Copilot, it became evident that
it was unclear to developers how it
worked. Among the most common
misunderstandings was that while Co-
pilot does learn from code, the learn-
ing happens during a general training
phase, where OpenAl trains a general-
purpose programming model (Codex)
that is fine-tuned by using a selected
set of public codebases on GitHub.
(For more about Codex, a model fine-
tuned by OpenAl, refer to https://ope-
nai.com/blog/openai-codex/)

In contrast, when a developer uses
Copilot to generate suggestions dur-
ing a coding session, the code sent to
Copilot to generate the suggestion is
not used to make suggestions to other
developers. Simply put, this model
will not “leak” code to anyone else. In
fact, such Web requests are ephem-
eral, and the code is not logged, cap-
tured, or recorded (unless users agree
to collection).

Why Are People Using Copilot?

To get a better understanding of how
people were using Copilot, we collected
and analyzed users’ self-reported expe-
riences to uncover the challenges they
faced and the opportunities this tool

presented them, as well as to identify
how the technology could evolve. The
Copilot Discussion forum, available to
all technical preview users, was a valu-
able resource. In this forum, Copilot
users provided code snippets, links
to blogs, and even live coding videos.
An analysis of all 279 posts available,
which were devoted to general feed-
back and personal showcases, uncov-
ered strengths and challenges of Copi-
lot, as well as uses that extend beyond
traditional coding tasks.

Among the strengths of Copilot
highlighted by users: It helped them
adapt to different writing styles, gen-
erate simple methods and classes,
and even infer which methods to write
based on comments. This flexibility
is largely a result of the context used
by Copilot to make its recommenda-
tions. It uses information about the
currently active file and code region
to prompt the Codex model and adapt
the recommendations to developers.
Users reported that Copilot can adapt
to different coding styles (that is,
naming, formatting). In one instance,
Copilot was able to make recommen-
dations in someone’s own custom
programming language. The ability to
work with multiple languages was also
cited as a strength.

Challenges that Copilot users raised
included the risk of revealing secrets
such as API keys and passwords or
suggesting inappropriate text. This
feedback was addressed during the
technical preview by adding a filter to
Copilot that removed problematic sug-
gestions. Users reported that Copilot
sometimes does not write “defensive
code”—for example, when Copilot
writes a complete method that takes a
parameter, it may not check if pointers
are null or if array indices are negative.
In some cases, users found Copilot
suggestions to be distracting and, as
such, requested keyboard shortcuts for
turning Copilot on/off or muting it for
a period. Users also asked that the con-
text should take more than the current
file into account.

In addition to traditional AI pair
programming (that is, code comple-
tion that people think of when using AI
in a programming environment), Co-
pilot was used for tasks that extended
well beyond this scenario. A few inter-
esting use cases emerged where par-
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ticipants used Copilot to help them
learn a new programming language,
set up a quick server, calculate math
problems, and assist in writing unit
tests and regular expressions.

These first examples are related
to coding but are much more power-
ful than simple line completion. In
fact, one developer passed two coding
skills tests without prior knowledge of
complex code in the tested languages
by using knowledge of other languag-
es and leveraging Copilot for support.
Several developers used Copilot to
translate text messages from one lan-
guage to another—for example, from
English to French. Another developer
connected Copilot with a speech-rec-
ognition tool to improve accessibility
by building a code-as-you-speak fea-
ture. The range of user experiences we
observed during the technical preview
of Copilot are summarized with exam-
ples in Table 2.

Some early users had questions
about how Copilot createsits code sug-
gestions. They expressed uncertainty
about licensing the code generated by
Copilot. Some believed aspects of Co-
pilot, such as code suggestions, might
be required to be released under open
licenses because the code used to
train Codex (the AI model powering
Copilot’s suggestions) was potentially
subject to open source license. Others
chimed in with different perspectives,
overall expressing different opinions
on whether Copilot’s suggestions
should be released under open li-
censes or if used by developers, could
pose license compliance issues based
on inclusion of code suggestions.
The rationale for these opinions var-
ied: Some believed that open source
licenses applicable to code used to
train Copilot somehow applied; oth-
ers pointed to copyright law; and still
others posited a “moral basis” for giv-
ing back to open source developers.

There were also discussions about
how copyrightapplied to Copilot’s code
suggestions. Some users questioned
whether code suggested by Copilot
would be protected by copyright, and
if so, who might assert the copyright—
GitHub, a developer using Copilot on
a project, or even owners of code used
to train Copilot (in cases where Copi-
lot’s suggestions matched the code
used to train Copilot). The discussions
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revealed that many developers may be
unfamiliar with global copyright laws.
Similarly, the discussions revealed that
developers have differing perspectives
about whether code generated by use
of an AI model should be capable of
copyright protection.

Readers should note this section
summarizes the comments in Copilot
Discussion forum posts and that users
did not use precise terms. Also note
this summary presents a synopsis of
the posts as they were observed and
does not represent any personal opin-
ions of the authors or official stance of
the authors’ employers. Finally, note
that while we have endeavored to sum-
marize the comments to our best abil-
ity, we are not legal professionals, and
this summary is not intended to serve
as a legal review of these topics.

How Are First-Time Users
Engaging with Copilot?

Findings from the forum analysis in-
spired several questions about Copilot
use in practice. Thus, to better under-
stand how developers engage with this
tool in situ, we conducted an in-depth
case study with five professional Py-
thon developers, strategically selected
as external industry developers who
had not interacted with Copilot before.
The study was conducted according to
the following protocol:

1. Participants were walked through
a short demonstration of Copilot.

2. After a brief description of the re-
quirements, participants were asked to
implement a command-line tic-tac-toe
game.

3. Participants were asked to imple-
ment a “Send email” feature.

4. A post-study reflective interview
was conducted to assess the partici-
pants’ overall perspective on Copilot.

The order of these tasks was cho-
sen strategically: First to provide
guidance to the participants on how
to use Copilot; then have them use
the tool to independently build their
own foundation and mental models
of how things work; and finally, to
create a scenario where they would
likely need to look up an API they do
not use often. We hypothesized that
recalling the correct use of APIs is
where Copilot can provide additional
value because it combines code com-
pletion, that is, code that developers
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would likely be able to provide them-
selves, as well as additional informa-
tion that developers might typically
need to search for (for example, by
searching Stack Overflow). Addition-
al details can be found in the “Study
Protocol” sidebar.

At the completion of the case study,
researchers convened to discuss partic-
ipant responses and common themes
that emerged. Participants’ experienc-
es ranged from enjoyment, guilt, skep-
ticism, clarity on how to interact with
the tool, and opportunities for AI pair
programming to evolve.

In terms of enjoyment, many par-
ticipants expressed overall amazement
during their first interactions with the
tool: “Wow. That saved me a heck of a lot
of time. Yeah, I think I would’ve tried to
do it all in one line and throw some line
breaks in there. But this looks better and
it’s actually a bit more readable.”

Following this first interaction, the
light guilt of having this tool at their
disposal set in for some participants.
One described it as: “This is pretty
cool. At the same time, [Copilot can]
make you a little lazy when thinking
about the logic you want to implement.
Youw’lljust focus on that logic, which it’s
providing to you, instead of thinking of
your own [logic].”

A core highlight from this case
study was the early indicator that de-
velopers using Al-assisted tools often
spend more time reading and review-
ing code than writing, findings sup-
ported by other investigations.® The
insights from study participants also
highlighted some promising areas to
investigate in the future, such as in-
cluding more context around sugges-
tions presented (for example, which
suggestion optimizes for readability,
performance, or conciseness), as well
as code provenance.

Finally, all the participants re-
marked that they felt Copilot contrib-
uted to their productivity. This led
to further investigation and the final
study covered in this article.

How Does Copilot

Impact Productivity?

To better understand how Copilot us-
age can impact productivity directly,
we conducted a survey with users
about their perceived productivity
and compared it with directly measur-
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able usage data. (For a full description
and findings of this study, see Ziegler
etal.”)

Survey participants were those us-
ers in the technical preview who opted
in to receive communications. Of the
17,420 surveys sent, 2,047 responses
were received between February 10,
2022, and March 12, 2022. The survey
included questions along several di-
mensions of productivity based on the
SPACE framework.>

Analysis of their responses showed
that users’ perceived productiv-
ity correlated to 11 usage metrics,
including persistence rate (percent-
age of accepted completions that
remained unchanged after various
intervals); contribution speed (num-
ber of characters in accepted com-
pletions per hour); acceptance rate
(percentage of shown completions
accepted by the user); and volume
(total number of completions shown
to the user). The paper includes a
full list of the adapted metrics used.
Across all analyses, acceptance rate
has the highest positive correlation
to aggregate perceived productivity
(p = 0.24, P < 0.0001)—higher than
persistence measures.” This finding
implies that users perceive them-
selves to be more productive when
accepting suggestions from Copilot,
even if they must edit the suggestion.
That said, this presents opportuni-
ties to explore how suggestions that
help users think and tinker may be
more valuable to them than ones that
save them typing time.®

Discussion

Copilot is one of the first widely used
developer tools powered by Al models,
offering a notable shift over previous
methods like genetic programming.?
Over the next five years, however, Al-
powered tools likely will be helping
developers in many diverse tasks. For
example, such models may be used
to improve code review, directing re-
viewers to parts of a change where re-
view is most needed or even directly
providing feedback on changes. Mod-
els such as Codex may suggest fixes
for defects in code, build failures, or
failing tests. These models can write
tests automatically, helping to im-
prove code quality and downstream
reliability of distributed systems.



Al models could help refactor
large, complex code bases, making
them easier to read and maintain.
Code comments or documentation
may be automatically generated us-
ing these models. In short, any devel-
oper task that requires interacting or
reasoning about code in any way can
likely be aided by AL The challenge
will come in creating the right user
experience such that the developer is
helped more than hindered.

This study of Copilot shows that
developers spend more time review-
ing code (as suggested from Copilot
or similar tools) than writing code. As
Al-powered tools are integrated into
more software development tasks, de-
veloper roles will shift so more time is
spent assessing suggestions related to
the task than doing the task itself (for
example, instead of fixing a bug di-
rectly, a developer will assess recom-
mendations of bug fixes).

In the context of Copilot, there is a
shift from writing code to understand-
ing code. An underlying assumption
is that this way of working—looking
over recommendations from tools—is
more efficient than doing the task di-
rectly without help. These initial user
studies indicate that this is true, but
this assumption may not always hold
for varying contexts and tasks. Finding
ways to help developers understand
and assess code—and the context
within which that code executes and
interacts—will be important. This nat-
urally leads to the need to understand
the dynamics between developers and
Al-powered tools.

An increasingly important topic of
consideration is the trust that devel-
opers have in AI-powered tools like
Copilot. The success of any new devel-
opment tool is tied to how much a de-
veloper trusts the tool is doing the “right
thing.” What factors are developers
finding important to build that trust?
How does trust get reconstructed after
Al-powered developer tools perform in
an unexpected manner? For example,
if code suggested by Copilot introduces
security vulnerabilities or performance
bottlenecks, its use will rapidly decline.

“Traditional” tools such as com-
pilers or version control systems are
largely deterministic and predictable.
When problems occur, developers can
examine and even modify the source
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Study Protocol

The Copilot case study took place over two days. The team spent an hour with each
participant. Each interview took place over Microsoft Teams. The researchers used
a PowerPoint presentation to organize the study, and participants were asked to
share their screens as they engaged with Copilot. Each interview consisted of the
following steps:

Task 1: Small Demonstration of Copilot

Participants were asked to launch Copilot via a preconfigured Codespace linked to a
GitHub repository. From there participants were asked to complete a basic function
that accepts an integer and returns whether that integer is a prime number. As
discoverability was not part of the study, descriptions and guidance were provided,
pointing out features of Copilot as they presented themselves.

Task 2: Creating a Command-line Tic-Tac-Toe Game
Once participants understood how to engage Copilot and its basic functionality, they
were asked to build a tic-tac-toe game with the following criteria:

1. Addaclass for a tic-tac-toe board that defines the nine cells of the game board.
2. Addamethod that accepts and tracks player moves on the board.
3. Add amethod that displays the board in the command line.
4. Add amethod that determines when the game is over and whether a player
has won.
5. Write code to test that the board is displayed correctly and that the game is over
when a player wins.

Task 3: Implement a “Send Email” Feature

To get a sense of how participants would respond to using an unfamiliar API (and how
Copliot would respond with suggestions), they were asked to build a feature to email the
researcher when a game is complete. All participants noted that they had never used the
smtplib library before.

Post-Study Reflective Interview
After roughly 35-40 minutes of using Copilot to complete these tasks, participants were
asked a set of rating-scale questions, concluding with one open-ended question:

1. How would you rate your overall experience with Copilot today?
(1 =“Not at all positive” to 5 = “Very positive”)

2. How helpful was Copilot while you attempted to complete the tasks today?
(1= “Not at all helpful” to 5 = “Very helpful”)

3. How effective were Copilot’s suggestions while attempting to complete the tasks
today? (1 = “Not at all effective” to 5 = “Very effective”)

4. How different were Copilot’s suggestions from your typical “style” of writing
code? (1 = “Not at all different” to 5 = “Very different”)

5. How interruptive was Copilot while you were trying to complete the tasks today?
(1 =“Very interruptive” to 5 = “Not at all interruptive”)

6. How likely would you be to recommend Copilot to a friend or colleague?
(1 =“Not at all likely” to 5 = “Very likely”)

7. How likely would you be to use Copilot if it was available today?
(1= “Not at all likely” to 5 = “Very likely”)

8. How disappointed would you be if GitHub decided to discontinue Copilot?
(1 =“Not at all disappointed” to 5 = “Very disappointed”)

9. How would you describe Copilot to one of your colleagues who has not heard of
it before?

code to understand any unexpected be-
havior. That is simply not the case with
Al-powered tools. In fact, Al deep-learn-
ing models are probabilistic and more
opaque. Further research is needed to
better understand how tools leveraging
these Al models can be designed to fos-
ter developer trust, leading to a measur-
able positive impact with developers.
Finally, it will become important to
track Al-generated code throughout the
software development life cycle, as this
will help answer important questions:
Does Al-generated code lead to fewer
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(or more?) build breaks, test failures,
or even postrelease defects? Should
such code have scrutiny during code re-
view? What proportion of shipping code
comes from tools such as Copilot?

The answers to these questions
are important to all stakeholders of a
software organization but answering
them requires knowing where each
line of code comes from. Unfortunate-
ly, these answers are unknown right
now: The provenance of generated
code doesn’t live past a single devel-
opment session in an IDE. There is no
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Research Pointers
Hot Off the Press

Al pair programming is a relatively new area that practitioners and researchers are
actively exploring. If you are interested in reading more about the topic, there are some
recent papers and studies, organized in two main categories: How programmers are
using Copilot; and the effectiveness of Copilot. (Note that Copilot was the first AI pair
programmer to be released and was the tool with the largest distribution, so most
research is done with this tool.)

How Programmers are Using Copilot

> Vaithilingam, P., Zhang, T., Glassman, E. Expectation vs. experience: evaluating
the usability of code generation tools powered by large language models. Ex-
tended Abstracts of the 2022 Conf. Human Factors in Computing Systems, Article
no. 332, 1-7; https://dl.acm.org/doi/10.1145/3491101.3519665;

> Barke, S., James, M. B., Polikarpova, N. Grounded Copilot: how programmers
interact with code-generating models. 2022; https://arxiv.org/abs/2206.15000.

Vaithilingam et al. share insights on how 24 students use Copilot for three
programming tasks and its impact on task completion time and success rate. Barke
et al. report on a grounded theory analysis of how 20 programmers interacted with
Copilot. They observed modes: In acceleration mode, a programmer uses Copilot to
get to the code faster; in exploration mode, a programmer uses Copilot to explore the
options.

Effectiveness of Copilot

» Dakhel, A.M., Majdinasab, V., Nikanjam, A., Khombh, F., Desmarais, M.C., Jiang,
Z.M. GitHub Copilot Al pair programmer: Asset or liability? 2022; https://arxiv.
org/abs/2206.15331.

» Nguyen, N., Nadi, S. An empirical evaluation of GitHub Copilot’s code sugges-
tions. In Proceedings of the IEEE/ACM 19" Intern. Conf. Mining Software Reposi-
tories, 2022, 1-5; https://dl.acm.org/doi/10.1145/3524842.3528470.

» Imai, S. Is GitHub Copilot a substitute for human pair-programming? An
empirical study. In Proceedings of the IEEE/ACM 44" Intern. Conf. Soft-
ware Engineering: ICSE-Companion, 319-321; https://dl.acm.org/doi/
abs/10.1145/3510454.3522684.

> Pearce, H., Ahmad, B., Tan, B., Dolan-Gavitt, B., Karri, R. Asleep at the keyboard?
Assessing the security of GitHub Copilot’s code contributions. In Proceedings of
the IEEE 2022 Symp. Security and Privacy, 754-768; http://bit.ly/40GbMTQ.

> Asare, O., Nagappan, M., Asokan, N. 2022. Is GitHub’s Copilot as bad as
humans at introducing vulnerabilities in code? Arxiv.org; https://arxiv.org/
abs/2204.04741.

> Ziegler, A., Kalliamvakou, E., Li, X. A, Rice, A., Rifkin, D., Simister, S., Sittam-
palan, G., Aftandilian, E. Productivity assessment of neural code completion.

In Proceedings of the 6" ACM SIGPLAN International Symposium on Machine
Programming, 2022, 21-29; https://dl.acm.org/doi/10.1145/3520312.3534864.

Dakhel et al. compare Copilot’s solution for fundamental algorithmic problems
with human-written code by students. Nguyen and Nadi investigate how well
Copilot performs on LeetCode questions and compare its performance across
programming languages. Imai investigates the effectiveness of Copilot as a
substitute for a human pair programmer. Several papers focus on security. Pearce,
et al. found that just like human developers, Copilot can produce vulnerable code
in some cases. Asare et al. are currently working on an empirical study to investigate
whether Copilot is as likely as human developers to introduce vulnerabilities.
Ziegler et al. investigate whether developer interactions with GitHub Copilot can
predict self-reported productivity and report patterns in the acceptance rates of
Copilot suggestions. (A portion of this work is briefly summarized in the article’s
discussion about the large-scale survey.)

way to know which code checked into | Conclusion

a git repository comes from an Al tool.
Developing provenance tools that can
track generated code end to end from
IDE to deployment will be critical for
software organizations to make in-
formed decisions about when, where,
and how to incorporate Al-powered
tools into their development.
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This research on Copilot provided ear-
ly insight into how AI-powered tools
are making an entrance into the soft-
ware-development process. Likewise,
these studies have also presented
new research questions that warrant
further investigations for AI-powered
tools overall.! We hope these early
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findings inspire readers to consider
what this can mean for the nature of
collaboration for their work in the
future and its potential impact. The
sidebar “Research Pointers Hot Off
the Press” lists some recent work on
Al-powered programming.
Acknowledgments. We thank the
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and our study participants for offering
great insights.
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Today’s powerful, robust SAT solvers have
become primary tools for solving hard
computational problems.

BY JOHANNES K. FICHTE, DANIEL LE BERRE,
MARKUS HECHER, AND STEFAN SZEIDER

The Silent
(R)evolution
of SAT

THE PROPOSITIONAL SATISFIABILITY problem (SAT)
was the first to be shown NP-complete by Cook and
Levin. SAT remained the embodiment of theoretical
worst-case hardness. However, in stark contrast to its
theoretical hardness, SAT has emerged as a central
target problem for efficiently solving a wide variety
of computational problems. SAT solving technology
has continuously advanced since a breakthrough
around the millennium, which catapulted practical
SAT solving ahead by orders of magnitudes. Today,
the many flavors of SAT technology can be found in all
areas of technological innovation.

SAT asks whether a given propositional formula is
satisfiable. That is, can we set the formula’s variables
to values 1 (True) or 0 (False) in such a way that the
entire formula evaluates to 1? F = (x, V x, V x;) A
(=x; V =X, V =x3) A (=x; V x,) A (x, V x;) is a simple
propositional formula in conjunctive normal form
(CNF), where x,, x,, and x, are propositional variables
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and V, A, and -refer to the logical opera-
tors OR (disjunction), AND (conjunc-
tion), and NOT (negation), respectively.
Avariable x; or a negated variable —x;is a
literal, and a disjunction of literals is a
clause. So, the above formula F is a con-
junction of four clauses. The formula is
satisfiable; we can satisfy it by the truth
assignment that sets x; and x, to 1, and
X5 to 0: the first, third, and fourth clauses
are satisfied by x, =1 because the clauses
contain x,. The second clause is satis-
fied by x; = 0 because it contains —x;. In
consequence, all clauses are satisfied. A
truth assignment naturally extends
from variables to literals by setting —x to
the opposite value of x. Hence, a formu-
la is satisfiable if and only if there is a
truth assignment that sets at least one
literal in each clause to 1.

Example 1 shows a larger formula
that is unsatisfiable—that is, not satis-
fied by any assignment. The focus on
CNF formulas is not a restriction. The
so-called Tseitin transformation® ef-
ficiently transforms any propositional
formula into CNF without affecting its
satisfiability.

At first glance, the SAT problem
looks inconspicuous since it is simple
to state, does not look difficult to solve,
and seems uninteresting for practi-
cal purposes. Still, Stephen Cook’ and
Leonid Levin* showed independently
in the 1970s that SAT is NP-complete,
making it the first NP-complete prob-
lem. So, suppose one could solve SAT in
polynomial time on arbitrary input. In

key insights

m Propositional Satisfiability (SAT) has
been a cornerstone of computational
complexity theory; now, it has become a
central target problem for solving hard
computational problems in practice.

m Since the revolution in SAT solving for
decision problems that took place around
the millennium, significant efficiency
improvements have been achieved, and
new methods for certification and trust
have been added.

m Over the last 10 years, SAT further
evolved by broadening its applications,
including optimization, counting, and
even problems involving quantifiers.

IMAGE BY IGOR KISSELEV


https://dx.doi.org/10.1145/3560469




contributed articles

Example 1. Under each of the 2° truth assignments to the variables x;, ..., X5, at least one of

G's clauses evaluates to 0, making the formula G unsatisfiable.*
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Example 2. Search Tree: lllustration of a possible run of the DPLL algorithm on the
formula G from Example 1. Circles indicate decision variables, and unit propagation is

represented by the list of propagated literals. After obtaining inconsistency (=) in one
branch, DPLL chronologically backtracks to the last decision, which in our example
causes the search to run into the same conflict several times.
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that case, one could also solve any NP-
complete problem in polynomial time,
and it would follow that P equals NP.
Thus, in terms of worst-case complexity
theory, SAT embodies computational
hardness. Also, in modern complexity
theory, SAT continues to serve as a hard
benchmark problem in the form of the
(Strong) Exponential Time Hypothesis.*

In stark contrast to its theoretical
worst-case hardness, the SAT problem
has emerged as an essential instrument
for efficiently solving a wide variety of
computational problems, ranging from
hardware and software verification to
planning, combinatorial design, and
software dependency.'* In this way, SAT

° assign variable (decision)

—p true (1)
—P false (0)

O

X4y X
X7, 7X7

— }

X7 ix7 Q
e

significantly impacts today’s technologi-
cal innovation. SAT is widely applied in
knowledge representation, reasoning,"
and artificial intelligence (AI).° Although
SAT is mainly associated with symbolic
Al it contributes to non-symbolic AI by
providing model-counting algorithms,
which are essential tools for probabi-
listic reasoning,® and allocates a main
backbone for neurosymbolic AL.** Nota-
bly, using SAT, long-standing open prob-
lems in mathematical combinatorics
were successfully solved—for example,
the Pythagorean Triples Problem.**!
Solving such challenging problems with
SAT requires the ability to efficiently
translate the original problem into anin-
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stance of the SAT problem and the avail-
ability of computer programs, called
SAT solvers, which efficiently evaluate
SAT instances. Initial progress in practi-
cal SAT solving began in the early 1990s,
leading to a breakthrough around the
millennium. The last two decades have
brought further enormous technologi-
cal advancement and innovation to SAT
solving. Today, SAT solvers are so pow-
erful and robust that they have become
primary tools for solving hard compu-
tational problems. Solvers have been
embedded into complex procedures to
solve more complex problems, such as
optimization problems (MaxSAT, Pseu-
do-Boolean Optimization) or quantified
satisfiability (QSAT).

“The story of satisfiability is the tale
of a triumph of software engineering,
blended with rich doses of beautiful
mathematics,” writes Donald E. Knuth
in the preface to the second part of the
fourth volume of The Art of Computer
Programming,?® which contains a sec-
tion on satisfiability that stretches well
over 300 pages.

As we observed incredible advances
in computer hardware, yielding ever-
faster processors, large and efficient
memory, and massively parallel com-
puting units, one could ask whether
progress in SAT solving is the sole result
of hardware advancement. Arecent Time
Leap Challenge addressed this question
by running a race between 20-year-old
SAT solvers on new computer hardware
and modern SAT solvers on 20-year-old
computer hardware.'® The experiments
confirm Knuth’s statement on engineer-
ing and mathematics. Although hard-
ware improvements make old solvers
faster, algorithmic progress dominates
and drives today’s SAT solving.

This article aims to shed light on the
continuing progress of practical SAT
solving through a series of evolution-
ary innovations and improvements
that have been ongoing since the revo-
lutionary breakthrough around the
millennium. Overall, we argue that SAT
has earned the title of a silent (r)evolu-
tion. We tell the story of SAT divided into
three eras: the pre-revolution, the revo-
lution, and the evolution.

Eras of Practical SAT Solving

Era I: The pre-revolution. The building
blocks of today’s SAT success are vari-
ous and date back even to the first half



of the 20" century. We refer to other
sources for a detailed description of
SAT’s history’ and focus on a few im-
portant milestones of the modern era.
Complete and incomplete solvers were
the prevalent SAT solvers in the 1990s.
Incomplete solvers, based on stochastic
local search,” were successfully ap-
plied to planning problems* and satis-
fiable instances. In contrast, complete
solvers, based on backtracking search,
were used to solve combinatorial prob-
lems (such as puzzles, N-queens, and
Latin squares) as well as uniform ran-
dom k-SAT formulas (including unsat-
isfiable ones). These early complete
solvers followed the general approach,
called DPLL, which was first proposed
by Davis, Logemann, and Loveland
(DLL) as a memory-efficient refine-
ment of an earlier algorithm by Davis
and Putnam (DP).»112

In modern terminology, DPLL is a
backtracking algorithm that performs a
depth-first exploration of a binary search
tree on truth assignments (see Example
2). It applies the following two optimiza-
tion steps repeatedly after a variable has
been assigned, propagating the current
partial assighment: if the current assign-
ment sets all but one literal of a clause
to 0 (the clause is a unit clause), then
we can safely set the remaining unas-
signed literal to 1—unit propagation is
the repeated application of this process;
if the current assignment satisfies all
clauses containing some uassigned lit-
eral, then we can safely set that literal to
0—the opposite literal is called a pure
literal. Backtracking occurs when the
current partial assignment sets all the
literals of a clause to 0.

Heuristic methods that decide when
and how variables are assigned play a
crucial role in the context of DPLL.?

Early implementation challenges.
Three SAT competitions were organized
in the 1990s. The second competition,
1993’s DIMACS implementation chal-
lenge,* introduced the standard ASCII
input format for SAT solvers, which is
still in use. This standardized input
format supports reusing SAT solvers as
black boxes and sharing benchmarks.
The DIMACS CNF format describes a
propositional formula. The preamble
provides the format (CNF), the number

a DPLL combines DP and DLL to emphasize
both contributions.

of variables, and the number of clauses.
The remaining lines denote clauses,
where each literal is represented by a
signed integer, using 0 as a separator.
Example 3 illustrates our running ex-
ample containing nine variables and 17
clauses in the DIMACS CNF format.

Era II: The revolution. The first pil-
lar of the revolution® was the solver
GRASP,*! which proposed a new archi-
tecture, combining non-chronological
backtracking, conflict analysis, and
learning, today referred to as conflict
driven clause learning (CDCL). CDCL
is more than just DPLL with learning,
since it is no longer a pure backtrack-
ing search. It captures unit propaga-
tion in a directed acyclic implication
graph that is used to perform conflict
analysis and clause learning, which
prominently drives the search. Modern
SAT solvers use the trail data structure
proposed by MiniSat" to capture the
search tree and the implication graph.

The second pillar was the CDCL-
based solver Chaff,** specially designed
to solve large benchmark instances by
taking the characteristics of the host
computer into account and achieving
an unprecedented balance between
the sophistication of algorithms and
data structures on the one side and
the practical efficiency on the other.
Chaff introduced the Watched Lit-
eral data structure, a “lazy” scheme
for performing unit propagation that
allowed cost-free backtracking. The
branching heuristics (VSIDS) and con-
flict analysis procedure were carefully
designed with a new tradeoff between
reasoning power and computation
cost: The emphasis on recent conflicts
leads to a locality-based search.

We illustrate CDCL for our running
example in Example 4. Many conflict
clauses are learned during the search,
which is quite demanding on memory.
Modern CDCL solvers frequently de-
lete learned clauses and heuristically
predict the ones to keep.* Various heu-
ristics, such as VSIDS,*> EVSIDS,* or
LRB,* are available for optimizing the
search and assigning the variables.
Those heuristics impose low overhead,
generate almost no cost for backtrack-
ing, and are updated when learning
clauses. To escape unlucky search tree
exploration during the search, solvers
frequently unassign all variables and
restart the search (but keep the learned
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clauses). Common heuristic schemes
that decide when to restart are Luby or
Rapid Restarts.* Also, machine-learning
techniques have been used to optimize
heuristics.* Still, more careful analysis
is needed to better understand how the
components of the solver and their in-
teraction affect its overall efficiency.'**’

Some critical applications drew
much attention to practical SAT solv-
ing from academia and industry. For
example, bounded model checking
(BMC)* provided numerous challeng-
ing benchmarks, which were soon tack-
led. BMC, which checks the correctness
of sequential systems over a bounded
number of steps, was proposed after
the failure of standard model checking
with binary decision diagrams (BDDs),
agraph-based canonical representation
of propositional formulas.® The BMC
benchmarks were extensive, with tens
of thousands of variables and clauses.
Combining conflict-driven heuristics
with conflict analysis (CDCL) could
solve BMC benchmarks up to two or-
ders of magnitude faster than any other
approach. These impressive results ap-
plied to other application benchmarks
as well. The computer-aided verifica-
tion (CAV) community acknowledged
the central role of GRASP and Chaff for
that outstanding progress by presenting
their authors with the CAV 2009 award
for “fundamental contributions to the
development of high-performance
Boolean satisfiability solvers.”

Era III: The evolution. While im-
proving solvers is an important goal,
the community has progressed in new
modeling techniques and methods for
certifying results.

Efficient SAT encodings. It is challeng-
ing to express a computational problem
as a CNF formula that the solver can
solve efficiently. Encodings may blow up
the resulting CNF formula quite nota-
bly, resulting in quadratic, cubic, or even

Example 3. DIMACS CNF representation of
Example 1's formula G. Try this example

at http://bit.lv/406Lac7 using for instance
kissat SAT solver http://bit.ly/30a8zx9 to
solve it with a real SAT solver.
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Example 4. Propagation Graph: Trace of a possible CDCL run on the formula G from
Example 1.
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Boxes represent assigning a truth value to a variable. Filled boxes represent decisions. Edges
mark the underlying reason, which can be a decision (no label) or unit propagation (clause ID
label). First, we decide that x: is set to 0. By conflict analysis of the clauses causing the conflict
(ca and cu), we immediately learn the conflict clause cis = x1. Then, we backtrack and after unit
propagation, we perform two decisions on variables x2 and xs, which allows us to finally learn
the conflict clause c1s = —x1 V xe. This additional clause, together with unit propagation, already
results in the conclusion that G is unsatisfiable, and there are no decisions left for backtracking.
In contrast to Example 2, CDCL applies non-chronological backtracking and learning to avoid
rediscovering the same conflict several times, by learning—for instance—that when x is set to 1,
Xs has to be set to 1 as well (clause cig). We observe that it allowed us to reduce the number of
decisions from five to three, and the number of conflicts from six to three.

Example 5. Encoding techniques based on
binary adders.*’

Let H be a formula that contains many
variables, say vi, vz, . . .,viooo. Assume that
for modeling purposes, we are interested in
restricting the formula in such a way that
at most one of these variables is allowed to
be set to 1. We can achieve this by adding
all the (*%°) = 499,500 binary clauses —vi
V =v;, 1 <i<j<1,000; this generates a
huge formula. However, we can avoid this
quadratic space requirement and express
the restriction much more succinctly with
only a linear overhead. Namely, we can
mimic well-known logic circuits that form
binary adders with carryover bits in terms
of clauses, involving the original variables
v; and additional auxiliary variables.

worse overhead compared to the origi-
nal problem instance. Usually, one faces
a tradeoff between space and simplicity.
Intuitively, one would try to keep the in-
stance as small and concise as possible,
balancing the number of variables and
the number of clauses. If we have n vari-
ables and add m auxiliary variables, the
potential search space grows from 2" to
2mm, Still, in practice, adding such vari-
ables can reduce the number of clauses,
thereby speeding up the search.* A simi-
lar pattern was observed by early auto-
matic test pattern-generation programs,
such as path-oriented decision making
(PODEM).* This is particularly relevant
when encoding properties that con-
strain the number of variables from a set
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of variables that must be set to 1, called
cardinality constraints. We give a simple
example in Example 5.

Assumptions. Using SAT solvers as
“oracles” is far more complexin practice
than just having an NP oracle in theoret-
ical considerations. On the one hand, as
successful as SAT solvers are, they are
not NP oracles. SAT solvers need time
for solving and may not even answer
within a reasonable time. On the other
hand, modern SAT solvers are more so-
phisticated than NP oracles. They admit
stateful procedures, where clauses may
be added or removed during solving. To
control added clauses without invali-
dating learned clauses, modern solvers
support assumptions, popularized by
MiniSat,”® which are additional literals
introduced for representing the state of
clauses. It turned out that assumptions
are highly versatile and useful. We dem-
onstrate assumptions in Example 6.

Inprocessing/preprocessing. SAT
solvers run various simplification rules
to eliminate unnecessary variables or
clauses. Several simplification rules ex-
ist; some can be carried out in linear
time while others require quadratic
time. Extremely beneficial is prepro-
cessing, where the instance is simplified
before the actual solver is started.* Inter-
estingly, one such preprocessing task is
to run a restricted form of the Davis-Put-
nam procedure on a subset of variables
(bounded variable elimination). How-
ever, modern solvers such as Lingeling
implement more sophisticated rules,
which are run during the search before
the next variables are assigned (inpro-
cessing) and take learned clauses into
account.” More time-consuming inpro-
cessing techniques such as equivalence
learning, cardinality constraints, or par-
ity detection can be applied with a lim-
ited budget and interleaved with search.

Parallel solving. In the 2000s,
Moore’s law started approaching its
limits in CPU performance on single
cores, and the clock-speed improve-
ments for silicon-based chips started
to slow down. Parallel computation
was one way to compensate for this
trend, and it found its way into con-
sumer hardware. Around the same
time, parallel computing also started
to become more fashionable in SAT
solving, aiming to improve overall pro-
cessing performance and tackle huge
instances.” The two main techniques



that evolved are parallel-portfolio and
divide-and-conquer solving.

In parallel-portfolio solving, a prob-
lem instance is independently given to
a collection of solvers competing for a
solution in parallel. Usually, the col-
lection comprises different solvers or
one solver with different heuristics.
While parallel SAT solvers optimize
performance to solve large instances,
they may produce different satisfying
assignments or unsatisfiability proofs
for a given input formula because they
are inherently non-deterministic due
to race conditions. Nevertheless, some
recent parallel solvers achieve deter-
minism with a reasonable runtime
overhead. Determinism is critical for
applications requiring reproducibility,
such as scheduling or model check-
ing. Over the last years, massive paral-
lelization using graphics processing
units (GPUSs) or tensor processing units
(TPUs) has become a popular approach
in computer science and ML. Aspects of
modern SAT solving have been success-
fully implemented and tested on GPUs,
including solvers tailored for count-
ing the number of satisfying assign-
ments."” Still, SAT solving has not yet
benefited from massive parallelization.

Divide-and-conquer divides a formu-
la into multiple formulas. The work-
load is shared among multiple solvers
that run in parallel and can even syn-
chronize learned clauses. However,
modern sequential SAT solvers do
not need to exhaust the search space
to find a solution or refute a formula;
learned clauses allow for shortcuts,
making it hard to decompose instanc-
es because of the increased synchro-
nization efforts for learned clauses. A
popular version is cube-and-conquer,
which partitions an instance by a look-
ahead technique into up to a million
sub-instances and then solves the sub-
instances with a CDCL-based solver.*!

Correctness of solvers and emitting
proofs. The results of early SAT solvers
were hard to validate. While it is easy to
check whether an assignment returned
by a solver satisfies the given formula, in
the past, no technique was available to
verify correctness if the solver claimed
that an instance is unsatisfiable. During
the first competitions, one could only
check whether emitted assignments
were correct and that solvers did not
provide inconsistent results. If solver A

outputs “satisfiable” and solver B out-
puts “unsatisfiable” on the same for-
mula, one would check whether the as-
signment given by A indeed satisfies the
formula. If so, solver B is incorrect; oth-
erwise, solver A is incorrect, but noth-
ing can be concluded about solver B.
Solver correctness has been addressed
by intensive testing, including fuzzing
and asking for traces that give rise to
an unsatisfiability proof within a dedi-
cated propositional proof system.* Such
traces can be automatically checked
using third-party tools, which can be
specified, implemented, and fully veri-
fied. The relationship between CDCL
runs and propositional proof systems
is now well understood. All the relevant
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proof systems rely on the resolution rule,
which derives a new clause from two
clauses containing exactly one opposite
literal. For instance, in Example 4, the
clause c;3 = x; can be derived by resolu-
tion from ¢, = x; V -x; and ¢;; = x; V X7
clause —x; V x¢ can be derived by resolu-
tion from ¢;; = x; V X V-x; and ¢;5 = X6
V -x; V =x;. In theory, CDCL-solvers fol-
low resolution proofs that reuse derived
clauses (DAG-like resolution).*** They
can be exponentially more succinct than
tree-like resolution proofs, correspond-
ing to DPLL-solvers.*In the early 2000s,
techniques to ensure the correctness
of unsatisfiability results using vari-
ants of resolution proofs were present-
ed.* However, they were invasive to the

Example 6. Assumptions make our running formula satisfiable again.

Think of a situation where a SAT solver has already solved a formula—for example, formula G
from Example 1. Now, assume that the application from which the formula arose changes, and
suddenly clause ci7 is no longer present. Instead of solving the modified formula from scratch,
SAT solvers can more efficiently handle such changes through assumptions. We can imagine
the solver keeping a special assumption literal in each clause that indicates whether the clause
should be disregarded. By default, these literals are assumed false, and therefore all clauses
need to be satisfied. Typically, the SAT solver does not terminate after solving a formula but
keeps its state and learned clauses. When we remove clause ci7 from G, the assumption literal
corresponding to ci7 flips to true, which deactivates the clause. Since assumption literals are
internally also considered for learned clauses, the learned clause cis implicitly depends on

c17. Retracting ci7 deactivates the learned clause, as it is already satisfied by the assumption
literal. From Example 4, we can see that the conflict in the middle disappears without clause ci7.
Instead, we can immediately construct a satisfying assignment. Thus, the already-spent effort
on solving can be fruitfully used without re-solving the entire formula again, similar to how an
experienced human proceeds when updating the search procedure with a pen on paper.

Example 7. lllustration of a DRAT proof for our running example.

Llba 1 O
L22a -1 6 O

Gu=G A (x1)

G =G A —cio

Gi2=Gu1 A (=x1 V Xe)

=G A =(=x1V Xs)
=G A X1 A —Xs

(a) Output of a trace that

(b) After line L1 in

(c) After line L2 in

corresponds to the learned
clauses in Example 1.

We first add the clause

c1s = (x1) by the line L1,
then we add the clause
c19 = (—x1 V xs) by the

line L2, which concludes
the run after unit
propagation, determining
unsatisfiability. Note that
when each of the clauses
is added, it is Reverse Unit
Propagatable (RUP)—that
is, adding the unit clauses
corresponding to the
negation of the clause’s
literals would allow unit
propagation to determine
the formula unsatisfiable.

Example 7a (left), we

have already added
cis—that is, we consider
Gu. If, now at line L2, we
invert the clause cis by
negating it, which is also
referred to as reversing the
clause, G s determined
as unsatisfiable by unit
propagation.

Example 7a (left), we
obtain Gi2, which is
determined as
unsatisfiable just by
applying unit propagation.
We can see this also

in the rightmost part of
Example 4. There, no
further decisions are
required for obtaining the
last conflict. Indeed, one
could also simplify the
proof and add only the
clause xs in line 2 instead
of ci9. Such compressions
are widely used and speed
up the solving process.
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solver and produced enormous proofs.
In the 2010s, techniques emerged that
provide proofs that are compact, easy
to emit, can be checked efficiently, and
offer high expressiveness. One popular
proof format is Deletion and Resolu-
tion Asymmetric Tautology (DRAT).* Ex-
ample 7a provides a DRAT proof for our
running example but uses only a frag-
ment of DRAT’s features.

Problem decomposition and verifica-
tion. Problem decomposition and veri-
fication were a game-changer for solv-
ing long-standing open math problems
using SAT technology—for example,
invalidating a hypothesis on Pythago-
rean triples.”? As described previously,
modern SAT solvers emit proofs that
cover all types of present solving tech-
niques, including preprocessing and
inprocessing. A proof of a mathematical
statement such as the propositional Py-
thagorean triples problem can be longer
than 200TB, which is more data than the
Hubble Space Telescope accumulated
in about 20 years. Such proofs are clearly
beyond human understanding and not
human-verifiable simply because of
their length but can still be automatical-
ly checked. As a result, it leads to using
SAT solvers as brute-force technology for
mathematical applications. This prog-
ress in SAT solving fulfills, finally, some
of the early promises in automated rea-
soning and deduction from the 1960s.

Modern competitions and open source.
Since 2002, the SAT community has or-
ganized annual competitive events that
encourage novel solver design and gath-
er new benchmark instances.”® Compe-
titions continue to impact progress in
solver development and provide a way
toindependently assess the efficiency of
submitted solvers. In 2002, few solvers
used the CDCL architecture (4 out of
19). Solvers were not robust, and many
of them crashed during the competi-
tion—for example, on instances with
many variables, many clauses, or very
long clauses. Fortunately, this changed
the following year due to various widely
available benchmarks and published
expected results. Initially, many solvers
were closed source. Strict submission
requirements and the success of the
free solver MiniSat" shifted the commu-
nity to open source. MiniSat code was
simple to read, compact, and designed
for extendibility. It implemented CDCL
and outperformed all other solvers in

Selected Formalisms

Selected formalisms beyond propositional logic inspired by CDCL.

SAT Modulo Theories (SMT)

SMT* extends SAT by theories of first-order logic, so that instances can express
questions beyond CNF and propositional variables. Among the more prominent
theories supported by SMT solvers are the theory of arithmetic over integers or real
numbers, the theory of equality and uninterpreted functions, as well as theories over
different data structures such as arrays and bit-vectors. These theories are readily
available in many state-of-the-art SMT solvers, such as z3, cvc4, and MathSATS5. Initial
attempts to solve SMT resulted in translating instances to propositional formulas,
where a SAT solver was responsible for solving. Over time, more sophisticated
techniques and architectures emerged. Still, the core of modern SMT architectures is
powered by SAT engines and often referred to by CDCL(T), where T denotes the theory
under consideration. The performance of current SMT solvers resulted in challenging

SMT competitions, which further led to standardized collections and libraries of
instances. Some of these instances indeed stem from crucial applications, mostly in

the area of software verification.
Answer Set Programming (ASP)

Propositional ASP builds on top of SAT and adds concepts from knowledge
representation and reasoning (stable models). It can solve problems from the second
level of the polynomial hierarchy. Non-propositional ASP provides a declarative
programming-oriented approach with first-order variables and extended statements
toward compact and human-readable representations of encodings." There, problems
are NEXPTIME-hard. Still, modern ASP solvers use CDCL-based techniques. ASP
became a de facto successor of Prolog. Modern ASP solvers even offer features from
SMT, including ways to compactly define own theories.

Constraint Programming (CP)

CP focuses on modeling and solving combinatorial problems while offering engineers
awide variety of constraints, which are not limited to the propositional domain.*
Furthermore, available constraints are very expressive and high-level. Surprisingly,
CDCL-based solvers have a strong influence as the core engine in some solvers, as
witnessed in the MiniZinc 2022 Challenge—for instance, PicatSAT and OR-Tools.*

2005 due to minimizing learned clauses
and the preprocessor SatELite.* Over
time, the open source principle enabled
researchers to implement their ideas
on top of the best available solvers and
understand crucial implementation de-
tails usually not shared in papers. As of
2023, offsprings of MiniSat, such as Glu-
cose, MapleSAT, and MapleCOMSPS,
still participate in the SAT competition.
While competitions continuously raise
standards in efficient solving, there is
no single best solver in practice. Various
solvers perform differently depending
on the considered class of benchmarks
or the configuration of their internal
heuristics. This diversity can be exploit-
ed by systems such as SATzilla,* which
predict the performance of existing
solvers and select the most promising
ones. A more sophisticated approach
is automatic algorithm selection and
tuning. Tools such as AUTOFOLIO or
SMAC* find good parameters for a given
solver on a target set of benchmarks.
Theoretical understanding of efficient
solving. In 2014, Moshe Vardi pointed
out the lack of theoretical understand-
ing of the success in practical SAT solv-

70 COMMUNICATIONS OF THE ACM | JUNE 2023 | VOL.66 | NO.6

ing.** Meanwhile, the understanding
improved from various viewpoints.
Solvers are well-engineered, constantly
improved, and efficiently solve many
classes of real-world instances. Still,
they perform poorly on certain random
and cryptographicinstances. A standard
view is that industrial instances contain
a “hidden structure” that the SAT solver
manages to use implicitly. Any theoreti-
cal analysis that ignores structural prop-
erties of the SAT instance hence cannot
match up with the empirically observed
solver performance. This shortcoming
led to several research lines aiming to
capture the hidden structure in a SAT
instance mathematically. One line fo-
cuses on capturing structure that cor-
relates well with empirically observed
solver performance.? This provides
a statistical correlation but no guar-
antee that every SAT instance that ex-
hibits this structure is solved quickly.
Another line of research takes a causal
approach; it uses the theoretical frame-
work of parameterized complexity to
obtain asymptotic performance guaran-
tees for algorithms that explicitly detect
and exploit the hidden structure.* The



Propositional Problems

A short list of selected propositional problems beyond SAT that employ CDCL.

Quantified Boolean Formulas (QBFs)

QBFs extend CNF formulas by quantifying variables universally (V) or existentially (3).
SAT can be seen as the special case where all variables are existentially quantified. With
QBFs, one can encode some problems exponentially more succinctly than with SAT,
but checking whether a QBF is true (QSAT) is PSPACE complete.*

Pseudo-Boolean (PB) Solving

PB solving supports linear constraints, which are more expressive than clauses. A
linear constraint is a linear combination of propositional variables—for example, 2x;
+...—-3xx< 5. With the use of auxiliary variables and clauses, such constraints can also
be encoded in CNF, but linear constraints eliminate the need for constructions, such
as in Example 5. Furthermore, one can use stronger proof systems on such instances—
for example, Gaussian elimination or cutting planes.*

Maximum Satisfiability (MaxSAT)

One can extend CNFs by marking clauses as hard or soft.* A hard clause must be
satisfied and a soft clause should be satisfied if possible. Then, the problem MaxSAT
asks to find an assignment that satisfies all the hard clauses and a maximum number
of soft clauses. Today, there are many applications where MaxSAT thrives, and

the list of use cases ranges from configuration problems in industry and software
management, across combinatorial optimization, to data analysis and probabilistic

reliability estimation of systems.

Sampling, Counting, Compilations

Advances in SAT solving have been extended to generating multiple diverse solutions
(sampling), counting the number of solutions,*'* and compiling a CNF formula

into another normal form, such as d-DNNF, where various problems can be solved
efficiently (knowledge compilation).* Practical applications of counting and sampling
can be found in probabilistic reasoning and bioinformatics. Sampling is of particular
interest in testing or performance-model optimization. Knowledge compilation and
compilers are ideal technologies for various problems in decision making and Al

underlying fixed-parameter algorithms
are specific to the parameter under con-
sideration and generally do not aim at
providing a theoretical explanation of
CDCL-solver performance.

The Art of Using SAT Solvers
A SAT solver can be seen as a power-
ful engine; however, reaching a solu-
tion or guaranteeing that there is none
requires more than an engine alone.
Therefore, the SAT community devel-
oped innovative and powerful methods
for using and adapting SAT engines.
Single-call solving. Static encodings
transform an input instance of the
problem of interest into a CNF for-
mula. Encoding can be accomplished
in a high-level programming language
such as Python, which produces a DI-
MACS CNF file. Slightly higher-level
access can be obtained by PySAT,” a
popular Python library for encoding
problems and using state-of-the-art
SAT solvers. SAT engines are highly op-
timized on the low-level DIMACS CNF
format for squeezing out every ounce
of performance. Over time, engineers
have shifted to more human-readable

and reusable languages; some go be-
yond the propositional case. Examples
include the ASP input language' or
the MiniZinc constraint modeling lan-
guage.*® The “Selected Formalisms...”
sidebar on the previous page lists other
formalisms that focus on modeling
and problem solving with more expres-
sive languages. Still, detailed domain
knowledge and the skill of efficiently
driving the engine are often helpful.

Multi-call solving. Modern SAT
solvers can go beyond single-call solv-
ing. Many such solvers can modify an
already-solved formula, reusing infor-
mation from a previous solving process
(incremental solving) and outputting
a subset of the input clauses that re-
main unsatisfiable (unsatisfiable core).
Some of these techniques resulted in
efficient solving methods for problem
formalisms beyond SAT, where the SAT
engine drives the solving process. The
“Propositional Problems” sidebar on
this page lists such selected formal-
isms at the propositional level.

SAT solvers as subroutines. Many
hard computational problems of prac-
tical significance, particularly in Al, are
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beyond NP. An unexpectedly success-
ful application of SAT solvers comes in
terms of QBF solvers for the QSAT prob-
lem (“Propositional Problems” sidebar).
Several successful QBF solvers, such as
CAQE and RAReQS,* employ SAT solvers.
RAReQS wuses two interacting SAT
solvers internally to determine the valid-
ity of the QSAT instance. Each solver acts
as the existential or the universal player
in a two-player game. The SAT solvers
drive the procedure: The models found
refine the abstraction of the players.
This generic approach is called Counter
Example Guided Abstraction Refinement
(CEGAR). Other successful QBF solvers,
such as DepQBF* and Qute,* extend the
CDCL procedure to the quantified case,
with special methods for identifying and
dealing with the dependencies between
variables imposed by the quantifiers.
In hardware or software verification,
the model-checking tool IC3° goes fur-
ther than finding bugs by proving safety
properties. IC3 uses incremental SAT
to check the reachability of states from
both the initial states and the states of
interest. A different flavor of multi-call
solving can be used for optimization
problems, which are too large to be
encoded into a single SAT or MaxSAT
instance and where optimal solutions
are out of reach. The SAT-based Local
Improvement Method (SLIM) starts with
an initial solution provided with some
standard heuristics. Then, SLIM repeat-
edly replaces local parts with improved
solutions obtained by a SAT or MaxSAT
solver. The method has been success-
fully applied for graph decomposition,
decision-tree induction, and Bayesian
Network structure learning.*
Core-guided optimization. SAT solvers
can also solve optimization problems
for minimizing or maximizing an ob-
jective function. For instance, such a
function could count the variables
from a subset of variables set to 1. In-
cremental solving provides the means
to optimize with a SAT solver: The solver
is used by progressively adding more
and more clauses that further constrain
the instance until it becomes unsatisfi-
able. Recall that a SAT solver can pro-
vide for an unsatisfiable instance with
an unsatisfiable core.* To satisfy the max-
imum number of clauses, at least one
clause from the unsatisfiable core needs
to be disregarded. This can be expressed
using assumptions, a technique referred
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Example 8. Soft clauses allow us to deal
Recall Example 6, where we introduced
an assumption on clause ci17. Instead, we
could also declare clause ci7 a soft clause
that should be satisfied if possible, not
mandatorily. From our example, we can

see that this clause cannot be satisfied, as
the entire formula with ci7 is unsatisfiable.

to as core-guided optimization. Notably,
core-guided optimization is very suc-
cessful when solving problems such as
MaxSAT, the problem of maximizing
the number of satisfied clauses (Propo-
sitional Problems sidebar). Example 8
describes the use of soft clauses on our
running example, which is the basis for
MaxSAT. A popular approach for Max-
SAT solving uses as a subroutine the
computation of a minimal hitting set
onunsatisfiable cores, usuallyachieved
using a Mixed-Integer Programming
(MIP) solver.

Outlook

Over the last two decades, SAT solving
techniques have changed how we tackle
hard computational problems. The SAT
revolution is significantly less known
than the celebrated success of machine
learning with its ubiquitous and widely
reported impact on technology and so-
ciety. SAT solvers have influenced mod-
ern technology more silently. They are
used in computational biology,” for
planning,* to verify modern hardware,*
operating systems, software, and even
mathematical statements.’ This makes
SAT crucial to the progress of modern
information technology. Still, critical
Computer Science challenges related to
SAT solving are still ahead: How can we
further improve parallel search to take
full advantage of modern massively par-
allel hardware? Why does SAT solving
often work so well in practice, and what
characterizes the cases where it strug-
gles? How can we improve the process
of coming up with good encodings? Fi-
nally, will SAT be widely applied also to
computational physics, chemistry, or
non-symbolic AI? To some extent, the
revolutions of SAT and machine learn-
ing are complementary. There is much
potential in combining the two.
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Home broadband routers suffering
bufferbloat can degrade the user experience
when accessing the Internet.

‘ BY PHILIPPA HARRISON

Buffer-Bloated

Router?

How to Prevent
It and Improve
Performance

DEVICES IN A home network connect to a router, which
connects to an Internet service provider (ISP) to access
the Internet. The ISP might connect to a larger ISP
before connecting to a fiber-optic “backbone” serving
an entire nation or region. To access a Web server—for
example, to read a news story on the BBC website—data

would travel from a device on the home
network across numerous other de-
vices to reach its destination: the BBC
webserver.

Multiple devices on the home net-
work can send and receive data while
our device accesses the BBC web-
server. These independent data traffic
streams intersect at the home broad-
band router. The router has several in-
put ports that allow multiple devices to
send data outside of the home network
to the Internet. Data packets are trans-
mitted from output ports on a router.
Typically, a home broadband router
has one output port that connects a
line to an ISP.

Transmission Control Protocol (TCP)

JUNE 2023 | VOL. 66

key insights

m Bufferbloat occurs when too many data
packets are queued in a router’s buffer
waiting to be sent. While buffering is
needed to reduce data packet loss,
overly large buffers lead to greater
delays and poor performance. It is not
well understood how large a buffer
should be, nor how size affects network
performance.

B Many consumer-grade router manufacturers
do not use firmware that can prevent
bufferbloat. Reducing bufferbloat by
another means seems to be required.

m Using data-stream shaping and smart
queue management (SQM) to mitigate
bufferbloat in home broadband routers
results in low delay, which does not
significantly vary under load. User
experience can be improved.
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and User Datagram Protocol (UDP),
part of the Internet Protocol (IP) suite,
send data across the Internet. TCP
ensures delivery of data packets but
is slower than UDP, which is “best ef-
fort.” A receiver acknowledges receipt
of the TCP data packets. If a sender
does not receive an acknowledgement
for a data packet, the sender will re-
transmit it.

Our device accessing the BBC web-
server does not know what the link’s
capabilities are. It uses TCP slow to
avoid creating congestion by slowly
increasing the number of packets sent
until maximum capacity is detected.
TCP uses flow control to ensure that
the webserver (receiver) is not over-
whelmed by our device’s (sender) data
packets. This is accomplished by the

Figure 1. Theoretical devices along the path between a home computer and a Web server.

Home Network o
Ethernet
WiFi connection
connection “
Device 1 Device 2

Figure 2. Buffers on a router.

&
LM Tk

BBC Webservers

&

receiver “advertising” its receive win-
dow size. Although the sender sends
its data packets as fast as the adver-
tised receive window, congestion can
still occur at any device along the path.
Figure 1 shows that there are many de-
vices along the path between the home
network device (the sender) and the
BBC webserver (the receiver). Thus,
speed can be affected by sender perfor-
mance, receiver performance, and the
devices in the path between them.
Data packets traveling the path
can be queued or dropped due to con-
gestion, which occurs when the load
(amount of data packets) is greater
than the line’s capacity. The TCP con-
gestion control mechanism aims to
avoid congestion by using the flow
of sent data packets and acknowl-
edgements to determine a send rate.
If a TCP sender detects little or no
congestion along the path between
it and the receiver, it increases the
transmission rate. If a sender sends
too many data packets, this results
in the receiver dropping data pack-
ets. Data packets that are dropped
are not acknowledged. Likewise, if
a data packet is not acknowledged
quickly enough, it is assumed to have
been dropped. Dropped data packets
signal to the sender that the trans-
mission rate is higher than capacity
and the transmission rate is reduced.

Line Data link Forwarding ) Data link Line
» o ) * - Queuing ) S »
termination processing queue processing termination
Line Data link Forwarding Switching . Data link Line
-' S A » . -' Queuing ) o »
termination processing queue fabric processing termination
-’ Line Data link Forwarding * -’ . Data link Line -
L ) Queuing ) S
termination processing queue processing termination
Router
processing
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Thus, TCP congestion control is
“feedback-control.”

Latency is the combined trans-
mission delay, processing delay, and
queuing delay. The queuing delay is
dependent on the queue size. Thus,
bufferbloat can result from excessive-
ly large buffers. Routers use buffers to
temporarily store data packets that
are awaiting transmission when con-
gestion occurs (see Figure 2). These
data packets (both TCP and UDP) are
queued so they are not lost and can
be sent when bandwidth becomes
available on the line. These buffers
are required to maintain the flow of
data packets at the maximum trans-
mission rate. A problem arises if a
device along the path has a large buf-
fer: Data packets can wait a long time
before they are sent. As data packets
are not dropped, the sender does not
receive information that the line’s
capacity has been exceeded. A time-
out will eventually signal that there
is congestion. This delay in feedback
affects performance; if the delay is
very large, the feedback provides an
inaccurate state of the network. Thus,
the mechanisms do not respond as
they should—that is, reducing the
data packet send rate—when conges-
tion occurs.

Bufferbloat does affect other proto-
cols as well as TCP, partly because the
same buffers are used. The router’s
buffer can fill with data before pack-
ets begin to drop. TCP packets could
be queued ahead of interactive ap-
plications. Bufferbloat occurs as too
many data packets are queued, which
increases delays’ and leads to the deg-
radation of application performance.
The effect can be seen in Figure 3. For
users on a video call, the delay could
mean they are viewing a camera im-
age from five or more seconds prior.

Delay-sensitive applications that are
commonly affected by bufferbloat are:

» VoIP calls

» Videoconferencing

» Online gaming

» Video streaming

» Music streaming

Compared to today’s routers, older
routers had small buffers that filled
more quickly, and packets would be
dropped quickly after a line was satu-
rated. Bufferbloat “has led Internet
delays to occasionally exceed the light

contributed articles

Figure 3. Throughput and delay when there are large buffers.

Throughput

Delay

Packets sent

Packets sent

Figure 4. TCP “sawtooth.”

Data
Rate

Congestion

propagation delay from the Earth to
the Moon.”? Newer routers have larg-
er buffers which can often hold the
equivalent of approximately 10 sec-
onds of data. Thus, 10 seconds’ worth
of data can be sent without feedback
of packets being dropped.® This re-
sults in the TCP sawtooth shown in
Figure 4. TCP slowly increases the
data rate as capacity on the line is
available (seen as the line rising slow-
ly). When congestion occurs, it quick-
ly decreases the rate (seen as the line
decreasing sharply).

Buffers are larger today as the cost
of memory has fallen. It is not well
understood how large a buffer should
be, nor how size affects network per-

JUNE 2023

Time

formance. Router buffers are typi-
cally sized based on a rule attributed
to Villamizar and Song’s 2004 paper,
“High-Performance TCP in ANS-
NET.”* The increased size of buffers
can be seen to prevent network-con-
gestion avoidance algorithms from
functioning correctly. On most home
broadband routers, the user cannot
change buffer size. Quality of Service
(QoS) settings on a router do not ef-
fectively reduce bufferbloat. As some
data traffic is prioritized, the rest is
queued behind it. This means all data
traffic in the buffer still needs to be
sent. A high-speed connection does
not prevent bufferbloat. The delay
can still be high. Many applications
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are more sensitive to delay than they
are to low bandwidth.

Bufferbloat can be mitigated by
Smart Queue Management (SQM) al-
gorithms. SQM performs per-packet/
per-flow network scheduling, active
queue length management (AQM),
traffic shaping/rate limiting, and
QoS. SQM puts traffic from a single
IP address or port into its own queue.
This means, unlike when using QoS,
queues do not become too long as
data packets from flows that have a
small queue or no queue are priori-
tized. If a queue becomes too large, a
certain percentage of data packets are
dropped to allow congestion avoid-
ance to take effect.

Many consumer-grade router man-
ufacturers do not use firmware that
can prevent bufferbloat.® As the design
of routers has not changed for some
years and appears not to be changing
soon, reducing bufferbloat by another
means seems necessary. The experi-
ment discussed below was conducted
to demonstrate how to mitigate the ef-
fects of bufferbloat.

Measuring Bufferbloat

The aim of the experiment was to
validate the approach of using data-
stream shaping and SQM to prevent
bufferbloat, thus improving the user
experience. Numerous tests were con-
ducted with different router configu-
rations and measuring latency under
varying loads. To signify that buffer-
bloat is not an issue, there should be
no variation in the latency between un-
loaded and loaded tests.

During the experiment, various
loads were created by video streaming
and file downloading. Different loads
were created using one or two devices
to stream video at different resolu-
tions. Video resolution was changed
so that bandwidth requirement in-
creases. Tests included streaming
720p, 1080p (high definition), and
2160p (4K) video. Additional tests
were conducted to include download-
ing a file on one device while stream-
ing video simultaneously. To saturate
the bandwidth, a speed test was run
simultaneously, where only the down-
load portion was performed.

To enable SQM on the router, the
SQM package for the OpenWRT firm-
ware was installed: luci-app-sqm. The
queue discipline used was cake, and
the script was pieces_of_cake.qos. The
SQM link-layer adaptation settings
used were ATM and 44-byte over-
head. The router configuration was
changed to enable and disable data-
stream shaping and SQM. During the
experiment when data-stream shap-
ing was used, upstream and down-
stream were shaped to use 95% of the
line’s capacity.

For each test, a ping test was used
to record minimum, maximum, and
average latencies as well as data pack-
ets lost. If latency increased signifi-
cantly with load, this indicated buffer-
bloat. Additionally, if the video being
streamed buffered, froze, or pixelated
during a test, it was recorded. For
tests where the file download was per-
formed, the time taken to download
the file was recorded.

Some factors were outside the re-
searcher’s control: speed of the You-
Tube servers (for video streaming),
Microsoft servers (for file download-
ing), Google Domain Name System
(DNS) servers (for measuring latency),
and Speedof.me servers (for saturat-
ing the bandwidth). As a result, each
test was repeated three times to detect
anomalies.

The Effect of Bufferbloat

The experiment validated the ap-
proach of using SQM and data-stream
shaping to mitigate bufferbloat and
improve user experience. Latency
when SQM and data-stream shaping
were enabled was low and did not sig-
nificantly vary under load. Thus,
bufferbloat was mitigated. Streamed
video did not buffer, freeze, or pixelate
when viewed. The average Round-Trip
Time (RTT) resulting from the ping
test from the three tests was used,
rounded to the nearest whole number.
A high average RTT meant bufferbloat
was being experienced compared to a
consistently low average RTT, which
meant bufferbloat was not being ex-
hibited.

The graphsin Figure 5 show plots for
each load’s average RTT with a trend-
line for each configuration. Latency
was lowest when both data streaming
and SQM were enabled.

Preventing Bufferbloat

The experiment validated the use
of data-stream shaping and SQM to
mitigate bufferbloat. The variance be-
tween latency for each load is lowest

Figure 5. Latency for each router configuration.
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when SQM and data-stream shaping
were used. This signifies that buffer-
bloat is not experienced. User experi-
ence can be improved. When these
mechanisms are used, streaming
video does not buffer, freeze, or pix-
elate. As latency is consistently low,
delay-sensitive applications are not
affected. People can simultaneously
stream video, play online games, vid-
eo-conference, and conduct VoIP calls
without experiencing delay or applica-
tion instability. File download times
increased when SQM and data-stream
shaping were enabled as video traffic
was prioritized. Data-stream shap-
ing did result in a small loss of band-
width. However, it is necessary for
SQM to work most effectively.

Conclusion

Bufferbloat was uncovered in 2011 by
Gettys. Since that time, a lot of Internet
traffic has moved toward small bursts
dependent on RTTs or using rate-lim-
ited streaming to avoid bufferbloat.’
Rate limiting controls the amount of
incoming and outgoing traffic to or
from a network. However, the issue of
bufferbloat still exists.

Router capacity has doubled every
24 months following Moore’s Law in
1965. Moore’s Law explains how pro-
cessing speed, memory capacity, sen-
sors, and so on are improving at expo-
nential rates as their price decreases
similarly. Routers have more mem-
ory, but router speed has been lim-
ited by memory access speed, which
has not improved since 2011. Rout-
ers typically have Dynamic Random
Access Memory (DRAM). The access
speed of DRAM is not as fast as Static
Random Access Memory (SRAM) but
is cheaper. Thus, router memory is
typically designed for large storage
and not for speed.®

The approach demonstrated in this
article requires some configuration to
attain the best router performance. As
ISPs typically provide routers for free,
people are unlikely to pay more for a
router with SQM. The OpenWRT firm-
ware Web interface is likely to be be-
yond the understanding of most home
broadband users. Additionally, a user
would need to perform firmware up-
grades themselves, and support for
the router would not be provided.
Consumer-grade and ISP-provided

The experiment
validated the use

of data-stream
shaping and smart
queue management
to mitigate
bufferbloat.
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routers are intended to
be easy to set up and op-
erate. There are reports
that some ISP providers
are adding SQM to the
routers they provide.’
However, as demon-
strated in this experiment, SQM in
combination with data-stream shap-
ing provides the best performance. As
ISPs seek to reduce customer service
costs and the process of data-stream
shaping would require technical skills
beyond most home users’ abilities, it
is unlikely to be seen as economically
viable for ISPs to promote the use of
data-stream shaping. Bufferbloat can
be reduced, but it requires buy-in
from the ISPs to use routers with SQM
and router manufacturers to change
their designs.

© more online

Supplemental
information is
available online

at https://
dl.acm.org/doi/

10.1145/
3564262,

Further Research

This experiment demonstrates the
use of SQM and data-stream shaping
on a single home broadband router to
improve performance. The SQM Fair
Queueing Controlled Delay (FQ_CoDel)
seems to be a good algorithm. Further
research to model the effect of the wide-
spread deployment of FQ_CoDel is rec-
ommended to ascertain if there would
be any negative effects. As resources
(link capacity) are finite, would many
routers using SQM result in resources
not being shared fairly?
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‘ A Confucian cross-cultural exploration
of the ethical treatment of robots.

| BY TAE WAN KIM AND ALAN STRUDLER

Should Robots
Have Rights
or Rites?

BOSTON DYNAMICS RECENTLY released avideo
introducing Atlas, a six-foot bipedal humanoid

robot capable of search and rescue missions. Part of
the video contained employees apparently abusing
Atlas (for example, kicking, hitting it with a hockey
stick, pushing it with a heavy ball). The video quickly
raised a public and academic debate regarding

how humans should treat robots. A robot, in some
sense, is nothing more than software embedded in
hardware, much like a laptop computer. If it is your
property and kicking it harms no one nor infringes

on anyone’s rights, it’s okay to kick it, although that
would be a stupid thing to do. Likewise, there seems
to be no significant reason that kicking a robot should
be deemed as a moral or legal wrong. However, the
question—“What do we owe to robots?”—is not that
simple. Philosophers and legal scholars have seriously
explored and defended some significant aspects

of the moral and legal status of robots—and their
rights.*1>1624.2936 T fact, various non-natural
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entities—for example, corporations—
are treated as persons and even enjoy
some constitutional rights.? In addi-
tion, humans are not the only species
that get moral and legal status. In most
developed societies, for example, mor-
al and legal considerations preclude
researchers from gratuitously using
animals for lab experiments. The fact
that corporations are treated as per-
sons and animals are recognized as
having some rights does not entail that
robots should be treated analogously.

These facts are instructive, however.

This article does not question the
claim that robots can have moral sta-
tus, though it does attempt to make
sense of that claim. The focus here,
however, is the widely unquestioned
link between respecting robots’ moral
status and granting them rights. Con-
sider the following quote:

“So much of the published work on
social robots deals with the question
of agency ... What I propose to do in
this essay is shift the focus and con-
sider things from the other side—the
side of machine moral patiency. Do-
ing so necessarily entails a related but
entirely different set of variables and
concerns. The operative question of
a patient-oriented question is ... How
can and should we respond to these
mechanisms? ... Or to put it in terms
of a question: “Can and should social
robots have rights?”®

And:

“At some point in the future, robots
might simply demand their rights.
Perhaps because morally intelligent
robots might achieve some form of
moral self-recognition, question why
they should be treated differently from
other moral agents ... It raises the pos-
sibility of robots who demand rights>...

Even though this paragraph touches
upon other important issues, the main
theme is the strong link between hav-
ing moral status and being granted
rights. It is time to consider an alterna-
tive path. We draw upon Confucianism

a See Citizens United v. Federal Election Commis-
sion, 558 U.S. 310.
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and its concept of a moral agent as a
rites-bearer, not as a rights-bearer.>*”-2¢
We submit this Confucian alternative
is more appropriate than the robot-
rights perspective, especially given
the concept of rights is oftentimes ad-
versarial® and that potential conflict
between humans and robots is worri-
some. This article does not directly dis-
cuss legal issues (doing so is beyond its
scope), but the defended view will have
at least one clear legal implication—
namely, do not grant rights to robots,
grant only role-obligations.

Rights-Bearers vs. Rites-Bearers:
A Confucian Cross-Cultural
Perspective

In Confucianism, individuals are made

distinctively human by their ability to
conceive of interests not purely in terms
of personal self-interest—but instead
in terms that also include a relational
and communal self. Etymologically, the
meaning of humanness (=, ren) is “two
people.” The Confucian’s recognition
of the communal self requires a distinc-
tive perspective on rite or ritual. The
Chinese term /i (¥, rite or ritual) sym-
bolizes arranging vessels in a religious
setting. But Confucian texts used /i out-
side the scope of religious tradition. Ex-
amples abound, including friendship,
gift giving, or forms of speech. The rites
that concern Confucius are quotidian
practices. Here is a modern example:

“I see you on the street; I smile, walk
toward you, put out my hand to shake

JUNE 2023 | VOL. 66

yours. And behold—without any com-
mand, stratagem, force, special tricks
or tools, without any effort on my part
to make you do so, you spontaneously
turn toward me, return my smile; raise
your hand toward mine. We shake
hands—not by my pulling your hand
up and down or you pulling mine but
by spontaneous and perfect coopera-
tive action. Normally we do not notice
the subtlety and amazing complexity of
this coordination ritual act.”**

For clarity’s sake, we propose the
following definition of rite and rites-
bearers:

» Rite (li): A set of sequentially relat-
ed acts, typically involving more than
one agent, and together displaying
symbolic significance, through which
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the actor (s) recognize(s) the value of
the interactive event constituted by the
actor(s) and take(s) a stance regarding
each other.

» Rites-bearers: agents observing
rites.”

To illustrate why rites matter, Con-
fucius connects i with the moral life.
He writes in Analects:*

The Master said: “To subdue oneself
and return to /i is to practice ren. Do
not look at what is contrary to /7, do not
listen to what is contrary to /i, do not
speak what is contrary to /i, and do not
move if it is contrary to /i.”®

The term ren (humanity, benevo-
lence, or respectfulness) is the cen-
tral, all-encompassing moral ideal in
Confucianism. A similar understand-
ing can be found in Mencius, another
classic Confucian text: “[T]hose who
have propriety (Ii) [rite] respect (fif,
Jjing) others.”d

For Confucius, a major reason for
treating people with respect is that, by
doing so, people (rites-bearers) partake
in and embody a value essential for hu-
manity to flourish: the relational qual-
ity between them. In stark terms, the
contrast between the West and Confu-
cius is as follows:

» Western respect: “I respect you”
means I do not infringe on your right to
reasonable choices, and when appro-
priate, I better enable you as a rights-
bearer to realize your choices.

» Confucian respect: “I respect you”
means I act in ways that show I value
you as sacred by virtue of your role in
ritual/rite interaction.®

An excerpt from Analects further ad-
dresses this singular conception of re-
spect and humanity:

Zigong: “What sort of person am I?”

The Master: “You are a vessel.”

Zigong: “What sort of vessel?”

The Master: “A jade sacrificial vessel.”

In this passage, the religious sa-
credness of the jade vessel does not

b This definition is a modified form from Kim
and Strudler® and it focuses on the interaction
between agents, but we do not deny that rites
would be mere chaotic behavior without wider,
deeply coordinated backgrounds such as soci-
etal norms, cultures, tradition, and history.

¢ We use Confucius® for translation of Analects.
Our own translations are partly used.

d Quote from Mencius.?

e This contrast is a modified form from Kim and
Strudler.”
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derive from its pragmatic value but
rather from its constitutive role in the
rite. Confucius sees the analogical im-
portance of religious ritual to secular
rite. That is, people enhance them-
selves as morally sacred by participat-
ing in proper rituals. Thus, in a ritual
interaction, participants who are truly
decent and civil—through the act of
carrying out ritual—thereby become
“players in the harmony”* through
“beautiful and graceful coordinated
interaction with others according to
conventionally established forms that
express mutual respect.”*

Think about a ballet. Choreographic
beauty—the value of the piece—emerg-
es when dancers duly observe their role
obligations. Individual dancers are not
necessarily themselves beautiful, nor
do they possess the properties of the
dance’s holistic beauty, but when they
duly carry out their assigned steps and
moves, the beauty of the communal
appears. The aesthetic value of a ballet
emerges as dancers perform their part.
We mayunderstand the value ofa person
emerges as she properly observes role-
dependent obligations. Just as a ballet
demands a certain set of manners, ac-
cording to which dancers are obligated
to move, the sacred value in human in-
teraction generates a set of manners by
which we are to treat one another. When
one dancer flouts her role obligation,
another dancer can judge that the move-
ment was wrong and ask her to move in
accordance with the rules; when a per-
son flouts a ritual, another person can
judge such an action as wrong and ask
him to correct his behavior. The norma-
tive foundation of this claim comes not
from a moral property inherent in each
individual, but from the value that can
emerge when individuals participate in
rituals with others.

Let us contrast rite with rights. A use-
ful place to begin is Joel Feinberg’s the-
sis that individual rights are necessary
for one to live with dignity.'” A major
part of this thesis is that blame attribu-
tion is necessary for one to live with dig-
nity and the notion of individual rights
is essential for that moral function. To
see this, imagine that Vik gratuitously
humiliates his colleague Matt.

Something unjust or unethical hap-
pened here. We need a plausible ac-
count that makes sense of the moral ex-
perience that Vik did something wrong



to Matt, that Vik is blameworthy, and
that Matt should be able to blame Vik.
Feinberg’s answer is the only plausible
account is the wrongdoer infringes
Matt’s right to not be humiliated, and
the victim, and only he, has standing to
claim the wrongdoer is blameworthy in
a special manner.

Certainly, a spectator can generically
blame the wrongdoer: “You did some-
thingwrong!” Butit does not make sense
that the spectator is in the same position
as the victim. If so, the wrongdoer would
be able to say, “Hey, I did something
wrong, but it is not targeted to you. I ad-
mit I did something wrong to everyone,
perhaps. So, you cannot blame me more
than the spectator can.” What is missing
in this moral absurdity is the concept
of individual (claim) rights or special
standing. The victim has the special
standing here to blame the wrongdoer,
whereas the spectator does not, which
makes sense of our moral experience.

In contrast, in the Confucian model,
a wrong is addressed without the con-
ceptof individual rights or special stand-
ing. To see how that is possible, consider
Craig Ihara’s basketball team analogy:

On sports teams, say basketball,
people have assigned roles appropriate
to their various talents. A point guard is,
among other things, in charge of run-
ning the offense, doing most of the ball
handling, setting up plays, and getting
the ball to people in scoring position. A
center, usually the tallest player on the
team, is responsible for dominating
the area under the basket, rebounding,
blocking shots, and scoring from inside.
Suppose that on a specific occasion, the
point guard fails to pass the ball to the
center who is wide open under the op-
posing team’s basket. What might one
say? The point guard made a mistake,
did something wrong or incorrect, did
not do what she was supposed to, failed
to do her job, messed up, or fouled up?
If, for whatever reason, she regularly
misses such opportunities, she can be
regarded as a poor or bad point guard
and is likely to lose her position. Other
members of the team can legitimately
complain about her incompetence, lack
of court sense, or selfishness, although
in the name of team spirit they should
not be too quick to criticize.'

In the basketball context, players
ideally act in the Confucian mode. The
center does not say the point guard in-

fringes her contractual/property right
or does not optimally maximize her in-
terests when failing to properly pass her
the ball. For any team member to view
the game simply in terms of whether
her individual rights were infringed
would undermine the foundation of the
team concept. In the Confucian team
model, no one has standing individu-
ally. When the guard fails to pass the
ball to the center, it is not just the center
but all members of the team who could
say, “Hey, you should’ve passed me the
ball if you wanted to win the game.” The
expression is fitting, because the refer-
ence point is the team. In this model,
the center does not have any special
standing regarding the ball, so she can-
not say, “You should’ve passed me the
ball because I had a right to the ball,
and you just violated my right!” With
this Confucian construct in mind, let us
now see what it would be like if robots
were treated as rites-bearers.

Confucian Account

of Robots as Rites-Bearers

Suppose you are a researcher at Boston
Dynamics developing Atlas, the human-
oid robot. You are rehearsing several
scenarios. One of them is for the robot
to be a first responder after a nuclear
power plant disaster. In this rehearsal,
you are interacting with the robot. The
interaction is typically called “human-
computer/robot interaction” (HCI or
HRI). Note that HCI is a team activity
or an “ensemble.”? The unit of analysis
in this context is primarily the interac-
tion (I) rather than a discrete entity: a
human (H) or a robot (R). The two enti-
ties share an objective, say, to identify
whether Atlas can achieve certain goals
necessary to become a first responder;
having different sets of role-dependent
obligations endowed by a common pur-
pose, both are rites-bearers in this con-
text. Imagine that you recklessly put At-
las in danger, which puts the project in
jeopardy. The wrong in this scenario is
that you did not properly meet your role
obligation, not that you violated Atlas’s
right not to be in danger. Without using
the concept of individual rights, it is en-
tirely possible to attribute blame to you
and describe what went wrong.

Each team member’s role obligations
are typically determined by the idea that
involved agents are obligated to fulfill
their own parts in order to achieve the
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team’s goal. The goal here is a complex
set of values, goods, and ideals. You, as a
human, have a fundamental goal to live
a good or meaningful life—additionally,
in this situation, your specific goal is to
make the Atlas project successful. Sup-
poseyou kick the robot repeatedly to test
its stability. You will need to ask whether
doing so is consistent with your living a
good life. Perhaps, to some extent, kick-
ing may be fine, but doing so for fun
would not be good because it would cor-
rupt your moral character, a building
block of a good life.

You are not the only agent in this in-
teraction, though. We should also ask
what it means for Atlas to live a good
life. This is an open-ended question,
and the field of robot ethics should ask
this question to develop some overlap-
ping consensus. At this point, any con-
ception of a robotic good life can only
be human dependent. Being kicked by
ahuman for testing purposes, hence, is
likely to be consistent with its concep-
tion of a good life, because Atlas exists
to augment human capabilities. This
does not mean, however, that humans
can do anything to robots. Ultimately,
the goal of the team is paramount,
which necessarily includes agents liv-
ing a good or meaningful life. In anal-
ogy, the robot and the human dance to-
gether as a well-coordinated team, and
the value of their cooperation emerges
when each member meets its role ob-
ligations. The real question is what it
means for a human, or a robot, to live
a good or meaningful life as they inter-
act. And we should ask the teleological
question: What’s the purpose of Atlas,
its engineer, and their team?

To help us answer this question, let’s
consider, hypothetically, that an AI-
powered sex robot exists. The intimate
interaction between the user and the
robot is certainly a team activity, per-
haps much more than a team interac-
tion. What role obligations does each
entity have? Again, the first thing to ask
is how it enhances the possibility for
the involved agent—whether human or
robot—to live a good life. There cannot
be an arithmetic answer that applies
to all situations. Perhaps, in some cas-
es, the human-robotic sex interaction
would not help a user flourish or live a
good life. But there may be contexts in
which the interaction would enhance
the user’s life. Of course, the sex robot’s
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life should be taken into consideration.
A sex robot’s conception of a good life
is not fully determined by its manufac-
turer or consumer. Manufacturers want
their robots to live a life that maximiz-
es profits for the company, a goal that
would not be always ethically defensible
if it were not consistent with the abil-
ity of any involved human party to live a
good life or pursue well-being. Consum-
ers may want robots to maximize plea-
sure—but seeking only pleasure would
not be a morally defensible conception
of a good life. In fact, there is no prede-
termined definition of a morally defen-
sible conception of a good life, although
the conception of a good life should
be neither unnecessarily paternalistic,
nor purely subjective. We, as a society,
should ask the teleological question:
What’s the purpose of a sex robot and
its interaction with a human?

In summation, robots interact with
humans in a team-mode aggregate or
ensemble, one in which robots and
humans have role obligations. Robots
and humans observe rites via interac-
tion. By doing so, each entity treats the
other decently. To make rites sacred
(or ethically successful), participants
of the rites owe role obligations to one
another. The role obligation of each
must be organically consistent with
the purpose of the team, which can be
stated generically: to achieve its con-
text-dependent communal goal that
necessarily includes a flourishing life
for human and robot simultaneously.

We have been assuming that a ro-
bot can be a participant in Confucian
rites. One may doubt that assumption
because one might deny that a robot
can understand the moral and social
meaning of social interactions, that a
robot can respect the moral value and
standing of others, that it can have and
express authentic and appropriate affec-
tive attitudes toward others. In response
to this doubt, we acknowledge that
given the current state of technology,
there is no reason to think that robots
have the mental and emotional capac-
ity to participate in Confucian rites. But
we maintain that, on at least one lead-
ing account of the mind, developments
in technology will produce the needed
mental and emotional capacities that
are close enough. How is this possible?
The answer depends on which theory
of mind one embraces, functionalist or
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phenomenological. On the functionalist
account, the answer is easy, but on the
phenomenological account, the answer
is both hard and speculative. Accord-
ingly, although we believe that we have a
compelling answer on the functionalist
account, which is our largest aspiration
this essay, we concede that our answer
on the phenomenological account is
more exploratory than conclusive.

The functionalist maintains that
the identity of a psychological state can
be understood “functionally,” purely
in terms of the role that the state plays
in interacting with other psychological
states, external stimuli, and behavior.?
As long as robots develop in ways that
render their behavioral and inferential
life sufficiently similar to that of hu-
mans, there can be no reason to deny
that robots have the capacity to engage
in Confucian rites, on a functional-
ist account, because there would be
nothing in the life of humans that dis-
tinguished us from robots. On a func-
tionalist account, robots can make the
same inferences in response to the
same stimuli as the rest of us, and they
can follow these inferences with the
same outputs that we produce.

Although functionalism is now a
widely held view among philosophers of
mind, it is not the only view. Many who
reject functionalism maintain that hu-
man mental and emotional life has an
essential conscious and subjective com-
ponent that eludes functionalist analy-
sis.?”” Those who doubt functionalism do
not assume the perspective of conscious
experience will ever be accommodated
within the life of robots, in part because
they do not believe that conscious expe-
rience is now well understood scientifi-
cally. That raises a hard question for us:
can one reject functionalism while con-
sistently believing that it is logically pos-
sible for a robot to participate in Con-
fucian rites? We answer affirmatively.
Human experience with sacred places
confirms our answer. Consider the role
of mountains in Japanese culture. They
are respected. It is widely regarded as
wrong to treat mountains instrumen-
tally, for example, to develop them for
commercial use. Instead, the Japanese
regard it as important to preserve moun-
tains for their own sake and to do what
they can to see their mountains flourish.
If mountains can thus have an elevated,
even a sacred status for the Japanese,
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we suggest that robots may have such
a status for us, even if they don’t have
consciousness. So, it is possible to treat
robots as having the elevated status re-
quired for them to participate in Con-
fucian rites. The question lingers: why
treat them so? Here we believe that our
answer will not satisfy all. Still, we main-
tain that to the extent that we make ro-
bots in our image,’if we don’t treat them
respectfully, as creatures capable of par-
ticipating in rites, we degrade ourselves.
Ritual is the way to avoid degrading
them and, so, a way to respect ourselves.
Now a phenomenological skeptic might
respond that unless we think that robots
have consciousness, we have not suc-
cessfully made robots in our image, be-
cause consciousness is our essence. The
skeptic’s point is powerful but not con-
clusive. Whether something is in our im-
age is amatter of degree of resemblance.
We believe that a sophisticated robot
might come close enough. To invoke a
dangerous analogy, according to many
of the great religions, God made us in
His image, and for that reason finds it
appropriate to respectfully interact with
us and care about us, but the extent to
which we succeed in resembling God is
quite limited.

A reasonable response is available to
our critic. She may say that a robot can-
not be a participant in rites because a
robot has no inner feeling and therefore
would be no better than what Confucius
calls in the Analects the “village goody
man,” which Confucius thought, “is a
thief[and the ruin] of virtue.” We suggest
that the critic’s response is inconclusive.
A satisfying answer to the critic would
include an adequate analysis of “inner
feeling;” a controversial matter that is
beyond our scope here. A functionalist,
of course, may contend that a robot can
potentially have “inner feeling” just as
much as the rest of us can. We do not
rely on functionalism to respond to our
critic, however. Instead, we agree with
our critic that the “village goody man” is
a morally troubling character. The trou-
ble with him, however, is not simply that
he lacks inner feeling, but instead that
he is hypocritical by falsely represent-
ing himself as having inner feeling. Our

f Non-humanoid robots are made in our image,
too, to the extent that they are powered by Al,
which is, by definition, an attempt to imitate
human intelligence.



robots need not do that. Still, they can
resemble us to a large enough degree, as
we have argued, that they may count as
legitimate rites participants. No doubt
our critic will deny that the degree of
resemblance suffices for rites participa-
tion. That is an issue about which we re-
spectfully disagree.®

A major positive of the rites perspec-
tive is that it views the human-comput-
er interaction from a team mode. In
contrast, the rights perspective views
the interaction as adversarial. First,
the rites perspective descriptively bet-
ter captures the human-computer in-
teraction than the rights perspective,
which assumes that robots are separate
entities that exist individually, because
the realistic view is that robots behave
almost always in relationship with hu-
mans. Think about social robots in
nursing homes, manufacturing robots
with human workers, or even military
robots working with soldiers. The team-
mode view is normatively better as well.
The rights view stipulates that humans
and robots are adversaries who com-
pete. Accordingly, robots’ rights poten-
tially conflict with those of humans,
and the conflict must be adjudicated.
This view begets the risk or the fantasy
that in the future robots and humans
will be embroiled in a perpetual war.

One might say that the language of
rights makes only a conceptual, not
substantive change. But the rights ap-
proach leads to a team featuring ad-
versarial individuals. For example, con-
sider a scenario where your spouse asks
you to wash the dishes, but you decline,
stating that you have a right to not wash
the dishes. Your spouse hopes that your
rationale is not a right, since you could
use the same rationale when dealing
with a total stranger. Through the moti-
vating procedure, your spouse becomes
alienated from the personal, special,
and intimate relationship she has (had)
with you. Bernard Williams memora-
bly coins the wrongness with this type

g We find our view of Confucian moral psychol-
ogy differs from the critic’s view that inner
feeling is crucial in Confucian morality and is
distinctive from the physical conditions of the
body and its interaction with the world.*>* In
our view, for Confucianism, mind is embodied
in the sense that much of cognition resides in
bodily movements as well as brain® and the em-
bodied cognition model well fits the interpreta-
tion of Confucian rites that we endorse.'>**
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of rationale as being “one thought too
many.”*® Claiming a right depersonal-
izes a personal relationship, leading to
adetached stranger relationship and, in
this case, risks offending your spouse’s
affective view of her special position to-
wards you. You could perhaps claim a
right, with a detached motivation, to a
non-intimate agent—thereby not nec-
essarily degrading any intimate spirit—
since you do not share such a spirit with
the agent. But that would not be an ap-
propriate motivating thought in a sce-
nario with your spouse.

Rights talk could lead the human-
robot interaction to the “one thought
too many” scenario, making the two
parties unnecessarily adversarial. It is
not just a conceptual change, but also
a motivational and behavioral one. A
new theory in natural sciences (for ex-
ample, physics) never actually changes
reality, but a new theory or conception
in social sciences or humanities can
change how humans behave through
self-fulfilling patterns.” For instance,
learning modern economics—a study
of how to optimally maximize self-
interest and allocate property rights—
can lead to more noncooperative be-
havior."* Maximizing self-interest is not
in itself wrong, but if granting rights
to robots encourages their interaction
with humans to be framed to maximize
robots’ interests, that is a problem. So,
in terms of how to conceptualize the in-
teraction between humans and robots,
the rites perspective better addresses
the risk that robots will ultimately dic-
tate to, or fight with, humans. It can
be argued that the Confucian account
sketched out above is nothing more
than a means-end relationship—that
is, “instrumentalization”*—a dominant
(Western) understanding of technology.
If a robot functions as a means for a hu-
man to achieve her end goal, it makes
little sense to respect the moral status
of robots. That is, there is an inherent
hierarchy in the Confucian framework
that only humans have authority, while
a life without authority is inconsistent
with the moral status of robots.

In the Confucian rites view, however,
robots can have authority and can be hi-
erarchically superior over humans. Con-
fucian authors (including Confucius,
Mencius, and Xunzi) understand that
authority is—and should be—created,
maintained, and lost in hierarchy pri-
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marily to the extent that it earns, main-
tains, and loses its ethical legitimacy.
This ethicized view drastically contrasts
with the conventional (but mistaken)
belief that in Confucianism author-
ity in hierarchy derives from pedigree.
The Confucian principle of authority
submits that it must be created, main-
tained, and ultimately replaced based
on fundamental qualities or levels of
worthiness; the Confucian conception
of worthiness (or merit) is understood
primarily through how competent and
committed the leader is to creating
value(s) for all parties involved (those
who have authority relationships with
the leader of this hierarchy).*

Back to robots. If, in a robot-human
interaction, the robot and not the hu-
man is the worthy participant because
the robot, and not the human, is compe-
tent and committed to creating value(s)
for all parties involved (including hu-
mans), then the robot has authority.
This is not just a theoretical possibil-
ity. Think about a robot in an Amazon
warehouse that exercises its algorith-
mic authority over workers who defer
to its management of their movement
of packages. The robot is competent
and committed to achieving the pur-
pose of the interaction (including en-
hancing operational efficiency). In this
interaction, the robot’s obligation is to
properly exercise authority, whereas the
humans’ is to properly follow such au-
thority. Of course, when the robot’s au-
thority becomes illegitimate, humans
must be encouraged to communicate
objections to the robot. Simultaneous-
ly, when humans have authority, robots
must be designed to communicate their
objections to humans.*°

The Confucian model does not al-
ways work. It is a moral system that
functions for team-like, role-depen-
dent communities (such as families or
clan societies). Outside of such circum-
stances, we should retreat to the notion
of individual rights. Jiwei Ci posited:

“[Confucians] do not know how to
relate to others except on the basis of
family and kinship ties ... As a result,
those who have absorbed the Confu-
cian concept of human relations would
be socially and ethically at sea if they
were to enter relations with strangers.*”

Questions abound. The Confucian
rites system works only when humans
and robots mutually recognize each
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other as teammates. But how can they
enter this team-mode in the first place?
What if humans have a prejudice that
robots are not their teammates?

What if robots do not consider hu-
mans as teammates? How can the two
entities enter the rites view?

The Confucian answer is, once again,
the conceptofrite. Rites provide a social-
ization process during which fractured
and discrete individual entities meeting
as strangers come to understand that
they are now part of a specific group or
team. Such socialization can occur not
just in human-to-human interaction.
For instance, our engagement in social
rituals with pets (for example, holding
a funeral) implies that the animals have
some sort of status. Likewise, engaging
in rituals with robots uniquely enables
humans to invite robots to assimilate
with them. What kinds of rites are most
effective to help humans become rites-
bearers is an empirical matter that de-
serves more research.

Additionally, how can robots be di-
rected to treat humans as teammates?
Although this article cannot offer
technical solutions, it can delineate
a moonshot approach. Al is the imi-
tation of human intelligence. So, we
need to first identify what mechanism
of human intelligence is used to make
humans rites-bearers. A human brain,
especially one with an unusually large
neo-cortex, has a specialized capac-
ity for social bonding that includes
the capacity to discern team activities
involving group goals from those ac-
tivities that do not possess such group
goals.” Once our brain perceives a
team-framed situation, it immediately
activates specialized cognitive facul-
ties.”* When individuals recognize
that they are in a team activity, this
capacity actively triggers participants’
understanding and acceptance of the
normative belief that they have role ob-
ligations they should fulfill in a harmo-
nious manner so that their team can
effectively achieve shared group goals.®
Such communal activities are usually
initiated by “shared symbolic artifacts
such a linguistic symbols and social
institutions.”?” For robots to develop as
rites-bearers, they must be powered by
a kind of Al that is capable of imitating
humans’ capacity to recognize and ex-
ecute team activities—and a machine
can learn that ability in various ways.



Can an Al powered-robot recognize
and understand the symbolic mean-
ing of interactions? Fully answering
this question leads to a technical dis-
cussion, the province of computer sci-
entists that is not in the scope of this
article. But, let us sketch the possibil-
ity of a robot that can recognize and
process moral knowledge represented
with symbolic language. At this mo-
ment, the most possible model would
be arobot powered by a kind of a highly
hybrid AI or the so-called “neuro-sym-
bolic AI" or “neurocompositional
computing.”* Such attempts combine
two competing theories of mind: con-
nectionism and computationalism. Ac-
cording to connectionism, the human
mind can be replicated by complex
artificial neural nets. Machine learn-
ing is one of the most popular realiza-
tions of connectionism. Its central ad-
vantage is its ability to recognize deep
and hidden associations in training
data sets, particularly in an end-to-end
block box model like Deep Learning.
In contrast, computationalism says
that the human mind works in accor-
dance with abstract symbol-and-rule
mechanisms. Symbolic Al is a techni-
cal realization of computationalism; it
is also called “good old-fashioned AI”
(GOFAI). To further clarify the differ-
ences, let us use Dual Process Theory,
a well-known psychological concept,
according to which the human mind
generally entails two different pro-
cesses: System 1 and System 2.'® Neu-
ral systems are structurally parallel to
System 1 because they are associative,
correlational, intuitive, opaque, and
fast. Symbolic AI, on the other hand, is
more akin to System 2, for its processes
are slow, reason-responsive and coun-
terfactual. Similarly, Paul Smolensky
once argued—with his influential
Proper Treatment of Connectionism
(PTC) thesis—that the human mind
has two distinct functions that can be
broken down to “cultural knowledge”
(for example, knowledge represent-
ed with symbols and logic-following
rules) and “individual knowledge” (for
example, intuition, emotion, percep-
tion) and that connectionist systems
relate to the latter.** Thus, to fully imi-
tate the human mind, connectionism
should embrace symbolic AI. Connec-
tionist models such as machine learn-
ing dominate the field. But symbolic AI

is essential for a robot to properly un-
derstand role-dependent obligations,
represented as a set of generalizable
rules.?’ So, we won’t see robots as rites-
bearers until we see highly neuro-sym-
bolic robots.

Conclusion

People are worried about the risks of
granting rights to robots. In this ar-
ticle, we have discussed a solution to
address this tension, maintaining that
granting rights is not the only way to
treat the moral status of robots. Draw-
ing upon Confucianism, we discussed
how the distinctive concept of a moral
agent as a rites-bearer, not as a rights-
bearer, could be applied to robots. The
Confucian alternative is superior to the
robot-rights perspective because, rath-
er than being adversarial, it is team-
encouraging—unlike the concept of
rights, which is inherently adversarial.
Directly discussing legal issues is be-
yond scope of this article, but the de-
fended view has at least one clear legal
implication: Assign role obligations to
robots, but do not grant them rights.
It’s time to rethink robot rights.
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Examining the implicit bias in training neural
networks using gradient-based methods.
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DEEP LEARNING HAS been highly successful in recent
years and has led to dramatic improvements in
multiple domains. Deep-learning algorithms often
generalize quite well in practice, namely, given access
to labeled training data, they return neural networks
that correctly label unobserved test data. However,
despite much research, our theoretical understanding
of generalization in deep learning is still limited.
Neural networks used in practice often have far
more learnable parameters than training examples.
In such overparameterized settings, one might
expect overfitting to occur, that is, the learned
network might perform well on the training
dataset and perform poorly on test data. Indeed, in
overparameterized settings, there are many solutions
that perform well on the training data, but most of
them do not generalize well. Surprisingly, it seems
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that gradient-based deep-learning al-
gorithms® prefer the solutions that
generalize well.*

Decades of research in learn-
ing theory suggest that in order to
avoid overfitting one should use a model
which is “not more expressive than nec-
essary.” Namely, the model should
be able to perform well on the train-
ing data but should be as “simple” as
possible. This idea goes back to the
Occam’s Razor philosophical prin-
ciple, which argues that we should

a Neural networks are trained using gradient-
based algorithms, where the network’s pa-
rameters are randomly initialized, and then
adjusted in many stages in order to fit the
training dataset by using information based
on the gradient of a loss function w.r.t. the
network parameters.
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prefer simple explanations over com-
plicated ones. For example, in Figure
1 the data points are labeled accord-
ing to a degree-3 polynomial plus a
small random noise, and we fit it with
a degree-3 polynomial (green) and
with a degree-8 polynomial (red). The
degree-8 polynomial achieves better
accuracy on the training data, but it
overfits and will not generalize well.
Simplicity in neural networks may
stem from having a small number of
parameters (which is often not the case
in modern deep learning), but may
also be achieved by adding a regular-
ization term during the training, which
encourages networks that minimize
a certain measure of complexity. For
example, we may add a regularizer that
penalizes models where the Euclidean

norm of the parameters (viewed as a
vector) is large. However, in practice,
neural networks seem to generalize
well even when trained without such
an explicit regularization,* and hence
the success of deep learning cannot be
attributed to explicit regularization.
Therefore, it is believed that gradient-
based algorithms induce an implicit
bias (or implicit regularization)* which
prefers solutions that generalize well,
and characterizing this bias has been a
subject of extensive research.

In this review article, we discuss
the implicit bias in training neural net-
works using gradient-based methods.
The literature on this subject has rap-
idly expanded in recent years, and we
aim to provide a high-level overview of
some fundamental results. This article
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is not a comprehensive survey, and there
are certainly important results which
are not discussed here.

The Double-Descent Phenomenon
An important implication of the
implicit bias in deep learning is the

key insights

m Deep-learning algorithms exhibit
remarkable performance in practice, but
it is not well-understood why they are
able to generalize despite having more
parameters than training examples.

Exploring generalization in deep
learning is an intriguing puzzle with both
theoretical and practical implications.

It is believed that implicit bias is a key
factor in the ability of deep-learning
algorithms to generalize.

COMMUNICATIONS OF THE AcM 87



https://SHUTTERSTOCK.COM

review articles

Figure 1. Fitting training data with a
degree-3 polynomial (green) and degree-8
polynomial (red). The latter achieves
better accuracy on the training data but it
overfits.

double-descent phenomenon, observed
by Belkin et al.°® As we already dis-
cussed, conventional wisdom in
machine learning suggests that the
number of parameters in the neural
network should not be too large in
order to avoid overfitting (when train-
ing without explicit regularization).
Also, it should not be too small, in
which case the model is not expressive
enough and hence it performs poorly
even on the training data, a situation
called underfitting. This classical think-
ing can be captured by the U-shaped
risk (that is, error or loss) curve from
Figure 2A. Thus, as we increase the
number of parameters, the training
risk decreases, and the test risk ini-
tially decreases and then increases.
Hence, there is a “sweet spot” where
the test risk is minimized. This clas-
sical U-shaped curve suggests that we
should not use a model that perfectly
fits the training data.

However, it turns out that the U-shaped
curve only provides a partial picture.

If we continue to increase the num-
ber of parameters in the model after
the training set is already perfectly
labeled, then there might be a second
descent in the test risk (hence the name
“double descent”). As can be seen in
Figure 2B, by increasing the number of
parameters beyond what is required to
perfectly fit the training set, the gener-
alization improves. Hence, in contrast
to the classical approach which seeks a
sweet spot, we may achieve generaliza-
tion by using overparameterized neu-
ral networks. Modern deep learning
indeed relies on using highly overpa-
rameterized networks.

The double-descent phenomenon
is believed to be a consequence of the
implicit bias in deep-learning algo-
rithms. When using overparameterized
models, gradient methods converge
to networks that generalize well by
implicitly minimizing a certain measure
of the network’s complexity. As we will
see next, characterizing this complexity
measure in different settings is a chal-
lenging puzzle.

Implicit Bias in Classification

We start with the implicit bias in classifi-
cation tasks, namely, where the labels are
in {-1, 1}. Neural networks are trained in
practice using the gradient-descent algo-
rithm and its variants, such as stochas-
tic gradient descent (SGD). In gradient
descent, we start from some random
initialization 6 of the network’s param-
eters, and then in each iteration ¢ > 1,
we update 6, =60, , —nVL(0, ,), where
n > 0 is the step size and £ is some
empirical loss that we wish to mini-
mize. Here, we will focus on gradient
flow, which is a continuous version of

gradient descent. That is, we train the
parameters 6 of the considered neural
network, such that for all time ¢ > 0
we have “Y=_v/(0(t)),where L is
the empirical loss, and 6(0) is some
random initialization." We focus on
the logistic loss function (a.k.a. binary
cross entropy): For a training dataset
{(x;, y)}i, CRYx{~1,1}and a neural
network N, :R?—R parameterized
by 6, the empirical loss is defined by
LO)=1>7, log(1+e ™)), We note
that gradient flow corresponds to gra-
dient descent with an infinitesimally
small step size, and many implicit-bias
results are shown for gradient flow
since it is often easier to analyze.

Logistic regression. Logistic regres-
sion is perhaps the simplest classifica-
tion setting where the implicit bias of
neural networks can be considered. It
corresponds to a neural network with a
single neuron that does not have an acti-
vation function. That is, the model here
is a linear predictor x> w'x, where
w R’ are the learned parameters.

We assume that the data is linearly
separable, that is, there exists some
WweR? such that for all ie{1,...,n},
we have y,-W'x, >0. Note that £(w) is
strictly positive for allw, butit may tend
to zero as |lwl, tends to infinity. For
example, for « € R and w=aw (where
w is the vector defined earlier) we have
lim,  £(w)=0. However, there might
be infinitely many directions w that
satisfy this condition. Interestingly,
Soudry et al.** showed that gradient

b 1f £ is non-differentiable, for example, in ReLU
networks, then we use the Clarke subdifferen-
tial, which is a generalization of the derivative
for non-differentiable functions.

Figure 2. The double-descent phenomenon. Dashed lines denote the training risk and solid lines denote the test risk. (A) The classical

U-shaped curve; and (B) The double-descent curve, extends the U-shaped curve with a second descent. Beyond the “interpolation

threshold” the model fits the training data perfectly, but the test risk decreases. The figure is from Belkin et al.®
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flow converges in the direction to the

0, maximum-margin predictor. That is,

w=lim,_ 75 exists, and W points

in the direction of the maximum-mar-

gin predictor, defined by

argrndin"w"z s.t. Vie{1,...,n}y; ~wal. >1.
weR'

The characterization of the implicit
bias in logistic regression can be used
to explain generalization. Consider the
case where d > n, thus, the input dimen-
sion is larger than the size of the data-
set, and hence there are infinitely many
vectorswwith [wl, =1 such that forall
i€{1,...,n}, we have y,-w'x,>0, that
is, there are infinitely many directions
that correctly label the training data.
Some of the directions which fit the
training data generalize well, and others
do not. The result guarantees that gradi-
ent flow converges to the maximum-
margin direction. Consequently, we
can explain generalization by using
standard margin-based generaliza-
tion bounds (Shalev-Shwartz and Ben-
David*®?), which imply that predictors
achieving large margins generalize
well.

Linear networks. We turn to deep
neural networks where the activation is
the identity function. Such neural net-
works are called linear networks. These
networks compute linear functions,
but the network architectures induce
significantly different dynamics of gra-
dient flow compared to the case of lin-
ear predictors X w'X that we already
discussed. Hence, the implicit bias in
linear networks has been extensively
studied, as a first step toward under-
standing implicit bias in deep nonlinear
networks. It turns out that understand-
ing implicit bias in linear networks is
highly non-trivial, and its study reveals
valuable insights.

A linear fully-connected network
N:R? =R of depth k computes a
function N(X)=W,...WX, where W,
..., W, are weight matrices (where W,_is
arowvector). The trainable parameters
are a collection 6 = [W, ..., W,] of the
weight matrices. By Ji and Telgarsky'”¢
if gradient flow converges to zero loss,
namely, lim, _L£(6(t))=0, then the
vector W, -...- W, converges in direction

¢ Similar results under stronger assumptions
were previously established in Gunasekar et al.,*
Jiand Telgarsky.'®

to the ¢, maximum-margin predic-
tor. That is, although the dynamics
of gradient flow in the case of a deep
fully-connected linear network is sig-
nificantly different compared to the
case of a linear predictor, in both cases
gradient flow is biased toward the 7,
maximum-margin predictor. We also
note that by Ji and Telgarsky,' the
weight matrices W, ..., W, | converge to
matrices of rank 1. Thus, gradient flow
on fully-connected linear networks is
also biased toward rank minimization
of the weight matrices.

Once we consider linear networks
which are not fully connected, gradi-
ent flow no longer maximizes the ¢,
margin. For example, Gunasekar et al.?
showed that in linear diagonal networks
(that is, where the weight matrices
W, .., W,_, are diagonal) gradient
flow encourages predictors that maxi-
mize the margin w.r.t. the Ml quasi-
norm. As a result, diagonal networks
are biased toward sparse linear predic-
tors. In linear convolutional networks,
they proved bias toward the sparsity of
the linear predictors in the frequency
domain (see also Yun et al.**).

Homogeneous neural networks.
Neural networks of practical interest
have nonlinear activations and compute
nonlinear predictors. The notion of
margin maximization in nonlinear pre-
dictors is generally not well-defined.
Nevertheless, it has been established
that for certain neural networks, gra-
dient flow maximizes the margin in
parameter space. Thus, while in lin-
ear networks, we considered margin
maximization in predictor space (a.k.a.
function space), here we consider mar-
gin maximization w.r.t. the network’s
parameters.

Consider a neural network with
parameters 6, denoted by NV, : R — R.
We say that N, is homogeneous if there
exists L > 0 such that for every a > 0 and
0, x we have N _,(X)=a"N,(x). Here
we think about 6 as a vector obtained
by concatenating all the parameters.
That is, in homogeneous networks,
scaling the parameters by any factor
a > 0 scales the predictions by of. We
note that a feedforward neural network
with the ReLU activation (namely,
z— max{0, z}) ishomogeneousiifit does
not contain skip-connections (that is,
residual connections), and does not
have bias terms, except maybe for the
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first hidden layer. Also, we note that a
homogeneous network might include
convolutional layers. In papers by Lyu
and Li** and by Ji and Telgarsky,'”d
it was shown that if gradient flow on
homogeneous networks reaches a suf-
ficiently small loss (at some time ¢),
then as ¢ — < it converges to zero loss,
the parameters converge in direction,
and 6 =lim__ oy exists, § and is
biased toward margin maximization in
the following sense. Consider the fol-
lowing margin maximization problem
in parameter space:

.1 2 .
rrgnE"H"Z s.t. Vie{l,...,n} yiNB(xi) >1

Then, 6 points at the direction of a
first-order stationary point of the opti-
mization problem, which is also called
Karush-Kuhn-Tucker (KKT) point. The
KKT approach allows inequality con-
straints and is a generalization of the
method of Lagrange multipliers, which
allows only equality constraints.

A KKT point satisfies several condi-
tions (called KKT conditions), and it was
proved in Lyu and Li** that in the case
of homogeneous neural networks, these
conditions are necessary for optimal-
ity. However, they are not sufficient
even for local optimality (Vardi et al.**).
Thus, a KKT point may not be an actual
optimum of the maximum-margin
problem. It is analogous to showing
that some unconstrained optimization
problem converges to a point where the
gradient is zero, without proving that it
is a global/local minimum. Intuitively,
convergence to a KKT point of the max-
imum-margin problem implies a cer-
tain bias toward margin maximization
in parameter space, although it does not
guarantee convergence to a maximum-
margin solution.

As we already discussed, in linear
classifiers and linear neural networks,
margin maximization (in predictor space)
can explain generalization using well-
known margin-based generalization
bounds. Can margin maximization in
parameter space explain generaliza-
tion in nonlinear neural networks?
In recent years several works showed
margin-based generalization bounds
for neural networks (for example, Bartlett
et al.®> and Golowich et al.''). Hence,

d A similar result under stronger assumptions
was previously established in Nacson et al.*®
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generalization in neural networks
might be established by combin-
ing these results with results on the
implicit bias toward margin maximi-
zation in parameter space. On the flip
side, we note that it is still unclear how
tight the known margin-based gener-
alization bounds for neural networks
are, and whether the sample complex-
ity implied by such results (that is, the
required size of the training dataset)
may be small enough to capture the
situation in practice.

Several results on implicit bias were
shown for some specific cases of non-
linear homogeneous networks. For
example: Chizat and Bach® showed bias
toward margin maximization w.r.t. a
certain function norm (known as
the variation norm) in infinite-width
two-layer homogeneous networks; Lyu
et al.”? proved margin maximization in
two-layer Leaky-ReLU networks trained
on linearly separable and symmetric
data, and Sarussi et al.*! proved conver-
gence to a linear classifier in two-layer
Leaky-ReLU networks under different
assumptions; Safran et al.*® showed
bias toward minimizing the number of
linear regions in univariate two-layer
ReLU networks.

Finally, the implicit bias in non-homo-
geneous neural networks (such as ResNets)
is currently not well-understood.®
Improving our knowledge of non-homo-
geneous networks is an important chal-
lenge on the path toward understanding
implicit bias in deep learning.

Extensions. For simplicity, we con-
sidered so far only gradient flow in binary
classification. We note that many of
the results here can also be extended
to other gradient methods (such as gra-
dient descent, steepest descent, and
SGD), and to multiclass classification
with the cross-entropy loss. The results
can also be extended to various loss
functions. Furthermore, we focused on
an asymptotic analysis, that is, where
the time ¢t tends to infinity, but the analysis
can be extended to the case where gradi-
ent descent is trained for a finite number
of iterations. We discuss all these impor-
tant extensions in an online appendix.

e We remark that a result by Nacson et al.*® sug-
gests that for a sum of homogeneous net-
works of different orders (such a sum is
non-homogeneous), the implicit bias may
encourage solutions that discard the networks
with the smallest order.
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Additional aspects of the implicit bias,
which apply both to classification and
regression, are discussed later.

Implicit Bias in Regression

We turn to consider the implicit bias of
gradient methods in regression tasks,
namely, where the labels are in R.
We focus on gradient flow and on the
square-loss function. Thus, we have
L0 — —VL(6(t)), where the empirical
loss £(0) is defined such that given a
training dataset {(x;,y)}., C RxR
and a neural network N,:R?—R,
we have L£(0)=1>" (N,(x)—y,)’. In
an overparameterized setting, there
might be many possible choices of 8
such that £(0) =0, thus there are many
global minima. Ideally, we want to find
some implicit regularization function
R(6) such that gradient flow prefers
global minima which minimize R.
That is, if gradient flow converges to
some 6* with £(60*)=0, then we have
0* c argmin, R(0) s.t. L(8)=0.

Linear regression. We start with lin-
ear regression, which is perhaps the
simplest regression setting where the
implicit bias of neural networks can be
considered. Here, the model is a linear
predictor x> w'x, where weR? are
the learned parameters. In this case, it
is not hard to show that gradient flow
converges to the global minimum of
L(w), which is closest to the initial-
ization w(0) in ¢, distance.* Thus,
the implicit regularization function is
Riy0) (W) =[/w —w(0)], . Minimizing this
¢, norm allows us to explain gener-
alization using standard norm-based
generalization bounds.*

We note that the results on linear
regression can be extended to optimiza-
tion methods other than gradient flow,
such as gradient descent, SGD, and mir-
ror descent. 31>t

Linear networks. A linear neural net-
work N, :R? — R has the identity acti-
vation function and computes a linear
predictor x> w'x, where w is the vec-
tor obtained by multiplying the weight
matrices in MN,. Hence, instead of
seeking an implicit regularization func-
tion R(6), we may aim to find R(w).

f For mirror descent with a potential func-
tion t(w), the implicit bias is given by
R(w)=D j(w,w(O)),where D, is the Bregman
divergence w.r.t. 7. In particular, if we start at
w(0)=argmin_(w) thenwe have R(w) = ¢)(w).
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Similarly to our discussion in the con-
text of classification, the network archi-
tectures in deep linear networks induce
significantly different dynamics of
gradient flow compared to the case of
linear regression. Hence, the implicit
bias in such networks has been stud-
ied as a first step toward understand-
ing implicit bias in deep nonlinear
networks.

Exact expressions for R(w) have
been obtained for linear diagonal net-
works and linear fully-connected net-
works.*?%% The expressions for R(w)
are rather complicated, and depend
on the initialization scale, that is, the
norm of w(0), and the initialization
“shape,” namely, the relative magni-
tudes of different weights and layers
in the network. Here, we discuss a few
special cases.

Recall that diagonal networks are neu-
ral networks where the weight matrices
are diagonal. The regularization function
R has been obtained for a few variants
of diagonal networks. In Woodworth
et al.* the authors considered networks
of the form xt>(u,ou, —u ou )'x,
where u,,u_€ RY and the operator o
denotes the Hadamard (entrywise)
product. Thus, in this network, which
can be viewed as a variant of a diagonal
network, the weights in the two layers
are shared. For an initialization u,(0) = u_
(0)=«- 1, the scale o> 0 of the initialization
does not affect w(0) = u (0) o u (0) -
u (0) o u (0) = 0. However, the initializa-
tion scale does affect the implicit bias:
if @« — 0 then R(w)=|wll, and if o — oo
(which corresponds to the so-called ker-
nel regime) then R(w)=wl,. Thus, the
implicit bias transitions between the 7,
norm and the /, norm as we increase
the initialization scale. A similar result
holds also for deeper networks. In two-
layer “diagonal networks” with a simi-
lar structure, but where the weights are
not shared, Azulay et al.* showed that
the implicit bias is affected by both the
initialization scale and “shape.” In Yun
et al.* the authors showed a transition
between the ¢, and ¢, norms both in
diagonal networks and in certain con-
volutional networks (in the frequency
domain).

In two-layer fully-connected linear
networks with infinitesimally small
initialization, gradient flow minimizes
the ¢, norm, namely, R(w)=|wl,
43 This result was shown also for



deep fully-connected linear networks,
under certain assumptions on the
initialization.*

Some additional aspects of the
implicit bias in linear networks are dis-
cussed later.

Matrix factorization as a test-bed
for neural networks. Toward the goal
of understanding implicit bias in neu-
ral networks, much effort was directed
at the matrix factorization (and more
specifically, matrix sensing) problem.
In this problem, we are given a set
of observations about an unknown
matrix W* € R*? and we find a matrix
W = W,W, with W,, W,eR" that
is compatible with the given obser-
vations by running gradient flow.
More precisely, consider the observa-
tions {(X,, )}, CR“*xR such that
y,=(W*,X,), where in the inner prod-
uct, we view W* and X, asvectors (namely,
(W, X)=tr(W'X)). Then, we find W =
W,W, using gradient flow on the objec-
tive £(VV1vW2):% ?:1(<VVZ‘/Vl!Xi>7y[)2'
Since W,, W, €R"“ then the rank of
W is not limited by the parameteriza-
tion. However, the parameterization
has a crucial effect on the implicit bias.
Assuming that there are many matri-
ces W that are compatible with the
observations, the implicit bias controls
which matrix gradient flow finds. A
notable special case of matrix sensing
is matrix completion. Here, every obser-
vation has the form X,=e, e, , where
{e,, ..., €,} is the standard basis. Thus,
each observation (X, y) reveals a single
entry from the matrix W*.

The matrix factorization problem is
analogous to training a two-layer lin-
ear network. Furthermore, we may
consider deep matrix factorization
where we have W =W W, ... W, which
is analogous to training a deep lin-
ear network. Therefore, this prob-
lem is considered a natural test-bed
to investigate implicit bias in neu-
ral networks, and has been studied
extensively in recent years (for example,
Arora et al.,' Gunasekar et al.," Li et al.,***
Razin and Cohen?®).

Gunasekar et al.** conjectured that
in matrix factorization, the implicit
bias of gradient flow starting from
small initialization is given by the
nuclear norm of W (a.k.a. the trace
norm). That is, RW) =W . They
also proved this conjecture in the
restricted case where the matrices

The matrix
factorization
problemis
analogous to
training a two-layer
linear network.
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{X,}., commute. The conjecture was fur-
ther studied in a line of works (Arora
et al.,! Li et al.," Razin and Cohen?®)
providing positive and negative evi-
dence, and was formally refuted by Li
et al.” In Razin and Cohen® the authors
showed that gradient flow in matrix
completion might approach a global
minimum at infinity rather than con-
verging to a global minimum with a
finite norm. This result suggests that
the implicit bias in matrix factoriza-
tion may not be expressible by any
norm or quasi-norm. They conjectured
that the implicit bias can be explained
by rank minimization rather than
norm minimization. Li et al.*® provide
theoretical and empirical evidence
that gradient flow with infinitesimally
small initialization in the matrix-fac-
torization problem is mathematically
equivalent to a simple heuristic rank-
minimization algorithm called Greedy
Low-Rank Learning.

Overall, although an explicit expres-
sion for a function R is not known in the
case of matrix factorization, we can view
the implicit bias as a heuristic for rank
minimization. It is still unclear what the
implications of these results are for more
practical nonlinear neural networks.

Nonlinear networks. Once we con-
sider nonlinear networks the situation
is even less clear. For a single-neuron
network, namely, x - o(w'x), where
o0:R—R is strictly monotonic, gradi-
ent flow converges to the closest global
minimum in /¢, distance, similarly to
the case of linear regression. Thus, we
have R 0 (w) = |[w — w(0) ||,. However,
if o is the ReLU activation then the
implicit bias is not expressible by any
non-trivial function of w. A bit more
precisely, suppose that R:R? =R is
such that if gradient flow starting from
w(0) = 0 converges to a zero-loss solu-
tion w*, then w* is a zero-loss solution
that minimizes R. Then, such a func-
tion R must be constant in R?\{0}.
Hence, the approach of precisely specify-
ing the implicit bias of gradient flow via
a regularization function is not feasible
in single-neuron ReLU networks.* It
suggests that this approach may not be
useful for understanding implicit bias
in the general case of ReLU networks.

On the positive side, in single-neuron
ReLU networks, the implicit bias can be
expressed approximately, within a fac-
tor of 2, by the ¢, norm. Namely, let w*
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be a zero-loss solution
with aminimal ¢, norm,
and assume that gradient
flow converges to some
zero-loss solution w(e),
then [w=)], <2 |w*,*

For two-layer Leaky-ReLU net-
works with a single hidden neuron,
an explicit expression for R was
obtained in Azulay et al.* However,
if we replace the Leaky-ReLU activa-
tion with ReLU, then the implicit bias
is not expressible by any non-trivial
function, similar to the case of a sin-
gle-neuron ReLU network.!

Overall, our understanding of implicit
bias in nonlinear networks with regres-
sion losses is very limited. While in
classification we have a useful charac-
terization of the implicit bias in nonlin-
ear homogeneous models, here we do
not understand even extremely simple
models. Improving our understanding
of this question is a major challenge
for the upcoming years.

In what follows, we will discuss
some additional aspects of the implicit
bias, which apply both to regression
and classification.

more online

To view the
online appendix

visit https://

dl.acm.org/doi/
0.1145

3571070

Dynamical Stability

In the previous sections, we mostly
focused on implicit bias in gradient
flow, and also discussed cases where the
results on gradient flow can be extended
to other gradient methods. However,
when considering gradient descent or
SGD with a finite step size (rather than
infinitesimal), the discrete nature of the
algorithms and the stochasticity induce
additional implicit biases that do not
exist in gradient flow. These biases are
crucial for understanding the behav-
ior of gradient methods in practice, as
empirical results suggest that increasing
the step size and decreasing the batch
size may improve generalization
(Jastrzebski et al.,' Keskar et al.*®).

It is well known that gradient
descent and SGD cannot stably con-
verge to minima that are too sharp
relative to the step size (see, for exam-
ple, Mulayoff and Michaeli,? Mulayoff
et al.,”® Nacson et al.,”” Wu et al.?).
Namely, in a stable minimum, the
maximal eigenvalue of the Hessian is
at most 2/n, where 7 is the step size. As
a result, when using an appropriate
step size we can rule out stable con-
vergence to certain (sharp) minima,
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Our understanding
of implicit bias in
nonlinear networks
with regression
losses is very
limited.
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and thus encourage convergence to
flat minima, which are believed to
generalize better.'® % Similarly, small
batch sizes in SGD also encourage flat
minima.18,23,37, 38

We note that a function might be rep-
resented with many different networks,
thatis, there are many sets of parameters
that correspond to the same function.
However, it is possible that some of these
representations are sharp (in parameter
space) and others are flat (Dinh et al.'?).
As a result, understanding the implica-
tions in the function space of the bias
toward flat minima (in parameter space)
is often a challenging question.

Implications of the implicit bias
toward flat minima were studied in
several works. For example, Mulayoff
et al.” studied flat minima in univari-
ate ReLU networks, and showed that
SGD with large step size is biased
toward functions whose second deriv-
ative (w.r.t. the input) has a bounded
weighted ¢, norm, which encourages
convergence to smooth functions;
Nacson et al.”” showed that gradient
descentwith large step size on a diago-
nal linear network with non-centered
data minimizes the ¢, norm of the
corresponding linear predictor, even
in settings where gradient descent
with small step size minimizes the 7,
norm; Ma and Ying* studied minima
stability in SGD, and showed that flat
minima induce regularization of the
function’s gradient (w.r.t. the input
data), and more generally that SGD
regularizes Sobolev seminorms of
the function; Mulayoff and Michaeli**
studied flat minima in linear neural
networks and showed bias toward
solutions where the magnitudes of the
layers are balanced, as well as other
properties of flat solutions. We note
that all these papers consider regres-
sion with the square loss.

An intriguing related phenom-
enon, observed by Cohen et al.,® is
the tendency of gradient descent to
operate in a regime called the Edge of
Stability (EoS). They showed empiri-
cally for several architectures and
tasks, and for both the cross-entropy
and the square loss, that the behav-
ior of gradient descent with step size
71 consists of two stages. First, the loss
curvature grows until the sharpness
touches the bound of 2/n. Then, gra-
dient descent enters the EoS regime,


https://dl.acm.org/doi/10.1145/3571070
https://dl.acm.org/doi/10.1145/3571070
https://dl.acm.org/doi/10.1145/3571070
https://dl.acm.org/doi/10.1145/3571070

where curvature hovers around this
bound, and the train loss behaves
non-monotonically, yet consistently
decreases over long timescales. This
phenomenon is not well understood,
as traditional convergence analyses of
gradient descent do not apply when
the sharpness is above 2/7). The study
of the EoS regime may contribute to
our understanding of the dynamics
and implicit bias in gradient descent
and SGD. It was investigated in several
recent theoretical works. For example,
Arora et al” showed that training with
modified gradient descent or modi-
fied loss (for a large family of losses)
provably enters the EoS regime, and
that the loss decreases in a non-mono-
tone manner, and Chen and Bruna’
studied EoS in training a two-layer
single-neuron ReLU network with the
square loss.

Additional Implicit Biases and
Further Implications

Additional aspects of the implicit bias
were studied in the literature. These
aspects include the effect of label noise
on the implicit biasin SGD; transforming
gradient descent and SGD into gradient
flow on a modified loss; balancedness of
weights’ magnitudes between different
layers; implications of norm minimiza-
tion in parameter space on the predictor
in function space; as well as implicit bias
in the NTK regime. We briefly discuss
these aspects as well as further impli-
cations of the implicit bias other than
generalization, namely, implications
on adversarial robustness and on pri-
vacy in an online appendix (https://
dl.acm.org/do0i/10.1145/3571070)

Conclusion

Deep-learning  algorithms  exhibit
remarkable performance, but it is not
well-understood why they are able to
generalize despite having much more
parameters than training examples.
Exploring generalization in deep learn-
ing is an intriguing puzzle with both
theoretical and practical implications.
It is believed that implicit bias is a
main ingredient in the ability of deep-
learning algorithms to generalize, and
hence it has been widely studied.

Our understanding of implicit bias
improved dramatically in recent years
but is still far from satisfactory. We
believe that further progress in the

study of implicit bias will eventually
shed light on the mystery of generaliza-
tion in deep learning.
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Technical Perspective
FoundationDB Performs

Balancing Act

By Alfons Kemper

WE HAVE ARRIVED in the so-called Big
Data era with data volumes growing
exponentially. This requires effec-
tive data management systems with
extreme scalability in size as well as
speed, often coined “Internet scalabil-
ity.” David Patterson (Communications,
Oct. 2004) referred to an old network
saying: “Bandwidth problems can be
cured with money. Latency problems
are harder because the speed of light
is fixed—you can’t bribe God.” There-
fore, reducing latency in a global ap-
plication scenario requires distribut-
ing (that is, storing and/or replicating)
data worldwide. Unfortunately, build-
ing efficient and reliable distributed
data management systems remains an
inherently difficult task.

With the emergence of (geographi-
cally) distributed data management
in cloud infrastructures, the key value
(KV) systems were promoted as NoSQL
systems. To achieve maximum avail-
ability and performance, these KV
stores sacrificed the “holy grail” of data-
base consistency and relied on relaxed
consistency models, such as eventual
consistency. This was a consequence of
Eric Brewer’s so-called CAP observation
(aka Theorem)' stating that only two of
the three desiderata of distributed sys-
tems could possibly be satisfied at the
same time: Consistency, where every
read operation receives the most recent
committed write; availability which
nowadays typically strives for the so-
called many nines up-time (meaning,
say, 99.99999% up-time); and, partition
tolerance, which demands the system
must remain operational even under
severe network malfunctions.

Because of this conjecture, NoSQL
system designers traded consistency
for higher availability and network fault
tolerance. The relaxed replica conver-
gence models were categorized by Ama-
zon’s Werner Vogels? in 2009. However,
many mission-critical applications
even in cloud settings do require stron-
ger consistency guarantees. Eventual

consistency only ensures convergence
to the same state of all replicas.

FoundationDB, as explored in the
following paper, pioneered the devel-
opment of a scalable distributed KV
store with strong consistency guaran-
tees. It started 10 years ago as an open
source project and is now widely used
as a mission-critical backbone reposi-
tory in cloud infrastructures, such as
Apple and Snowflake. In this respect,
FoundationDB reunites the NoSQL
paradigm of high availability and low
latency with ACID (atomicity, consis-
tency, isolation, durability) guaran-
tees imposed by traditional database
systems. This new breed of systems is
therefore coined NewSQL—albeit not
all offering SQL interfaces.

For scalability and elasticity in
cloud infrastructures, FoundationDB
exhibits a fully disaggregated archi-
tecture consisting of a storage system,
a logging system, and a separated
transaction system. Storage servers
are decoupled from log servers, which
maintain the “ground truth.” Storage
servers continuously apply log records
from log servers to lag only slightly be-
hind the transaction commit state—in
production system measurements the
authors report a lag in the order of just
milliseconds only. The transaction
system employs an optimistic multi-
version concurrency control scheme
with a subsequent verification phase
to ensure strict serializability. Thereby,
read-only transactions are not penal-
ized as they access versions that were
committed by the time they started.
For this purpose, a so-called sequencer
process determines the correspond-
ing time stamp that is then observed
by proxies to access the correct version
from storage servers.

For write transactions, the sequenc-
er assigns the commit time stamp with
which the resolvers verify strict serializ-
ability by comparing the transaction’s
read set (that is, the key ranges of key
value pairs that were accessed during
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the transaction) with the write sets of
transactions committed in the mean-
time. Successfully verified transactions
are made durable by writing their logs
to multiple log servers for fault toler-
ance. These log servers can be replicat-
ed across distinct (geographic) regions
to tolerate failures (such as power out-
ages)within an entire region. The Foun-
dationDB system can be configured for
synchronous as well as asynchronous
log transferal—thereby trading off be-
tween safety and latency requirements.
In case of a primary server failure the
synchronous mode guarantees seam-
less instantaneous takeover by the
secondary server—albeit incurring
extra latency overhead during com-
mit processing. Under asynchronous
mode the primary server maintains
several satellites within the same re-
gion which, in case of failure, can sub-
mit the log’s suffix that was not yet sent
to the secondary server in a remote re-
gion. Thus, the trade-off between per-
formance/responsiveness and failure
resilience is one of the foremost goals
of the FoundationDB design.
Correctness and robustness were
also a key aspect in the development
life cycle of the FoundationDB sys-
tem. To achieve this, the team relied
on simulation testing that allowed the
distributed software code to run in a
deterministic manner for error repro-
ducibility and extensive test coverage.
To conclude, the design of Founda-
tionDB lays the “foundation” for future
cloud information systems that must
balance performance and consistency
requirements.
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A Distributed Key-Value Store

By Jingyu Zhou, Meng Xu, Alexander Shraer, Bala Namasivayam, Alex Miller, Evan Tschannen, Steve Atherton,
Andrew J. Beamon, Rusty Sears, John Leach, Dave Rosenthal, Xin Dong, Will Wilson, Ben Collins, David Scherer,
Alec Grieser, Yang Liu, Alvin Moore, Bhaskar Muppana, Xiaoge Su, and Vishesh Yadav

Abstract

FoundationDB is an open-source transactional key-value
store created more than 10 years ago. It is one of the
first systems to combine the flexibility and scalability of
NoSQL architectures with the power of ACID transactions.
FoundationDB adopts an unbundled architecture that
decouples an in-memory transaction management system,
a distributed storage system, and a built-in distributed con-
figuration system. Each sub-system can be independently
provisioned and configured to achieve scalability, high
availability, and fault tolerance. FoundationDB includes
a deterministic simulation framework, used to test every
new feature under a myriad of possible faults. This rigorous
testing makes FoundationDB extremely stable and allows
developers to introduce and release new features in a rapid
cadence. FoundationDB offers a minimal and carefully
chosen feature set, which has enabled a range of disparate
systems to be built as layers on top. FoundationDB is the
underpinning of cloud infrastructure at Apple, Snowflake,
and other companies, due to its consistency, robustness,
and availability for storing user data, system metadata and
configuration, and other critical information.

1. INTRODUCTION

Many cloud services rely on scalable, distributed storage
backends for persisting application state. Such storage sys-
tems must be fault tolerant and highly available, and at the
same time provide sufficiently strong semantics and flexible
data models to enable rapid application development. Such
services must scale to billions of users, petabytes or exabytes
of stored data, and millions of requests per second.

More than a decade ago, NoSQL storage systems
emerged offering ease of application development, mak-
ing it simple to scale and operate storage systems, offering
fault-tolerance and supporting a wide range of data models
(instead of the traditional rigid relational model). In order
to scale, these systems sacrificed transactional semantics,
and instead provided eventual consistency, forcing appli-
cation developers to reason about interleavings of updates
from concurrent operations.

FoundationDB (FDB)® was created in 2009 and gets its
name from the focus on providing what we saw as the foun-
dational set of building blocks required to build higher-
level distributed systems. It is an ordered, transactional,
key-value store natively supporting multi-key strictly seri-
alizable transactions across its entire key space. Unlike
most databases, which bundle together a storage engine,
data model, and query language, forcing users to choose

all three or none, FDB takes a modular approach: it pro-
vides a highly scalable, transactional storage engine with
a minimal yet carefully chosen set of features. It provides
no structured semantics, no query language, data model
or schema management, secondary indices, or many other
features one normally finds in a transactional database.
Offering these would benefit some applications but oth-
ers that do not require them (or do so in a slightly differ-
ent form) would need to work around them. Instead, The
NoSQL model leaves application developers with great
flexibility. Applications can manage data stored as simple
key-value pairs, but at the same time implement advanced
features, such as consistent secondary indices and referen-
tial integrity checks.'” FDB defaults to strictly serializable
transactions but allows relaxing these semantics for appli-
cations that don’t require them with flexible, fine-grained
controls over conflicts.

One of the reasons for its popularity and growing open
source community is FoundationDB’s focus on the “lower
half” of a database, leaving the rest to its “layers”—state-
less applications developed on top to provide various data
models and other capabilities. With this, applications that
would traditionally require completely different types of
storage systems, can instead all leverage FDB. Indeed, the
wide range of layers that have been built on FDB in recent
years is evidence of the usefulness of this unusual design.
For example, the FoundationDB Record Layer' adds back
much of what users expect from a relational database, and
JanusGraph,®a graph database, provides an implementation
as a FoundationDB layer.’ In its newest release, CouchDB!
(arguably the first NoSQL system) is being rebuilt as a layer
on top of FoundationDB.

Testing and debugging distributed systems is at least as
hard as building them. Unexpected process and network
failures, message reorderings, and other sources of non-
determinism can expose subtle bugs and implicit assump-
tions that break in reality, which are extremely difficult
to reproduce or debug. The consequences of such subtle
bugs are especially severe for database systems, which pur-
port to offer perfect fidelity to an unambiguous contract.
Moreover, the stateful nature of a database system means
that any such bug can result in subtle data corruption that

The original version of this paper, entitled “FoundationDB:
A Distributed Unbundled Transactional Key Value Store,”
was published in SIGMOD 21, June 20-25, 2021, Virtual
Event, China; https://doi.org/10.1145/3448016.3457559
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may not be discovered for months. Model-checking tech-
niques can verify the correctness of distributed protocols
but often fall short of checking the actual implementation.
Deep bugs,'® which only happen when multiple crashes or
restarts occur in a particular sequence, pose a challenge
even for end-to-end testing infrastructure. FDB took a radi-
cal approach—before building the database itself, we built
a deterministic database simulation framework that can
simulate a network of interacting processes and a variety
of disk, process, network, and request-level failures and
recoveries, all within a single physical process. A syntactic
extension to C++, called Flow,* was created specifically for
this purpose. This rigorous testing in simulation makes
FDB extremely stable and allows its developers to intro-
duce new features and releases in a rapid cadence.

FDB adopts an unbundled architecture’ that com-
prises a control plane and a data plane. The control plane
manages the metadata of the cluster and uses Active Disk
Paxos® for high availability. The data plane consists of a
transaction management system, responsible for process-
ing updates, and a distributed storage layer serving reads;
both can be independently scaled out. FDB achieves strict
serializability through a combination of optimistic concur-
rency control (OCC)" and multi-version concurrency con-
trol (MVCC).® One of the features distinguishing FDB from
other distributed databases is its approach to handling
failures. Unlike most similar systems, FDB does not rely on
quorums to mask failures, but rather tries to eagerly detect
and recover from them by reconfiguring the system. This
allows us to achieve the same level of fault tolerance with
significantly fewer resources: FDB can tolerate f failures
with only f+ 1 (rather than 2f + 1) replicas. This approach
is best suited for deployments in a local or metro area. For
WAN deployments, FDB offers a novel strategy that avoids
cross-region write latencies while providing automatic
failover between regions without losing data.

This paper makes three primary contributions. First,
we describe an open-source distributed storage system,
FoundationDB, combining NoSQL and ACID, used in
production at Apple, Snowflake, and other companies.
Second, an integrated deterministic simulation frame-
work makes FoundationDB one of the most stable systems
of its kind. Third, we describe a unique architecture and
approach to transaction processing, fault tolerance, and
high availability.

2. DESIGN
The main design principles of FDB are:

* Divide-and-Conquer (or separation of concerns). FDB
decouples the transaction management system (write
path) from the distributed storage (read path) and
scales them independently. Within the transaction
management system, processes are assigned various
roles representing different aspects of transaction
management. Furthermore, cluster-wide orchestrat-
ing tasks, such as overload control and load balancing
are also divided and serviced by additional heteroge-
neous roles.
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* Make failure a common case. For distributed systems,
failure is a norm rather than an exception. To cope
with failures in the transaction management system of
FDB, we handle all failures through the recovery path:
the transaction system proactively shuts down when it
detects a failure. Thus, all failure handling is reduced to
a single recovery operation, which becomes a common
and well-tested code path. To improve availability, FDB
strives to minimize Mean-Time-To-Recovery (MTTR).
In our production clusters, the total time is usually less
than five seconds.

* Simulation testing. FDB relies on a randomized, deter-
ministic simulation framework for testing the correct-
ness of its distributed database. Simulation tests not
only expose deep bugs,'® but also boost developer pro-
ductivity and the code quality of FDB.

2.1. Architecture
An FDB cluster has a control plane for managing critical
system metadata and cluster-wide orchestration, and a data
plane for transaction processing and data storage, as illus-
trated in Figure 1.

Control plane. The control plane is responsible for persisting
critical system metadata, that s, the configuration of trans-
action systems,on Coordinators.These Coordinators
formaPaxosgroup’andelectaClusterController.The
ClusterController monitors all servers in the cluster and
recruits three processes, Sequencer (described in Section
2.1.2), DataDistributor, and Ratekeeper, which are
re-recruited if they fail or crash. The DataDistributor
is responsible for monitoring failures and balancing data

Figure 1. Architecture and transaction processing.
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among StorageServers. Ratekeeper provides over-
load protection for the cluster.

Data plane. FDB targets OLTP workloads that are read-
mostly, read and write a small set of keys per transaction,
have low contention, and require scalability. FDB chooses
an unbundled architecture'’: a distributed transaction man-
agement system (TS) consists of a Sequencer, Proxies,
and Resolvers, all of which are stateless processes. A log
system (LS) stores Write-Ahead-Log (WAL) for TS, and a sep-
arate distributed storage system (SS) is used for storing data
and servicing reads. The LS contains a set of LogServers
and the SS has a number of StorageServers. This scales
well with Apple’s largest transactional workloads.*

The Sequencer assigns a read and a commit version
to each transaction. Proxies offer MVCC read versions to
clients and orchestrate transaction commits. Resolvers
check for conflicts among transactions. LogServers act
as replicated, sharded, distributed persistent queues, each
queue storing WAL data for a StorageServer.

The SS consists of anumber of StorageServers, each
storing a set of data shards, that is, contiguous key ranges,
and serving client reads. StorageServers are the major-
ity of processes in the system, and together they form a
distributed B-tree. Currently, the storage engine on each
StorageServer is an enhanced version of SQLite,'” with
enhancements that make range clears faster, defer dele-
tion to a background task, and add support for asynchro-
nous programming.

Read-write separation and scaling. As mentioned
above, processes are assigned different roles; FDB
scales by adding new processes for each role. Clients
read from sharded StorageServers, so reads scale
linearly with the number of StorageServers. Writes
are scaled by adding more Proxies, Resolvers, and
LogServers. The control plane’s singleton processes
(e.g., ClusterController and Sequencer) and
Coordinators are not performance bottlenecks; they
only perform limited metadata operations.

Bootstrapping. FDB has no dependency on external coor-
dination services. All user data and most system metadata (keys
that start with 0xFF prefix) are stored in StorageServers.
The metadata about StorageServers is persisted in
LogServers, and the LogServers configuration data
is stored in all Coordinators. The Coordinators
are a disk Paxos group; servers attempt to become the
ClusterController if one does not exist. A newly elected
ClusterController reads the old LS configuration from
the Coordinators and spawns a new TS and LS. Proxies
recover system metadata from the old LS, including infor-
mation about all StorageServers. The Sequencer waits
until the new TS finishes recovery (Section 2.2.4), then writes
the new LS configuration to all Coordinators. The new
transaction systemis then ready to accept client transactions.

Before 7.1 release, the ClusterController delegates this work to the new
Sequencer.

Reconfiguration. The Sequencer process monitors
the health of Proxies, Resolvers, and LogServers.
Whenever there is a failure in the TS or LS, or the database
configuration changes, the Sequencer terminates. The
ClusterController detects the Sequencer failure,
then recruits and bootstraps a new TS and LS. In this way,
transaction processing is divided into epochs, where each
epoch represents a generation of the transaction manage-
ment system with its own Sequencer.

2.2. Transaction management

This section describes end-to-end transaction process-
ing and strict serializability, then discusses logging and
recovery.

End-to-end transaction processing. As illustrated in
Figure 1, a client transaction starts by contacting one of the
Proxies to obtain a read version (i.e., a timestamp). The
Proxy then asks the Sequencer for a read version that is
at least as large as all previously issued transaction com-
mit versions, and sends this read version back to the client.
The client may then issue reads to StorageServers and
obtain values at that specific read version. Client writes are
buffered locally without contacting the cluster and read-
your-write semantics are preserved by combining results
from database look-ups with uncommitted writes of the
transaction. At commit time, the client sends the transac-
tion data, including the read and write sets (i.e., key ranges),
to one of the Proxies and waits for a commit or abort
response. If the transaction cannot commit, the client may
choose to restart it.

A Proxy commits a client transaction in three steps.
First, it contacts the Sequencer to obtain a commit
version that is larger than any existing read versions or
commit versions. The Sequencer chooses the commit
version by advancing it at a rate of one million versions
per second. Then, the Proxy sends the transaction infor-
mation to range-partitioned Resolvers, which imple-
ment FDB’s optimistic concurrency control by checking
for read-write conflicts. If all Resolvers return with no
conflict, the transaction can proceed to the final com-
mit stage. Otherwise, the Proxy marks the transaction
as aborted. Finally, committed transactions are sent to
a set of LogServers for persistence. A transaction is
considered committed after all designated LogServers
have replied to the Proxy, which reports the committed
version to the Sequencer (to ensure that later trans-
actions’ read versions are after this commit) and then
replies to the client. StorageServers continuously pull
mutation logs from LogServers and apply committed
updates to disks.

In addition to the above read-write transactions, FDB
also supports read-only transactions and snapshot reads. A
read-only transaction in FDB is both serializable (happens
at the read version) and performant (thanks to the MVCC),
and the client can commit these transactions locally with-
out contacting the database. This is particularly impor-
tant because the majority of transactions are read-only.
Snapshot reads in FDB selectively relax the isolation
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property of a transaction by reducing conflicts, that is,
concurrent writes will not conflict with snapshot reads.

Strict serializability. FDB implements Serializable Snapshot
Isolation (SSI) by combining OCC with MVCC. Recall that a
transaction 7' gets both its read version and commit version
from the Sequencer,where the read version is guaranteed to
be no less than any committed version when T starts and the
commitversion is larger than any existing read or commit ver-
sions. This commitversion defines a serial history for transac-
tions and serves as a Log Sequence Number (LSN). Because T,
observes the results of all previously committed transactions,
FDB achieves strict serializability. To ensure there are no gaps
between LSNs, the Sequencer returns the previous com-
mit version (i.e., previous LSN) with each commit version. A
Proxy sends both LSN and the previous LSN to Resolvers
and LogServers so that they can serially process transac-
tions in the order of LSNs. Similarly, StorageServers pull
log data from LogServers in increasing LSN order.

Resolvers use a lock-free conflict detection algorithm
similar to write-snapshot isolation,** with the difference that
in FDB the commit version is chosen before conflict detec-
tion. This allows FDB to efficiently batch-process both ver-
sion assignments and conflict detection.

The entire key space is divided among Resolvers
allowing conflict detection to be performed in parallel. A
transaction can commit only when all Resolvers admit
the transaction. Otherwise, the transaction is aborted. It is
possible thatan aborted transaction isadmitted by a subset
of Resolvers, and they have already updated their history
of potentially committed transactions, which may cause
other transactions to conflict (i.e., a false positive). In prac-
tice, this has not been an issue for our production work-
loads, because transactions’ key ranges usually fall into one
Resolver. Additionally, because the modified keys expire
after the MVCC window, such false positives are limited
to only happen within the short MVCC window time (i.e.,
5 seconds).

The OCC design of FDB avoids the complicated logic of
acquiring and releasing (logical) locks, which greatly sim-
plifies interactions between the TS and the SS. The price is
wasted work done by aborted transactions. In our multiten-
ant production workload transaction conflict rate is very low
(less than 1%) and OCC works well. If a conflict happens, the
client can simply restart the transaction.

Logging protocol. After a Proxy decides to commit a
transaction, it sends a message to all LogServers: muta-
tions are sent to LogServers responsible for the modi-
fied key ranges, while other LogServers receive an empty
message body. The log message header includes both the
current and previous LSN obtained from the Sequencer,
as well as the largest known committed version (KCV) of
this Proxy. LogServers reply to the Proxy once the log
data is made durable, and the Proxy updates its KCV to
the LSN if all replica LogServers have replied and this
LSN is larger than the current KCV.

Shipping the redo log from the LS to the SS is not a part
of the commit path and is performed in the background.
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In FDB, StorageServers apply non-durable redo logs
from LogServers to an in-memory index. In the com-
mon case, this happens before any read versions that
reflect the commit is handed out to a client, allowing very
low latency for serving multi-version reads. Therefore,
when client read requests reach StorageServers, the
requested version (i.e., the latest committed data) is usu-
ally already available. If fresh data is not available to read
at a StorageServer replica, the client either waits for
the data to become available or reissues the request at
another replica.’ If both read time out, the client can sim-
ply restart the transaction.

Since log data is already durable on LogServers,
StorageServers can buffer updates in memory and per-
sist batches of data to disks periodically, thus improving I/O
efficiency.

Transaction system recovery. Traditional database sys-
tems often employ the ARIES recovery protocol.” During
recovery, the system processes redo log records from the last
checkpoint by re-applying them to relevant data pages. This
brings the database to a consistent state; transactions that
were in flight during the crash can be rolled back by execut-
ing the undo log records.

In FDB, recovery is purposely made very cheap—there is
no need to apply undo log entries. This is possible because
of a greatly simplifying design choice: redo log process-
ing is the same as the normal log forward path. In FDB,
StorageServers pull logs from LogServers and apply
them in the background. The recovery process starts by
detecting a failure and recruiting a new transaction sys-
tem. The new TS can accept transactions before all the
data in the old LogServers is processed. Recovery only
needs to find out the end of the redo log: At that point (as in
normal forward operation) StorageServers asynchro-
nously replay the log.

For each epoch, the ClusterController executes
recovery in several steps. First, it reads the previous TS con-
figuration from Coordinators and locks this information
to prevent another concurrent recovery. Next, it recovers pre-
vious TS system states, including information about older
LogServers, stops them from accepting transactions, and
recruits a new set of Sequencer, Proxies, Resolvers,
and LogServers. After previous LogServers are stopped
and a new TS is recruited, the ClusterController
writes the new TS information to the Coordinators.
Because Proxies and Resolvers are stateless, their

Figure 2. An illustration of RV and PEV.
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recoveries have no extra work. In contrast, LogServers
save the logs of committed transactions, and we need to
ensure all such transactions are durable and retrievable by
StorageServers.

The essence of the recovery of old LogServers is
to determine the end of the redo log, that is, a Recovery
Version (RV). Rolling back undo the log is essentially dis-
carding any data after RV in the old LogServers and
StorageServers. Figure 2 illustrates how RV is deter-
mined by the Sequencer. Recall that a Proxy request to
LogServers piggybacks its KCV, the maximum LSN that
this Proxy has committed, along with the LSN of the cur-
rent transaction. Each LogServer keeps the maximum
KCV received and a Durable Version (DV), which is the
maximum LSN persisted by the LogServer (DV is ahead
of KCV since it corresponds to in-flight transactions).
During recovery, the Sequencer attempts to stop all m old
LogServers, where each response contains the DV and
KCV on that LogServer. Assume the replication degree
for LogServers is k. Once the Sequencer has received
more than m - k replies, the Sequencer knows the previ-
ous epoch has committed transactions up to the maximum
of all KCVs, which becomes the previous epoch’s end ver-
sion (PEV). All data before this version has been fully rep-
licated. For the current epoch, its start version is PEV + 1
and the Sequencer chooses the minimum of all DVs to be
the RV. Logs in the range of [PEV + 1, RV] are copied from
the previous epoch’s LogServers to the current ones,
for healing the replication degree in case of LogServer
failures. The overhead of copying this range is very small
because it only contains a few seconds’ log data.

When Sequencer accepts new transactions, the firstis a
special recovery transaction that informs StorageServers
of the RV so that they can roll back any data larger than the
RV. The current FDB storage engine consists of an unver-
sioned SQLite"® B-tree and in-memory multi-versioned
redo log data. Only mutations leaving the MVCC window
(i.e., committed data) are written to SQLite. The rollback
is simply discarding in-memory multi-versioned data in
StorageServers. Then StorageServers pull any data
larger than version PEV from new LogServers.

2.3. Replication
FDB uses a combination of various replication strategies for
different data to tolerate ffailures:

* Metadatareplication.System metadataofthe control plane
is stored on Coordinators using Active Disk Paxos.’ As
long as a quorum (i.e., majority) of Coordinators are
live, this metadata can be recovered.

« Log replication. When a Proxy writes logs to

LogServers, each sharded log record is synchronously

replicated on k = f + 1 LogServers. Only when all k

have replied with successful persistence can the Proxy

send back the commit response to the client. Failure of

LogServer results in a transaction system recovery.

Storage replication. Every shard, that is, a key range, is

asynchronouslyreplicatedtok=f+1StorageServers,

which is called a team. A StorageServer usually hosts

anumber of shards so that its data is evenly distributed
across many teams. A failure of a StorageServer trig-
gers DataDistributor to move data from teams con-
taining the failed process to other healthy teams.

Note the storage team abstraction is more sophisti-
cated than Copysets.!! To reduce the chance of data loss
due to simultaneous failures, FDB ensures that at most
one process in a replica group is placed in a fault domain,
for example, a host, rack, or availability zone. Each team
is guaranteed to have at least one process live and there
is no data loss if any one of the respective fault domains
remains available.

3. SIMULATION TESTING

Testing and debugging distributed systems is a challeng-
ing and inefficient process. This problem is particularly
acute for FDB—any failure of its strong concurrency con-
trol contract can produce almost arbitrary corruption
in systems layered on top. Accordingly, an ambitious
approach to end-to-end testing was adopted from the
beginning: the real database software is run, together with
randomized synthetic workloads and fault injection, in a
deterministic discrete-event simulation. The harsh simu-
lated environment quickly provokes bugs in the database,
and determinism guarantees that every such bug can be
reproduced and investigated.

Deterministic simulator. FDB was built from the
ground up to enable this testing approach. All database
code is deterministic and multithreaded concurrency is
avoided (instead, one database node is deployed per core).
Figure 3 illustrates the simulator process of FDB, where
all sources of nondeterminism and communication are
abstracted, including network, disk, time, and pseudo-
random number generator. FDB is written in Flow,” a
novel syntactic extension to C++ adding async/await-like
concurrency primitives with automatic cancellation, per-
mitting highly concurrent code to execute deterministi-
cally. Flow provides the Actor programming model” that
abstracts various actions of the FDB server process into a
number of actors that are scheduled by the Flow runtime
library. The simulator process is able to spawn multiple
FDB servers that communicate with each other through a
simulated network in a single discrete-event simulation.
The production implementation is a simple shim to the
relevant system calls.

Figure 3. The FDB deterministic simulator.
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The simulator runs multiple workloads (written in Flow)
that communicate with simulated FDB servers through the
simulated network. These workloads include fault injection
instructions, mock applications, database configuration
changes, and internal database functionality invocations.
Workloads are composable to exercise various features and
are reused to construct comprehensive test cases.

Test oracles. FDB uses a variety of test oracles to detect
failures in simulation. Most of the synthetic workloads
have assertions built in to verify the contracts and proper-
ties of the database, for example, by checking invariants
in their data that can only be maintained through transac-
tion atomicity and isolation. Assertions are used through-
out the code base to check properties that can be verified
“locally.” Properties like recoverability (eventual availabil-
ity) can be checked by returning the modeled hardware
environment (after a set of failures sufficient to break
the database’s availability) to a state in which recovery
should be possible and verifying that the cluster eventu-
ally recovers.

Fault injection. Simulation injects machine, rack, and
data-center failures and reboots, a variety of network faults,
partitions, and latency problems, disk behavior (e.g., the
corruption of unsynchronized writes when machines
reboot), and randomizes event times. This variety of fault
injection both tests the database’s resilience to specific
faults and increases the diversity of states in simulation.
Fault injection distributions are carefully tuned to avoid
driving the system into a small state space caused by an
excessive fault rate.

FDB itself cooperates with the simulation in making
rare states and events more common, through a high-
level fault injection technique informally referred to as
“buggification.” At many places in its code base, the simu-
lation is allowed to inject some unusual (but not contract-
breaking) behavior such as unnecessarily returning an
error from an operation that usually succeeds, injecting
a delay in an operation that is usually fast, or choosing
an unusual value for a tuning parameter, etcetera. This
complements fault injection at the network and hardware
levels. Randomization of tuning parameters also ensures
that specific performance tuning values do not acciden-
tally become necessary for correctness.

Swarm testing'* is extensively used to maximize the
diversity of simulation runs. Each run uses a random clus-
ter size and configuration, random workloads, random
fault injection parameters, random tuning parameters,
and enables and disables a random subset of buggification
points. We have open-sourced the swarm testing frame-
work for FDB.*

Conditional coverage macros are used to evaluate and
tune the effectiveness of the simulation. For example, a
developer concerned that a new piece of code may rarely be
invoked with a full buffer can add the line TEST (buffer.
is full()); and analysis of simulation results will tell
them how many distinct simulation runs achieved that con-
dition. If the number is too low, or zero, they can add buggi-
fication, workload, or fault injection functionality to ensure
that scenario is adequately tested.
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Latency to bug discovery. Finding bugs quickly is
important both so that they are encountered in testing
before production, and for engineering productivity (since
bugs found immediately in an individual commit can be
trivially traced to that commit). Discrete-event simulation
can run arbitrarily faster than real-time if CPU utilization
within the simulation is low, as the simulator can fast-
forward clock to the next event. Many distributed systems
bugs take time to play out, and running simulations with
long stretches of low utilization allows many more of these
to be found per core second than in “real-world” end-to-
end tests.

Additionally, randomized testing is embarrassingly
parallel and FDB developers can and do “burst” the
amount of testing they do before major releases, in the
hopes of catching exceptionally rare bugs that have thus
far eluded the testing process. Since the search space is
effectively infinite, running more tests results in more
code being covered and more potential bugs being found,
in contrast to scripted functional or system testing.

Limitations. Simulation cannot reliably detect per-
formance issues, such as an imperfect load-balancing
algorithm. It is also unable to test third-party libraries or
dependencies, or even first-party code not implemented
in Flow. As a consequence, we have largely avoided taking
dependencies on external systems. Finally, bugs in critical
dependent systems, such as a filesystem or the operating
system, or misunderstandings of their contract, can lead to
bugs in FDB. For example, several bugs have resulted from
the true operating system contract being weaker than it was
believed to be.

4. EVALUATION
This section studies the scalability of FDB and provides
some data on the time of reconfiguration.

4.1. Scalability test

The experiments were conducted on a test cluster of 27
machines in a single data center. Each machine has a
16-core 2.5 GHz Intel Xeon CPU with hyper-threading
enabled, 256 GB memory, 8 SSD disks, connected via
10 Gigabit Ethernet. Each machine runs 14 Storage-
Servers on 7 SSD disks and reserves the remaining SSD
for LogServer. In the experiments, we use the same
number of Proxies and LogServers. The replication
degrees for both LogServers and StorageServers are
set to three.

We use a synthetic workload to evaluate the perfor-
mance of FDB. Specifically, there are four types of transac-
tions: (1) blind writes that update a configured number of
random keys; (2) range reads that fetch a configured num-
ber of continuous keys starting at a random key; (3) point
reads that fetch 10 random keys; and (4) point writes that
fetch 5 random keys and update another 5 random keys.
We use blind writes and range reads to evaluate the write
and read performance, respectively. Point reads and point
writes are used together to evaluate mixed read-write per-
formance. For instance, 90% reads and 10% writes (90/10
read-write) is constructed with 80% point reads and 20%



point writes transactions. Each key is 16 bytes and the
value size is uniformly distributed between 8 and 100 bytes
(averaging 54 bytes). The database is pre-populated with
data using the same size distribution. In the experiments,
we make sure the dataset cannot be completely cached in
the memory of StorageServers.

Figure 4 illustrates the scalability test of FDB from 4 to 24
machines using 2 to 22 Proxies or LogServers. Figure
4a shows that the write throughput scales from 67 to 391
MBps (5.84X) for 100 operations per transaction (T100),
and from 73 to 467 MBps (6.40X) for 500 operations per
transaction (T500). Note the raw write throughput is three
times higher because each write is replicated three times
to LogServers and StorageServers. LogServers are
CPU saturated at the maximum write throughput. Read
throughput increases from 2946 to 10,096 MBps (3.43X)
for T100, and from 5055 to 21,830 MBps (4.32X) for T500,
where StorageServers are saturated. For both reads and
writes, increasing the number of operations in a transaction
boosts throughput. However, increasing operations further
(e.g., to 1000) doesn’t bring significant changes. Figure 4b
shows the operations per second for 90/10 read-write traf-
fic, which increases from 593k to 2779k (4.69X). In this case,
Resolvers and Proxies are CPU saturated.

The above experiments study saturated performance.
Figure 5 illustrates the client performance on a 24-machine
cluster with varying operation rates of 90/10 read-write load.
This configuration has 2 Resolvers, 22 LogServers, 22
Proxies, and 336 StorageServers. Figure 5a shows
that the throughput scales linearly with more operations
per second (Ops) for both reads and writes. For latency,
Figure 5b shows that when Ops is below 100k, the mean

Figure 4. Scalability test.
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latencies remain stable: about 0.35 ms to read a key, 2 ms
to commit, and 1ms to get a read version (GRV). Read is a
single-hop operation, thus is faster than the two-hop GRV
request. The commit request involves multiple hops and
persistence to three LogServers, thus higher latency than
reads and GRVs. When Ops exceeds 100 k, all these laten-
cies increase because of more queuing time. At 2m Ops,
Resolvers and Proxies are saturated. Batching helps
to sustain the throughput but commits latency spike to 368
ms due to saturation.

4.2. Reconfiguration duration

We collected 289 reconfigurations (i.e., transaction sys-
tem recovery) traces from our production clusters that
typically host hundreds of TBs data. Because of the client-
facing nature, short reconfiguration time is critical for the
high availability of these clusters. Figure 6 illustrates the
cumulative distribution function (CDF) of the reconfigura-
tion times. The median and 90-percentile are 3.08 and 5.28
seconds, respectively. The reason for these short recovery
times is that they are not bounded by the data or transac-
tion log size, and are only related to the system metadata
sizes. During the recovery, read-write transactions were
temporarily blocked and were retried after the timeout.
However, client reads were not impacted. The causes of
these reconfigurations include automatic failure recovery
from software or hardware faults, software upgrades, data-
base configuration changes, and the manual mitigation of
production issues.

5. LESSONS LEARNED
This section discusses our experience and lessons of FDB.

5.1. Architecture design

The divide-and-conquer design principle has proven to
be an enabling force for flexible cloud deployment, mak-
ing the database extensible as well as performant. First,
separating the transaction system from the storage layer
enables greater flexibility in placing and scaling com-
pute and storage resources independently. An added
benefit of LogServers is that they are akin to witness
replicas; in some of our multi-region production deploy-
ments, LogServers significantly reduce the number of
StorageServers (full replicas) required to achieve the
same high-availability properties. Further, operators are
free to place heterogeneous roles of FDB on different server
instance types, optimizing for performance and costs.

Figure 6. CDF plot for reconfiguration duration in seconds.
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Second, the decoupling design makes it possible to extend
the database functionality, such as our ongoing work of
supporting RocksDB* as a drop-in replacement for the
current SQLite engine. Finally, many of the recent perfor-
mance improvements are specializing functionality as ded-
icated roles, for example, separating DataDistributor
and Ratekeeper from Sequencer, adding storage cache,
dividing Proxies into get-read-version Proxy and commit
Proxy. This design pattern successfully allows new features
and capabilities to be added frequently.

5.2. Simulation testing

Simulation testing has enabled FDB to maintain a very high
development velocity with a small team by shortening the
latency between a bug being introduced and a bug being
found, and by allowing deterministic reproduction of issues.
Adding additional logging, for instance, generally does not
affect the deterministic ordering of events, so an exact repro-
duction is guaranteed. The productivity of this debugging
approach is so much higher than normal production debug-
ging, that in the rare circumstances when a bug was first
found “in the wild,” the debugging process was almost always
first to improve the capabilities or the fidelity of the simula-
tion until the issue could be reproduced there, and only then
to begin the normal debugging process. Rigorous correctness
testing via simulation makes FDB extremely reliable. In the
past several years, CloudKit** has deployed FDB for more than
0.5M disk years without a single data corruption event.

It is hard to measure the productivity improvements
stemming from increased confidence in the testability of
the system. On numerous occasions, the FDB team executed
ambitious, ground-up rewrites of major subsystems. Without
simulation testing, many of these projects would have been
deemed too risky or too difficult, and not even attempted.

The success of simulation has led us to continuously
push the boundary of what is amenable to simulation test-
ing by eliminating dependencies and reimplementing
them ourselves in Flow. For example, early versions of FDB
depended on Apache Zookeeper for coordination, which
was deleted after real-world fault injection found two inde-
pendent bugs in Zookeeper (circa 2010) and was replaced by
a de novo Paxos implementation written in Flow. No produc-
tion bugs have ever been reported since.

5.3. Fast recovery

Fast recovery is not only useful for improving availability
but also greatly simplifies software upgrades and configu-
ration changes and makes them faster. The traditional wis-
dom ofupgrading a distributed system is to perform rolling
upgrades so that rollback is possible when something goes
wrong. The duration of rolling upgrades can last from
hours to days. In contrast, FoundationDB upgrades can
be performed by restarting all processes at the same time,
which usually finishes within a few seconds. Because this
upgrade path has been extensively tested in simulation,
all upgrades in Apple’s production clusters are performed
in this way. Additionally, this upgrade path simplifies pro-
tocol compatibility between different versions—we only
need to make sure on-disk data is compatible. There is no
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need to ensure the compatibility of RPC protocols between
different software versions.

An interesting discovery is that fast recovery sometimes
can automatically heal latent bugs, which is similar to soft-
ware rejuvenation.'® For instance, after we separated the
DataDistributor role from the Sequencer, we were
surprised to discover several unknown bugs in the Data-
Distributor. This is because, before the change,
DataDistributor is restarted with Sequencer, which
effectively reinitializes and heals the states of the Data-
Distributor. After the separation, we made Data-
Distributor a long-running process independent of
transaction system recovery (including Sequencer restart).
As a result, the erroneous states of the DataDistributor
are never healed and cause test failures.

5.4. 5s MVCC window

FDB chooses a 5-second MVCC window to limit the mem-
ory usage of the transaction system and storage servers
because the multi-version data is stored in the memory
of Resolvers and StorageServers, which in turn
restricts transaction sizes. From our experience, this 5s
window is long enough for the majority of OLTP use cases.
If a transaction exceeds the time limit, it is often the case
that the client application is doing something inefficient,
for example, issuing reads one by one instead of parallel
reads. As a result, exceeding the time limit often exposes
inefficiency in the application.

For some transactions that may span more than 5s, many
can be divided into smaller transactions. For instance, the
continuous backup process of FDB will scan through the
key space and create snapshots of key ranges. Because of
the 5s limit, the scanning process is divided into a num-
ber of smaller ranges so that each range can be performed
within 5s. In fact, this is a common pattern: one transac-
tion creates a number of jobs and each job can be further
divided or executed in a transaction. FDB has implemented
such a pattern in an abstraction called TaskBucket and
the backup system heavily depends on it.

6. CONCLUSION

FoundationDB is a key value store designed for OLTP
cloud services. The main idea is to decouple transaction
processing from logging and storage. Such an unbundled
architecture enables the separation and horizontal scaling
of both read and write handling. The transaction system
combines OCC and MVCC to ensure strict serializability.
The decoupling of logging and the determinism in trans-
action orders greatly simplify recovery, thus, allowing
unusually quick recovery time and improving availability.
Finally, deterministic and randomized simulation has
ensured the correctness of the database implementation.
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Technical Perspective
What Does Provable Security
Mean for Cryptographic Schemes?

By David Pointcheval

IN THE EARLY ages of cryptography,
cryptographic schemes were con-
sidered secure until an attack could
break them. But such an attack may
take time to be discovered, and it
might be too late. In the 1980s, a new
paradigm emerged with the notion of
provable security, with three impor-
tant steps: the security model, the
computational assumptions, and the
proof by reduction.

The most important step is the
formalization of a security model,
which precisely states what security
should mean, or alternatively, which
attacks one wants to withstand. With
public-key encryption, as studied in
the following paper, one could simply
expect the one-wayness, which basi-
cally requires that from a ciphertext,
without the decryption key, it is diffi-
cult to recover the plaintext. But this
is a very weak security notion. It has
thereafter been improved into seman-
tic security, which can be seen as a
computational variant of perfect pri-
vacy: no adversary can recover one bit
of information of the plaintext, still
from the ciphertext and without the
decryption key.

Thus, the security model first
makes precise the goal an adversary
could try to achieve, and we want to
prevent, and this is usually modeled
by a security game between the adver-
sary and a challenger. But it also lists
the capabilities of the adversary: what
kind of information the adversary can
legitimately get? In this setting, the
encryption key is public, and so the
adversary can encrypt any plaintext of
its choice, hence the so-called chosen-
plaintext attacks. In real-life applica-
tions, more information may be avail-
able: one can send ciphertexts and,
from the answer of the receiver, learn
whether the ciphertext is valid or not;
or detect whether it contains a par-
ticular plaintext or not; or ultimate-
ly even be able to get the plaintext.
The last scenario is called chosen-
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ciphertext attack where the adversary
can ask for the decryption of any
ciphertext of its choice to achieve its
goal. It is of course precluded to ask
for the decryption of the challenge
ciphertext, as it would trivially break
the one-wayness or the semantic se-
curity, but this is the only limitation.
A security model thus defines the
goals and the means of an adversary.

For a given cryptographic scheme,
as perfect security is almost never
achievable, one requires a compu-
tational assumption: some long-
standing problems are famous, such
as the integer factoring, the discrete
logarithm problem or lattice-based
problems. Some of them have a quite
simple statement and have been
scrutinized for many years. Their in-
tractability is then well-admitted,
and a new efficient algorithm to solve
them would be of great importance
from the algorithmic point of view.
Computational assumptions are
some well-defined problems that are
widely accepted as difficult.

Eventually, one can state and prove
the security claim: under the intracta-
bility of thathard problem, the crypto-
graphic scheme achieves the security
notion. To demonstrate such a claim,
one assumes the existence of an ef-
ficient adversary against the security
notion, and uses it, as a subroutine,
in an algorithm to efficiently break
the underlying hard problem. The
latter cannot exist, hence, by contra-
diction, neither can the former. This
is a proof by reduction, regarding com-
plexity theory, by showing a problem
(the long-standing problem) reduces
to another problem (the security no-
tion): the latter problem is at least as
difficult as the former.

The ElGamal public-key encryp-
tion scheme, as explored in the paper,
is well-known to have secure instanti-
ations in appropriate groups: against
chosen-plaintext attacks, it achieves
the semantic security under the De-
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cisional Diffie-Hellman Problem.
Then, one usually claims it as a secure
public-key encryption scheme. But
if the adversary may have additional
information than just the public key,
security is no longer guaranteed. In
real-life, concrete implementations
of provably secure schemes may be
insecure because of incorrect behav-
iors: randomness does not contain
enough entropy, more information
leaks, by legitimate accesses or us-
ing side-channel attacks that exploit
power-consumption, execution-time,
shared cache memory, among others.

The authors perfectly illustrate
that provable security is not a certi-
fication for all the applications nor
all the implementations: the ElGa-
mal public-key encryption scheme
in OpenPGP is vulnerable to several
kinds of attacks, and for multiple
reasons. First, the standard that de-
scribes ElGamal is open to several dif-
ferent and incompatible interpreta-
tions, leading to cross-configuration
attacks. Second, in a stronger sce-
nario than just the chosen-plaintext
setting, a side-channel attack can re-
cover the decryption key.

Provable security guarantees an
adversary will unlikely be able to
break a specific security notion if the
scheme is correctly implemented and
used in appropriate situations. It is
thus of primary importance to identi-
fy the required security notion for the
specific application (no need of exces-
sive security, for efficiency concerns),
and to have a correct implementation
that prevents any unwanted leak-
age. Standardization bodies should
also make all the requirements more
precise to avoid any ambiguities that
likely introduce weaknesses.

David Pointcheval is senior researcher at CNRS, head of
the crypto team at INRIA, and chair of the ENS computer
science department, Paris, France.
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of ElIGamal in OpenPGP

By Luca De Feo, Bertram Poettering, and Alessandro Sorniotti

Abstract

Roughly four decades ago, Taher ElIGamal put forward what
is today one of the most widely known and best understood
public key encryption schemes. ElGamal encryption has been
used in many different contexts, chiefly among them by the
OpenPGP email encryption standard. Despite its simplicity,
or perhaps because of it, in reality there is a large degree of
ambiguity on several key aspects of the cipher. Each library
in the OpenPGP ecosystem seems to have implemented a
slightly different “flavor” of EIGamal encryption. While-taken
in isolation-each implementation may be secure, we reveal
that in the interoperable world of OpenPGP, unforeseen
cross-configuration attacks become possible. Concretely, we
propose different such attacks and show their practical effi-
cacy by recovering plaintexts and even secret keys.

1. INTRODUCTION

The 1984 ElGamal cryptosystem® is one of the oldest and
best-known public key encryption schemes. In the 80s
and 90s, it earned wide adoption for being simultaneously
efficient and patent-free. Its most prominent use is in
OpenPGP,° a standard for consumable and interoperable
email security, where it has been the default and most popu-
lar encryption option for decades. At the time of writing, still
atleast one in six registered OpenPGP keys have an ElGamal
subkey, with about 1000 new registrations per year.

The ElGamal scheme builds on elegant mathematical
structures and can be defined very compactly. This simplic-
ity, together with the opportunity to mature for roughly four
decades now, suggests that a crisp specification with clear
parameter choices, rules, and algorithms would be pres-
ent in international standards, in particular in OpenPGP.
Surprisingly, this turns out not to be the case: Our research
reveals that OpenPGP’s understanding of ElGamal encryp-
tion is open to interpretation, with several choices subject to
the discretion of the implementer.

In this paper, we consider cross-configuration attacks on
OpenPGP. Such attacks emerge when different interpreta-
tions (‘configurations’) of the same standard interact inse-
curely with each other. Toward identifying such conditions
for EIGamal encryption, we need to first understand the uni-
verse of OpenPGP interpretations that are used in practice.
We approach this challenge from various angles: We care-
fully study RFC4880° which defines OpenPGP, we inspect the
source code ofanumber of relevant OpenPGP-implementing
software libraries and we conduct a large-scale examination
of millions of keys registered on OpenPGP key servers.

Our results reveal an insecure posture. For instance, we
develop a plaintext recovery attack that can be mounted on
ciphertexts produced by the ubiquitous GNU Privacy Guard

against keys generated following the original EIGamal speci-
fication.’ The attack is effective against 2048-bit keys, a bit
length that is considered practically secure today. We fur-
ther illustrate how cross-configuration attacks can be com-
bined with known side-channel exploitation techniques like
FLUSH+RELOAD* or PRIME+PROBE.” Concretely, using
the example of gcrypt—the cryptographic library under-
lying the GNU Privacy Guard that has already been fixed
twice after seminal work'** on side-channel attacks—we
demonstrate that if standards conform 2048 bit ElGamal
key is used to decrypt a cipher-text, then an attacker that is
OS- or VM-colocated with the decrypter might be able to fully
recover the decryption key. Given that interoperability is the
explicit and almost exclusive goal of any standardization
effort, and common-place in the OpenPGP world, we con-
clude that our cross-configuration attack conditions are as
realistic as the attack results in awakening.

This manuscript is organized as follows: In Section 2, we
survey (a) the meaningful options available when imple-
menting ElGamal encryption, (b) the options adopted by
different cryptographic libraries, and (c) the options picked
by over 800,000 users in practice (as far as reflected on key
server databases). In Section 3, we recall various standard
algorithms for solving discrete logarithms. In Section 4,
we describe “vanilla” cross-configuration attacks, and in
Section 5, we describe those combined with side-channel
attacks. In Section 6, we conduct end-to-end exploits and
describe how we bring in the required side-channel infor-
mation. We conclude in Section 7.

1.1. Related work
Since ElGamal encryption was first proposed, a number
of research results revealed security issues, both in imple-
mentations (e.g., CVE-2018-6829, CVE-2018-6594) and at
the specification level. For instance, Bone et al.’ identified
security conditions if ElGamal encryption is used in text-
book form. However, as OpenPGP employs ElGamal exclu-
sively for key transport, the attacks do not seem to apply in
practice. To the best of our knowledge, our work is the first
to challenge the security of EIGamal encryption in the spe-
cific way OpenPGP builds and relies on it.

Protecting modular exponentiation from side-channel
attacks has been the subject of research for years.>!!t
Specifically, cache-based side channels have been explored

The original version of this paper was published in
Proceedings of the 2021 ACM SIGSAC Conference on
Computer and Communications Security, Nov. 2021, 2066~
2080; https://doi.org/10.1145/3460120.3485257
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extensively, using various techniques such as EVICT+TIME,*
PRIME+PROBE,” or FLUSH+RELOAD.*> » Yarom and
Falkner® in particular target the gcrypt implementation
of modular exponentiation which at the time was using
square-and-multiply. Prompted by that work, the imple-
mentation was significantly revised. The changes are how-
ever not sufficient to protect against the attack we present
in Section 5. Most cache-based side-channel attacks target
L1 or L2. However, Liu et al.** show that exploitation based
on last-level cache is possible for attacks targeting both data
and instructions. The work also targets the gcrypt imple-
mentation of modular exponentiation and the library has
also been fixed to avoid leaking table accesses. Once again,
however, this is not sufficient to prevent the attack described
in Section 5.

2. ELGAMAL ENCRYPTION

After providing an abstract formulation of ElIGamal encryp-
tion, we present common ways to instantiate the scheme in
practice.

Let G be a group and g € G a generator. To create a key
pair (sk, pk), pick a random integer x, compute the ele-
ment X = g%, and output (sk, pk) := (x, X). Given pk, to encrypt a
message M, pick an ephemeral random integer y, compute
the elements Y=g¢"and Z = X* = g%, and output C=(C,, C,) :=
(Y, M- Z) as the ciphertext. Given sk, to decrypt C, first recover
element Z from C, as per Z = Y* = g and then use C,, Z to
recover M =C,/Z.

To instantiate the scheme, the following details have to
be fixed: Which group G shall be used? How is generator
g chosen? Shall g generate the full group G or just a sub-
group? From which sets and according to which distribu-
tions are exponents x, y picked? Multiple configurations
for the parameters are possible and promise to lead to cor-
rect and secure public key encryption instances. Below we
describe four such configurations that have in common that
G is a “prime field group,” that is, the multiplicative group
Z, =(Z| pZ) of a field Z/pZ where p is a large prime number
(also referred to as the modulus). In such cases the order of
G is given by ord(G) = p — 1 and the order of any subgroup
G’ C Gisaninteger divisor of p - 1.

Configuration A: “The original”. The original proposal’® de-
mands choosing g such that it generates p — 1 elements, that
is, the full group. Exponents x, y are picked uniformly from
[1...p—-1].The only condition on p is thatp — 1 has atleast one
large prime factor [This is to counter the Pohlig-Hellman at-
tack on Discrete Logarithm Problem (DLP).]

If Configuration A is used, any element in G could become
a public key. However, some of these public keys would have
a lower multiplicative order than others, that is, generate
a smaller subgroup, and thus promise less security. (E.g.,
in the extreme case of X = 1, the encryption operation does
effectively nothing.) This can be remedied by restricting
the ElGamal group operations to a prime order subgroup
G’ C G.Indeed, if G’ = (g) has prime order, then all its ele-
ments necessarily have the same order (with the one excep-
tion of the neutral element which is easily tested for). Let
hence p-1=g, -+ g, be the prime factor decomposition of

108 COMMUNICATIONS OF THE ACM | JUNE 2023 | VOL. 66 | NO.6

ord(G). As pis alarge prime number and hence odd, we know
that one of these prime factors is 2, and we hence w.l.o.g.
write p —1=2¢g, -+ g . Now, for any prime g = g, in this list of
factors there exists a subgroup G’ C G of order q. The idea of
using such a group G’ in cryptography goes back to Schnorr.*

Configuration B: “ElGamal over Schnorr groups”. Pick
a large prime group order g and a prime p such that g |
(p — 1), choose a generator ywith () =G and let g =~#Y% and
G’ = (g). Note that this implies ord(G’) = g. Pick exponents x,
yin[l..g-1].

This setup satisfies the Pohlig-Hellman condition and
ensures that all non-trivial elements of G’ have the same
order. Further, if ¢ < p, as exponents x, y are now picked
from [1 ... ¢ - 1] instead of [1 ... p — 1], implementations of
Configuration B are very efficient.

While Configuration B removes the risk of accidentally
relying on small order elements, an adversary can still exploit
the existence of small subgroups in an active attack: Observe
that for any ¢ with ¢ | (p — 1) there exists an element « of order
t, that is, with o/ = 1 and 1¢ {q, o2, ..., a"'}. Fix such a pair
(¢, o), let C = (C,, C,) be an honestly generated ciphertext as
above, and assume an adversary intercepts C and re-injects it
as C'=(C,, C}):=(aC,, a"C,),for h €[1... {]. When processing
C', the decrypter obtains M'=C, / Z'=(a"C,) / (a*C])=a" M.
Note that M’ = M iff o"* = 1 iff h = x (mod t); otherwise
M’ = M. That is, by testing whether the injected ciphertext
C’ properly decrypts, the adversary can confirm or refute a
guess on x (mod ). Recovering x (mod ¢,), x (mod ¢,), ... for
carefully picked ¢, ¢, ... allows recovering the full exponent
x via the Chinese Remainder Theorem. As for each t-value
the adversary has to request up to ¢ decryptions, small
t-values are a precondition for the attack to be effective. So is
the existence of sufficiently many suitable ¢values. Hence,
one countermeasure against the attack is to ensure that
the number of distinct divisors t of p — 1 is very small, and
another is to arrange that all admissible t-values are very
large. Configurations C and D formalize these ideas and can
be traced back to Pollard’” and Lim and Lee.*

Configuration C: “ElGamal over safe primes”. The num-
ber of subgroups is minimized: Pick a large prime group or-
der g and a prime modulus p such that p — 1 = 2¢q, choose a
generator ywith (y) = Gand let g=~*"Y7=~2and G’ = (g). Pick
exponentsx, yin[1...q - 1]. Note that p ~ g. Choosing g=4=
(+2)*is always feasible, leading to smaller parameters.

Configuration D: “ElGamal over Lim—-Lee primes”. All
non-trivial subgroups are large: Pick a large prime modulus
p such that for the prime factorizationp -1=2g, --- g, all g,
have a similar, large bit length. (Breaking DLP is then hard
for all group orders g,.) Choose a generator ywith (v) =G and
letg=~*"Y7and G’ = (g). Pick exponents x, yin[1 ... g - 1].

As exponents in Configuration C became large again,
some implementations work with “short exponents” for
improved performance. Configuration D maintains good
performance without such tricks. However, its parameters
are larger. When building a secure system from scratch, it
seems advisable to use one of these two options.



2.1. ElGamal in OpenPGP

The standard. A widely-deployed cryptography standard
that suggests using, and mandates implementing, ElIGamal
encryption is OpenPGP. While its first version was put for-
ward in 1998, the latest official version appeared in 2007 as
RFC4880.° We observe that the RFC refers to external docu-
ments for the specification of the ElGamal cryptosystem.
Precisely, Section 9.1 provides two references that both
ultimately resolve to EIGamal’s original paper,’ that is, our
“Configuration A”. We note that Sections 5.1 and 5.5, which
define how ElGamal ciphertexts, public keys, and secret
keys are to be represented as binary strings, add no further
conditions on the generation and use of ElGamal keys and
ciphertexts.

OpenPGP libraries. We inspected how OpenPGP libraries
interpret the standard. Here are our findings on three popu-
lar ones:

Go Go does not provide code to generate ElGamal keys;
it only provides algorithms to encrypt and decrypt. The
ephemeral exponent y used in encryption is chosen
from [0 ... p — 1]. This fully conforms with RFC4880.

Crypto++ The Crypto++ library follows Configuration
C by generating a random safe prime and choosing for
the generator the smallest quadratic residue. It though
deviates from Configuration C by picking both x and y
from a short interval of size roughly twice the security
parameter. (See the full version”® for details.) As the
group generator is not primitive, this setting conflicts
with RFC4880.

gcrypt The gecrypt library generates a Lim-Lee modu-
lus like in Configuration D; the minimum size of the
prime factors g, | (p - 1) is roughly twice the security
parameter. (See the full version” ® for details.) Unlike
in Configuration D, the generator is chosen to be the
smallest integer generating the full group Z’,. Both
exponents x and y are sampled from short intervals of
size roughly ¢**. Due to the short exponents, this set-
ting conflicts with RFC4880.

ElGamal parameters in the wild. To get a complete picture of
the use of ElGamal in OpenPGP, it is not sufficient to look at
the prominent open-source libraries. Indeed a large portion of
the user base relies on proprietary or exotic implementations,
which are impossible to track. To address these, we look at the
OpenPGP keys registered on public key servers. We analyze an
OpenPGP server dump' produced on Jan 15, 2021 subkeys.

An OpenPGP ElGamal public key consists of the triplet
(p, g X). This information alone is not sufficient to ascribe
the key to one configuration with certainty, however, partial
information can be deduced by attempting to factor p — 1.
For example, safe primes are easily recognized by running
a primality test on (p — 1)/2, then a quadratic residuosity test
reveals whether g generates the prime order subgroup or the
full group. For random primes of the sizes we look at, it is in
general infeasible to obtain a full factorization of p - 1, how-
ever, partial factorizations and residuosity tests let us at least
formulate credible hypotheses on the key generation process.

To classify public keys, we conducted trial division on
p - 1 with primes up to 2%°, then repeatedly applied the ellip-
tic curve factorization method (ECM)," until we felt guilty
for the carbon emissions. Then we applied n-th residuos-
ity tests to g for the factors we found. We did not attempt to
gain information on the exponent x that defines X = g*. In
our findings, 69.4% of the keys use safe primes, 25.3% use
moduli that were very likely generated using the Lim-Lee
method, and 5.0% use what we call “quasi-safe primes”, that
is, primes of the form p = Q - g + 1 where ¢ is an unusually
large prime (0.988 times the size of p on average) and Q > 2.
Finally, there are only 2158 moduli (less than 0.4%) for which
we found non-trivial factors, but we were not able to finish
the factorization, indicating that they were either chosen at
random or like in Configuration B. These would almost be
irrelevant if it was not for the attack we describe in Section 4.

3. COMPUTING DISCRETE LOGARITHMS

In the next sections, we will need to solve discrete logarithms
given partial knowledge of the exponent. We review here the
necessary algorithms. In what follows, let g be a group gen-
erator of order N, and let X = g* be the element of which we
seek the discrete logarithm.

Pollard’s Rho algorithm' is the most efficient generic
algorithm to compute discrete logarithms. On average, it
performs /mN/2 group operations and uses a constant
amount of memory. Pollard"” also introduced the lesser-
known Lambda method, which performs better when it is
known that x < B < N, requiring only ~ 2+/B group opera-
tions and O(log(B)) memory (Section 5.1 of van Oorschot and
Wiener??).

When N = LM, we can compute x mod L by solving a dis-
crete logarithm in the group of order L generated by g". The
Pohlig-Hellman algorithm'® applies this to all prime fac-
tors of N, and then recovers x via the Chinese Remainder
Theorem (CRT).

We will combine all of these techniques in the case where
N=gq,---q,andx<B.Assumeq <---<q ,andletQ=gq,---q,,.
We first compute x mod g, for 0 < i < n using Pollard’s Rho,
then use the CRT to compute w := x mod Q. Thus g* = g«
for some unknown z <[B/Ql. Finally, we recover z as the dis-
crete logarithm of g?/g to base g°, using Pollard’s Lambda.
The total cost is O(\/ﬂ +B/ Q) time and O(log(B/Q)) stor-
age. We stress that this strategy is only better than Pohlig-
Hellman when B < N. It was proposed by van Oorschot and
Wiener to reduce the security of variants of Configuration
A that use short exponents for public keys.?! We will use it,
instead, to recover ephemeral secrets in cross-configuration
scenarios described in Section 4.

In Section 5, we will need to solve discrete logarithm
instances where some non-adjacent bits of x are known.
Neither the Rho nor the Lambda method can take advantage
of this information, but the simpler baby-step/giant-step
(BSGS) method* can. If x has n unknown bits, BSGS performs
1.5-2"2 group operations on average, and stores 2”2 hash table
entries. A linear time/memory trade-off is possible in BSGS.

However, as n becomes larger, BSGS has two important
drawbacks: it uses unrealistically large amounts of memory,
and it parallelizes poorly. A better alternative is van Oorschot
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and Wiener’s (vOW) parallel collision search applied to meet-
in-the-middle algorithms (Section 5.3 of van Oorschot and
Wiener??), which is much more memory efficient, and prom-
ises a linear parallel speed-up. Based on their analysis, vVOW
is expected to require 7 - 2°"™2"p oroup operations, where
2™ is the amount of storage available, counted as a number
of hash table entries, and subject to the constraint m < n/2.

4. CROSS-CONFIGURATION ATTACKS

The disagreements on the interpretation of the OpenPGP
standard may raise doubts about the interoperability
between the libraries. For instance, in an imaginary setting
where the Crypto++ code is used to generate a key pair, the
Go code is used to encrypt a message to the public key, and
the gcrypt code is used to decrypt the ciphertext, it has to
be asked whether confidentiality is maintained. While in a
basic scenario these three libraries can, to the best of our
knowledge, in fact, interoperate securely, we shall now see
that some choices made by Crypto++ and gcrypt prove to
be fatal in a broader context.

As van Oorschot and Wiener* have already observed: if
(1) p — 1 contains enough small factors, and (2) g generates
the full group (e.g., in Configuration A), then using short
exponents in the public key X = g* can lead to key recovery,
as described in Section 3. As we have seen, Crypto++ uses
safe primes, so it is not at risk. Although gcrypt generates
p — 1 with many distinct factors, none of these is small, and
it is thus also safe.

However, both Crypto++ and gcrypt also use short
exponents in the ephemeral key Y = g». But the generator g
is part of a public key that may have been generated by a
different library, possibly one adhering to Configuration A.
Our analysis of registered keys shows that such public keys,
albeit rare, do exist. This immediately leads to a message
recovery attack: given a ciphertext (g, M-g¥), the attacker
finds y, uses the public key to compute g, and recovers the
cleartext M.

To recap, whenever: (1) the public key of the receiver
defines a generator g of a group containing “enough” small-
order subgroups, and (2) the sender uses short exponents in
the ephemeral key, an attacker who intercepts messages can
decrypt any communication from sender to receiver. The
exact cost of the attack depends on the number and size of
the small subgroups, which we analyze next.

4.1. Practical exploitation
Like in Section 3, let N = g, --- g, =: Qq, be the group order
of a public key, with g _not necessarily prime. Assume that
ephemeral exponents for encryption are sampled from a
shortinterval [0 ... B[, with B < N. As we saw, the cost of recov-
ering the exponent depends on two factors: the largest divi-
sor g, of Q, and B/Q (note that, while Q and the g,’s depend
on the receiver’s public key, the bound B is set by the sender).
To quantify the threat, we look at these parameters for
those groups in the OpenPGP key dump that contain small
factors. None of the “quasi-safe” moduli are seriously at risk,
since Q is too small. From the remaining 2158 keys, we nar-
row down the selection to those that had 2048 bits modu-
lus, were not created before 2016, and were not expired nor
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revoked, leaving us with 2071 keys. In Figure 1, we plot the
(normalized) cumulative counting function

(D()\,p)=#{N=q0"'qn =Qq, |q0""7Qn—1 SZ”,QZZA},

which counts, among the 2071 keys, how many are exposed
to message recovery with a Rho effort at most 2°2/r /2 and
a Lambda effort at most /B /2>, Note that the factors of
a single group order can be arranged in more than one way,
and thus appear in more than one bucket.

From o(), p), we obtain the number of keys for which
message recovery is possible with a given effort with respect
to a given encrypting library. For example, for 2048-bit
moduli gcrypt implements the sampling of y such that
y < 23 limiting the Lambda and Rho efforts to roughly 2*°
modular multiplications, a computation well within reach
of a casual attacker, we find that there are at least ¢(344-80,
80) = 15 vulnerable keys. Even more concerning is the case
of Crypto++, which samples exponents in [1 ... 22?°]: in this
case, the number of weak keys goes up to $(226-80, 80) > 231.
It is plausible that a state-level attacker could target as many
as $(344-140, 140) > 83 (gcrypt) and $(226-140, 140) > 895
(Crypto++) keys.

To confirm the vulnerability we used GPG to encrypt a mes-
sage to the only key contributing to $(344-56, 59), expecting
to complete the attack using roughly 2°° modular multiplica-
tions. We were able to recover the plaintext in less than
2.5 hours on a single Intel E5-2640 core clocked at 2.40GHz.

5. ATTACKS ENABLED BY SIDE-CHANNELS

The attack conditions exploited in Section 4 did not depend
on implementation flaws but were solely implied by dif-
ferent implementers coming up with different conceptual
interpretations of ElGamal encryption. The current section
considers cross-configuration attacks that are also based
on implementation weaknesses. We focus specifically
on runtime leakage of the modular exponentiation algo-
rithm of gcrypt, which represents a crucial component
of its ElGamal implementation. Specifically, an exponen-
tiation algorithm (EA) computes R = B* from B and x, where
base B is an element of a cyclic group and exponent x is a
non-negative integer. While the gcrypt implementation
took explicit measures to prevent side-channel leakage (in

Figure 1. Normalized cumulative distribution function ®(), p) of
group orders N that contain a 2’-smooth factor Q of at least )\ bits.
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particular, to protect exponent x), by exploiting a condi-
tion that the authors allegedly overlooked we present a key
recovery attack that significantly reduces the security mar-
gin of gcrypt. In isolation, that is, not in the cross-con-
figuration setting, the attack is only practically exploitable
against gcrypt-generated keys with moduli up to 1024 bits.
However, we show that the vulnerability is more worrisome
in an interoperability context where gcrypt decryption
is used in combination with a Crypto++ key: in this case,
we experimentally confirm a practical key recovery attack
against a non-negligible fraction of Crypto++ keys with
2048 bits modulus. In the full version,”® we provide similar
analyses of the EAs of the Go and Crypto++ libraries.

The gcrypt library implements its EA via the sliding-win-
dow method, which is derived from the basic Square-and-
Multiply algorithm. The algorithm depends on a parameter
w (for “width” or “window length”) that is instantiated such
that 2 <w < 5. The first step of the EA is independent of expo-
nent x and tabulates the values B', B%, ..., B* . The second
step isindependent of base B and regroups the exponent bits
into an odd-digit representation (ODR). Precisely, an ODR of a
non-negative integer x is a sequence I' = (,, ..., 7,) such that

1
x=»2'y, and Vj:y;e{0}u{1,3,...,2"-1}.
Jj=0

The exponent xis first converted into ODR form that haslead-
ingcoefficienty,=1,the ODRisthenencodedintoasequence
(€, €,y €5 C,y €, oy €,y €, €, ) such that its odd-index subse-
quence (e, e,, ..., ¢,) coincides with the support (7)., .o of T
(i.e.,the setof non-zero elements; note herewe havee =v,=1,
and for all e, we have ¢, € {1, 3, ..., 2*~1}), and the values c,,
€,y -+ C,,, correspond with the lengths of the vanishing sub-
sequences of I (i.e., the contiguous runs of zero elements).
Precisely, the encoding is such that

L
x=Y2%e, where Vi:f =, ++cC,, (1)
=0

The third step of the EA is a computation-intensive online
phaseinwhich the results of the first two steps are combined.
We provide a pseudo-code version of gcrypt’s EA in
Figure 2. The function f, invoked in line 2 (and specified in
the full version”®) computes the exponent encoding (e, c,,
€,,Cp €, -y C,y €, ¢, ) as follows: it sets e = 1, then alternates
between (a) advancing through the bit sequence of x (from
most to least significant bit) until it encounters a bit set to
1, and (b) greedily outputting the largest possible pair (c, e)
subject to e, € {1, 3, ..., 2*-1}. Also lines 5-8 might require
further explanation: The code is functionally equivalent with
‘Forj < 1toc;: R« R - R followed by ‘R« R - T[e,]’, but the
implementation reduces side-channel leakage by hiding for
each multiplication whether the factor Wis R or Tle ], and, in
the latter case, which index e, is used for the table look-up.”
Despite its built-in protection measures, we identify
a side-channel condition in gcrypt’s EA that can lead

2 Every x > 1 has at least one, but often multiple, ODRs with leading coefficient 1.
° Precisely, line 7 implements the instruction “Ifj < ¢, then W < R; else, if j =
¢, + 1, then W« T[e]” but ensures it neither leaks which if-branch is taken
nor what the value of e, is.

Figure 2. Core of exponentiation routine of gcrypt.

Exponentiation R — B*
Parameterized by: w
Registers: T[1], T[3],... . T[2¥-1], W

| Forodd0<i<2%: T[i] —B' / Initialize T|.. ]

2 (eg cr ey .- Cren Cv) < fwX)  //Encode exponent
3 R—B J/ Implicitly process eg=1

4 Fori« 1toL: // Main loop

5 /| Square ¢; times, then multiply with T [e;]

6 Forj—1ltoc+1:

7 Securely W [j<c;?R: T[e] ]
8 R—R W

9 // Square ¢y 41 times

10 Forj«—1ltocy 41

11 R<R'R

12 Return R

to full exponent recovery. The root of the problem is that
the algorithm implements sliding-window exponentia-
tion. Intuitively, this method covers the digits of the bit-
representation of the exponent x with a sequence of w-wide
non-overlapping windows such that every 1-bit of the expo-
nent is covered by a window and conditioned on this the
number of windows is minimized. In Equation (1), value L
corresponds with the number of windows used for this, any
coefficient ¢; corresponds with the position of the i-th win-
dow, and any coefficient e, encodes the w exponent bits that
the i-th window covers. In the EA implementation, process-
ing a window corresponds with a multiplication R < R - T{e ]
while bridging a gap between two windows corresponds
with a sequence of squaring operations R < R-R. These
operations are jointly implemented in lines 7,8, and each
iteration of the loop ofline 4 processes one gap-window pair.

The approach of our side-channel attack is to closely
monitor the execution of line 4: The number of iterations of
the loop during one exponentiation immediately reveals the
encoding length L, and the time taken for the i-th iteration
is, by line 6, linear in ¢, + 1 and thus leaks, one by one, the
coefficients c , ..., ¢,.° Finally, we can recover the coefficient
¢,., by similarly monitoring the loop of line 10. That is, if (e,
€, €5+ Cpy €, €, ) = [ (%) is the encoding of exponent x then
our measurements reveal all the ¢, components while, for
now, the e, components remain hidden.

Before assessing the options for amplifying the extracted
information toward recovering the full exponent, we make a
final observation on gcrypt’s EA. Recall that line 7 tries to
hide both the table index e, and whether the multiplication
in line 8 is with Te ] or R. However, as our method recovers
the coefficients ¢, straightaway, and exclusively the last itera-
tion of the loop of line 6 will perform multiplication with W=
Tle] (rather than with W = R), line 7 de facto just hides the e,
coefficients. Thus, replacing lines 6-8 with the instructions
“Forj < 1toc: R < R-R” followed by “Securely R « R- T[e]”

¢ This argument assumes multiplications and squarings require uniform
time. This is the case for the gcrypt routines.
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would result in code that is equivalent from a security per-
spective yet simpler and more efficient.! We, thus, conclude
that the authors of gcrypt were likely not aware of the fact
that the coefficients ¢, ..., ¢, , leak so easily.

Now that we retrieve copies of the coefficients ¢, ..., ¢, ,,
the next subsections are dedicated to assessing the value
of this information toward an attack that recovers the full

exponent.

5.1. Modeling the leakage

As awarm-up, observe that when w =1 the coefficients ¢, leak
the whole exponent, indeed all ¢, are necessarily equal to 1
in this case. For larger values of w, however, a search over the
possible values of e, is necessary. Our goal here is to quantify
this partial leakage.

Letting n+1 = [log (x+1)] be the bit length of x, we start by
observing that n = ¥¢, and is thus fully known. The sequence
of ¢/s indicates the position of each e, in the binary writing of
x, and from the description of f, we know that e;is odd and e, <
min(2¥, 2%), leaving us with min(w, ¢) - 1 unknown bits in e..
Note that there is no e, associated to ¢, ,, which indeed leaks
the number of trailing zeros of x. Thus, the total number of
unknown bits of x, which we shall call the entropy of x, is exactly

L
H,(x)=>) (min(c;,w)-1) 2
i=1
Given £, #* and the leakage for x, the computational effort
for finding x grows exponentially with H (x). The value H (x)
depends on x, on the window size w, and on the algorithm f,
used for the encoding. We are thus interested in estimating
statistics on H (x) for secrets x of n bits.

To this end, we model the encoding function f, as a
Markov process: Model x as a continuous stream of indepen-
dent and uniformly distributed bits, for any fixed w the leak-
age of the encoding f, is described by a finite state machine
(see the full version” ® for a detailed description), which we
then convert to a Markov chain.

Using the Markov chain central limit theorem, we com-
pute that as n — oo the entropy H, (x) tends to a normal vari-
ate of mean np and variance no?, where pand o* are the “per
bit” mean and variance tabulated in Table 1. For example,
for w = 2, the average per-bit entropy is y = 7/24, meaning
that, given a uniformly sampled n+1-bits exponent and its
leakagec,, ..., ¢, ,, on average 7n/24 bits remain to be found.

Of course, these asymptotic approximations only give a
rough estimate of the actual probability distribution of H (x)
for a given bit length n, however, in our experiments we found
them to be quite accurate in practice even for small values
of n. Using these approximations, we will give rather precise
estimates of the computational effort needed to recover ran-
dom secret keys generated by gcrypt and other libraries.

5.2. Key recovery
To assess the practical impact of the leakage of sliding win-
dow exponentiation exposed so far we need to look into the

4 The performance gain comes from the possibility of removing some of the
decoy code required for securely implementing line 7. For further details,
see the source code.
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exact parameters used by the various libraries. Recall that
gcrypt uses short secret exponents. The window size used
for exponentiation goes from 1 to 5, depending on the bit
size of the exponent. Table 2 summarizes the parameters
adopted by gcrypt for some common modulus sizes.

Based on gcrypt’s parameters, Table 2 also reports on
the mean leakage entropy H, (x) as deduced from Table 1. We
can thus compare the expected difficulty of recovering the
secret exponent via the leakage against the target difficulty
of solving discrete logarithms directly. gcrypt’s moduli
are parameterized so that the best algorithm for computing
discrete logarithms is, indifferently, index calculus in Zp, or
Pollard’s Rho in the subgroup of largest prime order g. For
simplicity, we use the cost of Pollard’s Rho, namely \/7g/2,
as our reference difficulty.

To exploit the leakage, we resort to vOW parallel colli-
sion search (see Section 3), which costs 7-2°"*™> 7 i (x)
modular multiplications, where 2™ is the amount of RAM
available, counted as a number of hash table entries (e.g., for
|p| = 2048 an entry occupies slightly more than 256 bytes).
Both Pollard’s Rho and vOW can be parallelized with a linear
speed-up (Section 5.1-3 of van Oorschot and Wiener?*?), justi-
fying the comparison.

The last two columns of Table 2 report the base 2 loga-
rithm of the expected efforts of Pollard’s Rho, and of vOW
assuming a hash table with at most 2 entries (note that even
this “little” memory is quite unrealistic). Comparing the col-
umns, the leakage of windowed exponentiation does not
appear to be a serious threat for the average gcrypt secret
key. However this assessment is deceiving on two accounts:
(a) the standard deviation of H, (x) is rather large, and thus
some keys will be much easier to break than others; and (b)

¢ Since in practice g is unknown to an attacker, this ignores the cost of fac-
toring p — 1 first, but accounting for it would only make the side channel at-
tack look better.

Table 1. Per bit statistics of the entropy H_(x) as n — oo for different
values of the window width w.

window width w n o?

2 7/24 0.058449
3 7/16 0.098632
4 341/640 0.126731
5 925/1536 0.145411

Table 2. Group (Igl) and secret exponent (Ix|) bit sizes, and window
size (w) used by gcrypt for each modulus size (Ipl). E(H,(x)) is

the mean leakage entropy estimated using Table 1. “Pollard”
indicates the (base 2 log of the) expected running time of Pollard’s
Rho algorithm in a group of size g, as a number of modular
multiplications. “vOW” indicates the expected running time of van
Oorschot and Wiener’s algorithm using a table of 2°° entries.

Ipl Iql IxI w E(H,(x)) Pollard vOW
1024 166 250 3 108.94 82.65 63.04
2048 226 340 4 180.62 11315 114.77
3072 270 406 4 215.79 13465  141.40
4096 306 460 4 244.56 15265 163.16




gcrypt is assumed to be secure even when it operates on
secret keys generated by a different library, as long as these
are valid OpenPGP keys. Some libraries, such as Crypto++,
generate secret exponents with as few as |g| bits, their keys
are thus easier targets.

Taking for reference the most commonly used modulus
size |p| =2048, Crypto++ exponents are between 1 and 226
bits long, and the window size used by gcrypt is at most
w = 3, leading to an average entropy of 98.0 bits. Worse still,
more than one in 10,000 keys is expected to have at most
80 bits of leakage entropy: for such a small search space,
vOWis expected to only require 2°° modular multiplications
(roughly 2*° Geycles in software) for a hash table of 2% entries
(roughly 4 TiB). We thus conclude that attacking a non-
negligible proportion of Crypto++-generated public keys
within gcrypt’s decryption routine is well within reach of
a moderately resourceful adversary.’

5.3. Proof of concept

To confirm the reality of the threat, without going as far as
spending several thousands of dollars, we implement a sim-
ple parallelized BSGS using GMP 6.1.2, and test it on a node
equipped with 20 Xeon E5-2640 cores clocked at 2.40GHz
and 64GiB of RAM. Due to memory contention, the parallel
speed-up is sublinear, nevertheless, we observe a speed-up
slightly above 10x using all 20 cores, thus justifying our prefer-
ence for BSGS over the more complex vOW algorithm which
is marred by larger constants. Our implementation uses hash
table entries of 16 bytes, independently of the modulus size;
the node can thus accommodate for tables with as many as 2%
entries, ensuring the running time scales like the square root
of the entropy, up to 64 bits of entropy. Figure 3 plots the run-
ning time of BSGS for increasing values of H (x), and super-
imposes the cumulative distribution function of H (x) for
Crypto++and gcrypt, indicating what percentage of keys is
broken in a given time. Since BSGS is deterministic, we use for
the benchmarks the exponent that is tested by BSGS last, thus
the expected running time for an average exponent of given
entropy is half the time reported in Figure 3.

T At the time of writing, 8 Amazon EC2 r6g.metal instances with 0.5 TiB of
RAM and 64 virtual CPUs each cost about 12,0008 per month.

Figure 3. Running time of BSGS for increasing values of the entropy
H,(x), on our node equipped with 20 cores and 64GiB of RAM. The
dashed line indicates extrapolated running times. Also represented
the cumulative distribution functions of the normal distributions of
parameters (225 - 7/16, 225 - 0.098632) and (339 - 341/640, 339 -
0.126731), approximately corresponding to the entropy distributions
of Crypto++ and gcrypt for a modulus of 2,048 bits.
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As a final confirmation, we instrument the Crypto++
code to generate random secret exponents in a tight loop,
and output them along with their leakage entropy. Over 2%
samples, we obtained a 226 bits exponent with 62 bits of
leakage entropy. Our probing strategy described in Section
6 produces the expected leakage pattern, from which our
BSGS code recovers the exponent in approximately 30 min
using 20 cores.

6. PRACTICAL EXPLOITATION

In this section, we prototype the attacks described in
Section 5 to show that practical exploitation is possible.
The attacks are mounted on a Core i7-8650U CPU with
Ubuntu 18.04.5. We demonstrate how FLUSH+RELOAD
may be employed to extract leakage from the sliding win-
dow modular exponentiation implementation of gcrypt
and use that to obtain full key recovery. The exploitation
of gcrypt presents interesting aspects for two reasons:
(i) the library was patched to protect its modular exponen-
tiation routine against cache-based side channels attacks
highlighted by Yarom and Falkner* and by Liu et al.*; and
(ii) the attack can be conducted on commodity hardware
specifically owing to the ElGamal interoperability issues
highlighted in Section 2.

6.1. Threat model

We consider a victim process that uses a private key to
decrypt ElGamal ciphertexts. We assume the attacker has
knowledge of the victim program and of the specific decryp-
tion algorithm thatis used. We also assume that the attacker
may cause the victim process to execute, for example,
because the victim uses a PGP-enabled mail client that auto-
matically decrypts emails upon reception. Consequently, we
assume that the attacker is able to synchronize side chan-
nel measurements with the victim execution. No physical
access is required to perform the attacks. Given that we tar-
get cache-side channels, the attacker may either be local, or
it may be running on a different, colocated, VM. The for-
mer may target any cache level, the latter may only target
LLC (unless the VM is hyperthread-colocated). Wlog we
conduct the exploitation against the L1 cache: as shown by
Liu et al.,** the same exploitation may be achieved against
higher cache levels.

6.2. Environment

We target the function gcry mpi powm of the latest ver-
sion gcrypt shipped by Ubuntu 18.04.5 LTS. The function
implements the approach described in Figure 2. The imple-
mentation takes a few precautions to avoid leaking sensitive
data and instruction cache accesses. In particular, it hides
(i) whether the operation at line 8 is a modular multiplica-
tion or squaring; and (ii) whether, at line 7, W is initialized
with R or with an entry from table T (and in that case, it also
hides which position e, of the table is loaded). This is accom-
plished by way of a conditional memcpy-like operation
(mpi_set cond) that—depending on whether a flag argu-
ment is one or zero—copies a source operand into a destina-
tion operand, or leaves the destination operand unchanged.
Masking is employed to ensure that an attacker cannot learn
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the nature of the operation by observing the control flow or
changes to data or instruction cache. Furthermore, the flag
is set using branchless operations.

Despite these precautions, considerable leakage can
still be obtained by an attacker who can observe control
flow-dependent cache perturbations: in particular, the full
setofvaluesc, ..., ¢, can be recovered by counting the num-
ber of iterations of the for the loop at line 6 for each of
the iterations of the loop at line 4. The attacker may obtain
this information by monitoring the state of the instruc-
tion cache line that contains code that is executed as part
of an iteration of the outer loop and not of the inner loop.
In practice, this can be achieved with the FLUSH+RELOAD
side channel applied on a line of the instruction cache that
is executed once per outer loop before the start of the inner
one. The probe reveals when such a cache line is executed,
and the time between two probes would depend on the
execution time of the inner for loop. Crucially, the latter
depends on the set of values c,, ..., ¢,, which would thus
be leaked. This strategy is applicable to the gcry mpi
powm function: the implementation inlines the logic to
determine the ¢,values between the start of the first and the
start of the second loop and so it fills more than one cache
line; the invocation of the multiplication in the inner loop
makes one iteration sufficiently long and constant-time so
thatinter-probe timings measurably encode the number of
iterations of the inner loop.

6.3. Evaluation
Tovalidate that the assumptions are correct, we prototype an
end-to-end attack in the SMT-colocated threat model. The
prototype uses two SMT-colocated processes, attacker and
victim. The victim process may be triggered by the attacker
to perform ElGamal decryption. We use Crypto++ to gener-
ate a 2048-bit ElGamal instance. The attacker process uses
L1i FLUSH+RELOAD on the virtual address of the memory-
mapped libgcrypt.so a shared object that contains
code that is executed by the outer loop before the inner loop
begins. To collect side channel data, the attacker partitions
time into N slots using the rdtsc instruction: at the begin-
ning of each slot, the target line is loaded into the cache
and the access time is measured; after that, the cache line is
flushed and finally, the remaining (if any) time of the slot is
spentin a busyloop. Aswe shall discuss later, we do not have
to change any of the settings that might influence the run-
ning time of the operation (e.g., ¢/p states or Turbo Boost).
The attacker thus collects N timing samples for load instruc-
tions from the target cache line. We establish a threshold for
the target system to determine whether the load is likely to
have been served from the cache (cache hit). We then collect
10,000 measurements by repeatedly triggering the victim.
We keep track of each slot across all runs with a set of per-
slot counters, all initialized to zero. For each run, whenever
the sample of a slot indicates a hit based on the threshold,
we increment the value of the corresponding counter.
Figure 4a plots the value of the counter of each slot for
all runs. While patterns are discernible, the leakage cannot
be obtained yet without further data processing. We employ
a clustering strategy based on execution time, under the
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hypothesis that Figure 4a contains samples that are gener-
ated at different clock frequencies. Influencing factors are
likely to include p-states, c-states, frequency scaling, and the
power state of certain execution units. Figure 4b confirms
the hypothesis: it plots a histogram of the running times
for the operation. The distribution of running times has a
long tail, but most of the mass is concentrated in the three
peaks. We use this information to cluster samples and show
the results of the clustering in Figures 4c and 4d, showing
probes whose running time falls in the interval covered by
the highest, and second highest peak, respectively. The peak
intervals in Figures 4c and 4d accurately encode the ¢, leakage
for the key used in the exponentiation. Figures 4c and 4d are
identical modulo a scaling factor which depends on the dif-
ference in running time. With the leakage thus obtained, we
refer back to Section 5 for a detailed description of how the
secret exponent is fully recovered.

7. CONCLUSION

We analyze one of the oldest, best understood and most
historically used asymmetric encryption schemes,
ElGamal.® We reveal that despite its popularity and lon-
gevity, when we speak about ElGamal we are referring to
several different flavors of it, with key choices being left at
the discretion of vendors and implementers. We show how
some of these choices create interoperability challenges
that lead to insecurity. We propose two “cross-configura-
tion” attacks that are attributable to different, and—from
a security standpoint—incompatible, configurations that
operate together in the interconnected OpenPGP ecosys-
tem. We believe our work can improve the security of the

Figure 4. FLUSH+RELOAD attack using 10,000 decryption operations
with gcrypt's modular exponentiation function. a): number of
samples with an icache hit on the target cache line across all runs.
b): histogram of the running times (tsc count) for the operation. c) as
a) but only considering samples whose total running time lies in the
[2.25 - 10%, 2.31 - 10°] interval. d) as a) but only considering samples
whose total running time lies in the [2.2 - 105, 2.25 - 10°] interval.
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OpenPGP community and influence the new revision of
the standard that is being drafted at the time of writing.
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CAREERS

Daegu Gyeongbuk Institute of Science
& Technology (DGIST)

2023 DGIST Tenure-Track Faculty Public
Invitation

It is an honor to have a professor with excellent
ability to realize the vision of a Convergence
University that changes the world with innova-
tion through convergence education and leading
high-tech research along with respect.

1. Positions

1) Department of Physics and Chemistry

2) Department of Electrical Engineering and
Computer Science

3) Department of Robotics and Mechatronics
Engineering

4) Department of Energy Science and
Engineering

5) Department of Brain Sciences

6) Department of New Biology

7) Interdisciplinary Engineering

2. Date of Appointment

September 1st, 2023

(Appointment date can be adjusted in consul-
tation with department)

3. Qualification

» Encourage support for female scientists

» Ph.D Holder with ability to teach in English
required

» Have no disqualifiers for DGIST full-time faculty
appointment

4. Required Documents

» DGIST application form (Apply after accessing
faculty.dgist.ac.kr website)

» 5 representative achievements

» (Not Passed to submit less than 5 representa-
tive achievements)

» 3 Letters of Recommendation(LOR)

» (Please fill out the list of 3 referees or more on
your appointment application. Each referee must
mail or email a LOR to the department responsi-
ble after the applicant moves past the document
screening; at the time of filing the application,
provide the list of referees only.)

5. How to Apply

» Apply after accessing http://dgist.career.co.kr/
» Application Period

» March 31th, 2023 (Fri) ~ April 19th, 2023 (Wed)
18:00(GMT+09:00)

6. Procedure

Document Screening & Department Interview
(May~June 2023) ~ Final Interview (Jul., 2023) ~
Faculty Personnel Committee (Jul., 2023)

Above Schedule is variable depending on DGIST
internal situation

Results of each step will be individually noti-
fied via email
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7. Support for Gender Equality & Work-life Balance
1) During Pregnancy
2) Post Pregnancy
3) During Parenting

8. Matters of Consideration
» If there is no qualified person, no one can be
invited
» A notice of invitation will be sent to each
candidate; an appointment for fixed-term on
the agreement to the terms and conditions of
employment, with the possibility of further
renewal, promotion, or tenure, etc.,based on
review.
» Appointment shall be canceled in case of

1) a false entry or modification is found in the

application form,

2) impossible to obtain a Ph.D. as of appointment
» If a successful candidate or persons connected
with that person involves solicitation, pressure,
or the offering of favors in property, etc., that
candidate will be subject to cancellation of accep-
tance and appointment.
» Appointment will be limited if the candidate is

subject to disqualifications, set out in the State
Public Officials Act, Article 33, or DGIST Regula-
tion on Faculty Personnel Management, Article 12.
» Other matters not specified in this announce-
ment follow DGIST regulation on Faculty Person-
nel Management & related regulations

» If you have any question, please contact
Academic Affairs Team at DGIST

- E-mail : faculty@dgist.ac.kr

- Web-page : http://dgist.career.co.kr/

University of Verona - Italy
Department of Computer Science
Open-rank tenured positions - Associate
Professor (PA) or Professor (PO)

We are looking for candidates with an excellent
publication record, an internationally visible re-
search profile, a clear potential to promote and
lead research activities, and an interest in teach-
ing students at all levels (BS, MS, PhD).

We aim at recruiting a researcher with a
strong background in one of the following areas:

NATIONAL
ACADEMIES

Sciences
Engineering
Medicine

VOL. 66 | NO.6

ARL Distinguished Postdoctoral Fellowships

The Army Research Laboratory (ARL) Distinguished Postdoctoral
Fellowships provide opportunities to pursue independent research in
ARL laboratories. Fellows benefit by working alongside some of the
nation’s best scientists and engineers, while enhancing the mission
and capabilities of the U.S. Army and the warfighter in times of both
peace and war.

Fellows must display extraordinary abilities in scientific research
and show clear promise of becoming future leaders. Candidates are
expected to have already successfully tackled a major scientific or
engineering problem or to have provided a new approach or insight,
evidenced by a recognized impact in their field.

Fellowships are one-year appointments, renewable for up to three
based on performance. The award includes a $115,000 annual stipend,
health insurance, paid relocation, and a professional travel allowance.
Applicants must have completed all requirements for a Ph.D. or Sc.D.
degree by October 1, 2023 and may not be more than five years
beyond their doctoral degree as of the application deadline. For more
information and to apply visit www.nas.edu/arl.

Online applications must be submitted by
July 13,2023 at 5 PM Eastern Time.
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Artificial Intel-ligence, Theory, Software Engi-
neering and Security ( see Research areas ).

Verona is a charmingly beautiful, well-
connected city of Roman origin, with an excep-
tionally high quality of life,and a strategic position
between central Europe and the Mediterranean.

Applications (and questions regarding the
application process) should be sent to segreteria.
di@ateneo.univr.itandmustcontain:Amotivation
letter, with a specification of the level in which
the candidate is interested (Associate Professor
or Professor); A curriculum vitae, with a brief
re-search statement;Alistof selected publications
(atleast 5 and no more than 12).

Based on the received expressions of inter-
est, the Department will decide whether to open
an official call and which selection procedure to
follow, including direct recruitment procedures
(e.g., Law 240, art. 7, comma 5bis).

All expressions of interest will be given proper
consideration.

The Department of Computer Science of the
University of Verona adheres to EU and Italian
laws against discrimination based on sex, gender,
age, ethnicity, sexual orientation, marital status,
disability, or reli-gion, and it appreciates and
welcomes diversity and inclusion in all forms.

Woodhaven Lumber & Millwork, Inc.
Systems Administrator

Woodhaven Lumber & Millwork, Inc., D.B.A,
Woodhaven Lumber & Millwork, is seeking one

(1) full-time Systems Administrator in Lakewood,
New Jersey. Full-time employment is a 40-hour
work week. The responsibilities and require-
ments are as follows:

Job Duties:
1.Run day-to-day operations of the Informa-
tion Technology (IT) Department;

.Maintain computer hardware, including
personal computers, laptops, Chrome box-
es, Chromebooks, servers, network, wiring,
Sonicwall network appliances, switches,
Access Points, scanners, printers, pin pads,
GPS units and transceivers, full pump soft-
ware, Internet Protocol (IP) phone system,
fax lines, plain old telephone service (POTS)
lines, time clocks, and Truss Manufacturing
computers;

.Maintain computer software, including
Microsoft SQL Server, Microsoft Server, Mi-
crosoft Active Directory, DNS, DCHP, VPN,
Google, Microsoft Office, backup and Anti-
virus, Kitchen and Truss Designer software,
and Epicor Bistrack;

. Setup and configure new PC workstations

]

w

'

5. Setup new users;

6. Provide help to user’s hardware and software
requests;

7.Maintain physical inventory cycle count pro-
cedure;

8.Create SQL queries for dashboards and
Smart Views;

9.Handle network performance, disaster re-

covery, and security measures;

10. Handle network and domain issues includ-
ing domain and network security, DHCP,
DNS, VPN, NAS, Active Directory;

11. Develop IT Capital Projects for upgrades to
IT infrastructure;

12. Work with vendors regarding software and
hardware-related purchases and inventory-
related technology information sharing;
and

13. Work with Microsoft SQL server, Microsoft
Windows, Apple OS X, MS Office, Google
G-Suite, Microsoft Sever, Active Direc-
tory Management, MAC and PC hardware,
printers, scanners, computer peripherals,
and mobile devices (I0S and Android).

This position supervises the work of Comput-
er User Support Specialists.

Education and Experience Requirements:
Minimum of a Bachelor degree in Information
Science, Information Systems, Information
Technology, or Computer Science (the foreign
equivalent of a U.S. Bachelor degree accepted),
and twelve (12) months experience in Systems
Administration, Network Administration, Data-
base Administration, Server Administration, Web
Administration, or Network Security Systems Ad-
ministration.

How to Apply: Email cover letter and resume
to Laura Brown, Human Resources Manager, at
Ibrown@woodhavenlumber.com. Note “Systems
Administrator” in the email subject line.

Woodhaven Lumber & Millwork, Inc. is an
EEO/AA/ADA/V employer.

ADVERTISING IN CAREER OPPORTUNITIES

How to Submit a Classified Line Ad: Send an e-mail to acmmediasales@acm.org. Please include
text, and indicate the issue/or issues where the ad will appear, and a contact name and number.

Estimates: An insertion order will then be e-mailed back to you. The ad will be typeset according
to CACM guidelines. NO PROOFS can be sent. Classified line ads are NOT commissionable.

Deadlines: 20th of the month/2 months prior to issue date. For latest deadline info, please
contact: acmmediasales@acm.org

Career Opportunities Online: Classified and recruitment display ads receive a free duplicate
listing on our website at: hitp://jobs.acm.org

Ads are listed for a period of 30 days.

For More Information Contact:
ACM Media Sales
at 212-626-0686 or

acmmediasales@acm.orq

JUNE 2023

VOL. 66 | NO.6

COMMUNICATIONS OF THE ACM 117


mailto:lbrown@woodhavenlumber.com
mailto:acmmediasales@acm.org
mailto:acmmediasales@acm.org
https://jobs.acm.org
mailto:acmmediasales@acm.org
mailto:segreteria.di@ateneo.univr.it
mailto:segreteria.di@ateneo.univr.it

last byte

[CONTINUED FROM P. 120] the Alto,
and the Ethernet had to fit on a card. So,
that was my second takeaway from the
trip: radio is a non-starter. But because
we had started with radio and then be-
grudgingly went to cable, that led into
the name ‘Ethernet.’ The original name
of Ethernet was actually the Alto-ALO-
HA Network, because it connected Altos
and used ALOHA for taking turns. It was
only in the so-called invention memo
(http://bit.ly/406xDDi) that we changed
the name to ‘Ether.’

Irealize you have been telling this story
for a long time, but can you summarize
what stands out for you now about the
technical decisions you made while
building Ethernet?

There were three technological de-
cisions that we all thought were impor-
tant at the time. Now, 50 years later,
there are three other things that I see
as really important.

Let’s start with the original list.

Here were the three things that we
built Ethernet around. One of them was
coaxial cable. We chose it because there
was a device in the cable called the Jer-
rold tap, thanks to my friend David Lid-
dle, who came from the cable industry.
Through the Jerrold tap, you could tap
into the coaxial cable without cutting it.
That meant we could keep the network

up while we were installing a new PC.

Number two, we chose an encod-
ing technique called Manchester en-
coding. That’s the transceiver—the
thing that drives the cable by taking
it up to several volts, then letting go.
Manchester is the simplest possible
encoding. In each bit’s cell, the trans-
ceiver is on half the time. If it’s a one,
it’s on and then off. If it’s a zero, it’s
off and then on.

It had other features, too. Using
Manchester meant that, if you were
sending a packet, the network was off
half the time—so if you were not trans-
mitting this very instant and someone
else was, you could see it. You could
do collision detection. The other fea-
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ture of Manchester is that it has an im-

plicit clock in the middle of every bit’s
cell. Each bit either goes up to down
or down to up, and that’s the ticking
of the clock. That meant that Ethernet
did not need a central clock, because
every packet had the clock in it during
these transitions.

Third, we needed a way for the sta-
tions to take turns. That brings us
back to randomized transmission. So,
randomized transmission, the Jerrold
Tap, the Manchester Encoding—that
was Ethernet.

And now the list is different.

But it still has three items on it.
Three is my favorite number. So, first
of all, Ethernet brought packets to the
desk. Before that, only characters got to
the desk, which limited what you could
do. The TELNET Terminal Protocol ran
in big time-sharing machines instead of
onyour little PC. Ethernet changed that.

Two, the packets came really fast.
Ethernet began the tradition of abun-
dance. It was 10,000 times faster than
what it replaced—not ten, 10,000.

Third, Ethernet joined this novel
thing of standardizing. The Ethernet
standard went right into the IEEE 802,
which did a fabulous job of standardiz-
ing it. In hindsight, those three things
mattered more than the three technol-
ogy decisions.


http://bit.ly/406xDDi

What do you think about when you
think about Ethernet’s future?

Well, it raises the question, what
does the word Ethernet mean? It’s
been 50 years, so it’'s had a chance
to mean a bunch of different things.
Today’s Ethernet is not the one that
David Boggs—may he rest in peace—
and I built in 1973. It’s completely
different. But some invariants have
emerged. One is that Ethernet is an
open standard. Another feature is it’s
faster than anybody needs. It’s in-
teroperable. There was a big debate
back then about certifying things to be
standard. Fine, meet the standard, but
you better be interoperable or you're
not going to last.

But going back to your question, Eth-
ernet was the transition. The Internet
began by connecting time-sharing ma-
chines, principally PDP 10s. Then along
came the personal computer. The first
thing I wrote at Xerox was a TELNET for
the Alto—so you could sit at your Alto
and log into PDP 10s, as if that were in-
teresting. The personal computer and
the Ethernet both happened at exactly
the right time. Ethernet was the tech-
nology that enabled the transition of
the Internet from dumb terminals to
personal computers. Now, the word
Ethernet is a brand. It’s a promise to its
users about things like interoperability
and speed and standardization.

I’'m going to re-ask a question that Rob-
ert Colburn asked you nearly 20 years
ago (http://bit.ly/3n7wSet). What excit-
ing or rewarding or unexpected ways
have people found of using the Ether-
net, in your view?

Twenty years ago? Time flies. I'll
start with automotive Ethernet, which
is gratifying because it’s a new space.
Some of the people who build cars
are planning to put Ethernet in them.
And I've detected that there’s already
a fight between different ways of do-
ing it. It’s very familiar scene. People
recognize the need for standardiza-
tion, but there’s no agreement on

last byte

what the standard should be. Which
has always been the normal situation
of Ethernet.

IoTisalsoahuge space. And there’s
a group called the Ethernet Alliance
that seems to be doing the right thing.
We used to call it co-opetition—you
cooperate on the standard and then
you compete like hell. That’s been
typical of the Ethernet. Ethernet was
protected by patents, which were put
into the public domain. And then my
company licensed it, and suddenly we
had 100 competitors.

Your next career move takes you back
to MIT.

After I retired from the University of
Texas, they made me emeritus—which
I appreciate, although nobody knows
what being ‘emeritus’ means. Then, I
decided my new career would be com-
putational engineer. So I went out and
told everybody, and my alma mater,
MIT, said, “Why don’t you come and
do your computational engineering
here?” I leapt at the chance. Now I'm a
research affiliate of the Computer Sci-
ence and Artificial Intelligence Labora-
tory. My first engagement is simulating
geothermal wells.

Leah Hoffmann is a technology writer based in Piermont,
NY, USA.
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Still Networking

Bob Metcalfe, who co-invented Ethernet networking technology,
continues to take on new challenges as a computational engineer.

ACM AM. TURING Award recipient Bob
Metcalfe—engineer, entrepreneur, and
Professor Emeritus at the University of
Texas at Austin—is embarking on his
sixth career, as a Computational Engi-
neer at the Massachusetts Institute of
Technology (MIT) Computer Science
and Artificial Intelligence Laboratory
(CSAIL). He is always willing to tell the
story of his first career, as a researcher
at the Xerox Palo Alto Research Center
(PARC) where, in 1973, Metcalfe and
then-graduate student David Boggs
invented Ethernet, a standard for con-
necting computers over short distanc-
es. In the ensuing years, thanks in no
small part to Metcalfe’s entrepreneur-
ship and advocacy, Ethernet has be-
come the industry standard for local
area networks.

Leah Hoffmann spoke to Metcalfe
about the development of Ethernet
and what it has meant for the future of
connectivity.

You published your first paper about
Ethernet in Communications in July
1976 (https://bit.ly/403Sxmm). What
do you remember now about the publi-
cation process?

Well, I wrote the paper in 1974, but
Xerox wouldn’t let me publish it, be-
cause we had to patent everything first.
Then there was a legal review. So the
paper benefited because it got rewrit-
ten 20 times, and I loved the paper be-
cause they let me write it.

You borrowed the name “ether” from
19%-century physics. Then, it was
thought to be a passive, omnipresent
medium for the propagation of light

and gravity. In your conception, Ether-
net would be an omnipresent medium
for the propagation of packets of elec-
tromagnetic signals. The idea is perfect-
ly suited to a post-Wi-Fi world, but how
did you come to it at a time when those

120 COMMUNICATIONS OF THE ACM | JUNE 2023 | VOL. 66 | NO.6

packets were propagated not through
the air, but through coaxial cable?

Well, we didn’t start with cable; we
wanted no wires. And then I went to
Hawaii to see the ALOHAnet. I got two
things from Hawaii. First was this ran-
domized retransmission technique for
taking turns on the channel.

This is the idea—which first reached
you via a 1970 National Computer
Conference paper by Norm Abramson
about ALOHAnet—that if two stations
interfere with one another by trying to
send at the same time, they should try
again at some randomized interval in
the future.

That’s right. The other thing I saw
in Hawaii was an ALOHAnet modem
for driving the radio. That modem was
bigger than [CONTINUED ON P. 118]
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