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Revisiting ACM’'s
Open-Conference Principle

NE OF THE Presidential Task

Forces (PTFs) announced?

by ACM President Yannis

Ioannidis earlier this year

focuses on “Open Science.”
I would like to see that PTF develop a
detailed set of guiding principles for
conference-site selection. Principles,
however, must be translated to con-
crete decisions in the context of a
messy reality. ACM should establish
a standing committee on conference-
site selection to make such decisions
in a deliberate and transparent way.

Let us start with some background.
In March 2017, I discussed® ACM’s
Open-Conference Principle, which
states: “The open exchange of ideas
and the freedom of thought and expres-
sion are central to the aims and goals of
ACM and its conferences. These aims
and goals require an environment that
recognizes the inherent worth of every
person and group, that fosters dignity,
understanding, and mutual respect,
and that embraces diversity.”

I addressed the tension between
this principle and some (then) recent
political developments. In 2016-2017,
many U.S. state legislators considered
or enacted legislation that restricted
access to multiuser restrooms, locker
rooms, and other sex-segregated fa-
cilities based on a certain definition
of sex or gender (“bathroom bills”). In
response to the North Carolina bath-
room bill, ACM’s SIGMOD Executive
Committee moved its 2017 conference
out of North Carolina to a new location.
I was critical of that decision.

I argued the bathroom-bill issue was
dwarfed by an Executive Order issued

a https://bit.ly/3FWLtQB
b https://bit.ly/3HPnrrA

by U.S. President Trump in January
2017, which banned nationals of seven
Muslim-majority countries from enter-
ing the U.S. I asked whether ACM should
respond to the travel ban by moving all
conferences out of the U.S. I concluded
that boycotts may feel right, but they are
rarely productive.

Well, the world has become even
more complicated since then. In Febru-
ary 2022, Russia launched a full-scale at-
tack against Ukraine, starting the largest
military conflict in Europe since World
War II. The invasion also caused the
largest refugee crisis in Europe. Russian
military forces also launched attacks on
civilian targets, including hospitals. In
response to this brutal aggression, many
corporations and associations have sev-
ered relationships with Russia.

ACM, however, stayed silent for a
while on the issue of conferences in
Russia. In March 2022, I started a peti-
tion calling on ACM to declare publicly
that, while this invasion continues: ACM
will not hold or plan to hold any confer-
ence in Russia, and ACM will not be af-
filiated with any conference in Russia.
Inresponse to the petition, on March 23,
2022, ACM posted on its website the fol-
lowing text: “On March 3, 2022, ACM’s
Executive Committee decided not to
hold any conferences in Russia while the
conflict in the Ukraine and the humani-
tarian crisis in Europe continue.”

Obviously, I had changed my mind
on boycotts, at least some boycotts.
Why? I considered Russia’s conduct
to be egregious, so shocking the con-
science, that people of good will from
around the world must show their op-
position to the unprovoked Russian ag-
gression against Ukraine. As I learned,
ACM essentially agreed with me.

Recent political developments in the
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U.S. concerning access to abortion are
further testing my no-boycott stance. In
2022, the U.S. Supreme Court overruled
Roe v. Wade, its own 1973 ruling that
the U.S. Constitution generally protects
a pregnant individual’s liberty to have
an abortion. In response to that, many
U.S. states have passed laws drastically
restricting access to abortion. For exam-
ple, the state of Florida passed a bill in
April 2023 banning all abortions after six
weeks of pregnancy. Note that, as of early
May, ACM is planning to hold its June
2023 Federated Computing Research
Conference (FCRC) in Orlando, FL.

The issue now is the health and
safety of conference participants.
State abortion bans threaten® access
to emergency reproductive care by in-
troducing complex legislative restric-
tions around what counts as a medical
emergency. Pregnant individuals who
are considering attending FCRC’23 in
person may not want to assume this
risk. Avoiding holding fully in-person
ACM conferences in locations with
strict abortion bans is not a boycott.
Rather it is a decision that reflects
ACM’s concern for the well-being of
conference participants. In fact, for
the same concern, the American Phys-
ical Society decided® in 2020 to con-
sider police conduct when choosing
meeting locations.

This is an important and difficult is-
sue, but ACM must address it. Hence
my initial recommendation.

¢ https://bit.ly/44zQyZT
d https://bit.ly/44Ea2MG
e https://bit.ly/3nGfrCp

Moshe Y. Vardi (vardi@cs.rice.edu) is University Professor
and the Karen Ostrum George Distinguished Service
Professor in Computational Engineering at

Rice University, Houston, TX, USA. He is the former
Editor-in-Chief of Communications.
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Hina Elton

BACKGROUND

Bornin Leicester, U.K,;

now living in Brighton, U.K.
CURRENT JOB TITLE/EMPLOYER
Experience Design Director,
Head of Insight and Data,
Foolproof, a Zensar company.
EDUCATION

Ph.D. Human-Computer
Interaction

ECHNOLOGY HAS BEEN a part
of my life since the age of six.
My father was a hardware en-
gineer, fixing all sorts of com-
puters and building various
custom hardware solutions for com-
mercial applications. In the late 1980s,
he brought home our first family desk-
top—the IBM 5150. And then came the
Apple Macintosh Classic. I was fascinat-
ed by the possibilities and tried to learn
as much as I could about how these ma-
chines worked. None of my friends had
computers at home; I felt so lucky.

My mother, a stroke-sufferer since
her early 20s, is challenged both physi-
cally and cognitively. Thus, I was com-
pelled at ayoung age to study technology
and learn how it could improve the lives
of everyone—not just the able-bodied.

I chose to study human factors at
Loughborough University, and during
this time, I gained experience at IBM

CAREER PATHS

INCOMPUTING
From UX to Product:
An Intentional Career Route

Hursley and joined the user-centered
design team. As a usability engineer
intern, I volunteered at HCI confer-
ences to explore potential Ph.D areas
of study, ultimately choosing a CS doc-
toral program at University College Lon-
don (UCL)—the first university to admit
women on equal termswith men. Under
the supervision of the esteemed Angela
Sasse, I developed a framework for the
security industry to optimize operator
performance in collaboration with the
U.K. Home Office and the Metropolitan
Police Service on the design, configura-
tion, and usage of digital CCTV video
to detect crime. My time at UCL coin-
cided with the July 7, 2005 bombings
and ended up being the reason I was
drawn to the field. My research results
were timely and hugely impactful to the
security industry as well as the public.

Since graduating, I've spent 15 years
predominantly within product and
design agencies. I chose the industry
route over academia as I found uni-
versity life quite lonely and wanted to
work with international businesses. I
gained practical experience, working
closely with engineers to learn about
various applications of technology. I
began to understand the complexities,
constraints, and dependencies that
come with software development.

As a user experience (UX) researcher,
I've had the opportunity to conduct
thousands of hours of research with
customers worldwide, observing user
behaviors and workarounds, and
translating these findings into rich in-
sights to empower design change. It’s
been so rewarding to see the impact
different products have on peoples’
lives. But as organizations started
to train teams about product, slowly
shifting away from waterfall to agile
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processes, my level of influence as a re-
searcher became limited.

Over the past five years, I've spent
time learning about product manage-
ment in greater depth. In my last few
roles, I transitioned from UX research-
er to product manager and now expe-
rience design director. As a product
lead, my greatest enjoyment has come
from positively influencing design. Fol-
lowing formal training and practice, I
learned that having a product mindset
is essential for organizations as they
foster a customer-centric approach,
facilitate an iterative product develop-
ment process, and cultivate a culture of
experimentation.

Solving challenges for people and
businesses is what I enjoy. I currently
head up the insight and data practice at
Foolproof, a Zensar product and service
design company. Every day is different
for me, and I love the variety, change,
and challenges in my work. I could be
leading research to inform a product
strategy, facilitating research to inform
ideas and a new product proposition,
or leading cross-functional teams in
executing customer research, analyt-
ics, design, and running experiments
to optimize products. I work with a
wide range of clients, across many in-
dustries, maturity levels, and through-
out the product life cycle, which makes
my work so interesting. If I look back
at my career so far, much of it was in-
tentional due to personal persever-
ance, passion, and encouragement
from my family. The opportunities of-
fered through my professional network
didn’t hurt either. Technology and
people are ever-changing, and the pos-
sibilities are endless. By intentionally
changing roles, you can forge fulfilling
and rewarding career routes.
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The End Is Not Clear

N HIS JANUARY 2023 Communica-
tions Viewpoint, “The End of Pro-
gramming,” Matt Welsh wrote
“nobody actually understands
how large AI models work.”
However, already no one person under-
stands existing large computer systems.
Indeed, no team of people understands
them. Staff turnover and other practical-
ities of real life mean not even the team
that wrote them originally (should it still
exist) nor the team currently responsible
for maintaining them, fully understands
large software systems, which can now
exceed a billion lines of code. And yet
such systems are in worldwide daily use
and deliver economic benefits.
W.B. Langdon, London, U.K.

Author’s response:
It is true that modern software systems
are incredibly complex, but fortunately, with
the exception of programs written to be
intentionally oblique—such as in an esoteric
programming language like Malbolge or
Whitespace—it is, in fact, possible to directly
inspect and understand the source code
of such software directly, either by hand
or with the aid of automated code analysis
tools. A large AI model, on the other
hand, is essentially just a bunch of floating
point numbers. Just as it is impossible to
untangle the operation of the human brain
by inspecting the neuronal connections
under an electron microscope, AI models
are not amenable to direct scrutiny.”

Matt Welsh, Seattle, WA, USA

Theory of Relativity

In his response to Robert Glass’s com-
ments in the February 2023 Communi-
cations Letters to the Editor section,
Editor-in-Chief James Larus asks the
question: Why are more practitioners
not members of ACM? I developed soft-
ware for 44 years and have been a mem-
ber of the ACM less than half thattime. I
have mentioned ACM to my workmates
and distributed articles I thought would
be of interest. My colleagues did not see
the relation between the articles and
their work. Admittedly, many develop-

ers were working on IBM mainframes.
Developers had in-depth knowledge of
z/OS and its subsystems. I cannot recall
any ACM articles that focused on that
platform. What does ACM offer those
developers that write business applica-
tions on z/OS?

I was fortunate to have worked on
0S/2, Linux for z, Windows, and z/OS.
I have learned, and programmed in,
new languages. I have written code that
implemented classic algorithms and
then found uses for them in my work.
I got involved in the Microsoft TEALS
program and found the articles on CS
in education enlightening. Many prac-
titioners work in the same area for their
entire career. Many move into manage-
ment roles. How would membership in
the ACM benefit them?

Personally, I have found member-
ship in the ACM to be of great value. I
do not think I am representative of the
world of practitioners.

Walter Falby, Detroit, MI, USA

Editor-in-Chief’s response:
Stay tuned! The forthcoming
Communications website will allow more
space for articles, and Communications will
use this to publish more material of interest
to practitioners.

James Larus, Editor-in-Chief,

Communications of the ACM

Lausanne, Switzerland

Binary Balancing

Moshe Y. Vardi’s May 2023 Communica-
tions column presents two fundamen-
tal—and inseparable—problems. He
wants ACM to explicitly commit to the
public good.

Problem 1 is there is no agreed-up-
on definition of the public good. Is pro-
abortion part of that good, or is pro-
life? Is fare-beating in the subway part
of that public good (as the May 2023
Communications Law and Technology
column by Kendra Albert and James
Grimmelmann Viewpoint implies)?

Problem 2 is Vardi attempts to hi-
jack the sole primary purpose of ACM,
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letters to the editor

which is to advance computing.

There are far too many political ac-
tivists today insisting all groups must
support their agenda, or else. This just
leads to polarization and divisiveness,
which are clearly growing in society.
ACM must not let this happen.

Alex Simonelis,

Montreal, Quebec, Canada

Author’s response

Alexander Simonelis does not like my
claim that the higher purpose of ACM is to
serve the public good. He is not the only
one. I have been practically accused of
being a Marxist-Leninist because of my
advocacy of the public good.

In response, I would point out that
positioning the public good as the higher
purpose of computing as a profession
is explicitly stated in the ACM Code of
Professional Ethics. Advancing computing
as a science and a profession is therefore
a means, not an end. Simonelis also
bemoans the growing divisiveness of
society. But there is strong evidence this
divisiveness has, to a significant degree,
been brought about by information
technology. So Simonelis is essentially
saying that to avoid divisiveness we should
ignore the role of technology in fomenting
societal divisiveness.

I agree with Simonelis when he says
we do not have an agreement on how to
best serve the public good. As an example,
the Preamble of the U.S. Constitution
essentially says the higher purpose
of the United States is to advance the
public good, and the Constitution is the
mechanism by which the citizens of the
U.S. reach agreement on how to serve
the public good. ACM is an association of
members, so the members, collectively,
will have to decide on how ACM should
serve the public good.

Moshe Y. Vardi, Senior Editor

Communications of the ACM

Houston, TX, USA

Communications welcomes your opinion. To contribute
a letter to the editor, please limit your comments to 500
words or less and send to letters@cacm.acm.org.

Copyright held by authors.
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Unleashing the Power
of Deep Learning

The Massachusetts Institute of Technology’s Vivienne Sze
on how to take greatest advantage of deep learning systems.

Vivienne Sze
Why Businesses
Must Untether

r Deep Learning

b 5 March 16, 2023

https://bit.ly/3NwNqYl

While it is clear that deep learning (a
core technology used in Al-enabled
applications) can deliver tangible re-
sults, the technology’s applications
are still being constrained in several
different directions. Many of the limi-
tations in terms of accuracy and abil-
ity can be addressed in the coming
years as programmers and designers
refine their algorithms and pile on
more training data.

There is one constraint, though, that
seems fundamental to the nature of
deep learning, to the extent that many
developers almost accept it as the price
of doing business: the sheer computa-
tion power required to run it.

Tied to the Cloud

Deep learning involves running hun-
dreds of millions or even billions of
compute operations (for example,
multiplies and additions). The GPT3
model—the foundation for the wildly
successful ChatGPT tool—is reported
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to have used 175 billion parameters,
requiring more than 10* compute oper-
ations to train (which translates to mil-
lions of dollars) and the finished prod-
uct requires clusters of powerful, and
expensive, processers to run effectively.

While this hunger for processing
power is not going to surprise anybody
familiar with the technology, the limita-
tions it imposes extend far beyond the

ey
The GPT3 model is
reported to have

used 175 billion
parameters, requiring
more than 102
compute operations
to train (which
translates to millions
of dollars).
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need to buy more processors. It also
makes it extremely difficult to run deep
learning on a portable device—the kind
of thing that people are likely to have in
their home, bag, or pocket.

This need for processing does not
mean we cannot access Al tools on our
mobile devices, of course. You can eas-
ily open a Web browser on your iPad and
use it to produce all the Al-generated
art, email, and stories you could ever
want, but the resource-heavy computa-
tion is handled in the cloud rather than
locally. This cloud-based setup means
any device, tool, or application looking
to take advantage of deep learning must
be tied to the Internet. Unfortunately, it
is not always feasible to have a reliable
connection. Depending on where you
are in the world, you may have limited
bandwidth. Even if high-bandwidth 5G
connectivity is an option, you may still
face the kind of reliability issues famil-
iar to anyone who has tried to use Al-
enabled speech recognition to switch
songs on a cross-country road trip.

There are, of course, plenty of ap-
plications where a permanent connec-
tion to the cloud is not too much of an
ask. For example, the AI used for au-
tomation at a factory is unlikely to be
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installed somewhere without a decent
Internet connection. However, there
are a huge number of use cases where
we could benefit from local AI (such as
performing the computation locally,
where data is collected, rather than in
the cloud). For those working with sen-
sitive data—for instance, health or fi-
nancial data—sending the data to the
cloud may also pose security or privacy
concerns. For those working on applica-
tions that require a fast reaction time—
for instance, autonomous navigation or
augmented/virtual reality—the time it
takes to send the data to cloud and wait
for aresponse may impose too large of a
latency. To achieve local Al, we need to
change how we think about designing
both our processing hardware and our
deep learning software.

The Limits of Thought

Before we make the mistake of as-
suming the solution is to increase the
amount of processing hardware to
throw at the problem, it is important to
remember that a lack of raw processing
speed is not the only factor that makes
portable deep learning challenging.
Even if we were somehow able to minia-
turize one of the powerful racks used in
cloud computing set-ups, we would still
have to contend with two associated is-
sues: heat, and energy consumption.

These are both perennial challenges
for any computing set-up, but they are
amplified for smaller, portable devices.
A self-driving car can use more than
1,000 watts to compute and analyze the
data from its cameras and other sen-
sors, for example. In contrast, a typical
smartphone processor must run at ap-
proximately one watt. The more power
the processor consumes, the more
heat it produces. Processors in the
cloud can generate so much heat that
they require liquid cooling. This would
not be feasible for a small device trying
to handle deep learning applications
in your pocket or your backpack; not
only is liquid cooling infeasible, but of-
ten you can’t even use a fan, due to the
size and weight constraints of these
portable devices.

Even if we could get sufficient power
into the processor, we still must an-
swer the question of energy storage.
What’s the point in having an Al assis-
tant embedded in your smartphone if
you can only run it for 10 minutes be-
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fore having to find an outlet to recharge
your battery?

Untethering Al

If developers and designers want to em-
brace all the benefits of untethered AI—
whether that means a semi-intelligent
delivery drone or a camera capable of
real-time image processing—we need to
eliminate these challenges. Or, at least,
find a way to mitigate their impact.

The answer comes in the form of
improved efficiency at every possible
level of the equation, from the code we
use to specify the deep learning opera-
tions through to the hardware we run
it on. It’s possible to write algorithms
that take our existing deep learning
concepts but run them more efficiently,
both in terms of computation and pow-
er draw. For example, we are able to trim
areas of code that were valuable during
the Al learning and training process but
serve little use in a finished product.

On the hardware side of things, there
are plenty of ways to make AI and deep
learning technology run more efficient-
ly. Most of the processor hardware we
currently use in our computers to run
our software are generalist—they are
pretty good at handling any application
you throw at them but do not excel at
any individual task. Yet it is possible to
design hardware specially tailored to
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the demands of deep learning. Google
released a chip specialized for the ma-
trix operations in deep learning more
than half a decade ago (https://bit.
ly/3Hw5Nca), while my own team at
MIT has developed one built specifi-
cally for deep learning tasks (https://bit.
ly/3NAmM1F0) that can operate on less
than one-third of a watt and is 10 times
more energy-efficient than a more gen-
eral purpose mobile processor.

We find the greatest opportuni-
ties for improvement when we begin
to think about hardware and software
at the same time. When these two as-
pects work in tandem, we can apply
techniques to eliminate unnecessary
computations and reduce the distance
that information needs to travel across
the physical chip during computations;
both approaches can speed up the chip
and reduce its power and energy con-
sumption.

If carefully applied, these advance-
ments can untether the power of deep
learning, and allow businesses to truly
innovate with intelligent devices.

A Wide-Ranging Benefit
The focus of mywork is on being able to
overcome the hurdles that keep Al tech-
nology tethered to the cloud, but the
benefits of making deep learning more
efficient do not stop there.

Datacenters, for example, are already
infamous for their heavy power draw. As
Alusage becomes more and more main-
stream, it is not hard to predict that a
significant chunk of this power will be
devoted to running deep learning algo-
rithms. If we can develop the technolo-
gy to run these systems more efficiently,
the energy savings have the potential to
be massive, including reducing its car-
bon footprint and helping us move to-
wards a more sustainable future.

These energy savings upstream can
also mean cost savings downstream,
making it easier for more users—with
even more modest budgets—to access
the incredible power of deep learning.
With the age of Al descending upon us,
this can only be a good thing.

Vivienne Sze is associate professor of Electrical
Engineering and Computer Science at the Massachusetts
Institute of Technology (MIT), co-author of the book
Efficient Processing of Deep Neural Networks, and lead
instructor of the MIT Professional Education course
Designing Efficient Deep Learning Systems.
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Chris Edwards

Accelerating Optical
Communications with Al

Communications efficiency helps bring

Pphotonics to artificial intelligence.

HOTONIC COMPUTING HAS
seen its share of research
breakthroughs and deep
research winters, much like
the history of artificial intel-

ligence (AI). Now, with the resurgence
of Al, the huge amounts of energy to-
day’s large neural-network models
need when running on electronic com-
puters is reawakening interest in unit-
ing the two.

More than 30 years ago, during one
of the booms in research into artifi-
cial neural networks, Demetri Psaltis
and colleagues at the California Insti-
tute of Technology demonstrated how
techniques from holography could
perform rudimentary face recogni-
tion. The team members showed they
could store as many as one billion
weights for a two-layer neural net-
work using the core elements from a
liquid-crystal display. Similar spatial
light modulators became the founda-
tion of several attempts to commer-
cialize optical computing technol-
ogy, including those by U.K.-based
startup Optalysys, which has focused
in recent years on applying the tech-
nology to accelerating homomorphic
encryption to support secure remote
computing.

Though some groups are using
spatial light modulators for AI, they
represent just one category of optical
computer suitable for the job. There
are also decisions as to which form
of neural networks best suits optical
computing. Some techniques focus
on the matrix-arithmetic operations
of mainstream deep learning pipe-
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lines, while others focus squarely on
emulating the spike trains of biologi-
cal brains.

What all the proposed systems
have in common is the possibility
that, by using photons to communi-
cate and calculate, they will deliver
major advantages in density and
speed over systems based purely on
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electrical signaling. A 2021 study of
inferencing based on matrix arithme-
tic by Mitchell Nahmias, now CTO of
startup Luminous Computing, and
colleagues at Princeton University
argued the theoretical efficiency of
Al inferencing in the optical domain
could far surpass that of conventional
accelerators based on existing elec-
tronics-only architectures.

The key issue for machine learn-
ing is the amount of energy needed
to move data around accelerators.
Electronic accelerators often employ
strategies to cache as much data as
possible to reduce this overhead, with
major trade-offs concerning whether
temporary results or weights are held
in the cache depending on the mod-
el’s structure. However, the energy
cost of delivering photons over dis-
tances larger than the span of a single
chip is far lower than it is for electri-
cal signaling.

A second potential advantage of
photonic AI comes from the ease with
which it can handle complex opera-
tions in the analog domain, though
the power savings achievable here
are less certain than for communica-
tions. Whereas matrix arithmetic re-
lies on highly parallelized hardware
circuits for performance in conven-
tional systems, simply passing pho-
tons through an optical component
such as a Mach-Zehnder interferom-
eter (MZi) or micro-ring resonator will
perform arithmetic requiring hun-
dreds or even thousands of logic gates
in a digital circuit.

In the MZi, coherent beams of light
pass through a succession of couplers
and phase shifters. At each coupling
point, the interference between the
beams results in phase shifts that can
be interpreted as part of a matrix mul-
tiplication. A 4x4 matrix operation
requires just four inputs that feed
into six coupling elements, with four
output ports providing the result. The
speed of the operations is limited only
by the rate at which coherent pulses
can be passed through the array.

In analog architectures, noise
presents a significant hurdle. Work
by numerous groups on accelerating
inference operations has shown that
deep neural networks can work suc-
cessfully at an effective resolution of
4 bits, but hardware overhead and
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energy rise quickly as resolution in-
creases. These effects may limit the
practical energy advantage of photon-
ic designs.

Estimates by Alexander Tait, assis-
tant professor at Queen’s University,
Ontario, found the potential power-
savings easily eroded by the practical
limitations of today’s optical devices.
Tait calculated just 500 micro-ring
resonators acting as neurons in a
fully connected layout could fit onto
a single 1cm? die using early 2020s
technology. But operating at 10GHz,
it would require a kilowatt of power.
Tait stresses the example shows the
impact of the current need for heat-
ers to tune optical properties. Scaling
and design changes could bring the
energy down dramatically. “The heat-
ers are certainly a solvable problem,”
he says.

One possible direction is to use
phase-change materials like those
used in rewritable DVDs and non-vol-
atile memories. These materials ex-
hibit changes in their electro-optical
properties based on how quickly they
are cooled after rapid heating. But as
they do not need constant heating,
they would result in lower-energy opti-
cal computers if they can be made to
work reliably.

“If you have a phase shifter that is
low energy, there are so many things
you can do in integrated photonics,”
says Carlos Rios Ocampo, professor of
materials science and engineering at
the University of Maryland.

However, there are differences in
how the materials can be applied.
Tait points out that while the energy
of MZi and micro-ring multiplier
implementations are similar today,
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because the tuning needed for MZi
devices is dynamic, the non-volatile
nature of phase-change materials
does not convey as big a benefit as for
micro-rings.

Another factor in favor of optical
processing is that the high bandwidth
and speed of photonic processing
means integration need be nowhere
the level of electronic processing.

“The metric is compute density.
If you do vector or matrix operations
with photonics you don’t need dense
core devices: with the higher speed you
can use the hardware recursively,” says
Bhavin Shastri, assistant professor at
Queen’s University.

A potentially more troublesome
problem for photonic neural networks
lies in the need for non-linear behav-
ior in AI algorithms. Most of the con-
ventional photonic components work
entirely linearly and lack the flexibility
of transistors that can operate in lin-
ear and non-linear regions.

“Non-linear interactions become
quite challenging. Either you need
new materials to enhance the non-
linearities or go to optical-electronic-
optical conversion, and this has to be
done in a very efficient way,” Shastri
says. Today, the delay in electro-opti-
cal conversion reduces the theoretical
throughput advantage of photonic AI.

Rios Ocampo points out that the
semiconductor fab operators who
could build the necessary silicon
photonics chips are reluctant to in-
troduce novel materials into their
processes without a large market
driver. Photonic computing has yet to
provide the necessary demand. Some
help may come from the experience
semiconductor companies have ob-
tained in their decades-long work on
electronic phase-change memories.
This could assist the development of
optical non-volatile memories and
other components that will be useful
in these systems, though most of the
focus in semiconductors has been on
compounds that absorb light. Trans-
parent materials that can be used to
manipulate phase alone would need
far more testing for compatibility with
semiconductor fab equipment.

Despite photonic Al being at an ear-
ly stage of its evolution, several start-
ups have embarked on plans to build
commercial photonic accelerators,



taking advantage of improvements
in silicon-photonics made so far, pri-
marily in response to the needs of
the networking and communications
sector. Communication throughput
remains a key focus in the Al world as
well. Among the small group of start-
ups, Lightmatter is working on both
a photonic accelerator and an opti-
cal interconnect technology that can
be used to improve communications
speed between electronic modules.

Luminous Computing originally
planned to build its own photonic AI
system, but the company has opted
to focus on an electronic accelerator
supported by a photonic interconnect
of its own design.

Luminous president Michael Ho-
chberg says having investigated its
options for a photonic core, “We con-
cluded that the bottlenecks that were
preventing dramatic improvements
were elsewhere in the system.”

A brighter future for full photonic
AI may lie outside datacenter systems,
such as those being built by Light-
matter and Luminous. “This other
community is looking at applications
where electronics fundamentally has
challenges,” Shastri says. “There are
some things you can’t just offload to
a data center. The question then be-
comes: What are those tasks?”

Though the trend was short-lived
at the time, the driver behind re-
search into optical-only routers in
the late 1990s was the belief that it
would be easier to steer packets at
line speed by keeping the data in the
photonic domain and not take the
hit of electro-optical and digital-ana-
log conversion. There are numerous
possible applications where sensor
outputs can be taken and used di-
rectly without having to go through
analog-digital conversion, in contrast
to datacenter systems that work on
stored data.

Shastri points to recent work on
using analog photonic processing to
separate radio transmissions. “It’s a
form of the cocktail-party problem: In
crowded radio spectrum you need to
find and focus on just one signal and
use intelligent ways of processing it.
You can’t just use filtering. The band-
width of electronics is narrow and the
scaling of energy if you use electronic
processing can grow quadratically de-
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pending on the number of channels
or antennas. We showed you can pro-
cess at really wide bandwidths. And
the energy scales linearly.”

Another potential application lies
in optimization tasks as well as predic-
tive control and stabilization for fast-
moving vehicles, such as hypersonic
aircraft. “Where you need to converge
to a solution really fast, photonics can
have an advantage.”

Though much hinges on the abil-
ity to integrate multiple technologies
in a cost-effective way, the massive
demand for data intelligence in a
growing range of applications may
provide photonic computing with
the conditions needed to avoid an-
other R&D winter.
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Chris Edwards is a Surrey, U.K.-based writer who reports
on electronics, IT, and synthetic biology.

© 2023 ACM 0001-0782/23/7 $15.00

JULY 2023 | VOL. 66

NO.

7

NEWS

ACM
Member
News

AT THE INTERSECTION

OF HCI, ML, AND
UBIQUITOUS COMPUTING

, “My brother
had a Timex
Sinclair
computer, and I
got really
excited about

y it,” recalls
Anind Dey, professor and dean
of the Information School at the
University of Washington in
Seattle, WA.

This early interest led him
to earn his undergraduate
degree in Computer
Engineering from Simon
Fraser University in Burnaby,
Canada. Dey later received
master’s degrees in aerospace
engineering and computer
science from the Georgia
Institute of Technology
(Georgia Tech) in Atlanta, GA,
where he also obtained a Ph.D.
in computer science in 2000.

Dey then went to work
at the Intel Research Lab at
the University of California,
Berkeley. He remained there
until 2004, when he joined the
faculty of the Human-Computer
Interaction Institute at Carnegie
Mellon University in Pittsburgh,
PA. Dey moved to the University
of Washington in 2018, where
he has remained ever since.

Today, Dey’s research
focuses on human-computer
interaction, machine learning,
and ubiquitous computing.

“My early work centered
on context-aware computing,
where computational processes
are aware of the context in
which they operate and can
adapt appropriately to that
context,” he recalls.

For the past few years,

Dey has focused on passively
collecting large amounts of
data about how people interact
with their phones and the
objects around them, to use

in producing detection and
classification models for human
behaviors of interest.

“I’'m now focused on
effectively improving the use
of information—the tools,
algorithms, and interaction with
people—to solve problems,”
Dey says.

—John Delaney is a freelance
technology writer based in
Manhattan, NY, USA.
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Neil Savage

The Rise of the Chatbots

How do we keep track of the truth when
bots are becoming increasingly skilled liars?

URING THE 2016 U.S. presi-
dential race, a Russian “troll-
farm” calling itself the Inter-
net Research Agency sought
to harm Hillary Clinton’s elec-
tion chances and help Donald Trump
reach the White House by using Twitter
to spread false news stories and other
disinformation, according to a 2020 re-
port from the Senate Intelligence Com-
mittee. Most of that content apparently
was produced by human beings, a sup-
position supported by the fact that ac-
tivity dropped off on Russian holidays.
Soon, though, if not already, such
propaganda will be produced auto-
matically by artificial intelligence (AI)
systems such as ChatGPT, a chatbot ca-
pable of creating human-sounding text.
“Imagine a scenario where you have
ChatGPT generating these tweets. The
number of fake accounts you could
manage for the same price would be
much larger,” says V.S. Subrahmanian,
a professor of computer science at
Northwestern University, whose re-
search focuses on the intersection of
AI and security problems. “It’ll poten-
tially scale up the generation of fakes.”
Subrahmanian co-authored
a Brookings Institution report released
in January that warned the spread
of deepfakes—computer-generated
content that purports to come from
humans—could increase the risk of
international conflict, and that the tech-
nology is on the brink of being used
much more widely. That report focuses
on fake video, audio, and images, but
text could be a problem as well, he says.
Textgeneration may not have caused
problems so far. “I have not seen any
evidence yet that malicious actors have
used it in any substantive way,” Sub-
rahmanian says. “But every time a new
technology emerges, it is only a matter
of time, so we should be prepared for it
sooner rather than later.”
Thereis evidence that cybercriminals
are exploring the potential of text gener-
ators. A January blog post from security
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software maker Checkpoint said that in
December, shortly after ChatGPT was
released, unsophisticated program-
mers were using it to generate software
code that could create ransomware and
other malware. “Although the tools that
we present in this report are pretty ba-
sic, it’s only a matter of time until more
sophisticated threat actors enhance the
way they use Al-based tools for bad,”
the company wrote.

Meanwhile, Withsecure, a Finnish
provider of cybersecurity tools, warned
of the threat of so-called “prompt engi-
neering,” in which users coax software
like ChatGPT to create phishing at-
tacks, harassment, and fake news.

ChatGPT, a chatbot based on a large
language model (LLM) developed by Al
company OpenAlI, has generated much
excitement as well as fear about the ad-
vances of Al in general, and there has
been a backlash from many technolo-
gists across varying disciplines. There
have been calls to pause AI's develop-
ment, and at press time, a one-sentence
open letter to the public signed by hun-
dreds of the world’s leading AI scien-
tists, researchers, and more (including
OpenAl CEO Sam Altman) warned that
“[m]itigating the risk of extinction from
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AI should be a global priority alongside
other societal-scale risks such as pan-
demics and nuclear war. Microsoft,
which invested in its development,
soon incorporated the chatbot into its
search engine, Bing, leading to reports
of inaccurate and sometimes creepy
conversations. Google also put out a
version of Bard, its own chatbot based
on its LaMDA LLM that had previously
made the news when a Google engineer
proclaimed it was self-aware (he was
subsequently fired).

Despite some early misfires, the text
generated by these LLMs can sound
remarkably like it was written by hu-
mans. “The ability to generate won-
derful prose is a big and impressive
scientific accomplishment from the
ChatGPT team,” Subrahmanian says.

Fake Detectors

Given that, researchers agree it would
be useful to have a way to distinguish
human-written text from that generat-
ed by a computer. Several groups have
developed detectors to identify synthet-
ic text. At the end of January, OpenAl
released a classifier designed to distin-
guish between human and machine
authors, hoping to both identify pos-
sible misinformation campaigns and
cut down on the risk of students using a
text generator to cheat on their school-
work. The company warns its classifier
is not fully reliable; in tests, it labeled
9% of human-written texts as AI-writ-
ten, was unreliable on texts of less than
1,000 characters, and did not work well
in languages other than English.

Bimal Viswanath, a professor of
computer science at Virginia Tech, says
some detectors demonstrated very high
accuracy when their developers tested
them on synthetic text that those devel-
opers had generated, but did less well
with fake text found in the real world,
where the distribution of data may be
different from what was created in the
laboratory and where malicious actors
try to adapt to defenses.
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Al-written text is thought to be de-
tectable because of the way it is cre-
ated. The LLMs are trained on human-
written text and learn statistics about
how often particular words appear in
proximity to other words. They then
make predictions about how likely it
is that a given word is the best choice
to appear next in a sentence and pick
the word with the highest probabil-
ity, generally speaking. Humans show
more diversity in their choices of
words, and that difference in diversity
can be perceived.

Viswanath underscores the diffi-
culty of being able to say for sure why
detectors peg a particular text as real
or fake. They use neural networks and
deep learning to identify hidden pat-
terns in sequences of text, but as with
so much of deep learning, scientists
cannot always identify the patterns.
Attackers also can evade the detec-
tors by modifying their language gen-
erator; having it select slightly fewer
high-probability words, for instance,
can introduce enough randomness in
the word choice to make the text seem
human-generated to a neural network.

That strategy has its limitations. If
a malicious actor is trying to get out
a particular message, they cannot
change the text so much that that mes-
sage is lost. “You have a certain thing
that you want to communicate. You
don’t want to change that underlying
semantic content,” Viswanath says.
That points to a method that might be
better at detecting fake text. Because
the LLM does not really know what it
is talking about, it can inadvertently
select words with different meanings.
For instance, it might start talking
about named places or people, but
within a few sentences it could drift
into a different set of names. “And
then the article may not sound coher-
ent anymore,” he says. Using seman-
tic knowledge to detect synthetic text,
though, is an area that still requires a
lot of research, he adds.

Watermarking

Another approach to identifying syn-
thetic text is building in a hidden pat-
tern when the text is created, a process
known as watermarking. Tom Gold-
stein, a professor of computer science
at the University of Maryland, has de-
veloped a scheme to embed such a pat-

tern in Al-generated text. His system
uses a pseudo-random number gen-
erator to assign each token in a text—
a character or sequence of characters,
often a single word—to either a red list
or a green list. Humans, not knowing
which list a word is on, should choose
aroughly equal proportion of red- and
green-list words within a mathemati-
cally predictable variation.

The text generator, meanwhile, as-
signs extra weight to green-list words,
making them more likely to be chosen.
A detector that knows the algorithm
used to generate the list, or even just
the list itself, then examines the text.
If it’s near half-red and half-green, it
decides a human wrote it; if the green
words greatly outweigh the red, the
machine gets the credit.

It only takes 36 tokens—approxi-
mately 25 words—to produce a very
strong watermark, Goldstein says, so
even individual tweets can be labeled.
On the other hand, it is possible to
weaken or remove a watermark by
having a human or another LLM re-
write the text to include more red-list
words. “The question is, how much
of a sacrifice in quality do you need
to suffer to remove the watermark?”
Goldstein says.

In fact, Viswanath says, every de-
fense can be defeated, but at a cost. “If
you've raised the cost of the attack so
significantly that the attack is no lon-
ger worth it, then you’ve actually won
as a defender,” he says.

Aside from deliberate misuse, text
generators also can generate toxic
content unintentionally. Soroush
Vosoughi, a professor of computer
science in the Institute for Security,
Technology and Society at Dartmouth
University, is working on methods for
countering the antisocial possibilities
of text generation by looking for ways
to make chatbots prosocial. “We devel-
op models that can sit on top of these
language models and guide their gen-
eration,” he says.

For instance, Vosoughi has devel-
oped a classifier, based on ratings from
groups such as the Pew Research Center
that classify news outlets as leaning left
or right politically. The classifier learns
to identify certain words as more in-
dicative of a political bias and steers the
chatbot to give greater weight to neu-
tral terms. It might, for instance, push
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the generator away from following the
word “illegal” with “aliens” and instead
encourage it to write “immigrants.”
Another version waits until the whole
sentence is generated, and then can
go back and change the phrase to “un-
documented immigrants.” The same
sort of approach can be used with, say,
medical information, to make it less
likely the generator will produce mis-
leading advice.

Of course, this approach requires
humans to define the values they want
the LLM to uphold, Vosoughi says, but
at least it can avoid the problem of
models inadvertently generating hate
speech or misinformation.

None of these solutions is perma-
nent, researchers warn. Every success at
labeling or detecting machine-written
text is likely to be met by more sophis-
ticated methods of evading such detec-
tion. That does not mean sitting out
suchan armsrace isan option, Vosoughi
says. “We need to be just one step ahead
of the other side,” he says. “That’s the
best we can do in these situations.”
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Outsmarting
Deepfake Video

Looking for truth, when “it’s becoming

surprisingly easy to distort reality.”

N MARCH 2022, a synthesized

video of Ukrainian President

Volodymyr Zelenskyy appeared

on various social media plat-

forms and a national news
website. In the video, Zelenskyy urges
his people to surrender in their fight
against Russia; however, the speaker is
not Zelenskyy at all. The minute-long
clip was a deepfake, a synthesized
video produced via deep learning
models, and the president soon posted
a legitimate message reaffirming his
nation’s commitment to defending its
land and people.

The Ukrainian government already
been had warning the public that state-
sponsored deepfakes could be used as
part of Russia’s information warfare.
The video itself was not particularly
realistic or convincing, but the quality
of deepfakes has been improving rap-
idly. “You have to be a little impressed
by synthetic media,” says University of
California, Berkeley computer scientist
and digital forensics expert Hany Farid.
“In five years, we have gone from pretty
cruddy, low-resolution videos to full-
blown, high-resolution, very sophisti-
cated ‘Tom Cruise TikTok’ deepfakes.
It’s evolving at light speed. We’re enter-
ing a stage where it’s becoming surpris-
ingly easy to distort reality.”

In some cases, such as the afore-
mentioned TikTok example, in which
a company generated a set of videos
that closely resemble the famous ac-
tor, the result can be entertaining.
Startups are engineering deepfake
technology for companies to use in
marketing videos, and Hollywood stu-
dios are slipping hyper-realistic digi-
tal characters into movies alongside
human actors. Yet the malicious use
of this technology for disinformation,
blackmail, and other unsavory ends is
concerning, according to researchers.
If the deepfake of Zelenskyy had been
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A deepfake video of what appears to be Ukraine president Volodymyr Zelenskyy telling his
countrymen to lay down their weapons and surrender to Russia.

as realistic as one of those Tom Cruise
clips, the synthesized video could have
had terrible consequences.

The potential for nefarious ap-
plications, and the pace at which the
deepfake techniques are evolving, has
sparked a race between the groups gen-
erating synthetic media and the scien-
tists working to find more effective and
resilient ways of detecting them. “We’re
playing this chess game in which detec-
tion is trying to keep pace or advance
ahead of creation,” says computer sci-
entist Siwei Lyu of the University at
Buffalo, State University of New York.
“Once they know the tricks we use to
detect them, they can fix their models
to make the detection algorithms less
effective. So every time they fix one, we
have to develop a better one.”

The roots of deepfake technology
can be traced back to the development
of generative adversarial networks
(GANs)in 2014. The GAN approach pits
two models against each other. In their
paper introducing the concept, Ian
Goodfellow and colleagues described
the two models as analogous to the
“game” between counterfeiters and
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police; the former tries to outwit the
latter, and competition pushes them
to a point at which the counterfeits ap-
proach the real thing. With deepfakes,
the first model generates a synthetic
image and the second tries to detect it
as afake. As the pair iterate, the genera-
tive model corrects its flaws, resulting
in better and better images.

In the early days, it was relatively
easy for people to recognize a fake
video; inconsistencies in skin tone or
irregularities in facial structure and
movement were common. As the syn-
thesis engines have improved, how-
ever, detection has become increas-
ingly difficult. “People often think
they’re better than they are at de-
tecting fake content. We’re falling
for stuff, but we don’t know it,” says
Sophie Nightingale, a psychologist
studying deepfake recognition at Lan-
caster University in the U.K. “We’re ar-
guably at the point where the human
perceptual system can’t tell if some-
thing is real or fake.”

To keep pace with the evolution of
the technology, researchers have been
developing tools to spot telltale signs

SCREEN CAPTURE FROM VIDEO, COURTESY OF THE TELEGRAPH/YOUTU.BE/X17YREV5SL4
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of digital forgery. In 2018, ACM Dis-
tinguished Member Lyu and one of
his students at the University at Buf-
falo were studying deepfake videos
in hopes of building better detection
models. After watching countless ex-
amples and using publicly available
technology to generate videos of their
own, they noticed something strange.
“The faces did not blink!” Lyu recalls.
“They did not have realistic blinking
eyes, and in some cases they did not
blink at all.”

Eventually, they realized the lack of
eye blinking in the videos was the logi-
cal outcome of the training data. The
models that generate synthetic video
are trained on still images of a given
subject. Typically, photographers donot
publish images in which their subjects’
eyes are closed. “We only upload images
with open eyes,” Lyu explains, “and that
bias is learned and reproduced.”

Lyu and his student created a model
that detected deepfakes based on the
lack of eyeblinks or irregular patterns
in eye blinking, but not long after they
released their results, the next wave of
synthetic videos evolved. The Zelenskyy
video, while poor in quality, does fea-
ture the Ukrainian president blinking.

The eye-blinking work is reflec-
tive of the predominant approach to
detecting deepfakes: searching for
evidence or artifacts of the generative
or synthetic process. “These genera-
tive models learn about the subjects
they recreate from training data,”
says Lyu. “You give them lots of data
and they can create realistic synthetic
media, but this is an inefficient way
of learning about the real world, be-
cause anything that happens in the
real world has to follow the laws of the
real physical world, and that informa-
tion is indirectly incorporated into the
training data.” Similarly, Lyu has pin-
pointed inconsistencies between the
reflections in the corneas of the eyes
of synthesized subjects and nearly im-
perceptible differences in the retinas.

The deep learning researcher Yuval
Nirkin, currently a research scientist at
CommonGround-Al, developed a detec-
tion method that compares the internal
part of the face in a video with the sur-
rounding context, including the head,
neck, and hair regions. “The known
video deepfake methods don’t change
the entire head,” sayss Nirkin. “They

N
Eventually, they
realized the lack of
eye blinking in the
videos was the logical
outcome of the
training data.

focus only on the internal part of the
face because while the human face has
a simple geometry that is easy to mod-
el, the entire head is very irregular and
contains a lot of very fine details that are
difficult to reconstruct.” Nirkin devel-
oped a model that segments a subject’s
face into inner and outer portions and
extracts an identity signal from each.
“If we find a discrepancy between the
signals of the two parts,” he explains,
“then we can say someone altered the
identity of the subject.” The advantage
of this approach, Nirkin adds, is that it
is not focused on the flaws or artifacts
associated with one particular deepfake
generation model and can thereby be
applied to unseen techniques.

At the University of California,
Berkeley, Farid is pioneering a detec-
tion method that moves even further
away from the focus on specific arti-
facts. Instead of looking for unrealistic
signals, Farid and his students flipped
the task around and designed a tool
that studies actual, verified video foot-
age of a person. The group’s solution
hunts for correlations between 780
different facial, gestural, and vocal
features within that footage to build
a better model of a particular person
and that subject’s facial, speech, and
gestural patterns. Turning your head
while you are speaking, for example,
will change your vocal tract and gener-
ate slight changes in the sound of your
voice, and the model identifies such
links. As for Zelinskyy, among other
things, he has a specific kind of asym-
metry to his smile and certain habits of
moving his arms as he speaks.

The researchers aggregate all these
observations and correlations to create
amodel or classifier of the famous per-
son, such as Zelinskyy. The accuracy
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of the classifier increases as more cor-
relations are incorporated, reaching
a 100% success rate when the group
factored in all 780. When the classifier
studies a video, and multiple features
fall outside the model, then the tech-
nology concludes the sample is not
actually the subject. “In some ways,
we’re not building a deepfake detec-
tor,” Farid explains. “We’re building a
Zelinskyy detector.”

Farid recognizes the synthesis en-
gines are constantly improving; his
group is not publicly releasing the code
behind its classifier in hopes of slow-
ing that evolution. Currently they are
expanding their database and creating
detectors for more world leaders.

Asthe deepfake generators improve,
and the line between real and synthetic
media becomes increasingly difficult
to discern, developing new means of
quickly detecting them only becomes
more important. “Getting that balance
right and making sure people rely on
and trust the things they should and
distrust the things they should not,
that is a difficult but critical thing to
do,” explains Nightingale, the psychol-
ogist and deepfake researcher. “Oth-
erwise, we could end up in a scenario
where we do not trust anything.”
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Legally Speaking
Legal Challenges to
Generative Al, Part I

Questioning the legality of using in-copyright works for training data
and producing outputs derived from copyrighted training data.

ENERATIVE ARTIFICIAL INTEL-
LIGENCE (AI) has captured
considerable popular atten-
tion recently. ChatGPT and
DALL-E have given mem-
bers of the general public opportuni-
ties to use Al systems to generate text
and image outputs for fun and a wide
range of other purposes. Google and
Meta have announced their intentions
to launch similar AI systems soon.
Generative Al has also caught the
attention of lawyers who question the
legality of ingesting in-copyright works
as training data and producing outputs
derived from copyrighted training data.
Lawyers representing four program-
mers (identified so far as John Does)
have, for instance, sued GitHub, Mi-
crosoft, and OpenAl, alleging that
GitHub’s Copilot and OpenAI’s Codex
Al programs have violated laws by us-
ing publicly available open source code
(including programs the Does devel-
oped) posted on GitHub’s site as train-
ing data for their generative Al systems.
Also illegal, say these Does, are Copilot
and Codex outputs of code sequences
in response to user prompts insofar as

the sequences are substantially simi-
lar or virtually identical to open source
code used as training data.

The Does claim to represent a class
of programmers whose legal rights
GitHub and OpenAl have violated.
They want a federal court to issue an
injunction against these generative Al
systems and to award the class $9 bil-
lion in statutory damages.

ey
OpenAl developed
Codex as

a generative Al

model trained

on billions of

lines of publicly
available computer
source code.
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This column focuses on the Doe v.
GitHub lawsuit as the first of a two-part
series on legal challenges to generative
Al A subsequent column will address
two similar lawsuits brought against
Stability AI for its use of images as
training data and for producing out-
puts based on the training data.

Background on Codex and Copilot
GitHub is an Internet hosting service
for software development and version
control. It reports having more than
100 million registered developers and
hosting 372 million code repositories,
including 28 million public reposito-
ries. Microsoft acquired GitHub for
$7.5 billion in 2018.

OpenAl developed Codex as a gen-
erative AI model trained on billions of
lines of publicly available computer
source code, including code available in
GitHub’s public repositories. Codex dis-
cerns statistical patternsin the structure
of existing code. It infers these patterns
based on a complex probabilistic analy-
sis of the training data. In response to a
user’s prompt, Codex produces code to
implement the desired function.
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In June 2021, GitHub and OpenAl
launched Copilot as a cloud-based Al
technology that uses Codex to assist
the development of software. GitHub
users can install Copilot as an exten-
sion to various code editors. Copilot
treats a user’s input to a code editor
as a prompt and generates suggested
code that may be suitable for the devel-
oper’s purposes. Copilot subscriptions
are available to GitHub users for $10
per month or $100 per year.

What Laws Were

Arguably Violated?

Although the complaint says Copilot
and Codex are engaged in “software
piracy on an unprecedented scale,”
it does not actually claim GitHub or
OpenAI have infringed any copyrights.
This is curious because open source
software is generally protected by
copyright and copyright is the legal
basis on which open source licenses
are predicated.

The Does’ most significant claim
is that Copilot and Codex wrongfully
removed copyright notices and other
copyright-relevant information from

open source programs ingested as
training data.

The intentional removal or altera-
tion of copyright management infor-
mation (CMI) from copies of copy-
righted works with knowledge that the
removal or alteration of CMI is likely
to induce, enable, facilitate, or conceal
copyright infringements is illegal un-
der § 1202 of Title 17 of the U.S. Code.

A second principal claim is that
GitHub and OpenAlI have breached
open source license agreements by
failing to respect license terms, such as
requirements to give attribution to the
open source developers whose code
has been ingested and is being used to
generate outputs and to include copy-
right notices in reused code.

The Does charge GitHub and Ope-
nAI with several other legal violations,
including misrepresenting others’ li-
censed code as their own, fraud, unjust
enrichment, and violating California
unfair competition and privacy laws.
This column omits discussion of these
subsidiary claims because the lawsuit
will primarily be focused on the two
principal claims.
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Motions to Dismiss

Lawyers initiate lawsuits by filing com-
plaints explaining the legal theories on
which the lawsuits are based and core
facts that support those legal theories.
If courts uphold at least one theory in a
case, the plaintiffs may be eligible for
certain remedies, such as injunctions
and damages.

After reviewing complaints, defen-
dants’ lawyers sometimes decide to
file motions to dismiss complaints for
failure to state claims on which courts
could grant the remedies requested in
the complaint.

When considering motions to dis-
miss complaints, courts assume that
all of the facts stated in the complaint
are true (even if the defendants’ law-
yers plan to contest their truthfulness
if the court denies their motions).

Instead of filing an answer to the
Does’ complaints, which would typical-
ly admit some allegations, deny others,
and raise defenses, GitHub and Ope-
nAl filed motions to dismiss the Does’
complaints for failure to state claims
on which relief could be granted.

Among other things, GitHub and
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OpenAl point out the Does have not
identified any code in which they claim
rights. Nor have they specified any inju-
ry they suffered as a result of GitHub’s
or OpenATl’s acts. Most of their claims
are speculative and conclusory, not
specific about the elements necessary
to succeed on the merits.

OpenAl also moved to dismiss be-
cause the Does have not identified
themselves. Courts do not usually al-
low plaintiffs to sue anonymously or
pseudonymously absent special cir-
cumstances (for example, when there
isarisk of retaliation). Procedural rules
require plaintiffs to ask a court for per-
mission to file lawsuits as Does. These
Does failed to do this. It is, moreover,
difficult for defendants to formulate
adequate defenses if they do not know
who is suing them.

Removal of Copyright

Information Claims

The big money claim in the Doev. GitHub
lawsuit ($9 billion) asserts GitHub and
OpenAl illegally removed CMI from
source code used as training data.

Section 1202(c) defines CMI as in-
cluding information identifying the
work, its author and/or copyright
owner, terms and conditions for use
of the work, and/or identifying num-
bers or symbols representing identi-
fying information.

To violate § 1202, a defendant must
have intentionally removed CMI from
copies of a work or must have distrib-
uted copies of a work knowing its CMI
had been removed. In addition, a de-
fendant must know or have reason to
know that the CMI removal “will in-
duce, enable, facilitate, or conceal an
infringement” of copyright in the work.

Courts can award anywhere between
$2,500 and $25,000 in statutory damag-
es for each violation of this law. (When
actual damages are difficult to prove,
as with removal of CMI, legislatures
sometimes decide to establish a statu-
tory damage remedy to ensure some
meaningful compensation is available
to victims of a law’s violation.)

This double knowledge require-
ment may be difficult to satisfy in the
Doe v. GitHub lawsuit, as it was in Ste-
vens v. Corelogic. Stevens is a photog-
rapher who specializes in taking digi-
tal photographs of houses on behalf
of real estate agents. Stevens’ photo-
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graphs are typically posted on Multiple
Listing Service (MLS) platforms.

Some metadata about Stevens’ pho-
tographs is automatically created when
his digital camera takes photographs.
He can also add metadata to digital im-
age files manually using photo-editing
software. Metadata embedded in digi-
tal files may be invisible to anyone who
looks at the image.

Corelogic provides software to MLS
for displaying real estate photographs of
houses for sale. Because image files can
be very large, Corelogic resizes the imag-
es and saves the resized images so they
occupy less storage space and load faster
on MLS sites. In the process of resizing
photographs, Corelogic’s software did
not preserve invisible metadata.

Stevens sued Corelogic for violating
§ 1202 because of its removal of CMI
embedded in his photographs. The
Ninth Circuit Court of Appeals affirmed
alower court ruling in Corelogic’s favor,
holding that Stevens had not shown
that Corelogic intentionally removed
the CMI, nor that the removal would fa-
cilitate copyright infringement.

GitHub and OpenAl argue the Ste-
vens case supports their assertion the
Does have not stated a viable claim for
violation of § 1202.

Breach of License Claims

The Does’ complaint identifies some
open source licenses the Does them-
selves have used for software they de-
veloped that they claim GitHub and
OpenAl have wrongfully included in
Codex and Copilot. The Does say these
and other class members’ open source
licenses require attribution and inclu-



sion of copyright notices in any reuses
of their software.

As a defense against the breach of li-
cense claims, GitHub relies both on its
terms of service and on license rights
developers give GitHub when they
choose to make their program code
part of a public repository.

GitHub requires all of its users to
agree to its terms of service. Included
in these terms is a license granting
GitHub the right to “store, archive,
parse, and display ... and make inci-
dental copies” of the users’ code, as
well as to “parse it into a search index
or otherwise analyze it” and “share”
the resulting code in public reposito-
ries with other users.

And when GitHub users decide to
make their code available on its site,
they must choose whether to make
their code repositories private or pub-
lic. Users who decide to make their
repositories public “grant each User
of GitHub a nonexclusive, worldwide
license to use, display, and perform
Your Content through the GitHub Ser-
vice and to reproduce Your Content
solely on GitHub as permitted through
GitHub’s functionality.”

Why No Copyright Claim?

The biggest mystery in the Doe v.
GitHub case is why there is no copy-
right claim in the complaint. One
possibility is the Does are seeking
copyright registration certificates
for their programs. This is a neces-
sary procedural requirement for U.S.
copyright owners who want to sue
someone for infringement.

Another possibility is the Does do
not want to litigate fair use defenses
that GitHub and OpenAI would almost
certainly raise if sued for copyright in-
fringement. (Fair use may not be a vi-
able defense to the CMI removal or li-
cense breach claims.)

Fair uses are not infringements of
copyrights. Courts consider four fac-
tors in making fair use determina-
tions: the purpose of the challenged
use; the nature of the copyrighted
work; the amount and substantiality
of the taking; and harms to the market
for the work.

Existing U.S. precedents seem to
support such a defense if the Does sue
GitHub and OpenAl for infringement.
The closest precedent is the Authors

Guild v. Google case. The Second Circuit
Court of Appeals held that Google had
made fair use of millions of in-copyright
books it scanned to enable computa-
tional analysis of a database of these
books and for purposes of indexing
their contents to serve up snippets of
text in response to user search queries.

The court held that Google had
made transformative uses of the in-
copyright books because the corpus fa-
cilitated greater access to information.
While Google copied the whole of each
book, this was necessary to achieve its
transformative purpose of indexing
book contents for computational anal-
ysis and search. Because Google only
served up three short snippets from
each book, the snippets were unlikely
to undercut the market for the books.

Under the Google decision, ingest-
ing publicly available source code
would seem to be as fair as the scan-
ning of books to index their contents.
And the snippets of code that Copilot
provides in response to user prompts
is analogous to the snippets of text
from books that Google provides in re-
sponse to user search queries. Because
the court found both the scans and the
snippets to be fair uses, GitHub and
OpenAl would seem to have plausible
fair use defenses.

Conclusion

Generative Al has raised some new
technology issues courts have not yet
addressed. While the Doe v. GitHub
complaint raises some interesting
theories of liability, it is far from clear
courts will find Copilot or Codex to be
unlawful. GitHub is arguing Copilot is
socially beneficial because it “crystalliz-
es the knowledge gained from billions
of lines of public code, harnessing the
collective power of open source soft-
ware and putting it at every developer’s
fingertips.” In May 2023, a trial court de-
nied the GitHub and OpenAl motions
to dismiss as to the removal of CMI and
breach of license claims, so the lawsuit
will now proceed to address the merits.
It remains to be seen how receptive the
court will be to GitHub’s and OpenAI’s
defenses.

Pamela Samuelson (pam@law.berkeley.edu) is the
Richard M. Sherman Distinguished Professor of Law at the
University of California, Berkeley, CA, USA.
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Learning to Live with
Privacy-Preserving Analytics

Seeking to close the gap between research and real-world applications of PPAs.

VER THE PAST few decades,

computer scientists and

statisticians have devel-

oped tools to achieve the

dual goals of protecting
individuals’ private data while permit-
ting beneficial analysis of their data.
Examples include techniques and
standards such as blind signatures,
k-anonymity, differential privacy, and
federated learning. We refer to such
approaches as privacy-preserving ana-
Iytics, or PPAs. The privacy research
community has grown increasingly
interested in these tools. Their de-
ployment, however, has also been met
with controversy. The U.S. Census Bu-
reau, for instance, has faced a lawsuit
over its differentially private disclo-
sure avoidance system; opposition to
the new privacy plans garnered sup-
port from both politicians and civil
rights groups.*!!

In theory, PPAs can offer a compro-
mise between user privacy and statis-
tical utility by helping researchers and
organizations maneuver through the
trade-offs between disclosure risks
and data utility. In practice, the effects
of these techniques are complex, ob-
fuscated, and largely untested. While
the interest in PPAs has been growing
particularly among computer scien-
tists and statisticians, there is a need
for complementary social science re-
search on the downstream impacts
of these tools*—that is, the concrete
ripples those technologies may cast
for individuals and societies. In this
Viewpoint, we advocate for an inter-
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disciplinary, empirically grounded re-
search agenda on PPAs that connects
social and computer scientists.

A complete survey of this area of re-
search would vastly exceed the space
limitations for this Viewpoint.* In-
stead, after briefly summarizing what
PPAs are, we focus on discussing how
their rising deployment in real-world
applications has been a cause of con-
troversy, but also why PPAs are prom-
ising tools that both deserve and ne-
cessitate interdisciplinary research
attention.

a For an annotated bibliography of additional
references not included in this Viewpoint, see
https://bit.ly/3121IGHN

VOL. 66 | NO.7

What Are Privacy-

Preserving Analytics?

The term “privacy-enhancing technol-
ogies” (PETs) has been used to refer,
broadly, to methods, tools, or tech-
nologies devised to protect individual
privacy. By the term “privacy-preserv-
ing analytics,” we refer to a particular
subset of PETs that attempt to protect
individual data while permitting some
degree of data analytics.

Some PPAs are defined by specific
methods for ensuring private analysis.
Differential privacy, for example, can
be applied to certain kinds of federated
learning—a class of machine learning
methods in which a model is trained
across multiple devices without send-
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ing the original training data to a cen-
tralized location—as well as to sto-
chastic gradient descent (a common
optimization technique in deep learn-
ing). Homomorphic encryption—an-
other PPA on which applications such
as blind signatures are based—per-
mits computations (including predic-
tive analytics) performed entirely on
encrypted data without access to the
decrypted version of the data. Simi-
larly, the field of multiparty computa-
tion (MPC) is devoted to protocols that
allow multiple parties to participate in
aggregate computations without re-
vealing their private data.

PPAs can also be described by the
privacy definitions they satisfy. Stan-
dards such as k-anonymity—which re-
quires an individual’s attributes match
no less than k other records in a datas-
et—or /-diversity are commonly used to
evaluate the efficacy of particular PPA
approaches, though these standards
have since been shown to be vulnera-
ble to certain re-identification attacks.
For future-proof, formal guarantees,
PPAs may be required to conform to
differential privacy, which bounds the
influence of any individual’s data on
output statistics. These standards are
often achieved using the methods in
the previous paragraph—for example,
Google’s abandoned Federated Learn-
ing of Cohorts (FLoC) proposed to
provide k-anonymity through feder-
ated clustering.® Differential privacy
can also be federated to provide local
differential privacy, where each device
applies a differentially private mecha-
nism before aggregation.

Growing Applications

While several government organiza-
tions have been using, for a long time,
an array of traditional statistical dis-
closure limitation methodologies, in
recent years industry and government
deployments of novel PPAs have be-
come more common. Perhaps the most
high-profile example is the U.S. Census
Bureau’s new Disclosure Avoidance
System (DAS), which provides differ-
ential privacy guarantees for the 2020
Decennial Census. A team of bureau
scientists realized the need for stron-
ger protections after internal research
suggested that published census data
could be linked with commercial data
to re-identify more than 52 million in-

R
PPAs are promising
tools that both
deserve and
necessitate
interdisciplinary
research attention.

dividuals.® The bureau had previously
leveraged differential privacy to release
additional, previously unavailable data
through the 2008 On-The-Map tool.

Another prominent example is
Google’s proposal to replace third-
party cookies with interest-based
alternatives. Using a federated ap-
proach, Google initially proposed
to automatically group users into k-
anonymous cohorts based on their
personal data. More recently, Google
proposed Topics API, a taxonomized
approach to grouping users into much
larger interest categories.®

PPAs are often proposed as a
means to facilitate data sharing with
researchers. In partnership with So-
cial Science One, Facebook released
in 2020 a large, differentially private
set of URLs shared on the platform
to aid studies on social media and
democracy.® Google, LinkedIn, and
Microsoft have also released public
datasets with differential privacy.® Re-
searchers have also extensively dis-
cussed and debated the use of k-an-
onymity to protect individuals’ health
data and satisfy the Health Insurance
Portability and Accountability Act
(HIPAA) Privacy Rule.*

Less publicized applications also
exist. Differential privacy has been ap-
plied in deployed systems including
the Facebook advertising stack: various
internal SQL systems at Google, Uber,
Oracle, SAP, and other tech companies;
and local telemetry in Apple devices.®
Federated learning is even more wide-
spread, deployed in notable products
such as Google’s GBoard keyboard.

Growing Dissent
Our Viewpoint is motivated by the ob-
servation that, as PPAs have grown in

JULY 2023 | VOL.66 | NO.7

viewpoints

<

Engage@Edu.org

Peer-reviewed
Resources for

Engaging Students

EngageCSEdu
provides faculty-
contributed,
peer-reviewed
course materials
(Open Educational
Resources) for
all levels of
introductory
computer science
instruction.

engage-csedu.org

S)

Association for
Computing Machinery

COMMUNICATIONS OF THE AcM 25



viewpaoints

Communications of the ACM
is looking for writers in our
community to contribute
sci-fi short stories, between
1,000 and 1,200 words,

for our quarterly “Future
Tense” section.

Do you have
a great story to tell?
Make contact at

Association for
Computing Machinery

@

JULY 2023

26 COMMUNICATIONS OF THE ACM

ey
Many of the
implementations

of PPAs have

raised controversy
precisely because
they engender

a trade-off between
statistical utility

and data privacy.

popularity in research circles and as
their real-world applications prolifer-
ate, their deployment has also been
met by controversy. For instance, the
introduction of differential privacy
into Census Bureau operations has
been particularly controversial, with
a number of scholars, politicians, and
civil rights groups questioning its use.
Google delayed, and then shelved its
initial third-party cookie replacement
plans after privacy advocates protested,
asserting it would make fingerprinting
and discriminatory advertising easier.’
Social Science One publicly disagreed
with Facebook’s interpretation that
differential privacy was required for
the Facebook URLs dataset, arguing
that merely de-identified or aggre-
gated academic data sharing should
be enough to satisfy the General Data
Protection Regulation and Facebook’s
FTC consent decree.” And researchers
have questioned the use of privacy-pre-
serving techniques in high-stakes set-
tings (such as healthcare), fearing the
utility trade-offs may especially affect
vulnerable minority groups for whom
PPAs may not perform as well.

We believe many of the implemen-
tations of PPAs have raised controver-
sy precisely because they engender a
trade-off between statistical utility and
data privacy. In the census differential
privacy example, demographers and
politicians protested the deleterious
effects that injected noise might have
on critical research and political pro-
cesses. In the FLoC example, privacy
advocates protested the opposite—
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that Google sacrificed user privacy in
order to preserve advertisers’ ability to
precisely target consumers.’

Granted, many studies in computer
science and statistics already analyze
these trade-offs. However, and key to
our point, most approach the issue
from formal perspectives, analyzing
the trade-offs between abstract privacy
parameters (for example, epsilon, for
differential privacy) and abstracted
loss functions (for example, root mean
squared error).! In practice, the util-
ity trade-offs reference concrete, not
abstract, downstream benefits and
harms; politicians are concerned that
their electoral maps will be overhauled
to the advantage of their opponents,
and advertisers are concerned that the
new Topics API will stifle sales.'? Priva-
cy trade-offs, on the other hand, often
live in the realm of risk. Data stewards
(as in the case of the census) must as-
sess the chance of a potentially cata-
strophic reconstruction attack, while
translating complex, probabilistic
privacy parameters into concrete con-
fidentiality guarantees.™ Stakeholders
may have practical preferences and
concerns over these outcomes. How-
ever, the mostly theoretical literature
makes it difficult to assess the ability
of PPAs to satisfy all parties. We argue
there is a need for research emphasiz-
ing empirical methods and participa-
tory approaches involving a diverse
set of stakeholders focusing on down-
stream outcomes and a more holistic
set of consequences.

Downstream Implications, and
Looking at the Bigger Picture

By downstream outcomes, we refer
to empirical studies of the organiza-
tional and managerial considerations
behind PPA development, along with
the impact of their usage on those or-
ganizations in consumer products, in
research, and in policymaking.

For example, in recent work,” we
considered the controversy over the in-
troduction of differential privacy to the
2020 Census and looked at potential
but practical (and empirically measur-
able) implications of a deployment
of differentially private algorithms in
policymaking. Every year, Census esti-
mates are used to guide the allocation
of over $1.4 trillion in federal funding,
including more than $16 billion dollars



in education funding divided among
school districts in 2019. The alloca-
tion of that funding relies on a formula
based on the Census Bureau’s estimate
of the number of children in poverty
across the country. We simulated the
effects of two different kinds of statis-
tical uncertainty on the allocation of
these Title I grants: the effect of noise
injected to achieve differential privacy,
and the effect of existing data error in
the Census Bureau’s estimates. What
we found was that, while enforcing dif-
ferential privacy did cause “misalloca-
tion” of funding relative to the official
allocations, the misallocations caused
by simulated data error were much larg-
er. In other words, our results indicated
the decision to augment privacy only
adds to much larger costs of statistical
uncertainty in census-guided grant pro-
grams. Weakening privacy protections
would do little to mitigate these deeper
disparities—in fact, if respondents are
not confident in the privacy of their re-
sponses, the usefulness of census data
will be further reduced, especially for
harder-to-count groups.

In our study, the addition of differen-
tial privacy exposed deeper flaws in the
way census-guided funding programs
distribute the impacts of statistical un-
certainty. But we also found that simple
policy changes can reduce these im-
pacts, ameliorating the costs of existing
uncertainty and making the addition of
stronger privacy protections less daunt-
ing. Our study shows the trade-offs in-
volving PPAs may not be as stark as they
seem: When PPAs conflict with existing
data infrastructures, scientists and poli-
cymakers have an opportunity to revisit
and improve statistical practices. In-
deed, Oberski and Kreuter" argue that
the constraints imposed by differential
privacy (on repeated and granular anal-
ysis) could act as a barrier to p-hacking
and other dodgy techniques.

We can already see glimpses of more
robust, privacy-preserving research in
studies of prominent, differentially pri-
vate datasets. Evans and King” adapt ex-
isting methods for correcting naturally
occurring data error to help construct
valid linear regression estimates and
descriptive statistics and evaluate their
corrections on the differentially private
Facebook URLs Dataset released in
2020.° Buntain et al.* develop a robust
measure of ideological position on the

same dataset and conduct an extensive
empirical study of news platforms and
audience engagement. In many cases,
these more robust estimators signifi-
cantly reduce the costs of privacy. For
example, Agarwal and Singh? propose
methods for noise-adjusted causal infer-
ence, recovering the results of a seminal
study on import competition with dif-
ferentially private 2020 Decennial Cen-
sus data. And PPAs may require other,
less technical changes with beneficial
side effects—for example, interviews by
Sarathy et al."* with differential privacy
practitioners suggest a need for better
data documentation and more context-
specific education for data analysts.

What Is Next for PPAs?

In theory, PPAs can offer a compromise
between user privacy and statistical
utility. In practice, the effects of these
techniques are still to a large extent
untested. PPAs still pose challenges
for scientists and policymakers. Work
on correcting methods to account for
noise and other privacy protections is
still ongoing, and not all costs can be
mitigated by more robust statistical
practices. For example, studies by Sara-
thy et al.** and others describe practi-
tioners’ struggles with understanding
and successfully applying PPA tools.
And not all applications may be suit-
able for PPAs: some uses may be more
suited to more traditional legal protec-
tions, and some uses may entrench
harmful data practices. For example,
the EFF protested Google’s third-party
cookie replacement not only because
it could aid browser fingerprinting,
but also because any form of targeted
advertising can be used for exploita-
tion and discrimination.” On the other
hand, some uses of PPAs could help
prevent harms like these: for example,
PPAs could help facilitate sensitive
data sharing with auditors, helping
hold online platforms accountable for
discrimination and other harms.

The controversies surrounding the
deployment of PPAs highlight a criti-
cal gap in current research: While the
interest in PPAs has been growing par-
ticularly among computer scientists
and statisticians, there is still a pau-
city of applied, empirical research on
the downstream implications of the
development and deployment of PPAs
across a variety of usage cases. Thus,
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there is a need for complementary
social-science research on the ripples
those technologies may cast—that is,
the impacts of these tools. In the past
couple of years, more applied research
has started appearing. Our hope is that
computer and social scientists will in-
creasingly collaborate on research in
this area to build generalizable knowl-
edge and develop a grounded theory of
the trade-offs involved, thus highlight-
ing both the benefits as well as the bur-
dens of PPA adoption for various stake-
holders in real-world settings.
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Fragility

in Als Using

Artificial Neural Networks

Suggesting ways to reduce fragility in AI systems that include artificial neural networks.

RTIFICIAL NEURAL NETWORKS
(ANNs) are a promising
technology for support-
ing decision making and
autonomous behavior.

However, most current-day ANNs suf-
fer from a fault that hinders them from
achieving their promise: fragility. Frag-
ile Als can easily make faulty recom-
mendations and decisions, and even
execute faulty behavior, so reducing
ANN fragility is highly desirable. In this
Viewpoint, we describe issues involved
in resolving ANN fragility and possible
ways to do so. Our analysis is based on
what is known about natural neural
networks (NNNs), that is, animal ner-
vous systems, as well as what is known
about ANNs.

What Is Fragility?

Engineered systems fall on a continu-
um from robust to fragile. One reason
some ANNs are considered “fragile”
is that seemingly minor changes in
the data they are given can cause ma-
jor shifts in how they classify the data.
Such fragility is often evident when
lab-trained ANN s are finally tested un-
der real-world conditions. A classic ex-
ample of hyper-fragility is an ANN that,
after being trained to recognize images
of stop signs, fails to recognize ones in
which a small percentage of pixels has
been altered.

Inputs: Passively received vs. ac-
tively gathered. First, it must be rec-
ognized that fragility is not unique
to ANNs. NNNs, for example, animal
brains, can also be confused by minor

alterations of inputs. All animals can
be tricked by well-crafted or naturally
arising “lures.” Synthesized optical
illusions are a prime example. In Fig-
ure 1, minor shifts in the relative po-
sitions of light and dark areas within
two nearby bands cause the human vi-
sual system to see either spirals (left)
or concentric circles (right).

However, unlike most ANNs, hu-
man sensory systems ride on mobile
segments of an actor. Shown the illu-
sion in Figure 1, many people vary their
angle of regard and scan pattern, and
some may trace a finger along one of
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the “spirals,” and thereby discover they
have two unlinked circles, not a spiral.
Similarly, people and other animals of-
ten do “double-takes” when uncertain

or when they perceive something novel
or unexpected given a context. In so
doing, they are actively gathering ad-
ditional data to compensate for their
visual system’s fragility.

Stated more generally, when con-
strained to be completely passive,
NNNs can be fragile, but when they
output a categorization with a low
confidence level, the containing ex-
ecutive system typically attempts to

IMAGE BY RAMCREATIVE
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gather more data. In contrast, most
ANNs are implemented as purely pas-
sive receivers of data, with no contain-
ing executive, so we should not be
surprised they often exhibit fragility.
This suggests one powerful way to re-
duce fragility in ANNs: wrap them in
executive systems that trigger active
(“Gibsonian”) data gathering® under
specified conditions.

More sophisticated systems would
detect more of these types of condi-
tions. Perhaps the most general, and
easiest to exploit, are confidence lev-
els of the ANN’s classifications: The
executive can use low confidence lev-
els to trigger second takes. Because
ANNs are based on numerical scor-
ing, it is straightforward to add a con-
fidence metric and a threshold level,
below which the AI would engage ac-
tive information gathering. In other
words, to reduce fragility, Als need
at least the ability to measure the de-
gree of certainty of their perceptual
decisions and, when certainty is low,
do double-takes, for example, acti-
vate usually immobile or dormant
sensors, or secondary data sources.
Nonfragile Als, by design, will with-
hold action whenever uncertainty
cannot be resolved.

Confidence levels can be measured
with purely feedforward ANNs, by
computing an answer to this ques-

|
Engineered systems
fall on a continuum
from robust to fragile.

tion: How strong, relative to correct
past classification episodes, is the
current evidence for applying this
label? But more robustness could
be achieved in ANNs augmented by
feedback, which could also compute
a certainty-relevant metric to answer
the inverse question: Given this pro-
visional label, how well does the cur-
rent input dataset match the typical
input that activated this label on suc-
cessful past classifications?

Autonomous driver Als or aerial
drone Als are inherently equipped
to improve greatly upon passive in-
formation processing of passive data
streams from their sensor suites, be-
cause they move. Movement creates
image sequences, providing rich in-
formation for disambiguation, but
further robustness requires making
the movements responsive to the con-
fidence/uncertainty metrics produced
within the ANNs.

viewpoints

Note also that the uncertainty
threshold for engaging double-takes
can be adaptive. It can be reduced in
contexts where lures are unlikely, but
increased in contexts where lures are
a common threat to accurate classi-
fications. This feature of an AI would
allow it to mimic the flexible way that
humans trade off speed (little or no
pausing for double takes) and accu-
racy (ample time devoted to active
information gathering). There is now
impressive evidence that uncertainty
causes humans to switch from a fast
habitual mode of decision making to a
slower, more deliberative mode.! This
is a hallmark of executive control, and
nonfragile AIs must mimic humans in
this regard.

Single NN vs. multiple diverse NNs.
A second cause of ANN fragility is that
most consist of a single network com-
prising input (sensor-driven) neurons,
inner (hidden) layers of neurons, and
output neurons (indicators or effec-
tors). Even if an ANN is deep in the
sense that it has several inner layers
of neurons, it is nonetheless a single
ANN with a uniform structure and
uniformly applied methods for adapt-
ing connections between neurons and
for processing signal streams. For
example, assume we have trained a
“deep learning” ANN to recognize dog
breeds depicted in photos. That ANN

Figure 1. Left: Concentric circles appear as spirals. Trace one with a finger. Right: Same figure with every 4" small rectangle flipped
eliminates the illusion of spirals.
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may be fragile, that is, it can possibly
be confused by shadows, partial occlu-
sion, alteration of a few carefully cho-
sen pixels, or other minor fluctuations
in the input.

In contrast, real animal (including
human) brains and perceptual sys-
tems are not a single Nj they consist
of many interconnected NNs that dif-
fer widely in anatomy and physiology,
that is, they may have different neural
structures and use distinct learning
processes affected by different com-
binations of modulating signals, for
example, transient neurotransmitter
release events triggered by prediction
errors or uncertainty. These different
neural networks were initially added
to the nervous system by independent
mutation-selection cycles during dif-
ferent evolutionary periods, and have
been further refined in descendant
lineages. They may operate in parallel
or serially.

For example, anatomical and phys-
iological studies indicate that primate
visual systems are highly modular,
with several distinct NNs processing
the same visual inputs differently and
combining their outputs to create the
phenomenon of vision®! and even
blind-sight (the ability to utilize vis-
ible information with no subjective
awareness of seeing). For example,
thalamus, superior colliculus, and
a dozen visual cortices all mediate
perceptual decisions driven by visu-
al inputs. Similarly, in humans and
other mammals, the hippocampus,
amygdala, and cortex—quite differ-
ent brain structures—are all capable
of mediating memory retrieval,** and
memory-guided decisions.

Animals’ cognitive architecture re-
duces fragility by consisting of multiple
very different NNs evaluating the same
stimulus, with each coming to a deci-
sion, plus mechanisms for integrating
the outputs from those various NNs to
produce an overall decision. Thus, out-
puts from distinct NNs can cooperate,
but also compete, to produce a final
decision or behavior. The fragility of
the combined identification is reduced
via weighted voting by non-equivalent
decision agents. As in the colloquial
expression, “two brains are better than
one,” it is also true that one brain with
all anatomically distinct information
processing streams intact is much bet-
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Figure 2. Image of demonstration posted on social media (anonymized).

ter than a brain reduced to one homo-
geneous NN. This relates back to the
active perception theme: binocular vi-
sion reduces visual ambiguity, relative
to monocular vision, and an animal
reduced by injury to monocular vision
can compensate by moving its angle of
regard, then reaching a decision based
on an aggregation of multiple, spatially
disparate, images.®

Some component NNs in a per-
ceptual system produce results faster
than others, which may render deci-
sions by the slower component NNs
moot. For example, if a large object
comes flying at your head, some NNs
in your brain will cause you to flinch,
duck, or throw up your hands to block
it, long before other NNs in your brain
identify the object.*®

N
Als need at least

the ability to

measure the degree
of certainty of their
perceptual decisions
and, when certainty is
low, do double-takes.

JULY 2023 | VOL.66 | NO.7

Consider the following real example
of human perceptual fragility. In spring
2020, there were demonstrations
across the U.S. against police killings of
Black people. Most of the demonstra-
tions were peaceful, but some were not.
Many people posted photos and videos
of the demonstrations on social media.
One such photo (see Figure 2) shows
people walking on a street. The person
who posted the photo expressed horror
that the man on the right was carrying
an assaultrifle, and asked why police—
who were present—did not arrest him,
especially since there had been shoot-
ings at other recent demonstrations.
Several commenters—some of whom
were at that demonstration—pointed
out it was a rainy day (note the open
umbrellas in the background) and
suggested that what the man was car-
rying was just a closed umbrella. The
original poster responded: “Yes, of
course! Duh!” and wondered why she
had perceived a gun. She initially saw
a gun because recent news had trained
one of her NN to expect guns at these
demonstrations. Other people were
less certain and withheld decision un-
til affected by slower NNs that took the
context—the weather and the fact that
other protesters and the police were
not reacting as one would expect to the
presence of someone carrying an as-
sault rifle—into account, suppressing
the alternative “take” that the black
elongated shape was a rifle.



In a decision system comprising
multiple component NNs, the rela-
tionship between the components—
how they interact to produce an
overall decision—is very important,
and can be flexible. For example, the
relative decision speeds of diverse
component NNs influence how they
interact: faster NNs would normally
“win.” Similarly, if the overall system
weights the outputs of its compo-
nent NNs differently, that would also
influence the outcome. But humans
and other animals can learn to exer-
cise “executive control” in which they
context-dependently inhibit the faster
processes if they repeatedly produce
faulty results in a context. This ability
is highlighted in folk wisdom: “Fool
me once, shame on you; fool me twice,
shame on me.”

Perceptual classification vs. proof in
practice. The point just made leads to
a much broader conclusion. An under-
appreciated source of fragility is that in
typical ANNSs, the loss function pertains
only to whether the inputs are being
used to make the best assignment of
the current stimulus to classes/labels.
In the real brain, there is an additional
step involving reinforcement learning
(RL): the final arbiter is whether a clas-
sification can effectively guide behav-
ior that leads to reward.*® Earlier, we
emphasized classification uncertainty,
because the best match may not be a
good enough match. But there are real-
ly two senses of good match. The sense
already highlighted is purely cognitive:
Is the current exemplar similar enough
to the template it best matches to war-
rant a high expectation that it is a true
member of the category?

A second sense is purely practical:
Does the behavior triggered by making
this category assignment actually pay
off? To exemplify, imagine a shop keeper
presented with a $50 bill from customer
X. He cannot see any way that it departs
from his mental template of a genuine
$50 bill: His perceptual assessment
yields high confidence. But after he de-
posits it at his bank, he is notified that
it was rejected as counterfeit. Via rein-
forcement learning, repeated episodes
of this type will cause the shopkeeper
to stop trusting his visual assessment of
$50 bills presented to him by customer
X. In this way, RL teaches an actor that
the best its cognitive system can do, in a

N
There are really

two senses

of good match.

particular context, is not good enough to
warrant a given behavior.

This point dovetails with the need
for multiple ANNs that make indepen-
dent contributions. In the human vi-
sual system and hippocampal memory
system, separate streams exist to repre-
sent spatial variables/contexts versus
the cues/objects that occupy spatially
segregated contexts.” Because the be-
havioral implications of cues and ob-
jects are so context-dependent, such
separate streams are vital for imple-
menting the RL strategy just noted.

The foregoing analysis suggests fur-
ther practical ways to avoid fragility in
ANNSs:

» Combine several ANNs with very
different structures, operating charac-
teristics, speeds, and internal connec-
tion-weights.

» One plausible group-structure is
cascading systems in which inexpen-
sive, fast systems make rough assess-
ments of the data and slower, more
precise systems make successively
more refined assessments, until at
some point the whole system issues a
response.

» Include an input ANN that feeds all
the decision ANNs the same inputs.

» Include an output executive that
assigns varied weights to the outputs
of the component ANNs and combines
their results.

This strategy can be seen as follow-
ing the principle that group decisions
by voting are of higher quality, but only
if the voters composing the group are
diverse. The diversity is as important
as the executive control strategy. Ide-
ally, the distinct NNs should have un-
correlated failure modes. Mere ANN
partial cloning, for example, training
three ANNs of the same type from dif-
ferent initializing weight matrices,
would increase “reliability through
redundancy,” but cannot greatly im-
prove decision quality.
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Conclusion
We have argued that fragility in ANNs
can be reduced by three related means:

» Wrap them in executive systems
that monitor ANN confidence levels
and, when confidence is low, trigger
processes to actively seek more infor-
mation.

» Modularize ANN-based decision
systems to consist of multiple ANNs
with different structures and operating
characteristics, with executive systems
to combine the outputs of the compo-
nent ANNSs.

» Recognize the best classification
of a perceptual subsystem may not
be good enough to guide behavior
in some contexts, and include a RL-
trained ANN stage to provide a context-
sensitive capacity to reversibly enable
or disable each classification as a trig-
ger for specific behaviors.

Some researchers are starting to
use some of these methods to reduce
fragility, but until these measures be-
come widely adopted outside of aca-
demia, fragility in ANNs will continue
to be a problem.
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Viewpoint

Lost in Afghanistan:
Can the World Take
ICT4D Seriously?

Seeking to maximize the value of information and
communication technologies for development research.

N AUGUST 2021, I was reading
Lt. Gen. Sami Sadat’s article in
the NY Times,** and it remind-
ed me of the lyrics of Billy Hill’s
song: “I tried and I tried and I
tried and I tried. To make them under-
stand. I tried and I tried and I tried and
Itried. But they just can’t understand.”
Like any other Pashtun, I also consider
Afghanistan my “Loy Kor” or “Greater
Homeland.” Therefore, the early days
of Afghanistan’s fall were full of ter-
rible surprises. There are many more
questions in my mind than answers;
consequently, it is normal to reflect on
the situation from my own academic
and professional background in in-
formation and communication tech-
nologies for development (ICT4D) and
computer-human interaction (CHI).
ICT4D is an interdisciplinary field
that has emerged in the 1990s when
mobile phones, PCs, and Web services
became cheaper and accessible in de-
veloping countries, and governments
and international organizations heav-
ily funded ICT-based initiatives as the
tools for achieving development goals.”
In the early days, ICT4D research and
practices were influenced by the tech-
nology diffusion models and over-
looked the integration of co-design
and factors of social embeddedness of
ICTs, and therefore failed to contribute
toward the achievement of inclusive
development.'* However, the lessons

32 COMMUNICATIONS OF THE ACM

=

An Afghan policeman sits near private cellphone antenna in Kandahar, Afghanistan.

learned are well documented and have
led to developing specific guidelines
and new watchwords.* Based on my
academic and ethnic background and
recent fieldwork in the northwest part
of Pakistan, I present my reflections
on the Afghanistan fiasco in this View-
point. Following the sutra of effective
communication,® I restrict my reflec-
tions to three main points.

The imperative of a defined exit strat-
egy. The U.S. did not have an exit strat-
egy for withdrawal from Afghanistan. In
December 2018, the Taliban announced
their meeting with U.S. officials to find
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a “roadmap to peace” but refused to
hold official talks with the Afghan gov-
ernment.’ The U.S. government subse-
quently signed the Agreement for Bring-
ing Peace to Afghanistan (2020) and
made the situation worse by not making
the Afghan government (their own ally)
a party to the agreement.”

The CHI and ICT4D community has
extensively highlighted the importance
of a responsible exit strategy for avoid-
ing software and hardware suppliers’
hostage situations,*'* maintaining
the secrecy and confidentiality of vul-
nerable populations,* establishing the

PHOTO BY JAVED TANVEER/AFP VIA GETTY IMAGES


https://dx.doi.org/10.1145/3574156

participants’ willingness and capability
for taking over the project,” and control-
ling the dependencies and expectations
of the stakeholders.'? Luke Jordan, in
his recent guidebook (which I think
is a must-read for anyone in the field
of ICT4D), says, “a product that looks
wildly different at the end than at the
beginning could mean a terrible start-
ing point.”?* Carl Gunnstam and Carl
Johan Nordquist highlighted the need
for an exit strategy in ICT4D interven-
tions. They reported, “a well-designed
exit plan that is agreed upon by all
stakeholders diminishes the risk that
the project is untimely abandoned by a
stakeholder, and thereby increases the
likelihood of a sustainable project.”*®

In 2016, during my field study in
the forests of Malaysian Borneo, an
indigenous Penan village headman ex-
plained to me some important aspects
of “Smart Villages,” including the need
to engage partners from the early
stages of the project’s planning to dis-
cuss the long-term sustainability of
the interventions.** While the Penans
are more concerned about the health
and safety implications of non-func-
tioning solar-powered batteries of the
telecenter project, an Afghan artist
sent 20 tons of rubbish collected from
Bagram airbase, labeling it as art and
“A gift to the American people.””

Open source software (OSS) vs. pro-
prietary software. It was shocking to
learn that as soon as the U.S. troops
started to withdraw, the U.S.-hired con-
tractors took proprietary software and
weapons systems with them.!* By July
2021, most of the 17,000 contractors
had left, and with them, access to the
software which the Afghan Army relied
on to track their vehicles, weapons,
and personnel also disappeared. As a
result, the whole food and ammuni-
tion supply system collapsed.

In January 2004, the Swedish Inter-
national Development Cooperation
Agency (SIDA) published a report on
open source technologies in developing
countries, highlighting the use of OSS to
assert security and economic indepen-
dence for developing countries.*® The
report states, “the imperative to adopt
0SS in these countries, particularly in
the public sector, is also motivated by a
desire for independence, a drive for se-
curity and autonomy, and to address in-
tellectual property rights enforcement.”

ey
The CHI and

ICT4D community
has extensively
highlighted the
importance of a
responsible exit
strategy for avoiding
software and
hardware suppliers’
hostage situations.

Local solutions and frugal design.
Sadat revealed the Taliban fought
with snipers and improvised explo-
sive devices while we lost aerial and
laser-guided weapon capacity.** The
Afghan forces’ supply lines depended
on private contractors and their tools.
Therefore, when the private contrac-
tors suddenly departed, the Afghan
soldiers lacked the necessary tools to
fight and surrendered.?

During the Cold War, the U.S. and
Mujahideen heavily relied on an indig-
enous arms manufacturing industry of
Pakistani Tribal areas that has existed
for hundreds of years.'* However, during
the War on Terror, the Taliban developed
professional gunsmith skills to design
and manufacture improvised weaponry
from locally available material scrap,
auto parts, and obsolete weapons.” On
the other hand, the Afghan Army relied
heavily on advanced technology, com-
plex logistics, and airpower, which it
could not sustain independently.

The first essential reading for my
undergraduate students of human-
computer interaction is Bonnie Nardi’s
article, “Designing for the Future: But
Which One?”* Nardi emphasized the
notion of a Steampunk future derived
from a past in which people exerted
personal control over material culture.
Nardi also reports the values of the
Steampunk movement, which are: re-
cycling materials, finding other func-
tions for objects, expanding horizons,
and regaining control over the fabrica-
tion of our everyday objects. As they say,
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context is the king: I use Nardi’s article
to open a debate on relating the com-
puting students’ preferences of hard
and soft skills; the importance of local,
social, indigenous, and cultural con-
text; civic engagement; and the societal
challenges of past, present, and future.

In the last 70 years, the “third
world” or “global south” has been
bombarded with “development the-
ories” and international develop-
ment agencies to put these countries
through a “Western route to develop-
ment.” However, they have failed to
bring positive changes in the lives of
the target populations.*'” In CHI and
ICT4D fields, a decade ago, postcolo-
nial computing was introduced® to
examine and address the lack of cross-
cultural sensitivity in the design “for
the developing world.” However, post-
colonial theories have been chastised
for failing to include marginalized
viewpoints and are considered “Eu-
rocentric critiques of Eurocentrism.”!
To break the “colonized mind-set,”
Schultz suggests embracing plurality
in design and development by includ-
ing the marginalized perspectives
(that is, marginalized immigrants, in-
digenous communities and the glob-
al-south populations).>> Therefore,
the decolonial perspective in ICT4D
strongly echoed notions of pluriver-
sal design,'*?* creating a multiplicity
of voices and valuing local knowledge
and inclusive participation. Western
governments fund ICT4D research?®?®
and Western academics are heavily
represented and among the most ac-
tive participants in generating use-
ful knowledge in ICT4D. Academic
conferences and literature are widely
expected to produce networking and
knowledge exchange between aca-
demics, policymakers and industry
players. However, there is only piece-
meal evidence of ICT4D research in-
forming policymaking and practices
despite the presence of very loud voic-
es and research pieces of evidence.
The ICT4D researchers failed to un-
derstand the non-academic audienc-
es’ state of mind. One explanation for
this failure is the cognitive bias, which
the psychologist Steven Pinker has
termed as “the curse of knowledge.”
Here, I provide two recommendations
to maximize the value of ICT4D re-
search. First, ICT4D researchers can
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The decolonial
perspective in ICT4D
strongly echoed
notions of pluriversal
design, creating

a multiplicity of
voices and valuing
local knowledge

and inclusive
participation.

curb the curse of knowledge by devel-
oping four critical skills:

» Being able to understand the po-
litical process and identify key stake-
holders;

» Being able to synthesize research
findings with simple, compelling stories;

» Being a good networker; and

» Being able to connect and align all
these factors in an institutional setup.

Second, the objectives of ICT4D
conferences should include deliberate
retrospection of the learning experi-
ences, critical analysis of the existing
development practices, and shaping
the post-research development agenda
to demonstrate the practical benefit of
the ICT4D research.

The case of the defeat in Afghanistan
is the most recent example of not listen-
ing to the experiences of the research
community and learning from past mis-
takes. It again reminds me of Billy Hill’s:
“I'tried and I tried and I tried and I tried/
But theyjust can’t understand/Poor God,
people/When will they ever learn?”
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Welcome

ELCOME To THE special section highlighting cutting-edge re-
search and innovation emerging from East Asia and Oceania.
Our region encompasses Southeast Asia, Oceania, and Asia-Pa-
cific countries, including Japan and Korea. The articles in this
section—designated as “Hot Topics” and “Big Trends”—aim
to not only showcase technological advancements from this region, but also to
strengthen research collaboration and communication with regions worldwide.

This special section brings together some of the most innovative research
in computer science and technology from this flourishing region. The articles
cover a wide range of topics, from state-of-the-art developments in learning ana-
Iytics, AT and machine learning, education, Big Data, neuromorphic computing,
and blockchain technology, to applications in disease prediction and assistive
devices. They demonstrate the groundbreaking work being done to push the
boundaries of our understanding and capabilities in these fields.

This special section also includes many nationwide and major cross-institu-
tional collaborative works, including Australian efforts tackling misinformation
and operationalizing responsible AI at scale, South Korea’s nationwide endeavors
in the AI semiconductor industry, a Japan-wide undertaking to establish high-
speed, high-density, and highly secure networks across the nation, as well as
Japan’s Society 5.0 progress for exhibition in Osaka in 2025, New Zealand’s work
addressing veracity grand challenges, and a pioneering effort by a Vietnamese
startup to nurture AI development in that region. There are also a wide array of
country- and culture-specific technical challenges and developments discussed
in these articles, such as those in manufacturing and fabrication. Get ready to
be inspired and amazed by the array of topics that have the potential to shape
our future in exciting and meaningful ways.

To create this special section, we organized a virtual workshop on October
28,2022, and launched an open call for contributions. The workshop concluded
with the selection of articles for this special section, which consists of four “Big
Trends” articles and 15 “Hot Topics.”

We extend our gratitude to the speakers at the workshop and all the authors
who contributed to this special section.

—Flora Salim, Bingsheng He, and Ken-ichi Kawarabayashi
Co-organizers of East Asia and Oceania Region Special Section

Flora Salim is a professor of Computer Science and Cisco Chair of Digital Transport in the School of Computer Science and
Engineering, at the University of New South Wales (UNSW) in Sydney, Australia.

Bingsheng He is a professor and Vice Dean (Research) in the School of Computing at National University of Singapore.

Ken-ichi Kawarabayashi is a professor at the National Institute of Informatics in Tokyo, Japan.
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BY DAMIANO SPINA, MARK SANDERSON,
DANIEL ANGUS, GIANLUCA DEMARTINI, DANA MCKAY,
LAUREN L. SALING, AND RYEN W. WHITE

Human-Al
Cooperation

to Tackle
Misinformation
and Polarization

A DOMINANT NARRATIVE Of the past decade is that
algorithms contribute to a misinformed and
segregated society. Perhaps paradoxically, algorithms
are often sought as solutions to such problems. We
describe a significant emerging trend away from this
techno-solutionist approach that seeks to create and
understand a new paradigm: a productive interplay
between algorithms and people. Two relevant test
cases are being explored in our region: The first
addresses a new framework to tackle misinformation
by assisting fact-checkers with computational
methods, and the second seeks new models to
understand how search engines deliver personalized
search results when little or no algorithmic
personalization exists.

In late 2020 and early 2021, the Australian
Communication and Media Authority conducted a

40 COMMUNICATIONS OF THE ACM | JULY 2023 | VOL. 66 NO. 7

study to analyze the state of
misinformation in Australia. The
findings, reported to the Australian
Government in June 2021, showed
that four out of five Australian adults
had been exposed to misinformation
about COVID-19. They also found
that online misinformation, such
as the propagation of anti-vaccine
narratives within the Australian
community, had a direct negative
impact on the trust that people
place in democratic institutions
and public health agencies. These
narratives often originate overseas
but quickly spread through local
communities. The fact-checking
organizations that have traditionally
verified statements made by public
figures or politicians in public and
mainstream media now must also
monitor and debunk dramatically
faster-spreading claims on social
media platforms. Narratives
containing misinformation are
having a direct and negative
impact on how people consume
information: They may influence
the content we engage with and
the search terms we enter.'® Given
that an informed citizenry is a
cornerstone of democracy, public
decision making is at risk.

The significance of the
problem was also recognized
in the International Cyber and
Critical Technology Engagement
Strategy released by the Australian
Government, which identifies digital
misinformation as a clear risk to
the security and safety of Australia,
the Indo-Pacific region, and beyond.
Countries across East Asia and
Oceania introduced legislation that
specifically targets so-called ‘fake
news’ and they created voluntary
codes of practice developed in
partnership with the technology
industry.

Despite such efforts, as of
December 2022, out of the 122
currently verified signatories of
the Poynter’s International Fact-
Checking Network (IFCN), only eight

IMAGE BY HURCA
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Computational methods to assist in fact-checking.

Claim Detection
and Check-worthiness

Social Network Analysis

Natural Language
Processing

are in the East Asia and Oceania
region: Australian Associated Press
(AAP) and RMIT FactLab in Australia;
Cek Fakta Liputan 6, MAFINDO,
Tempo.co, and Tirto ID in
Indonesia; and Rappler and Verafiles
Incorporated in The Philippines.?
Some platforms have turned
to fact-checkers to help identify
problematic content. However, the
deluge of misinformation means
that the checkers cannot handle
the large number of claims that
need to be assessed. Algorithmic
assistance may therefore be
beneficial to identifying instances of
misinformation.

Computational Methods

to Tackle Misinformation

In the last few years, a trend has
emerged of computing professionals
leveraging hybrid-intelligence
(human and artificial) methods

to remove misinformation from
online platforms.® The problem is
more complex than identifying and
removing misinformation; such
content needs to be comprehensively
managed throughout the stages

of its lifecycle: from creation to
propagation and consumption.

The computer science community
has already developed technologies
that can help at each stage (see the

a https://ifcncodeofprinciples.poynter.org/
signatories
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A range of methods—including
social network analysis, natural
language processing (NLP),
information retrieval (IR), knowledge
graphs, machine learning (ML)
and artificial intelligence (AI),
foundation models (for example,
neural transformers such as BERT
and GPT) and deep learning, data
visualization, explanations of
machine-learned model output,
and advances in human-computer
interaction (for example, new
user experiences and interaction
capabilities)—can assist but
not replace humans during
misinformation management
processes. In all these stages, a
close collaboration between experts,
systems, and non-experts such as
crowd workers is crucial to scaling
up while maintaining the quality,
agency, and accountability of the
process.®

Human-in-the-loop fact-checking
in the East Asia and Oceania
region is in its infancy. While
non-governmental organizations
such as FirstDraft News (now the
Information Futures Lab) are
active in the region, more research
is needed to better understand
how hybrid-intelligence methods
can be effectively embedded into
misinformation management
processes without taking agency
away from experts.® In addition

NO. 7

Veracity/Truthfulness
Classification

Machine Learning and
Artificial Intelligence

Data Visualization
and Explanations

N g

Human-Computer
Interaction

Qe
LRy
tEJJt

to debunking misinformation,
computational methods can
assist in prebunking processes by
developing effective ways to educate
people about misinformation, thus
enhancing digital literacy. This
will provide them with the skills to
identify and question unverified
information online. The low number
of fact-checking organizations in
East Asia and Oceania makes the
support of computational methods
more pressing in this region.
Ensuring that this algorithmic
assistance is useful, though, will also
require region-specific attention.
What is ‘fact’ internationally is
often counterfactual in East Asia
and Oceania, so merely importing
international information will
not be effective. Examples of
‘facts’ that do not hold true in this
region include seasonal issues;
for much of the region summer is
December-February. While having
Christmas in summer is slightly
countercultural, gatherings for
these holidays did result in a major
southern summer COVID-19 spike
in 2021. Conversely, knowing that
the influenza (and COVID-19)
seasons occur in June and July in
this part of the world is a key part
of good public health advice. The
region also predominantly sits
close to the equator, so public
health advice about sun exposure
must be tailored. Most countries



in the region drive on the left-

hand side of the road, affecting

road safety advice. There are also
cultural differences within the
region: The weekend can fall on
different days, or many countries are
predominantly Muslim, meaning
Eid, not Christmas, is celebrated.
Understanding the importance of
COVID-19 vaccines being Halal was
key to public health messaging in
Melbourne, Australia. Democratic
conventions are also unique:
Australia has one of the highest
rates of democratic participation in
the world, at more than 90%, a direct
result of compulsory voting. Nearby
New Zealand, though, also had
strong democratic participation,
more than 80% without compulsory
voting in the most recent election.
Given these regional and local
differences from global norms, local
fact checking is key to ensuring

an informed populace. Further,
prebunking strategies must sit
alongside existing educational and
cultural norms. This presents the
two-pronged problem of scarce local
expertise and the need for localized
resources, to build and evaluate
algorithmic tools and human-in-the-
loop solutions for the region.

The Filter Bubble Myth

While there is evidence that
polarization in society dramatically
escalated with the introduction of
broadband Internet, the cause is
not well understood. Filter bubbles,
formed by algorithms delivering
personalized content that reinforces
a particular worldview, have become
an incredibly popular explanation.
The conceptualization of the filter
bubble was coined in a book of the

Sample of query variants crowdworkers generated, drawn from the UQV test collection.?

Description of Information Need
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same name by Eli Pariser.” However,
the filter bubble concept may
distract from the deeper epistemic
causes of polarization. Pariser’s
book, cited thousands of times,
makes the case but provides limited
evidence of bubbles being formed
by search engines. Empirical studies
indicate a lack of such bubbles,
going further to suggest that
search platforms increase exposure
to contrary viewpoints. Cross-
disciplinary teams of computer
scientists, media specialists,
information scientists, industry
researchers, and psychologists are
working together on the issue of
search personalization through
novel experimentation, which has
better revealed the role that search
engines play in polarization.

The Australian Search
Experience,® a project carried out
by the Australian Research Council
Centre of Excellence for Automated
Decision-Making and Society
(ADM+S), is a data-donation study
where more than 1,000 people across
Australia were recruited to examine
whether search engines returned
different kinds of results across the
cohort. Participants installed a Web
browser plug-in that issued periodic
queries to well-known search
engines using the participants’
accounts. Search results were
scraped by the plug-in and returned
to researchers for examination. The
queries were drawn from a pre-
defined list of common searches
on a range of topics spanning
political, controversial, and everyday
categories. While the research is
ongoing, initial findings indicate
that, although search results were
found to be contextualized to specific

Example Query Variants

A group of local farmers has been protesting
outside your energy utility's offices, complaining
about a plan to build a wind farm on hills near
their properties. Their placards say that the
disadvantages (cons) outweighed the advantages
(pros). Until now, you had always assumed that
wind power was a good thing; now you are not so
sure and decide to find out more.

» Advantages and disadvantages of wind power

» Cons of wind power

» Is wind power good?

v

Negative effects of using wind power

» Pros and cons of wind power

» Information about wind power

> Engineering principles of wind turbines
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geographic locales, algorithmic
personalization in search engines
may be less extensive than was
suggested by previous filter-bubble
research. This leads to the question:
If search is largely homogeneous,
where is information polarization
coming from?

One possible answer lies in
work of our region’s IR community
examining the impact of query
variation in search. While search-
engine users have been studied
for decades, recent experiments
where a large number of people
are asked what query they would
use when seeking to satisfy a
common information need have
found an astonishing range of
distinct queries.? To illustrate,
the accompanying table lists a
sample drawn from more than 50
query variants found when 100
crowdworkers were asked how
they would search for information
about wind power. Such extensive
variations were recorded across a
diverse set of 100 topics. The results
of the experiment are packaged in a
test collection that captures this user
query variability (UQV).

Query variations were found
to have a significant impact on
search-engine performance. Wide
variations in the queries submitted
to commercial search engines were
identified,' and detailed statistical
analysis found that variations in
queries had a substantially larger
effect on search results than
any change in the workings of a
search algorithm.> The Australian
Associated Press recently debunked
a social media post with a false
claim about the lifespan of wind
farm generators.” One can see in
the sample queries shown in the
table that different queries appear
to reflect different attitudes on the
topic. It is natural to wonder whether
misinformation influences the way
people choose the keywords that they
type into a search engine.

Opportunities to Address
Polarization in Search Engines
This collection of findings suggests
that polarization in search is being

b http://bit.ly/turbineFactCheck
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driven not by algorithms but by
searchers.! The research trend
highlights a critical oversight in
search-engine algorithm design:
understanding how search
algorithms react to and potentially
alleviate this user variation. The
research challenges of such work
include:

» Understanding the reasons
for the variation people show
when searching—for example,
demographics, search habits,
domain knowledge, cognitive biases,
and how people are prompted to
search.

» Exploring if and how people are
influenced by others to search in
particular ways.

» Determining how search
algorithms can be adapted to better
handle the variation.

Initial results suggest that the
way people construct queries is
informed by established searching
habits, although other factors,
such as existing knowledge, biases,
prompts, and so on, most likely also
contribute. Questions about how
people are influenced to search must
be examined. Here, misinformation
seems to play a crucial role, and
collaborations with fact-checking
organizations in the region*® are
helping to better understand how
people formulate their queries when
they encounter misinformation
and interventions—for example,
verified content produced by
fact-checkers. When examining
search algorithms, the roles and
responsibilities of search engines
will be questioned. Most would
agree that search engines should
return the most reliable content,
but should they intervene in trying
to change user views arising from
polarizing queries? Answers to such
questions must be approached in a
nuanced way because confronting
people with views too distant to
their own could alienate them.
Other key research issues include
investigating whether queries
resulting from a disinformation
campaign can be reliably detected,
whether search engines could and
should detect the sole pursuit of
confirmatory information and
evidence of confirmation biases,



and whether search results can be
tailored to support reflection and
understanding of those with beliefs
different to one’s own.

The Road Ahead
Detailing these two case studies
shows that a richer engagement
between humans and machines
ensures more effective outcomes
in the management of information
and a better understanding of how
online information is sought. The
work described here represents an
important emerging trend in our
region, but the impact is felt far
beyond this geographic area. This
work also presents several grand
challenges in deploying these
assistive technologies at a massive
scale and realizing human-AI
cooperation in practice.®
Computing professionals
must continue collaborating with
other disciplines to make and
integrate advances in critical areas,
such as fairness, accountability,
transparency, explainability, and
the safety of human-AI cooperation.
Misinformation and its exposure
will only grow in the coming
years, as will the adversarial uses
of computational methods to
generate and spread disinformation
narratives. Polarization will persist
as long as we fail to understand
the causes of query variation in
search-engine engagement and
fail to develop more robust search
algorithms capable of handling that
variation. As a community, we must
meet these challenges head on.
Understanding and supporting the
interplay of humans and algorithmic
systems will ultimately lead to better
outcomes for all.
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South Korea’'s
Nationwide
Effort for Al
Semiconductor
Industry

AS GLOBAL COMPETITION in the semiconductor
industry has intensified with trade conflicts and
semiconductor shortages, major countries worldwide
have started to work on their government policy and
investment plan to win technological hegemony.
South Korea’s semiconductor industry, which makes
up almost 20% of the nation’s gross domestic product
(GDP), is heavily concentrated on the memory
semiconductor sector.” It dominates the global
memory semiconductor market with a 56.9% share
but has little influence on the other sectors of the
industry, including logic, analog, and optical discrete,
where it has less than a 3% market share. To grow the
nation’s biggest industry further, South Korea has

put a priority on non-memory sectors. The emerging
AI chip market is an especially great opportunity for
them, as demand is expected to increase exponentially
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with the paradigm shift in comput-
ing. South Korea aims to become a
comprehensive semiconductor power-
house from this colossal opportunity.
In this article, we report recent nation-
wide efforts taking place in South
Korea to challenge the emerging AI
semiconductor industry. We organize
these efforts in four sections (govern-
ment, major companies, fabless
startups, and academia), while Figure
1 overviews the overall efforts.

The South Korean government’s
K-semiconductor strategy is to build
the world’s best semiconductor
supply chain by 2030 with a $450B
investment plan.? Learning from the
semiconductor crisis, the goal is to
stabilize and internalize the semi-
conductor supply chain by gather-
ing fabless, foundry, and packaging
companies in a clustered area called
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the K-Semiconductor Belt for seam-
less silicon product manufacturing.
The government has also announced
nearly $260B-worth of tax deduc-
tions for semiconductor facilities
and R&D funding,® in addition to
making the approval process for

the expansion of semiconductor
manufacturing facilities faster and
more flexible, and subsidizing up

to 50% of the construction cost of
the facility’s power infrastructure.
The government pledged to invest
in strategically important semicon-
ductor sectors, including power,
automotive, and AI semiconductors,
as part of its long-term R&D road-
map. With the above financial and
regulatory support, the government
set a goal of doubling semiconductor
production to $245B, with an export
target of $200B, by 2030.
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The government also is trying to
build a collaborative ecosystem that
helps once-segmented academia
and industry work together to make
competitive products for the global
market. It has set up national pro-
grams to facilitate collaboration
between university labs and startup
companies by funding technology
transfer and commercialization.
The government also is subsidizing
startup fabless companies to use the
latest EDA tools and semiconductor
process technologies.

Lastly, the government is heavily
focused on fostering high-quality
manpower for the semiconductor
industry. Based on a survey that
found at least 270,000 persons will
be needed to sustain the industry
in 10 years, the government aims to
foster 150,000 more semiconductor
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experts at all levels (junior colleges,
undergraduate schools, and gradu-
ate schools) by 2030. It also plans to
establish new research centers and
university departments to develop
competent researchers and experts in
the semiconductor field.

Major countries, including the
U.S. and China, also have announced
support policies for their semicon-
ductor industries. The U.S. passed
the CHIPS Act in 2022, which promis-
es 25% tax credits and a $52B invest-
ment to enhance domestic semi-
conductor manufacturing. China’s
“Made in China 2025” initiative an-
nounced in 2015 has aimed to lift the
country’s chip production from less
than 10% of demand to 70% in 2025,
fostering government-backed fabless
and manufacturing companies. In
contrast, South Korea’s plan is more

COMMUNICATIONS OF THE ACM 47
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Figure 1. Overview of South Korea’s nationwide efforts for the Al semiconductor industry.
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concentrated and streamlined, em-
phasizing human resource develop-
ment overall.

Major Companies

South Korea’s chip companies work-
ing in AI semiconductors can be
divided into two groups: major com-
panies leading the world’s memory
semiconductor market, and newly
founded fabless startup companies
developing Al accelerators. Figure 2
summarizes their major products and
activities related to AI semiconductor
development.

Samsung Electronics and SK Hynix,
the world’s leading memory semi-
conductor companies, have launched
investment and employment plans for
their AI semiconductor and foundry
businesses. Samsung Electronics is
trying to develop next-generation Al
semiconductor products by leveraging
its strengths in mobile chipset design
and memory manufacturing. Samsung
develops its own neural processing
units (NPUs) and integrates them into
multiple processing platforms, includ-
ing the Exynos mobile processor and
the Exynos auto processor series.

Another notable product develop-
ment direction is putting Al com-
putation logic into memories. Both
Samsung and SK Hynix are developing
intelligent memory chips using in/
near-memory processing technol-
ogy, which can mitigate the system
bandwidth bottleneck of conventional
von Neumann architecture. Samsung
released the HBM-PIM, which incor-
porates the Al processing function
into the HBM2 memory stack, and the
AXDIMM, which adds an Al engine in-
side the buffer chip of the traditional
DIMM form factor. The company also
developed SmartSSD, which integrates
Samsung’s solid-state drive (SSD)
and Xilinx’s field-programmable gate
array (FPGA) chip on a single card,
with a fast direct data path between
them for near-data processing. SK
Hynix recently released the GDDR6-
Accelerator-in-Memory (AiM) chip that
integrates processing units in the lat-
est GDDR6, which can provide a total
of 1TFLOPS processing throughput.

In addition, once secretly focusing
solely on their own product develop-
ment, major companies are starting
to open relations with the academia
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and research communities to learn

the latest AI technologies and engage
with well-educated researchers. For
example, the Samsung Science &
Technology Foundation announced
grants totaling $40.12 million to 27
high-profile research projects, bolster-
ing collaboration with academia.* SK
Hynix also launched a knowledge-shar-
ing platform named “Semiconductor
Academy,” which provides online/
offline lectures to university students,
job seekers, and employees, covering a
diverse range of topics including semi-
conductor basics, devices, and design.
Moreover, both Samsung and SK Hynix
continuously provide multi-project
wafer (MPW) services for startup fab-
less, design houses, and academia.
This allows greater foundry selection
for domestic fabless companies and
enables competitive prototyping of
their AI chips with the latest process
technologies. Samsung has announced
a massive hiring plan to employ more
than 80,000 people in new jobs, as the
demand for AI semiconductor prod-
ucts continues to increase.

Fabless Startups
Ever since it launched the Ministry of
SMEs and Startups in 2017, South Ko-
rea has been investing heavily in build-
ing a startup ecosystem to pivot from a
conglomerate-based to a startup-based
industry. With successful supporting
programs such as K-Unicorn and Tech
Incubator Program for Startups (TIPS),
South Korea has become a good place
for startups, surpassing $6.4B in ven-
ture capital funding in 2021.° Benefit-
ing from this environmental change,
more than 10 fabless startups targeting
AT hardware accelerators have been
founded in South Korea in the past five
years. Unlike the major companies that
develop next-generation Al products
based on existing products, the fab-
less startups develop Al accelerators
from scratch for specific application
domains. They can be segmented into
two groups: the companies targeting
datacenter applications (FuriosaAl,
Rebellions, Sapeon, and HyperAccel)
and companies targeting edge appli-
cations (OpenEdge, Mobilint, DeepX,
and Telechips).

FuriosaAl is one of the first fabless
startups to develop Al accelerators for
high-performance vision tasks such
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Table 1. Industry-contracted semiconductor departments in universities.

University Contracting Company # of Students  Year of Establishment
Sungkyunkwan University Samsung Electronics 70 2016
Yonsei University Samsung Electronics 50 2019
Korea University SK Hynix 30 2021
Sogang University SK Hynix 30 2022
Hanyang University SK Hynix 40 2022
POSTECH Samsung Electronics 40 2022
KAIST Samsung Electronics 100 2022

Table 2. Technical challenges.

Al Accelerators

Processing-in-Memory (PIM) Semiconductors

High-performance Tensor Hardware Design,
Full-stack Software Development,
Latest Logic Process (< 14nm)

In-Memory Logic/Circuit Design,
System Software for PIM Hardware,
Memory Process (Especially DRAM)

as image classification and object
detection in datacenters. The com-
pany released the Warboy prototype
in 2021, proving it could achieve 1.5x
higher performance and 4x higher
performance per price than a com-
parable GPU, NVIDIA’s T4, for target
applications.

Rebellions is a fabless startup
company developing an Al accelerator
for high-frequency trading (HFT). That
company released its first accelerator
card for intelligent HFT, called Light-
Trader, in 2022; it achieves 64 trillion
operations per second (TOPS)/16
trillion floating-point calculations per
second (TFLOPS) peak performance,
with workload scheduling and dy-

namic voltage-frequency scaling.
Sapeon also is developing its own Al
inference chip for low-latency Al infer-
ence on image data. In 2022, Sapeon
released the X220, the first commer-
cialized AI semiconductor chip, show-
ing 2.3x and 2.2x higher performance
and power efficiency than NVIDIA’s
A2, respectively, in the MLPerf data-
center inference benchmark.
HyperAccel is the newest of the
startups, founded this year to target
the acceleration of hyperscale AI mod-
els such as OpenAI's GPT. HyperAccel
uses multiple AI accelerators with
memory-bandwidth maximization for
emerging generative Al workloads.
OpenEdges Technology is devel-

oping low-power, high-performance
NPU IP and related high-speed
memory systems. The company’s
strength in memory controllers and
subsystems makes them promis-

ing for NPU development. Last year,
OpenEdges released Enlight, an Al
accelerator IP with an optimized net-
work model compiler that minimizes
DRAM traffic.

Established in 2019, Mobilint is
an Al semiconductor startup develop-
ing high-performance Al inference
NPUs for edge devices and cars. Its
NPU implementation on FPGA took
first place in the global benchmark
MLPerf for two consecutive years (2020
and 2021). Mobilint last year unveiled
its Aries chip, which delivers up to 80
TOPS of Al performance at maximum
capacity.

DeepX is a startup company devel-
oping power-efficient NPU chips for
Internet of Things (I0T) devices. The
company’s DX-L1 system on a chip
targets relatively simple IoT applica-
tions, such as smart camera sensors
and security cameras, while the DX-H1
targets huge IoT applications, such as
smart factories and smart buildings.

Lastly, Telechips is a medium-sized
company developing intelligent auto-
motive solutions for autonomous vehi-
cles. The company has released various
infotainment application processors
for audio, digital cluster, and cockpit
systems with low power requirements

Figure 3. Research outcomes of South Korean universities and IDEC’s educational support.
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and a high level of security.

South Korean fabless startups aim
beyond the domestic market to enter
overseas markets with their Al acceler-
ators, leveraging the country’s com-
petitive IT infrastructure as a testbed.
They are targeting developed markets
such as the U.S. and Europe, but also
are looking at lucrative emerging mar-
kets, such as India and Southeast Asia.

Universities and Education
Korean universities are making great
efforts to expand their research on Al
chips and on next-generation semicon-
ductor technology. Since Sungkyunk-
wan University established its contract-
ed semiconductor department with the
help of Samsung Electronics in 2006,
Yonsei and Korea universities have im-
plemented similarly contracted depart-
ments with Samsung in 2019, and with
SK Hynix in 2021. In such industry-con-
tracted semiconductor departments,
the curriculum is focused on semicon-
ductor engineering, including its basic
devices, design, and system integra-
tion, to educate students to be ready for
work in the domain at graduation. They
also get hands-on project experience
and mentorship opportunities from
industry experts. After graduation, the
students are guaranteed mployment
by the contracting company, allowing
many talented experts to work in the
domestic industry. As summarized in
Table 1, seven major universities in
South Korea have industry-contracted
semiconductor departments, and more
than 350 students will be raised to the
level of AT semiconductor experts soon.
The influence of the Korea Ad-
vanced Institute of Science and Tech-
nology (KAIST) is especially critical to
South Korea’s semiconductor indus-
try, as described in the biographic
article of Choong-Ki Kim.' KAIST
founded its semiconductor system
engineering department, including 50
prominent professors, in 2022, with
three specialized tracks—semiconduc-
tor device/process, chip design and
VLSI, and system software and algo-
rithms—to lead and transform the in-
dustry towards Al/system-focus, rather
than remaining memory-focused.
The school also has attracted gov-
ernmental research centers in the AI
semiconductor domain, such as the AI
Semiconductor System (AISS) research
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center and the Processing-in-Memory
(PIM) research center. Involving more
than 10 research labs and 100 gradu-
ate students, each research center
conducts innovative research over a
long-term period, nurturing human
resources with technical competence.

South Korean universities show
top-notch research capabilities in the
areas of Al semiconductors. As illus-
trated in Figure 3, they result in strong
research outcomes in Al accelerator
architecture and design, server-scale
Al systems, processing-in-memory
chips, and near-data processing.

They publish many papers in top-tier
conferences and journals, such as the
International Solid-State Circuits Con-
ference, the International Symposium
on Computer Architecture, the IEEE/
ACM International Symposium on Mi-
croarchitecture, and the IEEE Journal
of Solid-State Circuits.

The IC Design Education Center
(IDEC) is the unsung hero of South
Korea’s semiconductor industry, help-
ing universities pursue research in the
chip design field, which is expensive
due to manufacturing costs. Since
1995, IDEC has supported MPW pro-
grams and access to essential electron-
ic design automation (EDA) tools at
low cost, as well as providing practical
education to universities. It manages
sensitive non-disclosure agreements
(NDAs) and process design kit (PDK)
distribution between universities and
foundry companies such as Samsung,
TSMC, and Magnachip. More specifi-
cally, they serve more than 10 MPW
shuttles and 50 EDA tools from over 15
vendors to universities every year. In
addition, IDEC annually holds a chip
design contest to exhibit silicon chips
produced through its MPW programs
to the community and industry,
sharing the latest research outcomes
for enhancing domestic chip design
competitiveness. It has been operating
more than 50 online/offline lectures
on chip design every year, and recently
started an accelerated degree program
for industry practitioners.

Conclusion

South Korea is striving to become a
comprehensive semiconductor power-
house by preempting the emerging Al
semiconductor market via nationwide
efforts among government, industry,
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and academia. Table 2 summarizes
technical challenges for their two tar-
get products: Al accelerators and PIM
semiconductors. For Al accelerators,
efficient software and hardware execu-
tion through full-stack development
and high fabrication costs are the
challenges. For PIM semiconductors
that integrate logic inside the memory,
low-level circuit innovation and sys-
tem software to enable their adapta-
tion in the system are important, while
their fabrication is primarily possible
only by memory vendors.

To this end, the government has a
bold investment plan with both finan-
cial and regulatory support, promot-
ing the development of a collaborative
ecosystem by 2030 in which fabless,
foundry, and packaging companies,
as well as universities, will work
together to enable seamless silicon
product manufacturing. The govern-
ment also plans to aggressively foster
Al semiconductor experts by initiat-
ing school departments and research
centers. Memory chip giants such as
Samsung and SK Hynix are diversify-
ing their product lines with their own
NPU IPs and in/near-memory process-
ing technology. More than 10 fabless
startup companies have been founded
recently and are actively developing AI
acceleration solutions for various ap-
plication domains.
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Achieving

Green Al with
Energy-Efficient
Deep Learning
Using
Neuromorphic
Computing

DEEP LEARNING (DL) systems have been widely adopted
in many industrial and business applications,
dramatically improving human productivity, and
enabling new industries. However, deep learning has
a carbon emission problem.? For example, training

a single DL model can consume as much as 656,347
kilowatt-hours of energy and generate up to 626,155
pounds of CO, emissions, approximately equal to the
total lifetime carbon footprint of five cars. Therefore,
in pursuit of sustainability, the computational and

a http://bit.ly/3YzaDet

52 COMMUNICATIONS OF THE ACM | JULY 2023 | VOL.66 | NO.7

carbon costs of DL have to be re-
duced.

Modeled after systems in the
human brain and nervous system,
neuromorphic computing has the
potential to be the implementation
of choice for low-power DL systems.
Neuromorphic computing features
both neuromorphic algorithms,
called spiking neural networks
(SNNs), and neuromorphic hardware
which are dedicated ASICs optimized
for SNNs. Spiking neural networks
are regarded as the third generation
of artificial neural networks (ANNSs),
in which spikes (represented by “0”
and “1” in the computing system,
where “0” means the absence of a
spike) are used to transmit informa-
tion between neurons. With such a
spiking mechanism, costly multipli-
cations could be replaced by more
energy-efficient additions, mitigat-
ing the intensity of the computation.
Neuromorphic hardware, on the
other hand, has a non-von Neumann
“processing in memory” archi-
tecture, where computations are
integrated into or near a distributed
memory architecture. Combined
with promising emerging memory
devices such as non-volatile resistive
and magneto-resistive memories
(that is, RRAM and MRAM) to store
synaptic weights, both static power
and power consumed by data move-
ment are significantly reduced.

Though neuromorphic comput-
ing is still in its infancy, the market
is expected to grow from ~$200M in
2025 to ~$20B in 2035. Significant
efforts have been devoted to neu-
romorphic computing research. As
shown in Figure 1(a), players in both
academia, including Stanford, and
industry, including Intel and IBM,
have developed neuromorphic com-
puting systems.

To promote research in neuro-
morphic computing, Singapore
launched an ambitious program
in 2017 covering everything from

b http://bit.ly/3mDqviU
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Figure 1. Neuromorphic Computing Projects Zoo.
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Includes (a) A*STAR's Novena, (b) Overall Novena chips
organization and the host CPU Core layout, (c) Area breakdown of
each core, (d) Details microarchitecture of each core design,

(e) On-chip router supporting 5-input-5-output communication.
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hardware to middleware to software,
as shown in Figure 2. Through col-
laborations between the Agency for
Science, Technology and Research
(A*STAR) and the National University
of Singapore (NUS), this program
developed an end-to-end neuromor-
phic computing solution with < 2.1
pJ energy per synaptic operation
achieved on our ASIC neuromorphic
computing (NC) chip code-named
Novena, advancing the current

A*STAR's
Novena

Intel's
Loihi

neuromorphic computing research
within Singapore.

Designed to develop application-
driven solutions for real-world

problems, the vision of this program
is for every conventional von Neu-
mann computer in the near future
to be augmented with a neuromor-
phic co-processor to handle big

data such as text, speech, images,
video, and bio-signals that require
DL-related solutions. Singapore, as

Figure 2. Features of the hardware, middleware, and software for the neuromorphic

computing program.
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a popular regional hub for datacen-
ters, is working to develop a smart
nation while ensuring sustainability
as part of its Research, Innovation
and Enterprise 2025 Plan (RIE2025).
The sheer number of smart devices
running DL-related algorithms in
datacenters or at edge terminals

is expected to have a significant
impact on the total carbon foot-
print of computing. Reducing the
energy consumption of such devices
is therefore imperative to attain
green Al The project is Singapore’s
contribution to the advancement of
sustainable science and engineering
that stands to benefit all of human-
ity. In this article, we introduce this
program and its four aspects, includ-
ing hardware, middleware, software,
and system integration.

Hardware

The Novena chip was fabricated in
a 40-nm CMOS process, occupying
a total area of 3.6x5.4 mm?. Fig-

ure 1(b) shows the overall Novena
chip*® organization and a host CPU.
The CPU configures the NC chip via
a separate programming interface.
A separate 64-bit bus is used for
spike communication. The chip has




44 cores, 43 of which are inference
cores while the last is the on-chip
learning (OCL) core powered with
circuit implementation of an OCL
algorithm called Delta Spike Time
Dependent Plasticity (Delta STDP).
Delta STDP is fundamentally an
error-modulated supervised STDP
that is customized to perform few-
shot learning only on a single layer
(the last output layer) of an SNN,
where the error is the deviation
from target output spike count.
Details of the Delta STDP circuits
and algorithm can be found in
Wong et al.” Each inference core
has 256 neurons, 256x256 synapses,
and 4-bit neurosynaptic weight
while the OCL core has 16 neurons,
256x16 synapses, and 8-bits neuro-
synaptic weight. Details of the area
breakdown of each inference core is
shown in Figure 1(c).

Figure 1(d) details the neuronal
circuit which consists of a 256x256
synaptic crossbar, neuron computa-
tion circuit, a look-up table (LUT),
and a network interface. Ultra-high-
Vu is used in SRAM cells, reducing
more than 60% of total chip leakage
power. To save area, neuron compu-
tations such as leak, integrate, and
fire are time-multiplexed by a single
circuit. To support different applica-
tions, neuron leakage profile (that is,
fractional or linear) and membrane
threshold value 0 are configurable.
We constrained our fractional leak-
age to 1-(1/29) so that a bit-shift
operator can be used instead of a
full division logic to further reduce
power and area. Once the membrane
potential ; of a neuron exceeds its
threshold 6, a spike will be gener-
ated, and u; is then reset to a default
level which is usually zero. By looking
up its address in the LUT, a spike will
be sent to the corresponding destina-
tion neuron. Output addresses from
the lookup table will be queued at
the network interface buffer and will
only be sent to the corresponding
router when it can be assured that no
spikes will be dropped.

Figure 1(e) shows the block
diagram of the router and neuronal
circuit design. The router consists
of a round-robin arbiter, interface
links, XY routing algorithm logic,
and crossbar switch. Each router
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communicates directly with its own
core and sends/receives spikes to/
from its four neighbors via its four
ports. It is capable of handling
spikes as well as debug packets,
and can handle indirect addressing
for partial summation configura-
tions. The router uses handshaking
protocol and thus enables globally
asynchronous locally synchronous
(GALS) operations for lower power
consumption by removing all timing
constraints and power overhead on
the global clock tree at the top-level
integration.

Middleware

Designing a neuromorphic processor
with RRAM synaptic memory, on-
chip learning circuits, and an archi-
tecture that allows system scaling for
applications of increasing complex-
ity is not easy. It requires careful soft-
ware and hardware co-design, with
careful considerations to be made on
many design choices, with respect to
the performance, energy, and area
constraints. After the hardware is de-
signed and fabricated, there is also a
need for end users to easily program
and make use of the chip. To tackle
these challenges, in this program,
we developed a middleware compo-
nent to support the development of
neuromorphic processors and bridge
the gap between applications and
the hardware platform.

Figure 2 also shows the archi-
tecture of the middleware for the
neuromorphic hardware, whose
components are specialized to the
neuromorphic computing chip.
Firstly, a system-level simulator was
developed that uses CPUs and GPUs
to perform neural core simulation
and network-on-chip simulation.’

It supports simulation of different
RRAM material and various RRAM
characteristics including stuck-at
faults, random telegraph noise, and
write variability. The simulator is de-
veloped to have high scalability and
to support simulation of a neuromor-
phic chip with up to around 20,000
neural cores that was tested to run
on 512 Nvidia A100 GPUs. In addi-
tion to the simulator, an FPGA-based
hardware emulator for the neuro-
morphic chip was also developed

to accelerate the simulation, which
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achieves ~2,000x speedup compared
with multi-threaded execution on the
CPU simulator.?

Secondly, to allow end users to
easily program and use the chip, an
end-to-end design framework for
neuromorphic computing was devel-
oped. Itincludes a design front-end
software compatible with the main-
stream design framework including
PyTorch and TensorFlow, with exten-
sions to facilitate the design and
training of SNNs, and a compilation
middleware and analysis tool chain
that compiles SNNs from the design
front-end to produce configuration
data required by our neuromorphic
chip. It also optimizes the usage of
hardware resources on the neuro-
morphic chip.’

Finally, with the simulator/emu-
lator and end-to-end design frame-
work, software/hardware co-explora-
tion is performed. As the first work
of its kind, we successfully tested
the ImageNet dataset on a hardware-
aware model on our neuromorphic
chip architecture using 9,074 neural
cores, demonstrating the advantages
of our neuromorphic system over the
state-of-the-art, achieving promising
performance in terms of accuracy,
number of neural cores, latency, and
energy cost.

Software

Due to the non-differentiable spike
function and the complex temporal
dependence between spikes, how to
efficiently train deep SNNs remains
an open question. Various learning
algorithms have been proposed.
ANN-to-SNN conversion methods
transform the knowledge from
trained ANNs to SNN counterparts to
achieve low-power and low-latency
in the inference process.® However,
ANN-to-SNN methods are unable

to yield SNNs that can deal with
sequence data processing. Inspired
by back propagation through time,
surrogate gradient-based learning
algorithms have been proposed to
resolve the non-differentiable spike
function by introducing continuous
surrogate derivatives, which how-
ever require large computing and
memory resources due to frequent
update of the synaptic weights at
every time step. Spike-driven learn-
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ing algorithms train the deep SNN
in an event-driven manner, in which
the spike timing is regarded as a
relevant signal for synaptic weights
updating.®

In this program, we made great
progress in training deep SNNs by
majorly proposing tandem learning®
and spike timing dependent back-
propagation learning (STDBP).® The
tandem learning applies rate-based
coding and transforms the ANN
knowledge to the coupled SNN in a
layer-wise manner to reduce conver-
sion errors, achieving competitive
performance on both frame-based
and event-based datasets. The
STDBP places the information in the
timing of a single spike, namely tem-
poral coding, and both the inference
and learning are in an event-driven
manner. STDBP achieves state-of-
the-art 99.5% accuracy on the Caltech
face/motorbike dataset among spike-
driven learning algorithms.

System Integration

To implement a complete neuromor-
phic computing system, the neuro-
morphic chip needs to be integrated
with a host processor, along with the
required sensors. We have chosen to
use an FPGA board with ARM cores
as the host processor.

First, the FPGA’s programmable
logic (PL) is programmed with a
bridging module to interface with
the Novena chip over an FPGA Mez-
zanine Card low-pin count con-
nector. The PL may also contain
other modules such as FFT library
implementation to accelerate certain
pre-processing steps that would
otherwise take considerable cycles in
the ARM cores.

Second, the ARM cores, as part
of the FPGA processing subsystem,
run embedded Linux, which facili-
tates sensor integration thanks to
the availability of device drivers for
awide range of commercial sensors
including some event-based sensors.
The sensors are then consolidated
under a unified sensor interface
module, followed by further pre-pro-
cessing as necessary. One example of
pre-processing is to perform region-
of-interest (ROI) extraction such as
on event-based visual inputs,* so as
to reduce input dimension and allow



big trends

east asia & oceania region

Figure 3. Example neuromorphic computing system using a legged robot as mechanical platform and thermal + RGB camera-based
human detection.

resource-efficient implementation
on the neuromorphic chip.

Furthermore, a system software
programming framework based on
a Xilinx SDx environment has been
developed to streamline communica-
tions between embedded Linux and
FPGA PL and to facilitate interfacing
with Novena from embedded Linux
applications, so that the developer
need not be overwhelmed by the
low-level details of the Novena bridge
interface module in FPGA PL.

Once the Novena chip returns
computed outputs, a post-processing
module may be used, for example, to
further filter outputs over time and
improve final accuracy. An illustra-
tion of the overall neuromorphic sys-
tem diagram is shown in the white
inset of Figure 3.

Finally, to showcase the capabili-
ties of neuromorphic computing,
several demonstrator applications
have been built, including live key-
word spotting (KWS), live gesture
detection at variable distances,' and
human plus body-part detection
for search and rescue applications.
Among these, KWS and human
detection demos were integrated
onto a legged robot, where an opera-
tor can use keywords to guide the
robot, with the legged robot using a
combination of thermal camera and
RGB camera where thermal images
were used for ROI extraction based

Mavena chip
Microphone
array <

Audio signal

> ; ’
processing and encoding

RGB
camera

Event-based

ent-based | Image signal

processing and encoding

Programmable
Preprocessing Logic

(e.g., ROI

extraction)

Novena
chip

FMC
-Interface%' loaded

with audio
and/or
visual SNNs

|
I
Processing Subsystem (with ARM cores |
running embedded Linux and applications) |

on hotspots, followed by human and
body-part classification on associ-
ated RGB image ROI patch. A snap-
shot of the human detection demo

is shown in Figure 3, along with a
zoomed-in view of the FPGA board
and Novena chip.

Conclusion
This article gives a description of the
six-year effort to develop an end-
to-end neuromorphic computing
solution in Singapore. From next-
generation memory devices, chips,
algorithms, middleware, to appli-
cations, this ambitious program
covered all aspects of neuromorphic
computing. Currently, the program
is looking into the commercializa-
tion of its innovations, especially for
energy-efficient edge Al.
Acknowledgment. This work was
supported by the Singapore Govern-
ment’s Research, Innovation and
Enterprise 2020 Plan (Advanced
Manufacturing and Engineering do-
main) under Grant A1687b0033.
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Activities
of National
Institute of
Informatics
In Japan

THE NATIONAL INSTITUTE of Informatics (NII) is a
national-level research and services institute focusing
on informatics in Japan. NII was formally established
in 2000 by the Ministry of Education, Culture,

Sports, Science, and Technology (MEXT). Located

in downtown Tokyo, approximately 80 permanent
researchers conduct computer science research in
various fields. In addition, NII provides networking
and information services for more than 1,000 research
and educational institutions in Japan. This article
describes NII's activities in these two complementary
missions: research and services that support research
(as illustrated in Figure 1).
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The service mission of NII has been
fulfilled through three widely deployed
academic services: the SINET family
of high-performance and availabil-

ity networks; the Gakunin Research
Data Management (RDM) Platform,
which supports open access to, and
secure sharing of, data-driven research
results; and cybersecurity services

to protect SINET, RDM, and other
services such as secure computation.
The research mission of NII can be
represented by four fundamental
computer science projects and two
applied research projects. The funda-
mental research projects are: graph
algorithms, formal verification and
their applications, machine vision us-
ing fluorescence, and engineerable Al
The applied research projects are: de-
tection of fake videos, audio clips, and
documents; and CT image Al-based
analytics for the COVID-19 pandemic.
The three groups of projects, services
in support of research, fundamental
research, and applied research, will be
briefly described in this article.

Academic Services in

Support of Research

SINET backbone network service.
One of the most impactful IT services
provided by NII is SINET6,° which has
a fully redundant 400Gbps backbone
network from Hokkaido to Kyushu,
aswell as a 200Gbps connection to
Okinawa. SINET6 provides high-
reliability and high-performance
backbone network service to more
than 1,000 research and educational
institutions in Japan. SINET5 was

the previous-generation network,
which had a 100Gbps backbone, with
an automated, very fast (less than
50msec) switch over when needed.
Since SINET5 became operational, NII
has provided reliable network services
through many natural disasters that
have hit Japan over the years.

The typical unique features of
SINETS are its high speed, high
density, and multiplicity of network
services. SINET6 has 70 SINET nodes
nationwide and connects them by the

IMAGE BY ANDRIJ BORYS ASSOCIATES, USING SHUTTERSTOCK
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Figure 1. NIl organizational structure.
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world’s fastest 400 gigabit Ethernet
(400GE) lines. This makes it easy for
the user institutions to introduce high-
speed access lines to SINET nodes at
low cost. It is safe to say that SINET6
provides them with the world’s fastest
end-to-end network as compared to
commercial networks and other re-
search networks. SINET6 also provides
avariety of network services compared
with other networks. It provides both
IPv4/IPv6 dual-stack services for open
network access and layer-2/3 virtual
private network (VPN) services for se-
cure collaborations. SINET users can
set up L2VPNs by specifying the desti-
nations and routes in an on-demand
manner through a SINET on-demand
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controller. This on-demand capabil-
ity is useful for various research fields
such as telesurgery experiments that
need assured bandwidth, non-com-
pressed 8K video transmissions that
need to select routes to obtain enough
bandwidth, and so on. NII has stably
provided this variety of services over
the cutting-edge high-speed devices by
effectively developing and debugging
new functions.

The development of the SINET fam-
ily of networks has been led by Shigeo
Urushidani, deputy director of NII. In
addition to the backbone network, NII
also provides Mobile SINET service for
research and innovative IoT applica-
tions, such as precision agriculture

(for example, cattle monitoring) and
atmospheric phenomena (for ex-
ample, polar mirage monitoring). In
parallel with the technological evolu-
tion of the SINET family of backbone
networks, Mobile SINET has evolved
from LTE to 5G, with support for pri-
vate 5G service (see Figure 2).

Data platform service. NII RCOS
(Research Center for Open Science and
Data Platform),® under the direction of
Kazutsuna Yamayji, is responsible for
the development of the NII Research
Data Cloud. The initial version of the
NII RDC consists of three primary plat-
forms: a research data management
platform (GakuNin RDM), a publica-
tion platform (JAIRO Cloud), and a
discovery platform (CiNii Research).
These platforms aim to be utilized
along with the research data life cycle.
GakuNin RDM is currently used by
more than 60 research institutions. It
aims to be a vital service that enables
researchers to share data between
collaborators in their daily activities.
In addition to data sharing, GakuNin
RDM also supports the Data Manage-
ment Plan enforced by the funding
agency, metadata management, and a
data analysis environment with appro-
priate secure storage capacity. Reliable
research output managed by GakuNin
RDM is publicized from the cloud
service of institutional repositories

Figure 2. SINET 6: Academic backbone network in Japan.
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named JAIRO Cloud, which is em-
ployed by more than 750 universities
in Japan. The whole contents stored in
each repository are aggregated by CiNii
Research which has an enormous aca-
demic knowledge graph in Japan.

In addition to the symbolic Europe-
an Open Science Cloud, similar activity
can be seen globally, such as Austra-
lian Research Data Commons, Korean
Research Data Platform, Malaysia
Open Science Platform,” and African
Open Science Platform. NII RDC
continues its effort to build interoper-
ability with these platforms. Compared
with them, the advantage of NIl RDC
is the national-scale deployment and
comprehensive service through the re-
search data life cycle. The National Re-
search and Education Network (NREN)
in each country provides a high-speed
network and several middleware
services, including identity and access
management federation. The unique-
ness of NII is to add value through the
research data infrastructure on top of
these existing services.

In 2020, the Japanese Cabinet Office
recommended researchers to use NII
RDC in large-scale publicly funded
research projects, which is developing
good use cases in practice. For in-
stance, in the Moonshot Goal 2 project
in Japan realization of ultra-early
disease prediction and intervention

big trends

by 2050, life scientists and theoretical
scientists share and manage research
data using GakuNin RDM. They also
utilize data analysis tools belonging

to GakuNin RDM and share analysis
programs and mathematical models.
The program aims to publicize their
research data using JAIRO Cloud. NII
RDC has become a vital research infra-
structure in their research program. In
2022, Japan’s MEXT started a new pro-
gram for nationwide and institutional
wide deployment of GakuNin RDM.
Through this program, the laboratory
in each university will get an opportu-
nity to be in touch with GakuNin RDM
and gain its benefits.

NII RDC is not only to provide a fea-
sible research environment but also
to change the conservative research
culture to facilitate the data-centric
science. As illustrative example,
visualizing the adoption of a standard
dataset by many research papers will
increase the recognition of its impact.
By adding a new dimension to the cur-
rent exclusive emphasis on paper cita-
tion counts, scientists who collect and
publish high-quality datasets will also
become highly regarded (see Figure 3).

Cybersecurity service. Under the
direction of Hiroki Takakura, the Cen-
ter for Strategic Cyber Resilience R&D
coordinates and supports NII Security
Operation Collaboration Services (NII-

east asia & oceania region

SOCS), which operates security moni-
toring and provides technical advice
for national universities in Japan. In
addition to countering and mitigating
overt cyberattacks, the center imple-
ments technologies for detecting signs
of advanced persistent threats (APT)
and deploying countermeasures to
block the APT and their follow-up at-
tacks such as ransomware.

With the advent of COVID-19,
our lifestyles have been drastically
transformed. This transformation also
affected communications between
SINET and the Internet, which are
monitored by NII-SOCS. It is natural
for everyone to take full advantage of
the convenience of cloud computing,
and in addition to legitimate users,
attackers also use major cloud service
providers. More than 90% of commu-
nications are now encrypted. As the
results, traditional security measures,
including pattern-matching, indica-
tors of compromise, are rapidly losing
their effectiveness.

Under such circumstances, we de-
veloped various analysis methods, for
example, the combination of threat
intelligence analysis and parallel
processing by GPUs to find mali-
cious activities in communications at
several hundred Gbps.* As a result, we
have succeeded in narrowing down
the billions of suspicious commu-

Figure 3. Architecture of NIl Research Data Cloud.
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Figure 4. The pull-over scenario for au-
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Figure 5. Photoacoustic imaging for vessels.
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nications generated daily to a few
dozen high-risk ones. NII-SOCS also
analyzes a variety of threat informa-
tion and requests enhanced defenses
when vulnerabilities are discovered in
the networks of participating univer-
sities. This activity contributes to the
prevention of damage such as unau-
thorized intrusion into VPN routers,
which has been recently occurring
around the world.

NII-SOCS fully utilizes the project
of SINET 6, traffic mirroring functions.
In this service, the traffic of their ac-
cess lines is mirrored and forwarded
to specified hub locations with secu-
rity analysis devices. Since the amount
of mirrored traffic is enormous, the
target for mirroring is dynamically
selected and turned on or off.

To stimulate research activities
on cybersecurity, the center provides
research data, including sanitized
traffic benchmark and malware data
with analysis reports based on ob-
served attacks.

The center also conducts table-

Spectral AR

PAI

i

top exercises, role-based discussion
groups with scenarios modeled on
actual cyberattacks that have occurred
recently in universities and other
organizations. These discussion-
based simulated exercises modeled
on actual cyberattack scenarios are
designed for all enterprise personnel,
including technical and administra-
tive staff, as well as executives. These
simulated exercises help universities
build resilience, to continue their
operations even in the face of cyberat-
tacks. Through these activities, the
center contributes to the broadening
of cybersecurity expertise through the
entire enterprise, providing a potential
remedy for the global shortage of dedi-
cated cybersecurity professionals.

Fundamental Research

in Computer Science

Graph algorithms and challenge
for minimum cut(mincut). Ken-ichi
Kawarabayashi shared Fulkerson
Prize in 2021 with Mikkel Thorup
of the University of Copenhagen,

Figure 6. Engineerable Al for autonomous driving.
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H Result

835nm PA data tennasensenneass

and blood vessels

the highest honor in discrete math-
ematics and algorithms, for their
deterministic mincut algorithm for
a simple graph. Mincut is one of the
central problems in graph algo-
rithms, starting from the seminal
algorithm of Ford and Fulkerson
(1956). It has been still a challenge
though, to extend to multiple graphs.

Formal verification and applica-
tions. Ichiro Hasuo’s group made
significant contributions to software
science, ranging from mathematical
foundations to real-world applica-
tions. In their recent work?® on safety
of automated driving vehicles (ADVs),
they introduced the first formal logic
that proves safety in the pull-over sce-
nario (Figure 4). The scenario, while
essential for level 4-5 ADVs, poses a
unique challenge due to its complexi-
ty. Their logic overcame the complexity
by compositional reasoning, a central
paradigm of deductive verification a la
Antony Hoare.

Innovative computer vision based
on fluorescence and photoacoustic

Risk analysis-driven, fine-grained safety requirements

for prediction performance in safety-critical systems

Targeted and regression-controlled update of deep neural networks via
fault localization to identify responsible/suspicious parameters

Al Error Risk

ID Modes Scenes Hazards Level AlEval. Accepted?

001 Misclassify: Pedestrian  No braking, 5 Error Y
pedestrian  in front hit the 4%
to rider of ego-car  pedestrian

002 Misclassify: Closely Unnecessary 3 Error N
rider to following braking, hit at 35%
pedestrian  car the rear side
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Figure 7. Medical imaging big data platform built by NiIlI.
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signals. Imari Sato’s pioneering work
analyzing reflective-fluorescence im-
ages has opened a new research field
in computer vision.” Based on the
unique properties of fluorescence,
she presented a series of solutions
to challenging computer vision
problems, including light color
estimation, robust shape estimation
of concave objects, and liquid clas-
sification. She has also made impor-
tant achievements in photoacoustic
imaging technology, a state-of-the-art
noninvasive measurement technique,
and realized a fully automated system
for 3D visualization of blood and lym-
phatic vessels (see Figure 5).
Engineerable AL Fuyuki Ishikawa
of NII is leading the “Engineerable
Al (eAD)”® project for trustworthy AI
engineering. One of the notable out-
comes is techniques for targeted and
regression-controlled update of neural
networks by adapting fault localiza-
tion techniques, originally used for
estimating the bug locations. These
techniques were tested by bench-
marks defined with the automotive
industry and demonstrated the capa-
bility to adjust and improve prediction
performance of state-of-the-art predic-
tion AI to meet fine-grained safety
requirements for automated driving
(see Figure 6).

Applied Research

for Societal Benefits

Detection of fake images, audio clips,
and documents. During the COVID-19
pandemic, fake news items have

a See eAl Project; https://engineerable.ai/en/

| Featuesofthe Clovd Plathorm |
|} Data from academic sockety servers (anonymized) can be uploaded and stored
() Researchers can analyze the data in the coud

Big Data Cloud Platiorm

Tor Medical Imaging (NIl GCloud)

caused significant harm, a problem
recognized as an “infodemic” by the
World Health Organization (WHO).
Attackers can generate and distribute
fake videos, fake audio clips, and fake
documents for purposes of fraud,
propaganda, and public opinion
manipulation, using widely available
tools such as the DeepFake! image
generator. To detect fake media, Isao
Echizen and his colleagues founded
the Global Research Center for Syn-
thetic Media (SynMedia Center). The
SynMedia Center conducts research
and development to generate and
detect synthetic and fake media,
ensure media reliability, and support
decision making. A concrete example
is the AI-based SYNTHETIQ VISION
tool (September 2021) that automati-
cally detects fake facial videos gener-
ated by tools such as DeepFake. This
fake detector program is available

as a Web API and illustrates “Al as a
service (AIaaS).”

Al-based COVID-19 pneumonia
diagnosis tool using CT image analyt-
ics.” When the COVID-19 pandemic
began in early 2020, PCR (polymerase
chain reaction) testing stations were
relatively rare in Japan. For more
serious cases that required hospi-
talization, NII and the Japan Radio-
logical Society developed an Al-based
COVID-19 pneumonia diagnosis tool,
using computerized tomography (CT)
images. Although the data volume
of each CT image set is very large,
we were able to leverage SINET6 to
collect more than 700 sets of CT im-

b See http://research.nii.ac.jp/rc4mb/
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ages of COVID-19 pneumonia cases
from around Japan. The Al-based
diagnostic tool was developed quickly
and achieved a detection accuracy of
83%. This achievement was reported
widely, including in an article in MIT
Technology Review (July 2021). This
system was one of the earliest AI-
based COVID-19 pneumonia diagno-
sis detectors in the world. Kensaku
Mori of Nagoya University played a
leading role in the NII development
team, in collaboration with medical
imaging researchers from the Univer-
sity of Tokyo, Kyushu University and
others, achieving success through
Team Science (see Figure 7).

Conclusion

A growing number of successful NII
projects have built on vigorous inter-
national collaborations. For example,
the 2021 Fulkerson Prize was given

in recognition for a paper by Kawara-
bayashi and Thorup of the University
of Copenhagen. Beyond the illustrative
projects described in this article, the
NII team sincerely wishes to expand
global collaborations in many areas of
computer science research.
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Operationalizing
Responsible Al at Scale:

CSIRO Databl's Pattern-Oriented

Responsible AI Engineering Approach

BY QINGHUA LU, LIMING ZHU, XIWEI XU, JON WHITTLE,
DIDAR ZOWGHI, AND AURELIE JACQUET

OR THE WORLD

to realize the

benefits brought

by Al it is impor-

tant to ensure
artificial intelligent (AI)
systems are responsibly
developed, used through-
out their entire life cycle,
and trusted by the humans
expected to rely on them.*
The goal for AT adoption
has triggered a significant
national effort to realize
responsible AI (RAI) in
Australia. CSIRO Data61

is the data and digital spe-
cialist arm of Australia’s
national science agency.
In 2019, CSIRO Data61’s
worked with the Australian
government to conduct
the AI Ethics Framework
research. This work led
to the release of eight AI
ethics principles to ensure
Australia’s adoption of
Al is safe, secure, and
reliable.?

This effort is influ-

a http://bit.ly/3FbunOj

]
It is challenging to turn

high-level Al ethics principles

into real-life practices.
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enced by Australia and
New Zealand’s unique
culture values, such as
“fair go,” indigenous
community, and the wider
Indo-Pacific regional
thinking. To test out the
impact of the framework,
CSIRO Data61’s inter-
viewed CSIRO scientists
in 2020 to gain insight
into their implementa-
tion of ethics principles
in scientific projects. In
2021, the adoption of
the ethics principles was
examined via case studies
from some of Australia’s
biggest businesses.”
Through our engage-
ment with the Australian
industry and the wider
Oceania region, we have
identified five major chal-
lenges in operationalizing

b http://bit.ly/3kTXoaF

RAI at scale:

» Challenge 1. A lack
of connected reusable
solutions for operational-
izing these principles. It
is challenging to turn
those high-level AI ethics
principles into real-life
practices. Also, significant
efforts have been made
on algorithm-level solu-
tions focusing on a subset
of principles (such as
fairness and privacy). To
try to fill the gap, further
guidance (such as guide-
books and checklists)
has started to appear, but
those efforts tend to be ad
hoc sets of prompts.?

» Challenge 2. Stake-
holder interests in RAI risk
management vary, demand-
ing different but connected
solutions. Organizations
usually take a risk-based
approach, but different


https://dx.doi.org/10.1145/3589946
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stakeholders have differ-
ent interests. For example,
regulators or board/execu-
tives may be more inter-
ested in harms and soci-
etal impacts, associated
preventive/corrective cost,
and governance mecha-
nisms, while developers
care more about algorith-
mic risks and reliability/
security techniques.

» Challenge 3. Integrat-
ing RAI risk management
into organizations’ existing
governance frameworks.
Organizations usu-
ally have centralized risk
committees to manage
traditional risks, such
as financial, reputation,
and legal risks, with some
having dedicated cyber-
security and privacy risk
management. These com-
mittees do not have the
necessary scope to handle

RAI risks. But creating
dedicated AI risk commit-
tees for human values or
fairness gives rise to risk
silos. Some risks, such as
reliability, might be best
handled at the operation-
al level.

» Challenge 4. Com-
munication barrier. It is
often difficult for software
engineers to explain the
RAI risks of or solutions
for their AI systems to
management teams and
vice versa.

» Challenge 5. Lack
of talents and experts.
Organizations often do
not have RAI expertise;
thus their traditional risk
experts manage RAI risks.
Also, the organizations
often cannot afford to
examine each AI project
deeply, thus their risk
committees only assess

high-risk projects and rely
on the project teams to do
self-assessment.

RAI Pattern Catalogue
and its Research Impact
CSIRO Data61 focuses on
RAI engineering, which ad-
dresses end-to-end system-
level challenges. We built
an RAI Pattern Catalogue®
for different stakeholders
in the AI industry.>* We

c http://bit.ly/3T0663F

analyzed and generalized
successful case studies

and best practices into re-
usable patterns (Challenge
1) and organized them
into three interconnected
categories (Challenge 2)
for easier adoption for im-
pact—governance patterns
for establishing multilevel
RAI governance, process
patterns for setting up
responsible development
processes, and product
patterns for building RAI-

-
CSIRO Data61’s worked with

the Australian government and
industry to conduct research

in Responsible Al Engineering.
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by-design (as illustrated in
the accompany figure).

To describe the pattern,
we created a template,
including summary, type,
objective, target users,
impacted stakeholders, rel-
evant principles, context,
problem, solution, conse-
quences, related patterns,
and known uses. Patterns
are selected and tailored
for different contexts; for
example, adding more
quantitative assessment of
risk residues and risk/cost
increase in other parts. To
maintain the risk profile
for consequences, we have

added pointers to mea-
sures, measuring methods,
new risks, and risk residues
(Challenge 3).

Patterns are connected
at multilevels/stages
through the related pat-
terns (Challenge 4). For
example, the regulatory
sandbox is an industry-lev-
el governance pattern that
may specify high ethical-
quality requirements and
use restrictions for facial
recognition. To support
the regulatory sandbox
pattern, the software bill
of materials pattern at
the organization-level

]
RAI governance through the

API’s process pattern can be
adopted to restrict the

use of facial recognition APIs

to approved users only.
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and verifiable claim for AI
system artifacts pattern

at the team level can be
implemented to manage
the ethical qualities of the
procured third-party facial-
recognition technology.
RAI governance through
the API’s process pattern
can be adopted to restrict
the use of facial recogni-
tion APIs to approved
users only. The bill of
materials registry product
pattern can be embedded
as a system component to
record the supply chain
information.

In one task, we are as-
sessing risks for CSIRO AI
projects using our top-to-
bottom/end-to-end RAI
risk framework and recom-
mending pattern-oriented
mitigation strategies. The
question bank for risk
assessment is built based
on four dimensions: eth-
ics principles, life-cycle
stages, stakeholders who
will ask the questions,
and stakeholders who will
answer the questions. To

support automated self-
assessment, we are build-
ing a RAI knowledge graph
based on incidents, ques-
tions, and patterns, among
others (Challenge 5).

We offer a course on
the RAI Pattern Catalogue
in Australia’s nationwide
Al graduate schools. Our
industry partners have
adopted some patterns in
their governance policies
and development guide-
lines—for example, for
chatbot development.*
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The Veracity Grand Challenge
in Computing:
A Perspective from Aotearoa New Zealand

BY MARKUS LUCZAK-ROESCH, MATTHIAS GALSTER, AND KEVIN SHEDLOCK

HE NEW ZEA-
LAND govern-
ment identified
numerous
challenges
related to trust

and truth in the context of

digital technologies. These
challenges result from an
ever-increasing amount of
online social networks, end-
to-end digital supply chains,
automated decision-making
tools, generative artificial
intelligence (AI), and cyber-
physical systems. Such
challenges impact people’s
lives across professional

and private contexts and

led to the Veracity Project*

2021-2024.

But what is veracity? Out-
side the field of computing,
veracity is not a common
term in everyday language.
One dictionary definition
is “conformity with truth or
fact.”? But does that defini-
tion really capture the entire
meaning of veracity within
computing?

Veracity was initially
introduced as the fourth “v”
to Big Data’s original three
Vs—volume, velocity and va-
riety—often interpreted as
data quality.® However, dic-
tionaries also define veracity
as the “power of conveying
or perceiving truth,” high-
lighting a sender-receiver
perspective.

a https://veracity.wgtn.ac.nz/
b https://www.merriam-webster.
com/dictionary/veracity

Conceptualizing veracity
as data quality does not cap-
ture its scope multidirec-
tionally; and many low-trust
scenarios arise from some-
one accessing high-quality
data but doing something
with that data that harms
others. An example is the
Facebook-Cambridge Ana-
lytica scandal, a low-veracity
situation involving high-
quality data.

Transcending boundar-
ies between physical and
digital spheres. This con-
ceptual ambiguity makes
veracity uniquely interest-
ing within Aotearoa New
Zealand and other countries
where multidirectional con-
siderations around sover-
eignty of artifacts (including
digital artifacts) are cultur-

ally and legally embedded
in society. New Zealand is
an example of a bicultural
society with a commitment
to recognize language and
culture of the Indigenous
peoples, Maori. Technol-
ogy, and how technology is
developed and used, must
be culturally responsive and
inclusive. This is specifi-
cally visible in requirements
around data sovereignty. Re-
search from Aotearoa New
Zealand can move beyond
common thinking about
computation by fostering
a co-design process that al-
lows Indigenous and global
perspectives to jointly create
this new conceptualization
of veracity.

Led by the affiliated
Indigenous researchers, the

JULY 2023 | VOL. 66 | NO.
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Veracity Project research
began from the notion of
“Ko te taiao matihiko,”
emphasizing a holistic view
to the world around us,

and dissolving boundaries
between the physical and
digital worlds. This pro-
vides a novel perspective on
computing in which digital
representations of artifacts
cannot be disentangled
from their grounding in

the physical world. This
grounding could be either
the real-world context of a
digital artifact® (for exam-
ple, the person that used a
digital service is connected
to the data, and the place in
which the app was used) or
the real-world artifact itself
about which data is cre-
ated (for example, an apple
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A) To ensure and prove veracity, people, organizations (for example, from the GLAMR sector including galleries,
libraries, archives, museums and record-keeping institutions), and applications (including automatic decision
making/ADM systems) preregister secure identifiers (for example, embodying time and digital signatures) related
to claims they want to make while maintaining full control over the actual data related to the claim. Claims can be
about a certain transaction like the exchange of an artifact between parties, or about the condition or properties of
an artifact at a certain time. Witness accounts about the truthfulness of claims as well as contesting of claims can
also be submitted. ALl claims are linked by context and can be examined to assess the state of veracity.
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B) Example instantiation of the architectural concept in the context of AI-supported content authoring involving a
Large Language Model (LLM). Each actor in the process (including the AI system) submits claims related to their

involvement in the content production, publishing and consumption process. A content consumer, for example, may Teons in figure from Stim

submit a claim that is a challenge against the veracity of the produced content (for example, to flag misinformation Tcon Set, MIT License:
or cultural appropriation). A claim graph can be constructed from all claims to infer the veracity of the content https://iconduck.com/sets/
publication life cycle and each actors' role and stake. slim-icon-set.

Conceptual view of the envisioned data infrastructure approach to veracity.
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traveling through a supply
chain along with support-
ing metadata). The tradi-
tional approach in comput-
ing is to introduce digital
twins as a “copy” of the real
artifacts. But when entan-
gling digital and physical
representations, both exist
and evolve as one.

This holistic concept
of veracity is challenged
by blind spots between
the physical and digital
spheres. Currently, there
is no technology available
that allows objects of arbi-
trary makeup (for example,
a biological object like an
apple) or scale (a car’s indi-
vidual screws) to hold data
about itself, its life cycle,
or the integrity placed on it
by the means of production
(organic) without attaching
something to it (physical
label, chemical nanodots).
The disembodiment of data
from its origin has become
a pressing sociocultural,
legal, and technical con-
cern, and makes veracity
one of the grand challenges
in computing.

Trust, truth, authenticity,
and demonstrability. The
Veracity Project is investi-
gating cultural and formal
approaches to both clarify
and explore veracity. Formal
approaches help clarify
because they abstract away
from any example to get a
clear view of problems, and
then allow expression of
that view in a rigorous lan-
guage, which is equipped
with rules that preserve
properties (for example,
trust, truth, authenticity,
and demonstrability). For
example, event calculus
helps model supply chains,
use an “engine” to explore
the models to see how
robust or complete the real
supply chains might be, and
develop a logic based on
constructive logics® to pin
down the essence of veracity.

Achieving high verac-
ity through national data
infrastructures. There are
numerous situations where
one party could disregard
another party’s interests to
maximize their own benefit,
thus lowering veracity. The
Veracity Project is exploring
use cases as diverse as track-
ing the use and integrity
of Traditional Knowledge
Labels attached to cultural
heritage records;® support-
ing transparency and
trust in the supply chain
of organics products; and
making AI decisions con-
testable. Stakeholder inter-
views indicate that veracity
decomposes (at least) into
technical veracity, process
veracity, financial verac-
ity, regulatory veracity, and
cultural veracity.

Commonly recom-
mended approaches like
blockchain do not always
support veracity as envi-
sioned here. Veracity may
involve real-world interac-
tions; blockchain-based
solutions may not capture
all the information to estab-
lish veracity around those
or the principles inherent
in blockchains may exclude
certain users. Further-
more, blockchain may help
ensure the integrity of data
records once they are in the
system, but we still need
mechanisms to ensure data
records that go into a sys-
tem are trustworthy. Finally,
some types of blockchain
may not be practical in all
cases, for example, when
enhancing existing systems
with provenance mecha-
nisms, or in domains where
scalability and energy con-
sumption are key drivers.

The Veracity Project
works toward a novel kind of
national data infrastructure
involving decentralized data
management following the

¢ https://www.localcontexts.org
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]
The disembodiment of data

from its origin has become

a pressing sociocultural, legal,
and technical concern, and

makes veracity one of the grand
challenges in computing.

principles of ‘solid’ data
pods,* pre-registration of se-
cure footprints of digital ac-
tions an entity (for example,
a person, organization, or
artificial agent) wants to
be able to make claims or
withstand scrutiny when
challenged, and the ability
for witnesses to vouch for or
contest other entities’ claims
or actions. Related views
have recently been articulat-
ed about privacy-preserving
computation® and personal
data management.®

The accompanying figure
depicts our concept of such
a national data infrastruc-
ture that focuses on open
standards and interoper-
ability at the technical level,
and data ownership, con-
sent, and contesting at the
governance level. We inves-
tigate which open standards
(for example, decentralized
identifiers, verifiable cre-
dentials) enable infrastruc-
tures that scale, keep costs
low while supporting legacy
technologies, respect data
sovereignty, and reduce
technical dependencies.
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CLOSET: Data-Driven COI

Detection and Management

in Peer-Review Venues

BY SOURAV S. BHOWMICK

UR PEER RE-
VIEW process
aims to en-
sure our pub-
lished results
truly advance
the state of the art. Our
professional societies (for
example, ACM, IEEE, VLDB
Endowment) have worked
hard toward ensuring the
review and selection pro-
cesses are fair and contin-
ue to fulfill this intended
purpose. Our community
has introduced various
refinements such as single-
and double-anonymous
reviews, automated match-
ing of reviewers to topics
and to individual papers,
multiple submission
deadlines, opportunities
for revision and rebuttal,
“review quality week” to
manually ensure quality

of reviews, and a variety

of guidelines for reviewer
selection and manuscript
handling. These refine-
ments have greatly helped
to improve the quality of
refereed publications.

Yet during all these
refinements to review
processes, the operational
definition of conflicts of in-
terest (COI) and the means
of declaring and handling
them has changed little.'?
Venues typically define a

]
CLOSET detects co-authorship
and institution-based unreported
COls and COl violations based

on a venue-specific COI policy.
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COI as valid if two people
wrote a paper together in
the (recent) past, are at the
same institution currently
or in the near past, are
close relatives or friends,
are advisor and (former)
advisee, or worked together
closely on a project in

the (recent) past. Confer-
ence venues often require
authors to self-report COI
with all potential review-
ers—that is, the members
of the program committee
(PC). As conference PCs
may easily swell beyond 200
members and with thou-
sands of reviews to assign,
PC chairs cannot realisti-
cally double-check such

manual declarations of
COL. Consequently, there is
a great need for a frame-
work that can automatically
check whether all conflicts
were reported, which is im-
portant in any case but vital
if anyone should ever try to
circumvent the system by
deliberately under-report-
ing COL."?

CLOSET is a novel data-
driven system, designed,
and developed at Nanyang
Technological University
(NTU) for detecting and
reporting unreported COIs
and COl violations, if any,
in a peer-reviewed venue.?

a  CLOSET; http://bit.ly/3K1BiNa
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The accompanying figure
depicts the framework of
CLOSET. Given a set of
bibliographic data sources
(for example, DBLP) and a
set of reviewers (initially)
assigned to each paper by a
review management system
(RMS; for example, Mi-
crosoft’s CMT, EasyChair)
hosting a specific venue,
it first takes a semiauto-
mated approach to pre-
pare venue-specific data
for COI management by
integrating, cleaning, and
storing relevant data. Next,
it deploys an efficient COI-
detection technique that
automatically finds various
types of COL.

The current version
of CLOSET detects co-
authorship and institution-
based unreported COIs and
COlviolations based on a
venue-specific COI policy.
It also detects potential
cases of submarine COIs'
between author-reviewer
pairs for submissions,
which are COIs due to
potential bias that may still
exist between two people
even if they do not have past
co-authorship/co-worker/
family relationship. Finally,
these results are exposed
to PC chairs in a variety of
user-friendly reports (for
example, structured tables,
charts, network views) with
natural language-based
explanations to aid their
decision making. Note

nal to the “secret sauce”

an RMS uses for reviewer
assignment to papers. The
results of CLOSET can also
be uploaded to an RMS to
facilitate efficient COI-free
reviewer reassignment. Cur-
rently, CLOSET has success-
fully interfaced with CMT to
this end.

At first glance, it may
seem the COI detection and
management problem is
straightforward as we can
simply check the existence
of an author’s name in the
co-author list of a reviewer
from any bibliographic
data source or check if an
author-specified domain
name is identical to that
of the reviewer (such as a
co-worker). While this may
unearth some unreported
COlIs, our investigation with
real-world data reveals that
such a strategy may often
miss out many valid COI
cases due to challenges
brought by the character-
istics of RMS data (for ex-
ample, unstructured, dirty,
missing data, homonymous
names).

Consequently, CLOSET
has an built-in data clean-
ing and an efficient hom-
onymous name detection
mechanism to tackle these
challenges. In particular,
the explanation generation
component of CLOSET
annotates potential hom-
onymous name cases in
results with explanations

hot topics
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]
CLOSET has made a significant
impact on how the review
process is managed at premium
data management venues.

Furthermore, automatic
discovery of submarine
COlIs is an intriguing prob-
lem. To this end, CLOSET
leverages a novel algorithm
grounded on network sci-
ence, data analytics, and
social psychology theories
(for example, social influ-
ence theory, social impact
theory).

To date, CLOSET has
been deployed in more
than 18 venues. It revealed
the COI management
mechanism in existing in-
dustrial-strength RMS can
often be inadequate for the
intended purpose. For all
deployed venues, CLOSET
has detected a significant
number of unreported
COIs (on average, at least
25% of the submissions in
avenue have unreported
COIs) and COI violations
that have evaded the detec-
tion mechanisms of host-
ing RMS. Specifically, it has
made a significant impact
on how the review process
is managed at premium
data management ven-

that CLOSET is orthogo- for PC chairs to investigate. | ues such as SIGMOD and
Review
Management —<
System (RMS)
/ CLOSET *\
— o
- Results,
: - Data COoI Explanation,
5 Preparation Detection and
— Visualization
Peer-review,
bibliographic
data Venue-Specific COI Policy
CLOSET framework.
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VLDB. It has influenced
changes to the specifica-
tions and implementation
of long-standing COI poli-
cies and management of
COlI in these venues.
CLOSET is now used as
the default tool in these
venues. It has also inspired
several community mem-
bers to contribute on top
of it (for example, richer
visualization support by the
University of Illinois Urba-
na-Champaign group led by
Marianne Winslett, a plug-
in for ingesting data from
several theoretical com-
puter science venues led by
Christel Baier). In summary,
CLOSET is a successful
example of an end-to-end,
data-driven system originat-
ing from a southeast Asian
university, built on the solid
foundation of network sci-
ence, data analytics, and
social psychology theories,
and used in practice. We
are not aware of any other
system with similar features
as CLOSET deployed in the
real world.
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Learning and Evidence Analytics
Framework Bridges

Research and Practice for
Educational Data Science

BY HIROAKI OGATA, RWITAJIT MAJUMDAR, AND BRENDAN FLANAGAN

EARNING ANA-
LYTICS (LA) as
aresearch disci-
pline focuses
on multiple
perspectives of

understanding and sup-

porting educational activi-
ties utilizing collected log
data. To do so at a national
and even international
level, educational technol-
ogy platforms that enable
gathering users’ interac-
tion traces and digitally
generated artifacts must
store data in a standard-
ized format. In Japan,

the government initiated

the GIGA School project

in 2020, which installed

more than nine million

tablet PCs and high-speed

Internet access at compul-

sory education institutions

(elemental and middle

schools). Such infrastruc-

ture enables the collection

of educational data and
analysis with the aim to
improve educational prac-
tices in each school. With
standardized data logging,
it is possible to aggregate

LEAF is an integrated
technology framework that
incorporates learning analytics
methods and tools and can

be linked to any existing learning
management systems in
different institutions.
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data from all schools and
to generate educational
Big Data that can support
evidence-based policy-
making and research at a
national level.

At the Learning and
Educational Technology
Research Unit at Kyoto
University, we developed
the Learning and Evidence
Analytics Framework
(LEAF),' an integrated
technology framework that
incorporates LA meth-
ods and tools and can
be linked to any existing
learning management sys-
tems in different institu-
tions. The accompanying
figure provides an overview
of the framework. As illus-
trated in the figure’s Part
A, teachers and learners

can conduct daily educa-
tional activities and access
various Al-driven services
utilizing the LEAF system
to enrich their learning ex-
periences and outcomes.
Teachers can upload any
learning materials in

PDF format on BookRoll,
the e-book platform, and
learners can access them
through standard Web
browsers on their PC or
mobile devices (as shown
in Part B). The learning in-
teractions are logged using
standard xAPI statements
and then processed to
create various data-driven
services in LEAF. It is then
presented to the users
within BookRoll or in a
learning dashboard called
Log Palette.

PHOTO BY KPG-PAYLESS
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Learning and Evidence Analytics Framework (LEAF).
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The five tenets support-
ing data-driven teaching
and learning practices
with the LEAF system in-
cludes the following:

1. Prepare the infra-
structure for data-driven
sustainable educational
practices;

2. Support learning for
all by using learning log
data;

3. Foster self-directed
learning skills with learn-
ing logs;

4. Enhance interper-
sonal communication and
social learning by using
learning log data; and,

5. Share data and evi-
dence.

Our development
agenda aims to overcome
the challenges in realizing
these tenants, which is
informed by technology
research as well as contrib-
utes to investigating the
impact in the educational
sector.

Educational Explain-
able AI Tools (EXAIT) is
one of the services linked
to LEAF.? EXAIT is used to
learn English and math-
ematics at the Japanese ju-
nior high and high school
levels. For English, the tool
recommends appropriate
extensive reading materi-
als based on students’
vocabulary exposure to
prior reading materials.
For mathematics, it aims

hot topics

to detect learners’ “stuck”
points based on analyz-
ing digital pen stroke
data and students’ self-
explanations. In addition
to visualizing the learning
logs, the evidence extrac-
tion function in LEAF can
compute the effectiveness
of interventions during
daily activities as a step to
promote evidence-based
practices with daily log
data.

Another service linked
to LEAF is the GOAL sys-
tem,® developed to provide
approaches to learner
modeling and support for
self-directed educational
activities using learners’
own data synthesized from
multiple data sources.
LEAF also integrates
cutting-edge technolo-
gies such as blockchain to
facilitate validating and
sharing of learning logs
across institutions and uti-
lizing logs for algorithmic
grouping for cooperative
learning scenarios.’

In Japan, the LEAF
system is implemented on
the national educational
cloud, which is accessed
by 20 public schools from
seven prefectures. Ad-
ditionally, instances are
implemented locally in
10 universities reaching
more than 20,000 stu-
dents in the K-16 context
for their daily learning

]
In Japan, the LEAF system s
implemented on the national
educational cloud, which is
accessed by 20 public schools
from seven prefectures.
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activities.” Internation-
ally, LEAF is adopted by
teachers in collaborating
universities in Taiwan,
India, and Hong Kong*
and enables a sustainable
way to continue collect-
ing educational Big Data
in international contexts.
It pursues cutting-edge
research on educational
data science utilizing daily
educational activities and
aims to support evidence-
based learning and teach-
ing practices internation-
ally. The teachers gain
access to their own class
data and researchers
among them also utilize
the data to analyze and re-
port findings as academic
publications.

The LEAF approach
and its implementation
at scale from Japan is only
possible with collabora-
tion among research-
ers, practitioners, and
policymakers. While the
GIGA school provided
devices and infrastruc-
ture, LEAF provides actual
applications to evolve a
data-driven educational
ecosystem that is unique.
The research group is
engaged in data collection
and standardized logging
policymaking. It can be
adopted by industries that
create online learning
tools and services.

A formal council on
Evidence-driven Educa-
tion (EDE) was formed in
2021. EDE provides both
aresearch forum for the
different Japanese stake-
holders to collaborate
with LEAF and a commer-
cial forum to adopt LEAF
at the institutional and
national levels through
a subscription-based
financial model. That
large-scale adoption of the
LEAF system highlights its
flexibility and low thresh-
old. It is used by teachers

from various disciplines
and sociocultural back-
grounds. The East Asian
and Oceanian community
of educators and research-
ers can explore, adopt and
have a local implementa-
tion of LEAF in different
countries.’ Our research
aims to create an educa-
tional data ecosystem to
continuously improve
practices by involving
different stakeholders
who utilize data-driven
services in their daily
learning context.
Acknowledgment.
This research work is
partially supported by
the following research
grants: NEDO Special In-
novation Program on Al
and Big Data JPNP18013,
JPNP20006 and JSPS
KAKENHI 20H01722,
22H03902.

References

1. Flanagan, B. and Ogata, H. Learning
analytics platform in higher education
in Japan. Knowledge Mgmt &
E-Learning 10, 4 (2018); 469-484.

2. Ogata, H., Majumdar, R., Flanagan, B,
and Kuromiya, H. Learning analytics
and evidence-based K12 education
in Japan: Usage of data-driven
services and mobile learning across
two years. Intern. J. Mobile Learning
and Organisation (2022); https://doi.
0rg/10.1504/IJML0.2023.10048714

3. Majumdar, R, Yang, Y. Li, H,
Flanagan, B. and Ogata, H. 3 Years
of GOAL project in public school:
Leveraging learning & smartwatch
logs for self-directed learning.
Practitioner's Report in Proceedings
of LAK23.

4. Ogata, H., Majumdar, R,, Yang, S.J.
and Warriem, J.M. Learning and
evidence analytics framework (LEAF):
Research and practice in international
collaboration. Info. and Tech.
Education and Learning 2, 1 (2022);
https://doi.org/10.12937/itel.2.1.Inv.
p001

5. Other works related to LEAF project:
https://www.let. media.kyoto-u.ac.jp/
en/publications-3/; explanatory
video https://www.youtube.com/
watch?v=LTJSMWoXH8T; to request
demo account; https://sites.google.
com/view/ederc/english

Hiroaki Ogata is a professor at Kyoto
University, Japan.

Rwitajit Majumdar is a senior lecturer at
Kyoto University, Japan.

Brendan Flanagan is an associate
professor at Kyoto University, Japan.

Copyright held by authors/owners.
Publication rights licensed to ACM.



IMAGE BY ANDRIJ BORYS ASSOCIATES, USING PHOTO BY KITTISAK JIRASITTICHAIL

hot topics

east asia & oceania region

Building and Nurturing
Al Development in Vietham

BY HUNG BUI, MINH HOAI NGUYEN, DAT QUOC NGUYEN,
LINH PHAM, AND DINH PHUNG

s 1T POsSSIBLE for a

developing country

like Vietnam to be a

competitive player

on the world stage in
cutting-edge artificial intel-
ligence (AI) research and de-
velopment? Will it be able to
tap into the $US15.7 trillion
projected for the AI global
economy by 2030? For
Vietnam, these questions
often went unchallenged;
contemplating answers was
daunting. VinAI Research,
however, aims to embrace
these challenges by laying
the groundwork for Al in-
novation and growth for the
region.

Founded in 2019, VinAI
leapfrogged to the 20"
ranking on Thundermark
Capital’s list of “Global
AI Research Companies”
by 2022, and was the only
Southeast Asian (SEA)
representative on the list.?
Today, its research has
been shared in more than
100 publications from top
Alvenues spanning across
three main areas: machine
learning (ICML, NeurIPS,
ICLR), computer vision
(CVPR, ICCV, ECCV), natural
language processing (ACL,
EMNLP, InterSpeech),
reflecting some of the high-
est concentrations of Al
expertise worldwide. Coin-
cidentally (or not), Vietnam,
which had never appeared
on global Al research rank-
ings before, jumped to 26%
worldwide the same year.

a http://bit.ly/3YZ2EaZ

Al recognizes facial expressions to promptly issue warnings when the driver is tired and sleepy.

Research at VinAI aims
to push the frontiers of AI
and disrupt the status quo.
We question the theoretical
foundations and practices in
machine learning, and deep
learning, and we investigate
how they can enable new
Al technology in natural
language understanding and
computer vision—two areas
of applications fundamental
to cognitive AI capabilities
with unique challenges in
our geographic locations.
Our leading research exem-
plars in machine learning,
include the young math-
ematics field of optimal
transport for Al, self-super-
vised learning and domain
adaptation, and in computer
vision, including 3D vision,
robust Al, few-shot prob-
lems, and image restora-

tion and enhancement. In
natural language processing
(NLP), we are the creator of
the top Viethamese machine
translation system as well as
many large language models
for Vietnamese.

We are also naturally
drawn toward problems of
developing countries, which
might otherwise be over-
looked in the research com-
munity. Take low-resource
(LR) language models, for
example. At this writing,
ChatGPT has stunned the
world and completely domi-
nates social media.” There
is no denying the success
of large language models
is easily one of the biggest
highlights of Al research in
recent years. But with close

b https://openai.com/blog/chatgpt/
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to 200 billion parameters
to be trained, trillions of
words needed, and millions
of dollars to train a model
such as GPT-3, what are the
chances for LR languages
like Vietnamese with little,
and underpresented, data
available? Our goal is to not
only create new tools and
knowledge agonistic to LR
languages in the region,
but also to create the best
NLP technology for Viet-
namese. As a result, we
introduced our first public
large-scale monolingual
language model pretrained
for Vietnamese in 2020.°
Named after the famed
Vietnamese noodle soup,
PhoBERT* was built using

¢ https://github.com/VinAIRe-
search/PhoBERT
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a 20GB pretraining dataset
of 145 million Vietnamese
word-segmented sentences.
Multiple downstream NLP
tasks such as part-of-speech
tagging, named entity recog-
nition, dependency parsing,
natural language inference,
and text classification have
achieved state-of-the-art
performances based on
PhoBERT. It is publicly avail-
able with 100K+ downloads
per month.¢

Another highly challeng-
ing problem for the region
is language translation,
which includes not only the
traditional machine transla-
tion (MT, foreign text to
local text), but also speech
translation (S2T, foreign lan-
guage speech to local text).
Vietnam has achieved rapid
economic growth in the last
two decades, becoming an
attractive destination for
tourism, trade, and invest-
ment. Understandably, one
common hurdle identified
by both foreign and domes-
tic business is the com-
munication barrier—as Viet-
namese (or ngdn ngiv tiéng
Viét) is also an incredibly
complex language to learn.

Latin-based with six dif-
ferent tones, a sentence can
take a totally different mean-
ing in Vietnamese without
correct tonal usage. Indeed,
without proper use of tones,
‘muoi’, for example, can
mean salt (muéi), mosquito
(mudi), each (mdi), lip (moi),
or fishing bait (moi). High-
quality text and speech trans-
lation to the target language,
such as Vietnamese, has be-
come more important than
ever. The current publicly
available datasets for Viet-
namese are nowhere near
what is needed to achieve
quality close to human-level
translation. Once again,
we are pushing the state of

d Statistics available at https://
huggingface.co/vinai
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the art and making them
available to the community:
For English-to-Vietnamese,
PhoMT is the first high-
quality, large-scale parallel
dataset for MT, consisting of
3.02M sentence pairs;® and
PhoST consists of 508 audio
hours, 331K triplets (audio,
script, target language), for
S2T.f Combined, the VinAI
Translate system? obtains a
state-of-the-art performance
for each translation direc-
tion and outperforms Google
Translate in both automatic
and human evaluations; it is
now available for public use.®
Vietnam, and SEA coun-
tries, are also (in)famously
known for their traffic and
mobility pain points. It
is estimated that in 2019,
7,600 fatalities occurred
on Vietnam roads,” with
60% a direct result of driver
distractions' and 20% of
driver drowsiness. This is
uniquely challenging due to
mixed mode of travel, traffic
conditions, local conditions,
and unexpected behaviors
of commuters. VinAI's
research aims to create
products that, quite sim-
ply, save lives. Translated
from research in embedded
computer vision, Driver
and Occupant Monitoring
(DMS)* technology ensures
a safe driving experience
with our in-cabin solutions,
using low-cost cameras and
highly efficient AI to analyze
driver behaviors to warn
against and prevent driving
errors. We introduced the
world’s first patented Auto
Mirror Adjustment (AMA)
technology at CES 2023—an
Al-based feature to auto-

e https://github.com/VinAIRe-
search/PhoMT
https://github.com/VinAIRe-
search/PhoST
https://vinai-translate.vinai.io/
http://bit.ly/3JduYRO
http://bit.ly/3LjaUz4
https://bit.ly/3yyWMdp
https://www.youtube.com/
watch?v=qY7cle3lo7s
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matically adjust the mirror
to an optimal position with
a single press of a button. A
standard approach would
need at least two cameras to
triangulate, but our technol-
ogy can predict eye posi-
tion precisely with just one
infrared camera. Beyond
this, a full range of DMS
includes highly accurate
facial recognition for theft
prevention, driver drowsi-
ness and attention warning,
advanced driver distraction
warning, and dangerous be-
havior detection. DMS can
run on multiple SoCs such
as Nvidia, Qualcomm, Rene-
sas, Ambarella, and others.!
Another cutting-edge prod-
uct provided a real-time,
360-degree view around the
vehicle, thereby completely
removing all blind spots not
only around but underneath
the vehicle. Combined
with AI that can detect the
presence of pedestrians,
cars, trucks, motorbikes,
and small children, it is a
product that significantly
improves safety, especially
for big SUVs, trucks, and
commercial buses.

Vietnam has seen sig-
nificant progress in Al in
recent years, as the country
has made efforts to advance
its technology industry and
invest in R&D in the field.
VinAI has also established
partnerships with leading
technology companies and
organizations to support its
Al development efforts.
Additionally, the govern-
ment has implemented
policies to support the
growth of the technology
sector and attract top talent
in the Al field.

In conclusion, the use
of Al in Vietnam has the
potential to greatly benefit
the country’s economy and
improve various industries
such as communication and

1 http://bit.ly/31830hm

transportation. However,
there are also challenges that
must be addressed, such
as the need for adequate
regulations and the need
to upskill the workforce to
ensure the implementation
of Al is done effectively and
ethically. By addressing these
challenges and fully embrac-
ing the potential of AI, we
are confident Vietnam can
become aleader in the field
and reap the rewards of this
technology.
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Principles and Practices
of Real-Time Feature
Computing Platforms for ML

BY HAO ZHANG, JUN YANG, CHENG CHEN,
SIQI WANG, JIASHU LI, AND MIAN LU

EAL-TIME FEATURE

COMPUTATION,

which calcu-

lates features

from raw data
on demand, is a crucial
component in the machine
learning (ML) application
process. These real-time
features are vital for various
real-world ML applications,
such as anti-fraud manage-
ment, risk control, and
personalized recommenda-
tions. In these cases, low
latency (milliseconds) in
computing fresh data fea-
tures is crucial for accurate
and high-quality online
inference.

As illustrated in the ac-
companying figure, a data
scientist typically begins an
ML application by develop-
ing feature computation
scripts (for example, using
Python or SparkSQL) for
offline training. However,
these scripts cannot meet
the demands of online serv-
ing, including low latency,

high throughput, and high
availability. Hence, it is
necessary to transform
these scripts into perfor-
mance-optimized code (for
example, using C++) that
can be developed by an en-
gineering team with system
and production knowl-
edge. This transformation
process is time-consuming
and requires significant
development, deployment,
and double system mainte-
nance efforts.

Moreover, the big gap in
the software stacks, person-
nel domain knowledge,
and performance concerns
may cause the challenging
feature inconsistency prob-
lem; for example, different
interpretations of window
boundary (that is, inclu-
sive or exclusive), varia-
tions in handling empty
values, or diverse operator
definitions. As an example,
consider fraud detection
where the features include
“account balance” and its

.
OpenMLDB relieves the headache
of verification by offering a

unified execution engine and the
same SQL APIs for both offline
training and online serving.

YTl Ll
L

standard deviation (std).
During offline training,
the model may use yes-
terday’s account balance
while in online serving, the
model is provided with the
current account balance.’
Moreover, the std logic
may also differ, as shown
in the figure. These varia-
tions in data definition and
computing can result in
significant differences in
prediction outcomes (that
is, training-serving skew).
Consequently, data scien-
tists and engineers must
invest significant effort in
iterative development and
cooperative consistency
verification to align the re-

sults. To resolve these chal-
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lenges, new design meth-
odologies and systems are
necessary to eliminate the
added cost of consistency
verification and ensure
low latency in on-demand
feature computing.

In this article, we dis-
cuss the design principles
and practices of tackling
the challenges of real-
time feature computing.
Basically, we propose that
such a feature computing
platform should consist of
three major components—
a batch engine for offline
training; a real-time engine
for online serving; and a
unified execution plan gen-
erator—to bridge those two
engines to inherently guar-
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antee the online-offline
consistency. With such

an architecture, a feature
script developed by a data
scientist can be deployed
online without extra effort
involved.

OpenMLDB? is an open
source feature computing
platform practicing those
design principles, which is
initiated and led by Fourth
Paradigm Southeast Asia.
In particular, the unified
SQL APIs and shared execu-
tion plan generator for
both offline and online en-
gines eliminate the trans-
formation and consistency
verification.

With optimization
techniques such as in-
memory time-travel
structures, LLVM codegen,
and pre-aggregation, the
real-time engine of Open-
MLDB offers low latency
and can meet the demands
of most online decision-
making systems with an
average latency of under
20ms. However, this is not
achievable by other feature
stores (for example, Feast,”
Hopsworks,® Feathr?) or
traditional databases (for
example, MySQL), which
either provides only storage
service for fast retrieval or
cannot satisfy the latency
requirement of on-demand

a https://github.com/4paradigm/
OpenMLDB

b https://feast.dev/

¢ https://www.hopsworks.ai/

d https://github.com/feathr-ai/
feathr
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Offline Development

The pandas std logic, that is, 2., “=
from the MySQL std logic, that is, Z”:n“*”’) used in the online serving.

fad

import pandas as pd
tl = pd.read_csv("data.csv")
feature = t1['account'].std()

@

Data Scientist

Online Serving

@

) used in the offline training is slightly different
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Engineering Team

Model Training

Inference

PEIEERYGR N Real-time Feature Online Features
Extraction

‘ select std(account) as feature from t1; ‘

FeatureOps

IR

Consistency verification between offline and online feature computing.

feature computing. By
taking advantage of the
Persistent Memory Mod-
ule (PMEM), OpenMLDB
can further shorten the
tail latency up to 19.7%,
reduce the recovery time
up to 99.7%, and save up
to 58.4% of the total cost
compared to the version
of DRAM+SSD.? Moreover,
OpenMLDB is considered
for state-of-the-art feder-
ated learning systems.?

It has been integrated
into Fourth Paradigm’s
commercial products
used by its customers (for
example, Epitex), and also
independently used by an
increasing number of com-
munity users (for example,
Akulaku) since it is open
source.

OpenMLDB helped Akulaku
save more than $500,000
per year in server and

personnel costs.
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Here, we examine a
real-world use case from
Akulaku (a fintech unicorn
from Indonesia) to dem-
onstrate how OpenMLDB
helps the company’s prod-
ucts. The biggest challenge
faced by Akulaku in its ML
deployments is the consis-
tency verification before
new features are employed
online. Debugging the
cause of a training-serving
skew was a time-consum-
ing and labor-intensive
process, taking up to a
month of manpower and
50% of their total work-
load. Moreover, verifica-
tion failures could lead to
ineffective models or even
serious production acci-
dents. OpenMLDB relieves
the headache of verifica-
tion by offering a unified
execution engine and the
same SQL APIs for both
offline training and online
serving. It helps optimize
their architecture by elimi-
nating the various external
tools (for example, Spark,
Greenplum for the offline
features and TiDB, Po-
larDB, Flink for the online
features) in their original
software stack. Reported

by Akulaku, OpenMLDB
helps them save more than
$US500K per year in terms
of server and personnel
costs.

In addition to the us-
ers in Southeast Asia,
OpenMLDB has also been
adopted by users from other
regions, such as Huawei,
37GAMES, UBiX, and so
on. As feature engineering
becomes a crucial compo-
nent in ML applications, we
believe that OpenMLDB will
play a significant role in ac-
celerating ML deployment
and productization not only
in Southeast Asia but world-
wide.
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The Future of
Blockchain Consensus

BY VINCENT GRAMOLI AND QIANG TANG

HE BYZANTINE
CONSENSUS prob-
lem was originally
defined in 1982.
The idea is for
correct machines (or nodes)
to propose values and
reach a consensus despite
the presence of malicious
(or Byzantine) ones. More
precisely, three properties
must be satisfied: these cor-
rect nodes must eventually
decide (termination); their
decision should be identi-
cal (agreement); and the
value they decide should be
one of the proposed values
(validity). Since then, there
have been many protocols
for different models.

Most of the classical
consensus solutions were
unfortunately designed for
local area networks and
were typically illustrated
with four well-connected
nodes running a network file
system. With the advent of
blockchain technologies, the
consensus problem became
crucial for blockchain nodes
to agree on the same blocks.
But blockchains are de-
ployed among many nodes

spread across the open
Internet, which naturally
raises new challenges like
making consensus proto-
cols robust and efficient at
large scale and in non-purely
synchronous networks.
As the classic consensus
protocols were not designed
for the qualitatively different
large and open Internet, the
blockchain consensus faced
limitations and required
new perspectives to address
them.

Our recent work has led

e
The Redbelly Blockchain
demonstrated that solving
consensus did not prevent
scaling to 1,000 machines
geo-distributed worldwide.

to significant advancements
that push blockchain con-
sensus to be truly scalable
and robust, while preserv-
ing high performance.

The Redbelly path to
making blockchain consen-
sus truly scalable. The crux
of the problem that prevent-
ed these recent blockchain
systems from performing
efficiently at large scale lies
in the fact that these solu-
tions typically solve the tra-
ditional validity guarantee
from 1982, hence forcing
blockchain nodes to decide
a single block at each index,
regardless of the number of
proposed blocks. It is thus
extremely difficult for the
blockchain performance to
increase with the amount of
node resources.

Our new blockchain pro-
tocols emerged with the in-
tent to solve consensus and
to scale to large networks.
The idea, illustrated by the
Redbelly Blockchain® from

JULY 2023 | VOL.66 | NO.7

the Commonwealth Sci-
ence Industry and Research
Organisation (CSIRO) and
The University of Sydney,
consists of solving a slightly
different variant of the con-
sensus problem, deciding
a superblock composed of
multiple proposed blocks.
This led to significant scal-
ability improvements as the
number of decided trans-
actions could finally scale
linearly with the number

of participating nodes. As a
result, the Redbelly Block-
chain demonstrated that
solving consensus did not
prevent scaling to 1,000
machines geo-distributed
worldwide.

The Australian federal
government included the
Redbelly Blockchain as part
of its National Blockchain
Roadmap. To strengthen
security, the consensus
protocol of Redbelly Block-
chain was formally verified
with model checking,!
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which drastically reduces
the risks of human errors
that have been apparent in
other blockchains. Some
recent results demonstrate
that, while modern block-
chains could not execute
real traces on decentral-
ized applications,® Red-
belly Blockchain could.®
The techniques to make
blockchains scalable and
solve consensus are now
part of a book and taught
online to thousands of
students in the University
of Sydney’s blockchain scal-
ability MOOC on Coursera.
More details can be found
at https://gramoli.github.io.
The Dumbo path to make
asynchronous consensus
real. Most of the consensus
in use can guarantee to
work only in synchronous
networks (assuming all mes-
sages to be delivered within
some time parameter). This
makes them vulnerable in
the open Internet, which
is naturally asynchronous
because of dynamic network
conditions or even network
attacks. The reason asyn-
chronous consensus is not
used yet is due to its com-
plexity, as hinted by the fa-

a https://diablobench.github.io/
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mous FLP-impossibility that
deterministic asynchronous
consensus does not exist.
Over the years, a great deal
of effort has been devoted to
design various randomized
protocols to circumvent the
impossibility. Unfortunately,
most of them are theoretical
in nature and not imple-
mented, until the recent
HoneyBadgerBFT, which
essentially asked the com-
munity whether asynchro-
nous consensus can ever be
practical.

Recent progress of the
Dumbo protocol family
affirmatively answers the
question. Starting with
DumboBFT,* major bottle-
necks of HoneyBadgerBFT
(that makes it much slower
when scales up) were identi-
fied, and a new design prin-
ciple was proposed to use a
different tool called multi-
valued validated Byzantine
agreement (MVBA) to con-
quer the obstacle to achieve
only a small constant num-
ber of rounds (no matter the
scale). In Dumbo-MVBA,’ a
long-standing open prob-
lem of communication
optimal MVBA was finally
resolved. More importantly,

b https://eprint.iacr.org/2020/842

]
Our new blockchain protocols
emerged with the intent to solve
Internet consensus, that is,

to scale to large networks

and to be robust in the
asynchronous network while
preserving high performance.

the new design methodol-
ogy further enables a more
compact and even faster
Speeding Dumbo,® and a
tight broadcast-and-vote
structure for asynchronous
consensus to realize high
throughput without sacrific-
ing latency in Dumbo-NG,4
which harvests most of the
bandwidth.

Considering determinis-
tic synchronous consensus
protocols are very fast (but
may fail to work in the open
Internet), while asynchro-
nous consensus is robust
(slower), the recent combi-
nation brought out the best
of both. Specifically, a new

¢ https://eprint.iacr.org/2022/027
d https://arxiv.org/abs/2209.00750

The Redbelly Blockchain research team at the University of Sydney.
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practical framework for op-
timistic asynchronous con-
sensus called Bolt-Dumbo-
Transformer* was proposed.
When deployed and tested
over 100 nodes spread across
five continents, Dumbo
protocols show orders of
magnitude advantages over
previous protocols and

clear evidence for practical
performance. Wide media
coverage includes CoinDesk
and multiple major media
outlets covering Dumbo
protocols. More details can
be found at https://alkistang.
github.io.
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Challenges in Designing Blockchain

for Cyber-Physical Systems

BY GUNTUR DHARMA PUTRA, SIDRA MALIK,
VOLKAN DEDEOGLU, RAJA JURDA, AND SALIL S. KANHERE

ITH A POPU-
LATION of
2.37 billion®
and a GDP
of more
than $US30 trillion,® East
Asia and Pacific’s economic
growth has seen a massive
increase in cooperation and
competition in recent years.
To foster more growth in
the region, there must be
an automation of business
processes that guarantees
fair and open collaboration
across multiple stakehold-
ers. Cyber-physical systems
(CPS) can enable automa-
tion across cyber and physi-
cal domains. In addition,
blockchain technology
offers auditability, transpar-
ency, and decentralization,
thus showing promise to en-
able further developments
in the region’s economy.
Combining these technolo-
gies would allow for a broad
range of unprecedented
possibilities. However, in-
corporating blockchains for

a https://bit.ly/3B9Iguf
b https://bit.ly/42Ithmq

CPS is challenging.

In the last couple of
years, we have conducted
cutting-edge research
across Australian institu-
tions—namely UNSW
Sydney, QUT, and CSIRO’s
Data61—where we explored
addressing these chal-
lenges in different verticals
(domains) and horizontals
(challenges), as seen in
the accompanying figure.
In this article, we discuss
some of our work to share
our experience in tackling

]
In PrivChain, blockchain

plays an instrumental role

in verifying proofs, initiating
relevant payments, and

logging the results on-chain.

the specific challenges
of scalability, trust, and
privacy.

Scalability

The append-only nature of
blockchain raises concerns
about scalability. With

the passage of time, more
records will be appended
to the blockchain, which
would consume a consid-
erable amount of storage.
Complex CPS applications,
such as supply chain man-
agement, involve many
participants requiring
rapid read-write operations,
necessitating a scalable
blockchain.

In ProductChain,* we
demonstrated how we
addressed the scalability is-
sues in blockchain-support-
ed supply-chain manage-
ment by leveraging parallel
chains instead of a single
large chain combined with
a tiered architecture for ac-
cess management. The idea

of having parallel chains,
called shards, is borrowed
from parallel processing,
where each shard main-
tains its own synchronized
ledger, called a local ledger.
ProductChain organizes
the shards based on geo-
graphic zones, which are
derived from the locality
of the trade. To obtain a
consolidated view, a global
validator is responsible for
returning on-chain data
across multiple shards.

Trust

While blockchain enables
trust-less interaction, it
does not guarantee the
trustworthiness of data,
which may contain noise or
be manipulated by a mali-
cious entity, diminishing its
veracity. The immutability
of blockchain inherently
exacerbates this condition,
as inaccurate on-chain
data cannot later be cor-
rected. CPS applications
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Diagram illustrating the extent of the challenges in incorporating
blockchain for CPS applications, which spans across various
verticals (blockchain scenarios or domains) and horizontals

(the inherent challenges).

thus require holistic trust
mechanisms to ensure the
end-to-end integrity of the
collected data and the as-
sociated interactions.

To tackle this issue, we
designed a layered trust ar-
chitecture for generic block-
chain-enabled CPS applica-
tions.! We demonstrated
how to afford an end-to-end
trust mechanism by devis-
ing a reputation system for
participating nodes. The
architecture quantifies the
trustworthiness of sensor
observations by utilizing
anode’s confidence in its
data and corroborating data
from neighboring sensors.
Additionally, the architec-
ture establishes trust at
the block-generation level
through an adaptive block
validation mechanism,
increasing the overall
throughput.

Privacy

Blockchain stores informa-
tion on transparent chained
blocks replicated across all
blockchain participants.
While replication improves
transparency, there is a
trade-off between trans-
parency and data protec-
tion. In the case of private
blockchains, the informa-
tion stored on-chain is
sometimes associated with
the identity of the contribut-
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ing stakeholders to ensure
trust. However, identity as-
sociation makes it difficult
to protect sensitive informa-
tion. In the case of public
blockchains, using pseud-
onyms introduces a level of
anonymity, concealing the
real identity from the pub-
lic. However, blockchain
de-anonymization is still
possible by linking transac-
tions with public keys used
consecutively.

One solution is to gener-
ate and share computa-
tions and proofs of the data
rather than the sensitive
data itself. With Priv-
Chain,” a privacy-preserving
blockchain-based supply
chain management system,
we demonstrated how
to achieve that scenario.
PrivChain leverages zero
knowledge proofs (ZKP)
and commitment schemes
to resolve the privacy
trade-off issue. ZKP allows
someone to prove that
some secret information is
accurate without disclos-
ing any detail about the
secret, while commitment
schemes allow for verifica-
tion of a committed secret
later in time. Supply-chain
participants can thus share
the proof of their supply-
chain data related to their
products instead of the
raw data, which may pose
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privacy risks. In PrivChain,
blockchain plays an instru-
mental role in verifying
these proofs, initiating rele-
vant payments, and logging
the results on-chain. The
verification of the proofs

is automated on-chain
through smart contracts,
self-executing determinis-
tic computer programs that
run as per predetermined
rules and logic.

Another solution would
be to use different pseud-
onyms for each transaction
in a public blockchain.

We demonstrated how to
achieve a privacy-preserving
reputation system for a
6G-CPS,* where each node
utilizes changeable public
keys in each transaction.
To provide stronger privacy
preservation, our reputa-
tion system utilizes inter-
connected public-private
blockchains, using which
nodes may store sensitive
information on the private
chain, while publicly view-
able information is stored
on the public chain for
auditability purposes.

Research Impact

and Future Directions
With our work addressing
the issues mentioned here,
the region could increase
the benefits from block-
chain and CPS in realizing
fair competition with secure
and transparent cross-
border transactions. For in-
stance, food producers from
various locations in East
Asia and Pacific could use
ProductChain’ to facilitate
open and secure trade oper-
ations, removing unneces-
sary paperwork that hinders
efficient collaborations.
Our reputation system* can
also be implemented as an
additional layer of security,
where reputation scores
indicate the trustworthiness
of the food producers in the
supply chain network.

However, there remain
abundant research oppor-
tunities for further explo-
ration. Future work may
investigate more efficient
techniques for addressing
these inherent challenges.
For instance, to tackle
unresolved scalability is-
sues, further research may
explore Layer-2 blockchain
solutions, that is, efficiency
and trustworthiness of
computing operations that
occur off-chain. It would
also be worthwhile to
explore blockchain-based
data-sharing solutions for
multiple application do-
mains within CPS.
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To Draw Is Human:

Toward No-Code Subgraph Search

BY SOURAV S. BHOWMICK AND BYRON CHOI

UE TO THE world-
wide shortage of
developers, grow-
ing talent gap,
and budgetary
challenges faced by small-
and medium-sized busi-
nesses in hiring software
teams, low-code or no-code
frameworks are the latest
disruption in the business
world.' For example, SAP
recently launched SAP
AppGyver, which is a “no-
code application develop-
ment platform that enables
developers of all skill levels
to create enterprise-ready
applications with drag-and-
drop simplicity.”®
The demand for such
low-code or no-code
frameworks is not limited
to software applications
development but also for
easy access and search
of data residing in data-
bases. Specifically, lay users
should be able to access
them without needing to
write a single line of code.

However, query languages
(QL)—the primary means
to access data residing in
databases—enforce end us-
ers to be proficient in these
languages before they can
take advantage of databas-
es for their tasks.

Visual query interfaces
(VQIs) are popular low-

|
Visual query interfaces

are popular low-code/no-code
frameworks that facilitate

access and search of databases
by drawing queries with
‘“drag-and-drop simplicity”
instead of writing them.

~'

code/no-code frameworks
that facilitate access and
search of databases by
drawing queries with
“drag-and-drop simplicity”
instead of writing them us-
ing a QL. Given the ubiquity
of graphs to model data in
awide variety of domains
(for example, biology,
chemistry, ecology, social
science, and journalism),
we summarize our 15-year
odyssey that began in 2008,
long before low-code/no-
code frameworks became
an industry disruption, to
address unique research
challenges brought by such
frameworks in subgraph
search environment. Spe-
cifically, subgraph search
query is one of the most
popular query paradigms
for accessing graph data.
Since graphs are intuitive to
draw, graph data manage-
ment tools from academia

JULY 2023 | VOL.66 | NO

and industry (for example,
PubChem?) are increas-
ingly exposing VQIs to
enable an end user to draw
a subgraph search query
interactively without writ-
ing a single line of code in a
proprietary QL.

We focus on two novel
streams of research that
exploit the central role
played by no-code visual
environments in subgraph
search. First, classical VQI
frameworks for low-code/
no-code search suffers
from several limitations,
such as high creation and
maintenance cost, lack
of superior support for
no-code subgraph query
formulation, and poor por-
tability across application
domains and data sources.>
We introduce the paradigm

a PubChem Sketcher; http://bit.
ly/3mYpIt6
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of plug-and-play (PnP) VQI
that addresses these limi-
tations by automatically
constructing a no-code

VQI framework for a graph
repository.? It departs from
the traditional mantra of
“manual” VQI construction
using software developers
by automatically generating
and maintaining a VQI for a
given graph data source in
a data-driven manner with-
out resorting to any coding.
A user can simply “plug”

a PnP interface on top of
their graph data source
(that is, socket) and “play”
by drawing subgraph que-
ries using drag-and-drop.
In particular, the design of
PnP interfaces is grounded
on well-founded principles
of human-computer inter-
action (HCI) and cognitive
psychology to enhance

the usability and reach of
no-code subgraph querying
frameworks.

Second, given a classical
or PnP VQI that supports
no-code visual querying, we
explore the unique opportu-
nity of blending visual query
formulation with query
processing.’ Specifically, we
interleave (that is, blend)
query construction and que-
ry processing to prune false
results and prefetch partial
query results by exploiting
the latency offered by the
drag-and-drop activities

hot topics

during query formulation.
The key benefits of this
paradigm are at least two-
fold. First, it significantly
improves the system re-
sponse time (SRT), which is
the time a user waits to view
the query results. This is be-
cause the query processor
does not remain idle during
visual query formulation

by processing the poten-
tial subgraph query early
based on “hints” received
from the user. In traditional
query processing paradigm,
SRT is identical to the time
taken to evaluate the entire
query. In contrast, in this
paradigm SRT is the time
taken to process a part of
the query yet to be evalu-
ated (if any). Second, as a
visual query is iteratively
processed during query for-
mulation, it paves the way
for realizing efficient tech-
niques that can enhance us-
ability of graph databases,
such as query suggestion,
empty result feedback, and
exploratory search.

Both of these research
directions depart from the
long-standing classical
paradigm of query formu-
lation and processing in a
no-code/low-code environ-
ment. Since the inception
of VQIs, they have been
constructed manually by
programmers. We depart
from this tradition and

.
The design of PnP interfaces

is grounded on well-founded
principles of human-computer
interaction and cognitive
psychology to enhance the
usability and reach of no-code
subgraph querying frameworks.
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demonstrate how it can
be constructed in a data-
driven manner paving the
way for no-code generation
of no-code subgraph search
frameworks. Second, since
the inception of database
technology several decades
ago, the classical paradigm
of querying has always
been served “neat.” A query
is formulated by an end
user or application and the
query processor is respon-
sible for evaluating it once
itis completely formulated.
That is, query formulation
precedes query processing.
They were not blended. Our
research opened the pos-
sibility of blending them
together in the context of
graph data by exploiting the
unique characteristics of
no-code querying frame-
works, bringing in signifi-
cant benefits to usability
and query performance.
Subsequently, some visual
data systems have leveraged
this paradigm of blending
for data processing and
analytics. For instance,
Northstar® exploits “think
time” available in an inter-
active VQI for approximate
query processing.

In conclusion, we note
the two key enablers of
this research—HCI and

—
P
L)

data management—have
evolved into two disparate
and vibrant scientific fields,
rarely making any system-
atic effort to leverage tech-
niques and principles from
each other toward superior
realization of these efforts.
Through our research,

we continuously strive to
bridge this chasm to real-
ize superlative and user-
friendly no-code querying
frameworks for diverse end
users.
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DIAS—Earth Environment Data
Integration and Analysis System

BY EIJI IKOMA AND MASARU KITSUREGAWA

UR GROUP HAS
been developing
and operating
a platform to
acquire, archive,

and manage various data re-

lated to the Earth’s environ-
ment to make it available to
researchers across a wide
range of fields.
Development of this sys-
tem began in the 1980s to re-
ceive, archive, and distribute

Asian satellite image data.

Currently, the system covers

avariety of data including

weather, climate change, di-

saster prevention, biodiver-

sity, health, and agriculture.

Today, the Data Integration

and Analysis System (DIAS?)

is a large-scale analysis plat-
form with huge storage and
more than 10,000 registered
users (half of them in Japan
and the other half primar-
ily in Asia). As shown in the
accompanying figure, users
can easily use data collected
by the common collection

API through the common

use API, and they can oper-

ate services at the applica-
tion layer.
Archived real-time data

a https://diasjp.net/en/

includes observation data
from automatic observation
equipment, weather radars,
live cameras, and forecast
data generated on occa-
sion. In many cases, once an
acquisition fails, it cannot
be completed. Therefore,
we developed a robust
tool to ensure data acqui-
sition within a specified
timeframe being used for
river observation data, live
camera data, and radar data.
Social sensing data is an-
other type of real-time data,
for which we use a common
platform developed for
biodiversity research and
disaster information collec-
tion applications. Non-real-
time data includes obser-
vational, experimental, and
simulation data generated
by large-scale forecasting
experiments. For efficient
data uploading, we provide
our own quality control and
metadata input tools, which
have achieved rapid data
release in many interna-
tional research projects,
significantly shortening the
time from data acquisition
to data release.

The data download
system, which is the most

.
DIAS is a large-scale

analysis platform with

huge storage and more than
10,000 registered users.

frequently used function,
has been improved to add
a function to extract only
the necessary elements in
consideration of the recent
increase in data volume, and
an API is also provided for
real-time users. In addition,
we offer an analysis environ-
ment (virtual server envi-
ronment) that can directly
access real-time data and
very large amounts of data
that is difficult to download.
It allows users to login to
the DIAS system and directly
develop and operate services
on it. This service not only
reduces the enormous
download time but also
enables real-time analysis in
an environment where data
is acquired in real time.
Currently, similar data
infrastructures exist, such as
Copernicus in Europe and
Open Data Cube in Austra-
lia. They may lack the ability

JULY 2023 | VOL. 66

to integrate different types
of data or be specialized
systems for specific types of
data. Neither of the two sys-
tems can provide integrated
data use and services as flex-
ibly as DIAS.

Several applications
that use this infrastructure
are currently in operation.
For example, a service that
predicts river flooding and
inundation by integrating
and analyzing various types
of real-time data archived by
the DIAS and local observa-
tion data is in operation
in the Philippines® and
Sri Lanka,® where floods
have occurred frequently
in recentyears. It is being
expanded to Vietnam, Indo-
nesia, Myanmar, Iran, and

b https://www.mdpi.com/2073-
4441/13/9/1218

¢ https://www.mdpi.com/2073-
4441/14/6/978
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the Niger-Volta River basin
in Africa, where similar
damage has occurred. In
addition to issuing forecast
information, the system is
also equipped with an e-
learning system for policy-
makers of local institutions
to learn how to operate the
system, thereby contribut-
ing to human resource de-
velopment in each country.
In addition, the database on
butterflies developed using
DIAS’s citizen-participatory
data collection platform has
been used to contribute to
research on biodiversity in
Japan.?

Because this platform is
species-independent, the
system is now being used for
many other organisms, such
as fish, shellfish, dragon-
flies, and storks, contribut-

d https://esj-journals.on-
linelibrary.wiley.com/
do0i/10.1111/1440-1703.12161
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ing significantly to the fields
where databases have not
been adequately developed.
S-uiPS,¢ a real-time urban
inundation forecasting
application that utilizes
minute-by-minute rainfall
data, rainfall forecast data,
and vast amounts of city
block data, also uses this
platform. It is now available
for Tokyo' in response to
urban disasters associated
with heavy rainfall, which
are particularly severe

in the Asian region. This
service had used a program
developed by a researcher
in social infrastructure
engineering to calculate
road flooding depths, but

it took approximately 10
hours to make a 30-minute
prediction. Our develop-

e https://www.jstage.jst.go.jp/ar-
ticle/jscejhe/75/2/75_1_1315/_
article/-char/ja/

f https://diasjp.net/service/s-uips/
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ment team, consisting of
experts in information
engineering, assisted in re-
writing the program to take
advantage of GPUs, which
resulted in an improvement
of efficiency by 60 times,
enabling real-time opera-
tion. This is a good example
of cooperation between
non-IT and IT experts and is
aresult of interdisciplinary
collaboration. Because this
service does not use region-
specific parameters, it can
be easily deployed in other
Asian cities with problems
like inland flooding, as long
as the city’s infrastructure
information is available.
Thus, we not only provide
and expand the data on DIAS
but also collaborate with
researchers in various fields
to provide an efficient usage
environment and cooper-
ate to expand the already
obtained solutions to more
countries. In the future, we
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plan to respond to requests
from data providers and
support the analysis of user
trends by employing access
logs and other data. We will
continue to expand and
improve the functions of
DIAS to support the research
community in Asia that uses
Earth environmental data.
Particularly, we are analyz-
ing the interrelationships
among the data fields used,
the relationship between the
occurrence of sudden social
events and high access data,
and the design of efficient
interfaces based on typical
access patterns.

Eiji Ikoma is Project Associate Professor
for the Earth Observation Data Integration
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at the University of Tokyo.

Masaru Kitsuregawa is Project
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Digital Twins and
Dependency/Constraint-Aware
Al for Digital Manufacturing

BY DIMITRIOS GEORGAKOPOULOS AND PREM PRAKASH JAYARAMAN

NCREASING PRODUC-
TIVITY IN manu-
facturing has been
an elusive goal
despite significant

advances in factory auto-

mation technology and
robotics. There are four
main challenges currently
facing manufacturers:

low production efficiency;

product defects and incon-

sistent quality; unforeseen
machine maintenance;
and high energy use and
waste costs. The fourth
industrial revolution—
also referred to as Indus-
try 4.0—sets out critical
technological directions
for addressing these grand
challenges via data-driven
digital manufacturing

(DM) solutions incorpo-

rating novel computing

technology that combines

Al/machine learning (ML)

and digital twins (DTs)*

for digitally representing

complex physical industri-
al machine, products, and
people in production.
Although the Industry
4.0 vision and directions
are supported by major
manufacturing companies
and technology providers
(for example, Siemens,
Bosch, and IBM), its
technology baseline is not
mature enough to address
related computing needs.
DTs are still in the early
stages of development sup-
porting only limited cases
of machine monitoring/
visualization and process
design/testing. Similarly,
existing ML-based solu-
tions for predicting and
fixing production problems
typically suffer from high
inaccuracy, which is due to
the complex data depen-
dencies and constraints
imposed by the process
and the machines, prod-
ucts, and people involved,

]
While digital manufacturing
powered by digital twins and
dependency/constraint-aware

ML is still in early stages,

it has shown its potential in
improving manufacturing
productivity by 20%-30%.

hot topics
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and also insufficient train-

ing data bound by achiev-
able production runs.

We have been develop-
ing, testing, and deploy-
ing DM solutions in food,
steel, and composite
manufacturing plants that
incorporate the following
novel research outcome in
computing technologies
for DM:

» Novel DTs for DM
that digitally represent the
main physical entities in
manufacturing. Each DT
includes a physical twin,
which a complex indus-
trial machine, a product,
or a person in production;
avirtual twin involves
knowledge graph-based
representation of the
physical entity including
its parts, input/output and
other variables, as well

JULY 2023 | VOL. 66 | NO.
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as related relationships,
dependencies, and con-
straints between them; and
digital threads, which are
communication channels
between the two. DTs pro-
vide cyber-physical repre-
sentation of the physical
entities in manufacturing,
support their integration in
DM solutions, and enable
interactions with the physi-
cal entities involved. Novel
research outcomes include
the knowledge graph-based
models of the manufactur-
ing entities, model-based
creation of DTs, and the
management of the DT life
cycle.*?

» Novel dependency/
constraint-aware ML
(deML) models for DM
that predict production
outcomes (for example,
the end-to-end production
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efficiency, the quality/con-
sistency of the product(s),
maintenance issues, and
the energy consumed).
dcML-based predictions
are used to make improve-
ments/corrections to the
production processes and
related manufacturing
entities (for example, by
changing machine settings
or reducing the speed of
production) to prevent
related issues before they
occur. For example, an
automation dependency
exists between an indus-
trial oven’s temperature
settings variable and the
temperature variables of
its temperature sensors
(which are referred to as
machine parameters in
DM). Increasing the oven’s
temperature will cause the
values of its temperature
parameters to increase ac-
cordingly. A sample physi-
cal constraint of the oven’s
parameters involves the
time it takes from setting
the temperature to reach
it. Novel dcML models

are designed to automati-
cally learn production-line
knowledge from knowl-
edge graphs of the relevant

hot topics

DTs, consolidate variables
and interdependencies
to improve accuracy, and
deal with process (se-
quence) dependencies that
existing ML models cannot
handle.” Unlike most exist-
ing predictive ML models
that achieve a low accu-
racy (that is, 45%-55%)
analyzing manufacturing
data, dcML achieves much
higher predictive accuracy
(that is, 80%-95%) in DM,
which allow DM solutions
to correct issues before
they arise.

We are evaluating
DM solutions powered
by this novel research in
food, steel, and compos-
ite manufacturing lines
across Australia. For
example, such a DT and
dcML-based DM solution
is currently improving
the consistency of food
products manufactured
in Bega’s Port Melbourne
plant in Australia. This
DM solution?® includes DTs
for evaporators, separa-
tors, and pumps in Bega’s
plant, and a dcML model
that predicts the consis-
tency of food products
(for example, vegemite

]
We are evaluating DM

solutions powered by this novel
research in food, steel, and
composite manufacturing lines

across Australia.

and peanut butter) before
they are manufactured.
This dcML model has been
trained with one year of
production data collected
from machine, products,
materials, and plant oper-
ators to “understand” the
dependencies and physi-
cal constraints between
variables, such as machine
settings and parameters.
Such predictions allow
timely automatic adjust-
ments improving the con-
sistency of the product by
17% in the first pass, and
100% in the second pass.
We are currently
developing similar DM
solutions for reducing
machine breakdowns
in steel manufacturing
at Infrabuild’s Laverton

Digital Twins and dependency/constraint-aware machine learning supporting production improvements
in food, steel, and composite manufacturing.
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plant, and for improving
the production efficiency
of composite airframe
parts via reducing their
cure cycle in Boeing
Australia. These DM solu-
tions are achieving great-
er than 80% accuracy. We
envision that future DM
solution powered by DTs
and dcML will improve
production efficiency,
enhance product quality,
and reduce breakdowns
by 20%-30% across the
entire manufacturing
industry.
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Co-Designing Personalized Assistive
Devices Using Personal Fabrication

BY ANUSHA WITHANA

SSISTIVE OR
ENABLING
technologies
aim to create
more acces-
sible and in-
clusive solutions for people
living with disabilities.
This is critical, since many
such users rely on technol-
ogy for daily activities such
as mobility and communi-
cation. While the problems
are global, there are unique
challenges that exist in the
Asia Pacific region when it
comes to developing assis-
tive technologies, particu-
larly assistive devices.

The United Nations Eco-
nomic and Social Commis-
sion for Asia and the Pacific
(UN ESCAP) estimates that
650 million people in the
Asia-Pacific region live with
a disability.” It is also well
understood that disability
statistics in the region
could be significantly
underreported. An Indone-
sian study published by TN-
P2K found that accessibil-
ity to equal opportunities,
environments, education,

N

and employment is signifi-
cantly modest compared to
many developed countries.
Similarly, UNICEF “Every
Mind” program in Sri Lan-
ka reported that children
with learning disabilities
are often excluded from
mainstream education. In
some areas, sociocultural

]
The great diversity of people
living in the region and

the inherent differences in

the way disabilities manifest

in individuals create a demand

for personalized solutions.

#
L .

Researchers at the University of Sydney designed a 3D-printed sensor bracelet to give back control to
the hand-impaired.

beliefs and taboos are asso-
ciated with disability lead-
ing to social exclusion. This
is overshadowed by the
economical and geographi-
cal challenges.

Inaccessibility to en-
abling environments and
assistive technologies has
been identified as a major
contributor to the exclu-
sion of people with dis-
abilities in the region. This
is further prevalent in rural
and underpopulated areas
where even in developed
countries like Australia
and New Zealand, access to
technologies and special-
ists can be difficult to find.
Some important challenges
in the region include:

Need for personal-
ized solutions. The great
diversity of people living in

JULY 2023 | VOL.66 | NO.7

the region and the inher-
ent differences in the way
disabilities manifest in in-
dividuals create a demand
for personalized solutions.
Itis reported that a ma-

jor reason for technology
abandonment is the “poor
fit between the user’s
abilities and the system’s
characteristics.”? On top of
the compulsory functional
requirements, we learn that
the social acceptance of
technologies creates a big
impact on the user experi-
ence. For instance, wear-
able technologies such as
smart textiles and jewelry
tend to mimic mainstream
fashion accessories. In the
Asia-Pacific region, fashion
is so diverse and inter-
twined with cultures, there
must be a mechanism for
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Domain Experts
(for example, physiotherapists,
age care professionals)

Users
(for example,
a person with a disability)
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personalizing devices to
different regions as well as
to the individual.

Affordability. Mass-
manufactured technologies
leverage the economies
of scale, or production
at higher quantities to
reduce the cost. Markets
for enabling technologies
are significantly smaller.
Therefore, the unit cost
of enabling technologies
is much higher. Home to
many developing countries,
people living with dis-
abilities in the Asia-Pacific
region find the affordability
of technology a major bar-
rier to adaptation.

Access to experts. The
region covers many remote,
low-population-density ar-
eas. For instance, Mongolia
and Australia are among the
10 least-populated coun-
tries in the world. Access
to experts who can help
with identifying solutions
and making customization
needed to fit the user is lack-
ing in many areas, especially
in terms of providing timely
consultations.

In our research, we
examined the cooperative
design, or co-design, space
of additive and subtractive
manufacturing to create
personalized assistive tech-
nologies."** For instance,
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3D printing, laser cutting,
and conductive inkjet print-
ing can be combined with
easy-to-use computational
tools to create accessible
approaches for non-tech-
expert users to create per-
sonalized solutions. This
is collectively referred to
as personal fabrication—a
unique solution to situa-
tions where mass produc-
tion, that is, “designed for
many,” can be replaced
with personal fabrication,
that is “designed for the
individual.”

Our recent research
shows that interactive
computational tools can
be used to personalize
wearable devices, their
functionality, and the form
factor including the look
and feel.” As shown in the
accompanying figure, these
tools can be utilized to cap-
ture the user needs and the
expert recommendations to
make the devices appealing
to the unique needs of the
individual® and significant-
ly improve the quality of
operation to fit the abilities
of the user.! For example,
if a smart textile solution is
needed, it should be easily
customizable to be woven
into a saree in India and
a batik in Indonesia. Not
only will this approach be
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a game changer to fit the
unique needs of the user,
but the devices can also be
easily modified by reprint-
ing to fit changing require-
ments.

Furthermore, with the
increasing affordability of
additive manufacturing
technologies such as 3D
printers, we envision this
technology will be available
locally, taking the supply
chain and logistic issues
of rural areas and develop-
ing countries out of the
equation. For instance, we
now have remote sites in
Sri Lanka where small-scale
and affordable fabrication
setups are replicated. We
believe that personal fabri-
cation can bring a scalable
solution to the challenges
of creating accessible
technology in the region.
Additive manufacturing
also elevates the impact of
economies of scale since
they are always uniquely
manufactured.

Finally, since the soft-
ware tools can operate over
the Internet, users and
experts can co-design the
devices online or remotely
and print them locally. This
increases access to experts
in regional areas.

Our current research
funded by the Australian

Research Council and the
Cerebral Palsy Alliance
Australia looks at solving
the technical challenges
of creating computation-
al co-design tools where
an expert in Australia can
assist in the development
of a personalized device
for a child living with ce-
rebral palsy in Sri Lanka.
A user with such experi-
ence welcomed the ap-
proach and commented it
is “promising in terms of
functionality and afford-
ability.”
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JIZAIl Body: Human-Machine
Integration Based on Asian Thought

BY MASAHIKO INAMI

“

IZAI BODY”?
ALLows each
person to live
as they wish by
controlling
their natural
body and altered robotic
body parts. The Japanese
term “jizai” originates
from the Sanskrit word
“isvara,” which means
supreme being free from
earthly desires and
constraints. JIZAI Body
emphasizes the trans-
formability of physical
bodies and the effects on
spiritual and internal
minds fostered in Asian
spiritualities such as
Buddhism, Hinduism, and
others, beyond enhance-
ment or augmentation
contextualized in Western
cultures.

For example, a wearable
robotic limb system called
JIZAI ARMS* (see Figure 1)
allows social interaction
between multiple wearers
and explores communica-

Figure 2. Sixth finger.

Figure 1. JIZAl ARMS.

tion between them. Wear-
ers can exchange the arms
and share the body parts.
A robotic sixth finger
(Figure 2) enables humans
to embody a robotic finger

hot topics

independently from the
innate fingers.? It has also
been shown that humans
can embody supernumer-
ary robotic arms and feel
them as their own limbs
in a virtual reality environ-
ment.*

The uniqueness of
JIZAI Body research lies in
its investigation of what
society will be like when
people who acquire JIZAI
bodies interact, and in its
scientific elucidation of
JIZAI states. It raises the
question of how people’s
body image will change in
the JIZAI society. Both the
realization of JIZAI bodies
based on Asian thought,
and the scientific clarifi-
cation of JIZAI states, is
required.
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Fusing Creativity and Innovation
in Asia’s Manufacturing Industry

BY YOSHIHIRO KAWAHARA

ST ERATO “KAWA-
HARA Universal
Information
Network Proj-
ect” is a unique
research

program that unites re-

searchers in the fields of
human-computer interac-
tion (HCI), robotics, and
electrical engineering in

Japan.' The program aims

to explore the technolo-

gies needed for the next
generation of the Internet
of Things and HCI.

The program’s cross-
disciplinary approach has
brought unique research
results through collabo-
ration among different
fields. Since the Asian
region, including Japan,
is a unique global manu-
facturing hub, this cross-
roads brought together
experts from various
fields of manufacturing,
including top fashion
designers, architects,
and manufacturers of
building machinery and
materials.

One such notable
success story is found in
wireless power transfer
technology. We devised a
new structure called the

Multi-mode Quasistatic
Cavity Resonator to create
a space that can transmit
tens of watts of power
anywhere in a three-meter
square room.? The key to
this new structure is the
resonance conditions
that allow the walls, floor,
and ceiling of the room to
operate as low-loss power
transmission resonators
that are computationally
determined. As a result,
it is possible to generate
a three-dimensionally
distributed AC magnetic
field that fills the entire
room. We also developed
Meander Coil++, a gar-
ment that can feed several
watts of power to a device
on the body by designing
a knit with low-loss coils
arranged in a zigzag pat-
tern to reduce the mag-
netic field in the body.’
Our access to an automat-
ic knitting machine is an
important component of
this invention.

Typically, research
in this field has been
focused on electrical
engineering. However,
the project explored the
human experience of
wireless power transfer

.
Developing soft robots

required a unique control

method and new materials.
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e
We have discovered that having
a shared vision for the future and
a united approach to technology
can lead to the development of
unique technical innovations.

and considered how
to create a system that
blends into the environ-
ment seamlessly and
without discomfort, as a
part of building materials
or clothing. This user-cen-
tered approach represents
a departure from tradi-
tional technical-focused
research and has the po-
tential to greatly enhance
the usability and conve-
nience of wireless power
transfer technology.
Discovering the impor-
tance of softness. “Soft-
ness” was also identified
as a key technical chal-
lenge for future robots
during a project discus-
sion. Developing soft
robots required a unique
control method and new
materials. One example
of this is the “pump-less”
phase-change actuator,
which uses a circuit print-
ed on a sheet less than
one millimeter thick to
slowly contract and pro-
duce a force. The liquid
that was key to the realiza-
tion of this actuator was
not for robotic use, but a
material used for cleaning

and cooling semiconduc-
tors. We have also devel-
oped a caterpillar-shaped
soft robot that can move
freely in places, such as
on thin branches or wires,
using a theory inspired
from a real caterpillar.

Poimo, a soft inflat-
able mobility vehicle in
harmony with people and
the environment. The
personal mobility vehicle
“poimo” is the embodi-
ment of the three themes
of “energy,” “actuation,”
and “fabrication.” Itis a
next-generation vehicle
for travel within a short
distance. One of the key
features of the poimo is
that it can be easily de-
flated and made compact
for transportation when
not in use. The body of
the poimo is made of a
balloon-like chamber
that is constructed using
a drop-stitch structure.
This allows the body to
be soft and flexible, while
still being strong and
durable.

Poimo was designed
to be a truly personalized
vehicle, but because of its
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Multi-mode Quasistatic Cavity Resonator uses a room'’s walls, floor, and ceiling as low-loss transmission resonators to send tens of watts of
power anywhere in a three-meter square room.

light body, it is essential
the body design take the
rider’s center of gravity
into account. To this end,
we developed a design
tool that allows users to
create a vehicle that fits
their size simply by pos-
ing for a ride. The sofa
type was well received by
those who test drove the
vehicle. Because of the
spread of COVID-19, we
received many inquiries
from overseas as well.
The idea’s prototyping

and customization would
not have been possible
without the cooperation
of manufacturers who
use the same material

to make other products,
including inflatable surf-
boards.

Conclusion

It can be difficult to
establish shared techni-
cal objectives in a project
involving a diverse group
of stakeholders. However,
we have discovered that

having a shared vision for
the future and a united
approach to technology
can lead to the develop-
ment of unique technical
innovations. The national
project concluded in
March 2022, but imple-
menting it in the real
world presents a new
challenge for the project
members.
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MEXT Society 5.0 Realization
Research Support Project

BY TERUO HIGASHINO, HIDETOSHI KOTERA, AND YASUSHI YAGI

N RECENT YEARS,
innovations such
as the Internet of
Things (IoT), big
data, robotics, and
Al have become

part of everyday life, help-

ing people lead active,
high-quality lives and cre-
ating a super-smart society.

Society 5.0 was proposed

by the Japanese govern-

ment as a vision of a future
society toward which Japan
should aspire.? The society
that Society 5.0 aims to

develop is similar to the so-
ciety the U.S. NSF’s Smart &

Connected Communities/

Health projects aim to cre-

ate. In 2018, Osaka Uni-

versity’s “Initiative for Life

Design Innovation (iLDi)”

project was selected for the

Ministry of Education, Cul-

ture, Sports, Science and

Technology (MEXT) Society

5.0 Realization Research

Support Program.”

The IoT has a variety

of application domains,

including health care.' The

goal of our iLDi project is

a https://www8.cao.go.jp/cstp/
english/society5_0/index.html

b https://www.ids.osaka-u.ac.jp/
ildi/en/index.html

to create innovations to
maintain people’s health
and to improve illness us-
ing ICT. We are building a
Personal Life Record (PLR),
a database that adds daily
life activity data to a Per-
sonal Health Record (PHR),
and by comparing this with
everyone’s medical infor-
mation, we try to provide
timely support appropriate
to each person’s health
situation. While PHR is a
database of human medi-
cal and health information,
PLR incorporates data
about various daily activi-
ties such as regular habits,
diet, exercise, and work-
place and school activities.
We are simultaneously
building MYPLR—a plat-
form for collecting PLR
data—and creating mecha-
nisms for secure manage-
ment and secondary use
of personal information.
MYPLR complies with the
EU’s General Data Protec-
tion Regulation (GDPR)
approach and has built-
in capabilities to make
health-related information
obtained from individuals
available for secondary use
by organizations and compa-
nies seeking to employ that

e
Society 5.0 was proposed by

the Japanese government as

a vision of a future society toward
which Japan should aspire.
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data. In the case of second-
ary use, MYPLR provides
individuals with information
on the organizations that
wish to use their data and
the purpose of use and has
established a mechanism

to provide information only
upon their consent.

In our project, we are
promoting “lifestyle”
research aimed at maintain-
ing and improving quality
of life (QOL); “wellness” re-
search aimed at improving
mental and physical health;
and “edutainment” re-
search to appreciate enjoy-
ment and learning, which
aims to promote learning
with high motivation for
school attendance (as illus-
trated in the accompanying
figure). Our goal is to design
a life with high QOL based
on physical, mental, social,
(communication), and
environmental health from
the relationship between
people and their everyday
lifestyle, and to dissemi-
nate various technological
innovations and changes in
the socioeconomic environ-
ment from the university.

We are conducting the
following four research
projects for utilizing PLR
data and validating its
usefulness in real-world
situations:

» Health preservation/
preventive medical care
project. The work of this
group includes three proj-
ects: “Watch over 1,000 days
of pregnancy and parent-
hood,” “Elderly monitor-
ing,” and “Heart failure

prevention.” For example,
in the first project, we are
developing a system to clas-
sify the troubles and symp-
toms of pregnant women
into several categories and
provide timely advice and
instructions according to
each situation.

» Health and sports
project. The work of this
group includes two projects:
“Preventing and predict-
ing sports injuries” and
“Detecting early signs of
heatstroke.” Based on mus-
cle, ligament, and thermal
models of the human body,
we are building systems
that use AI and simulation
technology to estimate in
real time the recovery status
of the exercise function
of the injured person and
changes in the core body
temperature of the exercise,
and appropriately advise
whether it is safe to con-
tinue exercise.

» Future school support
project. The work of this
group includes two projects:
“Detection of early warning
signs of Hikikomori” and
“Education support and
student life support.” Those
projects use smartphones
and IoT devices to estimate
students’ learning and living
conditions, advise them
on how to improve their
learning efforts and lifestyle
habits, and recommend
whether they should visit
the University’s health and
counseling center.

» Symbiotic intelligent
system project. The work
of this group includes two
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Three goals of the MYPLR project.

projects: “Elderly healthcare
stimulating conversations
using an interactive robot”
and “Creating a comfortable
environment via interactive
robots and environment
control.” Those projects use
android robots to promote
conversation and improve
the living environment of
elderly people.

In addition, four social
implementation projects
are underway to enable the
collection and use of PLR
data. The socio-technical
project addresses issues re-
lated to privacy and ethical,

legal, and social implica-
tions, and explores ways to
enable the widespread use
of PLR in the real world. We
also focus on professional
development and have
invited research proposals
from young researchers.
The basic structure of
each technology was cre-
ated in the first five-year
research period starting in
2018, and we plan to work
on the social implementa-
tion of these technologies
in the second research pe-
riod that started last April.
So far, we have created vari-

ous sensing mechanisms.
During this period, we look
to combine PLR data with
personal medical informa-
tion to create mechanisms
to induce appropriate
behavioral changes based
on sensing results accord-
ing to the individual’s
situation, thereby creat-
ing innovations useful for
improving and promoting
good health. Since health-
care data is massive and
pertains to racial and
cultural backgrounds, the
plan is to build AI chatbots
suitable for such behavioral
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changes. We also plan to
contribute to the Osaka
Expo to be held in 2025.
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Opportunity
Cost and
Missed
Chances in
Optimizing
Cybersecurity

CYBERSECURITY INVOLVES EVERYDAY decisions about
balancing costs that influence defensive outcomes—
where to focus resources, which threats pose the
most critical impact, and which mitigations must
be deployed before others. Problems abound in
this endeavor. Cost is not just monetary; resources
are finite and scarce. Consequently, cybersecurity
decisions are in danger of suboptimal outcomes and
missed opportunities.

In theory, decisions should be made relative to the
expected returns on each option. For example, will
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backups protect against the expected
losses from ransomware? Other alter-
natives are, by necessity, not pursued.
The calculation of ROI (return on in-
vestment) determines the value of a
particular choice but ignores what
might have been.

This is the very definition of oppor-
tunity cost: the loss of potential gain
from other alternatives when one al-
ternative is chosen.® The money spent
on data backups cannot also be used
for endpoint protection as a defense
against ransomware.

Cybersecurity has much to gain by
incorporating opportunity cost into
decision making, from minimizing the
impact of external threats to maximiz-
ing company productivity. If resources
are spent defending against supply-
chain attacks when social engineer-
ing results in larger or more frequent
losses, the business suffers. Inside the
company, allocating time and other
costs to security can even be detrimen-
tal to the bottom line.

This article explores how oppor-
tunity cost is commonly neglected in
practice and discusses ways to incorpo-
rate it into routine decision processes;
a case study illustrates the benefits of
making opportunity cost a core compo-
nent of cybersecurity decision making.

A frustration for many people is cal-
culating the expected benefit of a given
choice. What is the value in spending
four hours reading a new book rather
than practicing the violin? Consider-
ing alternatives is not a default human
tendency, but these are not impossible
questions to answer, even absent abso-
lute dollar values.

Cost is usually associated with mon-
etary value. Financial resources spent
on one opportunity means those re-
sources are not available for something
else. Businesses calculate the financial
cost of various components, including
licensing, capital expenses, and the
fully loaded cost of labor.

The monetary cost and benefit of a
specific choice are often considered
in isolation, rather than taking into
account its externalities—the cost
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and benefit imposed on other entities
by the choice.'”? A classic example of
a negative externality is pollution. A
company can perform a cost-benefit
analysis to calculate its optimal pro-
duction rate, but this will consider only
the cost incurred to make a widget and
the benefit the company receives by

selling the widget. It will not consider
the costs imposed on the local commu-
nity by lowering the quality of drink-
ing water, nor the costs imposed on
society through carbon emissions. In
cybersecurity, implementation of an
application security tool may present
a positive ROI for the security team but

Table 1. Costs of opportunity cost in cybersecurity.

Tangible Costs

Organizations » Wages of security personnel

Intangible Costs

Employees

Cynicism, exhaustion

Workplace conflicts / friction

Time investment in security intervention

Burnout (lack of meaning or perceived lack of impact)
Cognitive overload (task switching)

Lack of perceived “flow” (wait time, number of interruptions)

Organizations

Delayed time to market
Increased attrition
Curtailed innovation

Productivity loss from implementing intervention
Time to plan and execute intervention

Society

False sense of security

YVYVYYY YVYYYY YYVYYVYYY

Research costs

Consumer workload and anxiety
Efficiency loss of public funds

National security risk from third parties (defense industry)

Table 2. Effects of opportunity cost in cybersecurity.

Productivity Effects

Employees

Less burnout and stress

Organizations
Faster time to market

Society
Macroeconomic effects

YVYY VVYYVYYYY YYVYYYYVYY

Tangible Benefits

Satisfaction (perception of work)
Efficacy (availability of resources needed to complete their work)

Collaboration, reduced conflicts

Efficiency and perceived flow

Standardized, less manual work (fewer mistakes, less toil)
Faster. empowering onboarding

Product quality gains (reliability, service health, number of bugs)
Incident reduction (impact / severity, volume. duration)

Speed of change integration

Turnover and attrition reduction

Learning culture (innovation, knowledge discoverability)
Activity volume (PRs, deploys, infrastructure utilization)

More dependable digital services

Reduced identity theft and fraud

Organizations Revenue growth

Customer satisfaction (renewals, expansion, feature adoption)

Profitability (doing more with less)

Uptime (service availability)

Intangible Benefits

>
>
> Output gains (more software releases, more product lines)
>
| 2

Users » Enhanced user experience
» Reduced anxiety / worry about safety and privacy
Employees » More dedication, less cynicism
» Feeling that their work is meaningful and has impact
» Energized vs. drained

Organizations
Competitive advantage
Compliance adherence
Intellectual property

vyvYyvYyYvYYy

Brand perception and corporate image

Talent attraction and retention
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may also result in a negative external-
ity of slower or fewer software releases,
imposing a cost on the software engi-
neering team(s), the organization, and
its customers.

The costs and benefits are likely to
be quite different from the perspective
of a security team, the organization
and other teams within it, the users
and customers, and the society around
them. A benefit for one stakeholder
may beget a cost for another. Tables 1
and 2 untangle this complexity by illus-
trating the costs and effects of oppor-
tunity cost in cybersecurity. It distin-
guishes tangible from intangible costs/
benefits and highlights that these ap-
ply to several key groups: employees,
organizations, and society.

Time is an important component
of opportunity cost but is often ne-
glected in practice. It takes time to
answer help-desk tickets and to devel-
op new security policies. The invest-
ment of time also has second-order
impacts, on employee satisfaction,
burnout, turnover, and more. Emo-
tional experience, such as anxiety,
frustration, and confusion, is often
overlooked as a cost when evaluating
options, despite its well-documented
salience during human decision mak-
ing.'® The stress of time pressure can
exacerbate users’ frustrations with a
security tool’s lack of usability, mak-
ing them more likely to bypass the se-
curity requirement.®

Security programs are components
of organizations and can expend en-
ergy or absorb it, but energy is neither
created nor destroyed. Beseeching
employees to be vigilant to phish-
ing threats requires them to expend
energy, which the security team ab-
sorbs (as these user efforts allow the
security team to expend energy else-
where). Requiring software engineers
to triage bugs discovered by vulner-
ability scanners is another example;
developers expend energy combing
through findings and fixing them, and
the security team absorbs that energy.
Thinking of where energy is expended
and absorbed, and by whom, can help
excavate the opportunity cost of a se-
curity decision.

Salience and the Null Baseline
The most effective method of encour-
aging exploration of opportunity cost



during decision making is to make al-
ternatives more salient.

How can alternatives outside the
focal point be made more salient?
One way is to require a baseline to do
nothing—that is, the costs and ben-
efits of an option must be compared
with those of doing nothing. This is
known as the null baseline. The idea
is to encourage salience around alter-
natives that solve the same goal. For
example, if your goal is relaxation,
you should compare not only vaca-
tion options, but also local spa days,
outsourcing domestic toil such as
cleaning, or implementing a yoga
routine. This comparison should in-
volve not just monetary and effort
costs, but also benefits in terms of
positive memories, health outcomes,
increased leisure time, and whether
the benefits are acute or extended.

Focal options influence security
consumption. For example, security
teams will often evaluate products of
the same type, known as a bake-off,
which reflects the focal options. They
are less likely to include nonfocal al-
ternatives during the same decision
making process. Nor are they likely to
compare the costs and benefits of buy-
ing the focal options vs. not buying
any of them at all.

A security team may select three se-
curity-awareness training vendors for
a bake-off to compare their costs and
benefits. The salient costs might in-
clude the upfront purchase price and
an estimate of initial implementation
costs. The salient benefits might in-
clude the volume of content, variety of
content, and customer support.

The costs and benefits that are not
salient are those outside of the focal
options and local context of the secu-
rity team. The cost of internal end us-
ers disrupting their work to perform
the training is not salient. The cog-
nitive cost of users—or the security
team itself—viewing the problem as
“solved” when it remains unsolved is
not salient.’ The benefits of pursuing
alternative options—such as using
single sign-on and multifactor au-
thentication to reduce the impact of
users falling for phishing schemes—
are not salient. Neither are the bene-
fits of simply not purchasing the tool,
which could include better goodwill
for the security team.

The most

effective method
of encouraging
exploration

of opportunity cost
during decision-
making is to make
alternatives

more salient.
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Always considering a null baseline
is a worthy heuristic for encouraging
security decision makers to consider
opportunity cost. This heuristic sim-
plifies the consideration of opportu-
nity cost and makes best use of finite
time and attention. When evaluating
a solution to a problem area, security
professionals should consider “do
nothing” as their baseline and approx-
imate its benefits.

Suppose a security leader wishes to
evaluate application-security testing
tools. By considering the null base-
line, the leader might come up with
benefits including faster lead time for
changes, increased deployment fre-
quency, lower change failure rate, and
regained time that would otherwise
be diverted to triage test findings.’
The opportunity cost of pursuing ap-
plication security testing may be con-
sidered too great of an impact on the
business relative to the benefit of few-
er bugs reaching production (which
relies on a hypothetical outcome that
those vulnerabilities will be exploit-
ed). If the security leader considers
only the focal options, comparing
the relative costs and benefits of each
tool, these facets of the potential de-
cision outcomes would be neglected
despite bearing a nontrivial cost to the
organization.

The null baseline can also support
reframing the problem statement
toward more globally optimal out-
comes rather than local maximums.
If the security leader’s motivation
behind application security test-
ing tools is reflected in the problem
statement of, say, “Fewer vulnerabili-
ties must reach production,” then
considering the “do nothing” option
may prompt the leader to rethink
this problem in light of speed being
vital to the organization. That is, the
organization’s priorities will become
more salient, resulting in a problem
statement more aligned with them
such as, “Vulnerabilities exploited
in production must not impact busi-
ness operations.” This changes the
focal area substantially.

Alternative hypotheses not being
salient also impacts security decision
making. For example, once a security
leader decides to adopt a zero-trust
architecture, they are less likely to
gather evidence about alternative hy-

COMMUNICATIONS OF THE AcM 99



practice

potheses (that something other than
zero trust might solve the problem
best) and may become overconfident
in the singular, original hypothesis.™
Making opportunity cost salient, such
as by considering the null baseline,
increases the likelihood that consum-
ers will compare options across cat-
egories and benefit types rather than
solely comparing the narrow competi-
tive set reflected by focal options.*

In cybersecurity, the null baseline
would therefore allow security leaders
to perceive competition across solu-
tion categories and reconsider the ul-
timate problem being solved. No lon-
ger is it the narrow framing of, “What
insider threat tool is best?” Now the
question is, “What solution will most
effectively reduce the impact of un-
wanted activity by an insider, given
resource constraints?” This facilitates
comparison between insider threat
tools and identity controls or other
options.

Finally, the null baseline is helpful
as a trivial stopping rule. The pursuit
of additional information and evalua-
tion of alternative choices could con-
tinue indefinitely if not for a decision
to halt the process. For those looking
at opportunity cost for the first time,
the decision maker considers the
null baseline and then stops seek-
ing other options. Once this becomes
routine, other stopping rules can be
considered.

Areas of Application for
Opportunity Cost in Cybersecurity
There are many ways to apply opportu-
nity cost to cybersecurity, as illustrat-
ed by the examples just mentioned.
This section explores four common
applications in more depth.

Development and solution selec-
tion. Security practitioners struggle
to select the best solutions to their
problems under budget and time con-
straints. The potential solution to a
given problem can be expanded when
considering options such as build or
buy; manual or automated processes;
tightly scoped MVP (minimum viable
product) or a more complete initial
feature set. While this reflects a slight-
ly more expansive consideration of
solutions, it still reflects a zoomed-in
perspective.

An opportunity-cost framing expos-
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Risk quantification
can be informative,
but the most
important
outcome is how
the results
influence
subsequent
decisions

and actions.
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es situations when the problem defini-
tion is overly prescriptive, which stifles
alternatives that might be superior so-
lutions. For example, “What static ap-
plication security tool is best?” begets
a narrow focal point and prescribes
only static application security testing
(SAST) tools. “How can we minimize
the number of security bugs develop-
ers introduce into code?” is less tool-
specific and might introduce the focal
option of security training for develop-
ers, but is still anchored to a relatively
narrow focal point.

Instead, “How do we minimize the
impact of security bugs in code run-
ning in production?” allows an expan-
sive list of potential solutions to best
prioritize allocation of finite resourc-
es. Brainstorming with other teams
could result in a broader list including
not only SAST tools and training, but
also ephemeral or immutable infra-
structure, standardizing libraries and
patterns so developers are less likely
to make mistakes, architecting the
system with strong isolation proper-
ties, or running security chaos experi-
ments to expose how the system be-
haves in adverse scenarios.®

Opportunity cost can assist with de-
cisions on when to outsource work or
perform it internally. Most organiza-
tions have a defined purpose to fulfill;
their missions are not to secure their
endpoints or networks. Through this
lens, any work that does not directly
support the organization’s fundamen-
tal purpose bears the opportunity cost
of taking time, budget, and cognitive
effort away from work that more di-
rectly fulfills its purpose.

If a retail corporation wants a re-
silient online store, the expertise for
databases, ad placement, and content
delivery may not be among its internal
skillset. Instead, it could outsource
the problem to a platform service pro-
vider, advertising technology firm,
and content-delivery network whose
employees are skilled at such tasks.
The opportunity cost of trying to cre-
ate and operate a successful online
store is time and cognitive effort that
could be better spent dealing with re-
tail business logic that would deliver
more value to customers. This is a
considerable cost to pay.

Requirements and patterns. A rou-
tine part of cybersecurity practice is



the use of requirements and patterns
to define expectations around quali-
ties and behaviors.

Defining requirements and creat-
ing reusable patterns reflects consid-
eration of opportunity cost (which is
perhaps why they are notoriously ne-
glected in cybersecurity programs).
Documented security requirements
limit the variation of technology
and attack surfaces, which supports
repeatability and maintainability.
Repeatability and maintainability
reflect nonfunctional requirements
that may not be in mind during cost-
benefit analysis within a narrow focal
point, despite their benefits to sys-
tem resilience.?

For example, a common manual
task for security teams is to answer
engineering teams’ ad hoc questions
about how to build a product, fea-
ture, or system in a way that will be
approved (or, at least, not be blocked)
by the security program. This is often
considered a high-priority activity, as
ignoring it leaves engineering teams
“stuck.” Manual responses to each
query by the engineering team, how-
ever, bear an opportunity cost, as the
time spent answering each is time
that could be used elsewhere to fulfill
the security program’s goals.

Defining explicit requirements and
giving engineering teams the flexibil-
ity to build their projects while adher-
ing to those requirements frees up
time and effort for both sides: Engi-
neering teams can self-serve and self-
start without interrupting their work
to discuss and negotiate with the se-
curity team, and security teams are no
longer as inundated with requests and
questions, so they can perform work
with more enduring value. As a recent
example, Greg Poirier applied this ap-
proach to CI/CD (continuous integra-
tion/continuous delivery) pipelines,
eliminating the need for a centralized
CI/CD system while maintaining the
ability to attest software changes and
determine software provenance."

Spending time thinking through
how to implement standards while
minimizing friction and writing
down the resulting security require-
ments—which become another set
of nonfunctional requirements in a
software project—provides a higher
ROI than common security “toil” that

provides only acute value. The op-
portunity cost of engineering teams
asking for security requirements for
each project includes tangible costs
such as time and delayed realization
of revenue, as well as intangible costs
such as divided attention and cogni-
tive overload. Writing documentation
around, for example, “Here is how to
administer a password policy” means
that each engineering team no longer
must ask for requirements, reducing
these costs while providing the ben-
efits of repeatability and maintain-
ability. When faced with what type
of password policy to implement,
engineering teams should be able to
access documentation and under-
stand the requirements. Importantly,
to minimize the opportunity cost of
ad hoc discussions, everyone should
reference the same single document
to avoid one-off definition of require-
ments and negotiation based on indi-
vidual tech stacks.

Therefore, the opportunity cost of
not standardizing security require-
ments and disseminating them is
high, but this cost is overlooked when
practitioners consider the cost-ben-
efit analysis of other work that takes
time away from pursuing this stan-
dardization.

Risk prioritization. Despite much
attention, there is insufficient analy-
sis about the ROI and opportunity cost
of risk quantification. The time cost
of implementing information col-
lection, tuning quantitative models,
and interpreting information is often
omitted; these activities explicitly si-
phon time from performing the activi-
ties that would address the concerns
they attempt to measure. Calculating
the probability of a particular secu-
rity event sacrifices time that could
be spent ensuring the organization is
prepared for that security event and
can minimize its impact. Risk quan-
tification can be informative, but the
most important outcome is how the
results influence subsequent deci-
sions and actions.

There is also the opportunity cost
of delaying decision making because
of the desire to calculate the prob-
abilities of security events. Possessing
arough sense of what is easiest for the
attacker—that is, the actions they are
likely to attempt first in their opera-
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tions—suffices to inform prioritiza-
tion of effort. The benefits (in terms
of real security outcomes) of refining
those estimates with complex statisti-
cal models remain unproven.

Risk quantification can also lead
to a false sense of security. By reduc-
ing uncertainty, practitioners may
feel that the situation is more under
control, but the ambiguity of the situ-
ation remains and can only be un-
covered during real operations when
real events occur.”” This is true even
beyond the realm of cybersecurity. As
seismologist Susan Elizabeth Hough
noted, “A building doesn’t care if an
earthquake or shaking was predicted
or not; it will withstand the shaking,
or it won’t.”® That is, the opportunity
cost of attempting to predict an event
is the time that could be spent culti-
vating resilience to the event.

Opportunity cost of delay. In cyber-
security, decisions related to waiting
or proceeding are common:' Should
we release or delay? Should we go for
the temporary fix or wait for a more
perfect solution?

Developing internal projects that
aim for perfect and all-encompassing
rather than a “good enough” MVP
bears a similar opportunity cost. This
is often witnessed as the dark side of
the desire for automation. An organi-
zation may wish for “one automation
framework to rule them all,” even if it
has not delivered anything after years
of dedicated development work (ex-
acerbated by the sunk cost fallacy).
The opportunity cost for building the
“perfect” thing for all use cases one
year from now is solving one use case
“good enough” sooner and delivering
value sooner.

Security and software engineering
teams alike often err in attempting to
create automation frameworks that
can be generalized to all potential use
cases, often taking years to complete.
This approach neglects opportunity
cost, which would encourage com-
parison with alternative options, such
as spending the same time, attention,
and money on building automation
for one specific use case to launch the
project. For example, a security team
could interview internal stakeholders
and determine that automation for as-
set inventory would provide immedi-
ate value. They could constrain their
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time and effort by meeting a set of
minimum requirements for asset in-
ventory automation, quickly building
an MVP to solicit initial feedback and
inform what work should come next.

The security engineering team can
consider the opportunity cost of this
subsequent work, too; perhaps the
marginal benefit provided by request-
ed features is less than other tasks the
team could perform. The team can
thereby reallocate its time to other
tasks once the MVP is released rather
than confining it in perpetuity.

Multiple smaller releases targeted
at a few use cases fosters more flexibil-
ity when allocating time and effort, es-
pecially when it can take time for users
and stakeholders to provide feedback
on releases with enough clarity and
consensus to inform next steps. At-
tempting a single massive release sat-
isfying the ideal requirements not only
makes time and effort an illiquid re-
source, but can also require other team
members to work overtime to cover for
the people building the Rube Gold-
berg machine. This leads to tangible
outcomes such as poorer work quality,
worse metrics, and increased attrition,
as well as intangible outcomes such
as declines in productivity, increased
burnout, and climbing resentment.
(The SPACE Framework for developer
productivity suggests that software
quality can be captured by measuring
reliability, ongoing service health, and
absence of bugs. These are all quanti-
fiable metrics and the former two, be-
ing relevant for uptime, can be tied to
revenue.")

Application and Practice

in Cybersecurity

Here, we explore cybersecurity oppor-
tunity cost in practice, beginning with
a detailed case study of Twilio, which
highlights the principles discussed
thus far. We then present tools to arm
practitioners and security decision
makers in implementing opportunity-
cost consideration with maximum
ease in real-world situations.

Case Study: Twilio is a technology
company offering APIs and services
for communications, including phone
calls and text messages. For example,
Uber uses Twilio to send text messag-
es to customers about ride status. To
make this possible, Twilio uses tele-
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communications protocols required
for mobile network operations. To
make this reliable, these protocols
must be secured.

NightOwl is an automated testing
framework built by two security archi-
tects at Twilio that performs attack-
tree modeling of telecommunications
protocols. Twilio gained a provisional
patent for NightOwl, enhancing its in-
tellectual property portfolio.

NightOwl saved $200,000 in its first
year of use by just one team. Now mul-
tiple internal teams can use it to self-
serve security testing ahead of product
releases and are actively expanding
their usage of it, proposing new fea-
tures and functionality.

NightOwl’s creators created auto-
mation and testing for two specific
telecommunications protocols: GTP
(GPRS Tunneling Protocol) and Di-
ameter. These protocols are essential
for operating Twilio’s core mobile
network, connecting users to Twilio’s
SIM cards across its global telecom-
munications network. Neither GTP
nor Diameter support authentication
or authorization, so testing each pro-
tocol’s security and reliability is of
paramount importance.

Contemplating opportunity cost
led NightOwl’s creators to scope an
MVP that constrained its design to
just these two protocols, ensuring the
best use of their time and highest ROI
for the organization. GTP and Diam-
eter not only represented the first use
cases for Twilio’s Super SIM team,
thereby offering the highest margin-
al benefits, but also were the easiest
to build; one required a specialized
transport layer, SCTP (Stream Con-
trol Transmission Protocol), and the
other was over UDP (User Datagram
Protocol).

Twilio’s status quo was hiring an
outside consulting firm to perform
penetration tests for each protocol
before a product became generally
available (GA). Each test cost approxi-
mately $100,000 and required weeks
to months of the security team’s time
not only to organize the tests with the
consultants, but also to work through
the findings afterward and coordinate
with internal teams to fix them. Given
the complex and specialized nature of
telecommunications protocols, there
were few off-the-shelf automated pen-
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etration testing tools that would pres-
ent a direct alternative.

Because NightOwl’s creators con-
sidered opportunity cost when pon-
dering this problem, they understood
that internal penetration testing was
not viable. Hence, they expanded the
range of viable alternatives to include
developing an automated tool, trad-
ing off an initial upfront time invest-
ment for a reduction in ongoing costs
and increase in perpetual benefits. By
building their own tool, they could
implement the comprehensive test-
ing needed for such a complex system.
There was more benefit in crafting
targeted messages based on Twilio’s
real-world implementation than at-
tempting to retrofit existing tools that
covered only a subset of cases that
were not applicable and did not cover
other necessary tests. It also allowed
them to implement new approaches
that existing tools did not offer but
that provided palpable marginal ben-
efits, such as building a fuzzing en-
gine and stateful messages to perform
more in-depth tests.

Taking an MVP approach, which
made best use of constrained time re-
sources, allowed NightOwl’s creators
to deliver these benefits quickly while
minimizing time costs. They arrived at
the MVP-plus-iteration model by also
considering the opportunity costs of
delaying NightOwl’s release, includ-
ing not receiving user feedback, de-
layed delivery of value to users, and
time that could be better spent on
other projects.

The resulting savings from NightOwl
for launching products to GA are both
temporal and monetary. The first en-
gineering team to use NightOwl was
releasing a product to GA by a certain
target date. The team ran the neces-
sary tests for GTP and Diameter using
NightOwl, leaving only one test for
the outside consultants to cover. By
covering testing for two out of three
protocols, NightOwl saved $200,000.
Had the other two tests not been sat-
isfied by NightOwl, launching the
product would have required an addi-
tional eight weeks of work. The engi-
neering team even generated a report
via NightOwl without assistance from
the security team, including graphs
of system outcomes when perform-
ing the simulated attacks. This pro-



vided not only the intangible benefit
of gaining confidence in releasing
the product to GA, but also knowl-
edge documentation.

Before NightOwl, engineering
teams would perform penetration
tests only for major releases, given the
substantial time, effort, and monetary
expense. With NightOwl, engineering
teams can now perform penetration
tests before every release, including
minor ones, thereby increasing the
level of security coverage. The toil of
coordinating the tests, creating tick-
ets for each finding, and tracking com-
pletion of those tickets also imposed
intangible costs—including stress,
frustration, and lost productivity—
eliminated by adopting NightOwl.

While it requires more effort up-
front, NightOwl offers ongoing ben-
efits that would have been missed
had its creators not considered op-
portunity cost. They might have sim-
ply performed a cost/benefit analy-
sis based on comparing different
consultants or performing the same
manual work internally, overlooking
this superior option.

Finally, a consideration of opportu-
nity cost inspired NightOwl’s creators
to reframe the problem statement.
By considering the costs of interpret-
ing the findings from penetration
testing consultants, translating them
for Twilio’s engineering teams, and
collaborating to prioritize fixes, they
began thinking about the goal as “ac-
tionable security findings that engi-
neers can fix on their own” instead
of “conduct a penetration test.” This
refined NightOwl’s initial functional
and nonfunctional requirements, en-
abling its creators to deliver more val-
ue than the external penetration test
or replacing it with manual scripting.

Implementing opportunity-cost con-
sideration in practice. Any proposal to
make decision making more burden-
some risks skepticism and low adop-
tion. Generating a list of alternatives
might require research about which
alternatives exist, the costs associated
with different proposals, or even base-
line measurements about the sum
costs and value of a single option. In-
deed, there is opportunity cost when
considering opportunity cost.

Daniel Kahneman and other psy-
chologists have differentiated fast

Opportunity cost is
an integral aspect
of cybersecurity
that must be
considered in
every decision—a
prominent, first-
order component
of decision-
making, not an
afterthought.
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and automatic thinking (system 1) from
slower, analytical thinking (system 2).”
Fast and automatic thinking—some-
times described as the “lizard brain”—
is optimized for ease. The basic in-
stincts of the human brain in the
limbic cortex support survival and
efficiency. Anything invoking slower,
analytical thinking must feel to the
thinker like it offers an outsized pay-
off, given the effort involved. There-
fore, ease of implementation into de-
cision making workflows is essential
for opportunity-cost consideration
to become the default. In real life,
especially in fast-paced and stressful
environments, people routinely have
neither the time nor desire to think
about more difficult decisions.

To incorporate opportunity cost in
practice, decision makers should ex-
pend only enough time and brainpower
to stimulate consideration of op-
tions beyond the focal point. The null
baseline can serve as a new decision
making heuristic—a mental shortcut
that can lead to better decision out-
comes—that can become more auto-
matic with repetition.

In any given decision, you can try
the following workflow to consider op-
portunity costs:

1. Consider the null baseline. What
are the tangible and intangible ben-
efits of doing nothing? What are the
costs?

2. The null baseline’s benefits be-
come the starting point for consider-
ing the opportunity cost of the focal
option.

3. The null baseline’s costs may
lead the decision maker to reframe
the problem statement. For example,
consider the focal option of manual
security change approvals. The cost of
“doing nothing” relative to this focal
option is that a Web application run-
ning in production may be compro-
mised. Thus, the problem statement
should likely focus on “minimizing
impact of compromise of code in pro-
duction,” for which manual security
change approvals is one of many pos-
sible options.

4. With the reframed problem state-
ment, consider the expanded set of
options that could help solve it. View
time, effort, and budget as fixed units
interchangeable among options. Esti-
mate the benefits and costs of each—
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rough “napkin math” estimates are
not only fine, but ideal here. Which
option least erodes the benefits of the
“do nothing” option? Answering that
question can help uncover which op-
tion bears the most minimal opportu-
nity costs.

These steps help the decision
maker consider the null baseline, re-
fine the goal, and explore the diver-
sity of solutions.

There is no need to delve into pre-
cise opportunity-cost quantification;
doing so could lead practitioners to be-
come profligate consumers of time and
energy. In essence, there is a nontrivial
opportunity cost when quantifying op-
portunity cost with precision (if preci-
sion is even possible in cases where
intangible costs abound). Each unit of
time expended attempting to assign a
specific number to opportunity cost
in a decision area is a unit of time not
spent implementing the right option
based on existing analysis.

The greatest marginal benefits can
be harnessed from considering oppor-
tunity cost by baselining against the
“do nothing” option. The null base-
line is likely to, at a minimum, make
alternative goals salient—such as “de-
livering code to production faster,”
“being able to make more sales calls,”
or “being able to consume more data
for analysis”—which can highlight
whatwill be lost if a focal choice is pur-
sued. The null baseline can also high-
light otherwise overlooked intangible
costs of the focal option, such as the
impairment to productivity from en-
gineers relearning access workflows
when a zero-trust network access tool
is adopted by the security team.

The null baseline is likely to en-
courage a reframing of the problem
statement to expand the range of al-
ternatives being considered as well—
for example, reframing the statement
“Buy the best code-scanning tool,” to
the more business-aligned and less
myopic “Minimize the impact of bugs
in production.”

Once practitioners are comfortable
with this opportunity-cost consider-
ation workflow (that is, it becomes
more automatic for the lizard brain),
there are a few relatively thrifty options
for measurement to complement this
consideration. Pilot programs can
uncover indirect and intangible costs
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toward considering opportunity cost
before implementation. Proof of con-
cepts of vendor solutions are often
designed to hide implementation
challenges, especially if teams affect-
ed by the tool are not involved in the
bake-off. Piloting a solution, whether
software or process, on one engineer-
ing team (with at least one other as
a control) and comparing their goal
metrics can generate evidence about
the implementation’s impact beyond
the focal benefits and costs.

Another potential avenue for mea-
suring opportunity cost is determin-
ing stakeholders’ willingness to pay to
avoid a security implementation. For
example, how much would employ-
ees pay to avoid using the corporate
virtual private network (VPN)? How
much would developers pay to avoid
using a SAST tool that takes six hours
to scan their code or to avoid having to
file a ticket to gain access to a service?
Surveys about willingness to pay can
serve to translate intangible burdens
into tangible values, making it easier
to compare benefits and costs across
options.

Conclusion
Opportunity cost is an integral aspect
of cybersecurity that must be consid-
ered in every decision—a prominent,
first-order component of decision
making, notan afterthought. Everyone
in the cybersecurity ecosystem plays a
role in security outcomes, no matter
who is making decisions, from indi-
vidual software developers to security
managers to the CEO. The results will
be the best possible options for secu-
rity and privacy—ones that balance
organizations’ multifaceted goals to
nurture resilient business operations
in a complex digital landscape.

Security decision makers would
benefit from recognizing the many
types of costs in addition to money.
They need not ignore opportunity cost
for lack of precise measurements. In
particular, one way to ease into con-
sidering complex alternatives is to
consider the null baseline of doing
nothing instead of the choice at hand.
This can elucidate the “true” problem
at hand.

Opportunity cost can feel abstract,
elusive, and imprecise, but it can be
understood by everyone, given the
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right introduction and framing. Using
the approach presented here—espe-
cially the null baseline heuristic—will
make it natural and accessible. The
widespread inclusion of opportunity
cost as a routine consideration in re-
search and practice is a worthy goal.
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While the success of early data-science
applications is evident, the full impact
of data science has yet to be realized.

| BY M. TAMER 0zSu

Data
Science—

A Systematic
Treatment

THERE IS A data-driven revolution under way in science
and society, disrupting every form of enterprise. We
are collecting and storing data more rapidly than
ever before. The value of data as a central asset in an
organization is now well established and generally
accepted. The Economist called data “the world’s
most valuable resource.”* The World Economic
Forum'’s briefing paper, A New Paradigm for Business
of Data, states “At the heart of digital economy and
society is the explosion of insight, intelligence and
information—data.”

The field of data science is expected to enable data to
be leveraged for making better decisions and achieving
more meaningful outcomes. Although the term data
science has some history, in its current incarnation as
a modern field of study, it has already had significant
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economic impact. A 2015 Organisa-
tion for Economic Co-operation and
Development (OECD) report identi-
fied “data-driven innovation” (DDI)
as having a central driving role in 21%
century economies, defining DDI as
“the use of data and analytics to im-
prove and foster new products, pro-
cesses, organisational methods and
markets.” Data science deployments
are still what might be called first
generation, but their impact is al-
ready being felt in many areas: global
sustainability,'* power and energy
systems,?* biological and biomedical
systems,*® health sciences and health
informatics,'? finance and insurance,®
smart cities,** digital humanities,?
and more.

The last decade has established the
terms “big data,” “data analytics,” and
“data science” into our lexicon, both
as buzzwords and as important fields
of study. Interest in the topic, as evi-
denced by Google Trends (see Figure
1), has exploded over the same pe-
riod. An increasing number of coun-
tries have released policy statements
related to data science. In academia,
data-science programs and research
institutes have been established with
significant speed, while many indus-
trial organizations have created data-
science units. A quick survey of these
programs and initiatives suggests a
common core but also a lack of uni-
fied and clear framing of data science.

There are several reasons why
clarification is helpful. One is to be

key insights

m Establishing data science as a field
of study or an academic discipline
requires identification of its foundations
and scope.

m Data science is not a proper subset of Al
or of statistics. It is broader than data
analytics using statistical or machine-
learning techniques.

m Data science is highly interdisciplinary
and involves STEM and non-STEM
disciplines.

m Applications are crucial for data science,
without which there is only big-data
management and processing.
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able to understand whether data sci-
ence is an academic discipline. This
is hard to know without a definition
of data science and an identifica-
tion of its core and scope. A related
reason is to provide an intellectually
consistent framing to the numerous
data-science institutes and academic
units being formed. A third reason is
to bring some clarity to the question
of who a data scientist is. The point
is not to constrain what is meant by
a data scientist or to limit the scope
of current academic initiatives but
to acknowledge the diversity around
some commonalities. The final rea-
son is that a systematic investigation
of the field is likely to identify impor-
tant techniques and tools that should
be in a professional data scientist’s
toolbox.

Part of the difficulty is the care-
lessly interchangeable use of the
terms “big data,” “data analytics,”
and “data science” in much of the
popular literature, which frequently
spills over to technical literature. It
is important to get them right. Data
analytics, as defined in the next two
sections, is a component of data sci-
ence and not synonymous with it.
Data science is not the same as big
data. Perhaps the best analogy be-
tween them is that big data is like raw
material; it has considerable promise
and potential if one knows what to do
with it. Data science gives it purpose,
specifying how to process it to extract
its full potential and to what end. It
does this typically in an application-
driven manner, allowing applications
to frame the study objective and ques-
tion. Applications are central to data
science; if there are no applications
to drive the inquiry, it is hard to argue
that there is a data-science deploy-
ment. Jagadish also emphasizes this
point, stating “‘Big Data’ begins with
the data characteristics (and works up
from there), whereas ‘Data Science’
begins with data use (and works down
from there).”??

A second difficulty is the vagueness
in many definitions about the rela-
tionship between data science, ma-
chine learning (ML), and data mining
(DM)— this arises from the colloquial
use of “data science” to mean data an-
alytics using ML/DM. Data science is
not a subfield of ML/DM nor is it syn-
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onymous with these disciplines. More
broadly, data science is not a subtopic
of AI—a common claim originating
from confusion on boundaries. Al and
data science are conceptually differ-
ent fields that overlap when ML/DM
techniques are used in data analytics
but otherwise have their own broader
concerns. The broader scope of data
science is discussed in this article,
highlighting its constituents that are
not part of AL. Conversely, there are
topics in Al such as agents, robotics,
automated programming, and others,
that are not within the scope of data
science. Thus, Al and data science are
related, but one does not encompass
the other.

A final difficulty is that data sci-
ence is broad in scope, involving nu-
merous disciplines, and finding the
right synthesis is not straightforward.
At the risk of oversimplification, the
following are the different constitu-
encies that have an interest in data
science: STEM people who focus on
foundational techniques and under-
lying principles (computer scientists,
mathematicians, statisticians); STEM
people who focus on science and engi-
neering data-science applications (for
example, biologists, ecologists, earth
and environmental scientists, health
scientists, engineers); and non-STEM
people who focus on social, political,
and societal aspects. It is important
to include all these constituencies in
discussions surrounding data science
while establishing a recognizable
core of the field. This is a difficult bal-
ance to maintain.

The objective of this article is to
put forth an internally consistent and
coherent view of data science. The
article discusses core components,
contributing disciplines, life cycle
considerations, and shareholder
communities. The main takeaways
can be summarized as follows:

» It is important to clearly establish
a consistent and inclusive view of the
entire field, and one is proposed.

» To avoid becoming a catch-all or
whatever particular circumstances al-
low, it is essential to define the core
of the field while being inclusive, and
four core areas are identified.

» It is critical to take a holistic view
of activities that comprise data sci-
ence.

» A framework must be established
to facilitate cooperation and col-
laboration among a number of disci-
plines.

Data science is still in its early days
as an emerging field. This article con-
tributes to discussions around its na-
ture and scope. There will, hopefully,
be joinders to the discussion to better
define the field.

What Is Data Science?

The origins of the term data science
are fuzzy. Data is central to both sta-
tistics and computing, so both com-
munities have tried to define the field.
Statisticians suggest that its origins
lead to John Tukey,*! who passionately
argued in the 1960s for the separation
of “data analysis” from “classical sta-
tistics.” His main point was that data
analysis is an empirical science while

Figure 1. Trending of data science-relevant terms.
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classical statistics is pure mathemat-
ics. Tukey defines data analysis as
“procedures for analyzing data, tech-
niques for interpreting the results
of such procedures, ways to plan the
gathering of data to make its analysis
easier, more precise or more accurate,
and all the machinery and results of
(mathematical) statistics which apply
toanalyzing data.” Capturing a precise
definition of data has been important
from the start of computing as a dis-
cipline. The International Federation
of Information Processing’s (IFIP)
definition of data is “a representation
of facts or ideas in a formalized man-
ner capable of being communicated
or manipulated by some process.”*
Naur builds on this definition: “Data
science is the science of dealing with
data, once they have been established,
while the relation of data to what they
represent is delegated to other fields
and sciences.”?®

Clearly, both statisticians and com-
puter scientists have been thinking
about data science for a long time, and
the understanding of what it is has
evolved over time. A subtle shift hap-
pened in the 2000s with the recogni-
tion that data science is broader than
data analytics and that it involves a
process from data ingestion to the pro-
duction of insights and actionable rec-
ommendations. During this period,
data-intensive approaches to problem
solving started to produce results. This
became known as the ‘big-data revolu-
tion’ and resulted in data-centric ap-
proaches in many fields. What initially
began as a computational paradigm

Data Engineering

» Big data management
» Data preparation

Data Analytics

» Explore data
(data mining)

(also called the third paradigm), where
computational methods could replace
or enhance laboratory experimental
methods (a 2001 New York Times ar-
ticle declared “all science is computer
science,”?) rather quickly changed to
data-intensive methods. This is fre-
quently referred as the fourth para-
digm,’ and data science systematizes
this understanding.

There are significant differences
between what was called data analy-
sis (or analytics) and what the cur-
rent understanding of data science
entails. More modern definitions of
data science encompass this broader
interpretation—for example, “Data
science encompasses a set of prin-
ciples, problem definitions, algo-
rithms, and processes for extract-
ing non-obvious and useful patterns
from large data sets.”*® The National
Consortium for Data Science (NCDS),
a U.S. consortium of leaders from
academia, industry, and government,
defines data science as the “system-
atic study of organization and use of
digital data for research discoveries,
decision-making, and data-driven
economy.”* These are not sufficient-
ly precise to define a field, but they
capture some important common
themes: interdisciplinarity (as de-
fined in Alvargonzdlez* and Choi
and Pak®), a data-based approach to
problem solving, the use of large and
multi-modal data, the focus on deriv-
ing insights and value by discovering
patterns and relationships in data,
and the underlying process-oriented
life cycle.

Applications

Data Science Building Blocks

» Data privacy

» Build models

and algorithms
(machine learning)
» Data preparation

Social and Policy Context
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Data Protection
» Security for data science
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A working comprehensive defini-
tion that captures the essence of the
field and explicitly recognizes that
it involves a process would be: Data
science is a data-based approach to
problem solving by analyzing and
exploring large volumes of possibly
multi-modal data, extracting knowl-
edge and insight from it, and using in-
formation for better decision-making.
It involves the process of collecting,
preparing, managing, analyzing, ex-
plaining, and disseminating the data
and analysis results. This is consistent
with the current understanding of the
broad scope of the field—see, for ex-
ample, the CRA’s use of the term."”

Note that the definition inten-
tionally uses the term “data-based”
rather than the more common “da-
ta-driven.” The latter has frequently
been interpreted as “data should be
the main (only?) basis for decisions”
since “data speaks for itself.” This is
wrong—data certainly holds facts and
can reveal a story, but it only speaks
through those who interpret it, and
that can potentially introduce biases.
Therefore, data should be one of the
inputs to decision making, not the
only one. Furthermore, “data-driven”
has come to mean that it is possible to
take data and analyze it by automated
tools to generate automated actions.
This is also problematic despite the
recent popularity of, and over-reli-
ance on, predictive and prescriptive
analytics. Though data science has
significant potential, and successful
data-science applications are plenti-
ful, there are sufficient misuses of

Figure 2. Data-science building blocks.
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data to give us pause and concern:
Google’s algorithmic detection of
influenza spread using social media
data is one prominent example, while
the Risk Needs Assessment Test used
in the U.S. justice system is another.
Therefore, “data-based” is the pref-
erable phrase that signals that data-
science deployments are aids to the
decision maker, not decision makers
themselves.?

Data-Science Ecosystem

Data science is inherently interdisci-
plinary: It builds on a core set of capa-
bilities in data engineering, data ana-
lytics, data protection, and ethics—the
four pillars of data science (see Figure
2). Some of this core is technical, some
is not. Although the term “data sci-
ence” is frequently used to refer only to
data analysis, the scope is wider, and
the contributing elements of the field
should be properly recognized. The
core is in close interaction with ap-
plication domains that have the dual
function of informing the appropriate
technologies, tools, algorithms, and
methodologies that should be useful
to develop and leverage these capa-
bilities to solve their problems. Data-
science application deployments are
highly sensitive to existing social and
policy context, and these influence
both the core technologies and the ap-
plication deployments.

Data engineering. Data is at the
core of data science; the type of data
that is used is commonly referred to
as big data. There is no universal defi-
nition of big data; it is usually charac-
terized as data that is large (volume);
multi-modal (variety) with many types
of data: structured, text, images, vid-
eo, and others; sometimes streaming
at high speed (velocity); and has qual-
ity issues (veracity). These are known
as the “four Vs” and addressing them
appropriately is the domain of big-da-
ta management.’’ Data engineering
in data science addresses two main
concerns: the management of big data
(including the computing platforms
for its processing) and the preparation
of data for analysis.

Managing big data is challenging
but critical in data-science applica-

a Other suitable terms that have been used are
“data-enhanced” or “data-enabled”.

110 COMMUNICATIONS OF THE ACM | JULY 2023

There are
significant
differences
between what was
called data analysis
(or analytics) and
what the current
understanding of
data science entails.

VOL. 66 | NO.7

tion development and deployment.
These data characteristics are quite
different than those that traditional
data-management systems are de-
signed for, requiring new systems,
methodologies, and approaches.
What is needed is a data-manage-
ment platform that provides appro-
priate functionality and interfaces for
conducting data analysis, executing
declarative queries, and enabling so-
phisticated search. This exceeds the
current state of the art, where individ-
ual systems are specialized toward a
specific data model and require meta-
models that allow for different levels
of abstraction, and for more fluent
integration and seamless interoper-
ability. Data preparation is typically
understood to be the process of data-
set selection, data acquisition, data
integration, and data-quality enforce-
ment. Applying appropriate analysis
to the integrated data will provide
new insights that can improve orga-
nizational effectiveness and efficien-
cy and result in evidence-informed
policies. However, for this analysis
to yield meaningful results, the input
data must be appropriately prepared
and trustworthy. The quality of the
analysis model makes little differ-
ence; if the input data is not clean and
trustworthy, then the results will not
very valuable. The adage of “garbage
in, garbage out” is real in data sci-
ence. Data quality is an essential ele-
ment in making the data trustworthy
for analysis. It addresses the veracity
characteristic of big data. Data quality
is considered mission critical in data-
science success and constitutes a ma-
jor portion of the data-preparation ef-
fort for most organizations.

An important vehicle of data qual-
ity and data trustworthiness is meta-
data and metadata management.
One particularly important metadata
that deserves mention is provenance,
which tracks the source of the origi-
nal data. Another challenge is devel-
oping and instituting the appropriate
system and tool support for managing
provenance, and tracking data as it
goes through the processing pipeline.

A very important aspect of data
quality is data cleaning.?® When data
from multiple sources is used, there
are bound to be inconsistencies, er-
rors in data, and missing informa-



tion that must be corrected (cleaned).
Techniques and methodologies for
data cleaning are an important part
of data engineering.

Data analytics. Data analytics is
the application of statistical and ML
techniques to draw insights from
data under study and to make predic-
tions about the behavior of the sys-
tem under study. A first-level distinc-
tion in data analysis is made between
inference and prediction. Inference
is based on building a model that
describes a system behavior by rep-
resenting the input variables and re-
lationships among them. Prediction
goes further and identifies the cours-
es of action that mightyield the “best”
outcomes. This classification can be
made more finely grained by identify-
ing four different classes: descriptive,
which retrospectively looks at the his-
torical data to answer the questions
“What happened?” or “What does
the data tell us?; diagnostic, which is
also retrospective but goes beyond
descriptive to answer the question
“Why has that happened?”; predictive,
a forward-looking analysis of histori-
cal data that provides calculated pre-
dictions of what is likely to happen;
and prescriptive, which goes further
by recommending courses of action.
Predictive and prescriptive analytics
together are usually called advanced
analytics. The relationship among
these is usually evaluated along two
dimensions: complexity and value.”
Going from descriptive to prescrip-
tive, analysis becomes far more com-
plex, but the value derived from it also
substantially increases.

There are six data-analysis tasks
(methods) commonly used in data
science:">* clustering, which finds
meaningful groups or collections
of data based on the “similarity” of
data points (data points in the same
cluster are more similar to each other
than they are to data points in other
clusters); outlier detection, which
refers to identification of rare data
items in a dataset that differ signifi-
cantly from the majority of the data;
association rule learning discovers in-
teresting relationships between vari-
ables in a large dataset; classification
finds a function (model) that places a
given data item in one of a set of pre-
defined classes; regression finds the

function that relates one or more in-
dependent variables to a dependent
variable; and summarization creates a
more compact representation of the
dataset.

As discussed earlier, an important
data source in data science is stream-
ing data. In this case, real-time analyt-
ics must be considered as data flows
continuously. Real-time analytics is
particularly difficult given that most
analysis algorithms are computation-
ally heavy and usually require mul-
tiple passes over the dataset, which is
challenging in streaming data.

In a data-science project, an im-
portant consideration is the selection
of appropriate techniques for the task
and how they can be leveraged. Given
the societal impact of data-science
applications and deployments, the
explainability of the analysis results
is equally important.

Data protection. Data science’s
reliance on large volumes of varied
data from many sources raises impor-
tant data-protection concerns. The
scale, diversity, and interconnected-
ness of data (for example, in online
social networks) requires revisiting
data-protection techniques that have
been mostly developed for corporate
data.”?

It is customary to discuss the rele-
vant issues under the complementary
topics data security and data privacy.
The former protects information
from unauthorized access or mali-
cious attacks, while the latter focuses
on the rights of users and groups over
data about themselves. Data security
typically deals with data confidenti-
ality, access control, infrastructure
security, and system monitoring, and
uses technologies such as encryption,
trusted execution environments, and
monitoring tools. Data privacy, on the
other hand, deals with privacy poli-
cies and regulations, data retention
and deletion policies, data-subject
access requirement (DSAR) policies,
management of data use by third par-
ties, and user consent. Data privacy
normally involves privacy-enhancing
technologies (PETs). Although re-
search on these topics is usually iso-
lated, it is helpful to take a holistic
and broader view, hence the term
data protection is more appropriate
and informative.
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The characteristics of data used in
data science pose unique challenges.
Data volumes make the enforcement
of access-control mechanisms more
difficult and the detection of mali-
cious data and use more challenging.
The numerosity and variety of data
sources make it possible to inject mis/
disinformation, skewing the analysis
results.” Data-science platforms are,
by necessity, scale-out systems that
increase the possibility of infrastruc-
ture attacks. These environments
also increase the potential for sur-
veillance. The variability and poten-
tially high numbers of end users, and
in many data-science deployments,
the need for openness for sharing
analysis results and for bolstering the
analysis, opens the possibility of data
breaches and misuse. These factors
seriously increase the threats and the
attack surface. Therefore, protection
is required for the entirety of the data-
science life cycle, from data acquisi-
tion to the dissemination of results,
as well as for secure archiving or dele-
tion. An implicit goal of data science
is to gain access to as much data as
possible, which directly conflicts with
the fundamental least-privilege secu-
rity principle of providing access to as
few resources as necessary. Closing
this gap includes careful redesign and
advancement of security technologies
to preserve the integrity of scientific
results, data privacy, and to comply
with regulations and agreements gov-
erning data access. Techniques that
have been developed for privacy-pre-
serving data mining are examples of
this consideration.

Data-science ethics. The fourth
building block of data science is eth-
ics. In many discussions, ethics is
bundled with a discussion of data pri-
vacy. The two topics certainly have a
strong relationship, but they should
be considered separate pillars of the
data-science core. Literature typically
refers to data ethics as “. . . the branch
of ethics that studies and evaluates
moral problems related to data, . . .
algorithms, . . . and corresponding
practices, in order to formulate and
support morally good solutions.”
The definition recognizes the three
dimensions of the issue—data, algo-
rithms, and practice.

» The ethics of data refers to the eth-
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ical problems posed by the collection
and analysis of large datasets and on
issues arising from the use of big data
in a diverse set of applications.

» The ethics of algorithms addresses
concerns arising from the increas-
ing complexity and autonomy of al-
gorithms, their fairness, bias, equity,
validity, and reliability.'s

» The ethics of practices addresses
questions concerning the responsi-
bilities and liabilities of people and
organizations in charge of data pro-
cesses, strategies, and policies. The
growing research in AI ethics tackles
many of these issues.

Perhaps one of the most impor-
tant concepts in data-science ethics
is informed consent. Participants of
data-science projects should have
full information about the project,
its objectives, and scope, and they
should freely agree to participate. If
data about participants is collected,
they should have full knowledge of
what is being collected and how it
will be used (including by third par-
ties) so they can agree to its collection
and use.

One important issue in data-sci-
ence ethics that has received signifi-

cant attention is bias. Oxford English
Dictionary defines bias as the “incli-
nation or prejudice for or against one
person or group, especially in a way
considered to be unfair.” Bias is in-
herent in human activities and deci-
sion making, and human biases are
reflected in data science as biases in
data and biases in algorithms. Bias in
data can be introduced through what
is included in the historical data used
by the algorithms—for example, ar-
rest records in the U.S. include more
marginalized communities, primarily
because they are over-policed. Bias in
data may also be introduced due to
under-representation—for example,
data used in face-recognition sys-
tems comprises 80% whites, of which
three-quarters are males. Algorithmic
bias can occur due to the inclusion or
omission of features in the algorithm/
model. In ML deployments, this can
occur during feature engineering.
These features include individual at-
tributes such as race, religion, and
gender. The use of proxy metrics (for
instance, using standardized exami-
nation scores to predict student suc-
cess) can also lead to bias.

Although considerable attention

Figure 3. Data-science life cycle.
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has focused on the problem of bias,
data-science ethics should be consid-
ered more generally consistent with
the previously offered, broader defi-
nition of ethics. Some of the broader
ethical considerations have overlap-
ping concerns with data protection.
Related to ethics of practice, societal
norms that usually get coded in leg-
islation are important (more on this
in the next section). Consequently,
while some of the ethical concerns
are universal, others can be specific
to a jurisdiction.

Broader ethical concerns also in-
clude: ownership of data; transparen-
cy, which refers to subjects knowing
what data is collected about them and
how it will be stored and processed
(including informed consent by the
subject); privacy of personal data, in
particular the revealing of personal
identifiable information; and inten-
tion regarding how data will be used,
especially for secondary use.

Social and policy context. As noted
earlier, data-science deployments
are highly sensitive to the societal
and policy contexts in which they
are deployed. For example, what can
be done with data differs in differ-
ent jurisdictions. The context can be
legal, establishing legal norms for
data-science deployments, or it can
be societal, identifying what is so-
cially acceptable. Furthermore, there
are significant intersections between
social science and humanities and
the core issues in data science. There
are four central concerns: ownership,
representation, regulation, and pub-
lic policy. Obviously, there is overlap
between these and the data-ethics
concerns previously discussed.

Ownership. Data ownership, ac-
cess, and use—particularly in terms
of how individual data is generated,
who owns and can access to it, and
who profits from it—is a critical con-
cern. At the societal and organiza-
tional levels, researchers analyze how
economic systems are increasingly
data-dependent in terms of both op-
erations and revenue streams, and
how pressures to collect and share
ever-more intimate data may conflict
with users’ own calls for privacy and
autonomy. Data privacy from a tech-
nical perspective was previously dis-
cussed, but it obviously has a signifi-



cant legal and social dimension that
requires careful study (for example,
Solove?®).

Representation. A primary concern
in the development of data-science
technologies is ensuring diverse and
equitable representation at all stag-
es of the life cycle. This includes the
evaluation of the training, tools, and
techniques used in data science, in-
cluding who designs them, who has
access to them, and who is repre-
sented by them. Data representative-
ness is tightly tied to questions of
marginalization and bias that appear
throughout the design, data collec-
tion, analysis, and implementation
of these technologies—for example,
Richardson et al.** Another concern
is how data is increasingly used to
“speak” for users, often without their
knowledge—changing individuals’
relationships with their local commu-
nities, corporations, and state.

Regulation and accountability.
Components of ethical data science
also include a commitment to trans-
parency and explainability in terms
of analyzing the inputs of data-driven
decision making, the algorithms ap-
plied, and determining how they lead
to specific outputs and recommenda-
tions. Ensuring that the benefits and
opportunities afforded by advances
in data science equally benefit broad-
er society involves accountability and
regulatory practices at each stage of
the data-science life cycle and are
not only centered on laws and policy
interventions, such as the General
Data Protection Regulation (GDPR)
and the Canadian Personal Informa-
tion Protection and Electronic Docu-
ments Act (PIPEDA). They must also
include efforts to include values-in-
design, interventions for more ac-
cessible and inclusive design, and
tools for ethical thought at the levels
of training, education, and ongoing
daily practice.

Public policy. There is a critical and
urgent need to integrate data science
into the analysis of public policy.* In
an age where every Facebook, Twit-
ter, and Instagram post is a data ob-
servation that can be archived and
can become part of a historical da-
taset that can inform public policy,
governments have been left behind
in their ability to collect, aggregate,

Who “owns” data
science is a topic of
some discussion,
primarily between
statisticians and
computer scientists.
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and analyze this data. With the nec-
essary tools, this data could be man-
aged and analyzed in a way that is
explainable and that can be dissemi-
nated in a meaningful way to provide
key insights. In a similar vein, there
is a paradox in the large amount of
“open” data that remains unused,
along with concerns of a data deficit
in terms of more information that
could and should be collected to in-
form public policy.

Data-Science Life Cycle

The definition of data science previ-
ously given clearly identifies the pro-
cess view of data science, namely that
it consists of several processing stag-
es, starting from data ingestion and
eventually leads to better decisions,
insights, and action. That process is
called the data-science life cycle. Lit-
erature refers to the data life cycle, fo-
cusing only on data processing. A good
definition of the data life cycle is given
by the U.S. National Science Founda-
tion Working Group on the Emergence
of Data Science,® which identifies five
linear stages: acquiring the data, clean-
ing it and preparing it for analysis, us-
ing the data through analysis, publish-
ing the data and the methods used to
analyze the data, and preserving/de-
stroying the data according to policy.
Variations of this data-life cycle model
emerge in various proposals, some
predating the above formulation—for
example, Agrawal et al.,” Jagadish,?
and Stodden.*

This life cycle model and its vari-
ants give the impression that the
entire process is linear and unidi-
rectional. Real project development
hardly works in a linear fashion. An
alternative model that is more it-
erative with built-in feedback loops
has been proposed in the CRoss-
Industry Standard Process for Data
Mining (CRISP-DM) model for data-
mining projects.** CRISP places data
at the center and specifies a cyclical
life cycle that is iterative and may be
repeated over the lifetime of the proj-
ect. PPDAC?® is similar to CRISP-DM
for statistical analysis tasks. Micro-
soft Team Data Science Access Life
cycle* also emphasizes the iterative
nature of the process.

The data-sciencelife cycle proposed
in this article (see Figure 3) derives
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from and is built on those iterative
models. It starts with the specifica-
tion of the research question that may
come from a particular application
or may be an exploratory question. A
good understanding of the research
question is important, since it nor-
mally drives the entire process. The
next step is data preparation, which
includes determining which datas-
ets are needed and available; select-
ing the appropriate datasets from
within this larger set; ingesting the
data; and addressing data-quality is-
sues, including data cleaning and
data provenance. The third step is
the proper storage and management
of the data, including big-data man-
agement. Specifically, data needs to
be integrated, decisions need to be
made about the storage structures
for data for efficient access, appro-
priate storage structures need to be
chosen and designed, suitable ac-
cess interfaces must be specified, and
provisions need to be made for meta-
data management, in particular for
provenance data. The prepared and
suitably stored data is then open for
analysis. In particular, the appropri-
ate statistical and ML model(s) is/are
selected/developed, feature engineer-
ing is performed to identify the most
appropriate model parameters, and
model validation studies are conduct-
ed to determine the model’s suitabil-
ity. If model validation is successful,
the next step is deployment and dis-
semination, which involves different
activities depending on the particu-
lar project and application. In some
cases, the analysis and processing of
data needs to be performed on a con-
tinuing basis, so deployment involves
maintaining and monitoring the sys-
tem over time. In other cases, deploy-
ment may involve compilation and
dissemination of analysis results and
their explanation. Dissemination of
the analysis results, and sometimes
even the curated data, is an impor-
tant aspect of this phase. Open data,
which is data that “anyone can freely
access, use, modify, and share for any
purpose (subject, at most, to require-
ments that preserve provenance and
openness”?) is an important part of
dissemination. Many governments

b See http://opendefinition.org.
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and private institutions are adopt-
ing Open Data Principles stating that
data should not only be open but
should be complete, accurate, prima-
ry, and released in a timely manner.
These properties make this data very
valuable to data scientists, journal-
ists, and the public. When open data
is used effectively, data scientists can
explore and analyze public resources,
which allows them to question public
policy, create new knowledge and ser-
vices, and discover new value for so-
cial, scientific, or business initiatives.

Problems during the analysis
phase may result in the process re-
turning to either reformulating the
research question (it may be under-
specified or overspecified, making
model building infeasible) or cycling
back to data preparation if the model
requires other or different data that
has not been prepared. As noted earli-
er, data-science deployments are not
“one-and-done.” Following deploy-
ment, there must be constant moni-
toring—perhaps the environment
changes, the data changes, or there
is a deeper understanding of the re-
search question that results in its re-
vision and improvement. Thus, the
process cycles as a dialectic process—
every time the process comes back to
the research question, we are at an el-
evated understanding of what needs
to be studied. It is important to recog-
nize that the stages in the life cycle are
not isolated; the boundaries between
stages are fuzzy, and there are impor-
tant and interesting issues that arise
at their intersections.

Thereisacontinuous bi-directional
interaction between this life cycle and
the data-protection issues. Similarly,
the ethical concerns, social norms,
and policy framework impact each
of the phases, sometimes even pre-
venting the initiation of specific
data-science studies.

Data Science Is Interdisciplinary

Who “owns” data science is a topic of
some discussion, primarily between
statisticians and computer scien-
tists. This discussion bleeds into the
question of who data scientists are,
which then leads to different educa-
tional models of data science. Given
the centrality of data to both disci-
plines, this discussion is perhaps not



surprising. The concern among stat-
isticians regarding the field of data
science is long-standing. Given the
early promotion of data analytics as
an important topic by Tukey, there
is a strong feeling among statisti-
cians that they own (or should own)
the topic. In a 2013 opinion piece,
Davidian®® laments the absence of
statisticians in a multi-institution
data-science initiative and asks if
data science is not what statisticians
do. She indicates that data science is
“described as a blend of computer
science, mathematics, data visualiza-
tion, machine learning, distributed
data management—and statistics,”
almost disappointed that these dis-
ciplines are involved along with sta-
tistics. Similarly, Donoho laments
the current popular interest in data
science, indicating that most statisti-
ciansview new data science programs
as “cultural appropriation.”**

There is a well-known argument
put forth by Conway'® on the nature of
data science. He proposes three main
areas organized as a Venn diagram:
hacking skills, mathematics and sta-
tistics, and substantive experience.
The hacking skills he contends to
be important are the ability “to ma-
nipulate text files at the command-
line, understanding vectorized op-
erations, thinking algorithmically.”
Mathematics and statistics knowl-
edge, at the level of “knowing what
an ordinary least squares regression
is and how to interpret it” is required
to analyze data. The substantive ex-
perience is about the research prob-
lem that may come from an applica-
tion domain or a specific research
project. The Conway diagram, as it
has come to be known, has become
popular in these ownership debates
by those who do not see a central role
for computer science in data science,
because Conway argues that hacking
skills have nothing to do with com-
puter science: “This, however, does
not require a background in comput-
er science—in fact, many of the most
impressive hackers I have met never
took a single CS course.”

The computer science view es-
pouses instead the centrality of
computing. One such view has been
championed by Ullman,** who also
uses a Venn diagram to express his

viewpoint and counters Conway,
since he considers “algorithms and
techniques for processing large-scale
data efficiently as the center of data
science.” Ullman claims that the two
big knowledge bases of data science
are computer science and domain
science (that is, the application do-
main), and their intersection is where
data science resides. He sees, rightly,
ML as part of computer science. He
argues, again rightly, that some of
ML is used for data science, but there
are ML applications that are outside
of data science. His diagram shows
that there are aspects of data sci-
ence that require computer-science
techniques which have nothing to
do with machine learning—data en-
gineering, as previously discussed,
would fall in that category. I suspect
that some of these points may not be
controversial. Where the argument is
likely to be challenged is that, in his
view, mathematics and statistics “do
not really impact domain sciences
directly” albeit their importance in
computer science. Within computer
science, there is the discussion re-
garding the relationship of AI/ML
with data science, with some indi-
cating that data science is part of AI,
which was addressed in this article’s
first section.

A more balanced view has been put
forth by Marina Vogt,* who indicates
data science as sitting at the inter-
section of computer science, math-
ematics and statistics, and domain
knowledge. This is more in line with
the view put forward by ACM in its
curriculum proposal: “Data science
is an interdisciplinary endeavor be-
tween computer science, mathemat-
ics, statistics, and applied areas such
as natural sciences.”! However, even
this viewpoint is very STEM-centric
and leaves out many topics that are of
interest to data science as a field.

These discussions and the result-
ing controversies are not helpful or
necessary; they do not move the data-
science agenda forward. No single
community “owns” data science—
it is too big, the challenges are too
great, and it requires involvement

¢ The original article can no longer be found,
but Vogt’s viewpoint can be found here: http://
www.policyhub.net/node/212.
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Figure 4. Unifying view of data science.
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from many disciplines. Creation and
use of knowledge are fundamental
human activities that span millennia.
This activity is at the core of what we
can define as being our collective hu-
man culture. Attempts to splinter the
core of human achievement through
an attribute of ownership is, at its
best, a narrow parochial view, and, at
its worst, ascendancy of self-interest
and greed.

Data science should be viewed as
a unifying force that connects sev-
eral fields (see Figure 4), some of
which are STEM and some are not.
I go back to my discussion about
stakeholders, who are diverse. Own-
ership arguments take place within
one stakeholder group—STEM peo-
ple who focus on foundational tech-
niques and the underlying principles.
Within this group, it is important to
recognize and accept that there are
communities with complementary
and sometimes overlapping interests:
computer scientists who bring exper-
tise in computational techniques/
tools that can effectively deal with
scale and heterogeneity, statisticians
who focus on statistical modeling for
analysis, and mathematicians who
have much to contribute with dis-
crete and continuous optimization
techniques and precise modeling of
processes. However, this is only one
stakeholder group; I have identified
two others. One danger in such a
unifying view is not finding the right
balance between inclusiveness in ac-
cepting the contributions of all these
fields and identifying the core of data
science. I believe arguments made
earlier in this article have established
the core, so this danger is averted.
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Conclusion

Despite its recent popularity, the field
of data science is still in its infancy
and much work needs to be done to
scope and position it properly. The
success of early data-science applica-
tions is evident—from health scienc-
es, where social-network analytics
have enabled the tracking of epidem-
ics; to financial systems, where guid-
ance of investment decisions is based
on the analysis of large volumes of
data; to the customer care industry,
where advances in speech recogni-
tion have led to the development of
chatbots for customer service. How-
ever, these advances only hint at what
is possible; the full impact of data
science has yet to be realized. Signifi-
cant improvements are required in
fundamental aspects of data science
and in the development of integrated
processes that turn data into insight.
Current developments tend to be iso-
lated to subfields of data science and
do not consider the entire scoping as
discussed in this article. This siloing
is significantly impeding large-scale
advances. As a result, the capacity for
data-science applications to incorpo-
rate new foundational technologies
is lagging.

The objective of this article is to
lay out a systematic view of the data-
science field and to reinforce the key
takeaways: It is important to clearly
establish a consistent and inclusive
view the entire field; it is essential to
define the core of the field while being
inclusive to avoid becoming a catch-
all or whatever the particular circum-
stances allow; it is critical to take a ho-
listic view of activities that comprise
data science; and a framework needs
to be established to facilitate coop-
eration and collaboration among a
number of disciplines.
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A case study reveals the theoretical analysis
of algorithms is not always as helpful as
standard dogma might suggest.

| BY PAUL MEDVEDEV

Theoretical
Analysis of
Sequencing
Bioinformatics
Algorithms
and Beyond

WHEN I ASK first-year computer science undergraduate
students how to quantify the speed of an algorithm,
they look at me puzzled and tell me to just run the
algorithm and see how long it takes. Such empirical
analysis, in fact, is the most direct and natural way

to measure algorithm performance. However, it has
long been understood to have many shortcomings.*
To overcome these shortcomings, computer scientists
developed ways to theoretically analyze algorithm
performance. The most common technique for this

is traditional worst-case analysis. For example, we say
merge sort runs in O (n log n) worst-case time, which
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formally means that there exists a con-
stant ¢ such that for any large-enough
input of n elements, merge sort takes
at most cn log n time. Other more so-
phisticated techniques, such as pa-
rametrized analysis, average-case anal-
ysis, or semi-random models, better
capture the properties of real data.*
Additionally, theoretical analysis can
be used to measure not just speed
but other aspects of algorithm perfor-
mance, such as memory usage or ac-
curacy. When undergraduate students
take an algorithms course, they finally
learn about the theoretical analysis of
algorithms and how to use it to capture
general patterns of performance that
empirical analysis does not.

The most direct impact of such
theoretical analysis is in applied al-
gorithms, that is, algorithms imple-
mented and applied to real data (in
contrast to complexity theory, where
such analysis serves the purpose of
understanding the hierarchy of prob-
lem, rather algorithm, complexity).
The goals of the theoretical analysis of
applied algorithms, denoted here as
TA3, are twofold:* One goal is to pre-
dict the empirical performance of an
algorithm, either in an absolute sense
or relative to others. The second goal is
to be a yardstick that drives the design
of novel algorithms that perform well
in practice. TA3 has achieved its goals
with resounding success, being directly
responsible for the design and perfor-
mance prediction of many algorithms
used in practice (for example, Dijks-
tra’s shortest path algorithm). Because
of this success, algorithms instructors
typically jump into theoretical analysis
with only a cursory justification of why
it is needed. To put it bluntly, the fact
that TA3 achieves the two goals has be-
come a dogma of computer science.

However, fast-paced application
domains pose a challenge to TA3. In
this article, I use the field of sequenc-
ing bioinformatics (SeqBio) as a case
study, where I posit that TA3 has failed
to achieve its stated goals. SeqBio is
an interdisciplinary field that uses al-
gorithms to extract biological mean-
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ing from sequencing data. SeqBio has
revolutionized the life sciences, with
algorithms developed by computer
scientists (for example, Bankevich et
al.* and Langmead et al.*®) enabling
projects such as the Earth Microbiome
Project,’ the Vertebrate Genomes Proj-
ect,”? and the Cancer Genome Atlas.'® It
is also in the process of revolutionized

healthcare, enabling projects such as
Obama’s Precision Medicine Initia-
tive. However, the vast majority of Se-
gBio papers either do not perform TA3
(for example, Bankevich?®) or perform
traditional worst-case analysis only to
conclude that it is not a good predic-
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tor of the algorithm’s performance
in practice (for example, Marschall et
al.?). I will demonstrate two concrete
examples of TA3’s failure in SeqBio:
the problems of genome assembly and
structural variation detection. I will
also give one encouraging example
of success: k-mer data structures and
then catalog some of the challenges
of applying theoretical analysis in Se-
gBio, argue why empirical analysis
is not enough, and offer a vision for
improving the relevance of theoreti-
cal analysis to SeqBio. By recognizing
the problem, understanding its roots,
and providing potential solutions, this
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work can hopefully be a crucial first
step toward making TA3 more relevant
in SeqBio and other fast-paced applica-
tion domains.

Before proceeding, it is useful to
make the distinction between direct
and indirect influence of TA3 in SeqBio.
Without question, TA3 can be credited
with the development and analysis of
methods which have become part of
SeqBio’s toolbox, for example, integer
linear programming, clustering algo-
rithms, sketching techniques, and ma-
chine learning. For the two problems
we will investigate, combinatorial algo-
rithms for optimization problems with
COMMUNICATIONS OF THE AcM 119

NO. 7
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theoretical guarantees form the back-
bone of many tools*'*?>4¢ for assembly
and for structural variant detection.™
However, this article is concerned with
direct influence, that is, situations
where theoretical analysis was applied
to problems specific to SeqBio, or at
least for which SeqBio was a major mo-
tivation.

Accuracy of Genome Assemblers
SeqBio algorithms work with data gen-
erated by various instruments that re-
peatedly sample short substrings (called
reads) from a long genome sequence.**
The locations are chosen semi-uniform-
ly at random but are not output by the
instrument; the output only contains
the string sequence of each read. More-
over, the reads may contain errors and
hence not be exact substrings of the ge-
nome. Such a sequencing experiment
can generate billions of reads at ever-
decreasing costs. There are many appli-
cations of sequencing technology, but
here I focus on the genome assembly
problem, a classical SeqBio problem.
The genome assembly computa-
tional problem is to take a sequencing
experiment from a single genome and
to reconstruct the full DNA sequence
of that genome.*” There are dozens of
widely used assemblers, with hundreds
more at the prototype stage. Genome
assembly algorithms have enabled
genome-wide studies of thousands of
species and have a biological impact
that is difficult to overstate. The most
important aspect of an assembler’s
performance is its accuracy, since the
resources required to collect a DNA
sample usually outweigh the computa-
tional resources of an assembler. In this
section, we will describe the various at-
tempts to apply theoretical analysis to
predict the accuracy of assemblers and
design more accurate assemblers.
Figure 1 illustrates an example of a
simple assembly algorithm. However,
several practical factors complicate this
simple picture. First, reads can have
sequencing errors which introduce er-
roneous vertices and edges into the as-
sembly graph. Second, some parts of
the genome are not covered by reads,
introducing gaps in the graph. Third,

a In recent years, the reads have become much
longer; however, many assembly algorithms
predate this advance.
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Theoretical
analysis of
assembler accuracy
cannot be credited
with the design of
any of the widely
used assemblers,
nor has it led to
any theoretical
analysis that

can predict

the accuracy

of an assembler
on real data.
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repetitive sequences are prevalent and
make the graph structure more convo-
luted.*** These and other factors make
it challenging to keep the output of the
assembler accurate.

One of the earliest theoretical mea-
sures of accuracy is the likelihood of
the reads given an assembly. The idea of
building an assembler to maximize this
likelihood was originally proposed in
Myers* and later pursued in Boza et al.,®
Howison et al.,'* Medvedev et al.,** and
Varma et al.! Much of the work centers
on finding an appropriate likelihood
function, that is, one which models the
intricacies of the sequencing process.
Unfortunately, these formulations have
not directly led to any state-of-the-art as-
semblers, leaving the design goal of TA3
unfulfilled. The reasons for this are not
clear from the literature, but I will dis-
cuss later.

I am not aware of any work that at-
tempted to use likelihood to theoreti-
cally predict algorithm performance.
Some works did explore the idea of us-
ing a likelihood score to evaluate the
accuracy of an assembly.!>!%1724:4052
Though these tools have been widely
used, they are not designed to give a the-
oretical accuracy of an assembler but,
rather, to be run on a concrete output.
As such, they cannot predict in advance
how an assembler will empirically per-
form, leaving the prediction goal of TA3
unfulfilled.

A later approach’ is to evaluate an
assembler by the conditions under
which it can fully reconstruct the origi-
nal genome sequence. Such conditions
could, for example, be the number
of reads needed or the highest error
that could be tolerated. This accuracy
framework did lead to the design of a
new assembler called Shannon that
has been used in practice,* thus par-
tially fulfilling the design goal. How-
ever, these conditions rarely arise in
practice (that is, the genome usually
has too many repetitive sequences to
be reconstructed completely and un-
ambiguously). Therefore, it is not clear
if designing algorithms to optimize
this would lead to other assemblers
that perform well in practice. In terms
of the prediction goal, this framework
was also applied to theoretically pre-
dict the accuracy of some simple as-
sembly strategies;” however, it has not
been applied to predict the accuracy of



any other assemblers used in practice.
The common challenge to all predic-
tion attempts such as this one is that
most assembly algorithms rely heavily
on ad hoc, hard-to-analyze heuristics.

One more recent approach is to
measure what percentage of all the sub-
strings that could possibly be inferred
to exist in the genome are output by the
assembler.®® However, this framework
has proven technically challenging to
apply to real data, for example, to ac-
count for sequencing errors and gaps
in coverage. It has not yet led to the de-
sign of a new assembler or to the accu-
racy prediction of assemblers, though
work is ongoing.®

In summary, theoretical analysis of
assembler accuracy cannot be credit-
ed with the design of any of the widely
used assemblers, nor has it led to any
theoretical analysis that can predict the
accuracy of an assembler on real data.
In practice, assemblers are designed
heuristically to perform well on a set of
empirically observed metrics,* such as
the lengths of the segments that the as-
sembler reports or the recovery of genes
whose sequences are conserved across
different species.”® Additional valida-
tion is performed by measuring the
agreement with data from an orthogo-
nal sequencing technology, where the
sequencing errors have different pat-
terns.* Assembly algorithms are usually
developed to perform well on publicly
available datasets and often validated
by the exact same datasets.

The shortcomings of TA3 have been
felt in practice. The Assemblathon 2
competition® performed an empirical
evaluation of assemblers and found the
ranking of different assemblers accord-
ing to their relative accuracy depended
on the dataset, on the evaluation met-
rics being used, and on the parameter
choices made in the evaluation scripts.
These are exactly the shortcomings of
empirical evaluation that TA3 is intend-
ed to address. Moreover, the assemblers
themselves are simply not as good as
they could be, or, as one of the review-
ers concluded, “on any reasonably chal-
lenging genome, and with a reasonable
amount of sequencing, assemblers
neither perform all that well nor do
they perform consistently.”* In the last
five years, the practical situation has
to some extent improved due to newer
sequencing technologies that generate

higher quality data. Nevertheless, the
experience of the Assemblathon 2 com-
petition is instructive to appreciate the
limitations of solely empirical analysis
in SeqgBio.

Accuracy of Structural Variation
Detection Algorithms
Once a genome is assembled for a
species, it forms what is called a refer-
ence genome. Follow-up studies then
sequence different individuals of the
same species but do not perform a de
novo genome assembly. Instead, they
catalog the variations between the se-
quenced genome and the reference,
under the assumption that the genome
is unchanged in places where there is
no alternative evidence. Variants that
affect large regions of more than 500
nucleotides, called structural variants,
are responsible for much genomic
diversity and are linked to numer-
ous human diseases, including can-
cer and myriad neurodevelopmental
disorders.” Algorithms for detecting
structural variation started to appear
around 2008 (see Mahmoud et al.?° and
Medvedev®! for surveys) and a recent as-
sessment identified at least 69 usable
tools.?*> As with genome assembly, the
most important aspect of algorithm
performance is accuracy.

Figure 2 illustrates the types of signa-
tures that algorithms can use to detect

review articles

structural variants. What complicates
the algorithm’s task is that the same sig-
nature can sometimes be explained by
alternate events, the signatures of mul-
tiple events can overlap, and repetitive
sequences can make it difficult to find
the correct location of a read.

Most tools are heuristics with no the-
oretical analysis of their accuracy. There
are some exceptions, when a probabilis-
tic formulation is used to achieve a de-
sired false discovery rate (for example,
Marschell®). In such cases, TA3 can
take some credit for the design of the
algorithm. However, accuracy greatly
depends on the type of variant (for ex-
ample, deletions are easier to detect
than duplications) and on the location
of the variant (for example, repetitive
sequences make variants harder to de-
tect). Thus, a useful analysis of accuracy
requires a statistical model for the dis-
tribution of variant type, location, and
relative frequency. But coming up with
realistic models is challenging, as our
understanding of the biological pro-
cess that generates structural variants
is limited. Therefore, even when accu-
racy is predicted theoretically, it does
not correspond to what is observed in
practice because the models are too ide-
alized.” Thus, even in the limited cases
where TA3 has been applied, it has not
achieved its prediction goals.

As with genome assembly, the al-

Figure 1. Illustration of a simple assembly algorithm.

The figure shows a hypothetical genome composed of several long segments. Two
segments are repeated: the green segment R1 appears twice, as does the blue segment R2.
The other segments are assumed to be repeat-free, in the sense that all the substrings of
length above a certain threshold k are unique. A potential set of sampled reads is shown
above the genome, lined up according to where they come from in the genome. Their
location is not known by the algorithm but is shown here for clarity. A simple assembly
algorithm would construct an assembly graph from the reads, shown at the bottom. The
nodes are all the k-mers (that is, substrings of length k) appearing in the reads and there is
an edge between a pair of k-mers that follow one another in at least one read. The genome
is a walk in this graph that covers all the vertices (A, R1, B, R2, C, R1, D, R2, E), however,
there is more than one walk with this property (for example, A, R1, D, R2, C, R1, B, R2, E).

A simple assembly algorithm would not risk making a mistake and would output only the
walks in the graph that it is confident appear as sub-walks of any genome walk. In this
case, the output could be the spelling of the seven walks A, B, C, D, E, R1, and R2.

Reads

Genome A RL B LR cC RL D R2 E |
—.—.—H—QQQ—.—H—Q—.—H—.

Assembly C B E

Graph
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gorithms used in practice suffer from
many of the limitations that TA3 is
intended to address. Algorithms are
typically evaluated empirically, using
simulated data or an established bench-
mark. Two recent studies assessing the
empirical accuracy of algorithms®?
found the tools suffered from low recall
and the ranking of the tools according
to accuracy varied greatly across differ-
ent subtypes of variants. Empirical eval-
uation is hampered by the same lack of
models that hampers theoretical evalu-
ation and Cameron et al.® warned de-
velopers against considering “simula-
tion results representative of real-world
performance.” In fact, accuracy on
simulated data is typically much higher
for most tools then on real data.?* As
with genome assembly, the problems
described in Cameron’ are the types
inherent to empirical-only evaluation:

“But with newly published callers [algo-
rithms] invariably reporting favourable
performance, it is difficult to discern
whether the results of these studies are
representative of robust improvements
or due to the choice of validation data,
the other callers selected for compari-
son, or over-optimisation to specific
benchmarks.”

Memory Usage of k-Mer

Data Structures

Sequencing data is often reduced to
a collection of k-long strings (called
k-mers) that are stored in a variety of
data structures. For example, breaking
reads into constituent k-mers is part of
many assembly algorithms (see Figure
1). The exact data structure depends
on the types of queries that need to be
supported, the type of associated data
maintained, and the source of the k-

Figure 2. lllustration of structural variation detection.

Each panel shows the sequenced donor genome (top rectangle) and the species
reference genome (bottom rectangle). It shows the reads above the donor genome
according to their origin position; it shows the reads below the reference according to
where a string pattern matching algorithm would place them (in more technical terms,
an alignment). In panel (a), the donor genome has the green region deleted; in panel
(b), the donor has the green region duplicated and inserted far away in the genome;

in panel (c), the reference has two copies of the green region while the donor has
three. Observe how each event leaves behind a signature that can be detected by an
algorithm. In (a), the purple read is split into two partial matches, the position of each
indicating the boundary of the deletion. In (b), the purple and red reads each have two
partial placements, with one end at the insertion location and the other at the edge of
the duplicated sequence. In panel (c), all the reads have normal-looking placements;
however, there are more reads mapping to the green region then one would expect if

there was no duplication.
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mer set. Examples of queries include
simple membership queries (such as, is
a k-mer present in the data structure?)
and group membership queries (Does
a given bag of k-mers have at least 70%
of its k-mers present in the data struc-
ture?). Examples of associated data in-
clude count information (for example,
how often does a k-mer occur in a set
of reads?) or experiment information
(Given multiple experiments, which
experiments contain the k-mer?). Data
structures to store k-mers have become
ubiquitous in SeqBio and form the
backbone of hundreds of tools (for sur-
veys, see Chikhi et al.,'* and Marchet et
al.?”). The theoretical analysis of their
memory is a rare bright light in the the-
oretical analysis of SeqBio algorithms
and I discuss it here to illustrate TA3’s
potential for success in SeqBio.

Many of the techniques used to
analyze the memory used by k-mer
data structures have been borrowed
from the field of compact data struc-
tures.* The analysis of compact data
structure memory differs from tra-
ditional worst-case analysis in that
the higher-order terms are often writ-
ten without asymptotic notation (for
example, 4n + o (n) instead of O (n)).
This helps distinguish algorithms
whose memory differs by a constant
factor, at the expense of a more tech-
nically involved analysis.

Using this type of analysis as a
yardstick has led to the design of sev-
eral k-mer data structures that perform
well on real data and are included in
broadly used software.!**'3748 In one
example, an analysis led to the design
of a compact representation of a popu-
lar k-mer data structure called the de
Bruijn graph that uses 4n + o (n) bits,
where n is the number of edges.* This
data structure uses very little memory
in practice® and forms the core of the
widely used MEGAHIT assembler.?
Another successful example of a k-mer
data structure is the pufferfish index,?
which forms part of the popular Salm-
on* software. In addition to satisfy-
ing the design goal, this type of analy-
sis has been used to correctly predict
how much memory k-mer data struc-
tures will use in practice and compare
the relative performance of different
methods (for example, quantifying the
trade-offs between memory and query
time of various indices).



Thus, theoretically analyzing mem-
ory by retaining the constant for the
higher-order terms has satisfied both
the design and prediction goals. Such
a TA3 success, though rare in SeqBio,
demonstrates it is indeed possible for
TA3 to have an impact in SeqBio.

Empirical Analysis Is Not Enough
Despite the limitations of theoretical
analysis, SeqBio researchers continu-
ously develop successful tools that have
an enormous biological impact. A popu-
lar approach that fits both the accelerat-
ed development timeline and sidesteps
the need for TA3 is to reduce the prob-
lem to one from a toolbox of known ap-
proaches. A bioinformatician’s toolbox
includes black-box solvers for problems
like clustering or integer linear pro-
grams; it also includes techniques like
greedy algorithms or dynamic program-
ming. This toolbox then forms the ba-
sis of incrementally designed heuristic
algorithms. These are rule-based heu-
ristics where the rules are incremen-
tally improved by looking at where sim-
pler heuristics fails on empirical data.
This contrasts with a design driven by
a mathematical understanding of the
abstract problem with respect to a theo-
retical yardstick.

Empirical evaluation has its short-
comings but can nevertheless be very
beneficial when done right. Benchmark
datasets and/or community competi-
tions have been very useful. The Ge-
nome in A Bottle consortium for ex-
ample has released both a benchmark
sequencing dataset and a benchmark
validation dataset for the problem of
structural variant detection. Similarly,
competitive assessment contests, such
as Assemblathon?® are designed to test
submitted algorithms on strategically
designed datasets. Such benchmarks
and competitions aim to achieve simi-
lar design and prediction goals as TA3.
Empirical analysis has in fact been the
major driver of algorithm design in all
the three examples covered here.

Nevertheless, SeqBio suffers from
serious problems that are difficult to
resolve with empirical analysis, as dis-
cussed earlier. In many cases, bench-
marks and competitions have not been
developed, or have been developed
years later than many of the algorithms
(for example, in structural variation).
In these cases, there is a proliferation

of algorithms that perform well in the
empirical validation of the authors but
notin an independent evaluation. Note
that the intent of the authors is not usu-
ally malicious; it is simply that the em-
pirical validation approaches at their
disposal are limited due to the lack of
benchmarks. Even after the appear-
ance of good benchmarks and com-
petitions, algorithms that do well on
these do not necessarily generalize well
to other datasets; in fact, the incentives
sometimes favor algorithms that over-
fit the data. Some assemblers, for ex-
ample, are known to perform better on
human or E. coli, which are exactly the
benchmarks commonly used for de-
signand evaluation. On the other hand,
algorithms that are designed to do well
on a good (that is, matching empirical
observation) theoretical yardstick have
the potential to be more generalizable,
and the theoretical yardstick has the
potential to predict algorithm perfor-
mance on different datasets in a way
that an empirical benchmark cannot.
Thus, TA3 can overcome the problems
associated with relying solely on em-
pirical analysis.

The Challenges of Theoretical
Analysis in Sequencing
Bioinformatics

Based on the preceding three examples,
we can speculate on what factors have
made theoretical analysis more chal-
lenging for the accuracy of genome as-
semblers and structural variation detec-
tors than for the memory of k-mer data
structures. First, computer science is
historically more applied to predicting
memory rather than accuracy, which is
more in the domain of statistics. Sec-
ond, the two unsuccessful examples are
closer to real data than the successful
one, that is, they are more subject to the
whims of poorly understood biologi-
cal processes. Finally, it could simply
be that compact data structures were a
well-developed field before its applica-
tion to SeqBio and bioinformaticians
exploited that.

Moving away from the concrete ex-
amples of this article, what is it about
an application domain that makes the
direct application of TA3 so challeng-
ing? I can identify at least five chal-
lenges that are characteristic of SeqBio
but are general enough to possibly be
present in other fast-paced application

JULY 2023

VOL. 66 | NO.7

review articles

domains. First, traditional worst-case
analysis is in most cases too pessimistic
when it comes to real data and fails to
separate high-performing algorithms,
which take advantage of the structure of
real data, from poorly performing ones
that do not. This is in fact what many
empirically successful algorithms do,
as they stem from a deep understand-
ing of the data followed by heuristics to
exploit its structure. Such heuristics are
difficult to analyze and are unlikely to
be invented when the yardstick is tradi-
tional worst-case analysis.

Second, because applied research-
ers require a broad inter-disciplinary
skillset, they often lack the technical
expertise necessary to apply more so-
phisticated TA3 techniques. These
techniques, sometimes called beyond
worst-case analysis, do in fact capture
some of the complexities of real data.*
A good example of such a technique is
smoothed analysis or, more generally,
semi-random models, which make the
analysis more realistic by assuming
there is random noise forced upon any
worst-case instance. However, these
advanced techniques are rarely taught
as part of the core CS curricula, and
applied researchers are typically ex-
posed to theory only through introduc-
tory courses. This affects the technical
complexity of the TA3 that they can per-
form. For example, it is a rare case that
a SeqBio researcher can do a smoothed
analysis of an algorithm. Being able to
come up with a novel analysis technique
is even more rare.

The third reason is that dataset sizes
are growing at a rate faster than Moore’s
Law.?® The usual justification for ignor-
ing constants in traditional worst-case
analysis is that a constant factor im-
provement in time or memory utiliza-
tion will quickly become obsolete, as
computing capacity grows exponen-
tially. But when the size of the data is
growing faster than the computing ca-
pacity, a constant factor speedup may
in fact be relevant for a long time. This
helps explain the success of the theo-
retical analysis of k-mer data structures,
where the constant is kept.

The fourth reason is that algorithms
in a fast-paced application domain are
usually developed, analyzed, and ap-
plied under significant time pressure.
In many cases, the algorithmic prob-
lem that a researcher is tasked with
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solving is only a small part of a more
complex project in the application do-
main (for example, biology). Because
the data and its underlying technology
is rapidly evolving and changing, time
is of the essence. The researcher must
work under time pressure to deliver
a method that would analyze the data
at hand and cannot afford to dedicate
months of time to theoretically analyze
an algorithm. There are some notable
exceptions of SeqBio subareas where
the data is stable enough so that the
analysis and development of new algo-
rithms has had enough time for com-
plex TA3 techniques to emerge (for ex-
ample, the edit distance problem), but
these cases are rare.

The fifth reason is that there is often
anincentive to publish in venues belong
to the application domain rather than
in CS venues. In SeqBio, for example, a
paper will typically have more visibility
if published in a biology journal rather
than a CS bioinformatics conference.
Domain scientists, however, rarely ap-
preciate the difficulties of TA3, even if
they lead to empirical breakthroughs.
This especially affects early-career prac-
titioners, who are incentivized to maxi-
mize visibility.

Because of these challenges, a use-
ful TA3 technique must not only be pre-
dictive of empirical performance but
also be easy to apply, easy to explain,
and easy to understand. Thus, the the-
oretical analysis of algorithms in fast-
paced application domains not only
favors but in fact requires simplicity of
the analysis technique. A simpler tech-
nique will be more trusted by domain
scientists (for example, biologists),
more broadly understood and applied
by practitioners, more easily taught to
students, and more likely included in
training curricula. The challenge is to
have a simple technique which never-
theless accurately captures empirical
performance and is an effective yard-
stick for the development of empiri-
cally better algorithms.

A Vision for the Future

The first step to tackling the chal-
lenges of TA3 in SeqBio is to recog-
nize Theoretical Analysis of Applied
Algorithms as its own research area,
distinct from the design of the algo-
rithms themselves. In SeqBio jour-
nals or conferences, it is currently
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that are difficult

to resolve with
empirical analysis.
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seen as a side note of algorithm de-
velopment. Even in more theoreti-
cal SegBio venues, the value of a TA3
contribution is not always appreci-
ated. While a breakthrough result will
likely be appreciated, a paper describ-
ing incremental progress on an algo-
rithm is much more likely to be seen
favorably than an article describing
substantial progress on an analysis
technique. Moreover, there is gener-
ally an expectation that a SeqBio pa-
per, even a theoretical one, delivers a
novel algorithm. In most cases, this is
avalid expectation, but itis not always
appropriate for TA3 papers. Such pub-
lication challenges limit the formula-
tion of TA3 subproblems and are in
general detrimental to progress in the
TA3 field.

The case study of SeqBio can offer
insights into other fast-paced applica-
tion domains. The challenges high-
lighted can serve as a basis for reflec-
tion in those domains and it would
be interesting to compare the SeqBio
experience with others. For example,
the TA3 techniques needed to tackle
the challenges of structural variation
detection may be very different from
those needed to tackle the challenges
of assembly; however, by aggregating
these challenges across multiple do-
mains, we may find shared roadblocks
and solutions. Recognizing TA3 as
a broad research area will help with
the formation of a community of like-
minded researchers and all the syner-
gies that go along with it. Unfortunate-
ly, the current fragmentation of TA3
research across multiple domains has
been a bottleneck to progress.

The first step of a TA3 research pro-
gram could be to survey the literature
for successful applications of TA3 tech-
niques. This article has surveyed the
techniques in three sub-areas of SeqBio,
but a more thorough investigation is
likely to turn up some more successful
applications even within SeqBio. It will
be useful to also identify successful TA3
techniques from areas of bioinformat-
ics that are not based solely on sequenc-
ing data, such as whole-genome analy-
sis and phylogeny reconstruction. The
toolbox of successful TA3 techniques
can then become the starting point of
further research. Moreover, it can be
added to the bioinformatics curriculum
in computer science.



Viewing TA3 as its own research
field would allow researchers to focus
on retrospective prediction of algo-
rithm performance; that is, to develop
TA3 techniques using algorithmswhere
the empirical performance is already
known. For example, when the theo-
retical computer science community
tackled the limits of the competitive
ratio analysis technique for the on-
line paging problem, the empirically
best algorithm was already known; the
challenge was to find the right tech-
nique to reach the same conclusion.*
Similarly, a distinct TA3 research pro-
gram would not be afraid to tackle
the question of performance predic-
tion for short-read assembly, even
though the empirically best methods
have already been established.

The goal would be to develop TA3
techniques that are simple yet predic-
tive of real-world performance. Within
SeqBio, these techniques could pro-
pel it forward and enable it to respond
more quickly and accurately to the rap-
id evolution of sequencing technology.
Without investment in TA3 research,
SeqBio, and other application domains
will continue to be hampered by the
limitations of solely empirical analysis
of performance.
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Opening the Door
to SSD Algorithmics

By Ramesh K. Sitaraman

SOLID-STATE DRIVES (ssps) have revo-
lutionized the world of non-volatile
storage over the past decade. Indeed,
SSDs have found their way into every
nook and cranny of computing—
from cell phones to powerful servers
deployed in cloud datacenters. A rea-
son for the rising popularity of SSDs
is that they are faster and consume
less energy than their older rivals,
hard disk drives (HDDs).

Why should an algorithm designer
care about the emerging dominance
of SSDs? Historically, new types of
computer hardware have seldom re-
quired new models of computation
or new algorithmic paradigms. Much
of algorithmic science uses models
that are hardware independent. An
enduring example is the random-
access machine (RAM) that models
an abstract computer that can read
or write any cell in its unbounded
memory in constant time. Tradition-
ally, the RAM and related models
have freed the algorithm designer
from worrying about the nitty-gritty
details of the underlying computer
hardware.

However, hardware-independent
models of computation have their
limitations. As the aphorism goes,
“all models are wrong, but only some
are useful.” Ignoring the peculiari-
ties of the hardware can sometimes
lead to models of computation that
are too simplistic to be useful for
algorithm design. SSDs are a case
in point. SSDs store data as a set of
blocks, with each block consisting of
hundreds of pages. While pages can
be randomly accessed for read op-
erations, they cannot be modified in
place for write operations. Further, a
page must be erased before it can be
rewritten and erasures only work for
entire blocks, notindividual pages. As
a result, writing a single page in SSD
can cascade into rewriting multiple
pages—a phenomenon called “write
amplification.” For instance, when a
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page is modified, it must be copied
over to a clean page. If a clean page is
not found, a “victim” block must be
selected and erased to increase the
supply of clean pages—such erasure
results in rewriting all valid pages in
the victim block causing write am-
plification. Besides the performance
degradation caused by write ampli-
fication, the lifetime of the SSD is
also impacted since each block can
only tolerate a limited number of era-
sures before failure. Thus, extending
the lifetime of an SSD requires “wear
leveling” that aims to spread the era-
sures evenly across blocks. Hence,
a traditional model of computation
that ignores the idiosyncrasies of
writes and erasures in SSDs is likely
too wrong to be useful.

To address this critical need, the
authors of the accompanying paper
propose a more accurate theoretical
model of SSDs that views each page as
containing either valid data, invalid
data (that is, stale), or no data (clean).
Their model incorporates read, write,
and erase operations, enabling the
formal algorithmic study of key phe-
nomena associated with SSDs, such as
write amplification and wear leveling.

The paper also takes a key step
toward algorithm design in the SSD
model of computation. In particular,
the authors derive SSD page-manage-
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ment algorithms for minimizing the
write amplification of an arbitrary se-
quence of write operations. These al-
gorithms expose the vital role “death
times” play in minimizing write am-
plification, where the death time of
a page is the next time the page is
modified. Those familiar with the de-
cades-old literature in memory cache
management may recall Belady’s
algorithm, which achieves the maxi-
mum cache hit rate by evicting pages
accessed farthest in the future. The
rough analogy between the two re-
search areas where the time of future
access of pages plays a critical role in
algorithm design is difficult to miss.
The formal study of algorithms
and data structures for SSDs that ex-
plicitly account for write amplifica-
tion and wear leveling is still in its in-
fancy. In the current state of the art,
software initially designed for other
storage media is often retrofitted to
work for SSDs based solely on empiri-
cal evaluation. A good model has his-
torically been the key that opens the
door to theoretical advances and al-
gorithmic discoveries. The most sig-
nificant impact of this paper is likely
to come by attracting more research
and researchers to the foundational
study of SSD algorithmics. Given the
ever-expanding role of SSDs in the
modern computing universe, the
benefits of such research can hardly
be overstated.
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Algorithms for SSD Management

By Tomer Lange, Joseph (Seffi) Naor, and Gala Yadgar

Abstract

Flash-based solid-state drives (SSDs) are a key component
in most computer systems, thanks to their ability to support
parallel I/O at sub-millisecond latency and consistently high
throughput. At the same time, due to the limitations of the
flash media, they perform writes out-of-place, often incur-
ring a high internal overhead which is referred to as write
amplification. Minimizing this overhead has been the focus
of numerous studies by the systems research community
for more than two decades. The abundance of system-level
optimizations for reducing SSD write amplification, which is
typically based on experimental evaluation, stands in stark
contrast to the lack of theoretical algorithmic results in this
problem domain. To bridge this gap, we explore the problem
of reducing write amplification from an algorithmic perspec-
tive, considering it in both offline and online settings. In
the offline setting, we present a near-optimal algorithm. In
the online setting, we first consider algorithms that have no
prior knowledge about the input and show that in this case,
the greedy algorithm is optimal. Then, we design an online
algorithm that uses predictions about the input. We show
that when predictions are relatively accurate, our algorithm
significantly improves over the greedy algorithm. We comple-
ment our theoretical findings with an empirical evaluation
of our algorithms, comparing them with the state-of-the-art
scheme. The results confirm that our algorithms exhibit an
improved performance for a wide range of input traces.

1. INTRODUCTION

Flash-based solid-state drives (SSDs) have gained a central
role in the infrastructure of large-scale datacenters, as well
as in commodity servers and personal devices. Unlike tra-
ditional hard disks, SSDs contain no moving mechanical
parts, which allow them to provide much higher bandwidth
and lower latencies, especially for random I/O. The main
limitation of flash media is its inability to support update-
in-place: after data has been written to a physical location,
it has to be erased (cleaned) before new data can be written
to it. In particular, SSDs support read and write operations
in the granularity of pages (typically sized 4KB-16KB), while
erasures are performed on entire blocks, often containing
hundreds of pages.

To address this limitation, writes are performed out-of-
place: whenever a page is written, its existing copy is marked
as invalid, and the new data is written to a clean location.
The flash translation layer (FTL), which is part of the SSD
firmware, maintains the mapping of logical page addresses
to physical locations (slots). To facilitate out-of-place writes,
the physical capacity of an SSD is larger than the logical

capacity exported to the application. This “spare” capacity is
referred to as the device’s overprovisioning. When the clean
pages are about to be exhausted, a garbage collection (GC)
process is responsible for reclaiming space: it chooses a
victim block for erasure, rewrites any valid pages still written
on this block to new locations, and then erases the block.

Block erasures typically require several milliseconds,
orders of magnitude longer than page reads or writes. In
addition, repeated erasures gradually wear out the flash
media. As the technology advances and the capacity of
flash-based SSDs increases, their [lifetime—maximum
number of erasures per block—decreases. This limitation
is crucial, especially in datacenter settings, where SSDs
absorb a large portion of latency-critical I/O. Thus, the effi-
ciency of an SSD management algorithm is usually mea-
sured by its write amplification (WA)—the ratio between
the total number of page writes in the system, including
internal page rewrites, and the number of writes issued in
the input sequence.

Mechanisms to reduce write amplification have been
studied extensively by the systems community. Most mecha-
nisms are based on the greedy algorithm, which chooses the
block with the minimal number of valid pages (the min-valid
block) as the victim for erasure. Several mathematical mod-
els were proposed for deriving the write amplification of
the greedy algorithm as a function of overprovisioning and
under various assumptions about the workload distribu-
tion.? The optimality of the greedy algorithm under uniform
page accesses was proven in Yang et al.,’® but it is known that
its efficiency deteriorates when the workload distributions
are skewed.

Garbage collection is typically conceived of as a pro-
cess of selecting the optimal block to clean, whether based
solely on occupancy or on predictions of future behavior.
However, it seems that efficient garbage collection is also a
matter of deciding where to place incoming data. Advanced
techniques that separate frequently written (hot) pages
from rarely written (cold) pages have been proposed. The
key idea behind these techniques is that placing pages with
similar write frequencies in the same block increases the
likelihood that all pages within that block will be overwrit-
ten by writes with temporal proximity. Several methods for
predicting page temperatures based on access context and
history have proven useful in practice,”* and the effective-
ness of hot/cold data separation has further motivated the

The original version of this paper was published in
Proceedings of the ACM on Measurement and Analysis of
Computing Systems, 2021.
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development and proliferation of advanced storage hard-
ware and interfaces.

1.1. Our model

We assume that P logical pages are stored in S physical SSD
slots, where pages and slots are of the same size. The slots
are organized in B blocks, each block consists of n slots. The
relation between the physical capacity and the logical capac-
ity is expressed through a fixed spare factor, which is defined
by o ==L, Consider, for example, the SSD in Figure 1. In
this toy example, the SSD consists of five blocks, four slots

each, and stlores ten logical pages. Thus, the spare factor is
20—10
a= =

Thze0 most recent version of a page is considered valid,
whereas all other versions are considered invalid. At every time
t,each slotin the SSD must be in one of the following determin-
istic states: valid, invalid, or clean. A slot is called valid if it stores
avalid version of a page. A valid slot that stores page p becomes
invalid when an update request for p arrives. Following a clean
operation of block b, each slot in b is rendered clean.

At every time ¢, a new update request for some page p
arrives, and the new page must be written to a clean slot.
When cleaning block b, each valid page stored in b must
be rewritten to a clean slot. Thus, the SSD manager should
make two types of decisions: (1) which block to clean and
when, and (2) which slot to allocate to each page. In Figure 1,
an update request for page p, arrives, and the SSD manager
writes it to a slot in b, (note that p, could also be written to a
slotin b, or b,). Then, the SSD manager decides to clean b,
and p,, p, are rewritten to b,, b, respectively.

Problem statement. In the SSD Management Problem,
we are given an input in the form of a request sequence o =
(0, 0, ..., o) of length T. The objective is to minimize the
number of rewrites during the service of 0. We evaluate the
performance of an algorithm ALG given an input ¢ using
the write amplification metric, which is defined by

T+Z z

where Z is the number of rewrites performed by ALG during
the service of 0.

1.2. Our contribution

When developing online algorithms for SSD management,
a fundamental issue is what kind of “extra” information
about the input sequence is useful for improving perfor-
mance. Arelatively recent study® observes that pages should

ideally be grouped in blocks according to their death times,
that is, pages that are about to be accessed at nearby times
in the future should be placed in the same block. A more
recent study applies this principle in a heuristic FTL.> We
call this rule grouping by death time. When all the pages in
a block become invalid at approximately the same time,
write amplification can be minimized by choosing the
block whose pages have all been invalidated as the victim
block. In a sense, this is precisely what hot/cold data sepa-
ration strives to achieve; however, hot/cold separation can
be viewed as grouping by lifetime, while two pieces of data
can have the same lifetime (i.e., hotness) but distant death
times. While hot/cold data separation has become stan-
dard practice, grouping by death time is only now coming
to the attention of the systems research community.

Death times can be predicted using machine-learning
techniques®;, however, despite the success of machine-
learned systems across many application domains, they tend
to exhibit errors when deployed. A natural question is then
how equipping online algorithms with a machine-learned
oracle can benefit SSD performance. In particular, we look
for an algorithm that: (1) performs better as the oracle’s error
decreases; and (2) behaves at least as good as the best online
algorithm that has no knowledge of the future, independently
of the oracle’s performance on a particular instance.

The above is very much in line with recent trends of
applying machine learning predictions to improve the per-
formance of online algorithms.®** The work of Lykouris
and Vassilvitskii® is particularly relevant to our setting. They
studied the classic paging problem assuming the availabil-
ity of a machine-learned oracle that for each requested page,
predicts the next time it will appear in the request sequence.
They design a competitive online algorithm using these
predictions and analyze its competitive factor as a function
of the oracle’s error. When predictions are pretty accurate,
their algorithm circumvents known lower bounds on the
competitive factor of online paging.

In this work we study the SSD management prob-
lem from an algorithmic perspective, considering it in
both offline and online settings. A key parameter used
in our bounds is the spare factor, denoted by «. This fac-
tor expresses the relation between the physical capacity of
the SSD and the logical capacity. We now present our main
technical results.

Myopic algorithms. In Section 2, we study online algo-
rithms having no prior knowledge about the request
sequence, for example, the well-known greedy algorithm.

Figure 1. Example SSD with five blocks and 10 logical pages. First, page p, is written to a clean slot, and its previous location is invalidated.

Then, b, is cleaned, and pages p,, p, are rewritten.

by b, by b, by by b,
VAL | | VAL | | VAL C Py ) VAL | | VAL | | VAL
write p;
VAL | | VAL C C P3 - VAL | | VAL
Py VAL C C INV INV | | VAL
VAL C C C INV VAL C

b, by by b, by b, by
clean by

C Py rewrite p,, ps VAL | | VAL | | VAL Py C

C Ps3 ‘ VAL | | VAL Py C C

C INV INV | | VAL P3 C C

C INV VAL C C C C
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We analyze this algorithm and prove that no deterministic
algorithm can provide better performance in this setting.

Offline setting. In Section 4, we consider an offline set-
ting in which the request sequence is known in advance.
We propose a novel placement technique that uses informa-
tion about the death times of the pages to improve the per-
formance of the SSD. We apply this technique and design a
near-optimal algorithm whose write amplification given any
input is not greater than 1 + ¢. This result highlights the fact
that death times are very useful for minimizing write ampli-
fication. Moreover, this is the first time that an offline algo-
rithm for SSD management is analyzed, and from a systems
perspective, having a near-optimal offline algorithm is very
useful for benchmarking (similarly to the role that Belady’s
algorithm plays in paging).

We also consider the hardness of the offline SSD manage-
ment problem. While it is not known whether this problem
is solvable in polynomial time, we take a step in resolving this
issue and link it to the problem of fragmented coloring on inter-
val graphs, which has been previously studied in Diwan et al.®
Even though the complexity of the latter problem remains
open, we extend previous results by providing an efficient
algorithm for the special case in which the number of colors
is fixed. Details can be found in the full version of the paper.

Online setting. In Section 5, we consider a middle ground
setting in which we assume the availability of an oracle that
predicts the death time of each accessed page. We design an
online algorithm whose performance is given as a function
of the prediction error 7. Specifically, we prove that for any
input o, our algorithm satisfies:

WA, iine (0, 1) < min[l + O(ﬂj, 1] +e.
T) o

Note that our algorithm exhibits a graceful degradation
in performance as a function of the average prediction error.
Furthermore, our algorithmis robust, thatis, its performance
is never worse than that guaranteed by the greedy algorithm,
even when the prediction error is large. When predictions
are perfect (= 0), the write amplification is bounded by 1 + ¢,
similar to the offline setting. However, ¢ here has a larger
value, since the online model is less informative.

Experimental evaluation. In Section 7, we empirically com-
pare our online and offline algorithms to state-of-the-art practical
SSD management with hot/cold data separation. Our results
confirm that our algorithms exhibit an improved performance
for a wide range of input traces; the highest benefit is achieved
for traces with modest or no skew, which are the worst-case
inputs for algorithms with hot/cold data separation.

Summary. The abundance of system-level optimizations
for reducing write amplification, which is usually based on
experimental evaluation, stands in stark contrast to the lack
of theoretical algorithmic results in this problem domain.
We present the first theoretical analysis and systematic
evaluation of algorithms that observe the rule of grouping by
death time, laying the ground for the development of a new
class of algorithms that the systems community has not yet
considered. Our results may also motivate the theory com-
munity to address the algorithmic aspects of SSD-related
design challenges.

2. MYOPIC ALGORITHMS

We consider here myopic algorithms, which are online algo-
rithms that have no access to information about future
requests. Intuitively, in this setting, cleaning a block that
minimizes the number of valid slots is advantageous since it
requires fewer rewrites and frees more slots for reuse. In this
section, we prove that this intuition is indeed correct.

The well-known greedy algorithm for SSD management
works as follows: it waits until the SSD becomes full, and
then cleans the min-valid block, that is, the block that mini-
mizes the number of valid slots. We now provide a simple
upper bound on the write amplification guaranteed by the
greedy algorithm on any input and claim that no determin-
istic myopic algorithm can provide a better guarantee. The
proofs for the following theorems can be found in the full
version of this paper.

, 1
THEOREM 1. For any input o, WA (o) = o

greedy

THEOREM 2. Let ALG be a deterministic myopic algorithm
for SSD manizgement. Then, there exists an input o such that
WA , w(a) =
2.1. Randomized lower bound
Randomization is a common approach to circumvent an
adversary that “deliberately” feeds a bad input to a determin-
istic algorithm. A natural question is whether randomiza-
tion can be used to circumvent the lower bound presented in
Theorem 2 againstan adversary thatis oblivious to the random
choices made by the algorithm. Surprisingly enough, it turns
out that the power of randomization in the context of myopic
algorithms for SSD management is very limited, as follows.

Yao’s principle’® states that the expected cost of a ran-
domized algorithm on a worst-case input is lower bounded
by the expected performance of the best deterministic algo-
rithm for a given probability distribution over the input.
This principle is a powerful tool for proving lower bounds
on the performance of randomized algorithms.

In previous work, Desnoyers* investigated the expected
write amplification of several algorithms under the assump-
tion that accesses are uniformly distributed between the
pages. In particular, he shows that the write amplifica-
tion of the greedy algorithm under such a distribution is
approximately 1/2«a. This result is consistent with prior
work that evaluated the performance of the greedy algo-
rithm empirically.! The optimality of the greedy algorithm
under a uniform distribution assumption was proven in Yang
etal.” Hence, we have by Yao’s principle that no randomized
myopic algorithm can guarantee an expected write amplifica-
tion that is less than 1/2a. This leaves only a small gap for
improvement in the randomized setting.

3. OUR APPROACH

The inherent limitation of myopic algorithms in general,
and specifically the greedy algorithm, is due to two main
reasons. The first is that choosing a victim block according
to the number of valid slots may not be an optimal heuristic.
For example, it is reasonable to delay the cleaning of a block
whose pages are about to be accessed in the near future,
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even if it contains a small number of valid slots. The second
reason, on which we focus in this work, is that myopic algo-
rithms cannot make informed decisions on where to write
pages. From the point of view of a myopic algorithm, all
pages are semantically identical. Obviously, this limitation
can be exploited by an appropriate adversary. In this sec-
tion, we propose the notion of death time as a measure that
can distinguish between pages. Then, we demonstrate how
grouping pages with similar death times in the same block
can benefit the performance of the SSD. The ideas presented
in this section form the basis for both offline and online
algorithms presented in the sequel.

Definition 1. The death time of page p at time ¢, denoted
by y(p, t), is the time of the next access to p after time ¢.

When a block stores pages with different death times,
there is a time window between the first and the last page
invalidations within which the block contains both valid
and invalid slots. We call such a time window a zombie
window and a block in a zombie window a zombie block.®
In general, larger zombie windows lead to increased odds
of a zombie block being chosen as a victim, increasing the
number of rewrites.

Zombie windows can be reduced if pages with similar death
times are placed in the same block. This rule is referred to as
grouping by death time.® However, algorithms relying on the
death times of pages must be equipped with information about
the future. This information can be exact (Section 4) or esti-
mated by a prediction oracle (Section 5). We now introduce the
basic principle of our death-time-aware placement technique.

Definition 2. Let R be a set of (page, time) tuples, let 5
be a set of blocks, and let f be a function that given a tuple
(p, t) € R, outputs the predicted death time of page p at
time ¢. Consider a function A that maps each tuple (p, t) € R
toablock in B. We say that A allocates space according to f
ifforany(p,,t),(p,t),(p,t) € Rsuchthatf(p ,t)<f(p,,t,)<
flp, t),ifA(p,,t)=A(p, t,)=bthenA(p,, t,) = b as well.

Figure 2. An allocation according to the exact death times. Each entry
in the third row contains the death time (DT) of the corresponding page.
Since (p,, 1) and (p,, 5) die first, they are mapped to the same block.

Page | P1 P2 P1 P3 P4 Ps| P4 P2 Ps P33 P1

Time 1 2 3 4 5 6|7 8 9 10 11
DT 3 8 11 10 7 9| = = = = =
Block 1 Block 2 Block 3
(p1. 1) (p2, 2) (p3, 4)

(4, 5) (ps, 6) (p1, 3)
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Figure 2 demonstrates an allocation according to the (exact)
death times. The first two rows describe the request sequence.
Each entry in the third row contains the death time (DT) of the
corresponding page. For example, p, is written at time ¢=1, and
this version of p, dies at time ¢ =3 when an update request for p,
arrives. In this simple scenario, the set 3 consists of three
blocks, two slots each. The slots are allocated to the first six
accessed pages according to their death times. For example,
since (p,,1)and (p,, 5) die first, they are mapped to the same block.

We finish this section by introducing the idea lying at the
core of our algorithms. A set of blocks whose slots are allo-
cated to pages according to their (predicted) death times is
called a batch, and the total number of batches is denoted
by A. Observe that when allocating slots according to the
exact death times of the pages, each batch may contain at
most one zombie block. Hence, A can function as a measure
of the disorder induced by the page locations: we expect that
the greater the value of A, the greater the number of zom-
bie blocks. The idea is that we maintain low values of A by
reordering all the pages when their value becomes too high.
Since such a reordering requires many rewrites, we also
ensure that this operation is done infrequently.

4. THE OFFLINE SETTING

In this section, we address the SSD management problem in
an offline setting in which the request sequence is fully known
in advance. We design an algorithm that applies the placement
technique introduced in Section 3. Then we prove that our algo-
rithm performs a negligible number of rewrites (relative to the
input length), highlighting both the importance of the place-
ment policy (rather than the victim selection strategy) and the
usefulness of death times for minimizing write amplification.

4.1. The offline algorithm

We now describe the proposed offline algorithm. We assume
that the SSD is initially clean. In the initialization step, we
fill the SSD with the first S accessed pages according to their
death times. Now, we perform a sequence of iterations. In each
iteration, we first choose the set B . of completely invalid
blocks as victims (that is, blocks containing only invalid
slots), and clean them. Then, the subsequent accessed pages
are written to B, . according to their death times. As soon
as the device becomes full again, a new iteration begins.

Observe thatin each iteration, a new allocation is calculated.
Thus, afterj iterations, the number of batches can be at mostj
(note that the number of batches can be smaller than the num-
ber of iterations if the pages of an entire batch have been invali-
dated in subsequent iterations). In order to keep A low, when
it exceeds the predefined value « B, a reordering step is invoked.
In this step, all pages are reordered in % blocks according to
their death times and A is reset to 1. The iterations performed
between two reordering steps form a phase. From now on, iter-
ationj in phase i is simply referred to as iteration (i, ).

Figure 3 presents a schematic example of the first phase in
the offline algorithm. All slots are initially clean. In the initial-
ization step, the pages are written to the SSD according to their
death times, such that pages that die first are written to the left-
most block. Note that due to overprovisioning, some slots in
the left blocks are invalidated already during the initialization.



Figure 3. Schematic illustration of the first phase in the offline algorithm. Each iteration consists of a clean step and a write step. As soon as

A = 2.5, areordering step is invoked.

init clean

write clean

reorder

—

write

Batch 2 Batch3 Batchl

Batch 1

When the device becomes full, the first phase begins. In each
iteration, all completely invalid blocks are cleaned. Then, the
next accessed pages are written to the clean slots, forming a
new batch. As soon as A = aB, areordering step is invoked.

Note that in general, reordering the pages according to
their death times might require a huge number of rewrites.
However, under specific circumstances, the reordering pro-
cess can be done efficiently. In the full version of this paper, we
propose a simple procedure that rewrites each page only once.
A formal version of the algorithm is given in Algorithm 1.

Algorithm 1: offline

input: A request sequence o

1 initialization step;

2 foreachphasei=1,2,...do

3 for each iterationj=1,2,...do

4 if A = aB then break;

5 choose the set B, . of blocks containing
only invalid slots as victims;

6 clean the victim blocks;

7 fill B . with the next accessed pages,
written according to their death times;

8 end

9 reordering step;

10 end

THEOREM 3. For any input o,
WA, gine(0) <1+ 0(1/ B).

PROOF. We assume that in each reordering step each
page is rewritten at most once, with a total of up to P rewrite
operations. Since rewrites occur only in the reordering step,
our analysis focuses on examining the frequency with which
this step occurs.

Recall that when the device is full, the number of invalid
slots in the whole device is exactly « - S. By allocating slots
according to the exact death times of the pages, we ensure
that each batch can contain at most one zombie block. Hence,
the number of completely invalid blocks when the device is

full is at least aB - A. This way, our condition for ending a
phase guarantees that for any phase i, at least (aB —j) - n new
requests are served during iteration (i, j). Thus, the total
number T, of requests served in each phase satisfies:

aB , 1
T2 (aB=j)n=_n(aBY,

Jj=1

We obtain that for any input o,

P
WA, (0) <14+——=1+0(1/B),

ph

which completes the proof. O

5. ONLINE SETTING WITH PREDICTIONS

In this section, we extend our discussion to online algorithms
that have access to death-time predictions and present an
algorithm based on our placement technique with improved
performance.

5.1. APPROACH

We first discuss several challenges arising when trying to
apply our placement technique in the online setting and
present our approach for addressing them.

Challenge 1: In the online setting, information about the
death times of the pages is not available.

Approach: We assume the availability of a prediction oracle,
such that each request arrives with its predicted death time.
Such an oracle can be derived from machine learning pre-
diction techniques; however, since it might exhibit errors
when deployed, the performance of the proposed algorithm
is given as a function of the oracle’s error. We emphasize
that our algorithm is completely agnostic to the way this
oracle works and treats it as a complete black box.
Challenge 2: Since predictions arrive together with requests,
we do not have the predictions for the next accessed pages
in advance. Therefore, an allocation based on their death
times cannot be calculated.

Challenge 3: When prediction errors occur and zombie blocks
must be chosen as victims, the pages they store should be
reordered according to their predicted death times. However,
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reordering these pages might require an excessivelylarge num-
ber of rewrites, harming the performance of the algorithm.
Approach: In order to address Challenges 2-3, we augment
our model, assuming the availability of an auxiliary memory
of size M. We assume that this memory is much faster than
the SSD, allowing us to neglect implications concerning its
management. In practice, such memory is typically attached
to the SSD controller and is used for the FTL as well as for
write buffering, although its size is limited.

We (logically) partition the memory into two zones: a buf-
fer zone of size aM and a victim zone of size (1-a)M. When a
zombie block is cleaned, the pages it stores are retrieved to
the victim zone. When a new request for page p arrives, instead
of writing p to the SSD immediately, it is first stored in the buf-
Jer zone. As soon as the buffer zone becomes full, an alloca-
tion s calculated, and then all pages stored in the memory are
moved to the SSD according to their predicted death times.

5.2. The online algorithm

Our goalis to design an algorithm whose performance improves
as the prediction error decreases. We achieve this objective by
treating the oracle’s output as the truth; this corresponds to a
policy that allocates slots to pages according to their predicted
death times. At the same time, we are interested in a robust algo-
rithm, whose performance guarantees are comparable to those
of the best online algorithm (i.e., the greedy algorithm), regard-
less of the performance of the oracle. In order to limit the effect
of prediction errors, the predictions are used only in the place-
ment policy. Specifically, we apply a greedy selection of min-
valid blocks as victims, regardless of the predictions.

We now provide a short description of the proposed algo-
rithm, whose formal description appears in Algorithm 2.
Similarly to the offline case, our algorithm operates in phases.
Each phase contains several iterations and terminates with
a reordering of the pages on the entire SSD. Each iteration
consists of: (1) a service process, in which incoming requests
are served; (2) a garbage collection process, in which victim
blocks are chosen and cleaned; and (3) a placement process,
in which pages are moved from the memory to the SSD.

Algorithm 2: online

input: A request sequence o and a confidence

parameter p

1 foreachphasei=1,2,...do

2 for each iterationj=1,2,...do

3 if A= p - aB then break;

4 serve the next requests by storing new pages
in the buffer zone, until it becomes full;

5 choose the set B, of the B, min-valid
blocks as victims (ties broken arbitrarily);

6 clean the victim blocks and retrieve the pages
they store to the victim zone;

7 move the pages from the memoryto B .

according to their predicted death times;
8 end
9 reordering step;
10 end
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In the service process (line 4 in Algorithm 2), when an
update request for page p arrives, we store the new version
of p in the buffer zone. If the previous version of p was stored
in the memory, we overwrite it; otherwise, we invalidate
the corresponding slot in the SSD. This process continues
until the buffer zone becomes full, and then garbage collec-
tion begins. In the garbage collection process (lines 5-6 in
Algorithm 2), we first choose the set B, of B, =— min-
valid blocks as victims (note that the physical capacity of
the victim blocks is equal to that of the entire memory). We
then clean these blocks, and retrieve valid pages they store
to the victim zone (note that, since we clean min-valid blocks,
the victim zone is guaranteed to have enough room for these
pages). In the placement process (line 7 in Algorithm 2), we
move the pages from the memory to the SSD according to
their predicted death times.

When the condition for ending a phase is satisfied, we
perform a reordering step. An efficient implementation
for this step can be found in the full version of this paper.
In contrast to the offline case, the online algorithm gets a
fixed confidence parameter 0 < p < 1 as input. This param-
eter should express the user’s degree of confidence in the
oracle’s predictions, where higher confidence is expressed
through higher values of p. The condition for ending a phase
depends on the value of p, where higher values of p lead to
longer phases. As a consequence, higher values of p increase
the dependency of the performance on the magnitude of
prediction errors and decrease the overhead imposed by the
reordering steps. In the extreme case, if p is very close to 1,
then we no longer bound the performance of the algorithm
as a function of the error’s magnitude. On the other hand,
if pisvery close to 0, then the algorithm performs an infinite
sequence of reordering steps without serving any request,
resulting in an unbounded write amplification.

5.3. Performance modeling

The above adaptations require us to remodel the perfor-
mance of algorithms. Obviously, write amplification guar-
antees may now be given as a function of the oracle’s error
and the memory size.

Error model. Denote by j (p, t) the predicted death time of
page p at time ¢. We define the prediction error on a specific
request (p, t) by n, = |y(p, t) - J (p, ¢)|, and the total error by
n =3, 1, Note that we do not make any assumptions about
the oracle’s error; specifically, our results will be parameter-
ized as a function of the error magnitude, and not its dis-
tribution. We note that in practice, our results will be with
respect to the observed value of 7 (i.e., the prediction errors
that “interfere” with the SSD management), rather than its
actual value, which might be much higher.

Objective. Observe that when page overwrites occur, some
page versions are never written to the SSD. Hence, we redefine
the write amplification of an algorithm ALG given input o by:

#system _writes
WAALQ (O—) = .
#user _writes
where the system writes counts every write of a page to the SSD

and #userwrites =T. In particular, note that now write ampli-
fication can be smaller than one (due to page overwrites in



memory). In any case, under these conventions, minimizing
the write amplification remains our objective.

We obtain the following bound on the write amplification
of the proposed algorithm.

THEOREM 4. For any input o,

. 1
WAanline(g7 T}) S min 1+O(i)9 — |+ O(l/BM)
ST ) «

The proof of this theorem is in the spirit of Theorem 3;
however, it involves more details due to the dependence on
prediction errors. A complete proof can be found in the full
version of this paper.

6. EXPERIMENTAL SETUP

We complement our theoretical findings with an experi-
mental evaluation. Our goal is to demonstrate how our
algorithms compare with the state-of-the-art practical algo-
rithms for SSD management. For the purpose of this evalua-
tion, we built a simple SSD simulator similar to the one used
in Yadgar et al.™

6.1. Algorithms

We implemented the three algorithms, greedy, offline, and
online, according to their description in Sections 2, 4, and 5,
respectively. We ran our online algorithm with three values
of p: 0.25, 0.5, and 0.75. For brevity, here we discuss only
the results for p=0.5.

We also implemented an SSD management algorithm
with hot/cold data separation (hotcold). Hotcold classifies
pages as hot, warm, or cold, based on the death-time predic-
tions used by our online algorithm. It writes the pages into
disjoint sets (partitions) of blocks, with Greedy SSD manage-
ment applied within each partition. The sizes of the parti-
tions are adjusted dynamically to the input, by allocating
blocks to partitions on demand. The dynamic allocation of
blocks to partitions results in dynamic partition sizes, which
is suitable when using death times: a page can be classified
with a different temperature when it is written in different
requests. This is on par with how practical hot/cold data sep-
aration schemes classify page temperatures dynamically.

6.2. Memory usage

We extended the standard greedy and hotcold algorithms to
use the available memory as a write-back cache. The greedy
algorithm, which does not rely on death time predictions, man-
ages the cache with least-recently-used (LRU) replacement.
Namely, in case of cache “hit”—a copy of the page is already
in the memory, and it is overwritten. In case of cache “miss,”
the least-recently accessed page in the memory is written to
the SSD and evicted from the memory. The valid copy of the
requested page on the SSD is invalidated, and its new copy is
written in the memory. Hotcold uses the memory in a similar
way, but gives priority to hot and warm pages in the memory:
when the memory is full, a new page can cause an old page to
be evicted only if its own temperature is equal to or warmer
than that of the old page. For a fair comparison, we also imple-
mented an extension of the offline algorithm that uses mem-
ory as a write buffer, using Belady’s law for page eviction.

6.3. Predictions and errors

We pre-processed all traces in order to annotate each page
request with its death time. To evaluate the efficiency of our
algorithm, we also created erroneous versions of those anno-
tations. Specifically, we annotated each request o, for page p
with a random value that is uniformly distributed between ¢
and its correct death time y (p, ¢). Intuitively, we expect that
in practice, prediction errors will be larger for pages whose
next access is farther in the future.

6.4. Input traces

We used two trace types: synthetic and real. The synthetic
traces were generated according to uniform and Zipf distribu-
tions. We also used a synthetic trace which sequentially writes
entire files. The real traces were taken from servers at MSR
Cambridge,' available via SNIA."* These traces are extensively
used by the storage systems community to evaluate cach-
ing, scheduling, and SSD management algorithms. The real-
world traces exhibit a high skew, that is, a small percentage of
their pages is responsible for a large portion of their accesses.

6.5. SSD parameters

In our experiments, we compared the performance of the
above algorithms on an SSD with 128-page blocks and varying
spare factors and memory sizes. For brevity, we present here
only the results for o = 0.1. The full details of our implemen-
tation and trace characteristics, as well as additional experi-
mental results, can be found in the full version of this paper.

7. EXPERIMENTAL RESULTS

7.1. Accurate predictions

In our first experiment, we compared our proposed algo-
rithms to the two practical online algorithms greedy and
hotcold, on all traces, with increasing memory sizes and
accurate death time predictions. Figure 4 shows the write
amplification of these algorithms. The results confirm the
common knowledge that hot/cold separation can signifi-
cantly reduce write amplification with respect to greedy,
and this reduction increases with the skew in the workload.
Our online algorithm outperforms greedy on all the input
traces and all settings, and it usually outperforms hotcold
as well. The offline algorithm consistently achieves the low-
est write amplification.

The write amplification is highest for the Uniform trace:
since all the pages have the same update frequency, the
probability of a cache hitis low for all algorithms. Our online
algorithm exhibits a significant improvement over both
greedy and hotcold for this trace, and its write amplification
is higher than that of the offline algorithm by only 7%-23%.

The skewed accesses in the Zipf and real traces (prxy_0,
proj_0, and src1_2) imply that the memory can absorb a high
portion of the requests, even if it only stores the most recently
used pages. Indeed, the write amplification is lower than 1 in
most parameter combinations for those traces. Our online
algorithm is mostly better than greedy and hotcold; its advan-
tage is larger in settings with modest memory sizes, where the
effectiveness of the memory as a cache is limited.

The Sequential trace presents our online algorithm with a
challenge. The large sequential writes always generate at least
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one block containing only invalid slots; hence, the greedy and
hotcold algorithms simply erase one such block at a time,
which is sufficient for serving the entire trace without rewrites.
The online algorithm, on the other hand, always chooses B,,
blocks as victims, which sometimes results in unnecessary
rewrites (especially for the larger memory sizes). For this rea-
son, the three online algorithms are comparable on this trace.

7.2. The effect of prediction errors
In the next experiment, we evaluate the performance of our
online algorithm using erroneous death-time predictions.
We omit greedy from this experiment, because it does not use
the death time annotations in the input, and is therefore not
affected by prediction errors. Figure 5 shows the write ampli-
fication of hotcold and our online algorithm. As we expected,
both algorithms are sensitive to prediction errors, because
they rely on the predictions in order to (1) organize the pages
in the SSD; and (2) select pages for eviction. Our online algo-
rithm is more sensitive to errors than hotcold because its
allocation decisions are made with finer granularity.
Quantitatively, the prediction errors roughly double the
write amplification of our online algorithm on both Uniform
and Zipf traces. Prediction errors also affect our online algo-
rithm with the Sequential trace: they cause it to spread pages
from the same file on more blocks than necessary. We note,
however, that sequential accesses in practice will not experience

this extreme error scenario, as this is a relatively easy access pat-
tern to predict. Hotcold is hardly affected by prediction errors
in this trace because, in the worst case, a file will be split into
at most three continuous slot ranges, one in each temperature.
On the prxy_0 trace, our online algorithm outperforms
hotcold even with prediction errors. The other real traces,
proj_0 and srcl_2, contain a significant percentage of
sequential accesses; indeed, real-world workloads often
include a small set of hot pages and long sequential updates
of large files or logs. For sequential access, the effective-
ness of the memory as a cache is limited, which explains the
higher write amplification of all the algorithms for those
traces. The write amplification of our online algorithm is
mostly higher than that of hotcold, which performs better
on sequential accesses in the presence of prediction errors.

7.3. Consequences

Our offline algorithm achieves the lowest write amplifica-
tion in all simulations, indicating the effectiveness of our
death-time-aware placement technique. Its highest benefit
is achieved for traces with modest or no skew, which are the
worst-case inputs for the greedy and hotcold algorithms. Our
online algorithm emphasizes worst-case guarantees, resulting
in an excessive cost in the case of sequential accesses, which
are handled naturally by the log-structured organization of
greedy. On the other hand, in traces that do not present

Figure 4. The write amplification of greedy, hotcold, and our online and offline algorithms with varying memory sizes and accurate death time
predictions. The memory size is given as the percentage of the SSD’s physical size.
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Figure 5. The write amplification of hotcold and our online algorithm with varying memory sizes with (Error) and without (NoError) prediction
errors. The memory size is given as the percentage of the SSD’s physical size.
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frequent sequential patterns, our online algorithm mostly
outperforms other algorithms, especially when predictions
are accurate — emphasizing that minimizing the oracle’s
error is important in order to take advantage of our technique.

8. CONCLUSION AND OPEN PROBLEMS

In this paper, we initiated a comprehensive study of the
SSD management problem. We first defined the problem
formally and then explored it in both offline and online set-
tings from a worst-case algorithmic perspective. Our paper
opens up several intriguing research directions. The first one
is resolving the complexity of the offline SSD management
problem. We suspect that this problem is NP-hard, and thus
finding an optimal approximation for it is an interesting
avenue for further research. Another interesting direction is
improving the dependency of our online algorithm on both
the prediction error and the size of the auxiliary memory.
Empirically, our online algorithm successfully deals with a
wide range of input traces, and hence can be integrated with
state-of-the-art algorithms to improve SSD performance.
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[CONTINUED FROM P. 140] get two
damaged packages you are done: con-
tainer C has only good packages. But
in the worst case, you will get one dam-
aged package and one good one. Keep
looking in the container, say B, having
the good package. If you ever find a bad
package, then, container C has only
good packages. Otherwise, after exam-
ining the 501 package from B, you will
know B has only good packages.

The trouble with the Question 2
strategy is approximately half the time,
you will inspect at least 501 packages.
It is very unlikely the Warm-Up strategy
will require the inspection of even a
fraction of that number.

Question 3: What is the likelihood
the Warm-Up 1 strategy will require
the inspection of more than 21 pack-
ages? An answer within a factor of two
is fine.

Solution to Question 3: Appromi-
mately 1 in 1,000. In the first round,
we get one bad and two good packages.
We discard the container having the
bad one and then have just containers
B and C. Now, let’s focus on the mixed
container, say B. For B to survive round

ACM Distinguished Speakers

k, its package has to be good. The prob-
ability that this is so is 14 (slightly less
because there have been only good
packages prior to the k" round). Thus,
for B to survive until round 10 (corre-
sponding to the first round where three
packages are inspected and 9 rounds
when two packages are inspected for
a total of 21 packages), B must survive
10 tests with a %4 chance of getting
caught, which is 1/1,024. So, the Warm-
Up 1 strategy requires fewer inspec-
tions than the Question 2 strategy most
of the time.

last byte

Upstart 1: Suppose the mixed con-
tainer has a fraction f of good packages
and 1-f of bad and f > 1-f. For some
value of f, could the Warm-Up 1 strat-
egy require fewer inspections than the
Question 2 strategy in the worst case?
In the average case?

Upstart 2: What if all containers have
different fractions of good packages.
We know the fractions, but we do not
know which container has which frac-
tion. Also, there are at least 1,000 good
packages among all containers. What
is a strategy to get 1,000 good packag-
es while minimizing the average case
number of inspections?

Upstart 3: Same as Upstart 2 but we
want 1,000 packages of which at mosta
fraction b could be bad.

Dennis Shasha (dennisshasha@yahoo.com) is a professor
of computer science in the Computer Science Department
of the Courant Institute at New York University, New York,
NY, USA, as well as the chronicler of his good friend the
omniheurist Dr. Ecco.

All are invited to submit their solutions to
upstartpuzzles@cacm.acm.org; solutions to upstarts and
discussion will be posted at http://cs.nyu.edu/cs/faculty/
shasha/papers/cacmpuzzles.html
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Upstart Puzzles
Sampling the Goods

Clever sampling for the worst/average case.

THE BASIC PRINCIPLE of sampling is to
gain as much information as possible
from each sample. If you know what
you will find in a sample, then there is
no point in sampling it. The more un-
certainty, the more you learn—the ba-
sic principle of information theory.

Warm-up 1: Consider that you are
faced with three containers, each
containing 1,000 packages as in the
figure. One container holds packages
that are all damaged. One container
holds packages that are all good. One
container contains half good and half
bad. If you want 1,000 good packages,
describe an inspection strategy that
guarantees you can identify 1,000 good
packages and determine which con-
tainer contains all good, which con-
tains all damaged, and which is mixed.
Note that inspection does not destroy
a good package.

Solution to Warm-up 1: Call the con-
tainers A, B, and C. Take packages in
turn from each container. If any pack-
age from a container is damaged, then
ignore that container in the sequel. If
you get to the point there is only one
container left, that is the container
you want and no more inspections are
needed. This works because any con-
tainer that has any damaged package
is either mixed or fully damaged. The
container without any damaged pack-
age must therefore be the good one.
You will find the container all of whose
packages are damaged in the first
round robin for sure. If you never find
the mixed one after choosing 500 from
each of two containers, then one more
examination will determine which
container has all good packages and
which container is mixed.

140 COMMUNICATIONS OF THE ACM | JULY 2023

Which is the
container with the
good packages?

There are three cargo containers. Each container contains 1,000 packages. One contains
packages that are all damaged. One contains packages that are all good. One contains 500
of each. You want 1,000 good packages. Inspecting a single package takes an hour, so you
would like to inspect as few as possible. What strategy should you use and how long will you
expect to inspect?

Warm-up 2: If you use the Warm-up
1 strategy, what is the smallest number
of packages that need to be inspected
for you to be sure to know which con-
tainer contains only good packages?

Solution to Warm-up 2: Two packages
is the minimum to inspect. If the packag-
es from containers A and B are both bad,
then surely C has only good packages.

Question 1: What is the maximum

VOL. 66 | NO.7

number of packages you might need to
inspect using the Warm-up 1 strategy?

Solution to Question 1: The worst
case for that strategy is the first round
finds two good (undamaged) packages
and one damaged one. Subsequent
rounds on the remaining two contain-
ers keep finding good packages until
the 500'" package of the mixed contain-
er is selected. At that point, you have
1,000 good packages. So this requires
1,001 inspections.

Question 2: The Warm-Up 1 strat-
egy requires many inspections in the
worst case. Is there a strategy that
guarantees you will not need more
than 502 inspections to identify 1,000
good packages?

Solution to Question 2: Take one
from each of two containers, say A
and B. If you [CONTINUED ON P. 139]
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team of scholars. In addition to analyses

of debates, political changes, and popular
speculations, we also show a wide range of
pictorial representations of “the future with
computers.”
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