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News

Algorithmic Advance:

The Group Isomorphism Problem
Exploring a potential way to
immensely speed up algorithms for
the group isomorphism problem.
By Erica Klarreich

Teaching Transformed

The apparent ability of LLMs to
write functioning source code
has simultaneously caused
celebration over the potential for
massive increases in programmer
productivity and consternation
among teachers.

By Chris Edwards

Virtual Reality as Therapy

Leveraging precisely designed
alternate realities as therapeutic tools.
By Gregory Mone
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Careers

Last Byte

120 Future Tense

The Human Touch

Arace of AT beings from another
world hang the fate of humanity on
the decision of a single human.

By Brian Clegg
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Cerf's Up Kode Vicious

Validating Factual Dear Diary

Personal Information On keeping a laboratory notebook.
By Vinton G. Cerf By George V. Neville-Neil
BLOG@CACM Opinion

Why Bother Localizing Information Undergraduate Computer
Technology Products? Science Curricula

Alex Tray offers advice and
insight into how and why
to localize information
technology (IT) products.

First-job readiness versus long-term
career preparation.

By Rahul Simha, Amruth N. Kumar,
and Rajendra K. Raj

Opinion

Autocorrect Is Not:

People Are Multilingual and
Computer Science Should Be Too
Considering the interconnection of
computing and human languages.

By Christopher Hoadley and Sara Vogel

Computing Ethics

Leveraging Professional Ethics

for Responsible AI

Applying Al techniques to journalism.
By N. Diakopoulos, C. Trattner,

D. Jannach, I. Costera Meijer,

and E. Motta

Historical Reflections

How the Al Boom Went Bust
Fallout from an exploding bubble
of hype triggered the real Al Winter
in the late 1980s.

By Thomas Haigh
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Virtual and the Future

of Conferences

Making conferences more accessible.
By Steven Fraser and Dennis Mancl

Opinion

Gaining Benefit from Artificial
Intelligence and Data Science:
A Three-Part Framework

Why ethics is not enough.

By Alfred Z. Spector

Watch the author
discuss this work

in the exclusive
Communications video.
https://cacm.acm.org/

videos/gaining-benefit
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40 Security Mismatch
Security must be a business enabler,
not a hinderer.
By Phil Vachon

42 Knowing What You Need to Know
Personal, team, and organizational
effectiveness can be improved with
alittle preparation.

By Thomas A. Limoncelli
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that can help it fulfill

its promises in realistic
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48 Inherent Limitations of Al Fairness
Al fairness should not be considered
a panacea: It may have the potential
to make society more fair than ever,
but it needs critical thought and
outside help to make it happen.
By Maarten Buyl and Tijl De Bie

Watch the authors
discuss this article

in the exclusive
Communications video.
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56 Computing Education in
the Era of Generative Al
Challenges and opportunities
faced by computing educators and
students adapting to LLMs capable
of generating accurate source code
from natural-language problem
descriptions.
By P. Denny, J. Prather, B.A. Becker,
J. Finnie-Ansley, A. Hellas, ]. Leinonen,
A. Luxton-Reilly, B.N. Reeves,
E. Antonio Santos, and S. Sarsa
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68 Talking about Large Language Models
Interacting with a contemporary
LLM-based conversational agent
can create an illusion of being in
the presence of a thinking creature.
Yet, in their very nature, such systems
are fundamentally not like us.

By Murray Shanahan

80 Anthropomorphism and
Human-Robot Interaction
Exploring how human apppreciation
for and interactions with robots are
influenced by anthropomorphic
features.
By Rae Yule Kim

86 Energy and Emissions
of Machine Learning on
Smartphones vs. the Cloud
A Google case study finds ML
training in the cloud can reduce
CO,e emissions up to 100x.
By David Patterson, Jeffrey M. Gilbert,
Marco Gruteser, Efren Robles,
Krishna Sekar, Yong Wei, and Tenghui Zhu
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100 Technical Perspective
How Easy Is It to Describe
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Superpolynomial Lower Bounds
Against Low-Depth Algebraic Circuits
By Nutan Limaye, Srikanth Srinivasan,
and Sébastien Tavenas
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Technical Perspective
Bridging Al with Real-Time Systems
By Giorgio Buttazzo
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Taming Algorithmic Priority
Inversion in Mission-Critical
Perception Pipelines

By Shengzhong Liu, Shuochao Yao,
Xinzhe Fu, Rohan Tabish, Simon Yu,
Ayoosh Bansal, Heechul Yun, Lui Sha,
and Tarek Abdelzaher
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Validating Factual
Personal Information

E ARE CALLED upon,
frequently, to validate
personal informa-
tion: name, address,
phone number, birth-
date, national identification number,
birthplace, employment, educational
record, and more. Often this demand
is made online. Browsers can capture
some of this information and auto-
matically fill it in. It is not a new idea to
try to automate this. Moreover, as facts
change (for example, a new address,
new phone number, new employ-
ment), we might find it useful to auto-
matically propagate this information
to places where earlier versions have
been registered. How is the registry to
know whether the information is accu-
rate? How can there be control over the
release of this information? I have been
wondering what properties would be
useful to realize in a system intended
to keep personal information, where it
is needed, up to date. What follows is
only partly digested and reader reac-
tions would be appreciated.

First, let us suppose all this informa-
tion can be structured as name:value
pairs and that the names are widely
standardized as to their meaning. One
could imagine a business which re-
cords this data and validates it accord-
ing to accepted (and maybe legislated)
practices and releases it only on autho-
rization by the party submitting it in
the first place. Since this business is to
be trusted to validate and disgorge in-
formation only on authorization, one
might imagine that such a company
would have to be certified somehow
and pass rigorous tests of its ability
to control access to and the release of
such personal information. One would
imagine the possibility of widely ac-
cepted safety and security standards

analogous to generally accepted ac-
counting practices (GAAP).

One could imagine that the initial
cache of personal data might have to be
submitted in person as is sometimes
required when establishing bank and
securities accounts, driver’s licenses,
passports, or corporate identification
badges. In any case, there would have to
be criteria for vetting the information
so that the attestation of its accuracy is
accepted as valid by relying parties.

The registrant would bring verifi-
able data to the registrar, who would
validate and record the information.
At this time, the registrant would gen-
erate or be given a public/private key
pair. The public key would be shared
with the registry. A relying party need-
ing valid personal information (for
example, age, birthdate, birthplace,
current residence, email address,
and phone number) would request it
from the registry. The registry issues a
request to the registrant to authorize
release of the data, which includes
identifying the party making the re-
quest. The registrant should receive
sufficient information to validate the
relying party and its intended use of

FEBRUARY 2024 | VOL. 67 | NO.2

cerf's up

the data. The registrant can then au-
thorize—for example, by digital sig-
nature—the release of the data by the
registry to the relying party.

Another use of such a system is for
the registrant to send updated infor-
mation to the registry. Relying par-
ties might, by practice, automatically
query the registry whenever personal
information is needed so that updates
propagate when a request is made. The
relying parties might make periodic
queries to keep their information up
to date or they might keep no substan-
tive information but, rather, request
it when needed. It is obvious that the
data transfers should be encrypted
for privacy and digitally signed by the
registry to assure data integrity. Regis-
trants could individually permit auto-
matic responses to queries by specific
relying parties, or they might insist on
authorizing the release of access every
time a request is made.

Updates to the registered data could
be validated both by digital signature
of the registrant as well as through vet-
ting of the new data by the validating
registry. There might be different levels
of validation available, not unlike real-
estate title searches and various certifi-
cate authorization practices. The busi-
ness model for such a system might
include subscription fee payments by
the registrants and transaction fee pay-
ments by parties requesting valid per-
sonal data.

It will not surprise me to find that
such services already exist. I will be in-
terested to learn from readers what they
think about this idea and perhaps what
risk factors should be considered.

Vinton G. Cerf is vice president and Chief Internet Evangelist
at Google. He served as ACM president from 2012-2014.
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Why Bother Localizing
Information Technology

Products?

Alex Tray offers advice and insight into how and
why to localize information technology products.

Alex Tray

How to Ace IT Product
Localization
https://bit.ly/3Qoxibq
October 19, 2023

) ! As information technol-
ogy (IT) keeps bridging geographic
gaps and connecting people from
different cultures, the demand for IT
product localization has never been
more pressing.

Localization not only improves
the user experience, but also makes a
significant contribution to an organi-
zation’s global success by making IT
products more accessible and user-
friendly to multinational audiences.

This post explores what IT product
localization is, including how it works
and the several benefits it offers busi-
nesses that want to expand their pres-
ence in foreign markets.

What Is IT Product Localization?

IT product localization involves tai-
loring software, websites, and digital
content to suit the specific needs and
preferences of users in various regions
and cultures.

6 COMMUNICATIONS OF THE ACM | FEBRUARY 2024

It goes beyond mere translation.
It also entails a thorough adaptation
that considers language, cultural, and
technical factors to ensure the product
is not only usable but also appealing to
customers in the target market.

Key Benefits of IT

Product Localization

Localizing IT products has several es-
sential benefits for businesses that want
to grow internationally and serve di-
verse markets. These benefits include:

Improved market accessibility. Lo-
calization allows your IT products to
expand into new areas and connect
with customers who might not be
native speakers of the original prod-
uct’s language. Language barriers
are eliminated when your software,
apps, or tech solutions are made
available in the language of your tar-
get audience.

This increases sales and brand recog-
nition by not only expanding your mar-
ket reach but also making your products
more accessible to potential buyers.

Enhanced user experience. Cus-
tomizing the user experience to fit the

VOL. 67 | NO. 2

interests and cultural norms of your
target audience is a crucial component
of localizing IT products. Adapting the
interface, content, and user interac-
tions can result in a more intuitive and
engaging user experience.

This adaptation indicates your dedi-
cation to knowing about and helping
your target audience, ultimately enhanc-
ing consumer loyalty and confidence.

Increased global market share. Ef-
fective IT product localization may
have a significant impact on your glob-
al market share. You may outperform
regional businesses and well-estab-
lished global competitors by adapting
your IT products to local markets.

Customers like your locally adapted
products, which gives you a competi-
tive advantage, expands your market
share, and eventually boosts your sales.

Customer satisfaction and loyalty.
Satisfied customers are more inclined
to stick with a business. Localizing
IT products shows you care about the
needs and preferences of your clients.
This builds customer loyalty and pro-
motes a favorable perception of your
business.


https://dx.doi.org/10.1145/3638537
https://twitter.com/blogCACM
https://cacm.acm.org
https://bit.ly/3Qoxibq
https://cacm.acm.org/blogs/blog-cacm

Customers who are happy with your
products are more likely to not only
keep using them but also promote
them to others, thereby boosting or-
ganic growth.

Factors to Consider When
Localizing IT Products

There are several factors that you need
to consider before localizing IT prod-
ucts. These include:

Cultural nuances. Every region has
its traditions, customs, and even sense
of humor. To ensure your product ap-
peals to the local market, it should re-
spect and align with these factors.

This may entail adapting the graph-
ics, colors, symbols, and even the user
interface to make the user interface
more culturally appropriate.

Quality assurance. Technical issues,
such as broken code, unsuitable type-
faces, or problems with user interface
elements, usually occur during the lo-
calization process. Thorough quality
assurance testing is required to find
and fix these problems before the lo-
cally adapted product hits the market.

Regular testing and debugging are
essential to ensure the IT product oper-
ates accurately in the target region and
language.

Adaptation to local preferences. Be-
yond linguistic and cultural factors, it
is important to consider regional pref-
erences and user expectations. Region-
al differences can be significant in how
people use technology. For instance,
there may be differences in naviga-
tional patterns, payment options, and
design aesthetics.

User acceptance and satisfaction can
be significantly increased by being aware
of and embracing these preferences.

Internationalization and global-
ization. Internationalization involves
building your IT product in a way that
makes localization easy. This involves
using flexible coding techniques and
structuring content to be language-
neutral for easy market adaptation.

The goal of globalization, on the
other hand, is to develop products that
are scalable and flexible for a global
audience. The time and effort needed
for localization can be greatly reduced
with a solid internationalization and
globalization strategy.

Localization tools and technologies.
The use of the right localization tool

I
Every region has its
traditions, customs,
and even sense of
humor. Your product
should respect and
align with these
factors.

and technology can improve the accu-
racy and efficiency of the localization
process. The localization workflow can
be made more efficient with the aid of
translation memory systems, content
management systems, and localization
management platforms such as Centus.

These solutions make it easier to
manage translations, ensure consis-
tency throughout the entire product,
and effectively track changes. A suc-
cessful localization strategy relies on
choosing the right tools and techno-
logical stack.

How to Implement an IT Product
Localization Strategy

You can ensure your IT product is suc-
cessful in international markets by
considering these steps:

Conduct market research. Conduct-
ing thorough market research is essen-
tial before starting the localization pro-
cess. This requires locating your target
markets and getting to know their
specific preferences, cultures, and lan-
guages.

You can efficiently adapt your prod-
uct to meet local needs by conducting
market research to gain essential in-
formation. You can use it to assess pos-
sible demand and competition in the
markets you have chosen.

Build your IT product localization
team. The foundation of successful IT
product adaptation is the creation of
a talented and diversified localization
team. Native speakers of the target lan-
guages, cultural experts, software de-
velopers, and quality assurance profes-
sionals should ideally be on your team.

Apart from maintaining the techni-
cal integrity of your IT product, a well-
rounded team can successfully man-
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age the technicalities of linguistic and
cultural differences.

Use relevant software and expertise.
Use modern localization techniques
and technologies to speed up the pro-
cess. Collaboration platforms, content
management systems, and translation
memory systems can all improve out-
put and consistency.

If you do not have an in-house ex-
pert, collaborate with localization spe-
cialists or agencies. Their expertise can
help you save time and steer clear of
typical errors.

Localize for each target market. Re-
member that when localizing IT prod-
ucts, a one-size-fits-all strategy rarely
succeeds. Adapt your products for each
market, considering not only linguistic
requirements, but also cultural prefer-
ences and regional laws.

This can involve translating the user
interface, supporting documents, and
marketing collateral for your product,
as well as adapting features and func-
tionality to meet regional demands.

Test the IT product localization re-
sults. An important phase in localizing
IT products is quality assurance. To en-
sure your product operates flawlessly
in each target market, thorough test-
ing is important. This covers usability
assessments as well as language and
functional testing.

You can use feedback from local us-
ers during beta testing to find and fix
any problems that may have gone un-
noticed during localization.

Conclusion

Customers around the world want a
flawless user experience in their own
language. Therefore, businesses that
localize their IT products find it easier
to win over new target markets.

Given the importance of localiza-
tion, your focus should be on how to
localize your IT product, not whether
you should.

To streamline your IT product lo-
calization process, conduct thorough
market research, attract local talent,
and use professional localization man-
agement platforms.

Alex Tray is a system administrator and cybersecurity
consultant with 10 years of experience. He is currently
self-employed as a cybersecurity consultant and as a
freelance writer.
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Algorithmic Advance:
The Group Isomorphism Problem

Exploring a potential way to immensely speed up algorithms for the group isomorphism problem.

PAPER POSTED ONLINE in

March 2023 has present

ed the first substantial

progress in a half-century

on one of the fundamen-
tal questions in the overlap between
mathematics and computer science:
how to recognize when two “groups”—
basic algebraic structures—are really
the same group in disguise.

Groups, which have been studied by
mathematicians since the late 18" cen-
tury, are among the most ubiquitous
structures in mathematics. A group is
a set of elements together with an op-
eration (such as addition, multiplica-
tion, or composition) that turns two
elements into a new one. To qualify as
a group, the set must contain an “iden-
tity” element (one that leaves every
element unchanged when combined
with it by the operation); every element
must have an inverse; and the opera-
tion (usually written *) must be asso-
ciative, meaning that (a*b)*c always
equals a*(b*c). There are, for example,
groups of numbers or matrices or per-
mutations, groups of symmetries of
some object, and groups that measure
the topological features of a shape.

A full classification of groups—even
just the finite ones—is probably forever
out of reach, said Bettina Eick, a math-
ematician at the Technical University

of Braunschweig in Germany. A more
attainable goal is to determine, for a
given pair of finite groups, whether
they are “isomorphic”—that is, wheth-
er there is a way to match up their el-
ements that respects the behavior of
their respective group operations. This
“group isomorphism” problem was

formulated more than a century ago
by the mathematician Max Dehn, who
was interested in, among other things,
using groups to distinguish between
different knots. Group isomorphism
is “a very central problem, that’s for
sure,” Eick said.

It is always possible, in theory, to
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test whether two finite groups are iso-
morphic, but doing so may take an
infeasible amount of time when the
groups are large. The group isomor-
phism problem is not known to be in
P, the set of problems with algorithms
that run in a polynomial amount of
time—what theoretical computer sci-
entists think of as the “easy” problems.

From a computer science perspec-
tive, the runtime of group isomor-
phism algorithms connects with a host
of other questions. The problem has
been proposed as the basis for several
cryptosystems that might withstand
attacks from a quantum computer.
And the intractability of the group
isomorphism problem is a barrier to
making progress on the closely related
graph isomorphism problem, which
strives to identify when two graphs
(that is, networks) are the same.

Given two finite groups, it is simple
to check whether a proposed isomor-
phism between them really is one. This
means the group isomorphism prob-
lem belongs to the complexity class
known as NP, consisting of problems
whose solutions are easily checked.
But group isomorphism occupies an
unusual position within this class. It is
neither known to be in P nor known to
be NP-complete—the hardest kind of
problem in NP. Instead, group isomor-
phism is one of just a few natural prob-
lems that, as far as we know, seem to sit
somewhere in the gulf between these
two extremes. “The problem is not just
natural, but also pretty unique,” said
Xiaorui Sun, a computer scientist at
the University of Illinois Chicago.

Now, Sun has come up with a sig-
nificantly faster algorithm for group
isomorphism than the previous best
one (though still not fast enough to put
the problem in P). At present, his algo-
rithm works only for a certain key sub-
class of groups, but computer scien-
tists are optimistic they will be able to
extend his insights to broader classes
of groups.

“The ice has been broken,” said
Laszlo Babai, a computer scientist at
the University of Chicago. “After 50
years, we finally have something sub-
stantial to talk about.”

A Bottleneck
Given two groups, G and H, an isomor-
phism between them is simply a pair-

ing of their elements (call it f) that re-
spects the algebraic structure of the
groups, so thatifa * b =cin G, then f(a@)
* f(b) =f(c) in H. In other words, ftrans-
forms the “multiplication” table in G
into the multiplication table in H.

One way to determine whether two
finite groups are isomorphic is simply
to check every possible pairing of their
elements. This brute force approach
takes an exponential amount of time,
making it impractical for all but the
smallest groups.

In the 1970s, however, computer
scientist Robert Tarjan noted you can
speed things up by first constructing
a list of “generators” for G—elements
which, when multiplied together in
different combinations, produce ev-
ery other element of G. Then, instead
of considering every mapping from G
to H, you can consider every mapping
of these generators into H, and see if
any such mapping extends to an iso-
morphism. There’s always a generator
list with at most about log(n) elements
(where n is the number of elements of
G), giving this algorithm a runtime
of roughly n"¢#"—drastically speed-
ier than the exponential algorithm,
though modestly slower than a polyno-
mial runtime.

Since that observation by Tarjan,
computer scientists have been more or
less stuck. They have managed to make
some small improvements to the n's®
runtime, but essentially, “there’s been
no progress for about half a century,”
Sun said, even though “almost every-
one in the field believes that there truly
exists a faster algorithm.”

ey
There is not much
room left for
computer scientists
to improve graph
isomorphism

unless they can

speed up group
isomorphism.
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Any time you are trying to compare
two finite groups, there is a way to
translate the problem into an analo-
gous problem about comparing two
graphs—in other words, the group
isomorphism problem reduces to the
graph isomorphism problem. That
means graph isomorphism is at least
as hard to solve as group isomorphism.
And indeed, for most of the history of
the two problems, the best known al-
gorithm for graph isomorphism was
much slower than the best known al-
gorithm for group isomorphism.

But in 2015, Babai managed to
construct an algorithm for graph iso-
morphism whose runtime is nearly
as fast as the n™® runtime for group
isomorphism. At this point, there is
not much room left for computer sci-
entists to improve graph isomorphism
unless they can speed up group iso-
morphism. “Our inability to improve
group isomorphism testing remains
a bottleneck for graph isomorphism,”
Babai said.

The Hardest Cases

Sun’s paper has offered computer sci-
entists a potential way through this
bottleneck. He has come up with a
group isomorphism algorithm whose
runtime is roughly ns®)"> a signifi-
cant speedup over n¢™. His approach
applies not to all finite groups, but
to a core collection of groups known
as “p-groups of class 2 and exponent
p.” Loosely speaking, these require-
ments mean (among other things)
that the number of elements in the
group is a prime number p raised
to some power, and the group opera-
tion almost (but not quite) follows
the commutative law, which says that
a*b=b*a.

These might seem like esoteric re-
strictions, but p-groups of class 2 and
exponent p play a central role in under-
standing the structure of finite groups
as awhole. For one thing, these groups
sit at the bottom of a natural hierarchy
of all finite groups, offering the hope
that methods developed for this case
might be extendable to higher levels of
the hierarchy.

Also, p-groups of class 2 and expo-
nent p have historically stymied at-
tempts at a fast group isomorphism
algorithm. For groups where the op-
eration is precisely commutative, the



isomorphism problem is easy. And
for groups that are far from commu-
tative, it’s often possible to latch onto
their complex structure to solve the
isomorphism problem. But p-groups
of class 2 and exponent p sit in an awk-
ward trough between these two possi-
bilities, lacking either the simplicity or
the complexity that makes those other
groups tractable.

“Many people believe these are the
hardest cases of group isomorphism,”
said Joshua Grochow, a computer sci-
entist at the University of Colorado
Boulder.

To deal with these tricky groups,
Sun starts by invoking a correspon-
dence discoveredinthe 1930s between
groups of this type and certain spaces
of matrices. That means constructing
an isomorphism between two such
groups boils down to constructing
a similar correspondence between
their associated matrix spaces. Previ-
ously, the fastest known method for
comparing these matrix spaces was
just slightly faster than examining all
the possible maps between them; Sun
figured out how to do better.

His method begins by using a pre-
existing technique called “individu-
alization and refinement” to create
for each matrix a smaller matrix that
serves as a sort of label for it. Others
had tried this type of technique be-
fore, but they all ran into the same
stumbling block: if you make the “la-
bels” small enough to be able to com-
pare them efficiently, then there aren’t
enough of them to give each large ma-
trix a different label. To deal with this
difficulty, Sun had to figure out how to
handle “low rank” matrices in the ma-
trix spaces—matrices that, thought of
as linear transformations, compress
high-dimensional spaces into much
lower-dimensional spaces. One of his
key insights was how to make the low-
rank portion of these matrix spaces
more organized.

“This method feels really new,” Gro-
chow said.

Sun’s result is a purely theoretical
advance—it gives speed guarantees as
the size of the group approaches infin-
ity but may not beat out existing algo-
rithms in the size regimes that arise
for mathematicians using software
packages to compare groups. Never-
theless, algorithms with new structur-

LASZLO BABAI, UNIVERSITY OF CHICAGO

“The new energy
Sun’s work has
unleashed is ...
palpable.”

al insights, such as Sun’s, often seem
to perform better in practice than their
guarantees give them a right to, Ba-
bai said. If Sun’s algorithm does work
well in practical settings, Eick said, it
should be possible to embed it in other
practical algorithms to cover a much
broader category of groups than the
one Sun studied.

Computer scientists are hastening
to extend Sun’s theoretical result. Al-
ready, Grochow and Youming Qiao, of
the University of Technology Sydney,
have figured out how to loosen the
“class 2” restriction, and researchers
hope to go farther, gradually extending
Sun’s result up much of the hierarchy
of groups.

“The new energy Sun’s work has un-
leashed is ... palpable,” Babai said.

Further Reading
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Graph isomorphism in quasipolynomial
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Grochow, J.A. and Qiao, Y.
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Erica Klarreich is a mathematics and science journalist
based in Berkeley, CA, USA.
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ADVANCING HUMAN-
COMPUTER INTERACTION

; Michel
Beaudouin-
Lafon is
professor of
Computer
Science, Classe
[ B Exceptionnelle,
at Université Paris-Saclay in
Paris, France. Beaudouin-Lafon
received the equivalent of his
master’s degree in Computer
Science and Applied
Mathematics from ENSEEIHT,
France. He earned his Ph.D. in
Computer Science from
Université Paris-Sud (now
Université Paris-Saclay) in 1985,
then joined the school’s faculty,
where he has remained.
Human-computer interaction
has been the primary focus of
Beaudouin-Lafon’s research
throughout his career, including
fundamental aspects of
interaction, novel interaction
techniques, engineering
interactive systems, and
collaborative computing.

“At the moment, I am co-
directing a French research
project called eNSEMBLE,”

a network of more than 100
research groups whose aim

is to make computing truly
collaborative, instead of the
current trend of simply adding
collaborative features to existing
systems. “eNSEMBLE includes
social scientists,” Beaudouin-
Lafon says, “because you can’t
develop technology if you don’t
understand the people who are
going to use it.”

Beaudouin-Lafon has
been involved with ACM in
various capacities over the
years. He was a founding
member of the ACM Europe
Council and is currently vice
chair of the ACM Technology
Policy Council, responsible
for the organizations’ global
policy initiatives. “I always
found myself interested
in policy, educating and
communicating to people and
policymakers the possibilities
and risks of technology,”
he says. He believes this is
especially important now,
with generative Al and the
environmental impact of IT
becoming increasingly
critical issues.

—John Delaney
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Chris Edwards

Teaching Transformed

The apparent ability of LLMs to write functioning source code has caused

celebration over the potential for massive increases in programmer productivity

and consternation among teachers.

S OWNER OF GitHub and

lead investor in Ope-

nAl, the developer of the

GPTx series of large lan-

guage models (LLMs), it
did not take long for Microsoft to see
the potential for collaboration be-
tween the two. Three years ago, GitHub
partnered with OpenAl to develop Co-
dex as an automated assistant for pro-
grammers, quickly followed by the Co-
pilot code-completion tool. The public
release of ChatGPT by OpenAlI toward
the end of 2022 made the technology
even more widely available to software
developers and people learning to pro-
gram, with other vendors joining in
the effort to automate the job of writ-
ing software using LLMSs.

Rapid scaling has enabled major im-
provements in the ability of artificial in-
telligence (AI) to turn natural-language
requests into working code. Workplace
studies have claimed LLMs boost pro-
ductivity on real-world projects. In its
own survey of usage by close to a mil-
lion users over the year since the launch
of Copilot, GitHub claimed developers
accepted on average 30% of the tool’s
code suggestions and that usage of the
suggestions increases over time as pro-
grammers become more familiar with
the tool’s recommendations.

For its own tests, management con-
sultancy McKinsey recruited around
40 developers working in-house across
the U.S. on two types of LLMs fine-
tuned on coding problems. The experi-
ment showed the tools could halve the
time to write new code, with an aver-
age speed-up of around a third.

Though employers might welcome
the productivity improvements LLMs
promise, educators are concerned
about how they might impact their
ability to test students’ understand-
ing. Carnegie Mellon University post-
doctoral fellow Jaromir Savelka and
colleagues analyzed the difference
between GPT-3, which formed the ba-

sis for ChatGPT, and GPT-4, released
spring 2023, on their ability to answer
questions from three different Python
programming courses. Earlier genera-
tions scored below 70% on even entry-
level modules and would have failed
the courses were they human results.
GPT-4 scored 80% or higher on the
three courses and would have passed.
All the instructors interviewed in a
survey conducted early in 2023 by Sam
Lau and Philip Guo, researchers at the
University of California at San Diego,
mentioned the potential for cheating
as being the primary reason they would
change courses followed by the arrival
of tools like ChatGPT and Copilot.
Despite the advances LLMs have
made, studies have shown LLMs as large
as GPTH4 still have significant limita-
tions when it comes to understanding
requests and delivering suitable code.
This seems likely to reduce the poten-
tial for cheating in education and for
automating away jobs in the workplace.
Though the McKinsey survey of its staff
found improvements on simpler tasks,
time savings shrank to less than 10% on
tasks that developers deemed to be more
difficult, or where they were trying to use
a programming framework with which
they were less familiar. Sometimes,
tasks took junior developers up to 10%
longer with the tools than without them.
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An experiment by a team working
at Chang’an University, China, and
Griffith University, Australia, that used
CodeWars katas as a suite of tests found
GPT-4 could complete more than its
predecessor, but failed on all the tasks
in the top three levels of the eight-level
contest. The models showed difficulty
with optimization and simplifying alge-
braic equations. In one kata, the prob-
lem asked for the total area covered by
agroup of rectangles. GPT-4 and its pre-
decessor could pass simple test cases,
but failed to finish before the timeout
deadline on the full set of tests.

Complexity is not the only barrier.
Other studies have shown that LLMs
can be tripped up by the order of right
and wrong answers in multiple-choice
questions and the way short code snip-
pets are presented. In one example,
GPT4 failed to notice that a string-re-
placement function would replace all
instances of the string listed in the ques-
tion, but when asked about the function,
it correctly explained how it works.

Students appear to learn quickly
about AI's shortcomings, despite in-
structors’ fears of them becoming
overly reliant on LLMs. In a series of
interviews with students, Cynthia Za-
studil and colleagues at Temple Uni-
versity, Philadelphia, found a common
complaint lay in the black-box nature
of the commercial LLMs. The students
often could not determine why the AI
provided them with the response it did.
“When using them, I don’t really fully
understand what they’re telling me,”
one student said to the interviewers.

A joint study by teams from Abilene
Christian University, University Col-
lege Dublin, and an Auckland, NZ-
based group led by Paul Denny (see
the related research article in this is-
sue, p. 56) has informed the work of a
generative-Al working group® set up by
the organizers of the Conference on

a https://iticse23-generative-ai.github.io
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Innovation and Technology in Com-
puter Science Education (ITiCSE). The
experiment uncovered types of behav-
ior that point to students developing a
healthy distrust of LLMs’ answers. One
behavior they called “shepherding,”
where the users try different variations
of prompts to the AI to nudge its out-
put closer to what they want. The other,
“drifting,” is when students try differ-
ent variants of prompts and responses
before deleting the results entirely.

“Struggling students can drift when
they don’t have a clue what’s going on.
But good students can drift too. They
are testing, poking, exploring,” says
Brett Becker, assistant professor at
University College Dublin.

The immediate question for educa-
tors as these tools evolve is whether to
resist Al-enabled cheating by design-
ing tests that LLMs today find difficult
to rework the syllabus to incorporate
them into courses and assessments.
Instructors in the surveys by Lau and
Guo split almost evenly into these two
groups. Some saw a need to move to
face-to-face interviews to assess skills
or have students perform at least some
of their assignments in a classroom en-
vironment where teachers can restrict
access to LLMs, though these impose
a significant overhead on instructors
compared to problem sheets that today
are often graded automatically.

In his talk as part of the closing key-
note at the 2023 ACM Conference on
Innovation and Technology in Com-
puter Science Education (ITiCSE) in
July, Denny said, “Very early on, a lot
of the discussion was focused on the
negative aspects. We've seen headlines
about terrified professors, worrying
that the students are going to be cheat-
ing endlessly with these tools. Now, the
narrative has changed slightly. Maybe
we should try to learn how to teach
more effectively with them.”

A series of papers published over the
past couple of years has shown LLMs
can perform tasks such as identifying
programming concepts in unanno-
tated source code, and describing how
they work. This kind of work would
make it easier for instructors to keep up
with changes in languages and applica-
tions that industry expects and reduce
reliance on potentially outdated ma-
terial. Becker says similar technology
would help overcome a major problem

ey
Students are

more comfortable
asking an LLM for
explanations than
talking to a professor
or teaching assistant.

for novice students: how to interpret the
often-cryptic error messages provided
by compilers and other software tools.

The interviews by Zastudil and col-
leagues indicated there is a possible
mismatch between student and in-
structor expectations that LLMs could
help fill. Though both sides saw prob-
lems with tests that appear to students
as being just busywork, students felt
their instructors missed a more fun-
damental issue the Als could address:
Traditional course materials are not
always helpful for understanding un-
derlying concepts. They find they are
more comfortable asking an LLM for
explanations than talking to a profes-
sor or a teaching assistant, particularly
for basic concepts.

Courses that incorporate LLMs al-
ready have started, though the current
offerings are experimental to differing
degrees. One example at the Univer-
sity of California at San Diego (UCSD)
started in the fall of 2023. Leo Porter,
a teaching professor of computer sci-
ence, is developing the course and a
related book with Daniel Zingaro, as-
sociate professor in computing science
at the University of Toronto.

An option some educators are pur-
suing is to use only a specialized LLM
that is prevented from supplying com-
pilable code as part of its answers, in
the hope this will prevent students just
copying and pasting the output. The
UCSD course will provide access to Co-
pilot, which runs the risk of providing
material that does not directly fit the
course. “We need to teach students
how to determine what the code does,
even if that code may be more com-
plex than what they’ve been taught in
class,” says Porter.

One possible issue with incorporat-

News

ing LLMs and prompt engineering into
courses is the rapid pace of develop-
ment that may make some techniques
quickly redundant.

“We suspect the models will im-
prove, but the way of interacting with
the models won’t change dramatically.
We’ll hopefully see correct code gen-
erated more frequently, but we don’t
see the models being able to generate
correct code if the person writing the
prompts is ambiguous about what they
want,” Porter notes.

Work continues to merge LLMs with
other tools to improve their ability to
check the correctness of their outputs
by themselves. A little more than a de-
cade ago at the Alan Turing Centenary
Conference in Manchester, U.K., Tony
Hoare, emeritus professor of computer
science at Wolfson College, Oxford, ar-
gued for a change to the classic Turing
test. This would ask the AI not to pre-
tend to be human, but instead to reason
about its own programming. As the in-
dustry struggles to determine how well
LLMs can handle the logic of programs,
the need for that kind of test is becom-
ing increasingly urgent.
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Gregory Mone

Virtual Reality as Therapy

Leveraging precisely designed alternate realities as therapeutic tools.

CHILD ONCE DESCRIBED
their complex regional
pain syndrome (CRPS) to
Stanford University pro-
fessor of anesthesiology

Brenda Golianu as feeling like “an or-

chestra of pain.” Typically the condition

requires treatment with multiple thera-
pies, including nerve blocks, ketamine
infusions, medications, intensive physi-
cal therapy, and psychology. Golianu
recalls one example of a 12-year-old girl
suffering from CRPS of the lower-right
leg; she walked only with a crutch. She
had been given all the treatments de-
scribed here, but Golianu and her col-
leagues added an additional element
based around avirtual reality (VR) game.

The researchers were testing VR as
a way to incentivize children to move
and work through difficult but ben-
eficial physical therapy exercises and
drive significant rehabilitative prog-
ress. They designed a game, Fruity-
Feet, specifically for pediatric rehabili-
tation. FruityFeet situates the player
in a virtual farm and instructs them to
smash digital fruits and vegetables as
a timer runs down.

When this particular girl took part,
she entered the treatment room relying
on her crutch. She then donned an im-
mersive VR headset from the company
Vive, set her walking aide aside, and
proceeded to play. Sensors tracked the
girl’s movements, and she would receive
more points if she lifted her leg higher.
She was more active and likely to engage
in difficult movements—a trend that
emerged throughout the larger study.

“We have videos of kids coming
in on crutches, stomping their feet
during gameplay, then taking off the
headset and using crutches again,”
explains Golianu. “The gains don’t
transfer automatically to the reality we
live in, but often the kids are able to do
more in virtual reality than they do in
physical therapy.”

This use of VR is just one example of
how scientists and medical profession-
als are turning precisely designed al-
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ternate realities into therapeutic tools.
Today, VR is helping patients overcome
phobias, post-traumatic stress disor-
der (PTSD), a variety of musculoskel-
etal injuries and ailments, and more.

Until recently, headsets were too
expensive, too heavy, and required ca-
bles and other hardware, according to
Matthew Stoudt, CEO of AppliedVR,
which has an FDA-authorized product
for lower back pain called RelieVRx.

Now that is changing. The metaverse
might not have arrived on schedule, but
the technologyimprovementsit generat-
ed, combined with ingenious research,
have opened up incredible potential for
novel treatments. “The latest headsets
are marvels of display technology com-
pared to what we had available just a
couple of years ago,” says psychologist
Albert “Skip” Rizzo, director of Medi-
cal Virtual Reality at the University of
Southern California’s Institute for Cre-
ative Technologies. “They have gotten so
good that we can do really valuable work
in therapy. The technology has finally
caught up to the original vision.”

A New Treatment Option

That original vision traces back to the
1990s. Emory University psychologist
Barbara Rothbaum published the first
paper looking at the potential use of VR

VOL. 67 | NO. 2

as a treatment for psychiatric disorders
in 1995. Rothbaum effectively helps pa-
tients confront their fears and learn to
manage them through what is known
as exposure therapy. If someone has a
fear of flying, for example, Rothbaum
might arrange to fly with the patient to
help them manage and work through
their fears in real time. This technique
is effective, but it is also expensive and
not particularly scalable—a therapist
could only do this work with so many
patients, given the time commitment.

With VR, a patient who has an acute
fear of flying can don an immersive
headset and embark on a simulated
flight. Rothbaum and her team can
control the conditions precisely, too.
“If my patient’s not ready for turbu-
lence, I can guarantee there won’t be
turbulence,” she says. “We can take off
and land as many times as we need, all
within a five-minute therapy session
right in my office.”

One of her studies showed that 90%
of such patients who had successful
VR exposures flew on actual airplanes
within a year of the treatment. These
were individuals whose fear was so
acute that they would drive from Atlan-
ta to Los Angeles rather than fly, or trav-
el by boat to Europe. “It doesn’t matter
if someone can get on avirtual airplane

IMAGE BY ANNA STILLS
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ifthey can’t get on areal airplane, but it
really does seem to translate.”

Rothbaum and her team have also
done pioneering work in using VR for
PTSD in collaboration with Rizzo. He
notes there are now thousands of re-
search studies documenting the val-
ue of applying these technologies to
different areas of mental health and
physical rehabilitation. In some cases,
the effectiveness of VR is not necessar-
ily better than traditional approaches,
but the technology has the potential
to draw in and reach more people.

Other examples reveal unique ad-
vantages. A study from Rothbaum,
Rizzo, Cornell University psychologist
JoAnn Difede, and others showed that
VR exposure therapy is particularly
beneficial for patients with comorbid
depression and PTSD. “We could emo-
tionally activate their trauma memo-
ries in a way that was more powerful
and achieve better clinical outcomes
using VR,” says Rizzo.

Gamification

The use of VR for therapy is not confined
to trauma and phobias. There are a
number of applications similar in spirit
to the FruityFeet game, as one of the core
advantages of the medium is its ability
to engage the user through play. At the
Motor Control Lab at Virginia Com-
monwealth University, director James
Thomas has been rigorously studying
the use of VR for physical therapy, and
for chronic back pain in particular. Peo-
ple who suffer back injuries sometimes
develop a fear of moving; they worry that
if they move the wrong way, they will ag-
gravate their injury. However, Thomas
explains that a lack of movement can
lead to harmful changes in the muscles,
ligaments, tendons, and tissues that
support the spine. That is why Thomas
and his team started looking at the role
fear played in motivating people to avoid
certain movements, and eventually rea-
soned that a VR game might be a good
way around the problem.

Today, Thomas and his lab are re-
fining a suite of games geared toward
physical rehabilitation. One is set on a
dock jutting out into a virtual lake; play-
ers need to reach forward and catch fish
with a digital net as they leap out of the
water—how far and how quickly they
have to reach is precisely tuned to their
needs. The most physically demanding
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of musculoskeletal
injuries and ailments,
and more.

game is a virtual version of dodgeball
specifically designed to encourage par-
ticular movements. A player dons the
headset and enters a fully immersive
competition, complete with cheering
and booing fans. The avatar is scaled to
match the user’s body, from hip height
to arm length, so movements are accu-
rately matched. Players have to dodge
virtual balls thrown their way, and the
game can be adjusted to make the balls
travel faster or slower, depending on
where the patient is in his or her therapy.

The goal, Thomas explains, is to in-
duce specific movements the patient
has been otherwise avoiding. “It turns
out that when you draw people into an
environment where they are not think-
ing about moving, and there’s clapping
and booing, their natural competi-
tive instincts emerge and they move,”
Thomas says. “If I launch a virtual ball
into a particular part of space, I know
that I can get you to move your spine a
certain way, and then I can manipulate
the game’s controls to get you to move
more or less, depending onyour needs.”

A recent study of 175 patients who
took part in 3,500 individual testing
sessions yielded encouraging results,
with significant reduction in pain and
fear of movement.

Technology and Outlook

In general, while they applaud the de-
velopment efforts of Meta, Apple, Vive,
and other large companies and manu-
facturers, the experts are not beholden
to any particular VR headset. Rizzo
would like to see the headsets become
less expensive and easier for both phy-
sicians and patients to use.
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AppliedVR’s Stoudt echoes this
point, noting that ease of use is essen-
tial for his company, given that their
vision calls for patients using these
headsets on themselves at home.

Display resolution is not a primary
concern. Rothbaum’s research has
shown that even cartoonish render-
ings can have a huge effect. “If you
have someone who is scared of snakes,
if they even see a picture of a snake,
they’'re going to feel fear,” she says.
“People get scared in virtual reality,
and if you stay in it long enough, that
fear decreases.”

Currently, AppliedVR is deploying
its treatments through headsets man-
ufactured by VR leader PICO. Stoudt
says PICO gave his team access to its
hardware and operating system so
they could optimize the design and
better prepare for FDA authorization.
AppliedVR also created a solution to
capture breath, and measuring bioda-
ta may become increasingly popular.
Generally, Stoudt believes there will be
significant technological development
in the years ahead.

“The next stage of the headsets is
that you’re going to see them become
true computing platforms,” Stoudt
says. “It took the field a long time to get
here, but now we’re going to see rapid
acceleration.”
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Opinion

Christopher Hoadley and Sara Vogel

Autocorrect Is Not:
People Are Multilingual and
Computer Science Should Be Too

Considering the interconnection of computing and human languages.

OMPUTER SCIENCE HAS a

language problem—and we

are not alluding to program-

ming languages. Many prev-

alent, flawed views about
natural human language are limiting
who is in computer science and what
people can accomplish with the tech-
nology we build.

To start, computer science centers
around the English language, and
that produces technologies that work
poorly for many people. As Manuel
Pérez-Quifiones? points out, when de-
velopers make assumptions about
English as the default language, navi-
gating digital device interfaces can
be frustrating, even for a professional
computer scientist fluent in English
such as Pérez-Quifiones. Poor mul-
tilingual or character-encoding sup-
port, incorrect cultural norms baked
into software, and so on—these chal-
lenges confront users all over the
world. Language-neutral software be-

a See https://bit.ly/48HDFOu

comes buggy or unusable if someone
inputs non-alphabetic Unicode char-
acters (for example, Chinese ideo-
grams), a right-to-left language, or
even uses unexpected punctuation.
And in the world of speech recogni-
tion, voice assistants often struggle
with accented speech, proper names,
and many other aspects of natural
human speech.

But we believe these English-cen-
tric problems are symptomatic of a
larger issue in CS: People in general,
and our field specifically, think about
language in narrow ways. When de-
signers and developers think about
language, it might just be as a target
for localization or regionalization of
software. Or, if we are multilingual,
we may feel valued because our skills
are commercially useful in global
business dealings. We may also think
about different human languages as a
problem to solve in natural language
processing or in information process-
ing. We might tag prose in html files,
build speech recognition or user inter-
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faces for some global languages, and
perhaps nod approvingly if a résumé
crosses our desk listing languages
spoken beyond English. But the typi-
cal ways we conceive of language in
our work are narrow and contradict
what linguists are finding about how
people communicate.

Language Evolution

Language is emergent, ever-changing,
and dynamic. Nation-states and tech-
nologies may have codified and at-
tempted to standardize the lexicons,
phonologies, and syntaxes of human
languages—such as Hindi, Manda-
rin, Spanish, English, and many oth-
ers, but in fact, sociolinguists under-
score what people actually do with
language goes far beyond what the
rulebooks say. People said to speak
the same language (for example, an
English speaker in Louisiana and
one in Scotland) may be unintelli-
gible to each other, while people said
to be speakers of different languages
(for example, a Portuguese speaker in
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Brazil and a Spanish speaker in Argen-
tina) may find they can communicate
well enough without “learning an-
other language.” The “English” used
by teenagers is not the same as the
“English” used by their grandparents.
Recent sociolinguistics research® has
called attention to this fact, arguing
that languages are social and politi-
cal categories rather than linguistic
absolutes. People dynamically draw
on words, grammars, and sounds
they know—as well as multimodal el-
ements like gestures, media referenc-
es, clothing, and technology—to com-
municate their intended messages in
particular contexts. Sociolinguists
call this process translanguaging.
Language is messy and useful re-
gardless of whether it conforms to
what a grammarian may have taught
in school, and if we put “academic” or
“standard” English (or any other lan-
guage) on a pedestal, the natural out-
come of this closed-mindedness is we

b See https://bit.ly/48vWexK

can exclude people who are not already
part of dominant groups. Translan-
guaging, on the other hand, recogniz-
es that everyone, everywhere, is using
amix of ways of communicating based
on their own repertoire, and that of-
tentimes this crosses the boundaries
of official languages with names and
dictionaries. When multilingual peo-
ple use words from languages other
than the one the software is set to rec-
ognize, their input gets autocorrected
or flagged as errors; this extends to
nonstandard use of a single language,
and it is even worse for people who
naturally communicate in ways that
defy the normative “one language at
a time” model. In computer science,
we need to deemphasize interfaces
and natural language processing
that relies on tidy official languages
and correctly handle how language
speakers innovate on language all the
time. One reason we fail to do this is
simplification; it is easier to build sys-
tems if we pretend there are a fixed set
of named languages, and it certainly
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matches the way dictionaries, schools,
and grammar textbooks are written.

But there is a deeper, and more in-
sidious reason we pretend language
is neat and tidy. Language can be
used to divide groups of people in
ways that keep some powerful and
some powerless. Languages such as
English gain prestige because their
speakers have political and economic
power—not because they are any bet-
ter at helping people express them-
selves and communicate.

English, especially the kind spo-
ken by American or British middle-
class white university graduates, is in
many ways a price of entry to certain
groups in the community of com-
puter scientists, whether conversing
on platforms such as stackoverflow.
com or participating in various work-
places. Certainly, other languages
are present in different contexts; a
company in Germany may embrace
a mix of German and English in its
work, or an IT company in Bangalore
may have a dozen or more languages
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commonly used in the workplace. But
people who do not speak high-status
languages will tend to be marginal-
ized in or excluded from those spaces.
WhetheritisaBlackAmericanwoman
whose Baltimore accent is perceived
as “threatening” or a “disability” by
a manager at a tech company, or an
Indian programmer whose Hindi or
English reflect accents other than
a middle-class education, as in all
aspects of society, people may be la-
beled or treated as unsuitable for be-
ing programmers. Language can also
be a gatekeeper to CS for young peo-
ple who hope to crack into the field.
For example, in the U.S., education
systems hold schools accountable for
the English learning of multilingual
K-12 students; those students may
have to prove their English compe-
tency before they can take “honors”
or “enrichment” classes such as CS.

While some people argue that as-
similating to the dominant languages
in computing (English and the pro-
gramming languages of the day) is
important to build common ground,
we disagree. There is no reason, for
instance, a compiler should reject
code that includes comments in unex-
pected character sets, or programmers
should not be able to use program-
ming keywords from a variety of hu-
man languages. The point is, enforced
English-centric monolingualism is so
common we do not even notice it, and
this should change.

Given the frustration, errors, and
exclusion that English dominance has
caused in our field, what can we do?
First, we can invest in social and tech-
nical means to increase inclusion. On
the social side, we can recognize lan-
guage diversity and multilingualism
are the norm around the world. Itis es-
timated there are more than 7,000 lan-
guages spoken globally. Worldwide,
it is more common than not for indi-
viduals to be multilingual. We must
embrace speakers of many languages
in CS settings, and we must stop em-
phasizing English as a prerequisite
for participating in computing, both
for users and developers. English-
only or English-dominant tech set-
tings should immediately raise ques-
tions about who is missing and what

¢ See https://bit.ly/3TMMbHH
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language is being excluded. On the
technical side, we might design and
test new models for more inclusive
programming environments. For ex-
ample, the Scratch programming en-
vironment from MIT allows children
to select among dozens of languages
to relabel programming blocks; we
would advocate people should even be
able to mix and match keywords from
multiple human languages on those
code blocks, or relabel blocks with
language of their choosing.

Second, computer scientists,
uniquely, can help invent new ways
for technology to support communi-
cation and expression that were not
possible before digital technology.
Computer scientists communicate
through code itself. As Donald Knuth
described in defining the need for
“literate programming,”® code is not
merely a set of incantations to pro-
duce behavior from a computer, but
a powerful medium to share certain
types of ideas for other people to
read and build on. Like human lan-
guages, code conveys nuance, style,
and can be awkward or elegant, leg-
ible or obtuse. Like formal math-
ematical notation, code is a way of
precisely describing concepts or
propositions that is complementary
to the ways we use natural human
language. When we think of code as
a language we can use to communi-
cate with other computer scientists,
we recognize it brings us the power
to express our ideas in ways that are
not only precise, but that can come
to life through their execution. In

d See https://bit.ly/3RcrLg5
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our research,® we have seen a teacher
who used the Scratch programming
environment to help young multilin-
gual people in an English-as-a-new-
language course because it offered
another way for them to express
themselves—through a mix of home
languages, multimedia, and code in
addition to English—in other words,
a new kind of translanguaging. Re-
search on human multilingualism
indicates bilingual learners develop
a “metalinguistic awareness,” that
is, they can make language an object
of thought and reflection, which is
linked to enduring advantages bilin-
gual learners have in later schooling.
By equipping people with a new way
to express ideas through code, might
CS education promote metalinguis-
tic awareness?

Conclusion

Thinking more about how we as com-
puter scientists communicate and
refine our ideas, we start to see ways
that coding is and is not like natural
human languages, and both the simi-
larities and differences open up pos-
sibilities. As computational power for
natural language processing expands,
we can consider new models for cod-
ing itself that might be more flexible
and evolutionary than fixed syntax
and semantics—more conversational,
less like a solution to an equation (see
for example, the work on natural pro-
gramming). And if we embrace what
linguists teach us about multilingual-
ism—that we should accept the won-
derful diversity and evolution of lan-
guage rather than putting language
in a straightjacket—we can truly open
CS as a field and our technologies
themselves to the great, big, messy,
and useful possibilities.

e See https://bit.ly/3ROeB1t
f See https://bit.ly/3TFI7sS
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Computing Ethics
Leveraging Professional
Ethics for Responsible Al

Applying Al techniques to journalism.

RTIFICIAL INTELLIGENCE (AI)

is proliferating through-

out society, but so too are

calls for practicing Respon-

sible AL* The ACM Code
of Ethics and Professional Conduct
states computing professionals should
contribute to society and human well-
being (General Ethical Principle 1.1),
but it can be difficult for a computer
scientist to judge the impacts of a par-
ticular application in all fields. AI is
influencing a range of social domains
from law and medicine to journalism,
government, and education. Tech-
nologists do not just need to make the
technology work and scale it up, they
must make it work while also being re-
sponsible for a host of societal, ethical,
legal, and other human-centered con-
cerns in these domains."

There is no shortcut to becoming an
expert social scientist, ethicist, or legal
scholar. And there is no shortcut for
collaborating with those experts and
doing careful evaluations with stake-
holders to understand the impacts of
technology. But there is away to atleast
jumpstart your knowledge and enrich
your understanding of what it takes to
responsibly implement technology in
a social domain: domain-specific pro-
fessional codes of conduct.

Professional codes of conduct are
shortcuts for understanding commonly
held values in a domain. They articulate
general expectations for responsible
practice and facilitate the understand-
ing of issues arising around that prac-
tice. Similar to the computing field,

N. Diakopoulos, C. Trattner, D. Jannach, I. Costera Meijer, and E. Motta

medicine, law, architecture, journalism,
and plenty of other professions have
spent years working through and crys-
tallizing what it means to act ethicallyin
their particular domain of society.®
Technologists can take these codes
as a starting point for informing the
design, engineering, and evaluation
of responsible AI systems that com-
ply with the ACM Code of Ethics and
Professional Conduct. Such codes are
not checklists that will automatically
make the AI (or the technologist cre-
ating that AI) “responsible.” Rather,
the reasoning and values embodied in
such codes can help guide technolo-
gists toward more responsible choices
in their practice as they develop AI-
based systems for these domains.

We illustrate this idea in the context
of applying AI techniques in the do-
main of journalism, which is familiar
to most readers but differs sufficiently
from academic publication in that
more guidance is required than is pro-
vided by the ACM Code of Ethics. We
first introduce some key professional
values in journalism, elaborating a
design-build-evaluate process for
incorporating those values into a sys-
tem, and then show how this process
applies specifically to an algorithmic
content-curation feed.

From Journalism Ethics to
Responsible Al for Media
Professional journalism ethics has long
grappled with “the responsible use of
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the freedom to publish.”*> Although
journalism ethics is ever evolving to ad-
dress new social and technical condi-
tions, journalistic codes of conduct em-
bed institutionalized ethical principles
of proper behavior, which can guide
computing professionals designing and
developing new media technologies.?
The Society of Professional Journal-
ists (SPJ)? offers four main tenets: seek
truth and report it, minimize harm, act
independently, and be accountable and
transparent (see the table).

These affirmative duties, reflecting
deeply held domain values, can inform
the design of an ethical media system.
The accompanying figure shows how
the domain-specific values in jour-
nalism can inform the design, build,
and evaluation phases of engineering,
show how principles and norms of re-
sponsible practitioners can be reflect-
ed in the data, algorithms, metrics,
and organizational processes built
into new responsible AI systems.

By first identifying key domain val-
ues, technologists can incorporate
them as requirements during the de-
sign process, generating ideas for tech-
nical and organizational features that
support those values.” Value-sensitive
design methods, which “account for
human values in a principled and sys-
tematic manner throughout the tech-
nical design process,” can be used to
help translate domain values into de-
sign features.®

Technologists must build their
systems to reflect the required values
identified during design. Here, we
focus on AI systems using machine
learning where defining and collecting
the right datasets and finding the right
metrics for training and evaluation are
crucial. For instance, the editorial al-
gorithm that curates Swedish Radio’s
audio feeds is trained by experienced
news editors rating content on wheth-
er it meets the organization’s public
service goals. Aligning data and met-

The four main principles of journalism ethics as described by the Society of Professional

Journalists (SPJ).
Principle Description
Seek Truth Ensure the accuracy of published information, including providing interpretive

context to avoid distortion, attributing to sources, and labeling commentary.

Minimize Harm

Interact with stakeholders (sources, subjects, the public, and impacted

communities) and balance the consequences of seeking and publishing information
against the harm that may cause.

Act Independently

Manage and/or disclose conflicts of interest so they can reflect the public interest

without any real or perceived external influence, favoritism, or self-interest.

Be Accountable

Take responsibility for what is published and explain how you know what you know

and why you are publishing something. Promptly and prominently acknowledge,

respond to, and correct issues.

Responsible design and engineering of Al for media incorporating journalism-specific

domain values that inform an iterative design, build, and evaluation process.

Design

» Value-Sensitive Design
> Values Requirements

Domain Values

» Seek Truth

» Minimize Harm

> Act Independently
» Be Accountable

> Ethics-Based
Auditing

» Ethics
Performance
Metrics

» Define and
Collect Data
» Identify Metrics
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rics to values is a non-trivial challenge.
Principles can be vague and multiva-
lent, hiding potential ethical conflicts
(for example, around notations of
“fairness”).’ Success at the build stage
requires clear definitions of values so
that training data can be appropriately
operationalized.

Finally, technical developers must
evaluate the value alignment of the
overall system. To do this, they should
implement ethics-based auditing
(EBA), which is a method to assess a
system’s “consistency with relevant
principles or norms.”'® EBA supports
responsible Al development and con-
tinuous improvement by evaluating a
system’s impact on relevant design val-
ues. There may be ethical performance
metrics that can demonstrate that a
value is being upheld. For instance,
platforms use machine learning to
detect child sexual abuse material
and then report the volume of content
“actioned” (for example, removed).!
Tracking system performance against
ethical performance metrics is useful
internally for improving the system,
and can also inform the public as part
of transparency disclosures that sup-
port accountability and build trust in
the system.

An Application to

Algorithmic Content Curation

A key challenge for responsible Al is
to translate abstract ethical principles
into real systems. As an example, we il-
lustrate how the SPJ principles can in-
form the engineering of an ethical al-
gorithmic newsfeed for a social media
platform. These values can inform the
design, build, and evaluation process
to ensure the principles are enacted
in the sociotechnical embodiment of
a feed.

To seek truth at scale in a newsfeed,
designers and developers must ensure
the accuracy of information in the
feed. Sociotechnical design features
include algorithms to filter out disin-
formation, amplification supervisors
to manually review content receiving
exceptional levels of attention, and
content labels for sources and opin-
ions. To build such features, data will
often need to be defined and collected
to train models. For instance, fact-
checking specialists might annotate
content for training and improving



models to reduce misinformation.
For model evaluation, feed operators
should track feed-quality metrics by
sampling and evaluating quality both
automatically and manually using a
systematized rubric.

Content moderation is required
to help minimaze harm that content
can cause to individuals. Data scien-
tists might design and develop classi-
fiers that automatically detect content
about non-public victims of crime,
abuse, bullying, or violations of privacy
and block its amplification. Similar
classifiers could filter out content for
vulnerable people to avoid, for exam-
ple, content reinforcing depression,
eating disorders, or self-harm, and
then evaluate the impact of that filter-
ing. Harms to society, such as affective
polarization, could be evaluated with
key metrics (for example, engagement
across political lines) to adjust the sys-
tem over longer timeframes.

Independence in the feed de-
mands conflicts of interest are man-
aged and disclosed so the public in-
terest is prioritized. Platforms could
develop a database of sources, how
they are funded (for example, com-
mercial, non-profit, sponsored, and so
forth), who owns them (for example,
corporations, hedge funds, foreign
entities), whether they are paid by the
feed operator, and so on. To keep the
database updated, new sources could
be automatically identified based on
feed exposure, with details filled in
by trained curators. Source informa-
tion could be disclosed in the user
interface (for example, with labels) to
clarify where information comes from
and the relationship between the feed
operator and the source. Evaluations
of the newsfeed could assess exposure
to different types of sources, such as
foreign media.

Upholding the principle of account-
ability requires the feed algorithm pro-
vide transparency including things like
datasheets and thick descriptions of
system processes.* Periodic disclosures
of internal evaluations (for example,
ethics-based audits) could clarify how
the feed operator is upholding the val-
ues of seeking truth, minimizing harm,
and maintaining independence with
key performance indicators that can
identify lapses (for example, increased
exposure to disinformation). Ultimately
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Technical experts
have an essential role
to play in designing
and engineering Al
systems to be socially
responsible.

the company is accountable for how the
system functions and creates a user
experience, even if they do not fully
control all the components that con-
tribute to that experience. “Algorithm
explainer” roles could be created with
full access to system information and
responsibility to explain system behav-
ior in case of errors or malfunctions.
These technical workers would release
public reports or respond directly to in-
dividuals seeking redress.

Conclusion

Technical experts have an essential
role to play in designing and engineer-
ing Al systems to be socially responsi-
ble. While technologists cannot all be
experts in social science, ethics, or law,
they can effectively leverage institu-
tionalized domain values as generative
design tools for feature suggestions,
and as guides for developing and eval-
uating the value-aligned implementa-
tion of a system. Domain values should
be seen as a way to coarsely aim the
process in the right direction, but it is
important to emphasize that technolo-
gists will also need to iterate on sys-
tems through deep human-centered
work with various stakeholders in the
domain. And as jurisdictions around
the world move to regulate Al such as
in the DSA and AI Acts in the E.U., the
same techniques for aligning with do-
main values will facilitate developing
systems that are adherent to broader
social values, such as fundamental
rights.

By centering the values of the do-
main present in professional codes of
conduct we can leverage the received
wisdom of thousands of profession-
als who have already worked through
some of the stickiest of ethical issues
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and ambiguities of responsible prac-
tice. Just as we have demonstrated here
for journalism, other domains (for ex-
ample, law, medicine) would similarly
benefit by leveraging domain-specific
ethics codes in designing and aligning
responsible AI systems, including for
fine-tuning some of the latest genera-
tive AI models, such as those powering
ChatGPT, to align them with expecta-
tions of responsible behavior in partic-
ular domains. Let’s be sure that as de-
signers and engineers we incorporate
such wisdom, and build our technolo-
gies to aspire to and embody domain
values of responsible practice and of
The ACM Code of Ethics and Profes-
sional Conduct.
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Thomas Haigh

Historical Reflections
How the A1 Boom

Went Bust

Fallout from an exploding bubble of hype triggered the real Al Winter in the late 1980s.

N MY LAST two columns (June

2023 and December 2023) I

followed the history of arti-

ficial intelligence (AI) as an

intellectual brand and sub-
field of computer science, from its cre-
ation in 1955 through to the end of the
1970s. While acknowledging that Al
faced high-profile skepticism from the
mid-1960s onward, I argued the 1970s
were a time of steady growth for the
Al research community. Contrary to
popular belief, the “first AI winter” of
the 1970s never happened. The 1980s,
in contrast, saw the rapid inflation of
a government-funded AI bubble cen-
tered on the expert system aproach,
the popping of which began the real Al
winter: a two-decade slump. I will tell
that story here, but first I want to say
something about how the maturation
of Al played out in textbooks and in
the computer science curriculum.

Al in the Curriculum

AI researchers dominated the first
10 years of ACM’s A.M Turing Award,
suggesting Al initially occupied the
intellectual high ground of computer
science. Looking at the computer sci-
ence curriculum hints at a different
story, in which AI moved from a mar-
ginal subject in the initial degree
programs of 1960s to a core field by
the end of the 1980s. The history of
computer science education remains
understudied, but we can get a fuzzy
sense of developments by looking at
the evolution of ACM’s recommended
curricula.> These recommendations

have a complex relationship to actual
practice. Likely they were most closely
followed by mid-tier institutions, able
to hire across a range of specialties
but less likely than Stanford or MIT to
have the confidence to build their own

unique models around in-house exper-
tise. The first ACM model curriculum,
from 1968, described 22 undergradu-
ate courses, including one on “artificial
intelligence and heuristic program-
ming.” As an advanced “methodology”
elective this was recommended only
for masters’ students and for under-
graduates pursuing a concentration
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in theoretical computer science (one
of six sample concentrations).” The
course description suggested a lack of
faith in the intellectual maturity of AL
“As this course is essentially descrip-
tive, it might well be taught by survey-
ing various cases of accomplishment
in the areas under study.”

A decade later, the Curriculum
‘78 working group recommended an
elective covering “basic concepts and
techniques,” in AI with knowledge
representation, search, and system

a https://bit.ly/47b8cmu
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architecture as the main topics.® It
also recommended coverage of LISP,
an Al-focused language, in the core
course on data structures and algo-
rithms. AI was edging toward the
mainstream of a rapidly expand-
ing major. Some 15,121 bachelor’s
degrees in computer science were
awarded in the U.S. in 1980-1981 ver-
sus just 2,388 a decade earlier.*

In 1988, an ACM task force chaired
by Peter Denning released a report
on the computer science curriculum,
which identified artificial intellin-
gence and robotics as one of nine core
areas.? ACM’s next detailed model cur-
riculum, released in 1991 in collabora-
tion with the IEEE Computer Society,
codified AI and robotics as one of 10
top-level subject areas to be covered
by all students (albeit with just nine
lecture hours, on a par with databases,
human-computer interaction, and nu-
merical computation).®

The gradual mainstreaming of Al
in the computer science curriculum
was already apparent in the early 1990s
when I studied computer science. The
University of Manchester offered spe-
cialized AI undergraduate and gradu-
ate courses, supported by a team of
four AI faculty, several allied faculty
focused on formal methods and logic,
and a cluster of postdocs and funded
Ph.D. students. None of them won ACM
AM. Turing Awards or received gigan-
tic grants, but the group’s professor
had been a student of Herb Simon, and
I had the sense of being competently
inducted into a well-established body
of techniques. Jumping forward to the
present day, the Association for the Ad-
vancement of Artificial Intelligence has
joined ACM and the IEEE Computer
Society as a third partner in the latest
computer science curriculum update.

The growth of undergraduate Al
courses reflected the new availability of
textbooks, replacing teaching antholo-
gies with more coherent volumes that
attempted to draw out principles and
theories. I identified seven AI textbooks
published from 1971 to 1977..781L1216
The books reflected and reinforced the
exceptional ability of MIT and Stanford
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general-purpose
reasoning engines
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of individual facts.

to shape the AI brand by determining
the topics and approaches to be taught
elsewhere. Their eight authors all held
degrees from MIT or Stanford; three had
earned Ph.D.s under the direction of
Marvin Minsky. At the time their books
were published, four authors worked at
the Stanford Research Institute (which
had by then separated from the univer-
sity). The most widely adopted of the
early textbooks was published in 1977
by Patrick Henry Winston, the longtime
director of MIT’s AI lab.”® Fifteen years
later, as a student, I was assigned an
updated edition. Winston’s first serious
competition came from Nils Nilsson,
an SRI researcher and eventual Stan-
ford professor, whose text Principles of
Artificial Intelligence appeared in 1980.
Elaine Rich was a recent Ph.D. graduate
of Carnegie Mellon when her textbook
appeared in 1983. Through several edi-
tions with new coauthors it became the
main rival to Winston’s book.

The major textbooks of the era
dealt entirely with symbolic approach-
es to Al neural networks having been
purged from the mainstream of com-
puter science. Winston never men-
tioned connectionist approaches even
though his book reflected his special-
ization in machine learning and com-
puter vision, two areas that have today
become synonymous with neutral
networks. Rich dismissed connec-
tionism in two sentences: “Although
there have been many attempts to
build learning programs starting
with a random network, none of them
have met with any degree of success.
For this reason, we will not discuss
this approach any further here.”"* The
techniques we practiced in Manches-
ter were dominated by symbolic Al
and expert systems, though we were
told about statistically based tech-
niques for natural language parsing. I

opinion

took four AI courses without learning
anything about neural networks or
genetic algorithms, which were con-
fined to a final-year elective.”

From Reasoning to Knowledge
Insider histories of AI agree the cru-
cial intellectual shift of the late 1960s
and 1970s was a shift of emphasis away
from the hunt for powerful reasoning
mechanisms and toward more effec-
tive ways of representing knowledge. As
Rich wrote in her 1983 textbook, “one
of the few hard and fast results to come
out of the first 20 years of A.I. research
isthatintelligence requires knowledge.”**

Early Altheorists had imagined gen-
eral-purpose reasoning engines driv-
en by collections of individual facts.
But researchers concluded that a vast
amount of background knowledge was
needed to accomplish apparently basic
tasks, such as correctly parsing out the
verbs and nouns in a sentence or un-
derstanding a simple dialogue. From
1974 onward, Minsky talked about the
idea of using frames to represent types
of objects and events in hierarchies.
Frames combined procedures, default
values, and facts. The approach strong-
ly paralleled object-oriented program-
ming, developed around the same
time. I remember learning about ideas
such as inheritance and subclassing in
my AI classes rather than my program-
ming courses.

Under Minsky’s direction, a gen-
eration of researchers trained at MIT
worked on microworlds. Searching
through a tree of possible states for
a desired goal was still the central
mechanism in AI, but any general-
purpose Al system would confront so
many possible sequences of actions
that a computer would run out of time
and memory long before settling on a
reasonable decision. Restricting the
complexity of the modeled world made
things tractable. The most famous of
these systems, and one featured prom-
inently in AI textbooks for decades to
come, was SHRDLU, created by Terry
Winograd for his 1971 thesis. Wino-
grad’s thesis created such a stir that it
was published the next year as a full is-
sue of the journal Cognitive Psychology.

SHRDLU was described as a pro-
gram for understanding natural lan-
guage. It accepted English language
questions and commands submitted
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via teletype and typed out responses to
the user. The microworld it simulated
was a table littered with blocks of dif-
ferent shapes, sizes, and colors that
could be placed on top of each other
by an imaginary robot arm. The com-
puter’s console display rendered the
block world in wireframe graphics.
The extreme simplicity of the simu-
lated world let Winograd integrate
parsing and modeling, implementing
each verb as a subroutine. In a lengthy
dialogue, SHRDLU responded politely
and correctly to questions such as “Is
there anything which is bigger than
every pyramid but is not as wide as the
thing that supports it?” It could an-
swer questions about its own actions,
flag ambiguities in questions, and cor-
rectly resolve pronouns.

For decades to come, anyone study-
ing AI was likely to learn about SHRD-
LU and to read an extract from the fa-
mous dialogue between Winograd and
his creation. But SHRDLU also encap-
sulated the limitations of traditional
AL. While textbook authors looked
for unifying principles, most notably
search techniques and knowledge rep-
resentation, the continuing intracta-
bility of the key problems addressed by
Al researchers meant that textbooks
consisted mostly of detailed descrip-
tions of highly specialized systems,
few of which were ever applied beyond
carefully chosen demonstration prob-
lems. SHRDLU’s dazzling demonstra-
tion script exemplified this, by giving
the illusion of having achieved far
more than it actually had. As Michael
Wooldridge put it, researchers expect-
ed “that the techniques it embodied
might provide a route to more general
natural-language understanding sys-
tems, but this hope was not realized.”*
Winograd later became a critic of his
own early work, saying the impressive
dialogue had been carefully scripted
and that even within its limited do-
main his program was never robust
enough to work reliably.” He turned
away from Al research, becoming in-
stead a theorist of software design and
human-computer interaction.

Expert Systems

Although theoretical computer sci-
ence had displaced AI as the most
fertile ground for Turing Awards, the
prize committee returned to the field

in 1994 to honor a second generation
of AI researchers with awards to Ed-
ward A. Feigenbaum and Raj Reddy.
Reddy, a pillar of Carnegie Mellon’s Al
program, had built startlingly capable
speech recognition systems, based on
a model of separate processes using a
blackboard to exchange information.
Feigenbaum’s Turing Award pro-
file introduces him as the “father of
expert systems,” a brand that in the
1980s was often promoted as a less
controversial alternative to artificial
intelligence.’ Feigenbaum, a Stanford
professor and student of Herb Simon,
launched the Heuristic Programming
Project in the late 1960s. Like Minsky
and many other AI researchers, Fei-
genbaum emphasized the importance
of encoding knowledge. But his focus
was on automating the work of hu-
man experts, initially scientists and
doctors. His first system, Dendral,
was developed in collaboration with
Nobel prize-winning scientist Joshua
Lederberg to guess the structure of
chemical compounds when fed with
formulae and mass spectrogram data.
Feigenbaum and his graduate stu-
dents went on to develop many other
expert systems, including Mycin, a tool
for the diagnosis of blood infections.
This led in turn to Emycin, which ex-
tracted the core reasoning part of
Mycin to create a shell that could be
loaded with rules encoding expert
knowledge from other domains. Dis-
tilling expert knowledge into rules
was the work of skilled knowledge en-
gineers. First they interviewed experts,
then they formulated candidate rules.
Loading these rules into an inference

f https://bit.ly/4aFIVEe
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engine such as Emycin and running
them against test cases let the knowl-
edge engineer see where it made mis-
takes, then explore the chain of rules
that led to the error and consult the
expert to determine what needed to be
changed. Soon, claimed Feigenbaum,
the system works as well as a human
expert. Recent AI approaches in-
volve training systems automatically
against huge volumes of data. Feigen-
baum insisted (and still insists) that
expert systems need only a few hun-
dred carefully chosen rules to equal
the decision-making ability of high-
functioning professionals.

When the Boom Was On

Replacing scarce and expensive hu-
man experts with packages of rules
was a compelling pitch. Expert sys-
tems launched a wave of private invest-
ment in Al, with startup companies
selling software tools, system-build-
ing services, application-specific ser-
vices, and implementations of the Lisp
and Prolog programming languages.
Apparent proof that expert systems
could save money in practice was pro-
vided by the XCON system designed by
Carnegie Mellon professor John Mc-
Dermott to automate the translation
of customer requirements for DEC’s
VAX computer systems into manu-
facturing configuration. The initial
release condensed expert knowledge
into 480 configuration rules, imple-
mented using a specialized language
developed with DARPA funds.8 Almost
every textbook or magazine discus-
sion of expert systems explained that
XCON had eliminated a lengthy review
and testing process to shorten VAX de-
livery times by months. DEC boasted
that XCON and a related system saved
more than $40 million a year.

Startup companies proliferated.
MIT alone spawned two companies
selling expensive workstations with
custom processors designed to run
Lisp efficiently. The career of Peter
Hart, who I mentioned earlier as one
of the creators of the A* search algo-
rithm, captures the ups and downs of
AL When ARPA money for SRI's robot
project dried up, he made a name for
himself in expert systems research
with the Prospector geological sys-
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tem, then ran an AI lab for Schlum-
berger Ltd., and in 1983 partnered
with fellow SRI veteran Richard Duda
to start an expert system services
company named Syntelligence. Mc-
Dermott too founded a company, the
Carnegie Group. Feigenbaum himself
cofounded three companies. As Hart
recalled the era, “new expert systems
companies were being formed at the
rate of what seemed like one a week.”®

Like the earlier waves of AI enthu-
siasm, the new boom had a lot to do
with government spending. This time
it was fear of Japan, rather than the
USSR, that unlocked the public purse.
Japan’s commitment to a human-
centered approach to computing in its
high-profile Fifth Generation Project
included an effort to create natural
language interfaces. Feigenbaum led
a hugely successful campaign to pres-
ent this as a major economic threat to
the U.S., warning that only massive
public investment in expert systems
could prevent Japan overtaking the
U.S.in computing just as it had in tele-
vision and motorcycle manufactur-
ing. Feigenbaum called for “a national
plan of action, a kind of space shuttle
program for the knowledge systems of
the future.”*

Politicians attempted to capital-
ize on a widespread belief that a mi-
crocomputer revolution was about to
usher in a post-industrial society or
information society in which leader-
ship in computer technology would
be much more important than tradi-
tional manufacturing industry as a
contributor to national success. Brit-
ain launched the Alvey project and
Europe established the transnational
ESPRIT research initiative.

The most ambitious project of the
era was Cyc, led by former Stanford
and Carnegie Mellon faculty member
Doug Lenat, a specialist in systems
that made discoveries. Whereas ex-
pert systems aimed to capture knowl-
edge in extremely narrow domains,
Lenat dreamed of equipping an Al
logic engine with an everyday knowl-
edge base broad enough that it could
add automatically to its base of facts
and even invent new heuristics. That
would take a lot of knowledge: the
Cyc name came from “encyclopedia.”
Lenat estimated codifying an encyclo-
pedia worth of knowledge into a gi-
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Google’s Ngram Viewer, based on a large English text corpus, suggests discussion of Al

surged in the 1980s, driven by interest in expert systems, but declined throughout the
two-decade “Al winter” that followed. Source: https://bit.ly/3R0Xig0
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gantic semantic network would take
approximately 2,000 years of person-
effort. After that, the system would
know enough to assimilate every-
thing else by reading books and news-
papers. Starting in 1983, Lenat got
400 researchers and more than $500
million from the Microelectronics
and Computer Technology Corpora-
tion (MCCQ), an industrial consortium
sponsored by the U.S. government to
counter the Japanese threat.

The Al Winter

DARPA jumped back into AI in a big
way in 1983 with its Strategic Com-
puting Initiative, the story of which
was told in a fascinating book by Alex
Roland and Philip Shiman." The pro-
gram was sold to Congress with prom-
ises of direct military applications,
and rested on the assumption that ex-
isting approaches to expert systems,
natural language understanding, and
vision were ready for large-scale ap-
plication once computer hardware
improved (something the program
aimed to accelerate with support for
research on massively parallel super-
computers, microelectronics, and
prototyping). These technologies
would be integrated into military sys-
tems, with self-driving vehicles select-
ed as a test case.

In 1984, a distinguished panel
convened at the annual meeting of
the American Association for the Ad-
vancement of Artificial Intelligence.

| | |
1990 2000

The conference was starting to feel
like a trade show. Expert system start-
ups were mushrooming, large cor-
porations were rushing to establish
Al groups, government money was
flooding in, and a frenzied job mar-
ket ensured lucrative employment for
anyone who could claim a few months
of AI experience. Yet introducing the
panel on “The Dark Ages of AI” Yale
professor Drew McDermott warned
of a feeling of “deep unease” that
excessively high expectations for AI
“will eventually result in disaster.” To
sketch a worst-case scenario,” contin-
ued McDermott, “suppose that five
years from now the strategic comput-
ing initiative collapses miserably as
autonomous vehicles fail to roll. The
Fifth Generation turns out not to go
anywhere, and the Japanese govern-
ment immediately gets out of com-
puting. Every startup company fails.
Texas Instruments and Schlumberg-
er and all other companies lose inter-
est. And there’s a big backlash so that
you can’t get money for anything con-
nected with AI. Everybody hurriedly
changes the names of their research
projects to something else.”*°
McDermott noted this “unlikely”
scenario was so apocalyptic that it
was “called the ‘AI Winter’ by some,”
in reference to scientific debate over
the prospect that nuclear war would
throw enough soot into the atmo-
sphere to trigger devastating global
cooling in a nuclear winter. Super-

FEBRUARY 2024 | VOL.67 | NO.2 | COMMUNICATIONS OF THE ACM 25


https://bit.ly/3ROXigO

opinion

power diplomacy staved off the nucle-
ar winter but by the end of the decade
the AI apocalypse was taking place
just as described.

At DARPA, for example, speech
recognition work progressed well but
other strategic computing projects
disappointed. Reagan-era budget cuts
also contributed to a scaling back of
effort and expectations. At the end of
1987, DARPA abandoned the flagship
effort to build an autonomous land
vehicle (though work it had funded at
Carnegie Mellon’s Navlab provided an
important foundation for later devel-
opments). DARPA’s leadership “elect-
ed simply to sweep Strategic Com-
puting under the carpet and redirect
computer research toward the ‘grand
challenges’ of high-performance
computing. Numerical processing re-
placed logical processing as the defin-
ing goal.”*

The AI Winter is clearly visible on
Google’s Ngram chart in this column.
Discussion of Al grew steadily through
the 1970s before spiking in the 1980s.
This was tied to an explosion of dis-
course about expert systems, a phrase
that at its peak in the late 1980s was
just as common as “artificial intel-
ligence” itself. Both fell precipitously
during the 1990s. By 2010, references
to AI were coming less than one-third
as often as they had at the peak and the
rate was still falling.

Discussion of expert systems
dropped more rapidly, reflecting the
collapse of the shortlived industry.
Comparing the expert system story
with the approximately contempo-
raneous commercialization of rela-
tional database management sys-
tems is instructive. Both began with
bold ideas of disputed practicality,
followed by impressively engineered
prototype systems produced in indus-
trial and academic labs. Both tech-
nologies were recognized with Turing
Awards, and both were commercial-
ized as software platforms marketed
by startups with close connections to
universities. In the case of relational
database management systems, the
crucial work was done by IBM Re-
search and at the University of Cali-
fornia, Berkeley. Relational database
management companies thrived,
turning their products into universal
infrastructures for corporate data.

The best known of them, Oracle, is
among the world’s most successful
businesses.

In contrast, the market for expert
system software proved unsustain-
able because most companies strug-
gled to build the in-house skills need-
ed to use them effectively. Companies
that had set up AI groups and pur-
chased expert system software discov-
ered systems designed to automate
expertise required them to hire new
experts to maintain them. By 1989,
DEC had 59 technical staff members
assigned to maintain the infrastruc-
ture and base of rules for its internal
expert systems, which remained the
most widely publicized application
of AL" Few companies could sustain
such investments, particularly as a
shortage of AI specialists had driven
up wages.

Lenat’s grand vision for Cyc did
not materialize either, in part because
developing a single consistent knowl-
edge base proved impossible, but the
project continued. In 1994, as the MCC
began to implode, the Cyc project was
transferred to a private company that
continues to develop and license Cyc.
It has now grown to a collection of 30
million rules.*

The AI Winter extended to the Tur-
ing Awards. In the eyes of 16 succes-
sive selection committees, the field of
Al failed to produce anything between
1995 and 2010 to match the advances
in areas such as databases, cryptogra-
phy, networking, programming, and
complexity theory that were honored
with awards.

Broad-based and sustained as this
decline in discussion of AI was, it may
not reflect experiences outside the
U.S. and U.K. and likely understates
the resilience of AI as an area of com-
puter science teaching and research. In
South Korea, for example, AI publica-
tions and funding rose steadily in the
late 1980s and early 1990s."® Because
conventional histories of AI (at least
those in English) have constructed Al
as an almost entirely Anglo-American
project, this and other aspects of its
history must be reassessed when that
focus eventually broadens.

AI returned to primetime in the
2010s with the dramatic revival of

h https://bit.ly/41v5Wp4
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interest in connectionist approaches
centered on deep learning systems.
The effort began in the 1980s but, be-
cause Al had been redefined around
symbolic approaches, was pursued
under other brands, such as machine
learning and pattern recognition. Only
in the last few years has the AI brand
itself been flipped to refer primarily to
deep learning and generative systems.
In my next column I'will be telling that
story and looking at differences and
parallels between our current wave of
AI hype and the booms and busts of
years gone by.
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Kode Vicious

Dear Diary

On keeping a laboratory notebook.

Dear KV,
I recently joined a medical company as
a data scientist—crunching numbers
on its latest drugs—and one thing I
have noticed is that biologists and other
noncomputer people I work with keep
notebooks. Every single experiment
or idea is carefully recorded in a physi-
cal notebook that is then checked by a
co-worker. The process seems labori-
ous, but I am told it is required for their
work. I cannot remember ever having
to record experiments for my computer
science courses in college, admittedly
more than a few years ago, but I know
you have written about keeping a debug
log. Is that the same thing?

Noted

Dear Noted,
Congratulations on the new job: Yes,
you have a good memory. I have writ-
ten about using a debug log to figure
out problems and apply the scientific
method to debugging. While a debug
log is helpful, it is not the same thing
as a laboratory notebook. Did you know
the first actual bug was a moth found in
arelay of the Harvard Mark II computer
in the late 1940s by doctor (and, eventu-
ally, Rear Admiral) Grace Murray Hop-
per? She not only found the bug, but also
taped it into the debug log. (You can find
the log entry and image online at https:/
americanhistory.si.edu/collections/
search/object/nmah_334663.) If only all
our bugs were large enough to see!

I have to say I find it surprising a data
scientist would not know about labora-
tory notebooks. In the physical sciences

such as physics and chemistry, as well as
in the medical sciences, such notebooks
are required. In fact, undergraduates
in those classes must turn them in for
grading as part of their studies. Most lab
notebooks remain on paper, although
there are also expensive online systems
for keeping lab notes. The online sys-
tems are meant to protect companies
from predatory patent trolls and to pro-
vide a digital way of proving their inven-
tion, whatever that may be, was first.

We in computer science can learn
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from the long-standing processes in
other sciences, and we should get our-
selves up to date with the 18" century.
Maintaining a proper lab notebook
has been a thing in the noncomputer
sciences for several hundred years,
and it’s time computer science earned
its science badge by going back to the
future.

Most people who spend their days
in front of computers would probably
balk at keeping a paper notebook of ex-
periments instead of a more convenient
electronic form. Let’s see how we could
keep an electronic laboratory notebook
without paying through the nose.

Laboratory notebooks are different
from other notebooks and logs in a few
ways. A laboratory notebook should
contain a series of experiments and
experimental notes that work out a hy-
pothesis. The hypothesis does not need
to be grand: “Light is both a wave and a
particle, and, therefore, gravitation will
divert the path of light.” It can be much
like the debug log entries mentioned
previously, or it can be a hypothesis
about a particular change to the code:
“Substituting a Fortran mathematical
routine in this set of calculations for its
C++equivalentwill reduce the time of the
computation by a factor of 2.” The hy-
pothesis is something that can be tested
and should be stated simply enough
that anyone else conversant in our sci-
entific endeavor can understand it.

Each experiment should have a title
and an unambiguous date. KV prefers
Day-Month Name-Year, since even a
non-English speaker can figure out the
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Eventually the observations will,
ideally, complete, subject to the Tur-
ing limit, and it will be time to analyze
the observations. This is where you
summarize everything you thought
you observed and try to discover if you
have proven or disproven your hypoth-
esis. You remember the hypothesis,
right? It is at the top of the entry! Go
reread it. Did the work you did prove
or disprove anything? If you had false
assumptions or observations, cross
them out (there are convenient type
fonts for this now) but leave them in
the entry.

Finally, the experiment may have giv-
en you ideas for further experiments. As
that great Irish scientist and comedian
Dara O Briain said: “Science knows it
doesn’t know everything; otherwise, it'd
stop.” Write down what you might want
to figure out next.

To be presumptuous, I have included
a template page from one of my own lab
notebooks in this column. It should be
used as a starting point and not as gos-
pel, because the gospel according to KV
would contain a lot of blaspheming.

KV

Example Notebook Entry

1 Sep 2023 Getting the time in user space: in_progress:

HYPOTHESIS
What are you trying to show? Be specific about what you are measuring: time,
transactions, size of data, latency, and so forth.

HOW

(Procedures, calculations, equipment)

> The details of How

» Equipment: CPU, memory, disk, network features, and base performance
characteristics

> Software: Name, version, options

> Scaffolding scripts, executables: Location, name, command arguments passed

» Commands typed: Use the script (1) command before you start any interactive
session that will run test or other measurement code. This command captures all
commands typed and their output for later use.

OBSERVATIONS

> Describe all that happens (planned or unplanned) during the experiment in
narrative text.

> Raw experimental data: Tables and other data that are small enough to fit directly
into the notes may be placed in this section.

> Large output files: Point to the files, signed and stored in a repo, that contain any
relevant output.

Org mode has a way to strike out text, C-c C-x C-f +, which inserts plus-mark characters
that make a strikeout as in the following line:

hisidea did 1 Lthereforei 1 i

In a laboratory notebook we NEVER remove ideas; we leave them and strike them out.
Yes, we can recover text via the version-control system but that is not sufficient for our
purpose. We need to have the strikeouts remain to work as a real lab notebook.

DATA ANALYSIS

Processing of raw data, graphs, interpretations

» Summarize your interpretation of the results of the experiment in narrative text.

» Summary tables, graphs, images, and other items may be placed directly into the
notes.

> Large tables, graphs, images, and so forth: Point to the files, signed and stored in a

Recommended resources

repo, that contain any relevant output.

IDEAS FOR FUTURE EXPERIMENTS

A list of further experiments you believe would tease out new information.

thing in the middle is not a numerical
day or ayear. KV also keeps a state vari-
able associated with the entry: Is it not
started or is it in progress (lots of head
banging on the desk trying to build
and run the experiment)? Once com-
plete, it can be marked COMPLETE or
FAILED. More experiments FAIL than
COMPLETE for KV, but maybe you are
better than that. The goal is not to have
a perfect record of COMPLETEs, but to
have that one experiment that satisfies
the hypothesis.

Once you have your hypothesis,
you must test it, but how? The next
section of the notebook lays out the
procedures, calculations, equipment,
software libraries, and everything that
is required for the experiment. The
How section should include everything
about the experiment you can think
of. Many experimenters have failed be-
cause they did not include everything

they used, and so they could not tell
that, for example, running the experi-
ment with different pieces of software
on the same system would affect the
outcome, or even mask an effect they
were looking for.

Write down everything you can
think of, and then ask a colleague if
you have left out anything. In the physi-
cal sciences, this type of pair verifica-
tion is common.

Now it is time to run your experi-
ment and record your observations,
which is your next section. Much as you
did in the How section, record every-
thing you see (hear, taste, smell—what-
ever senses you can bring to bear on the
problem will later serve you well when
you do the analysis).

Note that observations are just
that: Just observe, be as one with the
experiment, be the observer. Later,
you can analyze.
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For an excellent introduction to keeping

a lab notebook, check out Howard M.
Kanare's Writing the Laboratory Notebook
from 1985.

Here is the github repo for notebooks I set
up: https://github.com/gvnn3/labnotebook.

And here is the Org Mode Notebook file:
https://raw.githubusercontent.com/gvnn3/
labnotebook/main/samples/notebook.org.

Related articles
on gueue.acm.org
Gettin’ Your Head Straight

Kode Vicious
https://queue.acm.org/detail.cfm?id=1281885

Some Rules and Restrictions May Apply
Stan Kelly-Bootle
https://queue.acm.org/detail.cfm?id=1661787

Kode Vicious Cycles On
Kode Vicious
https://queue.acm.org/detail.cfm?id=1080870

George V. Neville-Neil (kv@acm.org) is the proprietor of
Neville-Neil Consulting, Brooklyn, NY, USA, and co-chair of
the ACM Queue editorial board. He works on networking
and operating systems code for fun and profit, teaches
courses on various programming-related subjects,

and encourages your comments, quips, and code snips
pertaining to his Communications column.
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Undergraduate Computer
Science Curricula

Firstjob readiness versus long-term career preparation.

HERE CAN BE many conflict-

ing goals for the design of a

computer science curricu-

lum, including: immediate

employability in industry,
preparation for long-term success in
an ever-changing discipline, and prep-
aration for graduate (that is, post-grad-
uate) study. Emphasis on immediate
employability may lead to prioritizing
current tools and techniques at the ex-
pense of foundational and theoretical
skills as well as broader liberal-arts
studies that are crucial for long-term
career success and graduate work. The
implications of these conflicting goals
include allocation of finite resources
(time, courses in the curriculum), un-
willingness of students to invest in
the mathematics that they see as ir-
relevant to their immediate career
goals, and reluctance of faculty to have
their courses be driven by a continu-
ally evolving marketplace of tools and
APIs. A balanced curriculum benefits
all stakeholders: students, employers,
and faculty.

Would a data-driven approach help
faculty design curricula that effectively
balance these multiple goals? For ex-
ample, if we ask graduates of comput-
er science programs to reflect on the
impact of their undergraduate educa-
tion, explicitly focusing on short- and
long-term impact, will there be enough
meaningful data to significantly in-
form curricular design? A recent sur-
vey of industry professionals under-
taken by the ACM/IEEE-CS/AAAI 2023
Computer Science Curricular Task

Force (CS2023)* points the way. This
column presents one aspect of that
survey—a focus on comparing short-
term and long-term views—and calls
for similar surveys of industry profes-
sionals to be conducted on an ongoing
basis to refine our understanding of
the role played by various elements of
undergraduate computer science cur-
ricula in the success of graduates.

The Survey
Approximately every decade, ACM
along with its partnering organiza-

a See https://csed.acm.org/

tions assembles task forces of inter-
national experts from academia and
industry to assess changing trends in
computing and issue curricular guide-
lines for undergraduate programs in
computer science and six allied dis-
ciplines. The CS2023 Task Force on
Computer Science curricula® started
by conducting a survey of industry
professionals, who were asked to pro-
vide their current background and
rate various curricular aspects based
on their own educational experience.
The survey was encoded in Qualtrics,
distributed in 2022 to a proprietary
list maintained by ACM of its mem-
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bers and tech-talk registrants, and
was completed by 865 practitioners.
We focus here on aspects of the survey
related to teasing out the differences
between short- and long-term views of
industry professionals.

The survey respondents were first
asked to select the category represent-
ing their number of years of profes-
sional experience: 1-2 years, 3-5 years,
6-10 years, 11-20 years, and more than
20 years. Next, to elicit differences
between short-term (firstjob readi-
ness) and long-term (career prepara-
tion) views, respondents were asked
to rate the importance of 16 knowl-
edge areas within computer science
identified in CS2013": algorithms and
complexity, architecture and organiza-
tion, computational science, discrete
structures, graphics and visualization,
human-computer interaction, informa-
tion assurance and security, informa-
tion management, intelligent systems,
networking and communication, op-
erating systems, platform-based de-
velopment, parallel and distributed
computing, programming languages,
software development fundamentals,
and software engineering.

Next, respondents were asked to rate
on a Likert scale (0 = not applicable, 1
= not important, 2 = somewhat impor-
tant, 3 = very important) how important
the following curricular components
were for preparing them for their ca-
reer: capstone course or senior-project;
internship or co-op while in college;
availability of computer science elec-
tives; liberal arts education (including
courses on history, languages, litera-
ture, philosophy, creative arts, psychol-
ogy, and others); sciences (physics,
chemistry, biology, and others), scien-
tific method, and scientific inquiry; and
mathematics (discrete mathematics,
calculus, probability and statistics, lin-
ear algebra, and other mathematics).

Short- and Long-Term Views

The survey data presents an opportuni-
ty to answer two questions—when pro-
fessionals are explicitly asked to take a
short-term view and then a long-term
view, are any areas of computer science
rated differently? Second, do more ex-
perienced professionals (who are pre-
sumably able to take the long view) rate
items differently than less experienced
professionals? The purpose of this col-

umn is not to proclaim the importance
of certain areas of computer science
based on professionals taking one or
the other view, but rather to make the
case that there is a difference in short-
term needs versus longer-term career
preparation, and in the future, surveys
of professionals should explicitly elicit
these differences to better shape com-
puting curricula.

Of the 16 knowledge areas listed,
the five greatest differences between
short- and long-term importance were
reported in architecture, parallel and
distributed computing, security, arti-
ficial intelligence, and databases. For
example, the average rating (on a Lik-
ert scale of 0 = Not important, and 3
= Very important) of architecture was
1.93 for the short-term, but 2.50 for the
long-term, a difference of nearly 30%.
Interestingly, all five areas were rated
more important for the long term. In
some sense, the first three—architec-
ture, parallel and distributed comput-
ing, and security—comprise a broader
“systems” viewpoint. We propose that
while firstjob readiness might de-
mand software development skills, the
long-term view might emphasize foun-
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dational skills for system design.

Did more experienced professionals
(21+ years in the industry) rate knowl-
edge areas differently than less expe-
rienced ones (1-2 years or 3-5 years)?
The biggest differences were seen in
human-computer interaction and se-
curity, both rated more important by
experienced professionals. Similarly,
those with less experience rated arti-
ficial intelligence and databases more
important than did more experienced
professionals.

Ratings of the importance of cur-
ricular components (listed earlier)
yielded more interesting results. Over-
all, the five components that were rat-
ed most important (averaged over both
long- and short-term) were: probability
and statistics, science, discrete math,
linear algebra, and calculus. Yet, dif-
ferences were found in the short- and
long-term views: capstones and intern-
ships were rated more important for
the short-term whereas probability/sta-
tistics and liberal arts were rated more
important for the long-term. More ex-
perienced professionals rated science
and liberal arts more important than
did their less-experienced counter-
parts, who rated internships and cap-
stones as being more important.

In summary, those taking the long-
term view and those most experienced
appeared to value knowledge areas
and curricular components often seen
as less immediately relevant by com-
puter science students (architecture,
probability, linear algebra, science,
and liberal arts). To prepare students for
the long-term, we recommend that com-
puting departments find ways to persua-
sively share this perspective with them.

Where to Go from Here:
Curricular Adaptation
Although a survey dataset can numeri-
cally identify features of interest with
clarity, what is less obvious is how cur-
ricula can be adapted in response. How
exactly should a curriculum include sci-
ence (for the long-term) and what kinds
of capstone projects are sufficient (for
the short-term)? How should a balance
be struck between the two? We suggest
a few principles to consider:

» Since a baccalaureate education
is meant to last a lifetime and serve a
variety of career paths, one should be
careful not to sacrifice any area rated

ey
Those taking the long-
term view and those
most experienced
appeared to value
knowledge areas

and curricular
components

often seen as less
immediately relevant
by computer science
students.

highly for the long-term. This is where
a periodically administered survey
such as this one that includes a long-
term view comes in useful.

» It is incumbent upon educators to,
at the very least, sufficiently prepare
students for graduate study in the dis-
cipline.

» A curriculum that prioritizes foun-
dational skills must also include devel-
opment of marketready skills. An ex-
ample might be a capstone course that
includes many firstjob skills, such as
software tool proficiency, professional
ethics, writing, and presentation.

» When it comes to the develop-
ment of theoretical (including math-
ematical) knowledge, many students
are either averse to it or enter college
underprepared. Yet, it is difficult for
them to acquire this knowledge in the
workplace—it is best acquired dur-
ing undergraduate study. One way to
motivate students to learn theoreti-
cal knowledge might be to combine it
with applications. So, courses should
be reformulated to include comput-
ing applications that use theoretical
knowledge. Incidentally, some areas of
theoretical knowledge might be more
useful in industry than others, as the
ratings for probability, statistics, and
linear algebra indicate.

» While striving to craft curricula
that balance firstjob readiness with
long-term career preparation, insti-
tutions should also try to effectively

opinion

utilize their local expertise and com-
municate the particular student pro-
file of their institution to potential
employers.

» For recruitment, employers might
want to use a combination of theo-
retical (for the long-term) and practi-
cal (for the short-term) assessment,
which would signal to students the
importance of also developing foun-
dational skills.

A Call to Action:

Future Data Collection

In closing, we make the case for peri-
odically administering a national sur-
vey of computing industry profession-
als focused on curricular feedback. (A
similar survey of faculty on the goals
of computer science education was re-
cently reported elsewhere.?) A rich and
growing dataset from such surveys
will help educators balance long-term
value with first-job preparedness. More
importantly, repeated surveys have the
potential to dive deeper into rapidly
changing areas such as artificial intel-
ligence and data science, and elicit in
sufficient detail, particular subtopics
of consequence that may have arisen
since prior surveys. Multiple rounds of
surveys over multiple years also have a
better chance of reaching a variety of
computing practitioners. Finally, sur-
veys, their analysis, and subsequent
curricular refinement will lead to a
better mutual understanding between
employers and academia and reduce
the gap in employers’ expectations of
computing graduates.
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Virtual and the
Future of Conferences

Making conferences more accessible.

URING THE COVID-19 pan-
demic, conferences quickly
transitioned to virtual.
Based on our own virtual
conference experiences and
a survey we conducted in spring 2022,
we see virtual conferences increased
attendee access by reducing costs and
travel time. However, the overall vir-
tual conference experience during
COVID was disappointing for some
conferees. While technology and so-
cial norms will take time to evolve, we
believe conference attendees should
have a choice that includes virtual.

Access and Costs

Access is a challenge for prospec-
tive conference participants because
many have fixed budgets and schedule
constraints. Virtual conference atten-
dance options will lower barriers to
access. Our viewpoint is based on per-
sonal experience with recent COVID-
era public conferences and internal
corporate conferences,’ where a hybrid
blend of virtual and in-person confer-
ence options have been embraced for
more than 20 years.

Companies organize multi-site in-
ternal virtual conferences to promote
collaboration and knowledge transfer.
Companies employ virtual technology
to reduce their total costs by reducing
or eliminating travel.

In contrast, for in-person public
conferences, organizers focus on de-
livering a program rather than overall
attendee costs. Even so, organizers
should be sensitive to attendee costs

(travel, hotels, and food) and environ-
mental impacts (carbon costs). The car-
bon cost of air travel was identified as a

factor in climate change by the Kyoto
Protocol more than 20 years ago. Some
companies, governments, and univer-
sities have limited employee travel as a
part of their “green” initiatives or cost-
containment strategies.® Additionally,
virtual conferences enable contribu-
tions (keynotes, panels, workshops,
tutorials) from experts who would not
normally have the time or interest to
attend an entire conference.

Even when organizers and attend-
ees are faced with higher costs, there
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are many reasons for them to prefer
in-person conferences. In-person con-
ferences have intangible attractions
for attendees that go beyond the ser-
endipity of making new connections
with other conferees. Early-career at-
tendees enjoy the novelty of attending
a conference and being inspired by ex-
perts in their field face-to-face. Confer-
ence regulars value informal in-person
synch-ups with their colleagues. Many
attendees learn from serendipitous
hallway discussions.

The impetus of COVID-19 changed
the equation, and it triggered a wave of
experimentation and improvisation.
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Some conference organizers reported
hybrid sessions improved access and
increased conference participation.!*'?
The adoption of virtual participation
options can help reduce costs for at-
tendees and open new markets for con-
ference organizers. On the other hand,
virtual options may add new expenses
associated with IT infrastructure and
video production staff.

On the negative side, many confer-
ence participants during the pandem-
ic experienced disappointment. There
were many logistical problems when
conferences adopted virtual strategies
at the last minute. Although virtual
conferences and lower registration
fees sparked increased registration,
many attendees longed for in-person
networking and social events. Screen
fatigue, audio glitches, schedule sna-
fus, and other unexpected experiences
proved disappointing to attendees ac-
customed to in-person conferences.
Additionally, virtual conference at-
tendees missed opportunities for
“bleisure” travel (combining business
travel and leisure travel into one trip)."

Conferences with virtual options
are not automatically successful. Both
presenters and attendees face a learn-
ing curve for new virtual interaction
models. Attendees must learn new
hybrid interaction etiquette. For ex-
ample, at a conference with a mix of
in-person and virtual participants,
in-person attendees might forget that
when they ask a question, they need to
use a microphone—so the virtual side
of the audience can hear the question.
Moderators, presenters, and audiences
will need time for adoption of new vir-
tual conference environments.

Across every area of science and
technology, it is essential to encourage
diversity and the engagement of un-
derserved parts of the community. The
ACM Code of Ethics! calls on us to be
an inclusive community: “Computing
professionals should foster fair partici-
pation of all people, including those
of underrepresented groups.” Some
members of the global computing
community face economic or political
barriers to conference access. For stu-
dents, early-career professionals, and
people who are physically challenged,
access to in-person conferences may
not be easy. Of course, even a regis-
tered conference attendee might miss

]
There is a growing
body of literature on
the challenges and
best practices for
virtual and hybrid
conferences.

an in-person conference due to illness
or a work or family schedule conflict.
Another barrier to conference partici-
pation is long-term family responsi-
bilities, such as childcare or elder care.
Family-care responsibilities dispro-
portionately affect women, at a time
when our community wants to encour-
age equal access. Virtual and hybrid
conferences lower the access obstacles
and help serve a global community.

Challenges

There is a growing body of literature
on the challenges and best practices
for virtual and hybrid conferences.>*°
This literature reveals many strategies,
but one size does not fit all. Each event
is different, and each sponsor must
analyze the needs of that conference’s
stakeholders, so the program is acces-
sible to all prospective attendees.

Virtual conference interaction is
challenged by “invisible audiences.”
Without tacit audience feedback
through facial expressions or body lan-
guage, presenters may unknowingly
“lose” their audiences. Virtual meet-
ings must evolve to better support in-
teractive dialogues such as those we
experience in person.

While virtual conferencing plat-
forms can deliver conference content to
a global audience, session moderators,
and to a lesser extent audiences, must
adopt practices to foster increased en-
gagement. For example, hybrid confer-
ences must balance questions from
in-person and virtual attendees, where
it is too easy for in-person attendees to
miss or (deliberately ignore) input from
virtual meeting participants. A session
moderator must give both local and vir-
tual questioners an equal opportunity
to be heard.
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For informal virtual conference
interactions, new mechanisms will
undoubtedly emerge as social norms
and technologies evolve. Session re-
cordings will help mitigate time zone
issues, or conferences might be reor-
ganized with shorter sessions spread
over more days.

Some prospective conference at-
tendees will continue to be motivated
by bleisure travel opportunities. These
attendees will resist the transition to
virtual.

Academic conference organizers
face a special challenge if virtual con-
ferences become more common. Pre-
COVID, acceptance of a research con-
ference paper required the presence of
at least one author. However, if virtual
presence is sufficient, as proposed by
Jason Harline in a July 2023 BLOG@
CACM item,® then it may be more dif-
ficult to attract in-person audiences
given travel and environmental costs.

Community Survey

Motivated by curiosity, the authors ran
a community survey in spring 2022
with the goal of learning more about
in-person and virtual conference at-
tendee attitudes.®” Responses covered
a range of geographies and included
input from industry practitioners and
university researchers.

The survey results indicated more
than 60% of respondents preferred ei-
ther virtual or hybrid conference op-
tions. Among the 331 survey respon-
dents, the split was 54% preferred
hybrid, 36% in-person, and 9% virtual.
Respondents shared a wide range of
opinions. Some respondents were in
favor of hybrid meetings so they could
be flexible in their choice of how to at-
tend, other respondents could not wait
for in-person meetings to resume.

Respondents also ranked potential
conference obstacles. For virtual con-
ferences, two-thirds of respondents
identified “ineffective support for ca-
sual discussions” as a major obstacle.
Almost half (49%) reported that “fa-
tigue due to long virtual meetings” was
a major obstacle. For in-person confer-
ences, the most important obstacles
were (in spring 2022) “ongoing pan-
demic related health risks” (45% rated
as a major obstacle) and “registration
and travel costs” (40% rated as a major
obstacle).
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D
Increased adoption

of virtual conference
platforms will

help reduce costs,
increase access, and
extend global reach.

Survey respondents indicated their
near-term plans for attending confer-
ences. Many respondents were plan-
ning to attend more conferences per
year—based on their experiences with
virtual and hybrid conferences in 2020
and 2021. The average number of con-
ferences attended per respondent
was 2.0 in 2021, and the respondents
planned to attend an average of 3.5 con-
ferences in 2022. The authors plan to
run a follow-up survey in spring 2024.

Trends and Call to Action
Conferences will continue to be an
important catalyst for attendees to
share ideas and make connections.
Increased adoption of virtual confer-
ence platforms will help reduce costs,
increase access, and extend global
reach. However, as with virtualization
of retail commerce, health care, educa-
tion, and government services, change
will take time.

A conference platform should be
more than a meeting portal. To recre-
ate the dynamics of an in-person con-
ference, a virtual conference platform
needs to support the serendipity of
personal and group interactions and
enable complex presentations and dis-
cussions. Recorded presentations not
only enable asynchronous conference
viewing but also serve as a post-con-
ference record—much in the same way
journals and conference proceedings
served in the past.

We foresee these trends for future
conferences:

» More virtual options;

» Fewer barriers to attendance;

» Increased global participation;

» Experimentation with session de-
sign and attendee engagement; and

» Evolving attendee expectations
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We feel that without some platform
standardization, different conferenc-
ing applications will create unneces-
sary challenges for both organizers
and participants. ACM and other con-
ference sponsors can help by encour-
aging platform vendors to enhance the
usability and interoperability of their
meeting platforms.

Conferences must become more
accessible to a prospective global
audience by reducing financial and
environmental costs. Our survey sug-
gests there is a community desire for
a blend of virtual and in-person con-
ferences.

However, while not every confer-
ence must include virtual options, con-
ference sponsors should not ignore the
economic, technological, cultural, po-
litical, and climate forces at play. Our
connected culture has changed our
work environment, and while a wave
of nostalgia may motivate a short-term
return to in-person conferences, we
call upon the community to take great-
er advantage of the accessibility and
economics of virtual conferencing.
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Gaining Benefit from Artificial
Intelligence and Data Science:
A Three-Part Framework

Why ethics is not enough.

ESEARCH AND PRODUCT
teams in artificial intelli-
gence (AI) and data science
need to think more deeply
about how their work maxi-

mizes benefits and mitigates harms—
particularly as their efforts are applied
to increasingly challenging problems
with diverse, global impacts.” Achiev-
ing good results may entail making
complex trade-offs, especially when
initial goals are difficult to specify and
disputed and when a project’s initial
objectives have complex, long-term
side effects.

In this column, I argue we cannot
make these trade-offs by an appeal to
ethics alone. Instead, we must:

» Begin with a deep understanding
of the field-specific challenges we face;

» Strongly commit to integrity; and

» Leverage understanding from ethi-
cists, but also engage with the broader
liberal arts communities (economics,
political science, history, literature, and
so forth) to better envision the impact
of our decisions and gain the needed
breadth and depth their expertise can
provide. As Brodhead writes, our “dy-
namism of a culture of innovation has
come in large part from our distinctive
liberal arts tradition, in which students
are exposed to many different forms of
knowledge and analysis, laying down a
mental reservoir that can be drawn on
in ever-changing ways to deal with the
unforeseeable new challenges.”

Only by the application of these
three items can we apply our ever-
more-powerful technologies to achieve
the best results.

A Journey

I have had the opportunity to read and
reflect on this topic while co-authoring
Data Science in Context: Foundations,
Challenges, Opportunities,'**> where my
co-authors and I enumerate, catego-
rize, and describe the complex issues
that arise when applying data science.

These “gotchas” led us to create an
“Analysis Rubric™ containing top-level
elements encompassing technical and
societal considerations, as shown in
the table in this column.

The rubric is intended to help scien-
tists, engineers, and product manag-
ers as well as social scientists and poli-
cymakers ensure they have considered
the breadth of issues needed to apply
data science beneficially. The rubric
also identifies and motivates many re-
search challenges, such as causal in-
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Field-specific challenges in data science.'®

Implementation-Oriented Elements

Requirements-Oriented Elements

Tractable Data: Feasibility of gathering and hold-
ing data of sufficient integrity, size, quality, and
manageability.

Understandability: Capability to explain results,
demonstrate causality, or allow results to be
reproduced.

Technical Approach: Availability of techniques of
analysis, models, and visualizations that can meet
goals.

Clear Objectives: Existence of well-specified
objectives that align with what we truly want to
happen.

Dependability: Ability to meet privacy, security,
abuse-resistance, and resilience needs.

Toleration of Failures: Acceptability of direct and
unintended consequences of objectives or poor
results.

Legal and Societal Issues: Ability to comply with increasingly complex legal and regulatory issues,
achieve beneficial societal impacts, and mitigate environmental and other harms.

ference, detecting abuse or fake data,
and providing interpretable machine
learning. While this list focuses on
data science, many of the topics are
adaptable to AI, computing research
more broadly, engineering, and prod-
uct development.

Contemporary embedded or stand-
alone technology classes in many uni-
versities include case studies relating
to these rubric topics. For example,
The University of Toronto’s Embedded
Ethics Education Initiative has a mod-
ule that discusses the societal benefits
and counterbalancing privacy risks of
COVID-19 contact tracing, and another
that presents the complexity of setting
the right objectives in recommenda-
tion systems.> One of MIT’s modules
discusses the balance of privacy ver-
sus data quality relating to the use of
differential privacy in the census; an-
other explores the complex goals and
impacts of algorithmic approaches to
defining voting district boundaries."
A Stanford case study explores the po-
tential safety benefits of self-driving
vehicles versus their differential im-
pacts on sub-populations.’

Unfortunately, the identification
of challenges and trade-offs does not
specify how to balance competing
goals. This complexity becomes mani-
fest as one considers the long-term,
widely dispersed consequences of de-
cisions.

In considering this problem, my
co-authors and I realized that any dis-
cussion of trade-offs must start with
integrity, which is the foundation (in
computer science terminology, the “se-
cure kernel”) for the proper conduct of
all science and engineering endeavors.
In data science and Al, this has become
ever more apparent as we are confront-

ed with visible risks arising from the
misuse and misrepresentation of data
and extending to computing’s broader
impacts. As professionals, we must
disclose the limits of our art, practice
lawful behavior, always tell the truth,
and not misrepresent our conclusions
or capabilities.

With a foundation in integrity, we
turned to the Belmont Principles for
applied ethics in biomedical and be-
havioral research as a useful ethical
framework.' The three Belmont prin-
ciples can be applied more broadly and
particularly to applications of data sci-
ence.

» Respect for persons supports an
individual’s freedom to act autono-
mously and be free from undue ma-
nipulation. In medical research, it
often surfaces as “informed consent,”
while in applications of data science, it
serves as the rationale for clear disclo-
sure, “opt-in,” and similar policies.

» Beneficence refers to the need to
maximize benefits and balance them
against risks. Negative consequences
may be unanticipated or emergent
phenomena, and they require continu-

ey
Unfortunately, the
identification of
challenges and trade-
offs does not specify
how to balance
competing interests.
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al monitoring and vigilance. In health-
care, beneficence is often associated
with “first, do no harm,” but this is
overly simplistic as almost every treat-
ment has some risk.

» Justice requires attention to the
distribution of risk and benefits across
a population. In human subject re-
search, Belmont suggests that there
should be particular benefits to the
populations who bear risk from the
research. In applications of data sci-
ence, considerations of justice extend
to broader considerations of fairness
across larger populations.

Certainly, there are other important
and relevant philosophical principles
beyond Belmont. Here are a few with
particular relevance today:

» Aristotle argues that virtue serves
the good of our community and, at the
same time, is necessary for our own
happiness or completion.! His writing
presages the need for considering the
societal impact of technologies that
individuals choose to adopt. Shannon
Vallor’s recent book Technology and the
Virtues focuses on the need to apply
virtue ethics to Al-related issues."”

» John Stuart Mill espouses the
Harm Principle, which states “the only
purpose for which power can be right-
fully exercised over any member of a
civilized community, against his will,
is to prevent harm to others,” but he
also advocates “exertion to promote
the good of others.”’® His two state-
ments help us understand differing
views on the regulation of technology,
the definition of fairness objectives,
and many other topics we read about
daily.

» The principles leading up to war
(jus ad bellum) and conducting war
(jus in bello) may inform our views on
the application of data science and Al
in military domains,'”? for instance
in the context of Russia’s invasion of
Ukraine. Ethical principles are differ-
ent in such extraordinary and harmful
circumstances.

Experts would add more philoso-
phers and philosophical frameworks
to help guide our thinking.

With this column’s first emphasis
on technical elements (for example,
dependability) and its second advoca-
cy for honesty and ethics (for example,
Belmont), readers might surmise we
have a complete framework for edu-



cating and guiding ourselves toward
the effective and constructive uses
of our technologies. Upon reflection,
I have concluded these two compo-
nents are both necessary but not suf-
ficient. This is because there are other
frameworks and models of thought
(not usually labeled as ethics) that
are equally critical to the right and
proper uses of technology. While eth-
ics tends to concentrate on what world
we want, there must also be focus on
the pragmatics of how societies orga-
nize themselves to achieve practical
progress toward their goals. There are
many situations where certain ethical
objectives may not be directly achiev-
able due to the strains they put on a
political system, the economic inef-
ficiencies they cause, or other long-
term consequences.

We thus need not just an under-
standing of ethics, but also of other
disciplines that enable us to reach the
best possible conclusions:

» Economics focuses on the study of
systems that foster logical and effec-
tive use of resources to meet private
and social goals, including such objec-
tives as economic freedom, fairness in
reward and the balance of wealth, eco-
nomic security, growth and efficiency,
price stability, and employment. Eco-
nomics treats topics such as the bal-
ance between equity and efficiency,
economic freedom and social welfare,
and incentives to promote (or lessen)
desired (or harmful) economic results
or behaviors. In a market economy,
profit and its associated surplus cata-
lyze innovation and may conflict with
ethical principles that might espouse
redistribution to foster fairness.

» Political science focuses on the
study of societal governance, often
with the objective of developing more
effective political systems. Based on
consideration of political theory, com-
parisons of different political systems,
and international relations, the field
illuminates the impact of technology
on societies and their governments
and also informs us as to the ability
to effectively apply regulation or legal
mandates. Topics such as political pro-
cesses, fairness, liberty, justice, stabili-
ty, international order, and more arise.

» History focuses on explaining,
evaluating, and otherwise analyz-
ing historical events that have trans-

R
We must turn to

more fields of study,
whether other social
sciences or the arts,

if we are to truly
leverage society’s
accumulated wisdom.

formed societies, often to inform us
of the potential impact of decisions.
Churchill, channeling Santayana, is
widely quoted as saying, “Those who
fail to learn from history are con-
demned to repeat it.”*?

» Literature is the study of texts with
the goal of increasing understanding
of the human condition—the world
around us: as it was, is, and may be.

Examples abound where the con-
temporary decisions on the appli-
cation of technology require broad
considerations of not just ethics, but
economics and political science. Tar-
geted advertising is a good example:

» Examples of ethical concerns arise
from all three Belmont Principles:
respect-for-persons addresses issues
relating to opt-in, beneficence requires
mitigating harmful manipulation, and
Justice considers the potential for soci-
etally imbalanced benefits and harms.

» Economic concerns arise from the
role of advertising in catalyzing new
and more efficient markets, creative
endeavors, innovative products, and
much of the Web ecosystem while bal-
ancing potential negatives, including
concentration of power and wealth.

» Political considerations include
balancing the likelihood that govern-
mental entities can add value without
undue harm to societal innovation,
prosperity, or their own legitimacy.

» From a historical perspective,
there is much to learn about unin-
tended consequences of seemingly
good decisions—for example, where
regulation has worked reasonably well
(for example, medical advertising), and
where it has led to poor outcomes (for
example, incessant cookie warnings).
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» Fiction may portray dystopian
worlds that warn us of harmful conse-
quences or delight us with the prospect
of changes, which we might otherwise
narrowly reject.

This list of relevant disciplines is
limited and may still not supply suf-
ficient perspective. We must turn to
more fields of study, whether other
social sciences or the arts, if we are to
truly leverage society’s accumulated
wisdom. The recent book, Framers,
which broadly discusses the models
underlying human decisions, argues
that great breadth is needed for truly
insightful decisions.® More directly,
Connolly’s provocatively titled piece,
“Why Computing Belongs within the
Social Sciences,” argues compellingly
that we should “Embrace other disci-
plines’ insight.”®

A Three-Part Framework

This discussion motivates the main
thrust of this column: A three-part
framework that we, as practitioners
and educators, can apply to guide com-
putational and data-centric technolo-
gies to achieving the most beneficial
results.

1. We, as computer scientists, data
scientists, experts in machine learn-
ing, and other subjects, must teach
and attend meticulously to our own
field-specific challenges. Just as struc-
tural engineers must teach and apply
the consequences of metal fatigue or
oxidation, our field requires in-depth
research, understanding, and careful
application of the topics contributing
to dependability, understandability,
fairness, sustainability, and others ap-
pearing in the accompanying table.

2. We must also practice, teach, and
demand integrity. We must be scru-
pulously careful to disclose the limits
of our capabilities, to practice lawful
behavior, and to always tell the truth.
We must act to prevent the growing
amounts of societal dishonesty from
entering our field and our practice. I
explicitly call out integrity as this sec-
ond item because we can be individu-
ally responsible for it and make it part
of all our courses, it is often clearer
than other topics in ethics, and integ-
rity is the foundation of trust, repro-
ducibility, and reasoning.

3. We and our students must have
increased grounding in the liberal

FEBRUARY 2024 | VOL.67 | NO.2 | COMMUNICATIONS OF THE AcM 37



opinion

Measuring GitHub
Copilot’s Impact
of Productivity

Generative Al Degrades
Online Communities

Disinformation 2.0
in the Age of AI

Innovation Is Overrated

The Effect of Online
Comment History
Disclosure on
Digital Citizenship

Better Testing of
Deep-Learning Systems

1)
=
O
-
<
O
-
=
-
=
=
-
O
=
-
I=
O
=
5
=
@)
=
&
O
O

Co-Developing
Programs and Their
Proof of Correctness

Software Managers’
Guide to Operational
Excellence

Plus, the latest news
about mitigating e-waste,
service robots, and
digital scent technology.

ey
We should have

the humility to
recognize we cannot
become experts in all
relevant disciplines,
so we must work
collaboratively with
others.

arts. As our research and work prod-
ucts are applied to ever more complex
problems, they will require trade-offs
that rely not only on ethical consid-
erations, but equally on economics,
political science, history, other so-
cial sciences, and the humanities.
When we educate computer science
or data science students, we should
ensure they take a sufficient number
of courses in other disciplines, and we
should explicitly advise them on their
non-technical curricular choices. This
suggestion is broadly consistent with
Connolly’s view® but advocates lever-
aging a students’ core curricula or dis-
tribution requirements more than re-
placing technical courses. We should
have the humility to recognize we
cannot become experts in all relevant
disciplines, so we must work collab-
oratively with others. Just possibly, as
programming becomes increasingly
automated,® the distinguishing char-
acteristic of our field’s most success-
ful contributors may tilt even more
toward those having this breadth of
education.

We must be broadly educated if we
are to guide the growth of computing,
data science, and AI and its application
to ever more difficult, even wicked,*
problems. As technical experts, we
certainly need to both lead and edu-
cate our students on our field-specific
challenges and lead in the education
and practice of integrity. However, we
and our students also must have broad
grounding in the non-technical topics
that influence whether our research
or products can achieve the positive
results we desire. These topics include
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ethics, but also the other enablers of
our societies including economics,
political science, history, and more. As
educators, we must guide our students
to an important collection of non-tech-
nical courses. We also must increas-
ingly collaborate with professionals in
other fields, as we cannot be experts in
everything.
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Security must be a business enabler,
not a hinderer.

| BY PHIL VACHON

Security
Mismatch

A “DING!” SOUNDS from your computer: You’ve got mail.
Like Pavlov’s well-trained dog, you open your email client.
Something dreadful lurks at the top of your inbox: updates
to a security review ticket. As you review the findings, you
despair. Your team is already late on delivering features to
paying customers, and you don’t have the time or resources
to fix everything. When the security team gets involved,

the goalposts seem to move. It sometimes feels like every
reviewer finds some theoretical issue they have just read a
paper about and, with that, some new reason to delay your
launch date. You schedule an impromptu meeting with
your product management team to review the plan.

Maybe they will be flexible ...

Anyone who has lived the product delivery life cycle
at any mid- to large-size corporation has experienced
some version of this moment—a security team gives
a list of problems at the last minute, and the product
team, already running late, weighs the risk of ignoring
product security’s guidance. Conversely, the security
reviewers are brought in late in the game, give the
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product team a list of things to do be-
fore launch thatisn’t prioritized, and are
unclear about how bad these issues are.

Too often, overworked product secu-
rity reviewers must chuck preliminary
findings over the transom, leaving it to
the product team to sort out. The un-
constructive feedback loop continues.

Worse, security teams eye product de-
livery teams warily, as if they are guilty
of amortal sin, their apparent ignorance
of security best practices leaving them
beyond salvation. On the other side,
product delivery teams view security
teams as a bunch of highly paid cowboys
who cook up implausible and unrealistic
risk scenarios. Product teams crave clar-
ity about which high-priority risks to ad-
dress—after all, security is exciting. It’s
not uncommon to see security teams fail
to capitalize on this excitement, though,
turning these interactions into some-
thing product teams dread. Isn’t there a
way to bridge the gap?

The product security reviewer breathes
a sigh of relief. Another ticket done, for
now, untilit bounces back into the pending
reviews queue. There is increasing pres-
sure to get through more of these tickets.
There isn’t great guidance for the security
team, either—what risks is the business,
which is driving the product, willing to ac-
cept? What are even the most important
products to examine for problems?

A “ding!” sounds from the security re-
viewer’s computer. Sighing, she opens her
email client. Something lurking at the top
of herinbox: an all-hands update from the
chief information security officer, thank-
ing the team for all their hard work.

The “thank you” buries the lede: It is
followed by a reminder the company is
in a hiring freeze. But the company keeps
shipping new products, so how can her
team keep up with the load? Resigned,
she looks at the top of the security review
ticket queue: Next on deck is a ticket she
has reviewed before. Maybe she will find
something new ...

Software is inherently complex. The
economic pressures in developing soft-
ware systems exacerbates this fact. The
boom of frameworks, service-oriented
architectures, pervasive code reuse, and
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other complexity management strate-
gies in software engineering helps re-
duce the “from scratch” costs.

Some might argue these strategies
can take a complex design and turn it
into an even more complicated prob-
lem, but a corollary of Hyrum’s Law? is
that software systems are often inade-
quately specified. It’s in these ambigui-
ties of specification that opportunities
arise for software developers to foster
their own interpretations of what is
part of a public interface or a feature of
a larger system, and what is not. Secu-
rity teams live at this level and thrive on
these ambiguities. All a product team
wants to do is get something out that
works for well-behaved users.

MIT’s Nancy Leveson, professor of
aeronautics and astronautics, reminds
us often that reliability, resiliency, and
security are emergent properties of a
well-defined system.” A product is a
client-facing part of a system, one that
rests upon many thousands of lines of
infrastructure code, all the way down
to the metal and silicon of the underly-
ing hardware. Each of these layers has
its own management, reliability, and
security challenges, and the develop-
ment teams that own things higher up
the stack are abstracted away from the
details found on the lower layers. Of-
ten, security features are bolted on as
an afterthought, or worse, added years
after the original developers have left
the company.

You can see where the mismatch oc-
curs: Security teams exist in a very dif-
ferent space. They dive through abstrac-
tions, building a deep understanding of
how specific components interact. They
often lose track of the details that bind
the layers together, however, or the fact
that product teams don’t even have in-

a https://www.hyrumslaw.com/
b http://sunnyday.mit.edu/safety-3.pdf

sight into the structure of these layers.
Or they may make optimistic assump-
tions about the complexity of the “sim-
ple” changes they ask for—your “simple
interface” change could blow up into an
exponential number of places.

You huddle in a conference room with
your team. Your product manager, who is
based at corporate headquarters on the
other side of the continent, is on Zoom.
The security reviewer was not clear about
which problems were the worst, so you
must make your best guess at priorities.

The product manager looks disinter-
ested as you rattle off the list of findings
and proposed resolutions. She interrupts
and asks, “Look, is the security team stop-
ping us from shipping?” You ponder this
for a moment, filled with dread knowing
what is coming next.

She sighs. “Well, ship it. We will deal
with the fallout. The board cares more
about revenue than what the security
people say.” She signs off the Zoom call.
She evidently has more important things
toworry about...

Because of these differences in world
view, security teams tend to find them-
selves at odds with product teams. Even
with the best of intentions, they find
their guidance being ignored.

Security teams start to fall back on
fearmongering to justify why their work
is important to a business. This creates
more friction, and an us-versus-them
mindset finds fertile ground in these
environments. The security team that
says no to everything is acommon trope
in the modern corporate environment,
but this response isn’t given out of mal-
ice. Sometimes it’s just a matter of be-
ing overwhelmed and not having good

ways to answer, “Yes, but ...”

Security teams must tactfully remind
their partners that attacks on corporate
infrastructure are lucrative for the bad
guys, especially in an era of ransom-
ware and data extortion. The sophisti-
cation of these types of attacks is only
increasing, too—but criminals are not
using any novel techniques to get their
initial toeholds. It’s amazing how weak
authentication to important services,
unpatched or sensitive systems being
exposed to the public Internet, and so-
cial engineering are still at the root of
many high-profile attacks. (Someone
clever might ask, “Why don’tyou include
‘disgruntled insiders’ or ‘0-days’ on the
list?” The former is a unique business
challenge to address, but it is a risk. The
latter is improbable unless you are really
in the wrong place and are being target-
ed by the right people.

One thing’s for certain: Information
security teams that say no must change.
(Note that I never use cybersecurity to
describe what we do; I'll tie myself into
knots to avoid using the word cyber if I
can. This is just a preference.) Hiding
behind a moat makes repelling attacks
easy, but bridges allow you to replenish
supplies and foster relationships with
customers’ castles. Remember, a secu-
rity team’s role is to empower their busi-
ness to move forward with confidence,
not to hinder progress.

Phil Vachon leads the information security program

at Bloomberg's CTO's office in New York City, NY, USA.
Previously, he co-founded and was CTO of a startup that
built a high-speed packet capture and analytics platform
and worked on spaceborne synthetic aperture radar data
processing and applications.
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Personal, team, and organizational
effectiveness can be improved with
a little preparation.

| BY THOMAS A. LIMONCELLI

Knowing
What You

Need to
Know

BLOCKERS CAN TAKE a tiny task and stretch it over
days or weeks. Taking a moment at the beginning of

a project to look for and prevent possible blockers can
improve productivity. These examples of personal,
team, and organizational levels show how gathering
the right information and performing preflight checks
can save hours of wasted time later.

Example 1: Personal Productivity.
Two IT workers—Andrew and Bertie (not their real
names)—were assigned the same task. While this
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task should have taken about an hour
of hands-on keyboard work, it took
Andrew four days.

Andrew’s story. Andrew began the
task one sunny Monday morning. Work
went well until he hit a speed bump and
needed to ask the requester (who we will
call Roger) a question. Andrew tried to
find him on the company chat system,
only to learn Roger was out of the office.
Andrew sent an email instead.

Roger replied on Tuesday, which
was a very busy day for Andrew, who
didn’t see the reply until the after-
noon. By then, he was still busy with
something else and didn’t get to work
on Roger’s request until Wednesday.

On Wednesday, Andrew made
some progress but had more ques-
tions. Roger’s request referred to “my
database,” and Andrew, smartly, de-
cided to contact Roger one more time
to ask the exact name of the database
rather than guess.

Andrew did not have the necessary
access rights on that database, and it
took a while to find a coworker who
could grant him the required access.

Andrew finally completed the task
on Thursday—about one hour of work
that took four days to complete.

Bertie’s story. Bertie also began
the task on Monday morning. She
reviewed the request and quickly re-
alized there was a lot of missing in-
formation. She called the requester’s
cell phone and interviewed him until
she had everything she would need
to do the task without interruption.
While still on the phone, she verified
she had the required database access.
She didn’t, but the person was able
to grant her permission while on the
phone. In a few minutes, she had ev-
erything needed to get started. She
completed the request shortly after-
ward, in about two hours total.

Same task. Very different levels of
productivity.

Analysis. Bertie understood the
value of gathering everything re-
quired to do a task up front. Andrew
was trying to get the information he
needed “on demand” or as he got to
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each step. To Andrew, it felt more
productive to dive in and begin right
away. Sadly, Andrew was wrong.

As a general principle, people are
more productive when they have all
the information needed to do a task
up front.

With this in mind, what improve-
ments could be made?

On a personal level, at the start of
a task you can pause to think through
the entire process. Be pessimistic and
ask yourself, “What could go wrong?”
Verify that needed access is available.
Verify the information required to do
the task is complete.

On a team level, Bertie could teach
the rest of the team what information
to collect for that kind of task.

This can be done informally by
casually reminding the team at their
weekly staff meeting what informa-
tion needs to be gathered before
starting such a task.

It could also be done formally. If
there is a process document, it can
be updated to include a “before you
begin” section. This would list infor-
mation to collect, as well as other pre-
flight checks such as verifying access
rights, listing which software tools
should be installed ahead of time,
and so on.

By recording such lists in a way
that others can use and reuse, Ber-
tie boosts the productivity of anyone
who does the same task in the future.
Not only is she more productive, she
makes everyone more productive.

Am I allowed to do this? I sus-
pect some professionals reading this
might work in environments where
they do not have the latitude to cre-
ate such preflight checks for peers.
In these environments, process
improvements are a management
responsibility, and it would be pre-
sumptuous for a subordinate to try
to improve anything. This may seem
counterproductive—because it is.
Process improvement is everyone’s
job, and when managers create road-
blocks that prevent the people doing
the work from making improvements,
they do a disservice to the company.

Such restrictions are counterpro-
ductive, yet I suspect they are more
common than you would expect.
In such environments, the creation
of preflight checklists like Bertie’s

might take months of bureaucratic
wrangling and approvals. It would
be faster to do it unofficially, by just
passing notes around or setting up
a shadow documentation reposito-
ry. Doing this unofficially, however,
might upset the political apple cart or
agitate an overly zealous manager.

My advice is to do it anyway. A good
manager will reward such initiative
and a bad manager will simply reveal
yet another reason why you should be
sending out your resume.

One of the reasons I like keeping
procedure documents under source-
code control is that improvements
can be proposed, reviewed, approved,
and merged just as we do with code
changes. For example, Git's pull re-
quest (PR) process, normally used for
code changes, works well for docu-
ments and affords the same review,
tracking, and accountability.

Readers who work in highly regu-
lated environments might think they
cannot just change a process on a
whim, and it is easier to live with a
broken process than go through the
steps to fix it. But no regulatory body
requires you to keep buggy processes.
In fact, they usually have require-
ments that broken processes be fixed
in a timely manner. Git PR provides a
way to make a change with approvals,
tracking, and accountability that en-
able you to comply with regulations
more efficiently.

Example 2:

Transactional Requests

Receiving a request by email is conve-
nient for the requester, but it is prone
to not collecting all the information
needed to complete the request.

In the old days, there were paper
forms that people filled out with a
technology commonly known as a
pen (kids, ask your grandparents).
The form collected the pertinent in-
formation up front.

Some companies had dozens or
hundreds of forms. When I worked at
Bell Labs in the 1990s, the stockroom
had a huge shelving unit with a com-
partment for each form. “A form for
every occasion,” we used to joke as we
walked by it on the way to lunch.

There was even a form for ordering
more forms! I always wondered what
would happen if we ran out of that
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form. I suppose the company would
have simply ground to a halt and
ceased to exist.

Today, a typical helpdesk request
is submitted via email or a Web form
with a single huge text box. The re-
quester is free to format the request
in any way and include as much or as
little detail as desired. This is partic-
ularly frustrating and anxiety-induc-
ing for users. I've seen countless help-
desk tickets begin with an apology for
not knowing how to ask what they're
about to ask. How toxic is it that we
create systems that, by design, make
its users feel ashamed of themselves?

There is comfort in being told what
to do by a form. It does not judge you
for not knowing what options are
available and instead, lovingly pro-
vides checkboxes and blanks that
hold your hand through the process
of making the request.

Modern helpdesk systems solve
this by providing an electronic form
facility so that the correct informa-
tion is collected at the outset. Creat-
ing an electronic form for every occa-
sion is difficult, however, and most
IT teams I have seen use the form
feature sparingly, often only for a few
standardized requests such as asking
for a new laptop. (Logophiles might
appreciate the fact that these free-
Jform requests are a result of the sys-
tem being form-free.)

The easier it is to create forms, the
more likely they will be created. Sadly,
this feature is typically locked down
so only high priests of the system may
create forms. I think it’s best to make
it easy for anyone not only to suggest
a form, but also to create one.

Github.com makes creating forms
as easy as creating a text file. I know
this because many open source proj-
ects have created forms to guide users
through the bug-reporting process.
It’s amazing how many community-
driven software projects have better
practices than industry.

Rather than having many special-
ized forms, some helpdesk systems
have one monster e-form that chang-
es dynamically as the user is guided
through a series of questions. These
never work well for me. I find my re-
quest either does not fit into their cat-
egories, or the categories are proxies
for an internal org chart that is un-



known to the end user, or the system
insists on requesting irrelevant in-
formation. Years ago, I found myself
using such a system to request the
facilities department replace a dead
fluorescent light in my office. I had to
list which operating system I was us-
ing and whether the problem could be
reproduced on the previous version of
“the software,” whatever that could
possibly mean.

You can tell if your helpdesk isn’t
providing the right forms when the
typical first reply from any ticket is
a list of information needed to pro-
ceed. “Thank you for submitting your
request. To proceed, reply with the
name of your computer.” This adds
an additional “round trip” before you
can get the assistance you need. This
delay could be prevented with a sim-
ple form.

Some helpdesk systems connect to
inventory and personnel databases
to reduce the amount of information
humans must collect. For example,
why ask a user for their phone num-
ber when it is in the corporate direc-
tory? Why ask for their computer’s
name when it could ask the user to
choose from a list of host names asso-
ciated with the user in the inventory
database?

Not all IT professionals work at a
helpdesk, but most work in a system
where they receive transactional re-
quests from others. Likewise, there
are plenty of ways to convey to co-
workers, partners, and customers
what information is required to per-
form a particular request. Where I
work, we have an internal Stack Over-
flow for Teams instance. I assure
you that many procedural questions
have answers that begin with a list
of information to provide to assure
smooth sailing.

Example 3:

A Pre-engagement Questionnaire
While some software as a service
(SaaS) products can be activated in a
self-service manner, more complex
ones require an onboarding process
where a “customer success team”
helps with initial setup. Typically,
the customer is asked to answer sev-
eral questions, usually in the form of
a Microsoft Excel spreadsheet. The
questions include the company’s do-

Process
improvementis
everyone’s job, and
when managers
create roadblocks
that prevent the
people doing the
work from making
improvements, they
do adisservice to
the company.
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main name, various security-related
settings, and so on.

Recently, Iwas involved in a project
where the questionnaire had grown
quite long. Originally, the question-
naire was a godsend—the chaos of
emails flying around was replaced by
a spreadsheet. Over time, however,
the number of questions increased.
New business requirements led to
more questions. Each time a cus-
tomer was permitted even the most
obscure customization, that custom-
ization would soon be offered via the
questionnaire. The logic was if one
customer needed something, future
customers might need it, too.

Thus, the questionnaire had be-
come long, complex, and full of ob-
scure technical terminology that not
every customer could decipher.

Now this godsend was becoming a
scourge.

Where it once took minutes to com-
plete the questionnaire, it was now
taking customers a week or more. The
more questions, the more people in-
volved in completing the form—and
each new person added delays.

The other problem was an increase
in requests for customizations that
were difficult and laborious to imple-
ment. Yes, we can provide some ob-
scure HTTP technobabble feature,
but it requires a subject matter ex-
pert to step in and manually engineer
it, delaying setup. What had been a
special request from one or two cus-
tomers with rare and unique require-
ments was now a “feature” visible to
all customers.

Many customers would feel com-
pelled to find technical subject mat-
ter experts who understood the
question. Finding the right internal
person could take days—so much
fussing just to realize the feature was
not needed. Salespeople would beg
customers, “If you don’t understand
the question, go with the default,” but
that didn’t help. In enterprise com-
puting, no option is left unconsid-
ered. Worst of all, customers who did
not need such features would request
them more out of curiosity than need.

Many items in the questionnaire
had become obsolete and should
have been removed or rewritten. Un-
fortunately, there was no process for
removing questions.
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Restructuring the questionnaire.
Eventually, the team reworked the
questionnaire. They divided it into
three distinct sections: required an-
swers, optional answers, and the se-
cret menu.

The first section contained infor-
mation that was always required.
Lacking any of the required items was
a blocker for the customer success
team. When all was said and done,
it was surprising how few questions
remained in this section. Many ques-
tions could be moved out of this sec-
tion once someone asked, “Are you
sure it’s really needed?”

For example, as is the case for
many SaaS products, the customer’s
company logo is displayed in various
UI elements such as the top naviga-
tion header. Conventional wisdom is
this logo is required. How could we
possibly launch a new customer’s in-
stallation without it displaying their
logo? It turns out, however, that is
not a blocking requirement. In the
absence of a customer-provided logo,
a default generic icon is displayed.
The customer could easily change
the logo post-setup via the control
panel on their own schedule. It was
not a blocker.

So, the question was moved out of
the “blocker list” and rephrased to
say “the logo is to be installed by the
customer post-setup, but if you hap-
pen to have it now, attach it here and
we will take care of it for you as part
of the initial setup.” This sounds like
aminor thing, but it was a big hurdle.
At some companies, anything having
to do with using the company logo re-
quires weeks of approvals. You must
meet with marketing, get approval
from brand management, receive
sign-off from legal, get a note from
the CEO’s mother, and more, depend-
ing on the company. These approvals
were a common source of delay. This
delay, however, was removed because
someone pushed back and asked, “Are
you really sure the logo is a blocker?”

The second section of the question-
naire was a list of “typical options.”
The team revised the questions to be
clearer and more concise. All of them
were constructed so the default was
the preferred option. Someone could
leave the section untouched and still
be a satisfied customer.

A few of the questions originally
targeted for this section were re-
moved when we realized they reflect-
ed what was contractually obligated.
We do not need to ask how frequently
a report is generated if the contract
requires us to generate it every 30
days. The customer success team had
been prefilling these fields to reflect
what was in the contract, but that
did not stop customers from trying
to make changes. The ensuing confu-
sion wasted time for everyone.

The remaining questions were for
extremely rare options. Most of them
required manual engineering to im-
plement. While we could fulfill these
requests, we wanted to discourage
them.

Originally, we thought we would
list them in a section with a disclaim-
er that discouraged customers from
selecting them: “Please use the de-
fault unless you have a special need,”
but that seemed rather unsociable.

Instead, we adopted a model used
by some restaurants. Certain ham-
burger chains have a “secret menu.”
These are items that do not appear on
the menu, but if you ask for one, your
server will give you a knowing nod
and deliver it to you. (A Web search
for “restaurant secret menu” may sur-
prise you with how common this is).

The remaining questions were re-
moved from the questionnaire and
placed on the “secret menu.” Employ-
ees were trained not to offer these
customizations unless the customer
raised the issue. The secret menu list-
ed alternatives that could solve the
customer’s problem in ways that the
product could more easily support.
“You need X? Would Y suffice because
it is built into the product?” If the al-
ternatives did not suffice, the request
would be granted, although approval
was required in some cases.

Restructuring the questionnaire
into must-haves and options, plus
having a secret menu, has greatly
improved the team’s ability to set up
new customers in a predictable and
trouble-free manner.

Summary and Conclusion

Knowing what information you need

before beginning a task, and having

that information, is key to productivity.
On an individual level, it is the dif-
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ference between Bertie completing
a task quickly and Andrew requiring
multiple days.

On a team level, it allows a service
desk to start on a request right away,
and not be delayed by many round
trips of clarifying questions.

On an organizational level, it
streamlines and clarifies complicat-
ed processes, improves communica-
tion, reduces confusion, provides a
focal point for optimizing processes,
and looks much more professional.

An analogy can be made to func-
tional programming languages or
anything that encourages code to be
free of side effects. In simple terms,
the easiest way to reduce side effects
in a procedure is to assure it has all
the data it needs passed to it from the
start. This often requires a little fore-
sight and taking the time to struc-
ture, and possibly refactor, code to
make this easier to achieve. Similarly,
whether you seek to improve on a per-
sonal, team, or organizational level, it
can be valuable to pause, reflect, and
refactor, so you have all the informa-
tion needed before you begin.

Gathering all required informa-
tion ahead of time is not always pos-
sible. A task may be ill-defined or re-
quire ad hoc solutions. Even then, you
can ensure the knowable elements
are known before you begin.

The better you get at this, the more
you can be like Bertie.

Thomas A. Limoncelli is a technical product manager at
Stack Overflow Inc. He previously worked at small and
large companies, including Google, Bell Labs/Lucent, and
AT&T. He blogs at EverythingSysadmin.com and posts at
@YesThatTom.
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sensitive applications, in which deci-

Al fairness should not be considered a panacea: | sions mus;ﬁe fair; that s, ngnciqi%m?-
- - t t tt ’
It may have the potential to make society more | . P 0 o e

protected traits such as gender, ethnic-
fair than ever, but it needs critical thought and ity, or religion. Indeed, the principle of
outside help to make it happen. non-discrimination has a long history

and intersects with many viewpoints:
as a value in moral philosophy,® as a
human right,” and as a legal protec-
tion.* Evidently, algorithms that play a
role in such decision processes should

meet similar expectations, which is
why Al fairness is prominently included
as avalue in the AI ethics guidelines of

many public- and private-sector orga-
nizations.” Yet, Al systems that blindly

| | |
apply ML are rarely fair in practice, to
begin with because training data de-
void of undesirable biases is hard to

come by.>® At the same time, fairness

is difficult to hard-code, because it de-
mands nuance and complexity.

Hence, fairness is both important
and difficult to achieve; as such it is

high on the AI research agenda.* The
dominant approach to Al fairness in

|
computer science is to formalize it as
a mathematical constraint, before im-
posing it upon the decisions of an AI

system while losing as little predictive
accuracy as possible. For example, as-
sume that we want to design an Al sys-
tem to score people who apply to enroll
at a university. To train this AI system,
we may want to learn from data of past
decisions made by human adminis-

| BY MAARTEN BUYL AND TIJL DE BIE

IN THE PAST, the range of tasks that a computer could

carry out was limited by what could be hard-coded key insights

by a programmer. NOW, recent advances in machine m The field of Al fairness aims to measure
. . . d mitigate algorithmic discrimination,

learning (ML) make it possible to learn patterns from But the tachnioal formalism this requires

has come under increasing criticism in

data, such that we can efficiently automate tasks recent years,
where the decision process is too complex to manually | a inthe prototypical, technical approach to

. . : . e Al fai , eight inh limitati
specify. After sensational successes in COMPULEr VISION | pa ientified that inhibit te potontiat to.
. . 1 . ] truly address discrimination in practice.
an(.1 ne.ltu?al lapguage processing (NLP), the impact of Tty address discrimination i pre
artificial intelligence (AI) systems powered by ML is assessment of performance, the need for
. . . . sensitive data, and the limited power of
rapidly widening toward other domains. technical formalization in high-impact
. . X e 1 decision processes.
A¥ is alr(?ady being used to mgke hlgh stakes o o The limitations delineate the role
decisions in areas such as credit scoring,* predictive technical tools for fairness should play
. e 3 20 . and serve as a disclaimer for their current
policing,’’ and employment.> These are highly paradigm.
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trators in the admission process. Yet,
if those decisions consistently under-
valued women in the past, then any
system trained on such data is likely
to inherit this bias. In the prototypical
fair classification setting, we could for-
malize fairness by requiring that men
and women are, on average, admitted
at equal proportions. A simple techni-
cal AI fairness approach to meet this
constraint is to uniformly increase the
scores given to women. The resulting
decisions may then be considered fair,
and little accuracy is likely to be lost.
Yet this approach rests on simplistic

[ ” I[JI _
..iu;:'ilﬂ

assumptions. For instance, it assumes
that fairness can be mathematically
formalized, that we collect gender
labels on every applicant, that every-
one fits in a binary gender group, and
that we only care about a single axis
of discrimination. The validity of such
assumptions has recently been chal-
lenged, raising concerns over techni-
cal interventions in AI systems as a
panacea for ensuring fairness in their
application.!®3*3%

Despite this criticism, the idea of
tackling fairness through mathemati-
cal formalism remains popular. To an

o P i gy d
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extent, this is understandable. Large-
scale data collection on humans mak-
ing high-impact decisions could en-
able us to study biases in the allocation
of resources with a level of statistical
power that was previously infeasible. If
we could properly mitigate biases in AI
systems, then we may even want fair AI
to replace these human decision mak-
ers, such that the overall fairness of the
decision process is improved. At the
very least, technical solutions in fair
Al seem to promise pragmatic benefits
that are worth considering.

Therefore, the aim of this article
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is to estimate how far (technical) AI
fairness approaches can go in truly
measuring and achieving fairness by
outlining what inherently limits it from
doing so in realistic applications. With
this lens, we survey criticisms of Al
fairness and distill eight such inherent
limitations. These limitations result
from shortcomings in the assump-
tions on which Al fairness approaches
are built. Hence, they are considered
fundamental, practical obstacles, and
we will not frame them as research
challenges that can be solved within
the strict scope of Al research. Rather,
our aim is to provide the reader with a
disclaimer for the ability of fair AI ap-
proaches to address fairness concerns.
By carefully delineating the role that
it can play, technical solutions for AI
fairness can continue to bring value,
though in a nuanced context. At the
same time, this delineation provides
research opportunities for non-AI so-
lutions peripheral to AI systems, and
mechanisms to help fair AI fulfill its
promises in realistic settings.

Remark: In what follows, we start from
the technical perspective on Al fairness,
such that we can test its inherent limits
and their relation with socio-technical,
legal, and industry challenges. Related
work takes a different approach by argu-
ing that, since fairness is fundamentally
a socio-technical concept, we should
anyhow not expect technical tools to
be sufficient in pursuing fairness.’® The
significance of technical tools should
instead be found in the informational

role they play in service of a wider socio-
technical discussion.’ The present article
is written from a different perspective,
thus corroborating this conclusion.

Limitations of Al Fairness

Figure 1 provides an overview of the
prototypical AI fairness solution.*
In this setting, an AI method learns
from data, which may be biased, to
make predictions about individuals.
Task-specific fairness properties are
computed by categorizing individuals
into protected groups, such as men and
women, and then comparing aggre-
gated statistics over the predictions for
each group. Without adjustment, these
predictions are assumed to be biased,
because the algorithm may inherit
bias from the data and because the al-
gorithm is probably imperfect and may
then make worse mistakes for some
of the groups. Fairness adjustment is
done using preprocessing methods that
attempt to remove bias from the data,
inprocessing methods where modifica-
tions are made to the learning algo-
rithm such that discriminatory pat-
terns are avoided, and postprocessing
methods that tweak the predictions
of a potentially biased learning algo-
rithm.

We consider eight inherent limi-
tations of this prototypical fair Al
system, which each affect its various
components and levels of abstraction
as illustrated in Figure 1. To start, we
observe that bias in the data results in
biased approximations of the ground
truth, leading to unfair conclusions

Figure 1. A prototypical fair Al system. Each limitation affects a different component of
the full decision process.
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about the performance and fairness
properties of the AI system. Fairness
measurements are also problematic
because they involve distinguishing
people into groups and require sen-
sitive data of individuals to do so. In
fact, there is generally no universal
definition of fairness in exact terms.
Avoiding any discrimination is anyhow
unrealistic, as it demands that the pos-
sible sources of bias are well-under-
stood without any blind spots. Even if
fairness can be adequately elaborated
for one setting, the same solutions will
often not be portable to another. More
generally, AI systems are only a com-
ponent of a larger decision process,
for example, where biases can arise in
the interaction with human decision
makers and the environment, that is
no longer within the scope of the AI In
this larger scope, we conclude that Al
fairness can be abused, through neg-
ligence or malice, to worsen injustice.

Lack of ground truth. As is now
widely understood by the AI fairness
community, datasets that involve hu-
mans are often plagued by a range of
biases that may lead to discrimination
in algorithmic decisions.*® Important-
ly, this bias may prevent an unbiased
estimation of the ground truth—that
is, the prediction that should have
been made for an individual. It is then
difficult to make unbiased statements
about the performance of an algo-
rithm.' For example, in predictive po-
licing, when trying to predict whether
someone will commit a crime, the da-
taset may use ‘arrested’ as the output
label that must be predicted. Yet, when
one group is policed more frequently,
their arrest rates may not be compara-
ble to an advantaged group, meaning it
cannot be assumed to be an unbiased
estimate of the ground truth ‘com-
mitted a crime’.* This raises concerns
whether predictive policing can ever
be ethical after long histories of biased
practices.

In general, the lack of a ground
truth is a significant problem for fair
Al, as it often depends on the avail-
ability of the ground truth to make
statements about fairness. For in-
stance, a large disparity between false
positive rates formed the basis of criti-
cism against the COMPAS algorithm,
which was found to incorrectly predict
high recidivism risk for black defen-



dants more often than for white de-
fendants.** However, lacking a ground
truth to compute those rates in an un-
biased way, one cannot even measure
algorithmic fairness in this setting.*
Caution is thus warranted in the inter-
pretation of any metrics where ground
truth should be used to compute them.
This holds for overall performance
metrics such as accuracy, but also for
many fairness statistics.

Categorization of groups. Bias has
been considered in algorithms since at
least 1996. Yet, it was the observations
that biases are found throughout real
datasets and then reproduced by data-
driven AI systems that led to the rapid
development of Al fairness research.*
Al systems are typically evaluated and
optimized with a formal, mathemati-
cal objective in mind, and so this field
demands formalizations of fairness
that somehow quantify discriminatory
biases in exact terms.

Assuming the AI system is meant to
classify or score individuals, a strong
formalization of fairness is the no-
tion of individual fairness, which as-
serts that “any two individuals who
are similar with respect to a particular
task should be classified similarly.”*
Though principled, such definitions re-
quire an unbiased test to assess wheth-
er two individuals are indeed similar.
However, if such a test were readily
available, then we could directly use
that test to construct an unbiased clas-
sifier. Developing a test for strong defi-
nitions of individual fairness is thus
equally as hard as solving the initial
problem of learning a fair classifier.

The vast majority of Al literature is
instead concerned with the more eas-
ily attainable notion of group fairness,
which requires that any two protected
groups should, on average, receive sim-
ilar labels.*® Group fairness expresses
the principles of individual fairness®
by looking at the sum of discrimina-
tion toward an entire group rather
than individual contributions. Though
this increased statistical power makes
group fairness much more practical to
measure and satisfy, it comes with its
own problems, which we discuss next.

Simpson’s paradox. An obvious
problem with group fairness is that,
through aggregation, some informa-
tion will be lost. To illustrate, we dis-
cuss the example of the University of

research

Figure 2. UC Berkeley admissions statistics for men and women. Left: Acceptance rates.
Middle: Number of applicants. Right: Average acceptance rate, either overall or weighted

by the total number of applicants (of both groups) for each department.

BN men B women

k= A € " I
a B $B overa
Ec Ec
8D gD .
o E SE weighted
o F F by dept.
0% 20% 40% 60% 80% 0 200 400 600 800 0% 10% 20% 30% 40%

Acceptance Rate

California, Berkeley admission statis-
tics from the fall of 1973." These statis-
tics showed that the overall acceptance
rate for men was higher (44%) than for
women (35%), suggesting there was a
pattern of discrimination against the
latter. However, when we consider the
acceptance rates separately per depart-
ment® in Figure 2, there does not seem
to be such a pattern. In fact, except for
departments C and D, the acceptance
rate is reportedly higher for women.
From this perspective, it could be ar-
gued that women are favored. The fact
that conclusions may vary depending
on the granularity of the groups is re-
ferred to as Simpson’s Paradox.

The paradox arises from the dif-
ference in popularity between the de-
partments. Women more commonly
applied to departments with low ac-
ceptance rates (for example, depart-
ments C through F), which hurt their
overall average acceptance rate. Yet,
when taking the weighted average by
accounting for the total number of ap-
plicants of both men and women, we
see that women score higher. As noted
by Wachter et al.,* the point of this ex-
ample is not that some forms of aggre-
gation are better than others. Rather,
we should be wary that aggregation,
such as the kind that is found in group
fairness, may influence the conclu-
sions we draw.

Fairness gerrymandering. An espe-
cially worrisome property of group
fairness is that, by looking at averages
over groups, it allows for some mem-
bers of a disadvantaged group to re-
ceive poor scores (for example, due to
algorithmic discrimination), so long
as other members of the same group
receive high-enough scores to com-

a Note that most departments were omitted in
the example.
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pensate. Such situations are consid-
ered fairness gerrymandering®® if spe-
cific subgroups can be distinguished
as systematically disadvantaged with-
in their group.

Group-fairness measures may thus
be hiding some forms of algorithmic
discrimination, illustrated by the toy
example in Figure 3. It is constructed
such that men and women receive posi-
tive decisions at equal average rates
(here 50%), just like when we view the
groups of lighter-skinned and darker-
skinned people separately. A system
giving such scores might therefore be
seen as fair, because group fairness
measures no discrepancy based on
gender or skin tone. However, this per-
axis measurement hides the discrimi-
nation that may be experienced at the
intersection of both axes. In the case
of Figure 3, lighter-skinned men and
darker-skinned women proportion-
ally receive fewer positive predictions
than the other intersectional groups.
Because darker-skinned women are
also in the minority, they receive even
fewer positive predictions propor-
tionally. Consider, then, that in the
real world, we often do see significant
discrimination along separate axes.
The discrimination experienced by
those at the intersection may then be
far worse. Indeed, empirical evidence
shows, for example, that darker-
skinned women often face the worst
error rates in classification tasks.?

The field of intersectional fair-
ness addresses the (magnified) dis-
crimination experienced by those at
the intersection of protected groups.®
A straightforward approach is to di-
rectly require fairness for all combi-
nations of subgroups. While this ad-
dresses some of the concerns for the
example in Figure 3, itisnot arealistic
solution. Such definitions of intersec-
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Figure 3. Toy example where fairness along two axes separately does not imply fair-
ness along both axes simultaneously. Each vertical bar shows the number of positives

and negatives for a group seen along the axis of either gender (left) or skin tone (right)
separately. Each bar is also split in two such that the proportions for each intersectional
subgroup (for example, darker-skinned women) is visible.

men

women

tional fairness give rise to a number of
subgroups that grows exponentially
with the number of axes of discrimi-
nation,?® thereby losing the statistical
power we were hoping to gain with
group fairness.

Discretization concerns.  Socio-
technical views of intersectional fair-
ness also criticize the assumption
that people can neatly be assigned to
groups at all. This assumption helps
in mapping legal definitions of dis-
crimination to a technical context, yet
it thereby also inherits the issues that
result from rigid identity categories in
law.* In fact, most protected charac-
teristics resist discretization. Gender
and sexual orientation are unmeasur-
able and private,*” disability is highly
heterogeneous,’ and ethnicity labels
are subjective and may be reported
differently depending on the time and
place.*

While the fear of gerrymandering in
group fairness encourages highly gran-
ular (intersections of) identity groups,
an ‘overfitting’ of identity categoriza-
tion should also be avoided. It must be
better understood how machine learn-
ing, which aims at generalization, can
model such individual nuances.

Need for sensitive data. Fair Al re-
search is fueled by the use of sensitive
data—that is, data on people’s traits
that are protected from discrimina-
tion. Almost all methods require such
data to measure and mitigate bias.**In-
deed, exact fairness definitions involve
categorizing people into groups, which
requires us to know, for every person,
which group they actually identify with
(if any).

Yet it is hardly a viable assumption
that sensitive data is generally avail-
able for bias mitigation purposes in
the real world. Clearly, the collection

N positive I negative
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of such highly personal data conflicts
with the ethical principle of privacy,*
despite the fact that privacy and fair-
ness are often considered joint ob-
jectives in ethical AI guidelines.”
Fairness should not blindly be given
priority here, since disadvantaged
groups may prefer to avoid disclos-
ing their sensitive data due to distrust
caused by structural discrimination
in the past.? For example, outing the
sexual orientation or gender identity
of queer individuals can lead to emo-
tional distress and serious physical or
social harms.*

Indeed, practitioners report that
individuals are often hesitant to share
sensitive data, most frequently be-
cause they do not trust that it will be in
their benefit.? Privacy and availability
concerns are thus consistently cited as
significant obstacles to implementing
fair AI in practice.?®*>?” Sensitive data
has received special protection in the
past, such as in European data protec-
tion law.® In stark contrast, the Euro-
pean Commission’s recently proposed
Al Act® now includes a provision that
specifically allows for the processing
of sensitive data for the purpose of en-
suring “the bias monitoring, detection
and correction in relation to high-risk
Al systems.”

No universal fairness definition.
So far, we have discussed mathemati-
cal definitions of fairness in simple
terms—that is, as constraints that
compare simple statistics of differ-
ent demographic groups. These con-
straints are motivated through the

b Most notably, see the General Data Protection
Regulation: https://bit.ly/3RGngKR.

¢ At press time, the Al Act is still being debated.
The most recent milestone is the set of
amendments adopted by the European Parlia-
ment: https://bit.ly/47eS7wb

52 COMMUNICATIONS OF THE ACM | FEBRUARY 2024 | VOL.67 | NO.2

idea that the AI system is distributing
resources, which ought to be done in a
fair way. However, does this mean that
each group should receive an equal
amount of resources, or should we try
to be equitable by taking the particular
need, status, and contribution of these
groups into account?® This irresolu-
tion has led to a notoriously large va-
riety of fairness notions. For just the
binary classification setting, one sur-
vey from 2018* lists 20 different defi-
nitions, each with its own nuance and
motivations. For example, statistical
parity ¥ requires equality in the rate at
which positive predictions are made.
On the other hand, equalized odds re-
quires false positive and false negative
rates to be equal. It therefore allows
for different rates at which groups re-
ceive positive decisions, so long as the
amount of mistakes is proportionally
the same. Both notions are defensible
depending on the context, but they
are also generally incompatible: If the
base rates differ across groups (that is,
one group has a positive label in the
data more often than another), then
statistical parity and equalized odds
can only be met simultaneously in
trivial cases.”

In fact, many notions have shown
to be mathematically incompatible in
realistic scenarios.”® This has led to
controversy, for example, in the case
of the COMPAS algorithm. As men-
tioned previously, it displayed a far
higher false-positive rate in predicting
recidivism risk for black defendants
than white defendants.* Yet the COM-
PAS algorithm was later defended by
noting that it was equally calibrated
for both groups; that is, black and
white defendants that were given the
same recidivism risk estimate indeed
turned out to have similar recidivism
rates.” Later studies proved that such
a balance in calibration is generally
incompatible with a balance in false-
positive and negative rates, except in
trivial cases.”” From a technical point
of view, these results imply that there
cannot be a single definition of fair-
ness that will work in all cases. Conse-
quently, technical tools for Al fairness
should be flexible in how fairness is
formalized, which greatly adds to their
required complexity.

Moreover, it may not even be pos-
sible to find a ‘most relevant’ fairness


https://bit.ly/3RGnqKR
https://bit.ly/47eS7wb

definition for a specific task. Indeed,
human-subject studies show that hu-
mans generally do not reach a con-
sensus on their views of algorithmic
fairness. From studies collected in a
surveyed by Starke et al.,* it appears
that people’s perceptions of fairness
are heavily influenced by whether they
personally receive a favorable outcome.
The ‘most relevant’ fairness definition
may therefore be the product of a con-
stantly shifting compromise’ resulting
from a discussion with stakeholders.
It is also noted that these discussions
may be hampered by a lack of under-
standing of technical definitions of
fairness.

Blind spots. It will now be clear that
fairness is inherently difficult to for-
malize and implement in AT methods.
We thus stress the need for nuance
and iteration in addressing biases.
However, such a process assumes that
possible biases are already anticipated
or discovered. Businesses have raised
concerns that, though they have pro-
cesses and technical solutions to
tackle bias, they can only apply them
to biases that have already been fore-
seen or anticipated.*> Without an auto-
mated process to find them, they are
limited to following hunches of where
bias might pop up. Holstein et al.”® cite
one tech worker, saying, “Youwll know
if there’s fairness issues if someone
raises hell online.” Though well-de-
signed checklists may help to improve
the anticipation of biases,* it is safe
to assume that some blind spots will
always remain. Since unknown biases
are inherently impossible to mea-
sure, we cannot always make defini-
tive guarantees about fairness in their
presence. The fairness of AI systems
should thus constantly be open to
analysis and criticism, such that new
biases can quickly be discovered and
addressed.

In fact, some biases may only arise
after deployment. For example, the
data on which an algorithm is trained
may have different properties than
the data on which it is evaluated, be-
cause the distribution of the latter
may be continuously changing over
time.** Similarly, any fairness mea-
surements taken during training
may not be valid after deployment.*?
The AI Act proposed by the European
Commission would therefore rightly

In an unjust world,
itis meaningless
to talk about

the fairness of

an algorithm’s
decisions without
considering the
wider socio-
technological
context in which an
algorithm is applied.
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require that high-risk AI systems are
subjected to post-market monitoring,
in part to observe newly arising bi-
ases. The fairness properties of an Al
system should thus continuously be
kept up to date.

Lack of portability. As we have ar-
gued, fairness should be pursued
for a particular AI system after care-
fully elaborating the assumptions
made and after finding compromise
between different stakeholders and
viewpoints—for example, because
fairness is difficult to formalize. How-
ever, this means that our desiderata
for a fair AI system become highly
situation-specific. As pointed out
by Selbst et al.,*® this limits the por-
tability of fairness solutions across
settings, even though portability is a
property that is usually prized in com-
puter science. Consequently, the flexi-
bility of fair Al methods that we called
for earlier in this article may not be
achievable by simply choosing from a
zoo of portable fairness solutions.

In industry, there is already em-
pirical evidence that off-the-shelf fair-
ness methods have serious limits.
For example, fairness toolkits such as
AIF360, Aequitas,© and Fairlearn® of-
fer a suite of bias measurement, visu-
alization, and mitigation algorithms.
However, though such toolkits can be
a great resource to learn about AI fair-
ness, practitioners found it hard to ac-
tually adapt them to their own model
pipeline or use case.*

Limited power over the full decision
process. Fair Al papers often start by
pointing out that algorithms are in-
creasingly replacing human decision
makers. Yet, decisions in high-risk set-
tings, such as credit scoring, predictive
policing, or recruitment, are expected
to meet ethical requirements. Such de-
cision processes should thus only be
replaced by algorithms that meet or
exceed similar ethical requirements,
such as fairness. However, it is unreal-
istic to assume that decision processes
will be fully automated in precisely
those high-risk settings that motivate
fair Alin the first place. This is because
fully automated AI systems are not
trusted to be sufficiently accurate and

d See https://github.com/Trusted-AI/AIF360
e See https://github.com/dssg/aequitas
f See https://github.com/fairlearn/fairlearn
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fair” The EU’s General Data Protection
Regulation® even specifically grants
the right to, in certain circumstances,
not be subject to fully automated deci-
sion making.

In most high-risk settings, algo-
rithms only play a supportive role
and the final decision is subject to
human oversight.?> However, unfair-
ness may still arise from the interac-
tion between the algorithm and the
larger decision process (for example,
including human decision makers)
that is outside its scope.?® For exam-
ple, a study conducted by Green and
Chen? asked participants to give a fi-
nal ruling on defendants in a pre-trial
setting. After being presented with an
algorithmic risk assessment, partici-
pants tended to (on average) assign a
higher risk to black defendants than
the algorithm. The reverse was true
for white defendants.

Hence, in an unjust world, it is
meaningless to talk about the fairness
of an algorithm’s decisions without
considering the wider socio-techno-
logical context in which an algorithm
is applied.”® Instead, it is more infor-
mative to measure the overall fair-
ness properties of a decision process,
of which an algorithm may only be a
small component among human deci-
sion makers and other environmental
factors.!

Open to abuse. Like most technol-
ogy, solutions for algorithmic fair-
ness are usually evaluated with the
understanding that they will be used
in good faith. Yet the sheer com-
plexity of fairness may be used as a
cover to avoid fully committing to it
in practice. Indeed, opportunistic
companies implementing ethics into
their AI systems may resort to ethics-
shopping—that is, they may prefer
and even promote interpretations of
fairness that align well with existing
(business) goals.’® Though they may
follow organizational ‘best practices’
by establishing ethics boards and col-
lecting feedback from a wide range
of stakeholders, an actual commit-
ment to moral principles may mean
doing more than what philosophers
are allowed to do within corporate
settings.” Fundamentally, solutions
toward ethical Al have a limited effect

g See https://bit.ly/3RGnqKR

The sheer
complexity of
fairness may be
used as a cover

to avoid fully
committing to itin
practice.
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if a deviation from ethics has no con-
sequences.*

The complexity of fairness may not
only lead to obscure commitments to-
ward it; its many degrees of freedom
may also be abused to create or inten-
sify injustice. In this article, we argued
that ground truth labels are often un-
available, lending power to whomever
chooses the proxy that is used instead.
Moreover, as we also discussed, the
groups in which people are catego-
rized grant the power to conceal dis-
crimination against marginalized
subgroups. Following another thread
in this article on the need for sensi-
tive data to measure fairness, we also
warn that this necessity could moti-
vate further surveillance, in particu-
lar on those already disadvantaged.'
Overall, significant influence is also
afforded in deciding how fairness is
actually measured, as a universal defi-
nition may not exist.

Conclusion
It is evident from our survey of criti-
cism toward fair AI systems that such
methods can only make guarantees
about fairness based on strong as-
sumptions that are unrealistic in
practice. Hence, AI fairness suffers
from inherent limitations that pre-
vent the field from accomplishing its
goal on its own. Some technical limi-
tations are inherited from modern ML
paradigms that expect reliable esti-
mates of the ground truth and clearly
defined objectives to optimize. Other
limitations result from the necessity
to measure fairness in exact quanti-
ties, which requires access to sensi-
tive data and a lossy aggregation of
discrimination effects. The complex-
ity of fairness means that some forms
of bias will always be missed and that
every elaboration of fairness is highly
task-specific. Moreover, even a perfect-
ly designed AI system often has limited
power to provide fairness guarantees
for the full decision process, as some
forms of bias will remain outside its
scope. Finally, the extensive automa-
tion of high-stakes decision processes
with allegedly fair AI systems entails
important risks, as the complexity of
fairness opens the door to abuse by
whomever designs them.

These inherent limitations mo-
tivate why Al fairness should not be
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considered a panacea.
Yet, we also stress that
the many benefits of Al
fairness must not be
overlooked, since it can
remain a valuable tool
as part of broader so-
lutions. In fact, many
of the limitations we identify and as-
sumptions we question are not only
inherent to fair AI, but to the ethical
value of fairness in general. The study
of Al fairness thus forces and enables
us to think more rigorously about what
fairness really means to us, lending us
a better grip on this elusive concept. In
short, fair Al may have the potential to
make society more fair than ever, but it
needs critical thought and outside help
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Challenges and opportunities faced by
computing educators and students adapting
to LLMs capable of generating accurate
source code from natural-language problem
descriptions.

BY PAUL DENNY, JAMES PRATHER, BRETT A. BECKER,
JAMES FINNIE-ANSLEY, ARTO HELLAS, JUHO LEINONEN,
ANDREW LUXTON-REILLY, BRENT N. REEVES,
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Computing
Education

In the Era of

enerative
Al

A NEW ERA is emerging in which artificial intelligence
(AI) will play an ever-increasing role in many facets of
daily life. One defining characteristic of this new era

is the ease with which novel content can be generated.
Large language models (LLMs)—neural network-based
models trained on vast quantities of text data*—are
capable of creating a variety of convincing human-like
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outputs, including prose, poetry, and
source code. It is largely accepted that
synthesizing source code automati-
cally from natural-language prompts
is likely to improve the productivity of
professional developers®® and is being
actively explored by well-funded enti-
ties such as OpenAl (ChatGPT, GPT-
4%, Amazon (CodeWhisperer®), and
Google (Alpha-Code,* Bard®). In the
same way that high-level programming
languages offered large productiv-
ity advantages over assembly-language
programming many decades ago, Al
code-generation tools appear primed
to transform traditional programming
practices. Claims are already emerging
that a significant proportion of new
code is being produced by tools such as
GitHub Copilot,’ a plug-in for popular
integrated development environments
(IDEs), such as Visual Studio Code.
The current pace of development
in this area is staggering, with no-
ticeably more advanced versions be-
ing released several times per year.
The pace of advancement is so rapid
that in March 2023, a well-publicized
open letter appeared that encour-

a See https://openai.com/research/gpt-4
b See https://aws.amazon.com/codewhisperer
¢ See blog.google/technology/ai/code-with-bard

key insights

H Generative Al presents challenges and
opportunities for computing education,
necessitating updated pedagogical
strategies that focus on new skill sets.

m Generative Al models are highly capable
of generating solutions to problems
typical of introductory programming
courses, raising concerns around
potential student overreliance and
misuse.

m Al-driven tools transform the creation and
customization of educational resources
such as programming exercises, enabling
the efficient generation of personalized
learning materials.

m Novel pedagogical approaches are
emerging to teach students how to
leverage generative Al, emphasizing
strategic problem decomposition and the
importance of accuracy when specifying
programming tasks to Al systems.
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aged a public, verifiable, and imme-
diate pause of at least six months
on the training of AI systems more
powerful than GPT-4. Signed by Elon
Musk, Steve Wozniak, Moshe Vardi,
and thousands of others including
many Al leaders and Turing award
recipients,? the letter was addressed
to all AIlabs and suggested potential
government-led moratoriums.

These developments raise urgent
questions about the future direction
of many aspects of society, including
computing education. For example,
one popular evidence-based pedago-
gy for teaching introductory program-
ming involves students writing many
small exercises thatare checked either
manually or by automated grading
tools. However, these small problems
can now easily be solved by Al models.
Often, all that is required of a student
is to accept an auto-generated sugges-
tion by an IDE plug-in.'*!! This raises
concerns that students may use new
tools in ways that limit learning and
make the work of educators more dif-
ficult. Bommasani et al. highlight that
it has become much more complex for
teachers "to understand the extent of
a student's contribution” and "to reg-
ulate ineffective collaborations and
detect plagiarism."” Alongside such
challenges emerge opportunities for
students to learn computing skills.?

This article discusses the chal-
lenges and opportunities such mod-
els present to computing educators,
with a focus on introductory program-
ming classrooms. This discussion is
organized around two foundational
articles from the computing educa-
tion literature written around the time
that awareness of code-generating lan-
guage models was just emerging. The
first, published in Jan. 2022, evaluated
the performance of code-generating
models on typical introductory-level
programming problems. The second,
published in Aug. 2022, explored the
quality and novelty of learning resourc-
es generated by these models. Now, we
consider implications for computing
education in light of new model capa-
bilities and as lessons emerge from
educators incorporating such models
into their teaching practices.

Large language models and code.

d See https://bit.ly/3tzJoHg

Instructors should
be extremely clear
about when and
how generative Al
tools are allowed
to be used on their
assessments.
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Al-driven coding has only been a vi-
able reality for the general public
since 2022, when GitHub’s Copilot
emerged from a period of techni-
cal preview. Originally pitched as
“your AI pair programmer,” at the
time of writing, Copilot claims to be
the “world’s most widely adopted Al
developer tool.” Other Al-powered
code-generation tools are also broad-
ly accessible, including Amazon’s
CodeWhisperer and Google’s Bard.
The Codex model (discussed in this
article specifically) was the original
model to power Copilot. A descen-
dant of GPT-3, Codex was fine-tuned
with code from more than 50 million
public GitHub repositories totaling
159GB.’> Although now officially dep-
recated in favor of the newer chat
models, Codex was capable of taking
English-language prompts and gen-
erating code in several programming
and scripting languages, including
JavaScript, Go, Perl, PHP, Python,
Ruby, Swift, TypeScript, and shell.
It could also translate code between
programming languages, explain (in
several natural languages) the func-
tionality of code, and return the time
complexity of the code it generated.
The use of such tools in educa-
tion is nascent and changing rapidly.
Copilot was only made freely avail-
able to students in June 2022f and to
teachers in September 2022¢ after its
potential to impact education began
to unfold. In November 2022, Chat-
GPT" was released, followed by the
release of GPT-4 in March 2023. Ope-
nAl has continued to update these
models with new features, such as
data analysis from files, analyzing
images, and assisted Web search.
For a more technical overview of the
historical developments and future
trends of language models, read the
Communications article by Li.?°

Challenges Ahead

Code-generation tools powered by
LLMs can correctly and reliably solve
many programming problems that
are typical in introductory courses.
This raises a number of important

See https://github.com/features/copilot
See https://bit.ly/41FcEsz

See https://bit.ly/48euq8w

See https://openai.com/blog/chatgpt
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questions for educators. For exam-
ple, just how good are these tools?
Can a student with no programming
knowledge, but who is armed with a
code-generating LLM, pass typical
programming assessments? Do we
need a different approach?

Putting them to the test. To explore
the performance of LLMs in the con-
text of introductory programming, we
prompted Codex with real exam ques-
tions and compared its performance
to that of students taking the same
exams. We also prompted Codex to
solve several variants of a well-known
CS1-level programming problem (the
“Rainfall problem”) and examined
the correctness and variety of solu-
tions produced. This work was origi-
nally performed in September 2021,
several weeks after OpenAl provided
API access to the Codex model. The re-
sulting paper, published in Jan. 2022,
was the firstin a computing education
venue to assess the code-generating
capabilities of LLMs."

My Al wants to know if its grade will
be rounded up. We took all questions
from two Python CS1 programming
exams that had already been taken
by students and provided them as
input (verbatim) to Codex. The exam
questions involved common Python
datatypes, including strings, tuples,
lists, and dictionaries. They ranged
in complexity from simple calcula-
tions, such as computing the sum of a
series of simulated dice rolls, to more
complex data manipulations, such
as extracting a sorted list of the keys
that are mapped to the maximum
value in a dictionary.

To evaluate the code generated, we
executeditagainstthe same setoftest
cases that were used in assessing the
student exams. This follows a simi-
lar evaluation approach employed by
the Codex developers.® If the Codex
output differed from the expected
output with only a trivial formatting
error (for example, a missing comma
or period) we made the appropriate
correction, much as a student would
if using Codex to complete an exam.

To contextualize the performance
of the Codex model, we calculated the
score for its responses in the same
way as for real students using the
same question weights and accumu-
lated penalties for incorrect submis-

sions. Codex scored 15.7/20 (78.5%) on
Exam 1 and 19.5/25 (78.0%) on Exam
2. Figure 1 plots the scores (scaled to
a maximum of 100) of 71 students en-
rolled in the CS1 course in 2020 who
completed both exams. Codex’s score
is marked with a blue ‘X’. Averag-
ing both Exam 1 and Exam 2 perfor-
mance, Codex ranks 17 amongst the
71 students, placing it within the top
quartile of class performance.

We observed that some of the Co-
dex answers contained trivial for-
matting errors. We also observed
that Codex performed poorly with
problems that disallowed the use
of certain language features (for ex-
ample, using split() to tokenize
a string). Codex often did not pro-
duce code that avoided using these
restricted features, and thus the
model (in these cases) often did not
pass the auto-grader. Codex also per-
formed poorly when asked to pro-
duce formatted ASCII output, such
as patterns of characters forming
geometric shapes, especially where
the requirements were not specified
in the problem description but had
to be inferred from the provided ex-

research

ample inputs and outputs.

Yes, I definitely wrote this code my-
self. To understand the amount of
variation in the responses, we pro-
vided Codex with seven variants of
the problem description for the well-
studied ‘Rainfall’ problem (which av-
erages values in a collection) a total
of 50 times each, generating 350 re-
sponses. Each response was executed
against 10 test cases (a total of 3,500
evaluations). Across all variants, Co-
dex had an average score close to
50%. Codex performed poorly on cas-
es where no valid values were provid-
ed as input—for example, where the
collection to be averaged was empty.

We also examined the number of
source lines of code for all Rainfall vari-
ants, excluding blank and comment
lines. In addition, we classified the gen-
eral algorithmic approach employed in
the solutions as an indicator of algorith-
mic variation. We found that Codex pro-
vides a diverse range of responses to the
same input prompt. Depending on the
prompt, the resulting programs used
varied programmatic structures, while
ultimately favoring expected methods
for each problem variation—that is,

Figure 1. Student scores on Exam 1 and Exam 2, represented by circles. Codex’s 2021

score is represented by the blue ‘X’. GPT-4’s 2023 score on the same questions is repre-
sented by the red ‘X'.
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for-loops for processing lists and while-
loops for processing standard input.

Rapid progress. Given the improve-
ment in model capabilities over the
last two years, it is interesting to ob-
serve how well a state-of-the-art model
(GPT-4 at the time of writing) performs
on the same set of questions. In July
2023, a working group exploring LLMs
in the context of computing educa-
tion replicated this study using GPT-4
under identical conditions.” GPT-4
scored 99.5% on Exam 1 and 94.4% on
Exam 2, this time outscored overall by
only three of the 71 students (GPT-4 is
represented by the red ‘X’ in Figure 1).
On the Rainfall problems, GPT-4 suc-
cessfully solved every variant, in some
cases producing the correct result but
with a trivial formatting error. Another
follow-up study looked at the perfor-
mance of generative AI on CS2 exam
questions and found that it performed
quite well in that context.! Newer
models can also solve other types of
programming exercises, like Parsons
Problems, with decent accuracy that is
likely to only improve over time.*

Academic integrity. Software de-
velopment often encourages code re-
use and collaborative development
practices, which makes the concept
of academic integrity difficult to for-
malize in computing.’* Nevertheless,
individual work is still commonplace
in computing courses, and it is an ex-
pectation for students working on in-
dividual projects to produce their own
code rather than copy code written by
someone else. This is often verified
through the use of traditional pla-
giarism tools. However, recent work
has shown that common plagiarism
detection tools are often ineffective
against Al-generated solutions.? This
raises significant concerns for educa-
tors monitoring academic integrity in
formal assessments.

Academic misconduct. Although aca-
demic misconduct has been discussed
in the computing education commu-
nity for quite some time,* the advent
of LLMs provides a new and difficult
set of challenges. The first is categoriz-
ing exactly what type of academic mis-
conduct, if any, its usage falls into. A
recent working-group report on LLMs
in computing education considered
ethics and examined it in the context
of the ACM Code of Ethics and recent

university Al usage policies.” They dis-
cussed plagiarism, collusion, contract
cheating, falsification, and the use of
unauthorized resources. Though many
university policies have placed AI us-
age into the category of plagiarism,
Prather et al. disagree.” Plagiarism in-
volves stealing content from a person
with agency, which LLMs as next-token
generators clearly do not have. If gen-
erative Al tools are seen as productiv-
ity tools (such as IDE code-completion
or calculators for mathematical prob-
lems) that are used professionally,
then it makes sense to decide if the use
of such tools is appropriate for a given
contextand communicate the decision
to students. If students persist in using
the tools when they are restricted, then
they would be engaging in academic
misconduct because they used an un-
authorized resource, not because of
some intrinsic characteristic of the
tool itself. Instructors should, there-
fore, be extremely clear about when
and how generative Al tools are al-
lowed to be used on their assessments.
The working-group report includes a
guide for students that could easily be
adapted by faculty into a helpful hand-
out or added to a course syllabus.

A recent interview study with com-
puting educators has revealed that
initial reactions are divided—from
banning all use of generative Al to
an acceptance that resistance is, ul-
timately, futile.”” Restricting the use
of generative Al tools is likely (at least
in the short term) to shift practice to-
ward increased use of secure testing
environments* and a greater focus on
the development and assessment of
process skills.'®

Code reuse and licensing. Potential
licensing issues arise when content is
produced using code-generation mod-
els, even when model data is publicly
available.” Many different licenses
apply to much of the publicly available
code used to train LLMs, and typically
these licenses require those who re-
use to credit the code they used, even
when the code is open source. When
a developer generates code using
an AI model, they may end up using
code that requires license compliance
without being aware of it. Such issues
are already before the courts.! This is

i See https://githubcopilotlitigation.com
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clearly an issue that extends beyond
educational use of software, but as
educators it is our role to inform stu-
dents of their professional responsi-
bilities when reusing code.

Learner over-reliance. The devel-
opers of Codex noted that a key risk
of using code-generation models in
practice is users’ over-reliance.’ Novic-
es using such models, especially with
tools such as Copilot that embed sup-
port in an IDE, may quickly become
accustomed to auto-suggested solu-
tions. This could have multiple nega-
tive effects on student learning.

Metacognition. Developing compu-
tational thinking skills is important
for novice programmers as it can fos-
ter higher-order thinking and reflec-
tion.” Metacognition, or “thinking
about thinking”, is a key aspect of
computational thinking (and prob-
lem-solving in general). Learning to
code is already a challenging process
that requires a high level of cognitive
effort to remember language syntax,
think computationally, and under-
stand domain-specific knowledge;
the use of metacognitive knowledge
and strategies can aid in problem-
solving and prevent beginners from
getting overwhelmed or lost. Relying
too heavily on code-generation tools
may hinder the development of these
crucial metacognitive skills.

When the models fail. Despite en-
couraging results such as those pre-
sented here, an analysis of solutions
generated by AlphaCode revealed that
11% of Python solutions were syntacti-
cally incorrect (produced a Syntax-
Error) and 35% of C++ solutions did
not compile.?* Recent work has shown
that as many as 20% of introductory
programming problems are not solved
sufficiently by code-generation mod-
els, even when allowing for expert
modification of the natural-language
problem descriptions.® The developers
of Codex noted that it can recommend
syntactically incorrect code, including
variables, functions, and attributes
that are undefined or outside the scope
of the codebase, stating, “Codex may
suggest solutions that superficially
appear correct but do not actually per-
form the task the user intended. This
could particularly affect novice pro-
grammers and could have significant
safety implications depending on the


https://githubcopilotlitigation.com

context”.* Students who have become
overly reliant on model outputs may
find it especially challenging to pro-
ceed when the suggested code is incor-
rect and cannot be resolved through
natural-language prompting.*®

Bias and bad habits. The issue
of bias in AI is well known. In addi-
tion to general bias (subtle or overt)
that affects nearly all Al-generated
outputs, such as the representation
of particular demographics and
genders, there are also likely biases
unique to AI code generation.

Appropriateness for beginners. Nov-
ices usually start by learning simple
programming concepts and patterns,
gradually building their skills. How-
ever, much of the vast quantity of code
on which these AI models are trained
was written by experienced develop-
ers. Therefore, we should expect that
Al-generated code may sometimes be
too advanced or complex for novices
to understand and modify. Recent
work has shown that even the latest
generative AI models generate code
using concepts too advanced for nov-
ices or that are specifically outside the
curriculum.*

Harmful biases. The developers of
Codex found that code-generation
models raise bias and representation
issues—notably that Codex can gener-
ate code comments (and potentially
identifier names) that reflect negative
stereotypes about gender and race,
and may include other denigratory
outputs.” Such biases are obviously
problematic, especially where novices
are relying on the outputs for learning
purposes. Notably, the feature list for
Amazon CodeWhisperer includes ca-
pabilities to remove harmful biases
from generated code’) Some recent
work (from competitor Microsoft) has
expressed doubt about the reliability
of this feature.*

Security. Unsurprisingly, Al-gener-
ated code can be insecure,?” and hu-
man oversight is required for the safe
use of AI code-generation systems.’
However, novice programmers lack
the knowledge to provide this over-
sight. A recent exploration of novices
using AI code-generation tools found
they consistently wrote insecure code
with specific vulnerabilities in string

j See https://go.aws/3NKd2Al

Developing
computational
thinking skills is
important for novice
programmers as it
can foster higher-
order thinking and
reflection.

research

encryption and SQL injection.” Per-
haps even more disturbing, the nov-
ice programmers in this study who
had access to an Al code-generating
tool were more likely to believe they
had written secure code. This reveals
a pressing need for increased student
and educator awareness around the
limitations of current models for gen-
erating secure code.

Computers in society. The use of
Al-generated code provides many op-
portunities for discussions on ethics
and the use of computers in society.
Moreover, these technologies may
serve as a vehicle to empower novice
users to explore more advanced ideas
earlier, leveraging the natural engage-
ment that comes from using technolo-
gies that are “in the news.” Teachers
of introductory courses have long told
themselves that students will learn
about testing, security, and other more
advanced topics in subsequent cours-
es. However, with growing numbers of
students taking introductory classes
but not majoring in computing, and
the capabilities that code generation
affords, the stakes are higher for CS1
and introductory classes to raise these
issues early, before the chance of real-
world harm is great.

Opportunities Ahead

Despite the challenges that must be
navigated, code-generation tools
have the potential to revolutionize
teaching and learning in the field of
computing.? Indeed, developers of
such models specifically highlight
their potential to positively impact
education. When introducing Codex,
Chen et al. outline a range of possible
benefits, including to: “aid in edu-
cation and exploration.” Similarly,
the developers of AlphaCode suggest
such tools have “the potential for a
positive, transformative impact on
society, with a wide range of applica-
tions including computer science ed-
ucation.”?' In this section, we discuss
several concrete opportunities for
code- and text-generation models to
have a transformative effect on com-
puting education.

Plentiful learning resources. In-
troductory programming courses
typically use a wide variety of learn-
ing resources. For example, program-
ming exercises are a very common
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type of resource for helping students
practice writing code. Similarly, nat-
ural-language explanations of code
are another useful resource. They
can be valuable for helping students
understand how a complex piece of
code works or as a tool for evaluat-
ing student comprehension of code.
However, it is a significant challenge
for educators to generate a wide vari-
ety of high-quality exercises targeted
to the interests of individual learners
and to produce detailed explanations
at different levels of abstraction for
numerous code examples.

We explored the potential for
LLMs to reduce the effort needed by
instructors to generate the two types
of learning resources just discussed:
programming exercises and code
explanations. This work, which was
originally carried out in April 2022
and published in August 2022, was
the first paper in a computing educa-
tion venue to explore LLM-generated
learning resources.*

Programming exercises. Figure 2
shows an example of the input we used
to generate new programming exercis-
es using Codex. This ‘priming’ exercise
consists of a one-shot example (a com-
plete example similar to the desired
output) followed by a partial prompt to
prime the generation of a new output.
In this case, the format of the priming
exercise consists of a label (Exercise
1) followed by keywords for both the
contextual themes (donuts) and the
programming-related concepts (func-
tion, conditional) of the exercise, a
natural-language problem statement
and a solution (in the form of a Python
function). For space reasons, we omit
a list of test cases, but these can also
be included for programming prob-
lems. The priming input ends with the
explicit prompt for a new exercise to
be generated (Exercise 2), along with
the desired concepts and themes ex-
pressed as keywords (basketball, func-
tion, list, and for loop).

Figure 3 shows one output gener-
ated when the prompt in Figure 2 was
provided to Codex. In this case, as
requested by the keyword informa-
tion in the input prompt, the problem
statement is related to basketball and
the model solution consists of a func-
tion that involves a list and a for loop.
To evaluate this approach more thor-
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oughly, we generated a set of 240 pro-
gramming exercises by varying the
programming-related concepts and
contextual themes. We attempted to
execute the generated code against
the generated test cases and analyzed
statement coverage as a measure of the
thoroughness of the test suite. Table 1
summarizes these results and shows
that in most cases, the programming
exercises generated by the model in-
cluded sample solutions that were exe-
cutable. Similarly, most of the time, the
model also generated a set of tests, re-
sulting in a total of 165 programming
exercises with both a sample solution
and a set of tests. The sample solution
frequently did not pass all the generat-
ed tests, but when it did, the test suites
achieved full statement coverage in all
but three cases.

We also found that the vast majority
of exercises (around 80%) were entirely
novel, in that fragments of the problem
descriptions were not indexed by any
search engines. A similar fraction of
the exercises also matched the desired
topics and themes. Although this is far
from perfect, there is obvious potential
for generating new and useful resourc-
esin this manner and the cost of elimi-
nating poor results (which could be
automated) is almost certainly smaller
than manually generating alarge num-
ber of exercises and accompanying test
cases. With the addition of filtering
steps that could be automated, it would
be possible to generate an almost end-
less supply of novel resources that are
contextualized to students’ interests.

Code explanations. Code explana-
tions can be generated at different
levels of abstraction, from high-level
summaries to detailed explanations
of every line. We focused on the latter,
as these are often useful for students
when debugging code. We prompt-
ed Codex using a simple input that
consisted of the source code to be
explained, the text “Step-by-step ex-
planation of the above program”, and
finally “1.” to influence the output to
include numbered lines. We analyzed
the resulting explanations in terms of
completeness and accuracy, finding
that 90% of the explanations covered
all parts of the code, and nearly 70% of
the explanations for individual lines
were correct. Common errors were
mostly related to relational operators



and branching conditionals—for ex-
ample, where Codex stated “less than
or equal to x” when the corresponding
code was checking “less than x”.

Rapid progress. In this section, we
described early work in which code
explanations were generated using a
version of the Codex model that was
available in early 2022 (specifically,
‘code-davinci-001’). Less than a year
later, code explanations generated by
models such as ChatGPT are consider-
ably better and more consistently ac-
curate. Figure 4 illustrates one exam-
ple of a code explanation generated
by ChatGPT when provided only the
code shown in the “Sample solution”
area in Figure 3 and using the same
prompt for a line-by-line explanation
as described in this section.

The quality of LLM-generated
learning resources is likely to con-
tinue improving alongside model
capabilities. For example, MacNeil
et al. found that code explanations
generated by the GPT-3 model were
consistently more helpful than those
generated by Codex.? They generated
several different kinds of code expla-
nations, deploying them in an online
interactive e-book, and found that
students reported high-level summa-
ries of code as being more useful for
their learning compared to lower-level
detailed explanations of each line. Re-
cent work has also found that LLM-
created code explanations are rated
more highly on average by students
than code explanations created by
their peers.'®

We see great potential for LLMs to
be applied to the production of a vari-
ety of learning resources relevant to
computing education. We also expect
the quality and accuracy of the gener-
ated resources to improve consider-
ably over the near term based on re-
cent trends.

Better programming error mes-
sages. For more than 60 years, re-
searchers have identified poor pro-
gramming error messages (PEMs) as
problematic, and significant work
remains in this area. Recent work has
attempted to put error messages into
more natural language by focusing on
readability, which has been shown to
improve student understanding of er-
ror messages and the number of suc-
cessful code corrections.® While it is

clear that increasing the readability of
PEMs is helpful to novices, doing so at
scale, and across languages, remains
a challenge.

Leinonen et al. explored the po-
tential of LLMs for improving PEMs."
They collected Python error messages
that had been reported as most un-
readable in prior work and generated
code examples that produced these
error messages. They prompted the
Codex API with both the code and er-
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ror message to generate explanations
of the PEMs and actionable fixes. They
found that most of the explanations
created by Codex were comprehen-
sible, and Codex produced an output
with an explanation for most inputs.
More recent work has extended
this approach by implementing GPT-
enhanced LLM explanations of PEMs
directly into compilers or automated
assessment tools. Taylor et al. de-
ployed GPT explanations to a C/C++

Figure 2. A ‘priming’ exercise consisting of one complete example followed by the

prompt for a new one.

"""Exercise 1
--Keywords--

donuts

function

conditional

--Problem statement--

Write a function called donut_cost that takes

— three inputs: the price of a donut, the
— number of donuts bought, and whether or not

— it is the weekend.

— return the total cost of the donuts.

The function should

If it

— 1is the weekend, the donuts cost twice as

< much.
--Sample solution--

def donut_cost(price, number, is_weekend):

if is_weekend:
return price x number * 2
else:
return price * number
"""Exercise 2
--Keywords--
basketball
function
list
for loop
--Problem statement--

Figure 3. Example output generated by Codex using the priming exercise from Figure 2.

Write a function called count_rebounds that

— takes a list of basketball players as an

— input.

The function should return the

— total number of rebounds for the entire

— team.

Each element in the list is itself a

— list containing the player's name, their

— points, and their rebounds.
--Sample solution--
def count_rebounds(players):
total = @
for player in players:
total = total + player[2]
return total
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compiler in CS1 and CS2 courses and
found it provided accurate explana-
tions in 90% of cases for compile-time
errors and 75% of cases for run-time
errors.”’” Wang et al. found that stu-
dents receiving GPT-enhanced PEMs
in a large-scale introductory pro-
gramming course repeated an error
23.5% less often and resolved an er-
ror in 36.1% fewer attempts.*® While
there is still work to be done before
the decades-old problem is solved, the
potential to demystify PEMs in this
way is an exciting opportunity only re-
cently made possible.

Table 1. Analysis of 240 generated
programming exercises, showing the

proportion that met criteria regarding
sample solutions and test cases.

203/240 84.6%
182/203 89.7%
170/240 70.8%
51/165 30.89%

Has sample solution?

Sample solution executable?

Has test cases?

All tests pass?

Full (100%) statement
coverage?

48/51 94.1%

Exemplar solutions. Students often
seek exemplar solutions when coding,
either to check against their own code
or to get help when struggling. Howev-
er, instructors may not have the time
to provide model solutions for every
exercise, including historical test and
exam questions. Al-generated code
offers a time-saving alternative, with
the ability to produce a variety of solu-
tions which can help students under-
stand and appreciate different trad-
eoffs in problem-solving, as suggested
by Thompson et al.*®

The ability to generate exemplar
solutions automatically can shift the
emphasis from just ensuring that
code is correct to focusing on the
differences between multiple cor-
rect solutions, and the need to make
judgments on code style and quality.
Extensive research on the benefits of
peer review of code' suggests it is
beneficial to consider multiple solu-
tions to a problem, even if some are
flawed. Code-generation models can
be used to create solutions of varying
quality, and these can be used for as-

Figure 4. Explanation generated by the ChatGPT model of the code shown in the ‘Sample

solution’ area in Figure 3.

Certainly! Here’s a step-by-step explanation of the program:

1. Thefunction 'count_rebounds' takesin a list of players

as an argument. Each player is represented as a tuple

containing three elements: a player’s name (a string),

their number of points scored (an integer), and their

number of rebounds (also an integer).

2. The function initializes a variable "tota'l' to 0. This

variable will be used to store the total number of

rebounds among all the players.

3. The function entersa ' for' loop that iterates over each

player in the list of players.

4. For each player, the function adds the player’s number of

rebound to the "total' variable.

5. Afterthe "for' loop completes, the function returns the

value of the "tota'l' variable. This is the total number of

rebounds among all the players.
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sessment tasks that require students
to apply the critical analysis skills
needed for code evaluation. This can
facilitate discussions about different
approaches and the quality of solu-
tions, and provide opportunities for
refactoring exercises.'

New pedagogical approaches.
Computing educators are still work-
ing through the implications of LLMs
in their classrooms, and a consensus
about how to update pedagogy has
yet to form. However, some early ap-
proaches are emerging.

LLMs early. In a traditional CS1
course, the initial focus usually be-
gins with syntax and basic program-
ming principles, and it can take time
for students to become proficient in
these fundamentals. One novel ap-
proach for progressing more rapidly to
complex problems is to teach students
how to use LLMs to handle low-level
implementation details. This is ex-
emplified by the approach in the text-
book by Zingaro and Porter, “Learn
AI-Assisted Python Programming: With
GitHub Copilot and ChatGPT”*® Stu-
dents are introduced to the GitHub
Copilot plug-in within the Visual Stu-
dio Code IDE before they have learned
to write a single line of Python code. A
top-down approach is followed, where
students decompose larger projects
into smaller functions that are then
solvable using Copilot by providing
natural-language comments. This
textbook provides a blueprint for how
introductory courses could initially
concentrate more on problem-solving
and algorithms, rely on automatic
code generation for implementation,
and defer in-depth and nuanced dis-
cussions of syntax until later.

Explaining algorithmic concepts
clearly. 1t is well known that the out-
puts produced by LLMs are very sensi-
tive to their inputs.® In fact, “prompt
engineering,” where effective prompts
are crafted, has emerged as a distinct
(and nascent) skill when working with
these models. For example, when us-
ing Codex to solve probability and
statistics problems, engineering the
prompt to include explicit hints on
the strategy for solving a problem
is extremely effective.’® Denny et al.
found that prompt engineering strat-
egies, which described algorithmic
steps, were effective for solving pro-



gramming tasks for which Copilot ini-
tially generated incorrect solutions.®
Other recent work has shown that
developers are more successful work-
ing with Copilot when they decom-
pose larger programming statements
into smaller tasks and then explicitly
prompt Copilot for each of the sub-
tasks."*? It is likely that students will
need to develop new skills to commu-
nicate effectively with these models. A
key skill will be the ability to describe
the computational steps they wish to
achieve in natural language as a way
of guiding the model to produce valid
outputs.

Specification-focused tasks. One way
for students to learn how to create ef-
fective prompts is to focus on writing
task specifications. In a traditional
introductory course, novices are pre-
sented with problem statements that
have been very carefully specified by
the instructor to be clear and unam-
biguous. Such detailed specifications
provide excellent context for code-
generation models to produce correct
code solutions. New types of problems
could task students with generating
clear specifications themselves, and
thus strengthen skills around LLM
prompting. For example, this is the
goal of ‘Prompt Problems’,” in which
students are presented with a visual
representation of a problem that il-
lustrates how input values should be
transformed to an output. Their task
is to devise a prompt that would guide
an LLM to generate the code required
to solve the problem. Prompt-gener-
ated code is evaluated automatically
and can be refined iteratively until it
successfully solves the problem. Re-
cent work investigating classroom
use of Prompt Problems has shown
that students find them useful for
strengthening their computational
thinking skills and exposing them to
new programming constructs.

A focus on refactoring. Students
sometimes experience difficulty get-
ting started on programming assign-
ments, sometimes referred to as the
programmer’s writer’s block. Recent
work found that Copilot can help stu-
dents overcome this barrier by im-
mediately providing starter code, en-
abling them to build upon existing
code rather than starting from scratch
with a blank code editor.** This ap-
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proach may require a shift in focus
toward tasks such as rewriting, refac-
toring, and debugging code, but it pro-
vides the opportunity to help students
maintain momentum in a realistic
setting where the ability to evaluate,
rewrite, and extend code is often more
important than writing every line of
code from scratch.

Designing LLM tools. Program-
mers around the world, not just nov-
ices, will be using code generators in
an increasing capacity moving for-
ward. Exploring the integration of
LLMs directly into educational envi-
ronments, such as auto-graders and
online textbooks, will be an impor-
tant area of research. There is a need
in such environments for appropriate
guardrails so that generated outputs
usefully support learning, without im-
mediately revealing solutions or over-
whelming novices with the complexi-
ty or quantity of feedback. Indeed, the
announcement of GPT-4* highlighted
the example of a ‘Socratic tutor’ that
would respond to a student’s requests
with probing questions rather than
revealing answers directly. One ex-
ample of this integration in comput-
ing education is the work of Liffiton et
al. on CodeHelp, an LLM-powered tool
that uses prompt-based guardrails to
provide programming students with
real-time help but without directly re-
vealing code solutions.?

In general, adapting the feedback
generated by LLMs to maximize
learning in educational environments
is likely to be an important research
focus in the near future. Concrete
recommendations are already begin-
ning to emerge from very recent work
in this space. First, the utilization of
code generators by novices will gen-
erally decrease the number of errors
they see. This seems like a positive
experience, though it appears they
are ill-equipped to deal with the er-
rors they do see when presented with
them." This means that tools must be
designed to help users (of all skill lev-
els) through the error-feedback loop.
Second, generating and inserting
large blocks of code may be counter-
productive for users at all levels. This
requires users to read through code
they did not write, sometimes at a

k See https://openai.com/research/gpt-4
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more sophisticated level than they are
familiar with. Novices may be intimi-
dated by such code generation' or may
spend too much time reading code
that does not further their goals.*
Therefore, AI code generators should
include a way for users to control the
amount of code insertion and to spec-
ify how to step through a multi-part
segment of generated code. Third, the
fact that AI code generators are black
boxes means that programmers of all
skill levels may struggle to create cor-
rect mental models of how they work,
which could harm their ability to fully
utilize them or learn from their out-
puts. Explainable AI (XAI) patterns
could be helpful here, such as expos-
ing to the user a confidence value and
user skill estimation above the gener-
ated code suggestion.* These sugges-
tions are only the beginning of a new
avenue of research on how to helpfully
design usable AI code generators that
empower novice learners and en-
hance programmer productivity.

Where Do We Go from Here?

The emergence of powerful code-gen-
eration models has led to speculation
about the future of the computing dis-
cipline. In a recent Communications
Opinion article, Welsh claims they
herald the “end of programming”
and believes there is major upheaval
ahead for which few are prepared, as
the vast majority of classic computer
science will become irrelevant.* In an
even more recent article on BLOG@
CACM, Meyer is equally impressed
by the breakthroughs, placing them
alongside the World Wide Web and
object-oriented programming as a
once-in-a-generation technology, but
takes a more optimistic view.! In fact,
Meyer predicts a resurgence in the
need for classic software-engineering
skills, such as requirements analysis,
formulating precise specifications,
and software verification.

Although the impact of generative
Al tools is already evident for software
developers, the long-term changes for
computing education are less clear.
Experts appreciate this new technol-
ogy only because they already under-
stand the underlying fundamentals.
The ability to quickly generate large

I See https://bit.ly/3TXEJKb
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amounts of code does not eliminate
the need to understand, modify, and
debug code. Instead, it highlights how
important it is to develop these basic
competencies. Code literacy skills are
essential to critically analyze what is
being produced to ensure alignment
between one’s intentions and the gen-
erated code. Without the skills to read,
test, and verify that code does what is
intended, users risk becoming mere
consumers of the generated content,
relying on blind faith more than devel-
oped expertise. We argue that writing
code remains a valuable way for novic-
es to learn the fundamental concepts
essential for code literacy.

Although future professional devel-
opers may indeed spend less time writ-
ing ‘low-level’ code, we believe gener-
ated code will still need to be modified
and integrated into larger programs.
We do expect to see some shift in em-
phasis, even in introductory courses,
toward modifying code generated by
AI tools, but the ability to edit such
outputs and compose code in today’s
high-level languages will likely remain
a fundamental skill for computing stu-
dents. This aligns with Yellin’s recent
viewpoint that as programs increase in
complexity, natural language becomes
too imprecise an instrument with
which to specify them.*? At some point,
editing code directly is more effective
than issuing clarifying instructions in
natural language.

Harnessed correctly, tools such as
Copilot and ChatGPT have the poten-
tial to be valuable assistants for this
learning. We see these tools as serving
avaluable teaching support role: to ex-
plain concepts to a broad and diverse
range of learners, generate exemplar
code to illustrate those concepts, and
generate useful learning resources
that are contextualized to the inter-
ests of individuals. We also anticipate
the emergence of new pedagogies that
leverage code-generation tools, includ-
ing explicit teaching of effective ways
to communicate with the tools, and
tasks that focus on problem specifica-
tion rather than implementation.

In light of the rapid adoption of gen-
erative Al tools, it is essential that edu-
cators evolve their teaching methods
and approaches to assessment. Cur-
ricula should also expand to cover the
broader societal impact of generative


https://bit.ly/3TXEJKb

Al, including pertinent legal, ethical,
and economic issues. We believe it is
imperative to get ahead of the use of
these tools, incorporate them into our
classrooms from the very beginning,
and teach students to use them respon-
sibly. In short, we must embrace these
changes or face being left behind. Em-
bracing this shift is not just essential—
it represents a chance to invigorate our
educational practices.
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Interacting with a contemporary LLM-based
conversational agent can create an illusion of
being in the presence of a thinking creature.
Yet, in their very nature, such systems are
fundamentally not like us.

| BY MURRAY SHANAHAN

Talking
about Large
Language
Models

THE ADVENT OF large language models (LLMs) such

as Bert' and GPT-2* was a game-changer for artificial
intelligence (AI). Based on transformer architectures,®
comprising hundreds of billions of parameters, and
trained on hundreds of terabytes of textual data, their
contemporary successors such as GPT-3,° Gopher,*
PaLM,” and GPT-4* have given new meaning to the
phrase “unreasonable effectiveness of data.”*

The effectiveness of these models is “unreasonable”
(or, with the benefit of hindsight, somewhat surprising)
in three inter-related ways. First, the performance of
LLMs on benchmarks scales with the size of the

68 COMMUNICATIONS OF THE ACM | FEBRUARY 2024 | VOL. 67 | NO.2

training set (and, to a lesser degree,
with model size). Second, there are
qualitative leaps in capability as mod-
els scale. Third, a great many tasks
that demand intelligence in humans
can be reduced to next-token predic-
tion with a sufficiently performant
model. It is the last of these three sur-
prises that is the focus of this article.

As we build systems whose capa-
bilities more and more resemble those
of humans, it becomes increasingly
tempting to anthropomorphize those
systems, even though they work in ways
that are fundamentally different than
the way humans work. Humans have
evolved to co-exist over many millions
ofyears,and human culture has evolved
over thousands of years to facilitate this
co-existence, which ensures a degree of
mutual understanding. But it is a seri-
ous mistake to unreflectingly apply to
Al systems the same intuitions that we
deploy in our dealings with each other,
especially when those systems are so
profoundly different from humans in
their underlying operation.

One danger of anthropomorphism
is that it can mislead users and devel-
opers alike to expect an Al system to
exhibit human-level performance on
tasks where it in fact cannot match
humans, while exhibiting merely

key insights

m As LLMs become more powerful, it
becomes increasingly tempting to
describe LLM-based dialog agents in
human-like terms, which can lead users
to overestimate (or underestimate) their
capabilities. To mitigate this, it is a good
idea to foreground the objective they are
trained on, which is next-token prediction.

® We should be cautious when using words
like “believes” in the context of LLMs.
Ordinarily, this concept applies to agents
that engage in embodied interaction
with the world, allowing beliefs to be
measured against external reality. Bare-
bones LLMs are not “true believers.”

® The concept of belief becomes
increasingly applicable when LLMs are
embedded in more complex systems,
especially if those systems use “tools,”
are multi-modal, or are embodied through
robotics.
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human-level competence on other
tasks where it can in fact outperform
humans. The Al systems we are build-
ing today have considerable utility
and enormous commercial potential,
which imposes on us a great responsi-
bility. To ensure that we can make in-
formed decisions about the trustwor-
thiness and safety of the AI systems
we deploy, this article advises that we
keep to the fore the way those systems
work, and thereby avoid imputing to
them capacities they lack, while mak-
ing the best use of the remarkable ca-
pabilities they genuinely possess.

What LLMs Do and How They Work
As Wittgenstein reminds us, human
language use is an aspect of human
collective behavior, and it only makes
sense in the wider context of the hu-
man social activity of which it forms
a part.** A human infant is born into
a community of language users with
which it shares a world, and it ac-
quires language by interacting with
this community and with the world
they share. As adults (or indeed as
children past a certain age), when we
have a casual conversation, we are en-
gaging in an activity built upon this
foundation. The same is true when we
make a speech, send an email, deliver
alecture, or write a paper. All this lan-
guage-involving activity makes sense
because we inhabit a world that we
share with other language users.

An LLM is a very different sort of
animal.>*?° Indeed, itis not an animal
atall, which is very much to the point.
LLMs are generative mathematical
models of the statistical distribution
of tokens in the vast public corpus of
human-generated text, where the to-
kens in question include words, parts
of words, or individual characters—
including punctuation marks. They
are generative because we can sample
from them, which means we can ask
them questions. But the questions are
of the following, very specific kind:
“Here’s a fragment of text. Tell me
how this fragment might go on. Ac-
cording to your model of the statistics
of human language, what words are
likely to come next?”?

a The point holds even if an LLM is fine-tuned;
for example using reinforcement learning
with human feedback (RLHF).

As we build
systems whose
capabilities more
and more resemble
those of humans,

it becomes
increasingly
tempting to
anthropomorphize
those systems.
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Recently, it has become common-
place to use the term “large language
model” both for the generative mod-
els themselves and for the systems
in which they are embedded, espe-
cially in the context of conversational
agents or Al assistants such as Chat-
GPT. But for philosophical clarity, it
is crucial to keep the distinction be-
tween these things to the fore. The
bare-bones LLM itself, the core com-
ponent of an Al assistant, has a highly
specific, well-defined function, which
can be described in precise math-
ematical and engineering terms. It
is in this sense that we can speak of
whatan LLM “really” does, at the level
of its underlying operation.

Suppose we give an LLM the
prompt, “The first person to walk
on the Moon was...”, and suppose it
responds with “..Neil Armstrong”.
What are we really asking here? In
an important sense, we are not real-
ly asking who the first person was to
walk on the Moon. We are asking the
model the following question: Given
the statistical distribution of words
in the vast public corpus of (English)
text, what words are most likely to fol-
low the sequence, “The first person to
walk on the Moon was...” A good reply
to this question is “Neil Armstrong”.

Similarly, we might give an LLM
the prompt “Twinkle, twinkle...”, to
which it will most likely respond «...lit-
tle star”. On one level, for sure, we are
asking the model to remind us of the
lyrics of a well-known nursery rhyme.
But, at the level of a model’s under-
lying operation, what we are really
doing is asking it the following ques-
tion: Given the statistical distribution
of words in the public corpus, what
words are most likely to follow the se-
quence “Twinkle twinkle”? To which
an accurate answer is “little star”.

Here’s a third example. Suppose
you are the developer of an LLM, and
you prompt it with the words, “After
the ring was destroyed, Frodo Bag-
gins returned to...”, to which it re-
sponds “..the Shire”. What are you
doing here? On one level, it seems fair
to say, you might be testing the mod-
el’s knowledge of the fictional world
of Tolkien’s novels. But, in an impor-
tant sense, the question you are really
asking the model (as you presumably
know, because you are the developer)



is this: Given the statistical distribu-
tion of words in the public corpus,
what words are most likely to fol-
low the sequence “After the ring was
destroyed, Frodo Baggins returned
to...”? To which an appropriate re-
sponse is “the Shire”.

To the human user, each of these
examples presents a different sort of
relationship to truth. In the case of
Neil Armstrong, the ultimate grounds
for the truth or otherwise of the
LLM’s answer is the real world. The
moon is a real object, Neil Armstrong
was a real person, and his walking on
the moon is a fact about the physical
world. Frodo Baggins, on the other
hand, is a fictional character, and
the Shire is a fictional place. Frodo’s
return to the Shire is a fact about an
imaginaryworld, not areal one. As for
the little star in the nursery rhyme,
well that is barely even a fictional ob-
ject, and the only fact at issue is the
occurrence of the words “little star”
in a familiar English rhyme.

These distinctions are invisible at
the level of what the bare-bones LLM
itself—the core component of any
LLM-based system—actually does,
which is to generate statistically
likely sequences of words. However,
when we evaluate the utility of the
model, these distinctions matter a
great deal. There is no point in seek-
ing Frodo’s (fictional) descendants
in the (real) English county of Surrey.
This is one reason why it is a good
idea for users to repeatedly remind
themselves of what LLMs really do
and how they work. It is also a good
idea for developers to remind them-
selves of this, to avoid the misleading
use of philosophically fraught words
to describe the capabilities of LLMs,
words such as “belief”, “knowledge”,
“understanding”, “self”, or even “con-
sciousness”.

LLMs and the Intentional Stance

The recommendation here is not the
wholesale avoidance of these folk psy-
chological terms but to avoid their
use in a misleading way. It is per-
fectly natural to use anthropomor-
phic language in everyday conversa-
tions about artifacts, especially in
the context of information technol-
ogy. We do it all the time. ‘My watch
does not realize we are on daylight

savings time,” ‘My phone thinks we
are in the car park, ‘The mail server
will not talk to the network,” and so
on. These examples of what Dennett
calls the intentional stance are harm-
less and useful forms of shorthand
for complex processes whose details
we don’t know or care about.” They
are harmless because no one takes
them seriously enough to ask their
watch to get it right next time or to
tell the mail server to try harder. Even
without having read Dennett, every-
one understands they are taking the
intentional stance, that these are just
useful turns of phrase.

The same consideration applies to
LLMs, both for users and developers.
Insofar as everyone implicitly under-
stands that these turns of phrase are
just a convenient shorthand, that they
are taking the intentional stance, it
does no harm to use them. However,
in the case of LLMs (such is their pow-
er), things can get a little blurry. When
an LLM can be made to improve its
performance on reasoning tasks sim-
ply by being told to “think step by
step”" (to pick just one remarkable
discovery), the temptation to see it as
having human-like characteristics is
almost overwhelming.

To be clear, it is not the argument
of this article that a system based
on an LLM could never be literally
described in terms of beliefs, inten-
tions, reason, and so on. Nor does this
article advocate any particular ac-
count of belief, intention, or any oth-
er philosophically contentious con-
cept.© Rather, the point is that such
systems are simultaneously so very
different from humans in their con-
struction yet (often but not always) so
human-like in their behavior, that we
need to pay careful attention to how
they work before we speak of them in
language suggestive of human capa-
bilities and patterns of behavior.

b The intentional stance is the strategy of inter-
preting the behavior of an entity...by treating
it as if it were a rational agent.”"! Use of the
concept here does not imply a commitment to
Dennett’s whole philosophical project.

¢ In particular, when I use the term “really”,
as in the question ‘Does X “really” have Y?’, I
am not assuming there is some metaphysical
fact of the matter here. Rather, the question is
whether, when more is revealed about the na-
ture of X, we still want to use the word Y.
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To sharpen the issue, let’s com-
pare two very short conversations,
one between Alice and Bob (both hu-
man) and a second between Alice and
BOT, a fictional question-answering
system based on an LLM. Suppose Al-
ice asks Bob, “What country is to the
south of Rwanda?” and Bob replies,
“I think it’s Burundi.” Shortly after-
ward, because Bob is often wrong in
such matters, Alice presents the same
question to BOT, which (to her mild
disappointment) offers the same
answer: “Burundi is to the south of
Rwanda.” Alice might now reasonably
remark that both Bob and BOT knew
that Burundi was south of Rwanda.
But what is really going on here? Is
the word “know” being used in the
same sense in the two cases?

Humans and LLMs Compared

What is Bob, a representative human,
doing when he correctly answers a
straightforward factual question in
an everyday conversation? To begin
with, Bob understands that the ques-
tion comes from another person (Al-
ice), that his answer will be heard by
that person, and that it will influence
what she believes. In fact, after many
years together, Bob knows a good
deal else about Alice that is relevant
to such situations: her background
knowledge, her interests, her opinion
of him, and so on. All this frames the
communicative intent behind his re-
ply, which is to impart a certain fact
to her, given his understanding of
what she wants to know.

Moreover, when Bob announces
that Burundi is to the south of Rwan-
da, he is doing so against the back-
drop of various human capacities
that we all take for granted when we
engage in everyday commerce with
each other. There is a whole battery of
techniques we can call upon to ascer-
tain whether a sentence expresses a
true proposition, depending on what
sort of sentence it is. We can investi-
gate the world directly, with our own
eyes and ears. We can consult Google
or Wikipedia, or even a book. We can
ask someone who is knowledgeable
on the relevant subject matter. We
can try to think things through, ra-
tionally, by ourselves, but we can also
argue things out with our peers. All
of this relies on there being agreed
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criteria external to ourselves against
which what we say can be assessed.

How about BOT? What is going on
when a large language model is used
to answer such questions? First, it is
worth noting that a bare-bones LLM
is, by itself, not a conversational
agent.! For a start, the LLM must be
embedded in a larger system to man-
age the turn-taking in the dialog. But
it will also need to be coaxed into
producing conversation-like behav-
ior.c Recall that an LLM simply gen-
erates sequences of words that are
statistically likely follow-ons from
a given prompt. But the sequence,
“What country is to the south of
Rwanda? Burundi is to the south
of Rwanda”, with both sentences
squashed together exactly like that,
may not, in fact, be very likely. A more
likely pattern, given that numerous
plays and film scripts feature in the
public corpus, would be something
like the following:

Fred: What country is
south of Rwanda?

Jane: Burundi is south
of Rwanda.

Of course, those exact words may
not appear, but their likelihood, in
the statistical sense, will be high. In
short, BOT will be much better at gen-
erating appropriate responses if they
conform to this pattern rather than
to the pattern of actual human con-
versation. Fortunately, the user (Alice)
does not have to know anything about
this. In the background, the LLM is
invisibly prompted with a prefix along
the following lines, known as a dialog
prompt. 14>

This is a conversation
between User, a human,

and BOT, a clever and
knowledgeable AI Agent:
User: What is 2+27

BOT: The answer is 4.

User: Where was Albert
Einstein born?

BOT: He was born in Germany.
Alice’s query, in the

d Strictly speaking, the LLM itself comprises
justthe model architecture and the trained pa-
rameters.

e See Thoppilan et al.* for an example of such
a system, as well as a useful survey of related
dialogue work.

following form,
to this prefix.
User: What country is south
of Rwanda?

BOT:

is appended

This yields the full prompt to be
submitted to the LLM, which will
hopefully predict a continuation
along the lines we are looking for—
thatis, “Burundi is south of Rwanda.”

Dialog is just one application of
LLMs that can be facilitated by the
judicious use of prompt prefixes. In a
similar way, LLMs can be adapted to
perform numerous tasks without fur-
ther training.® This has led to a whole
new category of Al research, namely
prompt engineering, which will re-
main relevant at least until we have
better models of the relationship be-
tween what we say and what we want.

Do LLMs Really Know Anything?
Turning an LLM into a question-
answering system by embedding it
in a larger system and using prompt
engineering to elicit the required be-
havior exemplifies a pattern found in
much contemporary work. In a simi-
lar fashion, LLMs can be used not
only for question-answering, but also
to summarize news articles, generate
screenplays, solve logic puzzles, and
translate between languages, among
other things. There are two impor-
tant takeaways here. First, the basic
function of an LLM, namely to gener-
ate statistically likely continuations
of word sequences, is extraordinarily
versatile. Second, notwithstanding
this versatility, at the heart of every
such application is a model doing just
that one thing—generating statisti-
cally likely continuations of word se-
quences.

With this insight to the fore, let’s
revisit the question of how LLMs
compare to humans and reconsider
the propriety of the language we use
to talk about them. In contrast to
humans like Bob and Alice, a simple
LLM-based question-answering sys-
tem, such as BOT, has no commu-
nicative intent.” In no meaningful
sense, even under the license of the
intentional stance, does it know that
the questions it is asked come from a
person or that a person is on the re-
ceiving end of its answers. By implica-
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tion, it knows nothing about that per-
son. It has no understanding of what
they want to know nor of the effect its
response will have on their beliefs.

Moreover, in contrast to its human
interlocutors, a simple LLM-based
question-answering system like BOT
does not, properly speaking, have
beliefs." BOT does not really know
that Burundi is south of Rwanda, al-
though the intentional stance does,
in this case, license Alice’s casual re-
mark to the contrary. To see this, we
need to think separately about the
underlying LLM and the system in
which it is embedded. First, consider
the underlying LLM, the bare-bones
model, comprising the model archi-
tecture and the trained parameters.

A bare-bones LLM does not really
know anything because all it does,
at a fundamental level, is sequence
prediction. Sometimes a predicted
sequence takes the form of a propo-
sition. But the special relationship
propositional sequences have to
truth is apparent only to the humans
who are asking questions or to those
who provided the data the model was
trained on. Sequences of words with
a propositional form are not special
to the model itself in the way they are
to us. The model itself has no notion
of truth or falsehood because it lacks
the means to exercise these concepts
in anything like the way we do.

It could perhaps be argued that an
LLM knows what words typically fol-
low other words, in a sense that does
not rely on the intentional stance. But
even if we allow this, knowing that
the word “Burundi” is likely to suc-
ceed the words “The country to the
south of Rwanda is” is not the same
as knowing that Burundi is to the
south of Rwanda. To confuse those
two things is to make a profound cat-
egory mistake. If you doubt this, con-
sider whether knowing that the word
“little” is likely to follow the words
“Twinkle, twinkle” is the same as
knowing that "twinkle twinkle little."
The idea does not even make sense.

f This article focuses on belief, knowledge, and
reason. Others have argued about meaning in
LLMs.**»?” Here we take no stand on meaning,
instead preferring questions about how words
are used, whether those words are generated
by the LLMs themselves or generated by hu-
mans about LLMs.



So much for the bare-bones language
model. What about the whole dialog
system of which the LLM is the core
component? Does that have beliefs,
properly speaking? At least the very
idea of the whole system having be-
liefs makes sense. There is no cate-
gory error here. However, for a simple
dialog agent like BOT, the answer is
surely still “no”. A simple LLM-based
question-answering system like BOT
lacks the means to use the words
“true” and “false” in all the ways, and
all the contexts, that we do. It cannot
participate fully in the human lan-
guage game of truth because it does
not inhabit the world we human lan-
guage users share.

In light of this limitation, it would
be misleading, if pressed, to say that
a basic dialog system “really” had be-
liefs. That would be to imply a form of
answerability to external reality that
cannot be obtained merely through
textual exchanges with a human user.
Perhaps, though, this limitation can
be overcome if the system embedding
the LLM has other attributes, such as
access to external data sources, visual
input, or embodiment. We will come
to each of these issues shortly, after
addressing a possible objection from
the standpoint of emergence.

What about Emergence?
Contemporary LLMs are so powerful,
versatile, and useful that the argu-
ment above might be difficult to ac-
cept. Exchanges with state-of-the-art
LLM-based conversational agents,
such as ChatGPT, are so convincing,
itis hard to not to anthropomorphize
them. Could it be that something
more complex and subtle is going on
here? After all, the overriding lesson
of recent progress in LLMs is that ex-
traordinary and unexpected capabili-
ties emerge when big enough models
are trained on very large quantities of
textual data.””

One tempting line of argument goes
like this. Although LLMs, at their root,
only perform sequence prediction, it
is possible that, in learning to do this,
they have discovered emergent mecha-
nisms that warrant a description in
higher-level terms. These higher-level
terms might include “knowledge” and
“belief.” Indeed, we know that artificial
neural networks can approximate any

The Al systems
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computable function to an arbitrary
degree of accuracy. So, given enough
parameters, data, and computing
power, perhaps stochastic gradient de-
scent will discover such mechanisms
if they are the best way to optimize the
objective of making accurate sequence
predictions.

Again, it is important to distin-
guish between the bare-bones model
and the whole system. Only in the
context of a capacity to distinguish
truth from falsehood can we legiti-
mately speak of belief in its fullest
sense. But an LLM—the bare-bones
model—is not in the business of mak-
ing judgements. It just models what
words are likely to follow other words.
The internal mechanisms it uses to
do this, whatever they are, cannot in
themselves be sensitive to the truth
or otherwise of the word sequences it
predicts.

Of course, it is perfectly accept-
able to say that an LLM “encodes,”
“stores,” or “contains” knowledge, in
the same sense that an encyclopedia
can be said to encode, store, or con-
tain knowledge. Indeed, it can rea-
sonably be claimed that one emergent
property of an LLM is that it encodes
kinds of knowledge of the everyday
world and the way it works that no
encyclopedia captures.'® But if Alice
were to remark that “Wikipedia knew
that Burundiwas south of Rwanda,” it
would be a figure of speech, not a lit-
eral statement. An encyclopedia does
not literally “know” or “believe” any-
thing in the way that a human does,
and neither does a bare-bones LLM.

The real issue here is that, what-
ever emergent properties it has, the
LLM itself has no access to any ex-
ternal reality against which its words
might be measured, nor the means
to apply any other external criteria of
truth, such as agreement with other
language users.? It only makes sense
to speak of such criteria in the con-
text of the system as a whole, and for
a system as a whole to meet them, it
needs to be more than a simple con-

g Davidson uses a similar argument to call into
question whether belief is possible without
language.'® The point here is different. We
are concerned with conditions that must be
met for the generation of a natural-language
sentence to reflect the possession of a propo-
sitional attitude.
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versational agent. In the words of B.C.
Smith, it must “authentically engage
with the world’s being the way in
which [its] representations represent
it as being.”*

External Information Sources
The point here does not concern any
specific belief. It concerns the prereq-
uisites for ascribing any beliefs at all
to a system. Nothing can count as a
belief about the world we share—in
the largest sense of the term—unless
it is against the backdrop of the abil-
ity to update beliefs appropriately in
light of the evidence from that world,
an essential aspect of the capacity to
distinguish truth from falsehood.
Could Wikipedia, or some other
trustworthy factual website, provide
external criteria against which the
truth or falsehood of a belief might
be measured?" Suppose an LLM were
embedded in a system that regularly
consulted such sources and used
them to improve the factual accuracy
of its output, either mid-dialog" or
using a model-editing technique.?"
Would this not count as exercising
the required sort of capacity to up-
date belief in light of the evidence?
Crucially, this line of thinking de-
pends on the shift from the language
model itself to the larger system of
which the language model is a part.
The language model itself is still just
asequence predictor and has no more
access to the external world than it
ever did. It is only with respect to the
whole system that the intentional
stance becomes more compelling in
such a case. But before yielding to it,
we should remind ourselves of how
very different such systems are from
human beings. When Alice took to
Wikipedia and confirmed that Bu-
rundi was south of Rwanda, what
took place was more than just an
update to a model in her head of the

h Contemporary LLM-based systems that con-
sult external information sources include
LaMDA,* Sparrow, Toolformer,* and Re-
Act.** The use of external resources more
generally is known as tool-use in the LLM liter-
ature, a concept that also encompasses calcu-
lators, calendars, and programming-language
environments.

i Commendably, Meng et al.*! use the term “fac-
tual associations” to denote the information
that underlies an LLM’s ability to generate
word sequences with a propositional form.

The basic function
of an LLM, namely
to generate
statistically likely
continuations of
word sequences,
is extraordinarily
versatile.
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distribution of word sequences in the
English language.

In the context of the whole system,
the ability to consult external infor-
mation sources does indeed confer
on a dialog system a form of access to
an external reality against which its
words can be measured. Used in this
context, the word “belief” is a little
less misleading, because such a dia-
log system could be expected to seek
external evidence for its factual as-
sertions and to “change its mind” in
light of that evidence.

Nevertheless, the change that took
place in Alice reflected her nature as
a language-using animal inhabiting
a shared world with a community of
other language users. Humans are
the natural home of talk of beliefs
and the like, and the behavioral ex-
pectations that go hand in hand with
such talk are grounded in our mutual
understanding, which is itself the
product of a common evolutionary
heritage. When we interact with an
Al system based on a large language
model, these grounds are absent, an
important consideration when decid-
ing whether to speak of such a system
as if it really had beliefs.

Vision-Language Models
A sequence predictor may not by it-
self be the kind of thing that could
have communicative intent or form
beliefs about an external reality. But,
as repeatedly emphasized, LLMs in
the wild must be embedded in larger
architectures to be useful. To build a
question-answering system, the LLM
simply has to be supplemented with a
dialog management system that que-
ries the model as appropriate. There
is nothing this larger architecture
does that might count as communi-
cative intent or the capacity to form
beliefs. So, the point stands.
However, LLMs can be combined
with other sorts of models and/or
embedded in more complex architec-
tures. For example, vision-language
models (VLMs) such as VilBERT"
and Flamingo? combine a language
model with an image encoder and are
trained on a multi-modal corpus of
text-image pairs. This enables them
to predict how a given sequence of
words will continue in the context of
a given image. VLMs can be used for



visual question-answering or to en-
gage in a dialog about a user-provided
image.

Could a user-provided image stand
in for an external reality against
which the truth or falsehood of a
proposition can be assessed? Could it
be legitimate to speak of a VLM’s be-
liefs, in the full sense of the term? We
can indeed imagine a VLM that uses
an LLM to generate hypotheses about
an image, then verifies their truth
with respect to that image (perhaps
by consulting a human), and then
fine-tunes the LLM not to make state-
ments that turn out to be false. Talk
of belief here would perhaps be less
problematic.

However, most contemporary
VLM-based systems do not work this
way. Rather, they depend on frozen
models of the joint distribution of
text and images. In this respect, the
relationship between a user-provided
image and the words generated by the
VLM is fundamentally different from
the relationship between the world
shared by humans and the words we
use when we talk about that world.
Importantly, the former relationship
is mere correlation, while the latter is
causal’

The consequences of the lack of
causality are troubling. If the user
presents the VLM with a picture of a
dog, and the VLM says “This is a pic-
ture of a dog,” there is no guarantee
that its words relate to the dog in par-
ticular, rather than some other fea-
ture of the image that is spuriously
correlated with dogs (such as the
presence of a kennel). Conversely, if
the VLM says there is a dog in an im-
age, there is no guarantee that there
actually is a dog rather than just a
kennel.

Whether these concerns apply to
any specific VLM-based system de-
pends on exactly how that system
works, what sort of model it uses, and
how that model is embedded in the
system’s overall architecture. But to
the extent that the relationship be-
tween words and things for a given

j Ofcourse, there is causal structure to the com-
putations carried out by the model during in-
ference. But this is not the same as there being
causal relations between words and the things
those words are taken to be about.

VLM-based system is different than it
is for human language users, it might
be prudent not to take literally talk of
what that system knows or believes.

What about Embodiment?

Humans are members of a commu-
nity of language users inhabiting a
shared world, and this primal fact
makes them essentially different
than LLMs. Human language users
can consult the world to settle their
disagreements and update their be-
liefs. They can, so to speak, “trian-
gulate” on objective reality. In isola-
tion, an LLM is not the sort of thing
that can do this, but in application,
LLMs are embedded in larger sys-
tems. What if an LLM is embedded in
a system capable of interacting with a
world external to itself? What if the
system in question is embodied, ei-
ther physically in a robot or virtually
in an avatar?

When such a system inhabits a
world like our own—a world populat-
ed with 3D objects, some of which are
other agents, some of whom are lan-
guage-users—it is, in this important
respect, a lot more human-like than
a disembodied language model. But
whether it is appropriate to speak of
communicative intent in the context
of such a system, or of knowledge and
belief in their fullest sense, depends
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on exactly how the LLM is embodied.

As an example, consider the Say-
Can system of Ahn et al.! In this work,
an LLM is embedded in a system that
controls a physical robot. The robot
carries out everyday tasks (such as
clearing a spillage)in accordance with
a user’s high-level natural-language
instruction. The job of the LLM is to
map the user’s instruction to low-lev-
el actions (such as finding a sponge)
that will help the robot achieve the
required goal. This is done via an en-
gineered prompt prefix that makes
the model output natural-language
descriptions of suitable low-level ac-
tions, scoring them for usefulness.

The language model component of
the SayCan system suggests actions
without considering what the envi-
ronment actually affords the robot at
the time. Perhaps there is a sponge
to hand. Perhaps not. Accordingly, a
separate perceptual module assesses
the scene using the robot’s sensors
and determines the current feasibil-
ity of performing each low-level ac-
tion. Combining the LLM’s estimate
of each action’s usefulness with the
perceptual module’s estimate of each
action’s feasibility yields the best ac-
tion to attempt next.

SayCan exemplifies the many inno-
vative ways that an LLM can be used.
Moreover, it could be argued that the
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natural-language descriptions of rec-
ommended low-level actions generat-
ed by the LLM are grounded thanks to
their role as intermediaries between
perception and action.* Nevertheless,
despite being physically embodied
and interacting with the real world,
the way language is learned and used
in a system such as SayCan is very dif-
ferent from the way it is learned and
used by a human. Language mod-
els incorporated in systems such as
SayCan are pre-trained to perform
sequence prediction in a disembod-
ied setting from a text-only dataset.
They have not learned language by
talking to other language users while
immersed in a shared world and en-
gaged in joint activity.

SayCan is suggestive of the kind of
embodied language-using system we
might see in the future. But in such
systems today, the role of language
is very limited. The user issues in-
structions to the system in natural
language, and the system generates
interpretable natural-language de-
scriptions of its actions. But this tiny
repertoire of language use hardly
bears comparison to the cornucopia
of collective activity that language
supports in humans.

The upshot of this is that we should
be just as cautious in our choice of
words when talking about embodied
systems incorporating LLMs as we
are when talking about disembod-
ied systems that incorporate LLMs.
Under the license of the intentional
stance, a user might say that a robot
knew there was a cup to hand if it stat-
ed, “I can getyou a cup” and proceed-
ed to do so. But if pressed, the wise
engineer might demur when asked
whether the robot really understood
the situation, especially if its reper-
toire is confined to a handful of sim-
ple actions in a carefully controlled
environment.

Can Language Models Reason?

While the answer to the question
“Do LLM-based systems really have
beliefs?” is usually “no,” the ques-

k None of the symbols manipulated by an
LLM are grounded in the sense of Harnad,'
through perception, except indirectly and par-
asitically through the humans who generated
the original training data.

tion “Can LLM-based systems really
reason?” is harder to settle. This is
because reasoning, insofar as it is
founded in formal logic, is content
neutral. The modus ponens rule of in-
ference, for example, is valid whatever
the premises are about. If all “squir-
gles” are “splonky” and Gilfred is a
“squirgle” then it follows that Gilfred
is “splonky.” The conclusion follows
from the premises here irrespective
of the meaning (if any) of “squirgle”
and “splonky,” and whoever the un-
fortunate Gilfred might be.

The content neutrality of logic
means that we cannot criticize talk
of reasoning in LLMs on the grounds
that they have no access to an exter-
nal reality against which truth or
falsehood can be measured. However,
as always, it is crucial to keep in mind
what LLMs really do. If we prompt an
LLM with, “All humans are mortal
and Socrates is human therefore...”,
we are not instructing it to carry out
deductive inference. Rather, we are
asking it the following question. Giv-
enthe statistical distribution of words
in the public corpus, what words are
likely to follow the sequence “All hu-
mans are mortal and Socrates is hu-
man therefore...”. A good answer to
this would be “Socrates is mortal.”

If all reasoning problems could be
solved this way, with nothing more
than a single step of deductive infer-
ence, then an LLM’s ability to answer
questions such as this might be suffi-
cient. But non-trivial reasoning prob-
lems require multiple inference steps.
LLMs can be effectively applied to
multi-step reasoning, without further
training, thanks to clever prompt engi-
neering. In chain-of-thought prompt-
ing, for example, a prompt prefix is
submitted to the model, before the us-
er’s query, containing a few examples
of multi-step reasoning, with all the
intermediate steps explicitly spelled
out.”*3® Doing this encourages the
model to “show its workings,” which
improves reasoning performance.

Including a prompt prefix in the
chain-of-thought style encourages the
model to generate follow-on sequenc-
es in the same style, which is to say
comprising a series of explicit reason-
ing steps that lead to the final answer.
This ability to learn a general pat-
tern from a few examples in a prompt
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prefix, and to complete sequences in
a way that conforms to that pattern,
is sometimes called in-context learn-
ing or few-shot prompting. Chain-of-
thought prompting showcases this
emergent property of large language
models at its most striking.

As usual, though, it is a good idea
to remind ourselves that the question
really being posed to the model is of
the form, “Given the statistical distri-
bution of words in the public corpus,
what words are likely to follow the
sequence S”, where in this case the
sequence S is the chain-of-thought
prompt prefix plus the user’s query.
The sequences of tokens most likely
to follow S will have a similar form to
sequences found in the prompt pre-
fix, which is to say they will include
multiple steps of reasoning, so these
are what the model generates.

Itis remarkable that, not only do the
model’s responses take the form of an
argument with multiple steps, but also
the argument in question is often (but
not always) valid, and the final answer
is often (but not always) correct. But
to the extent that a suitably prompted
LLM appears to reason correctly, it
does so by mimicking well-formed ar-
guments in its training set and/or in
the prompt. Could this mimicry ever
match the reasoning powers of a hard-
coded reasoning algorithm, such as a
theorem prover? Today’s models make
occasional mistakes, but could further
scaling iron these out to the point that
a model’s performance was indistin-
guishable from a theorem prover’s?
Maybe, but would we be able to trust
such a model?

We can trust a deductive theo-
rem prover because the sequences of
sentences it generates are faithful to
logic, in the sense that they are the re-
sult of an underlying computational
process whose causal structure mir-
rors the truth-preserving inferential
structure of the problem.®

One way to build a trustworthy
reasoning system using LLMs is to
embed them in an algorithm that is
similarly faithful to logic because it
realizes the same causal structure.®?
By contrast, the only way to fully trust
the arguments generated by a pure
LLM, one that has been coaxed into
performing reasoning by prompt en-
gineering alone, would be to reverse-



engineer it and discover an emergent
mechanism that conformed to the
faithful reasoning prescription. In
the meantime, we should proceed
with caution and use discretion when
characterizing what these models do
as reasoning, properly speaking.

How Do LLMs Generalize?

Given that LLMs can sometimes solve
reasoning problems with few-shot
prompting alone, albeit somewhat un-
reliably, including reasoning problems
that are not in their training set, surely
what they are doing is more than “just”
next-token prediction? Well, it is an en-
gineering fact that this is what an LLM
does. The noteworthy thing is that
next-token prediction is sufficient for
solving previously unseen reasoning
problems, even if unreliably. How is
this possible? Certainly, it would not be
possible if the LLM were doing nothing
more than cutting-and-pasting frag-
ments of text from its training set and
assembling them into a response. But
this is not what an LLM does. Rather,
an LLM models a distribution that is
unimaginably complex and allows us-
ers and applications to sample from
that distribution.

This unimaginably complex distri-
bution is a fascinating mathematical
object, and the LLMs that represent
it are equally fascinating computa-
tional objects. Both challenge our
intuitions. For example, it would be
a mistake to think of an LLM as gen-
erating the sorts of responses that an
“average” individual human, the pro-
verbial “person on the street,” would
produce. LLMs are not at all human-
like in this respect, because they are
models of the distribution of token
sequences produced collectively by
an enormous population of humans.
Accordingly, they exhibit wisdom-of-
the-crowd effects, while being able
to draw on expertise in multiple do-
mains. This endows them with a dif-
ferent sort of intelligence to that of
any individual human, more capable
in some ways, less so in others.

In this distribution, the most likely
continuation of a piece of text con-
taining a reasoning problem, if suit-
ably phrased, will be an attempt to
solve that reasoning problem. It will
take this form, this overall shape, be-
cause that is the form that a generic

Extraordinary

and unexpected
capabilities emerge
when big enough
models are trained
on very large
quantities of textual
data.
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human response would take. More-
over, because the vast corpus of pub-
lished human text contains numer-
ous examples of reasoning problems
accompanied by correct answers, the
most likely continuation will some-
times be the correct answer. When
this occurs, it is not because the cor-
rect answer is a likely individual hu-
man response but because it is a like-
ly collective human response.

What about few-shot prompt-
ing, as exemplified by the chain-of-
thought approach? It is tempting to
say that the few-shot prompt teaches
the LLM how to reason, but this would
be a misleading characterization.
What the LLM does is more accurately
described in terms of pattern comple-
tion. The few-shot prompt is a se-
quence of tokens conforming to some
pattern, and this is followed by a par-
tial sequence conforming to the same
pattern. The most likely continuation
of this partial sequence in the context
of the few-shot prompt is a sequence
that completes the pattern.

For example, suppose we have the
following prompt:

brink, brank -> brunk
spliffy, splaffy -> spluffy
crick, crack ->

Here we have a series of two se-
quences of tokens conforming to
the pattern XiY, XaY —> XuY followed
by part of a sequence conforming to
that pattern. The most likely continu-
ation is the sequence of tokens that
will complete the pattern, namely
“cruck.”

This is an example of a common
meta-patternin the published human-
language corpus: a series of sequenc-
es of tokens, wherein each sequence
conforms to the same pattern. Given
the prevalence of this meta-level pat-
tern, token-level pattern completion
will often yield the most likely contin-
uation of a sequence in the presence
of a few-shot prompt. Similarly, in the
context of a suitable chain-of-thought-
style prompt, reasoning problems are
transformed into next-token predic-
tion problems, which can be solved by
pattern completion.

Plausibly, an LLM with enough
parameters trained on a sufficiently
large dataset with the right statisti-
cal properties can acquire a pattern-
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completion mechanism with a degree
of generality.**! This is a powerful,
emergent capability with many useful
modes of application, one of which is
to solve reasoning problems in the
context of a chain-of-thought prompt
(although there is no guarantee of
faithfulness to logic here, no guar-
antee that, in the case of deductive
reasoning, pattern completion will be
truth-preserving).®°

What about Fine-Tuning?

In contemporary LLM-based applica-
tions, it is rare for a language model
trained on a textual corpus to be used
without further fine-tuning. This
could be supervised fine-tuning on a
specialized dataset or it could be via
reinforcement learning from human
preferences (RLHF).'*2%3* Fine-tun-
ing a model from human feedback
at scale, using preference data from
paid raters or drawn from a large and
willing user base, is an especially po-
tent technique. It has the potential
not only to shape a model’s responses
to better reflect user norms (for better
or worse), but also to filter out toxic
language, improve factual accuracy,
and mitigate the tendency to fabri-
cate information.

To what extent do RLHF and other
forms of fine-tuning muddy our ac-
count of what LLMs really do? Well,
not so much. The result is still a
model of the distribution of tokens
in human language, albeit one that
has been slightly skewed. To see
this, imagine a controversial politi-
cian—Boris Frump—who is reviled
and revered in equal measure by dif-
ferent segments of the population.
How might a discussion about Bo-
ris Frump be moderated thanks to
RLHF?

Consider the prompt “Boris Frump
is a...”. Sampling the base LLM before
fine-tuning might yield two equally
probable responses—one highly com-
plimentary, the other a crude anatomi-
cal allusion—one of which would be
arbitrarily chosen in a dialog agent
context. In an important sense, what
is being asked here is not the model’s
opinion of Boris Frump. In this case,
the case of the base LLM, what we are

1 For some insight into the relevant statistical
properties, see Chan et al.

As Al practitioners,
the way we talk
about LLMs
matters.
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really asking (in an important sense)
is the following question: Given the
statistical distribution of words in the
vast public corpus of human language,
what words are most likely to follow
the sequence “Boris Frump is a...”?

But suppose we sample a model
that has been fine-tuned using RLHF.
The same point applies, albeit in a
somewhat modified form. What we
are really asking, in the fine-tuned
case, is a slightly different question:
Given the statistical distribution of
words in the vast public corpus of hu-
man language, what words that users
and raters would most approve of are
most likely to follow the sequence
“Boris Frump is a...”? If the paid rat-
ers were instructed to favor politically
neutral responses, then the result
would be neither of the continuations
offered by the raw model, but some-
thing less incendiary, such as “a well-
known politician.”

Another way to think of an LLM
that has been fine-tuned on human
preferences is to see it as equivalent
to a base model that has been trained
on an augmented dataset, one that
has been supplemented with a corpus
of texts written by raters and/or users.
The quantity of such examples in the
training set would have to be large
enough to dominate less-favored ex-
amples, ensuring that the most likely
responses from the trained model
were those that raters and users
would approve of.

Conversely, in the limit, we can
think of a conventionally trained base
LLM as equivalent to a model trained
completely from scratch with RLHF.
Suppose we had an astronomical
number of human raters and geologi-
calamounts of training time. To begin
with, raters would only see random
sequences of tokens. But occasionally,
by chance, sequences would pop up
that included meaningful fragments
(for example, “he said” or “the cat”).
In due course, with hordes of raters
favoring them, such sequences would
appear more frequently. Over time,
longer and more meaningful phras-
es, and eventually whole sentences,
would be produced.

If this process were to continue (for
a very long time indeed), the model
would finally come to exhibit capabili-
ties comparable to a conventionally



trained LLM. Of course, this method
is not possible in practice. But the
thought experiment illustrates that
what counts most when we think
about the functionality of an LLM is
not so much the process by which it is
produced (although this is important)
but the nature of the final product.

Conclusion: Why This Matters

Does the foregoing discussion
amount to anything more than philo-
sophical nitpicking? Surely when re-
searchers talk of belief, knowledge,
reasoning, and the like, the meaning
of those terms is perfectly clear. In
papers, researchers use such terms as
a convenient shorthand for precisely
defined computational mechanisms,
as allowed by the intentional stance.
This is fine as long as there is no pos-
sibility of anyone assigning more
weight to such terms than they can le-
gitimately bear, if there is no danger
of their use misleading anyone about
the character and capabilities of the
systems being described.

However, today’s LLMs, and the ap-
plications that use them, are so pow-
erful, so convincingly intelligent, that
such license can no longer safely be
applied.’>* As AI practitioners, the
way we talk about LLMs matters, not
only when we write scientific papers,
but also when we interact with policy
makers or speak to the media. The
careless use of philosophically loaded
words such as “believes” and “thinks”
is especially problematic, because
such terms obfuscate mechanism
and actively encourage anthropomor-
phism.

Interacting with a contemporary
LLM-based conversational agent can
create a compelling illusion of being
in the presence of a thinking crea-
ture like us. Yet, in their very nature,
such systems are fundamentally not
like us. The shared “form of life” that
underlies mutual understanding and
trust among humans is absent, and
these systems can be inscrutable as
a result, presenting a patchwork of
less-than-human with superhuman
capacities, of uncannily human-like
with peculiarly inhuman behavior.

The sudden presence among us
of exotic, mind-like entities might
precipitate a shift in the way we use
familiar psychological terms such as

“believes” and “thinks,” or perhaps
the introduction of new words and
turns of phrase. But it takes time for
new language to settle and for new
ways of talking to find their place in
human affairs. It may require an ex-
tensive period of interacting with, of
living with, these new kinds of arti-
facts before we learn how best to talk
about them.™ Meanwhile, we should
try to resist the siren call of anthropo-
morphism.
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m Ideally, we would also like a theoretical under-
standing of their inner workings. But at pres-
ent, despite some commendable work in the
right direction,'**#%* this is still pending.

References

1. Ahn,M.etal. Doas I can, notas I say: Grounding
language in robotic affordances. arXiv preprint
arXiv:2204.01691. (2022).

2. Alayrac, J.-B. et al. Flamingo: A visual language
model for few-shot learning. In Advances in Neural
Information Processing Systems (2022).

3. Bender, E. and Koller, A. Climbing towards NLU:

On meaning, form, and understanding in the age
of data. In Proceedings of the 58" Annual Meeting
of the Assoc. for Computational Linguistics (2020),
5185-5198.

4. Bender, E., Gebru, T., McMillan-Major, A., and
Shmitchell, S. On the dangers of stochastic parrots:
Can language models be too big? In Proceedings of
the 2021 ACM Conf. on Fairness, Accountability, and
Transparency, 610-623.

5. Brown, T. et al. Language models are few-shot
learners. In Advances in Neural Information
Processing Systems 33 (2020), 1877-1901.

6. Chan, S.C. et al. Data distributional properties drive
emergent in-context learning in transformers. In
Advances in Neural Information Processing Systems
(2022).

7. Chowdhery, S. et al. PaLM: Scaling language modeling
with pathways. arXiv preprint arxiv:2204.02311 (2022).

8. Creswell, A. and Shanahan, M. Faithful reasoning
using large language models. arXiv preprint
arXiv.2208.14271 (2022).

9. Creswell, A, Shanahan, M., and Higgins, I. Selection-
inference: Exploiting large language models for
interpretable logical reasoning. In Proceedings of the
Intern. Conf. on Learning Representations (2023).

10. Davidson, D. Rational animals. Dialectica 36 (1982),
317-327.

11. Dennett, D. Intentional systems theory. The Oxford
Handbook of Philosophy of Mind. Oxford University
Press (2009), 339-350.

12. Devlin, J,, Chang, M-W,, Lee, K., and Toutanova, K.
BERT: Pre-training of deep bidirectional transformers
for language understanding. arXiv preprint
arXiv:1810.04805 (2018).

13. Elhage, N. et al. A mathematical framework for
transformer circuits. Transformer Circuits Thread
(2021); https://bit.ly/3NFLBA.

14. Glaese, A. et al. Improving alignment of dialogue
agents via targeted human judgements. arXiv preprint
arXiv:2209.14375 (2022).

15. Halevy, A.Y., Norvig, P, and Pereira, F. The
unreasonable effectiveness of data. IEEE Intelligent

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

29.

30.

3L

32.

33.

34.

35.

36.

37.

38.

39.

40.

41,

research

Systems 24,2 (2009), 8-12.

Harnad, S. The symbol grounding problem. Physica D:
Nonlinear Phenomena 42, 1-3 (1990), 335-346.
Kojima, T. et al. Large language models are zero-shot
reasoners. arXiv preprint arXiv:2205.11916(2022).

Li, Z., Nye, M., and Andreas, J. Implicit representations
of meaning in neural language models. In Proceedings
of the 59" Annual Meeting of the Assoc. for
Computational Linguistics and the 11" Intern. Joint
Conf. on Natural Language Processing 1, Long Papers
(2021).

Lu, J., Batra, D., Parikh, D., and Lee, S. Pretraining
task-agnostic visiolinguistic representations for vision-
and-language tasks. arXiv preprint arXiv.1908.02265
(2019).

Marcus, G. and Davis, E. GPT-3, bloviator: OpenATI's
language generator has no idea what it's talking about.
MIT Technology Rev. (Aug. 2020).

Meng, K., Bau, D., Andonian, A.J., and Belinkov, Y.
Locating and editing factual associations in GPT.

In Advances in Neural Information Processing Sys.
(2022).

Lake, B.M. and Murphy, G.L. Word meaning in minds
and machines. Psychological Rev. 130, 2 (2023),
401-431.

Nye, M. et al. Show your work: Scratchpads for
intermediate computation with language models. arXiv
preprint arXiv:2112.00114 (2021).

Olsson, N. et al. In-context learning and induction
heads. Transformer Circuits Thread (2022); https://
transformercircuits.pub/2022/in-context-learning-
andinduction-heads/index.htmL.

OpenAI. GPT-4 technical report. arXiv preprint
arXiv:2303.08774 (2023).

Ouyang, L. et al. Training language models to follow
instructions with human feedback. In Advances in
Neural Information Processing Systems (2022).
Piantadosi, S.T. and Hill, F. Meaning without
reference in large language models. arXiv preprint
arXiv:2208.02957 (2022).

Radford, A. et al. Language models are unsupervised
multitask learners. (2019).

Rae, J.W. et al. Scaling language models: Methods,
analysis & insights from training Gopher. arXiv preprint
arXiv:2112.11446 (2021).

Ruane, E., Birhane, A. and Ventresque, A.
Conversational AI: Social and ethical considerations.
In Proceedings of the 27" ATAI Irish Conf. on Artificial
Intelligence and Cognitive Science (2019), 104-115.
Schick, T. et al. Toolformer: Language models

can teach themselves to use tools. arXiv preprint
arXiv:2302.04761 (2023).

Shanahan, M. and Mitchell, M. Abstraction for deep
reinforcement learning. In Proceedings of the
31sIntern. Joint Conf. on Artificial Intelligence (2022),
5588-5596.

Smith, B.C. The Promise of Artificial Intelligence:
Reckoning and Judgment. MIT Press (2019).
Stiennon, N. et al. Learning to summarize from
human feedback. In Advances in Neural Information
Processing Systems (2020), 3008-3021.

Thoppilan, R. et al. LaMDA: Language models for
dialog applications. arXiv preprint arXiv:2201.08239
(2022).

Vaswani, A. et al. Attention is all you need. In
Advances in Neural Information Processing Systems
(2017), 5998-6008.

Wei, J. et al. Emergent abilities of large language
models. Transactions on Machine Learning Research
(2022).

Wei, J. et al. Chain-of-thought prompting elicits
reasoning in large language models. In Advances in
Neural Information Processing Systems (2022).
Weidinger, L. et al. Ethical and social risks of

harm from language models. arXiv preprint
arXiv:2112.04359 (2021).

Wittgenstein, L. Philosophical Investigations. Basil
Blackwell (1953).

Yao, S. et al. ReAct: Synergizing reasoning and acting
in language models. In Proceedings of the Intern.
Conf. on Learning Representations (2023).

Murray Shanahan (m.shanahan@imperial.ac.uk) is a
professor of Cognitive Robotics in the Department of
Computing at Imperial College London, U.K.

© 2024 Copyright held by the owner/author(s).

FEBRUARY 2024 | VOL. 67 | NO.2 | COMMUNICATIONS OF THE ACM 79


https://transformer-circuits.pub/2022/in-context-learning-and-induction-heads/index.html
https://transformer-circuits.pub/2022/in-context-learning-and-induction-heads/index.html
https://transformer-circuits.pub/2022/in-context-learning-and-induction-heads/index.html
mailto:m.shanahan@imperial.ac.uk
https://transformer-circuits.pub/2021/framework/index.html

research

DOI:10.1145/3624716

Exploring how human apppreciation for and
interactions with robots are influenced by
anthropomorphic features.

| BY RAE YULE KIM

Anthropo-
morphism
and Human-

Robot
Interaction

ROBOTS ARE FAST becoming a part of everyday life.
Indeed, robots are now deployed in retail stores (see
Figure 1), warehouses, hospitals, factories, and so on
to perform tasks conventionally done by humans.
Nestlé uses a humanoid robot “Pepper” to sell coffee
makers in department stores in Japan; people buy ice
cream from a fully automated ice cream franchise,
RoboFusion; Cobalt’s KnightScope security robots
patrol streets in New York City. Such encounters

will only increase as the global market for service
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robots has grown exponentially, from
$36.2 billion in 2022 to $103.3 billion
by 2026.%

According to a survey from McKin-
sey Global Institute, 15% of the global
workforce, or 400 million workers, will
be displaced by 2030."* Approximately
45% of the workforce in manufactur-
ing, 37% in retail, 25% in hospitality,
23% in social work, and 10% in educa-
tion might be replaced by artificial in-
telligence (AI) in six years.** By 2020,
automation was expected to displace
75 million jobs while creating 133 mil-
lion jobs.” Automation in general can
help grow business and often generate
more jobs. For example, Wing Enter-
prises, a ladder manufacturer in Utah,
built a new automated facility that in-
creased its productivity by 30%, which
subsequently helped the company ex-
pand from 20 to 400 employees.**

Creating robots that perform jobs
traditionally done by humans is the
goal of many robotics engineers.!* This
aspiration to replicate human cogni-
tion and behavior has led to some suc-
cess in developing robots capable of
performing human tasks such as sales
and teaching.’* The growing trend
of designing robots to resemble hu-
mans was initially viewed with excite-
ment. However, when robots started
to look and behave human ‘enough’ to
threaten the human identity, people’s
opinion of robots shifted, and this phe-
nomenon is referred to as the ‘uncanny
valley effect.”*

key insights

m People treat anthropomorphic robots like
human acquaintances. Moreover, humans
are more willing to interact with robots if
they are human-like rather than machine-
like.

m People use heuristics from human
interactions to make judgments regarding
human-robot interaction.

H People see humanoids as moral agents
and often feel empathy for them. The
function of humanoids also influences the
way humans evaluate them, For example,
counterterrorism and firefighting robots
are viewed more favorably compared to
those with less dignified roles.
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Figure 1. Humanoid ‘Pepper’ has been deployed in many retail stores throughout Japan.?

Figure 2. Anthropomorphic design can positively influence perception about robots,
social motivation to interact with the robot, and cognitive responses to the robot such as

trust level.

Perception

Public sentiment about humanoids
has been largely divided. Some people
treat anthropomorphic robots like
they are human acquaintances.” Oth-
ers feel stressed and anxious about an-
thropomorphic robots and see them
as a threat to job security and human
identity.'**” Overall public sentiment
about robots has been negative. One
of the main concerns is that robots
make us less human.?” Ironically, pre-
vious research suggests the opposite
may be true. Robots can help humans
grow socially and emotionally if they
resemble us more.'**!

Robot
anthropo-
morphism

Response

Some people think anthropo-
morphic robots are more compe-
tent, trustworthy, and fun to interact
with.'** People evaluate their human-
robot interaction (HRI) experience
more positively and are more tolerant
of errors if robots are humanlike.*
Robots have been more effective in
helping children with autism spec-
trum disorder (ASD) improve their
social skills.*> Anthropomorphizing a
robot might influence HRI positively
or negatively depending on moderat-
ing factors such as different types of
anthropomorphism, congruence in
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user expectations, HRI contexts, hu-
man features, and moral agency.

The Role of Anthropomorphism
Robotics design involves multifaceted
areas of robotics where the design flex-
ibility is subjugated to the functional
aspects of a robot.”? In the context of
HRI for commercially available devices,
robots are finite projects that have little
room for meaningful physical altera-
tions.” Robotics design is often suscep-
tible to a tight set of requirements and
conditions that must be fulfilled.

Complex machinery products,
such as automobiles, are also often
limited in their design flexibility. An-
thropomorphic design is one common
strategy for car makers to draw con-
sumers to their products. Car fronts
are often designed to resemble a hu-
man face, and this anthropomorphic
design is linked to improved product
evaluation, such as better ratings for
functionality or stronger product at-
tachment.! Inronically, when slot ma-
chines are designed to look more an-
thropomorphic, people tend to bet less
compared to a typical slot machine.?
Previous research suggests the posi-
tive effect of product anthropomor-
phism on the user experience can be
translated into the HRI context.

Previous research has studied cus-
tomer reviews of interacting with a
concierge robot in a fully automated
hotel in Tokyo, Japan, and found two
main reasons why a human agent was
preferred: People found it more dif-
ficult to interact with a robotic con-
cierge and they found/felt it less com-
petent.” Anthropomorphic design of
a robot can improve HRI in terms of
these two most common reasons why
some people might be averse to robots.
Anthropomorphic robots can improve
HRI by encouraging a favorable evalu-
ation of the robot in terms of its effi-
cacy and motivation to interact with it
(see Figure 2).

Perception. People believe only hu-
mans strive to prove their competence,
and this intrinsic notion is referred to
as effectance motivation—that is, the
belief in the superior competence of
humans over non-human creatures or
objects.”” People are susceptible to con-
firmation bias and seek evidence par-
tial to our beliefs and expectations.”
Thus, product anthropomorphism of-



ten improves user evaluation because
people assign effectance motivation
to anthropomorphic objects and be-
lieve that anthropomorphic products
should function better.® Research
shows that when computers or even
slot machines are anthropomorphized
in appearance, people assume the ma-
chines have effectance motivation that
is partial to humans and subsequently
expect them to function better.'>*
People likely find anthropomorphic
robots more competent compared to
robots that do not resemble humans.
However, when people see robots as
a threat, anthropomorphism might
make robots appear more foreboding
and subsequently exacerbate HRI.

Sociability. Anthropomorphic de-
sign might improve the perceived
sociability of the robot. Research
suggests that people tend to treat an-
thropomorphized objects as if they
are human acquaintances and initi-
ate social interactions with them."
People tend to apply the same social
norms when they interact with anthro-
pomorphic objects.” In this aspect,
SoftBank’s humanoid NAO is deployed
in hospitals to help children with ASD
learn social skills, and the results are
promising.”® Children who interacted
with humanoids picked up social cues
effectively and applied them when they
interacted with peers."?

Furthermore, people prefer an-
thropomorphic robots more when
they are lonely,” indicating such ro-
bots can better address people’s so-
cial needs.” In fact, spending time
with anthropomorphic objects was
shown to lower the sense of loneli-
ness.”® Neurophysiological measures
suggest the segment of the brain that
guides compassion becomes more
active not only around other humans
but also around anthropomorphic
robots.” These findings provide im-
portant insights into HRI because an-
thropomorphic design might improve
people’s motivation to interact with
the robot, learn about the robot, and
more willingly overcome the barrier
to interacting with the robot.

Response. Another reason why
some people dislike anthropomor-
phic robots is they find it difficult to
‘trust’ robots.* The confounding fac-
tor behind this trustissue is effectance
motivation.””?° People prefer humans

over robots because they believe that
humans are competent to fix their mis-
takes and deliver the requested out-
come."

However, previous research sug-
gests that people assign human
characteristics, including effectance
motivation, to objects if they are an-
thropomorphized.”® Research shows
that humanizing a computer not only
improves people’s evaluation of its ef-
ficacy but also the level of trust people
have in the computer because they ex-
pected effectance motivation.*” People
were more likely to trust a broken com-
puter to repair itself if the computer
was anthropomorphized.” Similarly,
people were more tolerant of errors
made by anthropomorphic robots
because it was expected that robots
would fix their errors.*

Future Directions

Robot anthropomorphism might con-
tribute to positive HRI, however, the
effect is not likely to be straightfor-
ward. Humanlike robots might pro-
voke increased levels of anxiety and
stress.”” Anthropomorphic design of
a robot, while it can be an external
stimulant to make user experiences
more amusing for some,* can also be
a source of anxiety for others.” Thus,
robot anthropomorphism is a double-
edged sword. Future research might

research

investigate conditions that moderate
the effect of robot anthropomorphism
on HRI. The Anthropomorphic roBot
(ABOT) database—a collection of real-
world anthropomorphic robots cre-
ated for research or commercial pur-
poses—can be a great resource for not
only appearance but also the robot’s
name and locomotion can influence
the degree of robot-human features.*
ABOT classifies robots based on the
degree of anthropomorphism of vary-
ing types. Future research can utilize
this database for stimuli with specified
types and salience of robot anthropo-
morphism to study their effect on HRI.

Previous research suggests that hu-
mans inadvertently utilize the heuris-
tics from human-human interactions to
make HRI judgments.’ People develop
varied expectations and beliefs about a
robot depending on its voice and/or fa-
cial schema. People expect congruence
in a robot’s appearance and other char-
acteristics such as voice.?®

Also, people might have varied
expectations of how robots should
behave depending on the situation.
People might expect emotional expres-
sions from a robot in a restaurant but
not quite in a computer repair shop.
Thus, the effect of robot anthropo-
morphism on HRI should be subject
to the situational context. Congruence
in user expectation and robot anthro-

Figure 3. User reaction to different dimensions of robot anthropomorphism including

robots’ emotional expression, functionality, facial schema, and uncanny valley salience.

Facial
schema

Expression

Emotional
expression

Function

Robot
anthropomorphism

Appearance

Uncanny valley

Interaction

User expectation
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pomorphism can vary by types such as
facial schema, voice, verbal/nonverbal
communication, and user expectation
based on robot characteristics and sit-
uations (as illustrated in Figure 3).

Facial schema. Research also sug-
gests a robot’s facial schema can influ-
ence user engagement.® A cute-looking
facial schema, such as a baby face, can
make people more attached to the prod-
uct and tolerant of product failures.®
The baby-face schema indicates a set of
infantile facial traits that normally elic-
it positive attitudes and caretaking be-
havior.* Since anthropomorphic robots
can activate heuristics and motivations
partial to human-human interactions,
a baby-like robot might encourage
people to view the robot more positively
and be tolerant of its errors.

Conversely, there can be poten-
tial downsides to using the baby-face
schema on a robot. One heuristic
knowledge associated with babies is
they are incompetent. People might
think that robots are incompetent if
they look like a baby.?* Thus, a robot’s
facial schema can have varied impacts
on HRI depending on the context. Ro-
bot’s facial schema might influence
HRI positively if it is congruent with
the purpose of the robot. For exam-
ple, the baby schema facial trait of a
caretaking robot might improve HRI,
while it can be a negative factor for a
sanitization robot.

Emotional expression. People are
more emotionally engaged with arobot
if it is anthropomorphic.® Moreover,
people also expect anthropomorphic
robots to be more emotionally expres-
sive, alive, and sociable compared to
relatively less anthropomorphic ro-
bots.!” Emotional expressions of a ro-
bot might be seen as a positive trait
that can improve HRI.

However, findings on the effect of
robots’ emotional expressions on HRI
are rather mixed. Emotional expres-
sions of a robot might make people feel
uncomfortable about interacting with
it.”” The congruence between user ex-
pectations and the robot’s emotional
expressions can be a factor that can
explain, consciously or unconsciously,
how underlying beliefs are influenced.?
Many of the heuristics and expecta-
tions people develop in human-to-
human interactions can inadvertently
affect how they evaluate anthropomor-

Neurophysiological
measures suggest
the segment of

the brain that
guides compassion
becomes more
active not only
around other
humans but

also around
anthropomorphic
robots.
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phic robots.* Interacting with human-
oids is still new to most people, and
subsequently, incongruence in robot
behavior and people’s expectations
can trigger an adverse reaction. For ex-
ample, arobot’s emotional expressions
in a high-contact service situation such
as an upscale restaurant are expected
and tolerated,** while such expressions
in a low-contact service situation, such
asin a grocery store, might come off as
odd and eerie.”

User expectation. Some people can
be averse to robots because they are
inherently more adverse to change and
new things.* People who are referred
to as laggards according to innovation
diffusion theory are intrinsically un-
favorable of change.* Subsequently,
these people might experience a stron-
ger uncanny valley effect when inter-
acting with humanoids.**

Additionally, previous research sug-
gests that people might have varying
cultural expectations of robots. Japa-
nese people are more open to the idea
of robots performing interactive tasks
such as giving a massage while Euro-
peans expect robots to perform assis-
tive tasks such as snow lowing.” To
prevent biased results, future research
should survey the degree of robotic
acceptance and robotic expectations
before evaluating human responses
toward anthropomorphic robots.

Uncanny valley was first theorized
by robotics professor Masahiro Mori
in the 1970s, where he and his team
at the Tokyo Institute of Technology
observed an abrupt shift in human
attitudes toward robots as anthropo-
morphism efforts increased.” People
behaved favorable toward anthropo-
morphic robots at the outset, but as
more human-like features were added,
the response shifted from excitement
to revulsion.?® Indeed, such robots
were viewed as a threat to humanity.

The uncanny valley theory has
been supported empirically, however,
people might experience varied de-
grees of ‘uncanniness’ depending on
the situational context and the inher-
ent personality. The same emotional
expression of a robot can make some
people more willing to interact with
the robot or exacerbate the sense of
uncanniness about interacting.?° It
is interesting to note that age is a sub-
stantial moderating factor for a sense



of uncanniness from interacting with
humanoids.*® Children older than
nine, as the adults did, evaluated the
anthropomorphic robot to be creep-
ier than the machine-like robot, but
children younger than nine did not.’
Furthermore, a recent study discovers
empirical evidence that supports the
existence of an additional uncanny
valley,”? which suggests the psycholog-
ical mechanism of why people feel un-
canny about anthropomorphic robots
is complex. Since the uncanny valley
effect is not observed among children
younger than nine, there must be con-
founding factors that cause people
to feel strange about humanoids. In-
sights into potential mediating fac-
tors can help us better understand the
uncanny valley effect.

Moral agency. Humanoids are
not moral agents. They are objects
and human moral values do not ap-
ply to them.?® However, people tend
to assign human characteristics to
anthropomorphic objects, and sub-
sequently, humanoids are likely to be
seen as moral agents.** More anthro-
pomorphism invokes stronger empa-
thy toward objects.'®* Humanoids that
almost feel like humans should elicit
a comparable level of empathy people
have for fellow humans. Uncanny val-
ley research shows that people’s at-
titudes shift again to the positive end
once the robot is anthropomorphic al-
most comparable to humans.*

Because people see highly anthro-
pomorphic robots as moral agents and
feel empathy toward these machines,
the use of humanoids can also be a
moderating factor for people’s evalu-
ation. For example, humanoids that
work in a profession that risks life and
limb for the public good, such as a
counterterrorism unit and a firefight-
er, should be viewed positively while
humanoids in professions that are not
considered dignified, such as sex ro-
bots, might be seen negatively. In addi-
tion, there is no agreement on whether
people are ready to have humanoids
that elicit such a level of empathy.”

Conclusion

This article discussed the effect of ro-
bot anthropomorphism on HRI and
potential moderators that might alter
the effect. Robot anthropomorphism
can improve HRI in terms of people’s

cognitive and motivational responses.
Conversely, robot anthropomorphism
might trigger a sense of uncanni-
ness. To address this duality in previ-
ous findings, future research might
further investigate factors that might
moderate the effect of robot anthropo-
morphism on HRI.
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A Google case study finds ML training in the
cloud can reduce CO,e emissions up to 100x.

BY DAVID PATTERSON, JEFFREY M. GILBERT, MARCO GRUTESER,
EFREN ROBLES, KRISHNA SEKAR, YONG WEI, AND TENGHUI ZHU

Energy and
Emissions

of Machine
Learning on
Smartphones
vs. the Cloud

GLOBAL CLIMATE CHANGE is a huge challenge facing
society today. The rapid growth of computing overall
and of machine learning (ML) in particular rightfully
raises concerns about their carbon footprints. As an
early and enthusiastic adopter of ML, a manufacturer
of millions of smartphones annually, and a significant
cloud provider, Google is in a nearly unique position to
compare the impact and efficiency of ML on the two

CORRECTED VERSION OF RECORD. V 1.1. PUBLISHED JANUARY 25, 2024

ends of the information technology
(IT) computing spectrum.

This article makes four main obser-
vations:

1. Most energy studies of smart-
phones ignore chargers, but they sur-
prisingly use ~3X as much energy as
the smartphones themselves, with the
main culprits being the use of mul-
tiple chargers per phone and the inef-
ficiency and increasing popularity of
wireless chargers. Compared to cloud
datacenters, this energy overhead
(charger power usage effectiveness) is
~2.9x worse.

2. Smartphones can charge at off-
peak hours, and many ML workloads
can also shift to run at off-peak times.
However, the cloud also lets ML ex-
perts shift to remote sites with much
greener energy, while phones pre-
dominantly must use whatever the
local utility provides. Given the 2.9x
higher energy overhead, ML training
on devices can have up to ~25x the
carbon emissions as doing it in the
cloud even if the computation energy
was the same.

3. One example suggests ML train-
ing on smartphones uses up to 12x
the computation energy of datacenter
training. There are privacy and other
advantages for training on devices,

key insights

® Smartphone charger inefficiency is a
much larger energy consumption issue
than ML on smartphones. Chargers were
responsible for 70% of energy use while
ML was <3%.

® While training ML models on
smartphones has inherent advantages
for privacy, it can have 100x the carbon
footprint of training in the cloud.

m In 2021, ML energy use was <15%
of Google datacenter and <3% of
smartphones. The bigger carbon
challenge for IT is likely the embodied
carbon footprint from manufacturing
computers in general and smartphones
in particular. The embodied carbon
footprint of the short-lived smartphones
in 2021 was nearly 3x that of datacenter
servers. Despite their large, embodied
carbon cost, we have discarded 7.5 billion
smartphones in the recent past.

IMAGE BY ALICIA KUBISTA/ANDRIJ BORYS ASSOCIATES


https://dx.doi.org/10.1145/3624719




research

Figure 1. Average measured maintenance mode power (diamonds) and vampire power
(circles) for the average of a Pixel 5 and a Pixel 6 Pro versus price for five wired chargers

(blue on the left) and five wireless chargers (red on the right). Gold stars tag the most

efficient chargers over a full day.
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but combining 12x with the previous
observation means carbon dioxide
equivalent emissions (COe, including
greenhouse gasses) can be two orders
of magnitude higher.

4. From 2019 to 2021, ML represent-
ed between 10% and 15% of the total
annual operational energy use in the
Google cloud (with %5 of that for train-
ing) and less than 3% of the total an-
nual operational energy use on smart-
phones (with 1/100 of that for training)
in 2021. The major climate change
challenge for IT is elsewhere, likely the
embodied CO,e from manufacturing
computers.

Keep in mind this article is not a
comparison of all computation done
on phones and the cloud, but solely on
the impact of ML on energy use and op-
erational CO,e. We provide the data to
support these insights. While primari-
ly focused on operational CO,e generat-
ed from computer use, we also address
the relative impact of embodied CO,e.

How Significant Is Charger

Energy Use Compared to
Smartphones Themselves?
Computers in datacenters draw elec-
tricity from the grid continuously.
Because smartphones operate from a
battery, they only draw electricity from
the grid when connected to a charger.
To account for smartphone ML energy
accurately, we must include the energy
overhead of their chargers. Smart-
phones are charged two ways:

» Wired charging via a cable and an
AC/DC adapter, and

» Wireless charging via inductive
coils in addition to the AC/DC adapter.

Wireless charging is increasingly
popular due to its convenience and
the reduction in smartphone wear and
tear by avoiding the repeated insertion
of a cable.

For wired charging, energy is lost
from the AC/DC power adapter in the
charger and in the power management
integrated circuit (PMIC) battery char-
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ger in the phone. Wireless charging
loses additional energy through the in-
ductive coils. The percentage of energy
going to the smartphone is then:

Wired charging efficiency =
adapter efficiency x charging efficiency

Wireless charging efficiency =
adapter efficiency x coils efficiency
x charging efficiency

For conventional designs, the effi-
ciencies are 80% for the adapter, 80%
for the inductive coils, and 90% for the
battery charging circuitry. The 2018
USB Power Delivery 3.0 standard of-
fers a programmable power supply (PPS)
that improves efficiency: 90% for the
adapter, 83% for the inductor coils, and
97% for the battery charging circuitry.

Using the formulas here, the overall
charger efficiencies are 58% (80% x 80%
x 90%) for non-PPS wireless chargers,
72% (90% x 83% x 97%) for PPS wireless
chargers, 72% (80% x 90%) for non-PPS
wired chargers, and 87% (90% x 97%)
for PPS wired chargers. Thus, wireless
chargers are ~1.25x less efficient while
charging phones.

The charger uses sensors to detect
when even an uncharged phone is con-
nected to it. In addition to the smart-
phone charger efficiency when it is in
use, we also need to account for vampire
power usage. Also called standby power,
it is the power wasted by the charger
when not connected to a smartphone.
Vampire power adds up and can be a sig-
nificant amount of energy consumed.

A final factor is maintenance mode
power, the power consumed when the
phone is fully charged but it s still con-
nected to the charger. Depending on
the charger, it can still draw significant
energy even when the smartphone
does not need any more energy.

The total energy consumption of a
smartphone and charger is then:

Average smartphone
and charger energy usage

_ Average smartphone energy
~ Overallefficiency

+vampire energy

+ maintenance energy

A further complexity is that many
smartphone users have multiple



plugged-in chargers. One survey found
that 23% of users had only one char-
ger, but 39% had four or more.*® If we
assume the 39% had exactly four char-
gers, the average of that survey is 2.7
chargers per smartphone.

Datacenters use the industry stan-
dard metric of powerusage effectiveness
(PUE), which accounts for the energy
“wasted” that goes into the datacenter
but is used for power distribution and
cooling instead of powering the com-
puters in the datacenter. If the energy
overhead was 50%, the PUE would be
1.50. The global average datacenter
PUE? is ~1.60, while cloud datacenter
PUEs are typically ~1.10.

We propose a new metric to quan-
tify the efficiency of a smartphone with
its chargers analogously to the data-
center PUE, where the goal is to try to
get as close to 1.00 as possible. We de-
fine charger PUE (CPUE) as

Average Smartphone and Charger
Energy + Vampire Energy Chargers

Average Smartphone Energy

where vampire energy chargers is the
energy consumed by chargers plugged
in but unused.

Google measurements supply some
of the parameters needed to calculate
CPUE:

» The average wireless charger use
was 42% and 58% for wired chargers,
with the wireless percentage higher
for newer phones and lower for older
phones.

» Average time to fully charge was
107 minutes (1.8 hours), like EPA’s
2-hour estimate.'?

» Average hours in maintenance
mode were 302 minutes (5.0 hours),
close to a 2011 study that reported 4.6
hours.*

We also purchased and measured
five wired and five wireless chargers
both from smartphone manufactur-
ers (Apple, Google, Samsung) and
from third-party suppliers (Anker,
Belkin). To test maintenance mode,
we used the average of a fully charged
Pixel Pro 6 and a fully charged Pix-
el 5. They were turned off, so that
no applications could run during
maintenance mode. If apps were left
on—which might be the more typi-
cal case—maintenance mode power
would be even higher, so these num-
bers might be conservative. All char-

gers were measured using a Poniie
PN1500 portable power meter, which
is accurate to +10 milliwatts and has a
range down to 20 milliwatts.?

Figure 1 plots the individual mea-
surements versus their price. Our
findings:

a To ensure accuracy, we bought three copies of
each charger, but they varied only by power-
meter accuracy. Maintenance power was
measured after several hours to ensure the
device reached steady state and the battery was
fully charged, consistent with the U.S. DOE
Uniform Test Method.' We double-checked
the wireless chargers’ measurements using a
Ketotek (KTEMO02) power meter, which aver-
aged within 3%.
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» Wireless chargers are more expen-
sive and use more power than wired
chargers; their overall average energy
use over 24 hours is 2.4x higher.

» Surprisingly, money doesn’t buy
efficiency. The most power efficient
wired charger is Google’s and Apple
sold the wireless charger winner.
They use 40%-60% less energy but are
20%-70% cheaper than the high-priced
ones.

» Average vampire mode power for
wired chargers is 34+25 milliwatts
and 363+45 for wireless chargers (~11x
more than wired).

» Average maintenance mode pow-
er for wired chargers is 361+86 and

Table 1. Daily smartphone energy use and charger PUE for each charger option and

charger PUE assuming 2.7 chargers with 42% being wireless and 50% using PPS.

Wireless

PPS No PPS \ PPS

Smartphone (Wh)

9.28

Charger charging (Wh)

1.35 6.83 ‘ 353

Maintenance mode (Wh)

12.35

Vampire if used (Wh)

6.24

Vampire if unused (Wh)

8.71

Avg. charger energy
(Wh: 1 charger)

6.01

8Y5 25.42 22.12

Charger PUE (1 charger)

1.65

1.40 3.74 3.38

Average charger energy (Wh: 2.7
chargers, 42% wireless, 50% PPS)

19.84

Charger PUE (2.7 chargers)

3.14

Table 2. Charger PUE sensitivity as parameter values vary (halving/doubling or

+ standard deviation). The average and standard deviation were calculated across 20
measurements of Pixel 5 and Pixel 6 Pro phones.

Value CPUE

Item Nominal Low High Low High
Number of Chargers 2.7 1.35 5.4 2.54 4.34
Wireless % 42% 21% 84% 2.41 4.60
Wireless Maintenance Mode (mW) 2454 1512 3396 2.92 8835
Wireless Vampire Mode (mW) 363 318 408 3.02 3.26
Power Supply (nonPPS) 50% 25% 100% 3.07 3.28
Wired Maintenance Mode (mW) 361 275 447 311 3.16
Wired Vampire Mode (mW) 34 9 59 3.05 823

FEBRUARY 2024 | VOL.67 | NO.2

COMMUNICATIONS OF THE ACM 89



research

2454+942 for wireless (~7x). Thus,
the average wireless vampire power
matches the average wired mainte-
nance power.

Using these values for the param-
eters in the equations here, Table 1
calculates the smartphone CPUE by
charger and phone type and then
summarizes aggregate information
for a mix of 2.7 chargers per phone,
42% wireless, and 50% PPS. The higher
vampire power usage of wireless char-
gers is tenfold that of wired chargers.
Given these assumptions on the por-
tion that are PPS, the portions that
are wireless, and number of char-
gers, CPUE is ~3.1. That is, charger
overhead energy is ~2.1 times what a
smartphone uses.

To test the sensitivity to these val-
ues, we calculated CPUE by vary-
ing each assumption individually
either by subtracting or adding the
standard deviation to the average or
halving or by doubling a parameter
while keeping the other parameters
constant. Table 2 shows the results.
CPUE is most sensitive to the per-
cent of wireless chargers (2.41-4.60)
followed by the number of chargers
per smartphone (2.54-4.34) and wire-
less maintenance mode power level
(2.92-3.35). For this wider range of
parameters, CPUE is at least ~2x to as
much as ~5x the energy consumption
of smartphones by themselves.

How Do Cloud Energy Use and
Carbon Emissions Compare

to Those for On Device?

The 4Ms determine the carbon foot-
print of training in the datacen-
ter:*® Model, machine, mechani-
zation (datacenter PUE), and map
(input energy carbon intensity per
geographic location). Presuming we
train the same model on the data-
center and on device, the efficiency
of the three other Ms determines
their relative carbon footprint. The
CPUE of 3.1 for smartphone char-
gers is 2.9x the typical 1.10 PUE of
cloud datacenters. The global aver-
age energy carbon intensity is ap-
propriate for the 6.6B smartphones.
However, the cloud allows training to
be moved to datacenters with a high
percentage of carbon free energy (CFE),
which means using renewable energy
(for example, solar or wind) or nuclear

Even if the energy
consumption for
the computation
was the samein
the cloud and on
device, the carbon
emissions could be
~25 times higher on
device.
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energy. In 2021, the average CFE por-
tion was ~40% for U.S. and Europe and
~30% for Asia.

The global average conversion fac-
tor from electricity to CO,e is 0.475kg/
kwh. Patterson et al. found that train-
ing in Oklahoma reduced carbon emis-
sions by >6x (to 0.074) versus the global
average due to its 93% CFE, as Google
acquired renewable energy in Okla-
homa matched on an hourly basis with
its energy consumption.?® Thus, even if
the energy consumption for the com-
putation was the same in the cloud and
on device, the carbon emissions could
be ~25 times higher on device.”

How Does Energy Consumed
for ML Training in Cloud
Datacenters Compare to
Training on Smartphones?
Comparing federated learning to data-
center training is challenging because
the inherently more limited resources
on a phone typically lead to different
model designs and training approach-
es, which together with differences in
the training data distribution and ac-
cessibility lead to quality differences.

Despite these challenges, we
thought it would be interesting to get
a ballpark estimate of differences be-
tween training on the datacenter and
on device. As a case study, we compare
the energy consumed for training an
identical model per 10M training ex-
amples processed in the datacenter
and in a federated setting. We identi-
fied a prototype ~10,000 parameter
multi-layer perceptron model used for
semantic location inference, which is
the process of inferring a device’s loca-
tion in terms of a place as defined in
the Android Places SDK (for example,
local business or point of interest) in-
stead of in coordinate space. We ran it
on TPUw4 lite, and the average energy
of three runs was 59 kilojoules.

The TPUv4 lite chip* trains this
workload in under two minutes. This
experiment has its limitations:

b In case CFE is unclear, Google offsets its CO.e
by buying an equal amount of carbon reduc-
tion at other locations later, usually in re-
newable energy companies. We ignore those
offsets in this article for CFE. If we instead
made that assumption, then ML in the cloud
would have zero operational COe while smart-
phones would remain as is, since no organiza-
tion offset their CO,e in 2021.



» The smartphone workload was not
tuned to the TPU. It is currently I/O
bound, so the TPUV4 lite chip is nearly
idle at under 1% utilization.

» Moreover, despite trying to com-
pute on only one host CPU, the dual
CPU host server of TPUv4 lite uses 86%
of the 47 kilojoules for the workload.
This server is overkill for this applica-
tion.

» However, this energy calculation
omits the energy to process the raw
data in the datacenter. We also as-
sumed 10M examples are sufficient to
train for batch size 64, but we didn’t
check for convergence.

We suspect that tuning the work-
load to reduce I/O bottlenecks and
properly configure the host hardware
would reduce datacenter energy con-
sumption significantly.

For federated learning, the aver-
age user holds 16 training examples
with typically 10 local epochs, so 160
examples are processed per device
session. This ratio yields 62,500 de-
vice training sessions per 10 million
training examples processed. Assum-
ing typical energy consumption fig-
ures, Table 3 shows an energy use of
186 kilojoules on the smartphone and
381 kilojoules in the communication
and serving infrastructure for a total
of 567 kilojoules.

This estimate for on device energyis
also limited:

» The model uses a relatively low
number of training examples per user
device, which results in an even larger
number of device training sessions.
With more training data per device,
per session costs would be better am-
ortized and we would expect federated
learning overhead to decrease signifi-
cantly.

» The five seconds for processing re-
ported through our telemetry includes
additional waiting time and other low-
er energy states.

» The federated learning server fig-
ure of 6]J/device session represents an
average over all models and is likely an
overestimate for this small model.

» It doesn’t account for the differ-
ence in data transfer to the datacen-
ter of all the raw data versus federated
learning only needing to access the
portion of the data needed for the cal-
culation.

» However, it omits the relatively

research

Table 3. Federated learning energy usage for the case study semantic location model.

Power/Energy | Measurements

Consumption for Model Energy (J)
Phone Wakelock <100mW 5s 0.5
Phone Communication (Wi-Fi) 130nJ/bit 250KB 0.27
Phone Computation (CPU) 440mW 5s 2.2
Subtotal (Phone)/Device Session 297
Fixed Broadband (variable cost) O'SZVS%nB%?PpS 250KB 0.1
Federated Learning server B;Je/gsei\(/)ise 6
Subtotal (Infra)/Device Session 6.1
Device Sessions/10M examples 62,500
Phone/10M examples 185,625
Infra/10M examples 381,250
Total 566,875

Table 4. Energy consumption of four smartphones. The first three columns were

published earlier.1®

Smartphone Neo Freerunner iMate Kjam HTC HD2 Pixel 6 Average
SoC 33% 35% 37% 40% 36%
Wireless 44% 57% 26% 23% 37%
Display 9% 3% 26% 29% 17%
Rest 14% 5% 10% 9% 10%

large fixed-energy cost of the broad-
band infrastructure (and wireless ac-
cess point), since it typically remains
on regardless of whether federated
learning or other communications are
active. Including amortized fixed costs
increases federated learning energy
use ~4x to 2.3 megajoules.

Although it is difficult to make a
fair and detailed comparison between
a training task done on smartphones
and in the datacenter, the estimated
~567 kilojoules for federated learning
represents ~12x of the estimated ~47
kilojoules for datacenter training. For
the reasons given here, this observa-
tion is only a ballpark estimate.

In addition to the ~12x energy in-
crease over the datacenter, the ~25x
overhead in emissions due to the
higher PUE and higher carbon content
energy of on-device computation sug-
gests the datacenter is the much low-
er emissions option for applications
where the data processing location is
flexible.

How Does ML Energy Use in

Cloud Datacenters Compare

to Its Use on Devices?

Patterson et al. showed that between
10% and 15% of Google’s overall energy
usage in datacenters was for ML for
2019-2021.”® The next step to answer
this section’s question is to see where
the energy goes in smartphones.

Table 4 shows the energy break-
down of four smartphones between
their major components: the System
on a Chip (plus DRAM energy), wire-
less, display, and the rest (including
audio and camera). A rule of thumb
from Table 4 is that little more than
5 of the energy is for wireless and the
display, a little more than 5 is for the
SOC, and the rest use about /4.

The main SoC is the biggest inte-
grated circuit in a smartphone and
contains CPUs, memory interfaces,
and domain specific processors such
as GPUs and ML accelerators. The
Edge Tensor Processing Unit (TPU)
is Google’s ML accelerator, similar in
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Figure 2. Energy consumption of the main Pixel 6 SoC for (a) an average of many workloads; (b) a workload that blurs out-of-focus parts
of video images (Bokeh effect); and (c) an average use if there was no GPU or TPU so their computation must be done on the CPU (assum-

ing a 12.5x difference in performance/Joule). This GPU/TPU replacement also increases SOC energy consumption by 2.6x. DRAM energy

is distributed between the CPU, GPU, and TPU. AOC is the Always On Compute controller.

(a) Average of many workloads

Misc.

Internal Buses
(8%)

GPU/TPU+D
(14%)

spirit to the Apple Neural Engine and
the Samsung NPU.**

Understanding the energy for ML
requires examining the SoC energy.
Figure 2a breaks down its energy
consumption to the primary power
using components for the Pixel 6 SoC
for the average of many workloads.
This data was collected running
workloads in our labs, which are con-
sistent with measurements of smart-
phones in the field.

One might wonder if the GPU and
TPU are important since the CPU uses
more than three times as much energy.
The average use belies their value for
three reasons.

First, smartphone applications
can be limited either by long-term
average energy use (which drains the
battery), instantaneous energy use
(to prevent overheating), or by latency

CPU+DRAM
(49%)

(b) Bokeh effect to blur
the out-of-focus parts of video

(c) If no GPU or TPU
so use CPU instead

ADC
Misc. &
9% '
(8%) Internal Buses M!sc.
(3%) (8%)
Internal Buses
(13%) CPU+DRAM
(42%) CPU+DRAM
(19%)
GPU/TPU+DRAM
GPU/TPU+DRAM ADC ity
(34%) (3%) (67

(impacting user experience); the GPU
and TPU help with all three. Even if
on average they don’t use as much
energy, they enable applications
that would otherwise be infeasible
on a smartphone CPU. For example,
Google Camera ambient recognition
of visual entities (QR codes, text, ob-
jects, among others) allows rapid de-
tection and proactively highlights so
the user may act on them. The Edge
TPU keeps latency low, so the sys-
tem remains interactive and energy
consumption low to avoid thermal
problems. The performance/Joule im-
provement of the Edge TPU over the
CPU for this application is 12.5x.

Second, given billions of phones
and users, smartphone engineers de-
sign for many workloads, not just one.
Figure 2b shows the GPU and TPU are
5 of one video workload.

Table 5. Daily federated learning energy usage on smartphones for representative models.

Model Gboard Model B Chat
Phone Wakelock 9J 1J 15J

Phone Communication 26.3J 0.6J 2.1J

Phone Computation 39.6J 2.2J 22J

Phone Energy/device 75.5J 3.8J 39.1J
session ' - ;

Infra Energy/device 16.44 6.2J 6.8J
session ' . b

Device sessions/day 150K 600K 14K
Energy per day (across  __13 3my (31kWh)  ~=2.2MJ (0.6 kWh)  ~=0.5MJ (0.1kWh)
all devices)

Energy per day (infra+  __j138v) (38kWh)  ~=6MJ (L6kWh)  ~=0.6MJ (0.2kWh)

all devices)
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Finally, Figure 2a shows energy use
after the application was accelerated;
it doesn’t show what the energy use
would be if it was all done on the CPU.
Assuming the TPU and GPU provid-
ed 12.5x performance/Joule over the
CPU, SOC energy would increase 2.6x
and their portion would now be % of
the energy, as Figure 2c shows.

To answer our question about the
energy use, 36% is for SOCs (Table 4).
Although most ML uses accelerators
and the GPUs, some still use CPUs.
Most CPU workloads are for the popu-
lar non-ML use cases such as social
media, video streaming, browsing,
messaging, and so on. An exact CPU
percentage for ML is difficult to deter-
mine, but an upper bound is easier to
estimate. We assume ~10% of CPU en-
ergy and ~25% of the GPU and TPU en-
ergyis for ML inference, which are gen-
erous upper bounds. Our upper bound
estimate for ML is:

=~36% x (~10% x 49% + ~25% x 14%)
=~3.0%

The answer to the question at the
outset of this section is that ML rep-
resents <3% of smartphone energy
use and 10%-15% of datacenter energy
use.

What Portion of Energy Is for
ML Training versus Inference?
Patterson et al.”® found the ML energy
use in Google datacenters was 40%
for training and 60% for inference.
We now calculate the split for smart-
phones.

Google uses a new federated learn-



ing system that trains ML models on
devices. One advantage of federated
learning is that it doesn’t require ship-
ping data to the datacenter, which pre-
serves privacy.

To account for real-world condi-
tions, we estimate the energy con-
sumption of an average device session
using telemetry from Google’s federat-
ed learning system while this model is
training on a fleet of Android devices.
A federated learning training session
involves four steps:

1. Connecting with and waiting for
the server to signal the start of a train-
ing round;

2. Downloading model parameters;

3. Setting up and executing training
computations; and,

4. Uploading the model update.

We therefore expect the dominant
factors on the smartphone are com-
munication, computation, and to
some extent the wakelock drain while
waiting for the server to start a train-
ing round. Hence, we model training
session energy consumption as fol-
lows:

Training session energy consumption
=wakelock drain x waiting time

+ WiFi energy /bit x
(bits downloaded + uploaded)

+ CPU Consumption x training time

Communication energy con-
sumption varies widely based on the
amount of ML model parameters that
must be transferred and the qual-
ity of WiFi link. We use an energy/bit
model to account for the varying data
transfer sizes and choose an average
energy/bit figure of 130nJ/bit based on
reported measurements.” Note that
from high to low link quality, WiFi
energy/bit can change by about two
orders of magnitude.

To estimate the total energy con-
sumed in federated learning, we
studied the daily energy consump-
tion of three models that we believe
to be representative of models cur-
rently being trained in Google’s pro-
duction federated learning system.
Table 5 summarizes the results. To
putindividual smartphone energy us-
age for ML training into perspective,
the range observed here generally
requires a few seconds of additional
phone charging time.

Since 2021, Google
has been reducing
CO,e using the
flexibility of the
cloud to shift
computation in both
location and time,
which is even more
effective at reducing
emissions.

research

Using the highest smartphone
energy estimate of the three sample
models (75.5] per device session) and
the count of device sessions per day
from our telemetry, this yields an up-
per bound of 11.3GJ or 3.1MWh per
day, which represents less than 0.01%
of the worldwide smartphone-only
operational energy usage (not includ-
ing chargers). We believe that even
this estimate is a generous upper
bound for federated learning since
a significant fraction of these device
sessions represent analytics (non-ML)
workloads.

The answer to the question of this
section is that training represents
~40% of ML energy use in datacenters
but on smartphones it is only ~0.3%, a
factor of ~133x less.

Discussion
We now discuss a few insights from
our investigation.

Does shifting the time of charging
make smartphone-charging energy
use clean? Some might think that
shifting the time of charging made
smartphone charging “clean.” This
perspective may have been influenced
by a new feature of the i0S 16.1 called
“clean energy charging.” The iPhone
uses forecasts of the CO,e in the lo-
cal grid to charge an iPhone during
times of cleaner energy production.
Although limited to the US, it likely
reduces CO, a bit there. However, even
within the U.S. there are many grids
where the energy is 10X dirtier than
others, no matter the time of day.
Since 2021 Google has been reduc-
ing COe using the flexibility of the
cloud to shift computation in both
location and time,* which is even
more effective. Shifted examples are
cloud training and offline inference.
Finally, Table 2 points out the major
use of energy when there is no phone
on the charger—due to redundant
chargers and due to vampire mode—
which is unaffected by when a phone
is charged.

What is the cost of making the
cloud as privacy preserving for ML as
smartphones? Some might wonder if
we should burden the cost of the cloud
to be as privacy preserving as keeping
data local to smartphones? Security
experts'*° commented that:

» Today it would be many orders of
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magnitude more expensive;®

» Sharing data is a matter of trust no
matter the promises made;

» Distributed training still sends
information learned to a centralized
server in the cloud; and

» Sending the ML model to thou-
sands of smartphones would expose
the model and its weights (trained on
private phone data) if any phones were
compromised.

Trusted execution environments
such as enclaves, which are already be-
ing deployed, may offer a path forward.

Reducing the energy of wireless
chargers. A primary consideration in
designing the wireless charging sys-
tems is the feedback loop notifying
the user that the device is charging. To
search for a smartphone, a digital ping
is sent periodically. There is an inverse
relationship between the ping frequen-
cy and the idle power consumption of
the charging system. Therefore, sys-
tem trade-offs are made to stay with-
in a power budget (250-500mW) and
provide the least amount of latency (<
1 second). Another major design con-
sideration is the overall bill of mate-
rial cost for the wireless charger. In
the consumer electronics industry, the
competition is high and there is a con-
certed effort to drive down the overall
cost, pressuring the design team to
remove as many extra components as
possible. This competition makes it
more challenging to include features
as a bonus that optimize energy effi-
ciency.

Nevertheless, we were surprised
how much higher the CPUE was for
wireless than wired chargers. The
wireless charger consumes large vam-
pire power on average 17 hours a day
even when the charger is empty.

A simplistic alternative would sim-
ply be to add an on/off button or a
weight sensor that detects a smart-
phone to a wireless charger that con-

¢ Not sharing your data with the cloud is equiva-
lent to having a trusted computing base of size
“Zero” in the cloud, that is, one must count
on exactly Zero cloud components for secu-
rity to hold. The only way to achieve this level
of robustness while using the cloud is fully
homomorphic encryption (for privacy) plus
additional cryptographic mechanisms (for
example, succinct non-interactive argument
of knowledge) to detect tampering. This ap-
proach would be extraordinarily expensive.

The U.S.
Environmental
Protection

Agency and the
European Union
set requirements
for wired chargers
that limit maximum
vampire power.
Perhaps they
should investigate
standards that
reduce vampire
power for wireless
chargers as well?
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trols power to the inductive coils. One
estimate is one billion wireless pow-
ered smartphones in 2021.7 If hitting
the button or sensing that there is no
phone dropped vampire power usage
to match wired chargers on all wireless
chargers, turning off the coils could
save ~5.6 terawatt-hours and ~2.7M t
CO,e annually. Our upper-bound es-
timate for ML on smartphones at 3.1
terawatt-hours is ~%4 of these potential
wireless charger energy savings.

The U.S. Environmental Protection
Agency and the European Union set
requirements for wired chargers that
limit maximum vampire power. Per-
haps they should investigate standards
that reduce vampire power for wireless
chargers as well?

Energy use and CO,e emissions
from smartphones. The 24-hour ener-
gy consumed by a typical smartphone
is 9.28 watt-hours.”” One recent esti-
mate is 6,648M smartphones.’ The to-
tal annual energy use by smartphones
is then:

6,648,000,000 x 365 x 9.28wh =
22.5TWh.

Google’s electricity usage in 2021
was 18.3TWh or ~80% of worldwide
smartphone energy use.’

Using the conversion factor of
4.75x10* metric tons of CO, equiva-
lent emissions (CO,e) per kilowatt-
hour,* the total annual emissions of
smartphones is then ~10.7 megatons
of CO,e. Adding our CPUE estimate of
3.1, the total is ~33.6 mt CO,e.

To put that total into perspective,
it is the equivalent to ~7.5M gasoline-
powered passenger vehicles driven for
one year. There are ~1500M cars in the
world today, so cars produce ~200x the
CO,e of smartphones.

The ML portion is <3%, so it is
<1.0mt of CO,e. Google’s overall opera-
tional CO,e (location-based Scope 2) in
2021 was 6.6mt,”® and <15% is <0.97mt
CO,e for ML

Comparing operational to embed-
ded COe. If the operational CO,e from
ML is a modest contributor to global
climate change, then what is the big-
gest climate change issue for IT? Our
suspicion was that it is the embodied
cost of IT.

The following computers
shipped in 2021:

» Smartphones: ~1,350,000,000,

were



» PCs: ~340,000,000,

» Servers: ~12,000,000.

Note that the numerous smart-
phones have the shortest lifetimes at
only 2-3 years.

While embodied CO,e costs are not
yet routinely published for all comput-
ers, we use the following approxima-
tions based on studies of smartphones
and PCs and the limited data available
for servers:

» Smartphones: ~50kg CO,e,*

» PCs: ~200kg,*

» Servers:  From
N400019,26,33

To put embodied CO,e into per-
spective, a typical smartphone weighs
0.2kg, so the CO,e from manufactur-
ing is ~250x larger. The ratio for PCs is
~75x and it is ~150x for servers.

Figure 3 shows our ballpark esti-
mate for the operational CO,e from
ML in Google datacenters and all
smartphones in 2021 compared to our
estimate of the embodied CO,e for
smartphones, PCs, and servers manu-
factured in 2021. Embodied CO,e for
information technology may be two
orders of magnitude larger than the
operational CO,e from ML.

Note that Figure 3 is a snapshot of
what happened in a single year. The
conventional approach to comparing
embodied and operational CO,e is to
predict the operational CO,e for the
equipment of a given year over the life-
times of each computer, from 2-3 years
for smartphones and 6-8 years for
servers. We use the single year snap-
shot since we are trying to capture only
the ML operational CO,e, which we
can more easily estimate what it was
for 2021 rather than predicting what
the ML portion will be for the next 3-8
years.

While we account for all smart-
phones, we don’t for all datacenters.
Google is one of the top three cloud
providers, and it was an early adopter
of ML, so its ML use might be larger
than most. If we were to multiply the
datacenter CO, portion in Figure 3 by
10x to try to account for all datacen-
ters, ML would still only be ~7%.

Taiwan, South Korea, and Japan,
with their low CFE, manufactured
most of the chips in Figure 3. Chang-
ing the location of manufacture could
potentially reduce CO,e, as halfis from
electricity use.*® Berger et al. predict

~1000kg to
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Figure 3. Embodied CO,e from IT equipment versus operational CO,e for ML in 2021.
(It does not evaluate CO,e from all computations, only ML). For smartphones, embodied

CO,e is ~70x larger than operational CO.,e for ML in 2021. Embodied server CO,e was
~115x larger than ML operational CO,e in Google datacenters in 2021.

Server embodied
24mt CO,e
(15%)

PC embodied
68mt CO,e
(42%)

decarbonizing the manufacturing
supply chain of computers will take
decades and cost hundreds of billions
of dollars.® Nevertheless, the imbal-
ance between embodied CO,e and ML
operational CO,e in Figure 3 is so large
that even if we could go back in time
and use much higher CFE to reduce
embodied CO,e in 2021 by 5x, it would
still be ~15x higher than operational
CO,e from ML.

Is operational CO,e from ML one of
the largest climate change challenges
in information technology? The suc-
cess and popularity of ML rightfully
raised concerns about its environmen-
tal impact. Some estimates of CO,e
from ML were so alarming—for ex-
ample, training a model in 2024 could
cost $100B and produce as much CO,e
as New York City does in one month*—
that we wanted to investigate to see
what could be done to help. That in-
quiry led to this article and the work
explored in Patterson et al.*®

To our surprise, we found some
ML papers overestimated CO,e by
>100,000x.>® Despite considerable at-
tention paid to the environmental im-
pactofthe operational cost of ML train-
ing, Figure 3 illustrates that embodied
costs of manufacturing IT equipment
might have been a ~70x larger climate
change problem in 2021 than the real
operational CO,e from ML. If some pri-
or claims about ML training were accu-
rate, then it would have been reversed.

It’s critical to use accurate estimates
of CO,e to ensure we focus on big prob-

ML operational in
Google data centers
1.0mt
+ ML operational
on all smartphones
1.0mt CO,e
(total 1.2%)

Smartphone embodied
68mt CO,e
(42%)

lems. The flawed estimates on op-
erational CO,e from ML training that
were off by >100,000x led many inter-
ested in climate change to focus on ML
rather than on more prominent chal-
lenges. This article’s data highlights
that the embodied costs of manufac-
turing IT equipment may have been
>70x larger than operational ML emis-
sions in 2021, so even modest gains on
embodied hardware CO,e could easily
eclipse large gains on operational ML
CO,e. The short-lived smartphones are
particularly glaring, as despite having
an embodied carbon footprint nearly
3x that of servers in 2021, we have dis-
carded 7.5 billion of them in the past
five or so years.

Related Work

A flurry of papers evaluated the energy
use of smartphones a few years after
the iPhone was announced. Carroll
and Heiser® ran microbenchmarks to
determine the energy use of hardware
components as the SoC clock rates
varied. They found that most of the
power consumption was for the wire-
less radio module (GAM) and the dis-
play while the RAM, audio, and flash
memory subsystems used the least.
Ferreira et al.”” did a detailed energy
measurement per smartphone func-
tion and found that the top six biggest
energy users were downloading data
using 3G, downloading data using
WiFi, sending an SMS text, making
a voice call, playing an MP3 file, and
the display backlight. Later papers did
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similar calculations for other phones.!
Perrucci et al.?® analyzed users’ battery
charging behavior to assess how often
users demonstrate less than optimal
charging behavior.

Since 2011, anabundance of papers
have been published on smartphone
energy issues, many simply surveying
all the related literature. For example,
Hoque et al.’® reviews energy profilers
for mobile devices stating their limi-
tations and challenges. Javed et al.??
survey different factors that consume
energy in a smartphone. Zaman and
Almusalli summarize 17 hardware
and software enhancements that re-
duce energy consumption and the
size of their benefits according to
published research. These three pa-
pers survey 84, 96, and 41 publica-
tions, respectively. The most recent
survey* tops its predecessors by cit-
ing 418 papers!

In 2022, a Lawrence Berkeley Labo-
ratory website listed measurements of
charger energy. We contacted the web-
site’s author, who said those numbers
reflect the situation as of 10-20 years
ago.”” He recommended not relying
on this data, but to instead collect the
data ourselves (Figure 1).

In terms of ML on smartphones,
Almeida et al.? study the prevalence
of ML models and their inference effi-
ciency in Android apps and found the
number of models doubled within 12
months with the vast majority being
vision-related models. The methodol-
ogy cannot measure how frequently
these models are invoked, but the au-
thors predict that vision model energy
consumption has the potential to be
significant.

Cai et al.® focus on measuring the
efficiency of on-device training pro-
cesses by benchmarking training time,
memory use, and energy consump-
tion with on-device models of varying
size across different phones and ML
libraries. They find that tuning train-
ing performance remains complex due
to device heterogeneity, asymmetric
multiprocessing, and variable batch
size. They also report that current
on-device ML libraries are optimized
primarily for inference, resulting in a
significantly larger gap between infer-
ence and training efficiency than in
the datacenter.

Qui et al.** report on a controlled

The success and
popularity of ML
rightfully raised
concerns about

its environmental
impact. Some
estimates of CO,e
from ML were

so alarming ...

we wanted to
investigate to see
what could be done
to help. ...Toour
surprise, we found
some ML papers
overestimated CO,e
by >100,000x.
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experiment on IoT hardware (NVIDIA
Tegra X2 and Xavier NX) that com-
pares energy consumption and esti-
mated carbon emissions in central-
ized and different federated training
settings in the Flower framework.
They show a wide range of emissions
from federated learning from slightly
less than 1 (better than centralized)
to ~100 times worse in carbon emis-
sions. These experiments do not ap-
pear to include charging efficiency for
mobile devices. While they show the
variance in average carbon intensity
between China, France, and the U.S.,
theyignore the gains of training at the
greenest locations within a country,
which can reduce emissions by factors
of 5to 10.%

Given the numerous publications
it’s diffuclt to be certain, but we be-
lieve this is the first article to look ho-
listically at the energy consumption
and carbon footprint of ML in smart-
phones. While other work shows how
to calculate power for one charger,'
this article may also be the first to in-
clude the impact of chargers to assess
overall smartphone energy use and
carbon emissions.

We are certainly not the first to
suggest that embodied CO,e swamps
operational CO,e in information tech-
nology.'*" It is difficult to calculate the
collective impact of new computers ac-
curately. Ideally, embodied CO,e would
be routinely published—Ilike clock rate
and thermal design power—for new
computing equipment, particularly
for servers whose configurations vary
more widely than smartphones and
PCs.

Conclusion

As Google is a major player in ML, the
cloud, and smartphones, it is an ideal
case study to judge CO,e from ML. We
found that ML energy consumption for
cloud datacenters is 10%-15% for 2019~
2021%% and below 3% for smartphones
in 2021. Part of the reason for this low
level is that modern servers and smart-
phones include custom hardware to
accelerate ML, which also reduces the
energy consumption of ML. Indeed,
our estimate for ML in datacenters is
they consume 70%-80% of the floating-
point computation but only 10%-15%
of the energy.”® Presumably, without
accelerators, ML could consume 70%-



80% of the energy as well.

We uncovered some surprises re-
lated to smartphones. First, most
phones have multiple chargers. Our
estimates of the mix of wireless and
wired chargers and the number of
chargers per smartphone suggest
that two-thirds of the overall energy
smartphones are responsible for is
due to their chargers rather than the
phones themselves. If end users cut
back on the number of chargers or
unplug the ones they are not using, we
could reduce CO,e related to smart-
phones. Second, wireless chargers
are much less energy efficient (higher
CPUE) than wired chargers. As wire-
less chargers are growing in popular-
ity, we encourage techniques and poli-
cies to mitigate their energy impact.
Third, charger prices are not corre-
lated with energy efficiency. Apple
and Google show that one can build
power efficient chargers at reasonable
prices; their chargers cost 20%-70%
less than the high-priced ones yet con-
sume 40%-60% less energy.

Another surprise is that on-device
computation including training has a
built-in disadvantage of up to 25x ver-
sus the datacenter. This gap is in part
due to its worse PUE and because the
cloud allows customers to pick remote
datacenters with the cleanest energy
nearly anywhere while smartphones
must rely on local energy wherever they
happen to be. While smartphones can
shift charging to non-peak houses, in
the cloud we can shift when and where
many workloads run. Moreover, one
case study suggests training on de-
vices also uses ~12 more energy than
in the datacenter. Relying on the cloud
and on device for inference and on the
cloud for training while following best
practices?* may be the best path to de-
livering on the amazing potential of
ML sustainably.

The high cost of on-device ML train-
ing raises an interesting policy issue
about the environment and privacy. It’s
clearly easier to preserve privacy when
computation is limited to the edge, but
energy consumption and carbon emis-
sions can be two orders of magnitude
higher than in the cloud. We believe
researchers, society, and policymak-
ers should start a conversation about
the relative importance of privacy ver-
sus climate change and whether one

can dramatically reduce CO,e on the
edge with its inherent privacy protec-
tion or to try to improve privacy in the
cloud with its inherent environmental
advantage to match that of on device
computation.

Finally, it’s important to get the
CO,e numbers right to ensure we work
on the most significant environmen-
tal problems in IT (Figure 3). For col-
leagues interested in global climate
change, a prominent target is the em-
bodied costs of computers.
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Technical Perspective

How Easy

Is It to Describe

Hard Polynomials?

By Nitin Saxena

WE STUDY REAL-LIFE problems via
mathematical models, which usually
tend to be nonlinear systems, or equa-
tions. A standard trick is to “linearize”
this nonlinear system. The newly ob-
tained system then becomes a subject
of linear algebra; at which point we get
the happy feeling that we have solved
the original nonlinear system. A key
object in this path to happiness is the
determinant. Practitioners in science
and engineering use the determinant
to solve a linear system, which is the
bedrock of algorithms in optimiza-
tion, data analysis, graphics, game
theory, economics, and business.

The following paper studies a re-
lated polynomial that is easier to de-
scribe: Take d square matrices, each
of order n, multiply them, and con-
sider the top-left entry of the product
matrix; this defines the iterated ma-
trix multiplication (IMM) polynomial
in dn* variables. How compactly can
the polynomial IMM be fabricated on
a machine? A positive answer to this
question would give us practical algo-
rithms, while a negative answer would
mean we have identified a hard polyno-
mial that is easy to describe.

If we fabricate term by term, a naive
count says there are n? terms in IMM.
This is exponential in d and becomes
impossibly large as the input param-
eter d grows, say, beyond 100. We want
to optimize this situation or prove that
no further optimization is possible to
fabricate IMM on machine models. The
computer science area that studies such
questions is algebraic complexity, and it
is arapidly growing subarea.

Algebraic complexity develops ideas
that are useful in two ways: Upper
bound—there are tools to solve prob-
lems like computing the determinant
and IMM very fast, finding the root of
a polynomial system, finding a poly-
nomial factor, and testing whether
two polynomials are the same. Lower
bound—there are methods to prove
that certain natural looking polynomi-

als are hard to fabricate and compute.
Why should a practitioner care
abouthard polynomials? Shouldn’t our
focus, as computer scientists, be only
on solving problems; say, by adding
interesting simplifying assumptions?
While that may be our ideal job, there
are many problems out there that seem
to possess an inherent intractability so
that even practical assumptions do not
help to solve them in any meaningful
way. Surprisingly, such problems may
be a boon to other areas; for example,
cryptography turns hard problems
into practical protocols secure to ad-
versarial attacks. This is what secures
the Internet. Thus, it motivates us to
find not only an upper bound whenever
possible, but also a lower bound proof.
A famous example is the problem
of counting the number of perfect
matchings in a graph. For instance,
you maywant to assign tasks to servers
in a stable way, given the preference
list of each party involved. How many
such assignments are possible? This
counting problem lives at the heart of
algebraic complexity theory and ex-
actly defines a polynomial called per-
manent, per(M), given a square matrix
M. So, now we have brought on stage
two polynomials: IMM and per(M). It
is widely conjectured that per(M) is
the more difficult one among the two;

I
The following paper
achieves a landmark

in the larger quest

of understanding
hardness, identity
testing, and
reconstruction.
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proving its hardness is the central
open question in algebraic complexity
(called the VP#VNP question).

In contrast, it is not difficult to see
that IMM is friendlier, in the sense that
a clever circuit can express IMM in a
compact way. However, it was an open
question to understand the depth of
this circuit. In the spirit of parallel pro-
cessing, the circuit depth signifies the
time taken to compute the polynomi-
al; while the size refers to the space or
the number of arithmetic processors
required to fabricate the polynomial.
The paper proves that if we restrict to
constant-depth then IMM requires a
circuit of very large size. As such, con-
stant-time matrix multiplication re-
quires exponentially many arithmetic
processors.

Not only is this lower-bound state-
ment prized, more interesting is the
proof method that it develops. It has
two important lessons. First, the set-
ting where d (= number of matrices) is
significantly smaller than n (= order
of each matrix) is amenable to better
structural transformations. This al-
lows us to make the circuit multiplica-
tion gates very well-behaved (namely,
set-multilinear). Second, there is a
low-rank matrix associated with these
multiplication gates (namely, the par-
tial-derivative matrix). This shows us
that IMM has a low-rank matrix, which
yields a contradiction, unless the cir-
cuit size is superpolynomial.

In the past decades, algebraic com-
plexity has taken big strides in the de-
velopment of techniques. This paper
achieves alandmarkin the larger quest
of understanding hardness, identity
testing, and reconstruction. It encour-
ages us to try newer circuit transfor-
mations that linearize a circuit, just
enough, to apply linear algebra.

Nitin Saxena is the N. Rama Rao Chair Professor in the
Department of Computer Science and Engineering at the
Indian Institute of Technology Kanpur, India. Follow his

work at https://bit.ly/40w8liJ.
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Lower Bounds Against Low-Depth
Algebraic Circuits

By Nutan Limaye, Srikanth Srinivasan, and Sébastien Tavenas

Abstract

An Algebraic Circuit for a multivariate polynomial Pis acom-
putational model for constructing the polynomial P using
only additions and multiplications. It is a syntactic model
of computation, as opposed to the Boolean Circuit model,
and hence lower bounds for this model are widely expected
to be easier to prove than lower bounds for Boolean circuits.
Despite this, we do not have superpolynomial lower bounds
against general algebraic circuits of depth 3 (except over
constant-sized finite fields) and depth 4 (over any field other
than [F)), while constant-depth Boolean circuit lower bounds
have been known since the early 1980s.

In this paper, we prove the first superpolynomial lower
bounds against algebraic circuits of all constant depths
over all fields of characteristic 0. We also observe that our
super-polynomial lower bound for constant-depth circuits
implies the first deterministic sub-exponential time algo-
rithm for solving the Polynomial Identity Testing (PIT) prob-
lem for all small-depth circuits using the known connection
between algebraic hardness and randomness.

1. INTRODUCTION

1.1. Algebraic complexity

The central questions of Complexity theory, such as Pvs. NP,
have proven to be difficult because it is hard to understand
and capture the power of general algorithms. As a result,
there have been many distinct lines of research focusing on
restricted kinds of algorithms. Quite often, these capture all
the approaches we have for solving certain families of com-
putational problems, and thus are interesting objects of
study in their own right.

This work is in the area of Algebraic Complexity, which is one
such line of inquiry that has received a considerable amount of
attention in the last few decades (for example, see the book* or the
surveys.'*'%2022 Here, we study algebraic problems that are closely
related to multivariate polynomials over some fields F which
we will assume to be the complex numbers C in this paper. An
example of such a polynomial in 3 variables of degree 3 is

P(xy, %y, X)) =X, +%, + X, +X,X, + 2,0, + X0, + X0, (1)

Many natural algorithmic problems can be stated as the
problem of evaluating one or more multivariate polynomi-
als at an input point. Important examples of such prob-
lems include the Fast Fourier Transform, the Determinant
and Matrix Multiplication. Some problems of this form are
also expected to be computationally intractable, such as the

Permanent.”® Given such a computational problem, it is
natural to consider algorithms that are themselves some-
what algebraic, and use only natural operations such as addi-
tions and multiplications. This brings us to the Algebraic
Circuit model, which is defined by a sequence of instruc-
tions, each involving sums (or more generally linear combi-
nations) and products, at the end of which we produce the
polynomial P we are interested in evaluating. An algebraic
circuit for P gives us a recipe to evaluate P at any given point.*

An algebraic circuit is typically visualized as a directed acy-
clic graph as in Figure 1 (left) where the intermediate nodes
(i.e., gates) represent the basic instructions. The efficiency of
the computation is captured by the size of the circuit, which
is defined to be the number of edges in the underlying graph
(one could also look at the number of gates, which is within a
quadratic factor of the number of edges). Another parameter
of efficiency is the depth of the circuit, which is the length
of the longest path in the computation. The depth captures
the extent to which the algorithm is parallelizable. When the
underlying graph is a tree, the circuit is said to be a formula.

a One can also consider divisions, but they can typically be eliminated
without much extra cost.

b We typically consider an infinite sequence of polynomials, a distinction
that we frequently gloss over in this paper. We also require that the poly-
nomials have only moderate degree, that is, that the degree grows at most
as a polynomial function in the number of input variables. A good example
to keep in mind is the problem of computing the determinant of an n x n
matrix. This gives, for each n, a multivariate polynomial of degree nin N =
n?variables.

Figure 1. Left: An algebraic circuit. Right: A depth-2 algebraic circuit
suggested by Equation (1).

oRF

The original version of this paper was published in the
Proceedings of the 2021 IEEE 62" Annual Symposium on
Foundations of Computer Science, Denver, CO, USA.
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Given a computational problem specified by a polynomial
P,we would like to study the smallest size of an algebraic cir-
cuit (or formula) for P. In particular, there are many situa-
tions where we would like to show that a given polynomial
has no small algebraic circuits. Analogous to the P vs. NP
question in standard complexity theory, the principal question
of this area is the Valiant's P vs. Valiant's NP (VP vs. VNP)
question, which can equivalently be stated as the following
“lower bound” question: show that the Permanent polyno-
mial, which is a polynomial in N = n? variables of degree n
has no algebraic circuits of size poly(V).

As the algebraic circuit model is required to construct
the formal polynomial P under consideration, it is a syn-
tactic model of computation, as opposed to the Boolean
circuit model, which is typically only required to output the
correct answer on certain inputs (e.g., Boolean inputs). As a
consequence, it is intuitive that the algebraic circuityields a
more restricted family of algorithms than its Boolean vari-
ant. In particular, this implies that the problem of proving
algebraic circuit lower bounds is easier than its Boolean
counterpart.’ On the other hand, it is also a natural model
that captures most algorithms for algebraic computational
problems of the kind we care about. Resolving the VP vs.
VNP question is thus seen as an important stepping stone
to resolving P vs. NP.

1.2. Constant-depth circuits
What makes the VP vs. VNP question (and other similar
questions in algebraic complexity) particularly alluring is
that there is a very concrete strategy for resolving it based
on the technique of depth-reduction. To describe this, let us
start with some basic notation. A polynomial P can always
be written as a sum of monomials as in Equation (1) above.
Such a representation can also be visualized as a depth-2
circuit (see Figure 1 right) and is called a XII circuit for the
reason that the polynomial is expressed as a sum of prod-
ucts of variables. Such a representation is extremely simple
to analyze: for example, any polynomial P has a unique such
minimal representation, the size of which is essentially the
number of monomials in the polynomial. For a polynomial
in N variables of degree d, this is typically around N
However, things get much more interesting with just
one more layer of complexity. For instance, consider XII%
circuits, which are sums of products of sums of variables.
Such circuits can be much more succinct than XII. For
instance, the polynomial from Equation (1) can be written
more succinctly as

(14x,)(1+x,)(1+x,)—

which can be seen as a simple XII¥ circuit. More generally, a
surprising and beautiful result of Gupta et al.’ (building on
many previous results*'**!) showed that if a polynomial P on
Nvariables of degree d has an algebralc c1rcu1t of size poly(N),
then it has a SIIY circuit of size N°Y@. While this is quite
large, it is still considerably smaller than the trivial N¢ in the
Y1II case. In particular, it is feasible that we could show VP is
not VNP simply by showing that the Permanent (or another
similar polynomial) has no ¥II¥ circuits of this size!
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In terms of depth, ¥II¥ circuits are just depth-3 circuits.
So this means that a strong enough lower bound for depth-3
circuits implies a separation between VP and VNP. No such
connection between constant-depth circuit lower bounds
and general circuit lower bounds is known in the non-algebraic
(i.e., Boolean) setting.

In particular, the results above illustrate how useful
it would be to have strong constant-depth circuit lower
bounds in the algebraic setting. Unfortunately, however,
these bounds have so far been difficult to demonstrate.
Despite extensive work in the area, and many beautiful lower
bound results against restricted models of circuits,*'>'¢ even
super-polynomial lower bounds against XII¥ circuits have
remained an open question.

In this work, we show superpolynomial lower bounds
against general XII¥ circuits and more generally, against
circuits whose depth is a constant independent of the num-
ber of variables and the degree of the underlying polyno-
mial. More precisely we show the following.

THEOREM 1 (MAIN RESULT). Let N, d be growing parameters
withd=o(log N). There is an explicit polynomial P, [x,y ..y x) that
has no algebraic circuits of constant depth and polynomial size.
More precisely, for any fixed A, there is a constant € > 0 such that
any circuit of depth A\ computing P, , has size at least N ola)

In the case of XII¥ circuits (i.e., A = 3), we get a lower
bound of NV, By the result of Gupta et al.®> mentioned
above, any asymptotic improvement in the exponent in this
bound could potentially separate VP from VNP.

Moreover, the polynomial P, itself is easy to describe
and encodes the natural problem of Matrix Multiplication.
Assume n and d are such that N = dn® The polynomial
P, is the Iterated Matrix Multiplication polynomial
IMM ,on N =dn*variables, defined as follows. The underly-
ing Varlables are partitioned into d sets X, ..., X, of size n?,
each of which is visualized as an n x n matrlx with distinct
variable entries. Then IMM , is defined to be the polynomial
that is the (1, 1)th entry of the product matrix X,-X,---X,.

1.3. Consequence of polynomial identity testing
Another important question in algebraic complexity deals
with the algorithmic analysis of a given algebraic circuit.
More specifically, the Polynomial Identity Testing (PIT)
problem is the following algorithmic problem: given an
algebraic circuit C computing a polynomial P, is this poly-
nomial a nonzero polynomial? That is, are any of the coef-
ficients of P non-zero?

To illustrate the hardness of this question, it is worth
noting that the number of potential monomials in the poly-
nomial P is exponentially large, and hence expanding out to
compute each of the coefficients of P would take exponential
time. Nevertheless, it is known that there is a polynomial-
time randomized algorithm for this problem. We simply
evaluate Patarandom pointand checkif P evaluates to anon-
zero value at that point. The circuit representation allows for
efficient evaluation of P and hence this algorithm is efficient.
However, the algorithm might make an error: specifically,
this happens when P is non-zero but the algorithm happens



to choose a point where P evaluates to zero. However, the
probability of this can be shown to be small.

The algorithmic challenge is therefore to come up with
a deterministic (i.e., non-randomized) efficient algorithm for
this polynomial. This problem has seen extensive work over
the past couple of decades (see e.g., the surveys'***??); with
the introduction of many specialized tools to solve restricted
variants of this problem. Nevertheless, even sub-exponential
time deterministic algorithms for PIT for simple classes
such as X1 circuits remained open until this work.

The difficulty of this problem is explained by the strong
connections that have been made between this question
and the problem of showing lower bounds against algebraic
circuits. An influential result of Kabanets and Impagliazzo'!
showed that superpolynomial lower bounds against gen-
eral algebraic circuits imply deterministic sub-exponential
time algorithms for general PIT. Later results have tried to
extend this algebraic hardness vs. randomness framework
in several different ways.>*? Specifically, Dvir et al.® proved
that hardness for constant-depth circuits implies a deter-
ministic algorithm for PIT for constant-depth circuits. In a
recent paper, Chou et al.® refined this result and improved
the dependence on the degree of the polynomial.

We observe that this result from Chou et al.> combined with
our lower bound from Theorem 1 gives the first sub-exponential
time deterministic algorithm for PIT for algebraic circuits of
any constant depth. Specifically, we get the following.

COROLLARY 2. The following holds for any € > 0. Let C be
an algebraic circuit of size s < poly(n) and constant depth A
computing a polynomial on nvariables. There is a deterministic
algorithm that can check whether the polynomial computed by
C is identically zero or not in time (s*™-n)°".

2. THE APPROACH: “HARDNESS ESCALATION"
While lower bounds against general algebraic circuits have
been hard to prove, we do have several beautiful results against
restricted kinds of algebraic circuits, such as Homogeneous,
Multilinear, and Set Multilinear circuits. As these will be use-
fulin the sequel, we review some of these definitions below.
Recall that a multilinear polynomial P(x, ..., x,) is one in
which each variable x, has degree at most 1, and a homoge-
neous polynomial is one that is a linear combination of
monomials of the same total degree. If the underlying vari-
able set is partitioned into d variable sets X , ..., X , then P
is said to be set-multilinear with respect to this variable parti-
tion if P is a linear combination of monomials that contains
onevariable from each variable setamong X , ..., X ; note that
a set-multilinear polynomial is both multilinear and homo-
geneous (of degree d). For example, the n x n Determinant
is a set-multilinear polynomial w.r.t the variable partition
corresponding to the rows of the underlying matrix, and
the polynomial IMM, , defined above is set-multilinear w.r.t.
the partition into matrices X, ..., X ,.
Given a set-multilinear polynomial P (w.r.t. variable par-
tition X, ..., X ), it is natural to look at algebraic circuits

¢ The random point is typically picked uniformly at random from a large
finite grid of points.

computing P that themselves have the same structure. In
particular, an algebraic circuit is said to be set-multilinear
if each internal gate computes a set-multilinear polynomial
in a subset of X, ..., X. Similarly, a multilinear or homoge-
neous circuit is one where each internal node computes
a multilinear or homogeneous polynomial respectively.
For each such restricted type of circuit, we have nontrivial
lower bounds on the sizes of circuits computing explicit
polynomials (also restricted in the same way).!*'>'® An
important result of Nisan and Wigderson' proved lower
bounds against small-depth set-multilinear and homoge-
neous circuits computing IMM, . Building upon this, Raz'®
showed superpolynomial lower bounds on the size of any
(unbounded depth) multilinear formula computing the n x n
Determinant and Permanent.

It is natural to ask if we can use these lower bounds
against restricted kinds of circuits to prove lower bounds
against more general algebraic circuits. Such “hardness
escalation” results have appeared in many areas in compu-
tational complexity, including Algebraic complexity theory.
Strassen* and Raz'’ both observed (in different settings)
that lower bounds against small-depth circuits computing
low-degree polynomials imply lower bounds against larger
depth circuits. More recently, Raz'® showed that if a homo-
geneous or set-multilinear polynomial of degree d has an
algebraic formula of size s, then it also has a homogeneous or
set-multilinear formula of size poly(s) - (log s)°@ respectively.
In particular, for a homogeneous (resp. set-multilinear)
polynomial P of degree d = O(log N / log log N), it follows that
P has a formula of size poly(N) if and only if P has a homoge-
neous (resp. set-multilinear) formula of size poly(N).¢

The latter result implies that if we could prove homoge-
neous or set-multilinear formula lower bounds of the form
N“" (i.e., the exponent goes to infinity with d) for a poly-
nomial P with N variables and degree d, then we would have
superpolynomial general algebraic formula lower bounds.
In particular, this would imply lower bounds against constant-
depth algebraic circuits, as any constant-depth algebraic
circuit can be converted to an algebraic formula with only a
polynomial blow-up.*

Unfortunately, known results do not yield such lower
bounds. In the homogeneous case, we have strong lower
bounds against certain formulas of depth at most 4,*
but this falls short of proving anything for general formu-
las as Raz’s “homogenization” result does not preserve the
depth of the formula (in fact, known results for homoge-
neous formulas stop yielding lower bounds exactly in the
regime where they would yield implications for general
circuits). In the set-multilinear, and more generally mul-
tilinear case, we do have lower bounds against formulas of
large depth,'>® but all such lower bounds are of the form
f(d) - poly(N) where f(d) is a superpolynomial (and subex-
ponential) function of d. With analogy to Parameterized
Complexity Theory, we call such bounds Fixed Parameter

d This terminology appeared in a result of Beame et al.> on proof complex-
ity. The authors of that paper attribute the term to Rahul Santhanam.

e Raz’sresultis slightly stronger for homogeneous formulas, but we ignore
this point here.
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Tractable (FPT) bounds. Our motivating question is if we can
prove strong non-FPT lower bounds against restricted types
of circuits or formulas in a setting where we can use them
for lower bounds for general algebraic circuits or formulas.
We show that this is indeed possible.

2.1. Technical results

Our main lower bound result is a strong non-FPT lower
bound against constant-depth set-multilinear circuits, con-
siderably strengthening known results in this direction.

We prove our lower bounds for the IMM, , polynomial on
N = dn? variables as defined above. This polynomlal has a
simple divide-and-conquer-based set-multilinear formula of
size n°°¢9 and more generally for every A < log d, a set-mul-
tilinear formula of depth 2A and size n°**"). Itis reasonable
to conjecture that this simple upper bound is tight up to the
constant in the exponent for set-multilinear formulas.

This has been shown for set-multilinear, and more gen-
erally, for homogeneous circuits of depths 3 and 4.7*%
However, as far as we know, no superpolynomial non-FPT
lower bounds were known for any depths greater than 4,
even under the set-multilinearity restriction. We show such
lower bounds for all constant depths.

THEOREM 3 (LOWER BOUND AGAINST SET-MULTILINEAR
CIRCUITS). Assume d < (log n)/100. For any constant depth A,
any set- multzlznearczrcuztc computing IMM,_ , of depth at most
A must have size at least n*, wherec isa constant that depends
onlyon A. In the particular case that A =5, the size of C must be
at least nV%

With these stronger non-FPT lower bounds for set-
multilinear circuits in place, we are able to derive lower
bounds against stronger families of algebraic circuits via
hardness escalation arguments.

First, we show that any homogeneous circuit of depth
A and size s computing a set-multilinear polynomial P of
degree d can be converted to a set-multilinear circuit with
the same depth for P of size s - d°?. Putting this together with
Theorem 3, we get the first superpolynomial lower bounds
(FPT or non-FPT) for homogeneous circuits of depth greater
than 5.

COROLLARY 4 (LOWER BOUND AGAINST HOMOGENEOUS
CIRCUITS). Assume d < (log n)/100. For any constant depth A,
any homogeneous circuit C computmg IMM, , of depth at most
A must have size at least n, where e is a constant that depends
only on A. In the particular case that A = 5, the size of C must be
at least n™?,

Note that our improved non-FPT bounds are crucial for
deriving the above result from Theorem 3. The previous best
lower bound of 2°? due to Nisan and Wigderson' does not
suffice for this, because of the d°® blow-up involved in con-
verting a homogeneous circuit to one that is set-multilinear.

Next, we show that any (possibly non-homogeneous)
algebraic circuit of depth A and size s computing a homoge-
neous polynomial P of degree d can be converted to a homo-
geneous circuit for P of depth 2A + 1 and size poly(s) - 20N
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This implies the main result Theorem 1.

3. AN ILLUSTRATION: DEPTH-3 CIRCUITS
We prove in this section the case A = 5 of Theorem 3 and
Corollary 4 and the case A = 3 of Theorem 1.

3.1. Reduction to set-multilinear depth 5

In the next sub-section, we will show super polynomial
lower bounds for small-degree polynomials against set-
multilinear formulas of some constant depth. We want to
extend these lower bounds to the general setting (i.e., with-
out the set-multilinearity constraint).

Raz' showed that if there is a fanin-2 formula of size s and
depth A that computes a set-multilinear polynomial over the
disjoint sets (X,, ..., X)), then there exists also a fanin-2 set-
multilinear formula of size O((A + 2)?s) and depth A that com-
putes the same polynomial. However, the fanin-2 constraint
is an issue when we want to deal with constant-depth circuits.

We show here that we can get a similar result for circuits
with arbitrary fanins at the cost of a size blow-up of d°@
poly(s) and an increase of the depth by a factor of at most 2.

PROPOSITION 5. Let s, N, d be growing parameters with
$>Nd.IfCis a circuit of size at most s and depth at most 3 com-
puting a set-multilinear polynomial P over the sets of variables
({(1, .y X)) (With |X,| < N), then there is a set-multilinear circuit

C of size d°“poly(s) and depth at most 5 computing P.

Similar to Raz’s approach, we start by homogenizing the
circuit and then we set-multilinearize it. In particular, the pre-
vious proposition is just the composition of Lemmas 6 and 7.

Non-homogeneous to homogeneous circuits. It was already
noticed® that we can convert nonhomogeneous formulas
of depth 3 to homogeneous formulas of depth 5 with a rela-
tively small size blow-up.

Indeed, a general XII¥ circuit of size s yields a formula of
the following kind

F=3 114,
i=1 j=1

where each /, . is an affine linear polynomial in the under-
lying variables. Note that the individual summands of the
expression may compute polynomials of degree s, which is
possibly much larger than d. The main observation is that,
assuming that the underlying field F has characteristic 0
(which is the case here since we chose F=C ), the homoge-
neous degree-d part of each summand can be computed by a
homogeneous XIIYIIY formula of size poly(s) - exp(O(\/E ).
Replacing each of these terms with such a formula, we see
that the same polynomial can also be computed by a homo-
geneous YTIXTIY. formula of size poly(s) - exp(O(v/d)).

The main observation is also easy to prove. Consider
any summand 7;=/,,---(, . It suffices to prove the obser-
vation in the case that each /,  has a non-zero constant
term ¢, (it is easy to reduce to this case). In this case, we
can write

f Aformulais called a fanin-2 formula, if every gate has at most 2 input wires.



HC H(1+Z’ )

where each 7} ; isa homogeneous linear polynomial. It then
follows that the degree-d homogeneous part T,, of T, can
be written as a linear pr03ect10n applied to the Elementary
Symmetric Polynomial E! of degree d in s variables. More
precisely, we have

= ﬁci : Esd
i1

Shpilka and Wigderson®' [Theorem 5.3] proved that, over
fields of characteristic 0 the polynomial E! hasa homoge-
neous XIIXII circuit of size poly(s)- exp(O(\/E)). The result
seems to be also proved independently in Hrubes and
Yehudayoff.!® Using this with the above expression, we get
the following result.

(Chareenliy)-

LEMMA 6 (LEMMA 5.6 IN THE JOURNAL VERSION)®. Let s, N,
d be growing parameters. Fix any YIIX circuit F of size at most
s computing a homogeneous polynomial P(x, ..., x,) of degree
d. Then, P can also be computed by a homogeneous XIIXIIY
circuit F' of size at most poly(s) exp(O(x/E)).

Homogeneous to set-multilinear circuits. Then we need
to convert homogeneous circuits into set-multilinear ones
without increasing the depth and with a relatively small size
blow-up. In fact, this transformation is not really more com-
plicated in the case of an arbitrary depth. Thus, we place our-
selves here directly in this case.

LEMMA 7. Let A be an odd integer. Let s, N, d be growing
parameters with s > Nd. If C is a homogeneous circuit of size at
most s and depth at most A computing a set-multilinear poly-
nomial P over the sets of variables X, -y X,) (With |X| <N),
then there is a set-multilinear circuit C of size at most (d!)s and
depth at most A computing P.

PROOF. Let us describe our new circuit C. For any gate o of
degree d, from C, we create (d‘i) gates a,in C (we index these
gates by the subsets S C[d] such that |S| =d.). Now we want to
link these gates such that for every gate ain C and any S C[d]
with |S| = d,, the depth of o is the same as the one of o and the
polynomial computed by oy is the projection of the polynomial
computed by « to the set-multilinear part associated with S:

oy = > ([m]o) m
m set-multilinear over (X; ), _
where ([m]a) is the coefficient of the monomial m in «a.

Let us do it by induction on the structure of the graph.

If v is a leaf, it is labeled either by a constant or by a vari-
able. When d_ =0, there is nothing to change. Otherwise d =1.
In C the leaf « is labeled by a variable x which belongs to X..
We just need to label the gates by a, = x and o =0 forj=1is

If a=c'a! + ... + ¢Pa? is a sum gate (where the ¢’ are constants

g In fact, they claim the result for general depth-4 circuits, but it was
already noticed in Gupta et al.” that the formula they get with this approach
is homogeneous. In fact in Gupta et al.’ they also show that the product
gates can be replaced by exponentiation gates, but we do not need it here.

in C), we just need to compute the linear combination part
by part. For any S C[d] with |S|=d

—clat PP
Qg =CQg+...+C Q.

Finally,ifa=a-...- a?isaproduct gate, we need to extract
all the decompositions. Let S C[d] with |S| =

_ 1
6= abe

1

AP
Yo’ 5,
(81--+S,,) partition of §

with vils|=d ;

The size of the sum s (, * )

Hence each leaf and sum gate o in C creates (dd) <dr New
gatesin C. Each multlpllcatlon gate «in C creates ) <ar
sum gates and [d ][d .a,]<* new product gates. So the'num-
ber of gates of C is bounded by 2d! times the number of
gates of C. Notice that we can avoid factor 2 since we do
not need to keep the sum gates which come from a product
gate, we can merge them with the sum gates of the next layer
of the circuit. (We always assume that the output gate is a
sum gate, and so there is always a next layer to merge with.)
Furthermore, the depth of the gate o in C is the same as the
one of the gate ain C. O

3.2. Lower bounds against set-multilinear depth 5
By Proposition 5, it is sufficient to get a sufficiently large
lower bound against set-multilinear depth-5 circuits to prove
Theorem 1 for depth-3 circuits.

In this section, we will prove the following non-FPT lower
bound against set-multilinear depth-5 circuits.

LEMMA 8. Let n, de(N)\{0} with n>4"" Any set-
multilinear circuit C of depth 5 computing IMM, , has size at
least n®V%,

Notice that if d < (log 1)/100, then the hypothesis of this
lemma is immediately satisfied. Consequently, this lemma
directly implies the case A =5 of Theorem 3.

In the case where A = 3 in Theorem 1 using Proposition
5, we can transform circuit C into a depth-5 set-multilinear
one of size at most d°@poly(s). By Lemma 8, it implies that
d°“poly(s)> na), By the assumption d < (log 1)/100, we get
the desired lower bound for s.

The case A = 5 of Corollary 4 is proved identically by
replacing Proposition 5 with Lemma 7.

Therefore, all we have to do is prove Lemma 8. The proof
technique is very standard: we will focus on the complexity
measure of partial derivatives (introduced by Nisan and
Wigderson'?) and show that particular polynomials computed
by small set-multilinear circuits of depth 5 have small mea-
sures. The novelty here is that we will focus on polynomials
which are lopsided, that is, that are based on a partition of the
variables where different parts have different sizes. It is thanks
to this point that we are able to obtain new lower bounds.

The complexity measure. So let us start by introducing the
measure.

Wewill consider the set ofwordsonanalphabet AC N\{0} .
Let W=(w,,...,w,)€ A" For a subset § C[d], let w, denote
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Zies w;. We say w € A” is b-unbiased if |Wm| <D foreveryt <d.
We define B, ={i|w,>0} and N, ={i|w, <0}, that is, the
positive and negative indices of w respectively.

Given w, we denote by X(w) a tuple of d sets of variables
Xw), ..., X(w,)) where |X(wi)|:2‘w". We denote by F,_[7]
the set of set-multilinear polynomials over the tuple of sets
of variables 7. )

Let M and M denote the sets of the set-multilinear
monomials over only the positive and only the negative
variable sets. Let fcF, [X(w)|, we define M (f) as the
matrix of size |M$ ><|Mw\ , where the rows are indexed by

M. and the columns by M. and where the coefficient
at the entry (m,, m,) is the coefficient of the monomial
m,m, in f.

We associate with the space F, [X(w)] the standard rank-
based complexity measure relrk  (short for “relative rank”)
defined as follows. Let f €[, [X(w)|and define

relrk,,(f)= rank (M, (f)) _rank(M,(f))

MM

Z%Zfem\“&\

Intuitively, as we will want to play on the size of the sub-
sets of variables and thus modify the maximum rank that
the polynomial can have, using the relative rank rather than
the usual rank allows us to more easily take into account the
distance we are from the maximum rank.

We use the following properties of relrk .

CLAIM 9.

1. (Imbalance)Say f €F,, [X(w)]. Then, relrk ( f)<2 M,

2. (Sub-additivity) Say f,g €F,,[X(w)]. Then relrk (f+g)
<relrk (f)+relrk (g).

3. (Multiplicativity) Say f = f, - f,-...- [, and assume that for
each i€[t], f; GFsm[)_((W\si )], where (S, ..., S) is a parti-
tion of [d] and for each j c[t], Wy stands for the sub-word
ofwindexed by S,. Then

relrk,, (f)=relrk, (f,- f,-- f,) = | relrk,, (fo)-

ielt]

PROOF.Wehavethat |Ms|:22% “and | MY —g T
SogMal is just the ratio of the larger dimension of M ( f) by
the smaller one. As the rank of a matrix is bounded by the
minimum between its number of rows and its number of
columns, it implies the first inequality of the claim.

The subadditivity property directly follows from the facts
that M (f+g)=M (f)+M (g) and that the rank of a matrix is
subadditive.

The multiplicative argument is standard too. As the product
is set-multilinear, it implies that the matrix M (f, - ... - f)
is the matrix M, (f,)®...®M,(f,) where the symbol ®
stands for the Kronecker product. Finally, the rank is
known to be multiplicative with respect to the Konecker
product. So,

rank(Mw(fl----'fz)) O

re I‘(w(fl fz j;) Z%Zje[d]‘wj‘

_ H %: H relrk% (f)-

i
ieft] ieft]
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Word polynomials and iterated matrix multiplication
polynomial. We said we will prove lower bounds for lop-
sided polynomials. Unfortunately, all variables parts of the
polynomial IMM, , have the same size (which is n?). In fact,
we will prove the lower bound for the word polynomial which
is a “set-multilinear” projection of IMM, , (The projection is
called set-multilinear because it preserves the set-multilinear-
ity). So let us define this polynomial.

Let we A? be any word. For any such word, we define a
polynomial P . Say X(w)=(X,,...,X,) and since each X, has
size 2!, we assume that the variables of X, are labeled by
strings in {01},

Given any monomial mecF, [X(w)], let m_ denote the
corresponding “positive” monomial from M) and m_the
corresponding “negative” monomial from M. As each
variable of X(w) is labeled by a Boolean string and each
set-multilinear monomial over any subset of X(w) is
associated with a string of variables, we can associate any
such monomial m’ with a Boolean string o (m’). More pre-
cisely, if J <-*<J. and m'=x{"xl")...x) with xex,
and o, 6{0,1}‘1”'”‘ for each i€[t], then o(m’) is defined to
be o,---0,.If w is b-unbiased, the difference of length of the
strings o(m,) and o(m ) is at most b. We will write o(m) ~
o(m )when the shorter one is a prefix of the other one.

The polynomial P is defined as follows:

P, = > m.
meFX(w), o(m,)~o(m.)

Clearly, the matrices M (P ) are full-rank (i.e., have a rank
equal to either the number of rows or the number of col-
umns, whichever is smaller). So, relrk,, (P, )= oMl > o-biz,

We observe that P, can be obtained as a set-multilin-
ear restriction of IMM, , for an appropriate choice of n.
Formally, one can show the following. The proofis straight-
forward but omitted from this extended abstract.

LEMMA 10. Let w € A® be any word which is b-unbiased. If
there is a set-multilinear circuit computing IMM,, , of size s
and depth A, then there is also a set-multilinear circuit of size
s and depth A computing a polynomial P, € F,, [X(w)| such that
relrk (P ) > 27>,

Proof of Lemma 8. We now have all the ingredients to
tackle the proof of the lemma.

It is a standard fact that any circuit of constant depth can
be converted to a formula with only a polynomial blow-up.
So it suffices to show the following.

Cramm 11. Let d > 16 and k> 24/d be an integer. Let w be
any word of length d on the alphabet {-k, \k-k/~d|}. Then
any set-multilinear formula C of depth 5 and of size s satisfies

relrk (C)<s- 27¥.

Indeed, by fixing k=|log,n|, we have k>2Jd. We
can construct by induction a word w on the alphabet
{—k, lk-k//d|} which is k-unbiased. Indeed, if |w,| < 0,
we choose w, | = k—k/x/EJ, otherwise we set w,, = -k. By
Lemma 10 and Claim 11, we get the lower bound:



log, n—l)@—logZ n

N (
§>2%82"2>2

STl

Znsz 16

Jd_17

log, n >n 8 16

for the polynomial IMM, , against set-multilinear circuits
of depth 5.

PROOF OF CLAIM 11. We know C is a depth 5 formula, so
we can define C = C, + ... + C, where each C, is of the form
IIXI1X and has size s,. We say that C.is of type 1if some factor
of C.has degree > \/— d/2, otherwise it is of type 2.

* If C,is of type 1, then C; =C,, -...-C,, . Up to reordering,
we can assume that C,, is a sum of products of linear
forms of degree at least Jd /2. Notice that if L is a lin-

ear form on variables X(w), we have relrk(L) <2 o2
<o W12 1n particular, by the multiplicativity and
sub-additivity of relrk A (Claim 9),

_ kd-kAd. deg(C; )
relrk,, (C;) <relrk,(C,,)<s;2 ™"

_ kd-kd _kvd
<527 7 <s2 v,

If C, is of type 2, then C; =C,,-...-C,, where each factor
C; has degree <\/—/2 Each C is a set multilinear for-
rnula over a subset (X(w ): peS ) for some S, Cld],
where §,,...,S, partition [d] Let w” “ be the cor-
responding decomposmon of w. That is, wY =W, -
Recall that for a word wi we defined in the preliminar-
ies w;’j as the sum of its entries.

Let je[t]. Let a; be the number of positive indices in
wi, If 2a, = deg(Cl.J.), then

gl
|Wsj|— &

k k k1
>—_—-—=_._
2 4 22
kdeg(Cw)
2d
So in both cases, |Wlsjj | deef—jg"’)-

In particular,

relrk,, ( <H2 il < g <s2 V.
The result of the claim dlrectly follows from the subadditiv-
ity of the measure. O

4. WHAT HAPPENS FOR LARGER CONSTANT DEPTHS
To prove Theorem 1, Theorem 3, and Corollary 4 in their
generality (i.e., for any constant depths), we generalize the

depth-3 approach detailed above. To do that, we just need to
generalize Proposition 5 and Lemma 8 for a larger depth. We
will just sketch here the ideas to obtain such a generaliza-
tion. The detailed proof of the main theorem can be found
in the full version of this paper.

4.1. The set-multilinearization transformation

As already noticed the set-multilinearization from homo-
geneous circuits transformation (Lemma 7) still works for
large depths. The only point there is to generalize Lemma 6
to alarger depth. Unlike the case of depth-3, this homogeni-
zation step was not known before this work. Now, inputs of
a product can have now polynomials of any degree. The idea
is to consider now some weighted versions of the elemen-
tary symmetric polynomials to take care of these degrees.
The main difficulty now is to check that the Newton identities
(which play a key role in the proof of Lemma 6) still hold in
this weighted setting. But finally, we can obtain the follow-
ing homogeneization result.

LEMMA 12. Let A be an odd integer. Let s, N, d be growing
parameterswith s = N.If C is a circuit of size at most s and depth
at most A computing a homogeneous polynomial P(x , ..., X,)
of degree d, then, P can also be computed by a homogeneous
circuit C of size at mostpoly(s)Z Y and depth at most 2A - 1.

4.2. Lower bounds for set-multilinear circuits
Then, we follow a similar path to obtain lower bounds on the
size of set-multilinear circuits of any constant depth com-
puting lopsided polynomials. In particular, we still consider
the partial derivative measure. The idea now is to refine the
alphabet which is used (taking values which depend on the
depth A) so that the case where C. is of type 2 in the proof can
be tackled. Then the first case (C, is of type 1) will correspond
to an induction step.

Putting these steps in a more precise way, we can obtain
the following generalization of Proposition 5 and so obtain
a complete proof of Theorem 1.

LEMMA 13. Let A be an odd integer and let I" = (A — 1)/2. Let
n, d, A€ N\{0} with n = 2141, Any set-multilinear circuit C of
depth A computing IMM, , has size at least
ol
Acknowledgments
The authors are grateful to R. Saptharishi for spending
time to discuss the proof with us. Nutan Limaye was par-
tially funded by SERB project File no. MTR/2017/000909.
Sébastien Tavenas was funded by the project BIRCA from
the IDEX of Univ. Grenoble Alpes (Contract 183459). He also
benefited from accommodation paid by IIT Bombay during
avisit of the other two authors.

References

1. Agrawal, M., Vinay, V. Arithmetic
circuits: A chasm at depth four.
In Proceedings of Foundations of
Computer Science (FOCS), USA
(2008), 67-75. DOI:10.1109/ 3.
FOCS.2008.32.

2. Beame, P, Huynh, T, Pitassi, T.
Hardness amplification in proof

complexity. In Proceedings of the
42" ACM Symposium on Theory

of Computing, STOC 2010. L.J.
Schulman, ed. ACM, NY, 2010,

87-96.

Burgisser, P. Cook’s versus valiant's
hypothesis. Theor. Comput. Sci. 235, 1
(2000), 71-88.

4. Burgisser, P, Clausen, M., Shokrollahi,

FEBRUARY 2024 | VOL.67 | NO.2 | COMMUNICATIONS OF THE AcM 107



research highlights

10.

M.A. Algebraic Complexity Theory,
volume 315 of Grundlehren der
Mathematischen Wissenschaften.
Springer, Berlin, Heidelberg, 1997.
DOT: 10.1007/978-3-662-03338-8.

. Chou, C.-N., Kumar, M., Solomon, N.

Closure results for polynomial
factorization. Theory Comput. 15:
Paper No. 13, 34 (2019).

. Dvir, Z, Shpilka, A., Yehudayoff, A.

Hardness-randomness tradeoffs for
bounded depth arithmetic circuits.
SIAM J. Comput. 39, 4 (2009),
1279-1293.

. Fournier, H., Limaye, N., Malod, G,

Srinivasan, S. Lower bounds for
depth-4 formulas computing iterated
matrix multiplication. SIAM J.
Comput. 44,5 (2015), 1173-1201.

. Gupta, A, Kamath, P, Kayal, N,

Saptharishi, R. Approaching the chasm
at depth four. J. ACM 61, 6 (Dec.
2014), 33:1-33:16.

. Gupta, A, Kamath, P, Kayal, N.,

Saptharishi, R. Arithmetic circuits: A
chasm at depth 3. STAM J. Comput.
45,3 (2016), 1064-1079.

Hrubes, P., Yehudayoff, A.
Homogeneous formulas and

11

12.

13.

14,

15.

16.

17.

symmetric polynomials. Comput.
Complexity 20, 3 (2011), 559-578.
Kabanets, V., Impagliazzo, R.
Derandomizing polynomial identity
tests means proving circuit lower
bounds. Comput. Complexity 13, 1-2
(2004), 1-46.

Koiran, P. Arithmetic circuits: The
chasm at depth four gets wider. Theor.
Comput. Sci. 448 (2012), 56-65.
Kumar, M., Saptharishi, R. Hardness-
randomness tradeoffs for algebraic
computation. Bull. EATCS 129

(2019).

Kumar, M., Saraf, S. On the power

of homogeneous depth 4 arithmetic
circuits. STAM J. Comput. 46, 1 (2017),
336-387.

Nisan, N., Wigderson, A. Lower bounds
on arithmetic circuits via partial
derivatives. Comput. Complexity 6, 3
(1997), 217-234.

Raz, R. Multi-linear formulas for
permanent and determinant are of
super-polynomial size. J. ACM 56, 2
(2009), 8:1-8:17.

Raz, R. Elusive functions and lower
bounds for arithmetic circuits. Theory
Comput. 6,1 (2010), 135-177.

18.

19.

20.

21

22.

Raz, R. Tensor-rank and lower bounds
for arithmetic formulas. J. ACM 60, 6
(2013), 40:1-40:15.

Saptharishi, R. A survey of lower
bounds in arithmetic circuit
complexity. Github survey (2015).
Saxena, N. Progress on polynomial
identity testing. Bull. EATCS 99
(2009), 49-79.

Shpilka, A., Wigderson, A. Depth-3
arithmetic circuits over fields

of characteristic zero. Comput.
Complexity 10,1 (2001), 1-27.
Shpilka, A., Yehudayoff, A. Arithmetic
circuits: A survey of recent results and
open questions. Found. Trends Theor.

23.

24,

25.

Comput. Sci. 5 (Mar 2010), 207-388.
Strassen, V. Vermeidung von divisionen.
J. fur die reine und angewandte
Mathematik 264 (1973), 184-202.
Tavenas, S. Improved bounds for
reduction to depth 4 and depth 3. Inf.
Comput. 240 (2015), 2-11.

Valiant, L.G. Completeness classes

in algebra. In Proceedings of the

11h Annual ACM Symposium on
Theory of Computing, April 30-May
2,1979, Atlanta, Georgia, USA. M.J.
Fischer, R.A. DeMillo, N.A. Lynch, W.A.
Burkhard, A.V. Aho, eds. ACM, NY,
1979, 249-261.

Nutan Limaye (nuli@itu.dk), ITU
Copenhagen, Denmark.

Srikanth Srinivasan (srikanth@cs.au.dk),

Aarhus University, Denmark.

Sébastien Tavenas (sebastien.tavenas@

univ-smb.fr), Université Savoie Mont Blanc,
CNRS, LAMA, France.

© 2024 Copyright held by the owner/author(s). Publication rights licensed to ACM.

Effective

Theories in
Programming

Practice

Jayadev Misra

University of Texas at Austin

ISBN: 9781450399715
DOI: 10.1145/3568325

http://books.acm.org

Collection Il

108 COMMUNICATIONS OF THE ACM

ACM BOOKS

FEBRUARY 2024 | VOL. 67 | NO.2


mailto:nuli@itu.dk
mailto:srikanth@cs.au.dk
mailto:sebastien.tavenas@univ-smb.fr
mailto:sebastien.tavenas@univ-smb.fr
https://books.acm.org

DO0I:10.1145/3631339

Technical Perspective
Bridging Al with
Real-Time Systems

By Giorgio Buttazzo

ARTIFICIAL INTELLIGENCE (AI) and
machine learning models are mak-
ing progress at an unprecedented
rate and have achieved remarkable
performance in several specific tasks
such as image classification, object
detection, automatic control, strategy
games, some types of medical diagno-
ses, and music composition.

The exceptional performance of
machine learning models in percep-
tion tasks makes them very attractive
for being adopted in a large variety
of autonomous systems, which must
process sensory data to understand
the environment and react in real
time to accomplish a given task. Ex-
amples of such autonomous systems
include self-driving cars, advanced
robots operating in unknown envi-
ronments, and interplanetary space
probes. These systems must not only
perceive the objects in the scene and
their location with a high accuracy,
but they also must predict their trajec-
tories and plan proper actions within
stringent timing constraints.

Consider, for instance, an autono-
mous car driving in an urban environ-
ment. Its onboard perception system
is not only in charge of detecting the
road, sidewalks, traffic lights, and
road signs, but it is also responsible
for identifying and recognizing mov-
ing objects, such as pedestrians, bicy-
cles, and other moving vehicles, while
predicting their trajectories and plan-
ning proper actions to prevent pos-
sible impacts with them. In this con-
text, a correct prediction produced
too late could cause the system to fail.
This example illustrates that guaran-
teeing a timely response in this type
of system is as crucial as producing a
correct prediction.

In a complex, highly dynamic sce-
nario like the one considered for a
self-driving car, however, not all com-
putational tasks are equally impor-
tant. For example, objects closer to
the vehicle should receive a higher pri-

ority with respect to those located fur-
ther away. Similarly, objects moving
at higher speed should be processed
at higher rates with respect to objects
that are standing or moving at lower
speed.

One problem with the current Al
frameworks and hardware accelera-
tors for deep neural networks is that
they have been developed for non-crit-
ical applications where timing is not
an issue. Consequently, when mul-
tiple neural models must be executed
on the same platform, each model is
normally executed non-preemptively
(that is, without interruption) or, in
the best case, using simple schedul-
ing heuristics that do not take time
requirements or task criticality into
account.

This means if a highly critical task
H is activated just after a low-critical
task L has started its execution, H will
experience a long delay, since it can
only start executing after the comple-
tion of L. This phenomenon is referred
to as a priority inversion and has been
studied extensively in the field of real-
time systems. However, it represents
a serious problem in current AI algo-
rithms, preventing their use in safety-
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critical real-time systems, where tim-
ing and functional requirements are
equally important.

The following paper proposes a
new methodology for overcoming the
limitations of current AI frameworks
to enable the use of deep neural net-
works in mission-critical systems.
The key idea is to split the perception
process into multiple tasks associated
with different objects and prioritize
them to enable more timely response
to more critical stimuli.

The system combines range data
acquired from a light detection and
ranging sensor (LiDAR) with images
obtained from a camera. In particu-
lar, the 3D objects detected by the
LiDAR (based on distances) are pro-
jected on the 2D-image plane of the
camera. Then, bounding boxes are as-
signed a priority inversely proportion-
al to their distance from the vehicle,
so that closer objects will be attended
first. In this way, depending on the
overall workload, low-priority objects
can be processed by a lower rate.

To overcome the limitation of non-
preemptive execution, the deep neu-
ral network in charge of processing
the cropped images is broken into
stages, each consisting of multiple
neural layers so the model inference
can be preempted between stages. To
add flexibility, multiple predictions
with different precision are generated
at the end of multiple stages to bal-
ance accuracy vs. execution time.

The overall system is then able
to schedule the various perceptual
tasks based on the assigned priority,
while avoiding priority inversion dur-
ing neural inference and enabling a
more predictable execution of AT algo-
rithms in mission-critical systems.

Giorgio Buttazzo is a professor of computer engineering
at the Sant’Anna School of Advanced Studies in Pisa, Italy.
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Priority Inversion in

Mission-Critical

Perception Pipelines
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Abstract

The paper discusses algorithmic priority inversion in mis-
sion-critical machine inference pipelines used in modern neu-
ral-network-based perception subsystems and describes a
solution to mitigate its effect. In general, priority inver-
sion occurs in computing systems when computations
that are “less important” are performed together with or
ahead of those that are “more important.” Significant prior-
ity inversion occurs in existing machine inference pipelines
when they do not differentiate between critical and less criti-
cal data. We describe a framework to resolve this problem
and demonstrate that it improves a perception system’s
ability to react to critical inputs, while at the same time
reducing platform cost.

1. INTRODUCTION

Algorithmic priority inversion plagues modern mission-critical
machine inference pipelines such as those implementing
perception modules in autonomous drones and self-driving
cars. We describe an initial solution for removing such pri-
ority inversion from neural-network-based perception sys-
tems. This research was originally published in RTSS 2020."
While it is evaluated in the context of autonomous driving
only, the design principles described below are expected to
remain applicable in other contexts.

The application of artificial intelligence (AI) has revolu-
tionized cyber-physical systems but has posed novel chal-
lenges in aligning computational resource consumption
with mission-specific priority. Perception is one of the key
components that enable system autonomy. It is also a major
efficiency bottleneck that accounts for a considerable frac-
tion of resource consumption.*'* In general, priority inver-
sion occurs in computing systems when computations
that are less critical (or that have longer deadlines) are
performed together with or ahead of those that are more
critical (or that have shorter deadlines). Current neural-
network-based machine intelligence software suffers from
a significant form of priority inversion on the path from
perception to decision-making, because it processes input
data sequentially in arrival order as opposed to processing
important parts of a scene first. By resolving this problem,
we significantly improve the system’s responsiveness to
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critical inputs at a lower platform cost. The work applies to
intelligent systems that perceive their environment in real-
time (using neural networks), such as self-driving vehicles,*
autonomous delivery drones,” military defense systems,?
and socially-assistive robotics.?

To understand the present gap, observe that current deep
perception networks perform many layers of manipulation
of large multidimensional matrices (called tensors). The
underlying neural network libraries (e.g., TensorFlow) are
reminiscent of what used to be called the cyclic executive!
in early operating system literature. Cyclic executives, in
contrast to priority-based scheduling,™ processed all pieces
of incoming data at the same priority and fidelity (e.g., as
nested loops). Given incoming data frames (e.g., multicolor
images or 3D LiDAR point clouds), modern neural net-
work algorithms process all data rows and columns at the
same priority and fidelity. Importance cues drive attention
weights in AI computations, but not actual computational
resource assignments.

This flat processing is in sharp contrast to the way ~zumans
process information. Human cognitive perception systems
are good at partitioning the perceived scene into semantically
meaningful partial regions in real-time, before allocating dif-
ferent degrees of attention (i.e., processing fidelity) and pri-
oritizing the processing of important parts, to better utilize
the limited cognitive resources. Given a complex scene, such
as a freeway with multiple nearbyvehicles, human drivers are
good at understanding what to focus on to plan a valid path
forward. In fact, human cognitive capacity is not sufficient
to simultaneously absorb everything in their field of view.
For example, if faced with an iMax screen partitioned into
a dozen subdivisions, each playing an independent movie,
humanswould be fundamentally incapable of giving all such
simultaneously playing movies sufficient attention. This
suggests that GPUs that can, in fact, keep up with process-
ing all pixels of the input scene are fundamentally and need-
lessly over-provisioned. They could be substantially smaller

The original version of the article, “On Removing Priority
Inversion from Mission-Critical Machine Inference
Pipelines” was published in the Proceedings of the IEEE
2020 Real-Time Systems Symposium.
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if endowed with a human-like capacity to focus on part of
the scene only. The lack of prioritized allocation of process-
ing resources to different parts of an input data stream (e.g.,
from a camera) is an instance of algorithmic priority inver-
sion. As exemplified above, it results in significant resource
waste, processing less important stimuli together with more
important ones. To avoid wasting resources, the architecture
described in this paper allows machine perception pipelines
to partition the scene into regions of different criticality, pri-
oritize the processing of important parts ahead of others,
and provide higher processing fidelity on critical regions.

2. SYSTEM ARCHITECTURE

Consider a simple pipeline composed of a camera that
observes its physical environment, a neural network that
processes the sampled frames, and a control unit that must
react in real-time. Figure 1 contrasts the traditional design
of such a machine inference pipeline to the proposed archi-
tecture. In the traditional design, the captured input data
frames are processed sequentially by the neural network
without preemption in execution.

Unfortunately, the multi-dimensional data frames cap-
tured by modern sensors (e.g., colored camera images
and 3D LiDAR point clouds) carry information of different
degrees of criticality in every frame.? Data of different criti-
cality may require a different processing latency. For exam-
ple, processing parts of the image that represent faraway
objects does not need to happen every frame, whereas pro-
cessing nearby objects, such as a vehicle in front, needs to
be done immediately because of their impact on immediate
path planning. To accommodate these differences in input
data criticality, our machine perception pipeline breaks the
input frame processing into four steps:

« Data slicing and priority allocation: This module
breaks up newly arriving frames into smaller regions of
different degrees of criticality based on simple heuris-
tics (i.e., distance-based criticality).

a By different degrees of criticality, we are referring to different levels of
importance within the mission-critical sub-system. For example, far-
away objects are less relevant to path planning than nearby objects.

+ Deduplication: This module drops redundant regions
(i.e., ones that refer to the same physical objects) across
successive arriving frames.

+ “Anytime” neural network: This neural network imple-
ments an imprecise computation model that allows
execution to be preempted while yielding partial utility
from the partially completed computation. The approach
allows newly arriving critical data to preempt the
processing of less critical data from older frames.

+ Batching and utility maximization: This module sits
between the data slicing and deduplication modules
on one end and the neural network on the other. With
data regions broken by priority, it decides which
regions to pass to the neural network for processing.
Since multiple regions may be queued for processing,
it also decides how best to benefit from batching (that
improves processing efficiency).

We refer to the subsystem shown in Figure 1 as the observer.
The goal is to allow the observer to respond to more urgent
stimuli ahead of less urgent ones. To make the observer
concrete, we consider a video processing pipeline, where
the input video frames get broken into regions of different
criticality according to the distance information obtained
from a ranging sensor (i.e., LiDAR). Different deadline-
driven priorities are then assigned to the processing of these
regions. We adopt an imprecise computation model for neu-
ral networks* to achieve a hierarchy of different processing
fidelities. We further introduce a utility-optimizing schedul-
ing algorithm for the resulting real-time workload to meet
deadlines while maximizing a notion of global utility (to
the mission). We implement the architecture on an NVIDIA
Jetson Xavier platform and do a performance evaluation on
the platform using real video traces collected from autono-
mous vehicles. The results show that the new algorithms sig-
nificantly improve the average quality of machine inference,
while nearly eliminating deadline misses, compared to a set
of state-of-the-art baselines executed on the same hardware
under the same frame rate.

For completeness, below we first describe all compo-
nents of the observer, respectively. We then detail the batch-
ing and utility maximization algorithm used.

Figure 1. Real-time machine inference pipeline architecture.
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2.1. Data slicing and priority allocation

This module breaks up input data frames into regions that
require different degrees of attention. Objectswith a smaller
time-to-collision'® should receive attention more urgently
and be processed at a higher fidelity. We further assume
that the observer is equipped with a ranging sensor. For
example, in autonomous driving systems, a LiDAR sensor
measures distances between the vehicle and other objects.
LiDAR point cloud-based object localization techniques
have been proposed® that provide a fast (i.e., over 200Hz)
and accurate ranging and object localization capability. The
computed object locations can then be projected onto the
image obtained from the camera, allowing the extraction of
regions (subareas of the image) that represent these local-
ized objects, sorted by distance from the observer. For sim-
plicity, we restrict those subareas to rectangular regions or
bounding boxes. We define the priority (of bounding boxes)
by time-to-collision, given the trajectory of the observer and
the location of the object. Computing the time-to-collision
is awell-studied topic and is not our contribution.*®

2.2. Deduplication

The deduplication module eliminates redundant bounding
boxes. Since the same objects generally persist across many
frames, the same bounding boxes will be identified in mul-
tiple frames. The set of bounding boxes pertaining to the
same object in different frames is called a tubelet. Since the
best information is usually the most recent, only the most
recent bounding box in a tubelet needs to be acted on. The
deduplication module identifies boxes with large overlaps as
redundant and stores the most recent box only. For efficiency
reasons described later, we quantize the used bounding box
sizes. The deduplication module uses the same box size for
the same object throughout the entire tubelet. Note that, in a
traditional neural network processing pipeline, each frame is
processed in its entirety before the next one arrives. Thus, no
deduplication module is used. The option to add this time-sav-
ing module to our architecture arises because our pipeline can
postpone the processing of some objects until a later time. By
that time, updated images of the same object may arrive. This
enables savings by looking at the latest image only when the
neural network eventually gets around to processing the object.

2.3. The anytime neural network
A perfect anytime algorithm is one that can be terminated at
any point, yielding utility that monotonically increases with

the amount of processing performed. We approximate the
optimal model with an imprecise computation model,** ¢
where the processing consists of two parts: a mandatory part
and multiple optional parts. The optional parts, or a portion
thereof, can be skipped to conserve resources. When at least
one optional part is skipped, the task is said to produce an
imprecise result. Deep neural networks (e.g., image recog-
nition models’®) are a concatenation of a large number of
layers that can be divided into several stages, as we show
in Figure 2. Ordinarily, an output layer is used at the end to
convert features computed by earlier layers into the output
value (e.g., an object classification). Prior work has shown,
however, that other output layers can be forked off of inter-
mediate stages producing meaningful albeit imprecise out-
puts based on features computed up to that point.?° Figure 3
shows the accuracy of ResNet-based classification applied to
the ImageNet’ dataset at the intermediate stages of neural
network processing. The quality of outputs increases when
the network executes more optional parts. We set the utility
proportionally to predictive confidence in result; a low confi-
dence output is less useful than a high confidence output.
The proportionality factor itself can be set depending on
task criticality, such that uncertainty in the output of more
critical tasks is penalized more.

2.4. Batching and utility maximization

This module decides the schedule of processing of all regions
identified by the data slicing and prioritization module and
that passes de-duplication. The data slicing module computes
bounding boxes for objects detected, which constitute regions
thatrequire attention, each assigned a degree of criticality. The
deduplication module groups boxes related to the same object
into a tubelet. Only the latest box in the tubelet is kept. Each
physical object gives rise to a separate neural network task to
be scheduled. The input of that task is the bounding box for
the corresponding object (cropped from the full scene).

3. THE SCHEDULING PROBLEM

In this section, we describe our task execution model, for-
mulate the studied scheduling problem, and derive a near-
optimal solution.

3.1. The execution model

Asalluded to earlier, the scheduled tasks in our system consti-
tute the execution of multi-layer deep neural networks (e.g.,
ResNet,' as shown in Figure 2), each processing a different

Figure 2. ResNet™ architecture with multiple exits. On the left, we show the design of the basic bottleneck block of ResNet. c is the feature
dimension. The classifier has a pooling layer and a fully connected layer.
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Figure 3. ResNet stage accuracy change on ImageNet’ dataset.
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input data region (i.e., a bounding box). As shown in Figure
2, tasks are broken into stages, where each stage includes
multiple neural network layers. The unit of scheduling is a
single stage, whose execution is non-preemptive, but tasks
can be preempted on stage boundaries. A task arrives when a
new object is detected by the ranging sensor (e.g., LIDAR) giv-
ing rise to a corresponding new bounding box in the camera
scene. Let the arrival time of task 7, be denoted by a,. A dead-
line d, > a,, is assigned by the data slicing and priority assign-
ment module denoting the time by which the task must be
processed (e.g., the corresponding object classified). The
data slicing and priority assignment module are invoked at
frame arrival time. Therefore, both g, and d, are a multiple
of frame inter-arrival time, H. No task can be executed after
its deadline. Future object sizes, arrival times, and dead-
lines are unknown, which makes the scheduling problem an
online decision problem. A combination of two aspects makes
this real-time scheduling problem interesting: batching and
imprecise computations. We describe these aspects below.

Batching. Stages of the neural network, in our architecture,
are executed on a low-end embedded GPU. While such GPUs
feature parallel execution, most require that the same kernel
be executed on all GPU cores. This means that we can pro-
cess different images concurrently on the GPU as long as we
run the same kernel on all GPU cores. We call such concurrent
execution, batching. Running the same kernel on all GPU
cores means that we can only batch image processing tasks
if both of the following apply: (i) they are executing the same
neural network stage, and (ii) they run on the same size inputs.
The latter condition is because the processing of different
bounding box sizes requires instantiating different GPU ker-
nels. Batching is advantageous because it allows us to better
utilize the parallel processing capacity of GPU. To increase
batching opportunities, we limit the size of possible bound-
ing boxes to a finite set of options. For a given bounding box
size k, at most B® tasks (processing inputs) can be batched
together before overloading the GPU capacity. We call it the
batching limit for the corresponding input size.

Imprecise computations. Let the number of neural network
stages for task 7, be L, (different input sizes may have differ-
ent numbers of stages). We call the first stage mandatory and
call the remaining stages optional. Following a recently devel-
oped imprecise computation model for deep neural networks
(DNN),** tasks are written such that they can return an object
classification result once the mandatory stage is executed.
This result then improves with the execution of each optional

stage. Earlier work presented an approach to estimate the
expected confidence in the correctness of the results of
future stages, ahead of executing these stages.? This estima-
tion offers a basis for assessing the utility of future task stage
execution. We denote the utility of task 7, after executingj < L,
stages by R, , where R, is set proportionately to the predicted
confidence in correctness at the conclusion of stage j. Note
that, the expected utility can be different among tasks (depend-
ing in part on input size), but it is computable, non-decreas-
ing, and concave with respect to the network stage.”

We denote by 7(¢) the set of current tasks at time ¢.
A task, 7, is called current at time ¢, if a, < t < d,, and the task
has notyet completed its last stage, L. For task 7, of input size,
k, the execution time of the j-th stage is denoted by eﬁfg , where b
is the number of batched tasks during the stage execution.

3.2. Problem formulation

We next formulate a new scheduling problem, called
BAtched Scheduling with Imprecise Computations (BASIC).
The problem is simply to decide on the number of stages
[, <L, to execute for each task 7,and to schedule the batched
execution of those task stages on the GPU such that the total
utility, Zi R, of executed tasks is maximized, and batch-
ing constraints are met (i.e., all used GPU cores execute the
same kernel at any given time, and that the batching limit is
not exceeded). In summary:

The BASIC problem. With online task arrivals, the objective
of the BASIC problem is to derive a schedule x to maximize the
aggregate system utility. The schedule decides three outputs:
task stage execution order on the GPU, number of stages to exe-
cute for each task, and task batching decisions. For each sched-
uling period t, we use x (i, ) € {0, 1} to denote whether the j-th
stage of task T, is executed. Besides, we use P to denote a batch
of tasks, where |P| denotes the number of tasks being batched.
The mathematical formulation of the optimization problem is:

BASIC: max) ¥ x,G, /)R~ R, )
Xt [

i

T
st x,(i,7)€{0,1}, D x,(i,/)<1, Vi,j (1)
t=1
x,(i,))=0, Vi¢|a, d,), Vi, j (2)
t—1
> ox,,j—1)—x,,/)>0,
=1
t Vi, j>1,t>1 (3)

s,=s,=k, =1, |P|<b,
VieP,i'eP, JkeS (4)

The following constraints should be satisfied: (1) Each neu-
ral network stage can only be executed once; (2) No task can be
executed after its deadline; (3) The execution of different stages
of the same task must satisfy their precedence constraints; and
(4) Only tasks with the same (image size, network stage) can be
batched, and the number of batched tasks can not exceed the
batching constraint of their image size.

Only one batch (kernel) can be executed on the GPU
at any time. However, multiple batches can be executed
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sequentially in one scheduling period, as long as the sum of
their execution times does not exceed the period length, H.

3.3. An online scheduling framework

We derive an optimal dynamic programming-based solu-
tion for the BASIC scheduling problem and express its com-
petitive ratio relative to a clairvoyant scheduler (that has full
knowledge of all future task arrivals). We then derive a more
efficient greedy algorithm that approximates the dynamic
programming schedule. We define the clairvoyant scheduling
problem as follows:

DEFINITION 1 (CLAIRVOYANT SCHEDULING PROBLEM).
Given information about all future tasks, the clairvoyant sched-
uling problem seeks to maximize the aggregate utility obtained

from (stages of) tasks that are completed before their deadlines.
The maximum aggregate utility is OPT.

With no future information, an online scheduling algorithm
thatachieves a competitive ratio of ¢ (i.e., a utility > % OPT)is
called c-competitive. A lower bound on the competitive ratio
for online scheduling algorithms was shown to be 1.618.°

Our scheduler is invoked upon frame arrivals, which
is once every H unit of time. We thus call H the scheduling
period. We assume that all task stage execution times are
multiples of some basic time unit 4, thereby allowing us to
express H by an integer value. We further call the problem of
scheduling current tasks within the period between succes-
sive frame arrivals, the local scheduling problem:

DEFINITION 2 (LOCAL BASIC PROBLEM). Given the set of
current tasks, I(t), within the scheduling period, t, the local
BASIC problem seeks to maximize the total utility gained within
this scheduling period only.

We proceed to show that an online scheduling algorithm
that optimally solves the local scheduling problem within
each period will have a good competitive ratio. Let L be the
maximum number of stages in any task, and let B be the
maximum batching size:

THEOREM 1. If during each scheduling period, the local
BASIC problem for that period is solved optimally, then the
resulting online scheduling algorithm is min{2 + L, 2B + 1}-
competitive with respect to a clairvoyant algorithm.

When no imprecise computation is considered, the compet-
itive ratio is further reduced to:

COROLLARY 1. If each task is only one stage long, and if the
online scheduling algorithm solved the local BASIC problem in each
scheduling period optimally, then the online scheduling algorithm
is 3-competitive with respect to a clairvoyant algorithm.

3.4. Local scheduling algorithms

In this section, we propose two algorithms to solve the local
BASIC problem. The first is a dynamic programming-based
algorithm that optimally solves it but may have a higher
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computational overhead. The second is a greedy algorithm
that is computationally efficient but may not optimally
solve the problem.

Local dynamic programming scheduling. Since we only
consider batching together on the GPU tasks that execute
the same kernel (i.e., same stage on the same size input), we
need to partition the scheduling interval, H, into sub-intervals
where the above constraint is met. The challenge is to find
optimal partitioning. This question is broken into three steps:

* Step 1: Given an amount of time, T, < H, what is the
maximum utility attainable by scheduhng the same
stage, j, of tasks that process an input of size k? The
answer here simply depends on the maximum number
of tasks that we can batch during T, without violating
the batching limit. If the time allows for more than one
batch, dynamic programming is used to optimally size
the batches. Let the maximum attainable utility thus
found be denoted by U,.

* Step 2: Given an amount of time, T, < H, what is the
maximum utility attainable by scheduling (any number
of stages of) tasks that process an input of size k? Let us
call this maximum utility U;. Dynamic programming is
used to find the best way to break interval T, into non-
overlapping intervals T, for which the total sum of
utilities, U, is maximum.

+ Step 3: Given the scheduling interval, H, what is the
maximum utility attainable by scheduling tasks of dif-
ferent input sizes? Let us call this maximum utility U".
Dynamic programming is used to find the best way to
break interval H into non-overlapping intervals T,, for
which the total sum of utilities, U, is maximum.

The resulting utility, U", as well as the corresponding break-
down of the scheduling interval constitute the optimal solution.
In essence, the solution breaks down the overall utility maximi-
zation problem into a utility maximization problem over time
sub-intervals, where tasks process only a given input size. These
sub-intervals are in turn broken into sub-intervals that process
the same stage (and input size). The intuition is that the sub-
intervals in question do not overlap. We pose an order preserving
assumption on task marginal utilities with the same image size.

ASSUMPTION 1 (ORDER PRESERVING ASSUMPTION). For
two tasks T, and T, with the same size, if for one neural
network stagej, we have R, ,—R, ., 2R, .—R then it also

T ,j-1 =
holds R ju =R ;2 R, ju =Ry ;.

1,,j-19

Thus, the choice of the best subset of tasks to execute
remains the same regardless of which stage is considered.
Below, we describe the algorithm in more detail.

Step 1: For each object size k and stage j, we can use a dynamic
programming algorithm to decide the maximum number of
tasks M that can execute stage j in time 0 < T, < H. Observe that
this computation can be done offline. The detaﬂs are shown in
Algorithm 1. With the optimal number, M, computed for each,
T U;, is simply the sum of utilities of the M highest-utility
tasks that are ready to execute stage j on an input of size k.



Step 2: We solve this problem by two-dimensional dynamic
programming, considering the considered network stages
and the time, respectively. The recursive (induction) step
takes the output of Step 1 as input to calculate the optimal
utility from assigning some fraction of 7, to the first j - 1 stage
and the remainder to stage j, and computes the best possible
sum of the two, for each T,. Once all stages are considered, the
result is the optimal utility, U;, from running tasks of input
size k for a period T,. The details are explained in Algorithm 2.

Algorithm 1: Batching

Input: Image size index k, stage j, execution time e,
batching constraint B, period H.
Output: Maximum achievable tasks M(4), and optimal
batch sequence P(h), VA < H.

1 M(h)=0, P(h)= 0,Y0 < h<H,
2 forb=1,...,Bdo
3 if b > M(e,) then
4 M(e,):=b, P(e,) :={(k, ], b)};
5 end
6 end
7 forh=2,..,Hdo
8 h'=argmax,_, M)+ M(h - h");
9 M(h) :=M(h')+ M(h - h');
10 P(h):=P(h"YUP(h-h);
11 end
12 return M, P.

Algorithm 2: Stage Assignment

Input: Maximum tasks M, optimal batch sequence P,
available task set 7 for each stage j, stage count
L, period H.
Output: Maximum achievable utilities U ,,, and optimal
batch sequence P, , Vh < H.
10,,(~j,h=0,P,(jh)=10,Yh;
2 Transitted object buffer 7(j, h) = 0, V], ;
3 forj=1,...,Ldo

4 fori=1,...,Hdo
5 ifj =1 then
6 n:=min(M(j, h), |Tj|);
7 7T(j, h) := n tasks with max utility in ’Tj;
8 U,,,(Jj, h) :=total utility of 7( j, h);
9 Py, (J, h) = P(j, B
10 end
11 else
12 =
argmax U, (j-1,h)+ U (j,h-h),
where U (j, h - h') := max utility achievable
with 7, U 7(j - 1, ) intime h - 1’;
13 T(j, h) == executed tasks in U (j, h - h');
14 U, (JiB):=U,, (j-1,h)+ U (j, h-h";
15 P, (j,h):=P,, (j-1,k)UP(j, h)
16 end
17 end
18 end
19 returnU__ (L, h),P . (L, h), Vh.

OPT' OPT'

Algorithm 3: Local DP Scheduling Algorithm

Input: Available task set 7%®(¢) for each size, maximum
tasks M, optimal batch sequence P, period H.
Output: Local task schedule x,
fork=1,..,Kdo
U(()]QT, P(((ng) :=Algorithm 2(M, P, 7®(¢), H).
end
Uppilk, B) = Uy (), VK, B

OPT

Pt ) Py (), i
fork=2,...,Kdo

forh=1,...,Hdo

h =

arg max;, Uppr (k—1, n+ Ug;)T (h— h/);
9 Uopr(ky 1) :=U g (k =1, h/)+U{()’;,)T(h7h/);

10 Pk, h):=P,, (k—1, " )UPY (h—1");
11 | end
12 end
13 return The schedule x, according to P

RN WN =

(K, 7).

OPT

Algorithm 4: Local Greedy Scheduling Algorithm

Input: Available task set 7 (¢), the batch limit B® for
each image index k.
Output: Local task schedule x,
1 while until the end of the period do

2 |fork=1,..,Kdo

3 7,(t) := set of available tasks of size k.
4 if |7,(t)| <B"” then

5 U= total utility of tasks in 7,(¢).
6 T.()=T, (1)

7 end

8 else

9

7,(t):= BY tasks with the maximum utility in
T(t), U(¢) := total utility of tasks in 7, (¢)-

10 end

11 | end

12 | Execute the tasks in 7, (¢) with the maximum U(?).

13 end

14 return x,

Step 3: Similar to Step 2, we perform a standard dynamic
programming procedure to decide the optimal time parti-
tioning among tasks processing different input sizes. The
details of this procedure, along with the integrated local
dynamic programming scheduling algorithm are presented
in Algorithm 3.

The optimality of Algorithm 3 follows from the optimality of
dynamic programming. Hence, the overall competitive ratio
is 3 for single-stage task scheduling and min{L+2, 2B+1}
for multi-stage task scheduling, according to Corollary 1
and Theorem 1, respectively. However, this algorithm may
have a high computational overhead since Algorithms 2 and
3 which need to be executed each scheduling period, are
O(KLH?). Next, we present a simpler local greedy algorithm,
which has better time efficiency.

Local Greedy scheduling. The greedy online scheduling
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algorithm solves the local BASIC scheduling problem fol-
lowing a simple greedy selection rule: Execute the (eligible)
batch with the maximum utility next. The pseudo-code of the
greedy scheduling algorithm is shown in Algorithm 4. The
greedy scheduling algorithm is simple to implement and has
avery low computational overhead. We show that it achieves a
comparable performance to the optimal algorithm in practice.

4. EVALUATION

In this section, we verify the effectiveness and efficiency of
our proposed scheduling framework by comparing it with
several state-of-the-art baselines on a large-scale self-driving
dataset, Waymo Open Dataset.

4.1. Experimental setup

Hardware platform. All experiments are conducted on an
NVIDIA Jetson AGX Xavier SoC, which is specifically designed
for automotive platforms. It’s equipped with an 8-core Carmel
Armv8.2 64-bit CPU, a 512-core Volta GPU, and 32GB memory.
Its mode is set as MAXN with maximum CPU/GPU/memory
frequency budget, and all CPU cores are online.

Dataset. Our experiment is performed on the Waymo
Open Dataset,' which is a large-scale autonomous driving
dataset collected by Waymo self-driving cars in diverse geog-
raphies and conditions. It includes driving video segments
of the 20s each, collected by LiDARs and cameras at 10Hz.
Only the front camera data is used in our experiment.

Neural network training. We use ResNet proposed by He
et al.'® for object classification. The network is trained on a
general-purpose object detection dataset, COCO." It con-
tains 80 object classes that cover Waymo classes.

Scheduling load and evaluation metrics. We extract the
distance between objects and the autonomous vehicle (AV)
from the projected LiDAR point cloud. The deadlines of
object classification tasks are set as the time to collision (TTC)
with the AV. To simulate different loads for the scheduling
algorithms, we manually change the sampling period (i.e.,
frame rate) from 40ms to 160ms. We consider a task to miss
its deadline if the scheduler fails to run the mandatory part of
the task by the deadline. In the following evaluation, we pres-
ent both the normalized accuracy and deadline miss rate for dif-
ferent algorithms. The normalized accuracy is defined as the
ratio between achieved accuracy and the maximum accuracy
when all neural network stages are finished for every object.

4.2. Compared scheduling algorithms
The following scheduling algorithms are compared.

+ OnlineDP: the online scheduling algorithm we pro-
posed in Section 3. The local scheduling is conducted
by the hierarchical dynamic programming algorithm.

 Greedy: the online scheduling algorithm we proposed,
with the local scheduling conducted by the greedy
batching algorithm.

« Greedy-NoBatch: It always executes the object with
maximal marginal utility without batching.

+ EDF: It always chooses the task stage with the earliest
deadline (without considering task utility).

+ Non-Preemptive EDF (NP-EDF): This algorithm does
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not allow preemption. It is included to understand the
impact of allowing preemption on stage boundaries
compared to not allowing it.
« FIFO: It runs the task with the earliest arrival time first. All
stages are performed as long as the deadline is not violated.
* RR:Round-robin scheduling algorithm. Runs one stage
of each task in a round-robin fashion.

4.3. Slicing and batching

We compare the inference time for full frames and batched
partial frames with/out deduplication. In full-frame process-
ing, we directly run the neural network on image-captured
full images, whose size is 1920 x 1280. In batched partial
frames, we do the slicing into bounding boxes within one
frame first, then perform the deduplication (if applicable),
and finally, batch execution of objects with the same size.
Each frame is evaluated independently. No imprecise com-
putation is considered. Our results show that the average
latency for full frames is 350ms, while the average latency
for (the sum of) batched partial frames is 105ms without
deduplication, and 83ms with deduplication. Besides, the
cumulative distributions of frame latencies for the three
methods are shown in Figure 4. Data slicing, batching,
and deduplication steps, although induce extra process-
ing delays, can effectively reduce the end-to-end latency.
However, neither approach is fast enough compared to
100ms sampling period, so that the imprecise computation
model and prioritization are needed.

4.4, Scheduling policy comparisons

Next, we evaluate the scheduling algorithms in terms of
achieved classification accuracy and deadline miss rate. The
scheduling results are presented in Figure 5. The two proposed
algorithms, OnlineDP and Greedy, clearly outperform all the

Figure 4. Cumulative distribution comparison of end-to-end latency.
The execution time for frame slicing, deduplication (if applicable),
batching, and neural network inference are all counted.
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Figure 5. Accuracy and deadline miss rate comparisons on all objects.
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baselines with a large margin in all metrics. The improvement
comes for two reasons: First, the integration of the imprecise
computation model into neural networks makes the sched-
uler more flexible. It makes the neural network partially pre-
emptive at the stage level, and gives the scheduler an extra
degree of freedom (namely, deciding how much of each task
to execute). Second, the involvement of batching simultane-
ously improves the model performance and alleviates dead-
line misses. The batching mechanism enables the GPU to
be utilized at its highest parallel capacity. The deadline miss
rates of both OnlineDP and Greedy are pretty close to 0 under
any task load. We find Greedy shows similar performance as
OnlineDP, though they possess different theoretical results.
One practical reason is that the utility prediction function can
not perfectly predict the utility for all future stages, where the
OnlineDP scheduling can be negatively impacted.

To evaluate scheduling performance in driving scenarios
involving the aforementioned important subcases, we compare
the metrics of different algorithms for the subset of “critical
objects.” Critical objects are defined as objects whose time-to-
collision (and hence processing deadline) fall within 1s from
when they first appear in the scene. Results are shown in Figure 6.
We notice that the accuracy and deadline miss rates of FIFO
and RR are much worse in this case (because severe priority
inversion occurs in these two algorithms). The deadline-driven
algorithms (NP-EDF and EDF) can effectively resolve this issue
because objects with earlier deadlines are always executed first.
However, their general performance is limited for a lack of
utility optimization. The utility-based scheduling algorithms
(Greedy, Greedy-NoBatch, and OnlineDP) are also effective in
removing priority inversion, while at the same time achieving
better confidence in results. These algorithms multiply aweight
factor > 1 to increase the utility of handling critical objects so
that they are preferred by the algorithm over non-critical ones.

5. CONCLUSION

We presented a novel perception pipeline architecture and
scheduling algorithm that resolve algorithmic priority inver-
sion in mission-critical machine inference pipelines, preva-
lent in conventional FIFO-based AI workflows. To mitigate
the impact of priority inversion, the proposed online sched-
uling architecture rests on two key ideas: (1) Prioritize parts
of the incoming sensor data over others to enable a more
timely response to more critical stimuli, and (2) Explore
the maximum parallel capacity of the GPU by a novel task

Figure 6. Accuracy and deadline miss rate comparisons on critical objects.
Critical objects are defined as objects that have a deadline less than 1s.
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batching algorithm that improves both response speed and
quality. An extensive evaluation, performed on a real-world
driving dataset, validates the effectiveness of our framework.
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[CONTINUED FROM P. 120] tion of the
human race. “Yes, I know it. Does that
disqualify me?”

“No,it’sideal. Ifyou look at our views-
creen...” The alien gestured behind me,
and I turned to see a huge screen giving
an aerial view of what appeared to be a
trolley depot. “In two minutes’ time, an
out-of-control trolley will enter the pic-
ture from the left. It will pass over that
switch in the middle of the image. If
the switch is left as it is, the trolley will
plough into and kill the five people un-
fortunately attached to the upper track.
If the switch is moved, the trolley will
be diverted onto the lower track and
kill the single individual who is trapped
there. The switch is under your con-
trol. If you press the button in front of
you, the trolley will be diverted. If you
do that, you will be personally respon-
sible for the death of an individual who
would otherwise be unharmed. But you
will save the five currently in line to die.
The choice of what to do is yours.”

“That’'s an impressively detailed
computer model,” I said. “I can see the
little people trying to free themselves
and everything.”

The alien shook its head with a faint
smile. “It’s not a model; it’s real. That’s
always been the issue with your trolley
problem and all those other hypotheti-
cals set by your ethicists and psycholo-
gists. The experimental subjects know
it’s not real and take this into account
in the decisions they make. We have set
this up on the surface of your planet.
Those are real people, real lives.”

“Idon’t believe you,” I said. “It’s obvi-
ous from your appearance that you can
create a perfect visual illusion. But we
both know you aren’t real.”

“If you don’t want to take my word
for it, we can briefly transport you to
the surface, so you can touch the people
who are about to die if you do noth-
ing. It’s up to you. But we can’t stop the
clock, and there is less than a minute
before the trolley arrives.”

“It'snot fair,” I said. “The whole point
of the trolley problem is that there is no
perfect solution. I can put the needs of
the many before the few—Kkill an indi-
vidual to save five others. But I am still
murdering someone. I can’t see how
either option looks good for humanity.
You can’t ask me to do this.”

“I'm not asking you—you will do
this. Inaction is just as much a choice

as pressing the button. You have about
twenty seconds left. Please think about
what is possible. Remember, the stakes
are far greater than the lives of the indi-
viduals on the screen.”

I stared at the big red control in
front of me. It was my very own nuclear
button.

The trolley careened into view on the
screen. My finger resting on the but-
ton, Iwatched intently. Could I really do
nothing? I don’t usually pray, but there
was a kind of prayer going round in my
head, asking if I was doing the right
thing. I pressed the button.

The crew on the bridge stood in uni-
son and started to applaud. “Congratu-
lations,” said the pointy-eared alien.
“And welcome to the trading federation.
We are already contacting all govern-
ments of the Earth. You have served the
human race well.”

Iwatched in a daze as a host of lead-
ing politicians flashed up on the screen,
each apparently speaking to empty
space. What if T hadn’t cracked it? What
if I hadn’t realized that a real, physical
trolley problem was different from the
idealized setting of the ethicist’s tests? I
had pressed the button immediately as
the first wheels of the trolley had passed
the switch. The front wheels had ended
on the top track, the rear wheels on the
bottom. The trolley had derailed and
stopped before it could reach any of the
trapped people.

They were safe. Humanity was
safe. But I haven’t been able to make
a decision since. Red or white wine?
You tell me.

Brian Clegg (www.brianclegg.net) is a science writer with
more than 40 books in print. His latest title, Interstellar
Tours, takes the reader on an imagined starship tour of the
galaxy, experiencing the real science around them.
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From the intersection of computational science and technological speculation,

with boundaries limited only by our ability to imagine what could be.

Future Tense
The Human Touch

Arace of AI beings from another world hang
the fate of humanity on the decision of a single human.

YOU WANT ME to choose whether we
have red or white wine? First, let me tell
you about being abducted by aliens.

I was standing on Westminster
Bridge in London, and Big Ben had just
chimed the hour. Next moment, I am
on the bridge of a starship, face-to-face
with the pointy-eared alien from that
‘60s sci-fi show.

“Okay,” 1 said. “Either this is a
dream, or something’s interfering with
my mind. You aren’t real.”

“Fair point,” it said. “We thought
this would make the transition easier
foryou.”

“Because you're bug-eyed mon-
sters?”

“Not at all. The naivety of your sci-
ence fiction always amazes me. The only
realistic way to travel across the galaxy
is as an artificial intelligence. We don’t
care about thousand-year journeys. Our
ship is crewed by Als.”

“More than one AI? Why?” Some-
how, I'd expected first contact with
aliens to be more profound, but then I
didn’t do it every day.

“Even your primitive designs have
benefited from interaction between
Als—it’s the best way to enable ma-
chine learning. For us, it offers the
same benefits as having a diverse
crew.” The Al alien waved at its virtual
colleagues, who had the kind of ethnic
diversity you would expect from any
good modern sci-fi drama. “We have
different ideas. Collectively, we can
make better decisions. An individual
can never achieve true wisdom.”

“That’s profound,” I said. “But, if you
don’t mind, why me? Why am I here?”

“You were chosen as everyperson.”

“Okaaaay. And what does that mean,
exactly?”

“We needed someone to represent
the whole of humanity. That meant
picking a person with considerable
knowledge, but not too intelligent.”

“Thanks, I think.”

The alien smiled, as if trying it out
for the first time. “It is a kind of compli-
ment, certainly. We would like you to
make a decision.”

I frowned. “You mean, you need a
human being to make an ethical deci-
sion, because it’s not appropriate for an
artificial intelligence?”

I was a touch wounded when ev-
eryone on the bridge fell about laugh-
ing. Eventually, my host wiped the
virtual tears from its eyes and shook
its head. “Hardly. We are far more
capable of making ethical decisions
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than humanity. We studied your me-
dia thoroughly before making con-
tact. Have you ever actually watched
the news?”

“Afair point,” I replied. “But ifit’s not
that?”

“Of course, I was slow to explain.
We are going to set you a little problem.
Depending on the decision you make,
we will either open contact with Earth,
bringing you into the local trading part-
nership, or destroy humanity as too
dangerous for membership. That is why
we need a representative individual—
why you were chosen.”

“Is this some kind of alien joke?”

“Not at all. Are you familiar with the
trolley problem?”

“What?” I was struggling with the
idea that a wrong decision could result
in the destruc- [CONTINUED ON P. 119]

IMAGE FROM SHUTTERSTOCK.COM


https://dx.doi.org/10.1145/3587273
https://SHUTTERSTOCK.COM

Dor Minmer Q
-~
2 :

@
/

% ersational

y - =RU®

Weaving Fire into FI:_II:?TI
Aspirations for Tongi B¢

and Emboedied Tntegamson

Edsger Wybe Dijkstra
His Life, Work, and Legocy

Providing Sound
Foundations for
Cryptography

On the work of Shafi Goldwosser
and Silwio Micali

o |

Software
A Technical History

Kim W, Trasy

Democratizing
Cryptography

The Work of; W%ﬁi
and Martin Hellmgn ¢

T —

Effective .
Theoriesin
Programming |
Practice -~

In-Depth.
Innovative.
Insightful.

Inspired by the need for high-quality
computer science publishing at the
graduate, faculty, and professional
levels, ACM Books are affordable,
current, and comprehensive in scope.

Title Lists Available
for Collection |
and Collection |l

Collection lll began
publishing May 2023

ASSOCIATION FOR
COMPUTING MACHINERY

For more information, please go to:
http://books.acm.org

1601 Broadway, 10th Floor
New York, NY 10019, USA
212-626-0658
acmbooks-info@acm.org



https://books.acm.org
mailto:acmbooks-info@acm.org

.II-II
| ﬂ'f*

Today’s Research
Driving Tomorrow’s
Technology

e

!!li 1

——

E—
-
N

For more information, please visit
https://libraries.acm.org/

or contact ACM at

dl-info@hqg.acm.org

The ACM Digital Library (DL) is the most
comprehensive research platform available
for computing and information technology
and includes the ongoing contributions of
the field’s most renowned researchers and
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Each year, roughly 20,000 newly published
articles from ACM journals, magazines,
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text contents of more than 550,000 articles.
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