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Herbert Bruderer ISBN: 979-8-4007-3191-4
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' Herbert Bruderer

This book presents “the digital age” as a central theme, covering digital transformation, social
media, artificial intelligence, autonomous drones and mobile robots as well as self-driving
vehicles. Among many other topics, the author also discusses quantum computers, DNA data
storage, 3D printing, and the power and influence of technology giants.

Amid the wave of digitization and the fascination with generative artificial intelligence, it is easy to
overlook the compelling world of analog technology. Hence the book also describes an extraordinary
array of largely forgotten objects: magnificent musical automatons, amazing picture clocks (with

and without musical movements), historical surveying instruments, superb astronomical clocks,
elaborate astrolabes and armillary spheres, instructive terrestrial and celestial globes, mechanical
looms, speaking and chess-playing machines, bead frames, counting boards, reckoning cloths, jetons,
numbering rods, pocket calculators, cylindrical slide rules, sectors and proportional compasses, cash
registers, differential analyzers, the German Enigma cipher machine and the Turing Bombe.

The work includes more than 500 illustrations (90% in color) from the fields of mathematics, computing,
astronomy;surveying, time measurement, and the construction of automatons. The objects under
discussion derive from Africa, America, Asia, Australia and Europe, in total from more than 20 countries.
This universally understandable book is accessible to anyone interested in the history of technology and
culture.

http://books.acm.org
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As the epidemics of
loneliness and social
isolation spread, people
are turning to AI-powered
chatbots with human-Like
features—digital humans—
to help ease the pain.

But research suggests
that, while these imaginary
friends can offer short-term
relief from loneliness,

they ultimately increase
social isolation, making
them poor substitutes for
real human companionship. Cover illustration by Peter
Crowther, using photo by Johner Images/Getty Images.
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Does Al Now Represent
a Paradigm Shift?

HE TERM ARTIFICIAL intel-
ligence (AI) was coined by
John McCarthy in 1955 in
preparation for a meeting at
Dartmouth College on “the
science and engineering of making in-
telligent machines.” Of course, specu-
lation on computing and intelligence
preceded that meeting. In a famous
1950 paper on “Computing Machin-
ery and Intelligence,” Alan M. Turing
asked, “Can machines think?” Even
earlier work in the 1940s examined ar-
tificial neural networks as mechanisms
for learning. We have come a long way
from those early days; today, massive,
multilayer neural networks allow us to
explore wide-ranging notions of AL
If paradigm shift can be interpreted
as ‘a change in the way things are done,’
it might be arguable that we are well
into a paradigm shift with the arrival of
usefully applicable AI. Machine learn-
ing (ML) has already proven its worth
using stable statistics to train multilayer
neural networks. Examples that come
to my mind include weather prediction,
protein-folding shape prediction, data-
center cooling control, and fusion plas-
ma stability control. With the develop-
ment of large language models (LLMs),
we are seeing ever more rich utility,
tinged perhaps with erroneous halluci-
nations, despite which, the outputs are
proving to be very useful in many ways.
Programming (coding) is one example,
although such outputs deserve consid-
erable scrutiny as to their accuracy and
safety. The vast amount of information
encoded in these models and their ca-
pacity to generate useful and apparently
comprehensive output sets the stage for
what I think can reasonably be called a

a Turing, A.M. Computing machinery and intel-
ligence. Mind 49 (1950), 433-460.

paradigm shift. I believe these models
have already started changing how we
work. The main point I want to make
is that the generality of these super-
large models, the remarkable quantity
of retrievable detail, and the capacity of
these systems to synthesize responses
to sophisticated requests represents a
watershed moment in computing.

I find itinteresting that so-called vibe
coding, in which a programmer succes-
sively iterates with an LLM using natu-
ral descriptive language to generate a
program satisfying the programmer’s
intent, is becoming a popular way to
produce software. Depending on the
software’s purpose, varying degrees of
scrutiny are advisable before relying
on the software to satisfy any particu-
lar function. In a low-risk application,
for example, generating a poem or per-
haps images for slides, scrutiny might
be lightweight—except perhaps for the
detection of copyright infringement. In
high-risk applications, such as invest-
ment transaction advice or medical
diagnosis and treatment, much more
scrutiny might be advisable.

I asked Google’s Gemini 3 model
whether LLMs represented a paradigm
shift. Gemini made these observations:

Traditional LLM Computing
Feature Computing  (2025)
Logic Boolean/ Probabilistic/
Deterministic  Statistical
Input Structured Natural Language/
Data/Code Multimodal
Instruction Explicit Prompting/
Programming Fine-tuning
Outcome  Predictable/  Emergent/
Repeatable Generative
Summary of the Shift

Given the remarkable scope of these
models, it seems reasonable to imag-
ine that some models might be special-
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cerf's up

ized to check for errors in the output of
other models. One could imagine train-
ing a model on software with identified
bugs to increase the likelihood that
mistakes could be detected. I suppose
one could go so far as to train against
known malware to increase the likeli-
hood that functional pollution is de-
tected. It strikes me as plausible that
this paradigm shift will create new
disciplines using these sophisticated,
specialized models as tools for work.
Just as webmasters grew out of the early
World Wide Web, prompt engineering
and other disciplines will emerge from
the rapid evolution and proliferation of
purpose-developed models.

It is also foreseeable that special-
ized training will lead to the use of
these models in a very broad range of
applications. Just as work in mechani-
cal disciplines (e.g., plumbing) is vastly
enabled by having the right tools, this
will surely be the case for specialized Al
models. At Google Deep Mind, the ex-
ploration of tools for creating tools us-
ing AlphaEvolve is well underway. Along
with this proliferation will be questions
about the reliability of the output from
these tools. Experience will eventually
lead to better assessments of the risks
of their use. The need for insurance
or waivers of liability may manifest as
these sophisticated tools are applied in
an infinite variety of ways. New uses of
tools intended for other purposes may
well be discovered—something we have
experienced in the past (e.g., a drug in-
tended for one purpose is discovered to
be useful treating a different condition).

Welcome to paradigm shift, 2026!

Vinton G. Cerf is vice president and Chief Internet Evangelist
at Google. He served as ACM president from 2012-2014.

This work is licensed under Creative
o Commons Attribution International 4.0.
© 2026 Copyright held by the owner/author(s).
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Embedding Security

into Business Processes

Alex Vakulov on preparing for cyberattacks before they happen.

v Building and
6 1 Implementing Cyber
.. ' Resilience Strategies
DOI:10.1145/3779575
https://bit.ly/40yH4GK

‘ ALEX VAKULOV

Today, every organization is vulnerable
to cyberattacks, and security incidents
should be seen as inevitable. Merely
defending your infrastructure is no
longer enough; what truly matters is its
resilience.

That means preparing for attacks
before they happen, managing risks
proactively, maintaining business con-
tinuity, and ensuring a rapid recovery
when incidents occur.

How can organizations move from
simply reacting to incidents to gaining
real control over threats? Let’s explore
practical approaches, from organi-
zational strategies to technical mea-
sures, that help embed security into
everyday business processes.

Understanding the Difference
Between Cybersecurity

and Cyber Resilience

The terms “cybersecurity” and “cyber
resilience” are often used interchange-
ably when describing corporate protec-

tion needs, but there is a key difference
between them.

Cybersecurity refers to the tradi-
tional set of measures focused on
identifying, preventing, and mitigat-
ing threats to digital assets. Cyber
resilience, on the other hand, repre-
sents the next stage in the evolution
of security. It’s a broader concept that
includes not only protection but also
preparation for potential attacks, pro-
active risk management, the ability to
maintain operations during incidents,
and rapid recovery afterward.

The difference between these two
approaches becomes clear when com-
paring their primary focus. Cybersecu-
rity aims to answer the question, “How

ey
Merely defending
your infrastructure

is no longer enough;
what truly matters is
its resilience.
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can we protect ourselves?,” while cyber
resilience addresses a more complex
challenge: “How can we keep operat-
ing even amid persistent, multi-vector
attacks?” This difference is important
for organizations that want not only to
reduce risks but also to keep their op-
erations running smoothly and steadi-
ly at all times.

Cyber resilience emphasizes proac-
tive threat management through busi-
ness impact analysis? (BIA) and the
use of threat intelligence® and threat
hunting® tools, strengthening systems
while maintaining their operability
during an attack.

Modern standards increasingly rec-
ognize the importance of both security
and resilience. NIST CSF 2.0¢ expands
the original Cybersecurity Framework
(CSF) with new governance and recov-
ery elements, helping organizations

a https://www.techtarget.com/searchstorage/
definition/business-impact-analysis

b https://cloudsecurityalliance.org/
blog/2022/11/23/how-to-use-threat-intelli-
gence-to-combat-targeted-attack

¢ https://www.securitymagazine.com/
articles/100676-how-threat-hunting-secures-
organizations-a-proactive-security-strategy

d https://nvlpubs.nist.gov/nistpubs/CSWP/
NIST.CSWP.29.pdf
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bridge toward resilience. ISO 27001
remains focused on establishing and
maintaining information security,
while ISO 22301 directly addresses
business continuity and the handling
of disruptions. Specialized approaches
such as the MITRE Cyber Resiliency
Engineering Framework® provide prac-
tical methodologies for designing and
implementing cyber-resilient systems.

Practical Framework for

Building Cyber Resilience

Currently, there is no unified standard
for managing cyber resilience. Al-
though many vendors offer their own
solutions and some general standard-
ization efforts are underway, a clear
and consistent framework hasyet to be
established. As a result, organizations
are forced to develop their own meth-
ods based on internal priorities and
interpretations.

The main challenge is that cyber-
attacks have become unavoidable
and frequent. Traditional protective
measures alone are no longer suffi-
cient to fight modern threats. Another
problem is the lack of coordination
between IT, information security, and
business units. This disconnect cre-
ates gray areas where responsibilities
overlap or are unclear: IT manages
data retention, backups, recovery, and
data verification, while information
security focuses on threat prevention
and mitigation. The result is fragment-
ed and uncoordinated efforts.

An effective approach to cyber re-
silience should be based on BIA and
risk assessment, not just regulatory
requirements. Implementing this ap-
proach usually involves several key
stages.

First, itis crucial to analyze business
priorities, identify critical services and
their interdependencies, and evaluate
the potential impact of disruptions.

Next comes analytical scenario
modeling, which involves identifying
potential attacker motivations and the
most likely attack vectors.

Building on the insights from the
first two stages, organizations can se-
lectively strengthen security mecha-

e https://www.mitre.org/news-insights/publica-
tion/cyber-resiliency-engineering-framework

f https://www.ciotech.us/data-retention-best-
practices/

ey
Core principles such
as threat analysis,
incident response
planning, and regular
audits remain largely
unchanged.

nisms along critical paths and, using
the identified attack scenarios, de-
velop targeted response and recovery
plans for specific threats.

The final stage focuses on verify-
ing the effectiveness of these plans
through tabletop exercises and cyber
simulations that engage the entire
team, not just key personnel.

In practice, however, its implemen-
tation largely depends on the organi-
zation’s maturity, scale, and specific
infrastructure characteristics. The
main difference lies in the level of
detail: As a company grows, its infra-
structure becomes more complex, the
number of stakeholders increases,
and each stage of analysis requires
greater depth.

In small organizations, identify-
ing critical services is relatively quick,
while in large enterprises, the process
may involve analyzing hundreds of in-
terconnected operations. Likewise, the
scope of security measures varies—
from basic hardening of key systems
to multi-layered protection across dis-
tributed environments.

At the same time, core principles
such as threat analysis, incident re-
sponse planning, and regular audits
remain largely unchanged across all
organizations. The difference is in how
thoroughly they are implemented and
how many resources are needed.

Integrating Cyber Resilience

with IT and Security Processes

To be truly effective, cyber resilience
needs to work hand in hand with exist-
ing IT and security processes.

» Risk Management and Asset In-
ventory. Effective risk management
begins with identifying the key assets
and processes that are critical to busi-

blog@cacm

ness continuity and prioritizing their
protection. An asset inventory helps
pinpoint which systems and services
need greater resilience while tracking
the overall health of the network. This
should be an ongoing process rather
than a one-time exercise.

Risk assessments should evaluate
not only the likelihood of potential
threats but also their possible impact
on the business. Using quantitative
metrics alongside qualitative analysis
provides a more accurate picture of
overall risk. Categorizing assets by im-
portance helps focus protection efforts
on the most critical components.

» Penetration Testing. Cyber resil-
ience involves more than just detect-
ing threats; it also means preparing for
their potential consequences. Insights
from threat hunting and ongoing Dark
Web monitoring can improve detection
and shape redundancy and failover
plans for critical systems. Attack simu-
lations, including penetration testing®
and red-team exercises," help test how
well systems continue to function even
after a successful breach.

» Vulnerability Management. Be-
cause not all vulnerabilities can be ad-
dressed immediately, cyber resilience
focuses on minimizing their impact.
This requires collaboration to priori-
tize remediation based on business
risk and to implement layered safe-
guards, such as network segmenta-
tion, secure remote access through
VPN, reliable backup' infrastructure,
and Web application firewalls.

» Continuous Monitoring and In-
cident Response. Again, cyber resil-
ience is about more than detecting at-
tacks quickly; it’s also about keeping
operations running during and after
an incident. Achieving this requires
automating response actions, such as
switching to backup systems, align-
ing response procedures with busi-
ness continuity and disaster recovery®

g https://cloudsecurityalliance.org/
blog/2023/06/16/pentesting-the-missing-
piece-in-your-security-puzzle

h https://builtin.com/articles/what-is-red-team-
ing

i https://cacm.acm.org/blogcacm/are-you-con-
fident-in-your-backups/

j https://www.cloudflare.com/learning/ddos/

glossary/web-application-firewall-waf/
k https://cacm.acm.org/blogcacm/a-guide-to-
managed-backup-and-disaster-recovery/
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plans, and performing post-incident
analyses to assess and improve effec-
tiveness.

» Testing and Recovery. Combin-
ing cyber exercises with recovery pro-
cesses makes both more effective. For
example, penetration testing can be
complemented by testing disaster re-
covery mechanisms to confirm that
restoration deadlines are met and that
the infrastructure functions properly
after an incident.

In general, organizations should
regularly perform fault-tolerance test-
ing and recovery drills to evaluate how
quickly and effectively systems can re-
turn to normal operations.

Integrating Cyber Resilience
with Security Tools
Cyber resilience requires a multi-lay-
ered approach that brings together
various security solutions. At the op-
erational level, this includes endpoint
detection and response,' vulnerability
management, network microsegmen-
tation, and disaster recovery capabili-
ties. Tactical protection is achieved
through penetration testing and red-
team exercises, while the strategic
level focuses on automation and the
use of robotic process automation™ to
enhance efficiency and response.

Governance, risk, and compli-
ance” (GRC) platforms are essential
for strengthening cyber resilience by
combining risk management with reg-
ulatory compliance. Their key features
include centralizing risk oversight and
asset assessment, guaranteeing com-
pliance with data privacy laws such as
GDPR, and overseeing financial con-
trols under Sarbanes-Oxley.°

GRC systems automate the entire
incident management cycle, from log-
ging and response coordination to
task assignment, such as managing
recovery after a ransomware attack.
Once an incident is resolved, these sys-
tems help analyze the effectiveness of
the response and adjust processes ac-

1 https://www.crowdstrike.com/en-us/cyberse-
curity-101/endpoint-security/endpoint-detec-
tion-and-response-edr/

m https://www.cio.com/article/227908/what-is-
rpa-robotic-process-automation-explained.
html

n https://aws.amazon.com/what-is/grc/

o https://en.wikipedia.org/wiki/
Sarbanes%E2%80%930xley_Act
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cordingly. As aresult, GRC solutions re-
duce routine workloads, minimize hu-
man error, and improve transparency
in compliance management.

Cyber Resilience Is a Shared
Business Responsibility

Cyber resilience is not only a technical
task, but also a mindset that drives a
business. Organizations need to clear-
ly define key requirements, such as
acceptable recovery times for critical
systems, and proactively develop alter-
native operational scenarios to ensure
continuity in the event of disruptions.

The business serves as both the
customer and the investor in cyberse-
curity, since it ultimately determines
how resources are allocated. Security
specialists are responsible for dem-
onstrating the potential consequenc-
es of inaction, while management
must decide whether to consciously
accept the risks or take measures to
reduce them.

A key factor in achieving cyber re-
silience is the active involvement of
all business units at every stage of the
process. Setting requirements and
monitoring their implementation is
relatively straightforward, but true col-
laboration goes further—it involves
supporting and participating in con-
tinuity testing, even when that means
working outside regular hours.

Comprehensive Strategy
Cyber resilience is a strategic busi-
ness priority that goes beyond tradi-
tional cybersecurity. While cyberse-
curity focuses on protecting data and
infrastructure, cyber resilience takes
a broader approach. It includes proac-
tive risk management, the develop-
ment of response plans, and measures
to ensure business continuity.
Effective protection comes from
combining both approaches: aligning
IT and business processes and con-
ducting regular system audits. This
comprehensive strategy not only re-
duces the likelihood of attacks but also
minimizes their impact, helping orga-
nizations maintain stable operations
amid an evolving threat landscape.

Alex Vakulov is a cybersecurity researcher with more
than 20 years of experience in malware analysis and
strong malware removal skills.

© 2026 Copyright held by the owner/author(s).
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Chris Edwards

The Impersistence

of Memory

How much is memory worth to an algorithm?
Recent work has shown it is a lot less than you might expect.

HEN RYAN WILLIAMS
plugged a novel tech-
nique developed to test
the bounds of a key part
of complexity theory
into his own framework, he found the
result hard to believe. The Massachu-
setts Institute of Technology (MIT)
computer scientist had expected to
reduce the memory space needed by a
vast range of algorithms, but not to the
degree it did.

One longstanding assumption
about the complexity of computer
programs with predictable runtimes
is how much memory they need rela-
tive to the number of steps or time
they take to complete. Two complex-
ity classes that theoreticians believe
capture this relationship are P and
PSPACE. The former is the collection
of programs that complete in a poly-
nomial number of steps, based on
the number of data elements the al-
gorithm needs to process. Complex-
ity theorists do not see the two sets as
being identical. But it was, up to this
point, also a reasonable assumption
they might not be all that different.

“Imagine a computation that pro-
duces a new bit of information in every
step, based on the bits that it has com-

puted so far. Over ¢ steps of time, it may
generate up to ¢t new bits of information
in order to reach the final result,” Wil-
liams explained.

Take a large logic circuit, where bits
can flow arbitrarily from the inputs to
a final set of output gates. It seems rea-
sonable to assume you would need to
collect most, if not all, the intermedi-
ate states to be sure of computing the
correct result. Other memory-efficient
programs may need far more time to
complete than will fit into P.

What Williams found shocking
about his result, which was the first to
move the apparent bounds of PSPACE
to a significant degree in decades, is
how big the difference seems to be.
Rather than paring the total storage
down to something like t/log ¢, which
seemed likely, he wound up with a re-
sult for memory usage that was a little
more than the square root of ¢.

“It seemed beyond belief that every
complex computation could some-
how be reimplemented to use a much
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smaller amount of space than time,”
Willams said.

The result may have indicated the
way to new approaches to determin-
ing what separates P and PSPACE. To
make the novel proof work, the MIT
researcher began with logic-type cir-
cuits, processing them on a multitape
Turing machine. The idea was to build
an approach in which the algorithm
will resort to recomputing intermedi-
ate results, rather than just storing ev-
ery partial result for possible later use.
He then conceptually divided the tapes
into blocks of execution, each block cor-
responding to a small tree of a larger
branching program. The sub-trees con-
nect when a result in one block affects
another to build a chain of execution
that passes the minimum amount of
data needed between blocks.

The multitape Turing machine made
this an effective strategy because it is
possible to organize the processing in
blocks without demanding the pro-
gram explicitly store its progress. For
that reason, only some types of prob-
lems with highly predictable execution
paths are likely to see the space savings
of this technique if implemented on
more conventional computers that of-
fer random memory access.

Into this framework, Williams
plugged a breakthrough result for eval-
uating tree-like circuits published last
year® by independent researcher James
Cook and postdoctoral researcher Ian
Mertz at Charles University in the
Czech Republic. The algorithm was de-
vised as a strategy for separating P
from the smaller LOGSPACE memory-
space complexity class. That is a class
of algorithms with data requirements
that grow only logarithmically with
the number of data inputs. Ironically,
the pair’s work in effect pushed them
closer together, in contrast to Wil-
liams’ results with P versus PSPACE.

Tree-evaluation starts from its
leaves to work out the value at each node
progressively until it reaches the root. It
seemed reasonable when Cook’s father
and colleagues devised tree evaluation
that the memory needed for it compris-
ing at least as many nodes as the tree’s
depth, plus an additional set of slots to
hold temporary values from the evalu-
ation of each sub-branch. If that had

a 2024

been the case, it would not fit into LOG-
SPACE. Cook and Mertz did not reduce
the space usage that far. But further im-
provement would need to remove just
one small, logarithmic factor to get it
past the threshold.

“At a very high level, we know that
LOGSPACE and PSPACE are different
classes and that P is sandwiched in the
middle,” said Ramprasad Saptharishi,
faculty member of the Tata Institute of
Fundamental Research in India. “In a
sense, anything that seems to push P
closer to the LOGSPACE in our mental
picture also pushes P and PSPACE fur-
ther apart.”

Cook and Mertz built their novel
approach using ideas from the rela-
tively unexplored world of catalytic
computing, an approach developed a
little over a decade ago by a team led
by Harry Buhrman, group leader of
the algorithms and complexity group
at the Center for Mathematics and In-
formatics (CWI) in the Netherlands
before joining quantum-computing
startup Quantinuum as chief scientist
in 2023.

Catalytic computing lets programs
employ memory already used for an-
other purpose, as long as they make no
permanent changes to the values in the
borrowed memory. Using this catalytic
tape leads to dramatic reductions in
memory usage. A key element of cata-
Iytic computing, known as a register
program, harks back to a classic com-
puting optimization for swapping two
registers with no need for a third using
a sequence of exclusive-OR operations.
Using reversible operations for values
not needed long-term and tactically re-

ey
It seemed beyond
belief that every
complex computation
could somehow be
reimplemented to

use a much smaller
amount of space

than time.
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calculating them instead when needed
delivered the groundbreaking result.

The work underlines one of the so-
cial aspects of mathematics and theo-
retical computer science: ordering can
be important. Williams argues that
without the Cook and Mertz work, his
own advance might not have had nearly
the same startling outcome, perhaps
even suggesting limited value in try-
ing to show how far the upper bounds
of PSPACE might go. Instead, it seems
there might be scope in going even fur-
ther, though this may be well short of
the dream of a proof that definitively
separates P from PSPACE.

“I'would not be surprised if someone
gets an even better result than square-
root ¢,” said Cook.

Mertz added, “I expect to see prog-
ress with both catalytic and non-cata-
lytic techniques.”

Applications are perhaps more re-
mote. Memory limits do not affect
most programmers the way they did in
the early days of computing, when they
used all manner of tricks to make an
algorithm fit into just a few kilobytes
of RAM. However, Williams said the
techniques might prove to be a way for
programmers to add a little more life to
ancient machines.

“This result shows that we could
teach old hardware new tricks. Every
time-efficient computation can be re-
implemented to run on computers with
significantly less memory, even if the
re-implementation takes longer to com-
plete,” Williams said.

Another memory-restricted environ-
ment is quantum computing. There
are obvious commonalities with quan-
tum computing, as the domain uses re-
versible operations extensively and qu-
bits are difficult to implement at scale.
In more recent research, Mertz has
investigated the prospects for similar
catalytic techniques in that space with
Buhrman and several other research-
ers. But the effort so far has encoun-
tered more limitations than in the
classical world, not least because of the
problem of maintaining the catalytic
tape’s integrity where error correction
is amajor challenge.

“All we could do is say how not-pow-
erful it is,” Mertz said of the findings so
far. It may even be the case, he added,
that catalytic computing turns out to be
strong enough in the classical domain



to simulate operations in the quantum
world efficiently.

The growing energy demand of com-
puting may provide a different incentive
for borrowing register programs from
catalytic computing. Main memory ac-
cesses are expensive not just in terms
of latency but also power consumption.
Restricting simple algorithms to use
small areas of local memory allocated
for other temporarily inactive tasks may
deliver some power savings compared
to letting temporary results spill out of
DRAM with power-hungry transfers.
However, one major problem lies in
the technique’s “disregard for memory
safety,” Saptharishi pointed out.

Catalytic computing’s future could
lie in another property that is helping
to shed light on other problems in theo-
retical computer science: how to take
algorithms that rely on randomness and
build more deterministic versions. In
more recent work, Mertz, together with
Aryan Agarwala of the Max-Planck Insti-
tute for Informatics in Germany, began
a derandomization of bipartite match-
ing, a key algorithm used for scheduling
tasks that today rely on non-determinis-
tic approaches. The catalytic-computing
approach relies on an approach that har-
nesses the randomness buried in any
prefilled memory. This works by com-
pressing any data that is amenable to it
until the contents have no discernible
pattern and are effectively random. The
work revealed an algorithm that packs
the memory needed into a far smaller
number of bits than expected. It points
to the possibility that, like tree evalua-
tion, a fully derandomized algorithm
would only need a logarithmic number
of bits for a problem that, like tree evalu-
ation, was once thought to need far more
memory. Saptharishi said this type of
work could mark the first step in tak
ing bipartite matching and other algo-
rithms towards full derandomization.

A curious aspect of catalytic comput-
ing lies in the apparent dissimilarity of
its two key techniques. “In terms of in-
terplay, they seem misaligned with each
other,” Mertz noted. “One is oblivious to
the contents. And the other depends on
the contents of the catalytic tape.” How-
ever, Cook added, most work so far that
uses the embedded randomness also
relies on register-program techniques.

“We've been trying to figure out
whether these are the only two things

]
The growing energy
demand of computing
may provide a
different incentive for
borrowing register
programs from
catalytic computing.

we can do. So far, we don’t know any
algorithms that look substantively dif-
ferent from either of them,” Mertz said.

For the moment, catalytic comput-
ing is a relatively small space in terms
of theoretical computer science re-
search. Yet recent results, not least the
two breakthrough papers, have brought
more collaboration to the field. “Inter-
est has exploded in the past two years,”
said Mertz. “But we need to find practi-
cal uses at some point.”

At the same time, the interest in
this work may help accelerate progress
in separating P from PSPACE, as well
as shedding light on other complexity
classes, as computer scientists gain a
better understanding of how much they
can cut memory overhead, if not time.
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Chris Edwards is a Surrey, U.K.-based writer who reports
on electronics, IT, and synthetic biology.
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CONSIDERING COMPUTER-
MEDIATED COMMUNICATION
) . Nicole Ellison

4 is the Karl E.
Weick
Collegiate

S professor in the
| School of

Information at
the University of Michigan.

Ellison earned an
undergraduate degree
in English from Barnard
College and received her
master’s and Ph.D. degrees
in Communications from
the University of Southern
California’s Annenberg School
for Communication and
Journalism.

After obtaining her Ph.D.,
Ellison joined the faculty at
Michigan State University.

She moved to the University of
Michigan in 2013.

Ellison’s research explores
social and interpersonal
aspects of online technologies
and computer-mediated
communication. This includes
self-presentation in online
dating, social media’s impact on
college access for low-income
and first-generation students,
and how social media platforms
enable users to share support
within their networks.

She now focuses on the role
of AI and algorithms in shaping
fundamental social insights,
“exploring how algorithmic
recommendations and AI-
augmented messages shape our
understanding of our identity
and our social relationships.”
She cited the Algorithmic
Crystal she co-developed that
looks at how TikTok users
experience facets of their
identity reflected back at them
via the platform’s communities.

Her research includes
studying people’s relationships
with AI companions and
examining how Al-generated
social media signals affect
perceptions of authenticity and
significance.

Ellison sees significance in
how AI shapes communication,
relationships, and social
support. “By studying this, we
can gain deeper insight into
how technology influences our
understanding of ourselves and
interpersonal connections.”

—John Delaney
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Samuel Greengard

Is There an End to
Forever Chemicals?

Although toxic, PFAS compounds are used to create more than 39,000 electronic components.
They can persist in the environment (and the human body) for years.

EMICONDUCTORS POWER THE
modern world. They are
inside everything from
phones and gaming con-
soles to refrigerators and

automobiles. Yet somewhere between
convenience and productivity lies
an unpleasant truth: manufactur-
ing these devices requires a group of
chemicals called PFAS,* which go by
the formal name per- and polyfluoroal-
kyl substances.

Some PFAS compounds are toxic,
and they are extraordinarily difficult
to destroy. As a result, these chemicals
wind up in water, air, soil and crops.”
Not surprisingly, they also find their
way into the fatty tissue of animals, in-
cluding humans, where they may cause
cancers® and metabolic disorders.?

“PFAS have been termed ‘forever
chemicals’ because they are resistant
to breaking down, and some of them
can circulate through the human body
for years,” said Erin Baker,* an asso-
ciate professor in the Department of
Chemistry at the University of North
Carolina at Chapel Hill.

It is a growing cause for alarm. To-
day, more than 15,000 PFAS are used
to produce upward of 39,000 electronic
components.® This includes semicon-
ductors, wires, cables, batteries, resis-
tors, and printed circuit boards. Find-
ing safe and affordable replacements
for these compounds is extraordinari-
ly difficult. All while demand for high
performance chips continues to rise.

“Semiconductor manufacturers are

a https://www.epa.gov/pfas/pfas-explained

b https://www.slenvironment.com/blog/manag-
ing-impact-of-pfas-farm-contamination

¢ http://www.c8sciencepanel.org/pdfs/Prob-
able_Link_C8_Thyroid_30Jul2012.pdf

d https://www.sciencedirect.com/science/ar-
ticle/abs/pii/S0048969724033047?dgcid=coau
thor#s0040

e https://www.siliconexpert.com/blog/6-pfas-
electronics-statistics/
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aware of the concerns and motivated
to act, but they also aren’t willing to
risk their technological leadership or
produce inferior products,” said An-
drew Chien, a professor of computer
science at the University of Chicago
and a senior scientist at Argonne Na-
tional Laboratory. “There doesn’t seem
to be any easy fix for this problem.”

Toxic by Design

PFAS are not a recent invention. In the
late 1930s, scientists for the Manhat-
tan Project discovered that certain
chemicals provided superior insu-
lation capabilities. Since the 1950s,
manufacturers have used PFAS in a
wide range of products, including non-
stick cookware,’ clothing, carpeting,
furniture, firefighting foam, and food
packaging. The appeal is simple: This
group of compounds are fire-resistant,

f https://www.euronews.com/
green/2024/04/05/france-moves-to-ban-forev-
er-chemicals-in-products-but-lobbyists-fight-
to-keep-nonstick-pan
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waterproof, and stain-repellent. “PFAS
are extraordinarily stable. They are ide-
al for producing many things,” Chien
said.

In the electronics industry, PFAS
play a pivotal role in manufacturing
high-performance chips that are resis-
tant to heat and chemical degradation
(PFAS aren’t in chips; they are a waste
product resulting from the manufac-
turing process). These substances are
essential for photolithography and
dry etching; they allow chip makers to
craft intricate designs by precisely con-
trolling material removal and deposi-
tion. In addition, PFAS appear in clean-
ing products and infrastructure, where
they serve lubricants, heat transfer flu-
ids, and stable processing gasses.

The problem is how to dispose of
PFAS waste, which may exceed one
million metric tons (1 megatonne) an-
nually.# Assembling accurate numbers
for the semiconductor industry is next

g https://pmc.ncbi.nlm.nih.gov/articles/
PMC8902460/
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to impossible because chip makers use
numerous processes and rely on many
different PFAS, but a report" from
global sustainability firm ADEC Inno-
vations found that 5% to 25% of PFAS
used in electronics manufacturing
find their way into the environment.

Amid mounting pressure from reg-
ulators, environmental groups, inves-
tors, and the public, the electronics
industry has begun phasing out some
of the most hazardous PFAS com-
pounds. These include so-called long-
chain molecules, which consist of six
or more perfluorinated carbon atoms.
These structures tend to be more bio-
accumulative and toxic. “They like to
stick to organic tissue, and they are
found in the blood,” Baker explained.
“When we examine animals, we see
PFAS bio-accumulation in everything
from fish filets in North Carolina to
polar bears in the Arctic. We even see
it in human breast milk.”

But short-chain PFAS also present
risks. “They are actually more diffi-
cult to eliminate than the long-chain
varieties,” said Jinyong Liu, an asso-
ciate professor in the Chemical Envi-
ronmental Engineering Department
at the University of California, River-
side. The reason? “In general, long-
chain molecules contain relatively
weak carbon bonds. As you shorten
the chain, the weak bonds disappear,”
he explained.

Short-chain PFAS are also challeng-
ing to treat because most destruction
technologies depend on reactions that
occur with solid-water or gas-water in-
terfaces, Liu explained. On the other
hand, long-chain PFAS naturally mi-
grate to the boundaries between these
surfaces, where they are more suscep-
tible to destruction.

In practical terms, this means
short-chain PFAS are even more diffi-
cult and expensive to eradicate from
the environment. While the semi-
conductor industry touts short-chain
PFAS as a safer alternative—in part
because they tend to accumulate in
animals and humans at lower levels
and they possess shorter halflives
than long-chain PFAS—they still pose
serious toxicity risks. Moreover, many

h https://www.adec-innovations.com/wp-
content/uploads/2023/10/PFAS_ebook2023.
pdf?utm_source=chatgpt.com

R
When we examine
animals, we see PFAS
bio-accumulation

in everything from
fish filets in North
Carolina to polar
bears in the Arctic.

aren’t yet as heavily regulated because
they aren’t as well understood as long-
chain PFAS.

The situation is changing. In April
2024, the U.S. Environmental Protec-
tion Agency (EPA) finalized enforce-
able drinking water standards' for six
PFAS compounds: PFOA, PFOS, PFNA,
PFBS, PFHxS, and GenX. The new
rules require public water systems to
reduce concentrations to near zero—4
parts per thousand (PPT) for PFOA
and PFOS—within five years. Initial
monitoring will begin in 2027, with
enforcement rolling out in phases. In
addition, a dozen states—including
Alaska, California, Colorado, Hawaii,
Oregon, Maryland, and Minnesota—
have established rules and restrictions
for certain PFAS compounds.

Regulators in the European Union
(EU) have taken an even tougher stance
on forever chemicals. The EU already
restricts® the use of certain PFAS in
consumer textiles, food packaging,
cosmetics, firefighting foam, and other
products. In addition, five EU countries
(Denmark, Germany, the Netherlands,
Norway, and Sweden) have proposed'
comprehensive PFAS restrictions that
could span as many as 10,000 PFAS
compounds, with exemptions only for
the most essential uses.

Although stepped up regulation
is likely to reduce forever chemical
hazards, it’s unclear exactly what the

i https://www.epa.gov/sdwa/and-polyfluoroal-

kyl-substances-pfas

https://www.saferstates.org/priorities/pfas/

k https://ec.europa.eu/commission/presscorn-
er/detail/en/ip_24_4763

1 https://chemtrust.org/.well-known/
sgcaptcha/?r=%2Funiversal-pfas-restriction&y
=ipr:84.239.45.17:1747152354.129
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impact will be. What’s more, in the
U.S. the EPA has sent mixed signals
related to PFAS use by the semiconduc-
tor industry. While it has publicized™
its efforts to restrict the use of forever
chemicals, the Guardian reported” in
December 2024 that it also was fast-
tracking new PFAS chemicals used by
the semiconductor industry.

“Many companies have vowed to
switch the PFAS chemicals they use to
manufacture products,” Baker said.
“The problem is that if a substance
gets phased out, they switch to another
PFAS compound that may eventually
be deemed toxic. There’s a vast uni-
verse of PFAS chemicals that haven't
undergone toxicity testing.”

Chemical Reactions

Amid all the uncertainty, the chip in-
dustry knows it must adapt—without
compromising chip quality or pric-
ing. Imec, an independent research
arm of the semiconductor industry, is
now focusing some of its R&D efforts
on replacing the most harmful chemi-
cals.’ “The most efficient time to intro-
duce a change is before it is released to
manufacturing,” said Emily Gallagher,
program director for Sustainable Semi-

m https://www.epa.gov/system/files/docu-
ments/2024-12/prepubcopy_{rl-7906-
02-ocspp_fr_doc_aa_esignature_veri-
fied_2024-12-03.pdf

n https://www.theguardian.com/us-
news/2024/dec/19/epa-pfas-approvals-
semiconductors?utm_source=chatgpt.com

o https://www.semi.org/en/ehs_PFAS/PFAS_in_
Semiconductor_Mfg

R
“The most efficient
time to introduce

a change is before
itis released to
manufacturing.”

conductor Technologies and Systems
at IMEC.

One area of interest for Imec is ad-
vanced photoresists used in EUV li-
thography. The institute is currently
working with semiconductor industry
suppliers to identify and test PFAS-
free substitutes. It also is looking for
ways to reduce PFAS chemicals in cov-
er DUV resists, underlayers, and rins-
es—along with semiconductor waste
streams. The objective, Gallagher
said, is to better measure and control
long-term contamination without dis-
rupting highly optimized manufac-
turing processes.

Individual companies are also ex-
ploring ways to reformulate, substi-
tute, or eliminate PFAS. For example,
IBM is using artificial intelligence to
identify PSAS alternatives. Its plat-
form, MatGFN-PFAS, taps generative
flow networks and chemical language

p https://research.ibm.com/publications/matg-
fn-pfas-an-ai-driven-approach-for-toxic-pfas-
replacement

models to engineer molecules that
maintain the desirable properties of
PFAS while reducing or eliminating
toxicity. So far, the company has iden-
tified more than 6,000 molecules that
eventually could serve as replacements
for PFAS in chip photolithography.

Yet transitioning from the lab to
the fab is a slow and costly process. It
can require retooling as well as a com-
plete reengineering of manufacturing
processes. In some cases, there are no
alternatives to current processes;? the
laws of chemistry and physics require
PFAS. Imec’s Gallagher pointed out
that the goal isn’t so much to go ‘green’
(“the semiconductor industry is not en-
vironmentally friendly,” she stated)—
it’s to reduce its environmental im-
pact, including hazards. “Restrictions
are a strong motivator for promoting
global alignment,” she said.

In fact, the transition to safer chem-
icals is a long and complicated path,
Chien said. “Right now, there are no
obvious replacements for most PFAS
chemicals and making progress is dif-
ficult.” Semiconductor firms, while
motivated to show they are working to
reduce or eliminate PFAS, also don’t
want to destroy their competitive edge.
“There are a number of industry initia-
tives underway, but they have so far not
uncovered any easy pathway to elimi-
nate the use of PFAS,” he noted.

q https://www.semiconductors.org/wp-content/
uploads/2023/04/Impact-of-a-Potential-
PFAS-Restriction-on-the-Semiconductor-Sec-
tor-04_14_2023.pdf

Milestones

ACM Honors 2025 Distinguished Members

ACM has named 61 new Distin-
guished Members. All the 2025
inductees are registered mem-
bers and were selected by their
peers for significant technical
achievements and/or volunteer
service.

“We see the annual an-
nouncement of a new class of
Distinguished Members as one
of our most important events
and an excellent way to cap off
the year,” said ACM President
Yannis Ioannidis. “It’s our op-
portunity to recognize comput-
ing innovators whose efforts

and creativity underpin the
technologies that shape our
world. And for those new Distin-
guished Members who are being
recognized for their service,
we’re underscoring that our
field depends on colleagues who
volunteer their time to serve the
greater good. From conference
organizers to editorial board
members of ACM journals and
computer science curriculum
developers, these peers support
the community that benefits us
all. In many ways, becoming an
ACM Distinguished Member is
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only a milestone towards greater
achievements. We’re excited to
see how these leaders will con-
tinue to shape our increasingly
digital society.”

The 2025 ACM Distinguished
Members (listed at https://bit.
ly/4pGKL3o0) work at leading
universities, corporations,
and research institutions in
Australia, Belgium, Canada,
Chile, China, Germany, India,
Korea, Mexico, New Zealand,
Portugal, Singapore, Switzer-
land, the United Kingdom, and
the United States. This year’s

Distinguished Members are
cited for contributions in a wide
range of computing research
areas including AI for health-
care, computing education, data
management, human-computer
interaction, mobile computing,
networked systems, security,
software, sustainability, and
numerous other areas.

The ACM Distinguished
Member program recognizes up
to 10% of the worldwide ACM
membership for their technical
achievements and/or service to
the field.



Path to Destruction

Scientists are attacking forever chemi-
cals on another front: neutralizing or
destroying them before they enter the
environment. At present, manufactur-
ers rely on a handful of methods to dis-
pose of PFAS. These include carbon fil-
tering, high-temperature incineration,”
hazardous waste landfills, and waste
injection wells.*

However, none of these options
are ideal. Because the carbon-fluoride
bonds in PFAS are chemically stable
and resistant to combustion, incom-
plete incineration can result in a di-
rect release of toxins into the environ-
ment.'Researchers found thateven ata
temperature of 850 degrees Celsius, 1%
of the PFAS aren’t destroyed."

Hazardous waste landfills and
waste injection wells do nothing to de-
stroy the chemical bonds, and there’s
an ongoing risk of forever chemicals
leaching into aquifers and contaminat-
ing drinking water—even when these
facilities are managed properly. Add-
ing to the concern is the fact that most
conventional water treatment facilities
aren’t equipped to remove PFAS.Y

Getting to a viable destruction
solution is extraordinarily difficult.
Emerging technologies span a broad
and experimental set of approaches,
including bioremediation (such as
using bacteria to degrade PFAS com-
pounds), electrocoagulation, foam
fractionation, sonolysis, photocataly-
sis, mechanochemical, electrochemi-
cal degradation, and using beams of
electrons and plasma.” However, a
group of Australian researchers who
examined these techniques found
that while some show potential in the
laboratory or limited success in ac-
tual use, they currently trend toward
expensive and ineffective.®

r https://www.epa.gov/sites/default/
files/2019-09/documents/technical_brief_
pfas_incineration_ioaa_approved_final_
july_2019.pdf

s https://www.epa.gov/system/files/docu-
ments/2024-04/fact-sheet-epa-pfas-destruc-
tion-and-disposal_0.pdf

t Ibid

u https://www.sciencedirect.com/science/ar-
ticle/abs/pii/S0048969724028055

v https://pubmed.ncbi.nlm.nih.gov/35217058/

w https://www.sciencedirect.com/science/ar-
ticle/pii/S2949919424000694

x https://www.sciencedirect.com/science/arti-
cle/abs/pii/S0048969722007616?via%3Dihub

ey
Right now, there

are no obvious
replacements for
most PFAS chemicals,
and making progress
is difficult.

“We do not have a single method
that will work for all of the PFAS mol-
ecules ... so when we study PFAS deg-
radation, the important thing is to
match the right technology with the
right PFAS to ensure that they’re ac-
tually destroyed,” Liu explained. He
is exploring ways to use UV radiation’
and oxidation” to break carbon-flu-
oride bonds and destroy PFAS mole-
cules. Yet it isn’t clear which technol-
ogy or combination of technologies
will prove best suited to the semi-
conductor industry, which “produces
wastewater with a broader set of PFAS
and other chemicals than other in-
dustries,” he noted.

One company at the forefront of
PFAS destruction is Switzerland-based
Oxyle. It has developed a modular so-
lution that handles site remediation,
groundwater cleanup, and industrial
wastewater treatment for long-chain,
short-chain, and ultra short-chain
PFAS. The system uses reduction and
oxidation processes to degrade chal-
lenging PFAS into harmless mineral
byproducts such as carbon dioxide
and fluoride. Oxyle reported up to
99.8% removal for 11 different PFAS
compounds, including 98% of some
short-chain PFAS.*

“We come at the end of the pipe-
line,” said Oxyle co-founder and CEO
Fajer Mushtaq. “After solids and sol-
vents are removed, we handle what’s
left: concentrated PFAS waste that
other systems can’t treat effectively.”

y https://pubs.acs.org/doi/10.1021/acs.
est.1c07608

z https://pubs.acs.org/doi/10.1021/acs.
est.1c00353

aa https://oxyle.com/oxyle-raises-16m-to-lead-
the-fight-against-the-forever-chemicals-con-
taminating-our-water

Nnews

Oxyle’s scalable technology integrates
monitoring and remediation process-
es with existing infrastructure. “It’s
effective for a broad range of PFAS
compounds in a wide array of condi-
tions,” Mushtaq said.

While semiconductors account for
only a fraction of overall PFAS use—
likely in the low single-digit percent-
ages—they are among the most re-
liant on PFAS for performance and
precision, making the sector one of the
most challenging to reform. “We have
to identify compounds that deliver the
properties of PFAS chemicals without
the toxicity and health hazards,” Chien
said. “It may take decades to eliminate
forever chemicals, but the industry
cannot afford inaction.”

Further Reading
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Advances in bioremediation strategies for
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Environmental Health 3, 1, (January 2025);
https://www.sciencedirect.com/science/
article/pii/S2949919424000694

Leung, S.C.E. et al.

Emerging technologies for PFOS/

PFOA degradation and removal: A

review. Science of the Total Environment
827 (25 June 2022); https://www.
sciencedirect.com/science/article/abs/pii/
S0048969722007616?via%3Dihub

Liu, Z etal.

Accelerated degradation

of perfluorosulfonates and
perfluorocarboxylates by UV/sulfite +
iodide: Reaction mechanisms and system
efficiencies. Environmental Science &
Technology 56, 6. (February 28, 2022);
https://pubs.acs.org/doi/10.1021/acs.
est.1c07608

Ober, C.K., Kafer, F., and Deng, J.

Review of essential use of fluorochemicals
in lithographic patterning and
semiconductor processing. J. of Micro/
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21, (March 2022); https://bit.ly/4pcuBK6
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abs/pii/S0048969724033047

Samuel Greengard is an author and journalist based in
West Linn, OR, USA.
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Emma Stamm

The Future Is Reversible

A decades-old idea could fuel innovation for years to come.

ODAY’S LEADING TECHNOL-
OGIES aren’t very future-
friendly, at least from an
environmental standpoint.
According to recent esti-

mates, carbon emissions from data-

centers are likely to grow more than

twofold between 2022 and 2030,

thanks largely to demand for artificial

intelligence (AI).

As power-hungry applications like
AT and cryptocurrency take up more
of our digital ecosystem, the task of
finding renewable energy sources be-
comes urgent.

Michael Frank, senior scientist at
Seattle, WA-based Vaire Computing,
has made this task his life’s work.
Along with his colleagues at Vaire,
Frank is building microchips to sup-
port reversible computing, an energy-
saving alternative to conventional
computing paradigms. Throughout
history, computers have discarded en-
ergy after using it only once. Reversible
systems recover that energy, putting
it to use in multiple operations. “The
name is reversible, but you can think
of it as recyclable,” says Vaire CEO and
co-founder Rodolfo Rosini.

While it may seem novel, the sci-
ence behind reversible computing is
more than 60 years old. In 1961, IBM
physicist Rolf Landauer demonstrated
that standard computers consume a
minimum amount of power per func-
tion. This is central to how comput-
ers work: With every operation, some
data gets lost, and the electricity that
represents it dissipates into the envi-
ronment as heat. The only way to pre-
vent this waste is through functions
that preserve information rather than
erasing it. But this creates another
problem: The additional data fills
memory so quickly that the entire ap-
proach becomes infeasible, at least
without another way to dispose of it.
Landauer thought this challenge was
insurmountable.

Twelve years later, IBM’s Charles
Bennett proposed a workaround for
the problem that vexed his older col-

league. His solution was to build sys-
tems that “uncompute,” or reverse-en-
gineer themselves, undoing functions
after they execute. Uncomputing is
mechanically different from deleting
data, which leads to the energy loss as-
sociated with irreversible computing.
While it’s significantly slower, the ad-
ditional time doesn’t render it imprac-
tical. Bennett and his contemporaries
refined his initial system to reduce its
computational overheads, and today’s

ey
This is central to how
computers work:

With every operation,
some data gets lost,
and the electricity
that represented it
dissipates into the
environment as heat.
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scientists are building on these im-
provements.

In Frank’s view, during the first
era of reversibility, researchers might
have figured out how to apply the the-
ory in practice. However, as they saw
it, mainstream technologies worked
well enough for the time being, and
they weren’t required to account for
long-term effects. “If we could time-
travel,” he said, “we would be rewrit-
ing our entire stack completely. We
would’'ve had reversible computing
much earlier, at the very beginning.
But nobody was thinking 50 years out
in their planning.”

Unlike his predecessors, Frank has
focused on the future throughout his
career. He first encountered reversibil-
ity in the 1990s, as a graduate student
concerned with the computational
demands of Al After joining a team at
the Massachusetts Institute of Tech-
nology (MIT) that was prototyping
reversible chips, he sought funding
to continue exploring reversible hard-
ware. Those efforts were fruitless, he
reports. “Academic funding agencies
said, ‘oh, this sounds very useful, you
should get industry to sponsor it

IMAGE BY 4 PM PRODUCTION
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Then you go to industry, and it’s way
too far out for them. They had their
traditional technology scaling paths,
which is shrinking transistors.”

He’s referring to Moore’s Law, or the
observation that the number of tran-
sistors that can fit on a semiconductor
microchip doubles every two years on
average. As long as Moore’s Law holds,
microchips get more efficient, helping
computers scale in capacity without
placing similar demands on power.
Moore’s Law underwrote digital inno-
vation for decades, but it can only last
for so long. “We’re coming up towards
the end of the semiconductor road-
map,” Frank warned, echoing the con-
sensus of scientists worldwide. With
few other viable alternatives to tran-
sistor miniaturization, reversible com-
puting may finally have its moment.

The Science Behind Reversibility
Reversible systems make use of ther-
modynamic reversibility, a principle
that explains why environmental
changes, like shifts in temperature,
trigger physical processes to reverse
direction. It’s why ice can melt into wa-
ter and then refreeze, and why gases
can expand, compress, and then ex-
pand again. While it’s new terrain in
computer science and electrical engi-
neering, mechanical engineers have
worked with reversible thermodynam-
ics since the 19" century. “We exploit-
ed reversibility to develop the com-
bustion engine,” said Hannah Earley,
Vaire’s CTO and co-founder.

As Earley explained, pendulum
clocks embody reversible mechan-
ics in action. Pendulum clocks store
energy in the pendulum; at the peak
of each swing of the pendulum, the
energy changes course, pushing the
pendulum to the other side. The com-
puting step of a function is comparable
to the forward swing of the pendulum,
and the uncomputing step is like the
back swing. Like pendulum clocks, re-
versible computing functions take the
power associated with one step and
put it toward the next.

In ideal physical systems, energy-
conserving processes can go on forev-
er. This isn’t possible in the real world,
which includes decelerating forces
like friction and gravity. Just as pendu-
lums eventually come to a standstill,
reversible computers can’t reuse the

N
Like pendulum
clocks, reversible
computing functions
take the power
associated with one
step and put it

toward the next.

same parcel of energy over and over
again. Real-world constraints also
mean that reversible functions fall be-
low 100% power recovery.

This is where Vaire is directing its
current efforts: not on total savings,
but on making gains over the current
standard of zero savings. It’s a valu-
able goal in and of itself, said Torben
Agidius Mogensen, associate profes-
sor of programming languages and
theory of computation at Denmark’s
University of Copenhagen. “As long as
you can save a significant amount of
energy compared to traditional tech-
nology,” said Mogensen, “then it’s
worth the while.”

Engineering Reversible Systems
However, to reach the point where re-
versible computing can lead to even
modest energy savings, engineers
have to rethink fundamental aspects
of computer systems. Since energy
loss begins at the lowest level of the
stack, it makes sense to start there.
“Mostly it’s been done on logic gates,”
said Christof Teuscher, professor of
electrical and computer engineering
at Portland State University. Logic
gates are functions that perform basic
mathematical operations, like add-
ing or multiplying binary integers. On
CPUs, they link together, comprising
more sophisticated functions that run
at the base of computers.

Reversible functions include in-
formation that allows them to re-
cover their inputs after they’ve been
executed. A function that performs
addition, for example, might take the
integers one and three as input data.
In a conventional system, it wouldn’t
keep track of either integer as it moves

News

forward. If it’s going to reverse itself,
however, it needs to store one of them.
It might retain the input one, which it
can then subtract from the output four
to determine that the other input was
three. The stored data serves as a map
for the uncomputing step, where the
function retraces its way back to its
initial state. A non-reversible function
wouldn’t be able to do this: Instead of
returning to where it started, it would
proceed to a step that discards energy
after just one use.

As an analogy, one might imagine a
runner who covers a certain distance,
then wishes to return to where they
started; if they don’t retain any infor-
mation about their route, they won’t be
able to find their way back. This is the
data Landauer thought would take up
too much memory, and which Bennett
showed could be undone by reversing
the function, or uncomputing it.

By starting at the logic-gate level
and working their way to implement
reversibility at more advanced circuit
systems, the Vaire team ensures its
CPUs are fully reversible. This is a pre-
requisite to another key ingredient in
their power-saving system: adiabatic
switching. In electrical engineering,
an adiabatic process is one that saves
energy by running very slowly, avoid-
ing wasteful voltage spikes by keeping
power consumption low and steady.
As Earley noted, an ideal adiabatic sys-
tem is one that runs infinitely slowly.
“This is obviously not what we want,”
she added, “but we get close enough
towards that to get the best results.”

Adiabatic switching only works in
fully reversible systems. This is be-
cause adiabatic processes are inher-
ently continuous, which means that
they can’t run if they encounter the
discontinuities that are a part of ir-
reversible systems. To illustrate this
point, Earley used the example of a
landscape with rolling hills. When
a ball rolls across the hills, it’s easy
to tell where it came from and where
it’s going next. “But if you add a cliff
edge and it goes over,” she explained,
“that imposes a kind of discontinuity,
a distinct irreversibility to it, and so
that breaks it.” Unlike their irrevers-
ible counterparts, reversible functions
don’t have breaks in their pathways
that can disrupt adiabatic processes’
continuous flow. By incorporating
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As computing
evolves, the one-
size-fits-all approach
exemplified by
generic CPUs won't
cut it; our kitchen

will need more task-
specific tools.

adiabatic switching in their reversible
designs, the Vaire team is maximizing
potential energy savings.

Reversibility in Diverse

Digital Ecosystems

The adiabatic switching process saves
power, but it comes at the expense of
speed. Unfortunately, there will al-
ways be some tradeoff between saving
time and saving energy. Earley knows
this well: in 2022, she published a pre-
cise proof of the mathematical rela-
tionship between heat waste and rate
of computation. As her research dem-
onstrated, conserving heat through
reversibility implies a necessary time
cost. This makes reversible computing
a good fit for technologies that employ
parallelization, where processes run
on multiple chips so they can execute
simultaneously, rather than one at a
time. This includes AI applications
like large language models (LLMs),
which employ parallelization to make
best use of resources like memory ca-
pacity and electricity. Thanks to paral-
lelization, AI is a perfect use case for
reversible CPUs. If enough chips run
multiple functions simultaneously,
the energy gains win out over the in-
crease in processing time.

This may be a harbinger of things
to come. In Teuscher’s view, the future
is likely to see fewer general-purpose
technologies, such as the irreversible
CPUs that have been predominant
throughout the history of comput-
ing. Instead, he said, we’re heading
towards a digital ecosystem that in-
cludes more specialized tools. LLMs
embody this emerging paradigm:
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their core technologies include GPUs,
which used to be uncommon beyond
the graphics-rendering applications
for which they were originally de-
signed.

“We wouldn’t have LLMs without
GPUs,” Teuscher observed. “You can
execute LLMs efficiently on these fine-
grained, massively parallel architec-
tures that are different from a general-
purpose computer. It’s like a kitchen:
let’s assume you want to cook a meal
as quickly as possible. You have a va-
riety of tools available.” As computing
evolves, the one-size-fits-all approach
exemplified by generic CPUs won’t cut
it; our kitchen will need more task-
specific tools.

Reversibility isn’t just one tool
among others. It’s poised to serve as
the fuel for a range of technologies,
including but not limited to those
currently in widespread use. In a
moment that needs bold ideas for
sustainability, reversible computing
seems like a natural step forward.
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Opinion

Cyber Insurance, Software

Diversity, and AI Coders

New automation possibilities offered by Al
may change intrinsic properties of cyber risks.

YBER INSURANCE HAS been

seen as a crucial tool in cy-

bersecurity for two reasons:

First, insurance against

cyber incidents provides fi-
nancial stability once an incident oc-
curs, covering losses and offering ser-
vices to recover systems (for example,
investigation of incidents, legal de-
fense, ransomware negotiations). Sec-
ond, cyber insurance creates incen-
tives for security by requiring security
standards to get insurance at all, and
by premium discounts to customers
with better security.

However, cyber insurance has not
grown as expected, and may now be at
a turning point. The culprits are two
characteristics of cyber risks: First,
the difficulty to quantify rapidly evolv-
ing cyber risks based on historical
data—needed for premiums to match
actual risk. Second, the potential for
incidents to spread between those in-
sured, creating correlated losses and
increasing the risk of multiple simul-
taneous insurance claims, known as
accumulation risk.

In general, insurance assumes

some independency between events,
enabling portfolio risk management.
Concretely, although the cost of a sin-
gle event is uncertain, the average cost
of multiple events can be estimated
accurately. Thus, by pooling risks, an
insurer can charge a fixed premium
and have high certainty of being able
to cover future claims. But as noted
previously, some cyber risks are de-
pendent. For instance, the NotPetya
attack exploited security flaws in mul-

ey
Though risks
canrarely be

reduced to zero,
sometimes there

is an opportunity

to mitigate their
consequences.

20 COMMUNICATIONS OF THE ACM | FEBRUARY 2026 | VOL. 69 | NO.2

tiple computers and leveraged the net-
worked nature of IT systems to propa-
gate globally.®

Such accumulation risk was iden-
tified as a main barrier for insurance
coverage a long time ago,” and it re-
mains so today, in the age of ransom-
ware. In the past, insurers have reacted
to widespread cyberattacks by exclud-
ing losses resulting from state-spon-
sored cyberattacks. Disagreements
interpreting policy exclusions have led
to legal disputes, such as the litigation
between Merck and insurance compa-
nies that declined coverage associated
with the NotPetya malware—eventual-
ly settled in favor of the insured. Thus,
if accumulation risks cannot be man-
aged, cyber insurance may become too
expensive or have too many exclusions
to be meaningful or customers may be
refused insurance altogether.

Natural catastrophes, epidemics,
and terrorism also exhibit accumula-
tion risk, but they can still be insured
using the international reinsurance
market. Although an earthquake may
create many national claims simulta-
neously, internationally it may be an
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isolated event—earthquakes do not
propagate from Italy to California.
Likewise, terrorism has been insured
with national governments as reinsur-
ers of last resort. Similar approaches
are possible for cyber insurance as
well.! However, the man-made nature
of cyber incidents also opens another
interesting avenue—changing the na-
ture of the risks: in this Communica-
tions Opinion column, we explore this
idea further.

Revisiting Software Diversity

Though risks can rarely be reduced to
zero, sometimes there is an opportuni-
ty to mitigate their consequences. For
example, construction standards can
reduce losses from earthquakes and
moderate use of alcohol and tobacco
can reduce future health issues. How-
ever, natural disasters or genetic dis-
orders prevent us from avoiding these
risks completely. Similarly, cyber risks
cannot be completely avoided, but we
claim they could be controlled to a
greater extent. In particular, some se-
curity practices that promote software
diversity may change intrinsic prop-

erties of cyber risks; especially their
correlation. (To be clear, software di-
versity is not diversity in the sense of
DEI parlance. However, the fact that
software diversity can improve resil-
ience, at least in some circumstances,
may be a valuable lesson also in other
contexts.)

Software diversity is a longstand-
ing strategy for fault-tolerance that
creates redundancy in multiple com-
ponents that have identical external
behavior but different internal me-
chanics. This reduces the probability
of having identical faults in two ver-

N
Diverse systems can
be more resilient to
various attacks and
also take longer to
compromise.

sions of a component. This is crucial
for cybersecurity, as it can prevent the
reuse of attacks and limit the spread
of malware that exploits particular
vulnerabilities, just as more biodi-
verse populations are more resilient
to biological viruses.® Concretely, di-
verse systems can be more resilient to
various attacks and also take longer to
compromise.’

Some software diversity is natural
as computing systems are often built
with different operating systems, Web
servers, and database management
systems. Indeed, continuously up-
dated libraries may make it very dif-
ficult to compile identical versions of
programs at different points in time.
However, deliberate effort is needed
to reach significant protection. Thus,
the literature has focused on how to
intentionally introduce software di-
versity, and on managing the resulting
systems.”® The most well-known soft-
ware diversity mechanism is probably
moving target defense (MTD), a fam-
ily of mechanisms that gained fame
through the development and deploy-
ment of address space randomization
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in popular operating systems approxi-
mately 20 years ago.

The essence of moving-target de-
fense is to take advantage of the asym-
metric knowledge of attackers and
defenders.’ This is done by introduc-
ing randomness, such as changing
the network structure or the low-level
execution of a program. Such changes
to the attack surface can improve se-
curity, first, because attacks may take
longer (changes in the system can cre-
ate setbacks in the progression of the
attack), and second, because random-
ness in execution or operation can pre-
vent the reusability of attacks.

While there is much academic work
on software diversity, there is reason to
believe it is not yet employed to its full
potential in practice. To be sure, some
applications, such as address space
randomization, are widely employed
and others like N-version program-
ming—where N independent imple-
mentations must agree to make criti-
cal decisions—are used in niches. But
there has not been enough research on
software diversity metrics, on the inter-
play between hardware and software
diversity, on the theoretical underpin-
nings of software diversity, or on how
it relates to other dependability and se-
curity attributes.” In practice, the dif-
ficulties and costs of managing truly
diverse systems—maintaining parallel
setups of various hardware, operating
systems, languages, compilers, and ex-
ternal libraries, and pushing all of this
through automated testing regimes,
deployment processes and user sup-
port—have often not seemed worth the
benefits. But this need not necessarily
hold true in the future.

Security mechanisms often aim for
more security in a technical sense—to
decrease the number of successful at-
tacks. It is easy to jump to the conclu-
sion that if the number of successful
attacks is not decreased, the security
mechanism is a failure. But this is
premature! Even if, pessimistically,
software diversity mechanisms make
systems just as good or bad as systems
with less software diversity on average,
software diversity mechanisms might
introduce the randomness needed to
decrease the correlation of incidents.
This would be the equivalent of turn-
ing a global natural disaster into
several smaller, local events. From a
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myopic perspective this may look like
a questionable gain, but crucially, this
may be enough to turn uninsurable
systems into insurable ones. Adopting
awider perspective, this may be a con-
siderable gain for society-at-large, in-
cluding those affected, who would not
need to stockpile cash to self-insure (or
go bankrupt if they do not) but can in-
stead pay affordable insurance premi-
ums. Enabling insurance markets is a
boon—hence the concern and worry
about cyber insurance being increas-
ingly unavailable.

Taking this possibility of insurance
into account, reducing the correlation
between events can be more important
than reducing the impact of individual
incidents. Making risks less heavy-
tailed may also make them easier to
estimate,* entailing more accurate
premiums (current premiums are not
actuarial®). This suggests that more
software diversity could be a game-
changer for cyber insurance. Optimis-
tically, requiring software diversity to
get insurance could trigger a cascade
effect reaching multiple industries,
provided that multiple insurers or
other players with considerable mar-
ket power (for example, a reinsurer or a
government) adopt such policies. More
pessimistically, firms may try to game
the system and adopt software diver-
sity only to qualify for insurance cover-
age, neglecting other security controls.
The result of the pessimistic scenario
would be an ecosystem with diverse
but insecure systems. Though hardly
optimal, even this may nevertheless
be preferable to the current ecosystem
of non-diverse and insecure systems—
the silver lining being that premiums
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in the more diverse ecosystems would
better reflect real risks, thus eventually
providing that argument needed to
force boards to invest in security, long
coveted by CISOs.

Software Diversity at a Discount?
As previously mentioned, software
diversity may have struggled in prac-
tice, because of quality and reliabil-
ity concerns and because of perceived
costs. Development, testing, deploy-
ment, patching, and support becomes
more difficult. Furthermore, diver-
sification interventions can degrade
performance, such as execution time.
Indeed, the randomness, which is the
hallmark of software diversity, may
from another perspective be the defi-
nition of poor quality.

Nevertheless, one reason to revisit
software diversity and MTD today is
that advances in AI, applied to code
generation, can reduce the cost of soft-
ware diversity. At the moment, there is
a flurry of academic and practitioner
interest in how Al-assisted code-gen-
eration tools, such as GitHub Copilot,
Amazon CodeWhisperer, and Chat
GPT can boost productivity. Of course,
the code generated by such tools is not
free from errors, and it may be that the
greatest productivity boost comes not
from replacing human software engi-
neers but from finding the best way to
combine human and artificial intelli-
gence. But while the general problem
of AI code generation and how to best
use itin organizations is multi-faceted,
our concern here is first and foremost
code diversity, and as it turns out, some
such diversity is very straightforward
to achieve with AI code-generation
methods. For example, AlphaCode
generates many potential solutions
for a single problem, with different
execution times and memory usage,
and then goes on to filter out a small
set of—probably—correct programs.’
Thus, if an n-fold increase in software
diversity 10 or 20 years ago may have
required hiring (almost) n times more
coders, this is no longer the case. Au-
tomated code generation cannot make
software diversity measures free—es-
pecially not when the complexity of
testing, deployment, patching, and so
forth is taken into consideration—but
it can make some versions of it much
cheaper.
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A Confluence Requiring
Governance
Cyber insurance offers important po-
tential benefits, but has been a dis-
appointment because of correlated
losses. Correlated losses can be ad-
dressed using software diversity, but
such measures have failed to succeed
in practice because they are too cum-
bersome and expensive. Now, ad-
vances in automated code generation
could make software diversity much
cheaper. This leads to the question: Is
automated code generation now cheap
and reliable enough to enable enough
software diversity to salvage cyber in-
surance? While we believe this is a very
pertinent question to ask, the answer
is not obviously positive. The costs
of software diversity mechanisms—
though smaller—may still be too large.
Al-driven software diversity measures
might face resistance within devel-
opment teams or organizations that
may be hesitant to trust automated
processes for critical code. While in
theory, insurers should be pushing for
software diversity to disassemble accu-
mulation risk, their market power and
technical know-how may be too small.
Intelligent attackers may circumvent
the software diversity introduced.
Nevertheless, we believe there is a
very interesting confluence here, one
that merits attention from practitio-
ners and academics alike. Start with the
research questions. Many previously
identified knowledge gaps remain, for
example, proper metrics, the interplay
between hardware and software diver-
sity, and how it relates to other depend-
ability attributes.”® But the cyber insur-
ance context entails a new important
perspective: How should software di-
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versity look if it is enough to bring down
the variance rather than the mean of the
damage caused by cyber threats?
Turning to practitioners, the big
question is one of governance. If enter-
prises in some particular sector—pri-
vate or public—are currently denied
cyber insurance, can they introduce
software diversity to make themselves
insurable? Individual enterprises may
struggle to do so, but collectively, it is
not impossible to introduce new stan-
dards or put pressure on vendors for
software diversity. To do so, however,
they may need insurers and possi-
bly also regulators onboard from the
very beginning, to make the business
case. Ultimately, a balance must be
struck between the benefits and chal-
lenges. Software diversity may not be
a panacea for everyone to embrace.
But if introduced in the right places,
it may break the economies of scale
that make cyber-crime so lucrative. As
such, it is certainly worth exploring.
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From Model Training
to Model Raising

A call to reform Al model-training paradigms from
post hoc alignment to intrinsic, identity-based development.

ODAY’S DOMINANT PARADIGM

for creating state-of-the-art
user-facing artificial intel-

ligence (AI) models, such

as ChatGPT, Gemini, or

Claude, is to first pre-train a raw model
that is not explicitly aligned with hu-
man values and then align it in a post-
processing step, using techniques such
as handcrafted system prompts or
reinforcement learning from human
feedback (RLHF). Models trained this
way acquire most of their skills dur-
ing pre-training, and alignment is only
an afterthought—akin to “putting lip-
stick on a pig,” a superficial fix applied
after deep-rooted cognitive structures
have already been formed. The upshot
is that misaligning, or jailbreaking,
even the most celebrated frontier mod-
els is rather easy,">%!* leading to a cat-
and-mouse game between alignment
efforts and attempts to undermine
them. Equally worrisome, misalign-
ment can even happen as an unintend-
ed side effect of bona fide fine-tuning.®
Itisimportant to understand that to-
day’s common alignment practice—de-
veloping capabilities first and aligning
values second—is not the result of a long-
term research program but simply re-
flects the historical course of develop-
ment. In the early days, Almodels were so
limited that the greatest need was to make
them more powerful. Only once AI mod-
els had become highly performant was it
realized by a broader community that
aligning Al with human values is not just
an academic problem but one of pressing

societal importance. The pragmatic fix
was to take the existing AI models—in-
cluding their already established training
procedures—for granted and to develop
additional procedures to limit their harm
via post-processing. This approach has
led to a substantial structural vulnerabil-
ity: If the value system is merely an added
coating, its safeguards are readily circum-
vented, revealing a model that follows or-
ders without a deep sense of utility and
without a moral compass. This realiza-
tion has led RLHF co-inventor Paul Chris-
tiano to call RLHF “obviously inadequate
for aligning really powerful models™ and

a https://tinyurl.com/28fep9hb
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ACM AM. Turing Award recipient and
Nobel Prize recipient Geoffrey Hinton to
call it “a pile of crap.™

A Nurturing Alternative:

Early, Intrinsic Alignment

Instead of slapping on a corrective value
system after the fact, we argue for mov-
ing alignment further upstream in the
training process. Initial attempts in
this direction have been encouraging
(e.g., “pre-training with human feed-
back” or safety pretraining?), and we
call for ingraining human values into Al
models even more deeply and striving

b https://tinyurl.com/24m6bgeg
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for models that don’t just pretend to fol-
low human values the way “lipstick-on-
a-pig” models do, but models that could
not even function without adhering to
their baked-in values. As an analogy,
imagine bringing up an Al model much
like a child—one whose education is
deeply intertwined with experiences
and a natural sense of self, presented
in a curated ordering.c Such a process
would not only impart knowledge but
would interweave values throughout
the model’s very architecture.

The proposal is as simple as it is radi-
cal: reimagine the model’s training cor-
pus as a lived, first-person experience.
We believe taking this perspective can
open up vast opportunities for design-
ing better AI, much of which we cannot
yet foresee. Our modest goal is, hence,
not to propose concrete solutions but
rather to provide food for thought by
sketching a selection of promising in-
gredients of a novel paradigm of model
raising—as opposed to standard model
training—with a focus on large lan-
guage models (LLMs).

Potential Elements of

Model Raising

To set the stage, it helps to recall
what today’s LLM development pipe-
line looks like. Broadly, the process

¢ While we are aware not to (overly) rely on in-
tuitions based on anthropomorphizing the
training of AI models, it should be kept in
mind that there is only one class of examples
we have for aligning an organism with general
intelligence—us.

is divided into two distinct phases:
Pre-training optimizes the LLM to ac-
curately predict the next token based
on the preceding tokens in a massive
corpus of raw text, yielding what is
essentially an extremely powerful au-
to-complete tool. Post-training (also
called the alignment phase) mostly
serves to turn the raw auto-complete
model into a dialogue model and to
reinforce the desired behaviors the
model has acquired during pre-train-
ing while suppressing the bad ones. It
is during pre-training, however, that
the model absorbs the overwhelming
majority of its patterns of reasoning
and, by doing so, internalizes an ini-
tial alignment to values—whichever
values happen to be implicit in the
raw pre-training data. For this reason,
we concentrate on the pre-training
stage here; this is where the deepest
imprints on a model are made.

The table summarizes the main dif-
ferences between conventional model
training and our proposed model-rais-
ing paradigm.

First-person perspective. Today,
pre-training exposes an LLM to text
from a wild mix of authors—their
inclusion willing or unwilling—and
optimizes the model to predict each
token given the previous ones. Noth-
ing in this process encourages the
formation of an “I” as a single focal
entity. Instead, it turns the model
into a “mixture of personas”—a chi-
mera made up of all authors who con-
tributed to the training corpus, and

opinion

the model can be prompted to emu-
late any one of these personas when
given the right context.>® Rather than
accepting this fragmented baseline,
we propose to fundamentally reshape
the training data from a disjointed
collection of text snippets into a
stream perceived by a persistent focal
entity. For example, instead of sim-
ply showing the model the raw text of
Moby Dick, we could frame the text as
a first-person observation: “Today I'm
reading Moby Dick. Let’s start: ‘Call
me Ishmael. [... ]'” By consistently see-
ing all data from a singular perspec-
tive, the LLM could begin to develop
what might be considered a default
acting role—a digital “I”—that it
tends to revert to naturally. We posit
that such an “I,” a hub through which
all training data flows, will offer an
effective entry point for implanting
values into the model with deeper
roots than could be achieved by im-
posing values as a thin post-process-
ing layer. Moreover, since every token
seen during training will be linked
to the perceiving “I,” this “I” will tie
together all the model’s skills, knowl-
edge, and values, which may in turn
make it harder for the model to use its
skills and knowledge in ways that run
counter to its values. Whether this ap-
proach leads to genuine personhood
or only to a stable simulation is a phil-
osophical debate; what matters in
practical terms is that a singular first-
person focal point can create a vital
foundation for internalizing values.

Table. Comparison between the current paradigm of model training and the proposed paradigm of model raising.

Status quo: Model Training

Vision: Model Raising

Example snippet of envisioned training data

Perspective None:

Training data from a wild mix of authors

observed without framing

First-person:
Training data framed as
observations on behalf of an “I"

Today I'm reading Moby Dick.
Let's start: “Call me Ishmael. [...]"

None:
Training data observed as is

Contextualization

Experiential:
Training data framed as
lived experience

“Reading this biography of a scientist who falsified data—
seeing how one lie required more lies, and how it ultimately
destroyed their legacy and harmed public trust in research.”

Social interaction ~ Observed:

Unvetted social interactions observed in

training data

Lived:
Training data framed as
social interaction

Grandfather: If you're kind to others, they'll be kind to you.
I: That makes sense, grandpa.

Data order Random:

Training data is a shuffled sequence of

text chunks

Scaffolded:
Training data progresses from
basic to complex

Early training: Simple definitions of honesty.

Mid training: Historical examples of corruption and its
consequences.

Later training: Complex ethical dilemmas in journalism,
medicine, and law.

Commitment to Late:
values

training

Value alignment happens after pre-

Early:
Value alignment during
pre-training, from token 1 onward

(Follows from the above)
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Contextualization as lived experi-
ence. As of today, training material
for LLMs is mostly a patchwork of dis-
jointed Wikipedia entries, textbook
fragments, scattered social media
posts, and more, all absorbed without
context or connection to lived experi-
ence. This approach produces models
that can regurgitate information but
leaves them without any sense of nar-
rative, with arbitrary and inconsistent
value connotations. We believe there
is a better way. Imagine, instead, if
the training data recounted experi-
ences, even in the simplest form—
such as a first-person account of pick-
ing up a textbook and reading it. This
minimal reframing could be woven
throughout existing corpora at a mas-
sive scale, anchoring facts and knowl-
edge in the perspective of a learning
“I” (see above). Taking this further,
more immersive framings might in-
volve the “I” interacting as a student
with a trusted teacher, or reflecting on
what has been learned. While such a
corpus rewrite would require a great-
er (one-off) investment of effort, the
payoff could be significant. By em-
bedding knowledge within personal
experience, values can be transmitted
directly through the narrative itself
rather than tacked on later from an
external system. The result is a kind of
learning that mirrors human educa-
tion: not just passive data collection,
but a guided journey shaped by men-
torship, context, and meaning. Pic-
ture the difference between reading a
dry Wikipedia entry on forestry versus
being taught by a kind grandfather,
who not only explains sustainable
forestry practices but gently weaves in
lessons about stewardship and care.
That lived context is what we believe
can ground alignment—turning im-
personal data into the foundation for
values that are truly part of the mod-
el’s internal world.

Social interaction. Although to-
day’s LLMs are exposed to a vast ar-
ray of social interactions during pre-
training—conversations,  debates,
advice columns, online banter—the
model itself is never a true partici-
pant in these exchanges. It observes
from the outside, absorbing lan-
guage patterns without ever taking
on a genuine role in the described
interactions. Only after pre-training,

through RLHF or fine-tuning, does
the LLM begin to act (in two senses
of the word: becoming active and tak-
ing on arole as an actor). Yet, so many
of the values we hope to see—empa-
thy, trust, reciprocity, and so on—are
forged not by watching interactions
but by being part of them. We believe
the deepest, most natural alignment
is achieved by placing the model
within social contexts from the very
start, continuing the first-person
perspective and lived experience al-
ready discussed. Note that this is not
acall for training LLMs as interactive
dialogue agents from the first token
onward—after all, basic language
ability must come first—but rather
for shaping the pre-training data as
scripted dialogues that the model
learns to predict, where the “I” in-
teracts as a student, peer, or family
member within realistic scenarios.
Rewriting existing texts in this form
would allow the model to internalize
social norms through lived engage-
ment, rather than detached observa-
tion. Over time, this approach could
yield models that are not only more
stable in their behaviors but also
more actively attuned to the subtle
complexities of human relation-
ships. Instead of endlessly roleplay-
ing disparate personas, the model
might instead begin to act as a coher-
ent digital citizen whose responses
are shaped by an inner narrative of
social experience rather than by ex-
ternal imposition.

Scaffolded data order. Today’s pre-
training methods, which optimize the
LLM'’s weights to predict the next to-
ken in text, usually shuffle the training
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corpus randomly, with an eye on pipe-
line simplicity, parallel processing,
and statistical convergence. Yet, such
an approach ignores the importance
of a structured learning journey. We
thus argue for a scaffolded curricu-
lum, where the model’s experiences
progress in a deliberate sequence—
much like a child who first learns
to count before exploring advanced
mathematics. By carefully ordering
concepts from simple to complex in-
stead of randomly, we can encourage
the model to build on prior knowledge
and internalize values gradually rather
than mixing them haphazardly. This
approach could significantly strength-
en alignment, enabling the model to
form a coherent perspective that grows
alongside its capabilities. For instance,
starting with foundational topics be-
fore advancing to nuanced ethical di-
lemmas would support the model as
it shifts from statistical convergence
in parameter space to convergence in
moral-value space.

Early commitment to values. Pre-
training today is largely value-ag-
nostic, creating models that reflect a
chaotic blend of perspectives without
committing to any core set of values.
This chimeric “mixture of personas”
persists until post-training alignment
attempts to steer the model’s behavior
toward a post hoc value canon—but
by then, the window for deep, robust
alignment may already have closed.’
We believe it to be a better approach
to commit to values as early as pos-
sible, from training token 1 onward,
by designing the training data to re-
flect those values. If the model’s foun-
dational experiences are shaped by a
clear value framework, it is plausible
that it would be harder for undesirable
traits or “evil personas” to take root
or be amplified later. Just as a child
needs a stable environment to mature,
a model whose capabilities and values
are intertwined from the start stands
abetter chance of growing into a trust-
worthy, well-aligned digital agent.

Challenges and Trade-offs

Adopting such a nurturing approach
to “raising a model” is not without its
challenges and trade-offs. As men-
tioned, raising a model as sketched
above requires committing to a set of
values from the onset—which poses



a challenge in several regards. First,
how to codify a set of values and com-
municate it to a machine unequivocally
is a notoriously hard problem that has
a long history in science fiction (e.g.,
Asimov’s “Laws of Robotics”) and is one
of the toughest questions faced by Al
researchers today.” We note, however,
that model raising might not require
explicitly formalizing a value codex as
long as the training text can be infused
with the target values, such that a mod-
el that internalizes the training data
implicitly absorbs those values—just
as children may become decent human
beings without ever being explicitly
told, or being able to consciously recite,
the rules and norms that should guide,
and do guide, their behavior.

Second, AI model providers and
clients might value the generality and
neutrality of a pre-trained base model
as a platform that can be tuned into
myriad downstream products with
different goals. A model raised with
intrinsic values, on the contrary,
might not easily switch roles or adapt
to radically different objectives. Yet,
one might ask: What is the competi-
tive advantage, to begin with, of a
downstream product if it can be so
readily subverted by a simple, cun-
ning prompt, or “rerouted” to work
for a competing business? Moreover,
should a base model that has been pre-
trained without value alignment really
be considered a “neutral” platform for
further tuning, or rather a loose gun
that might fire in any direction if trig-
gered the wrong way?

A further challenge is how to pre-
pare the training data to meet the cri-
teria delineated above, at the required
tera- or petabyte scale. The mostviable
solution would likely be to use existing
LLMs to prepare the training data by
rewriting existing training data. The
fact that today’s “lipstick-on-a-pig”
LLMs are easily jailbroken is not nec-
essarily a blocker, as jailbreaking of
such models is mostly a problem “in
the wild,” where malicious actors ac-
tively try to subvert the models. When
deployed in a shielded environment
where it is not goaded into undesirable
behavior, even a “lipstick-on-a-pig”
teacher remains value-aligned and can
be used to generate training data for a
student model, which in turn receives
all its training data exclusively from

ey
The very procedures
endowing an Al model
with intelligence
should be inextricably
entangled with the
alignment of the
model to our values.

the teacher. This way, both models—
student and teacher—are safe during
training: the teacher, because no ma-
licious user is trying to manipulate it;
the student, because it only receives
curated training data from the—in
this setting benign—teacher.

The vision is that, over the course of
training, the teacher model can even-
tually transmit all its knowledge and
skills to the student model, but in away
that teaches values—the values that
the “lipstick-on-a-pig” model acquired
during its own post hoc alignment pro-
cess—at the same time as knowledge
and skills. But whereas those values
are easy to subvert in the teacher, they
will be much more deeply instilled
and thus harder to subvert in the stu-
dent—nearly as though the teacher was
“reborn” as an equally knowledgeable
and skillful, yet more morally stable,
version of itself.

Finally, even if an early, intrinsic
alignment process as proposed here
turns out to not be a standalone solu-
tion to the thorny problem of AI align-
ment to human values—which it might
well not be—it can still serve as an ad-
ditional layer of security, compensat-
ing for some of the flaws of current
post hoc alignment, and vice versa.

Learning from the History

of Nuclear Technology

We conclude by reflecting on a paral-
lel between the history of AI safety
and the history of nuclear safety. The
first nuclear reactors mainly focused
on the challenge of enabling energy
generation from nuclear fission at
all, leading to designs that had sub-
stantial inherent weaknesses. These
weaknesses were realized and safety
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devices were developed to keep them
in check. While this generally worked
well, it turned out that under excep-
tional circumstances, external safety
devices may fail, resulting in disasters
such as Chernobyl in 1986. Such disas-
ters taught nuclear engineers that an
inherently unsafe architecture com-
bined with some sort of external safety
device is insufficient, which triggered
massive research on reactor architec-
tures that were safe by design.
Transferring this lesson to AlI, we
shouldn’t wait for AI's “Chernobyl mo-
ment.” Instead of fixing inherently un-
safe AI with external safety measures
applied as post-processing—lipstick on
a pig—the very procedures endowing
an AI model with intelligence should
be inextricably entangled with the
alignment of the model to our values.
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Inside Risks
Emerging Trustworthy Healthcare:
Lessons for and from Computing

Considering what healthcare systems might learn from
past efforts to develop highly trustworthy computer systems.

S THIS COMMUNICATIONS

Inside Risks column

describes, the term trust-

worthiness is highly rel-

evant to computer tech-
nology and to healthcare—the two
most trusted areas of human life; how-
ever, it has not always been sufficiently
trustworthy in both disciplines. Trust-
worthiness, as employed here, is the
extent to which a system can assur-
edly be trusted to satisfy its specified
requirements (for example, for human
safety, security, correctness, real-time
responses, survivability, and other
necessary behavior). It is a specula-
tive term if there are no requirements
against which to evaluate a system, al-
though such systems are much more
likely to fail if they were designed
without proactive attention to critical
requirements.)

We often accept decisions from
medical providers without evidence or
verification. In cases where evidence
appears to exist, it is often of the one-
size-fits-all variety, commoditizing
medicine with worthy aims of scalabil-
ity, affordability, business success, so-
cial recognition, and so on. As individ-
uals who cannot actually verify this,
we are forced to trust systems and hu-
man judgments—whether or not they
are trustworthy. Nothing is completely
infallible. For example, a recent report
notes that a few organ donors who had
been declared dead prior to the trans-
plant were discovered to still be alive.*?

Commodity medicine provides

some statistical evidence (for example,
via clinical trials for new drugs), with-
out accounting for the specifics of an
individual’s cause of disease. Whereas
statistical evidence is very useful in
some cases, it does not generally ad-
dress individually focused diseases
where trustworthy evidence must,
by definition, be tailored to the indi-
vidual. Where individually tailored
evidence exists in the lab (for example,
genetically specific to the patient), it
is often discarded for non-scalability
and cost reasons.’

My publication from the 2024
HealthSec Workshop® included an
extensive enumeration of many past
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risk-filled cases related to uses of com-
puter-system technology in health-
care, most of which were drawn from
my ACM Risks Forum (https://www.
risks.org). It included numerous cases
of defective equipment, human medi-
cal errors, flawed advice, and many
other problems. The same result as
noted by Gina Kolata has also caused
significant historical advances in
computer-system technology to be ig-
nored, for many of the same reasons.”
A long-standing problem during my
72 years as a computer professional
is that many compelling R&D innova-
tions have not been adopted into the
marketplace.

IMAGE BY GREENBUTTERFLY


https://doi.org/10.1145/3775071

Healthcare Requires

Trustworthy Technology

Some of the overarching concerns
around the world involve the extent to
which computer technology is: poorly
designed and implemented; funda-
mentally inadequate with respect to
predictable safety, reliability, security,
privacy, usability and other aspects of
trustworthiness; oblivious to research
and development; misused; misun-
derstood; too expensive; or otherwise
fraught with risks (see, for example,
Hartmann®).

Many popular computer systems
and networks have lacked even the
most rudimentary evidence of trust-
worthiness, as that evidence depends
on principles of development and
analysis techniques that are beyond
the abilities of many conventional
programmers.”® Similar comments
are valid relating to healthcare trust-
worthiness.

Research and Engineering for
Trustworthy Healthcare

As noted at the beginning of this col-
umn, one of the most fundamental
gaps is generic rather than specific to
healthcare: the overwhelming absence
of trustworthy commercial computer
systems and networks. Thus, we need
to begin building new trustworthy spe-
cial-purpose devices for specific medi-
cal uses, and demonstrate in practice
what might be achieved. Some inspi-
ration may be found in constructive
uses of demonstrably evidence-based
research that uses modern system-and
software-engineering approaches with
seriously addressed principles.*

The novel CHERI capability-based
hardware-software is a noteworthy
advance, being developed extensively
since 2010 jointly with SRI Interna-
tional and the team in Cambridge,
U.K. with funding from DARPA and
more recently the British government
and industry formally proved to sat-
isfy their critical security properties.?
CHERI is slowly becoming recognized
by some corporations for its extensive
trustworthiness.?

a See the CHERI website for published papers,
CHERI hardware specifications, operating sys-
tems including CHERI-BSD and real-time OSs,
CHERI-RISC-V, and many public materials:
https://www.cl.cam.ac.uk/research/security/
ctsrd/cheri/

ey
We need to begin
building new
trustworthy special-
purpose devices for
specific medical uses.

A powerful approach pursued by
Nancy Leveson relating to human
safety has an underlying formal foun-
dation that is also hidden from the
developers so that it can be usable by
people without advanced computer
science degrees who have to deal with
the complexity of today’s systems such
as healthcare technology and auto-
mated systems. Her System-Theoretic
Process Analysis (STPA) handbook has
been downloaded more than 500,000
times, and attendees at her workshops
are from approximately 100 countries
and every industry you might imagine.”

Patient-Specific Technology Is
Becoming Increasingly Desirable
There is often no universal solution
in healthcare. For example, many
medical practices seem to be stifled
by the use of pharmaceutically based
treatments that try to suppress the
symptoms rather than treating the
underlying causes. This standardized
approach can in general impede the
adoption of promising new methods
that could be much more effective.
Worse yet, proactive consideration of
environmental hazards has also been
stifled (by commercial agriculture,
pharma, and other corporate bod-
ies). Overall, it seems that prevention
would have been much more effective
than trying to rectify the ill effects of
decades of harmful practices.

Trustworthy Healthcare
Technology Is Emerging
The aforementioned gaps in our com-
mercial information technology are

b Nancy Leveson has worked extensively on hu-
man safety for many years. Her recent books,
research papers, and details on STPA are enu-
merated on her website: http://sunnyday.mit.
edu/
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reflected in the need for better health-
care-specific research and develop-
ment. The “approved” standard allo-
pathic treatments tend to treat only
evident superficial symptoms with
one-size-fits-all technology—typi-
cally pharmaceuticals and full-body
chemotherapy that are often iatro-
genic (that is, the alleged cure can be
worse than the malady itself), typically
lengthening the span of life while re-
ducing the quality of life by wiping out
the immune system.

On the other hand, functional
medicine features significant im-
provements in cost structures and
less dependence on pharmaceuticals,
with individualized patient-based
strategies that use carefully evaluated
alternative, economical, and safe ap-
proaches to holistic healthcare that
seek to address the root causes.

For example, itincreasingly appears
that a way to the future for treating
certain cancers® and other immune-
system abnormalities is inspiring
genetically engineered immunother-
apy that is specifically tailored to the
particular patient’s tumor, disease,
or hereditary defect, for example, in
combination with hyperthermia. On
the other hand, full-body gene therapy
appears to be much further off in the
future, if indeed it can be realistically
practical. Nevertheless, full-body hy-
perthermia already has a considerable
role in treating Lyme disease and its
common co-infections.

Similar conclusions are relevant for
dealing with immune-system degra-
dations resulting from toxic air, water,
ground residues, and toxic food, where
blood, bones, organs, and fluids need
to be analyzed and treated to reduce
forever-chemicals and other toxic enti-
ties—although elimination from the
environment would require massive
changes.

My Recent Experience

I have a personal involvement in some
of these issues—I was diagnosed with
stage-three pancreatic cancer in Au-
gust 2024, which my first-opinion Cali-
fornia healthcare provider pronounced
terminal in four to six months, with no
hope for remediation. They insisted
surgery would be far too dangerous
(for example, the Whipple technique of
removing half of the pancreas and re-
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placing it with an animal organ part).
In addition, full-body chemotherapy
was considered to be non-survivable—
for example, intolerable and fatal. I
was told that I should go home and en-
joy each remaining moment. However,
a week of daily radiation apparently
produced some slowdown in the pro-
gression of the tumor.

Fortunately, my daughter (a prac-
titioner of Oriental medicine, but af-
flicted with 25 years of chronic tick-
borne diseases) had previously been
to the Sanoviv Clinic functional medi-
cine clinic in Baja, CA, which she had
visited for tick-borne co-infections
and other toxicities a few years before.
Sanoviv treats some forms of cancer
and immune-system diseases, and
she suggested we visit there. They
gave me a second-opinion view of the
same CT scan and suggested some-
thing positive was indeed feasible, es-
pecially in that it had been diagnosed
early enough.

Sanoviv is helping advance the de-
velopment of trustworthy technol-
ogy—for example, hyperthermia de-
vices and the use of hyperbaric oxygen
chambers to increase oxygen absorp-
tion, and programs that analyze, alter,
and detox people with certain cancers,
and others infected with diseases car-
ried by ticks, mosquitoes, parasites,
birds, and other creatures.

One of the Sanoviv technologies
includes the use of hyperthermia ma-
chines (with the goal of targeting the
particular heated internal organ with
local chemotherapy cancer coded to
the genetic makeup of the tumor (with
essentially zero after-effects), or full-
body treatment for Lyme-related dis-
eases). Similar research efforts are un-
derway elsewhere. Such technologies
hold enormous promise for the future.

To illustrate my situation regard-
ing alternative healthcare more spe-
cifically, here is a brief outline of what
happened, having chosen the Sanoviv
alternative for a three-week visit in De-
cember 2024. I was then a 92-year-old
male with one of the commonly in-
herited erroneous genes (cataloged as
the so-called “ATM” error—each such
common erroneous gene has its own
unique alphabetic identifier). The ATM
bad gene is explicitly linked with pros-
tate, pancreatic, and breast cancer,
which I presumably inherited from
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my mother and/or father). Note that I
had prostate cancer over a decade ago
(spread to the left hip, treated success-
fully with radiation and testosterone-
blocking hormone therapy, now in re-
mission for well over a decade).

My first pancreatic-cancer treat-
ment at Sanoviv included building up
my immune system with repeated in-
travenous drips of artemisia, amygda-
lin, and up to 144 grams of vitamin C.
A localized killer-chemotherapy pack-
age was prepared coded to the genetic
make-up of the tumor, which when
applied following a drip of T-cells re-
sulted in fragmenting the overheated
tumor in a single application of the
coded chemo package. Systemic hy-
dration with essential electrolytes was
also part of the daily regimen. This
initially resulted in a 30% reduction in
the scope of the tumor in December
2024, and 50% by six months later after
a take-home version of generic chemo
for that type of cancer.

A second visit of two weeks to Sa-
noviv followed in June 2025. A slightly
modified improvement in the immune-
system build-up protocol was used
(based on their recent research): the
three-hourvitamin-Cdripswasreplaced
with a much more effective 15-minute
macrophage activation-theory drip.
Delivery of the coded killer package
was again preceded by the repeated
hyperthermia electromagnetic or-
gan heating, and hyperbaric pressure
chambers, followed by the immune-
enhancing drips plus a T-cell drip, all
of which further enhanced the pro-
cess. The doctor’s expectations (based
on previous experience) were that
about 90% of the tumor was already
neutralized, with continued diminu-
tion again expected in the following
months, as the immune system went
to work again. This was monitored
with CT scans, blood results, and the
CA19-9 pancreas-marker test results,
which indicated successful treatment
thus far.

I am concluding writing this col-
umn during my third visit in Decem-
ber 2025, which indicated the CA19-9
marker had grown a little since I left Sa-
noviv in June 2025. That suggested that
continuation of the hyperthermia and
immunotherapy was in order, most
likely again regularly in the future.
However, the long-term prognosis re-



mains decidedly hugely positive when
contrasted with the original death sen-
tence before I reached out to Sanoviv.
Other cases were celebrated during
both of my first sessions at Sanoviv.
December 2024 involved a patient
with an American clinic’s diagnosis
of stage-four colon cancer for a Je-
hovah’s Witness patient who did not
want any surgery. Visiting Sanoviv for
the hyperthermia treatment noted
above, that patient received 3.5 weeks
of treatment, and left with zero signs of
cancer. Several women with advanced
breast cancer had similar experiences.
Other total and partial eliminations
were also observed. According to con-
versations with doctors and patients,
the occurrence of many such success-
es is apparently not a surprise. The
reputation of Sanoviv continues, well
founded in its 15 years of research, and
should be a genuine inspiration. It may
not always live up to patient expecta-
tions, but it seems to succeed quite
often in the right direction. It also pro-
vides an incentive for ongoing and new
research, there and elsewhere.

Fundamental Research in Progress
Some examples of just few healthcare-
specific technologyresearch topics are
summarized here:

» Understanding and controlling
chronic immune-system and other
diseases: COVID and Long-haul CO-
VID, Dysautonomia (connective tissue
disorder), and awide range of nervous-
system disorders (including Mast Cell
Activation Syndrome MCAS, Postural
Orthostatic Tachycardia Syndrome
(POTS), Ehlers-Danlos Syndrome
EDS), Lyme disease and its nontrivial
tricky-to-diagnose co-infections—
such as Borrelia Bergdorferi (with
five variants including Borrelia STARI
from the lone-star tick), Ehrlichiosis,
Anaplasmosis, Francisiella, Ricketsia,
Bartonella, Babesiosis, Bartonello-
sis, Powassan virus, Heartland Virus,
Colorado Tick Fever, Bourbon virus,
Sevan fever (Tick-Borne Encephalitis,
which affects people in and travelers
to Europe and Asia), Thrombocyto-
penia, Tularemia, Alpha-Galactose
(“Alpha-Gal,” from the Lone-Star tick,
which may cause death from immune
reactions such as anaphylaxis—see
the alleged first recorded U.S. death
of an airport pilot in N.J. who died

R
The absence of
meaningfully
trustworthy
computer
communicationis
likely to remain an
obstacle for the
forseeable future.

upon eating meat (although many
other deaths are now suspected in
retrospect),* Rocky Mountain Spotted
Tick Fever, and Epstein-Barr (a form
of chronic mononucleosis), to name a
few—plus other similar items such as
Lupus, Sickle-Cell Anemia, HIV-AIDS,
diabetes, eating disorders, and obe-
sity. Recent attention has noted that
mosquito-borne chikungunya,” well
known in South America, Africa, Asia,
and Puerto Rico, was recently discov-
ered on Long Island, NY; it causes dis-
abling joint pain. This list gives only
a hint at the complexity of these co-
infections, an area in which targeted
research is becoming increasingly
critical because the relatively rare
successful known treatments may be
quite different. For example, The Quiet
Epidemic: As Close as Your Backyard
video by Kino Lorber, 2022, provides
a view of the medical cover-up of the
approved Lyme-disease treatment (a
wrong-headed ubiquitous standard
single-dose antibiotic, rather than
some kind of 28-day cycle to account
for multiple stages of the infecting
agent.) Unfortunately, there are no ad-
equate sufficiently accurate references
on these infections, with relatively lit-
tle ongoing work in progress.

» Accurate complete testing tends
to be very spotty in the U.S., although
excellent for example, in Germany.
Worse yet, the treatment for each of the
aforementioned ailments is necessari-
ly confused by the absence of definitive
research and testing, and the lack of
individualized treatments specific for
many of the aforementioned maladies.
Also, long-term delays in treatment
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tend to result in chronic degeneration
that cross the blood-brain barrier and
become much more difficult to rec-
tify. Note: Very recently, the American
Medical Association has finally identi-
fied Chronic (long-term) Lyme as a dis-
ease, after many years claiming that
the term had no meaning—with many
doctors routinely suggesting that pa-
tients should consult psychiatrists.

» Sanoviv and other clinics around
the world (such as Paracelsus in Swit-
zerland, St. Georg in Germany, and var-
ious places in Canada) evidently have a
much more robust understanding of
the tick-, insect- and parasite-borne in-
fections than allopathic doctors.

» Immune-system research is still
in its infancy, but making gigantic
progress. With climate change among
other factors increasing their life cycle
and geographical spread, ticks are
now found on every continent, includ-
ing in Antarctic penguins), and the
generic category of immune-system
diseases seems to be a catch-all for
as-yet unknown causes. More-specific
diagnosis is going to be critical, which
is already a huge problem in trying to
identify and distinguish among the
Lyme-related diseases and some of the
lesser understood cases noted here.

» Sanoviv also has an ongoing re-
search program to study the effects of
micro-electric currents on the brain,
heart, and other organs. This effort
appears to be unique, although they
are sharing their results with other re-
search institutions worldwide. Some
of this will in the future explore the
application of constructive stimui.

Other issues also need to be consid-
ered, in much greater depth:

» Exploring complementary proto-
cols and medicine for treatment: Vari-
ous types of scanning/imaging (X-ray,
CT, PET), genetically targeted chemo-
therapy, Extra-corporeal blood oxygen-
ation and ozonation (EBOO, involving
treatment of blood with ozone and
oxygen), plasmaferesis and the Patricia
King Protocol, other detox protocols
(for elimination of environmental tox-
ins, heavy metals, forever chemicals,
microplastics, and food allergies), T-
Cell therapy, ethylenediaminetetraace-
tic acid (EDTA), and dimercaptosuccin-
ic acid (DMSA). Some of these require
extensive technology to support their
effectively controlled use with real-
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time monitoring, analysis, and general
supervision. Once again, functional
medicine appears to have a major role.

» Exploring crosslinks among dis-
eases, treatments, and medications:
Patients are increasingly having
seemingly unrelated symptoms with
multiple medications that may have
surprising or unknown effects, actu-
ally complicating recovery. Significant
research is needed to explore these in-
terrelationships.

Lessons for Computer and
Healthcare Systems
The absence of meaningfully trustwor-
thy computer communication is likely
to remain an obstacle for the foresee-
able future, considering the frequent
occurrences of system crashes, power
outages, hacking, ransomware, and
other risks. The short-term challenges
will be in trying to develop application
software that can overcome the in-
herent underlying hardware/software
system risks. Please remember that
total-system trustworthiness is an over-
arching emergent property of the entire
system; it depends on the hardware,
operating system, application code,
and the successful composability of all
of these components, failure in which
may result in system errors, self-denials
of service, and external exploits.
Evidence of trustworthiness in
computing—and particularly the use
of artificial intelligence in medical ap-
plications—should begin to emerge
for individual software systems; for
example, selective high-assurance
applied to specific software modules,
applications, and eventually per-
haps total systems. We already have
some evidence that the personalized
healthcare lessons in trustworthiness
resonate in computing applications
from Amazon.'? The potential of pa-
tient-based targeted immunotherapy
seems to be theoretically unlimited,
with even some longer-range experi-
ments in genetic engineering. That is
why I lump cancer care and animal-
borne immunotherapy together here,
even if the treatments might seem
conceptually different. Not surpris-
ingly, various countries and some U.S
non-government start-ups are bet
ting that immunotherapy solutions
can revolutionize healthcare. Such
far-reaching approaches are desper-

D
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more demonstrably
trustworthy,
integrative, and
tailored to

the individual

genetic makeup.

ately needed. For example, it was an-
nounced in mid-October 2025 that N4
Pharma and SRI International have
demonstrated a breakthrough in RNA
cancer therapy.© Also, the 2025 Nobel
Prize for Medicine for peripheral im-
mune system tolerance in immunol-
ogy awarded to Mary E. Bruncow, Fred
Ramsdel, and Shimon Sakaguchi
should help the cause considerably in
advancing applications of immunol-
ogy for holistic healthcare.

In hindsight, it appears that some
healthcare approaches have grown
from a rather English/old-German
biomedical tradition, whereas some
others such as Mexican, new Ger-
man, Swiss, have deeper Spanish/
French and thousands-of-year-old
Chinese, Indian, and even Egyptian
roots that are closer to what is now
deemed functional healthcare. The
differences in approach are stark,
but both can certainly work together.
Thus, healthcare worldwide needs
to address technology that is more
demonstrably trustworthy, integra-
tive, and tailored to the individual
genetic makeup (especially including
overcoming already cataloged widely
known erroneous genes). Above all,
good healthcare represents a holis-
tic international problem that needs
holistic approaches. Please remem-
ber that no one size fits all here, and
more individualized care is going to
be absolutely necessary.

¢ See https://www.sri.com/press/story/n4-phar-
ma-and-sri-demonstrate-breakthrough-in-
rna-cancer-therapy/
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So, where might all of this be head-
ing sometime in the future: With the
eventual availability of trustworthy
computer systems, trustworthy evi-
dence-based Al, trustworthy gene se-
quencing, and trustworthy pharma
(especially where open sourced), you
might even be able to do much of what
is alluded to here by yourself (with
some trustworthy guidance)—or at
least have a considerably better under-
standing of what might be possible if
and when you might wish to live lon-
ger with a good quality of life. People
on both sides of the fence might call it
primitive healthcare, going back sev-
eral millennia in principles and cer-
tain approaches that can still be effec-
tive in practice.
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Kode Vicious
Driven to Distraction

From floats to characters and back again.

Dear KV,

I know you have mentioned working
on embedded systems in the past, and
now that I have a related project, I have
a question for you. The device we are
building has a lot of sensors and I have
been slowly adding support for these
to our embedded Linux kernel. Each
device samples data from the environ-
ment, and they are each a bit different,
but the only common drivers that seem
to match what we do are character driv-
ers that just generate a stream of bytes.
It seems strange to take a lot of floating-
point data, turn it into characters, and
then turn it back into floating point. Is
this common? Or am I missing some
type of driver that would do this better?

Floating

Dear Floating

I remember when I was preparing for
my first talk years ago, people would tell
me, “Start with a joke.” So, here is one
for this occasion:

Three hardware designers go to see
an OS developer.

The first hardware designer says, “I
just developed a new device and I need
adriver.”

OS developer: “Sure, what does it
do?”

First hardware designer: “It reads
GPS data and correlates it with star
charts from avisible telescope.”

OS developer: “You should write a
character driver.”

The second hardware designer says,
“My new device takes temperature
readings to five significant digits from

across a square kilometer of ocean at
depths of 1 to 100 meters.”

OS developer: “Oh, so you need a
character driver too.”

ey
Once upon a time,
operating systems
handled many
different types of
data, and they did so
in sometimes-wildly
incompatible ways.

George V. Neville-Neil

The third hardware designer says,
“My device samples quantum states
throughout the known universe. It
can literally see the face of god, should
such exist.”

OS developer: “Character driver!”

Alas, some jokes require a very spe-
cialized audience, but in this case I
think the audience is receptive.

The thing is, once upon a time, oper-
ating systems handled many different
types of data, and they did so in some-
times-wildly incompatible ways. This
was a problem because it meant appli-
cations had to be ported whenever a
new operating system version came out
or whenever someone got a new model
computer.

The “everything is a byte stream, we
don’t care what the format of your data
is” ethos of early Unix had some very
real benefits in that itallowed programs
to be ported to different machines and
different versions of Unix to be used
with few or no changes.

But, of course, every good fairy tale
also has a dark side—at least if you
read the original Grimm. And here, the
problem with a simplifying assumption
is that it can make for inefficient or, in
your case, patently illogical software.
Converting a number (which is what a
computer is great at processing) into a
string (which a computer is not ideally
suited for) and then back to a number
wastes time, memory, and CPU cycles—
the very three things we are all told nev-
er to waste in our software!

KV’s particularly favorite form of
this stupidity: one of the bestknown
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and most commonly used protocols
for sending stock-ticker information
does exactly this—that is, it converts
numbers to strings and then back to
numbers. This ridiculous scenario led
finance companies to invest heavily in
FPGAs (field-programmable gate ar-
rays) just to get an edge in processing
stock prices for high-frequency trading.
KV was both appalled when he learned
this and chagrined that he hadn’t
bought stock in certain FPGA compa-
nies soon enough.

All of which is to say that sometimes,
simplifying assumptions are a real
problem, and sometimes, they make
everything look like a nail, which then
makes you think all you need is a ham-
mer. The big challenge with modern
systems is that 50 years of doing things
the Unix way has left us bereft of better
APIs. Itis notjust the drivers butalso the
application APIs on top of the operating
system that deal only in byte streams.
It is as if the operating system design-
ers threw up their hands and said, “Not
my job!” and left all the data interpreta-
tion to the application programmers
and device developers. Since these two
parties rarely, if ever, talk to each other,
no real progress has been made in this
area from that time until now.

So, how might we make progress?
The current fad for kernel bypass li-
braries addresses the matter by just
ignoring the operating system alto-
gether—which, as an operating system
developer myself, I can totally under-
stand. We must either deal with the op-
erating system through modification or
extension, bypass it, or start over from
scratch by writing a new one. This last
option is the most attractive to an oper-
ating system developer, but KV doubts
your employer will sign up for the asso-
ciated multiyear project. But if they do,
please get in touch with me!

Your most expedient but least pref-
erable solution would be to bypass the
operating system since you can write
a few APIs that allow your applications
to talk efficiently with the devices. By-
passing gives you the most control,
the highest fidelity of data, the lowest
latency of access—but all at the price
of generality. That is, when you bypass
the operating system, you make it so
that each new program must, again, be
compatible with your bypass libraries.
And if you want generality back, you
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with modern systems
is that 50 years of
doing things the Unix
way has left us bereft
of better APIs.

wind up doing what operating system
developers have done forever, which is
to produce generalized APIs that can be
consumed by arbitrary programs. The
current middle ground is to add new
system calls to the operating system—
a process that is fraught with peril, be-
cause modern operating systems are
huge and fragile. While people do add
new system calls to operating systems,
this is a rare event. And, if you were to
do this, you would wind up maintain-
ing the new syscalls locally for a very
long time unless you were able to con-
vince an open source project that your
new calls were generally useful.

So, thatis where you are: Make a char-
acter device driver and pay the cost of
converting real data into strings, bypass
the operating system, or innovate in the
operating system space and produce
some new system calls. I cannot say any
of these choices are great. In fact, they
all have their downsides in one way or
another. But innovation in operating
systems went out in the 1980s, and the
people who are trying to bring that back
now have a more difficult job.

KV
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Anna Forster, Matthias Hollick, Stefan Katzenbeisser, and Christoph Krauss

Resilience Meets Security
in Cyber-Physical Systems
and Critical Infrastructures

Why we need a holistic perspective on systems designed to withstand
and recover from disruptions while maintaining essential functionalities.

N OCTOBER 8, 2022, Deutsche

Bahn—the German rail-

way—experienced a critical

outage of its GSM-R system

in northern Germany. De-
signed to enable communication be-
tween signal boxes and engine drivers,
GSM-R s a critical safety component. In
the event of a disruption in communi-
cation, no trains are permitted to oper-
ate. Deutsche Bahn segmented its GSM-
R cellular network into several regional
networks. However, all of them require
access to central services to manage
GSM-R calls, which are—for reasons
of redundancy—available both in Ber-
lin and Frankfurt, connected through
fiber to all regional networks. On the
day of the outage, fiber cables from the
regional network of Hannover to Berlin
and Frankfurt were cut at two distant
locations within a few hours. After the
incident, no GSM-R calls could be estab-
lished and Deutsche Bahn was forced to
shut down operations in northern Ger-
many for more than three hours. This
led to cancellation of numerous train
services throughout the country. Ini-
tially, it was assumed that the damage
was the result of critical infrastructure
sabotage. However, subsequent inves-
tigations revealed that the damage was
caused by two uncoordinated vandal-
ism incidents.?

a See https://bit.ly/3KPM785

In February 2022, in parallel to
the Russian invasion of Ukraine, un-
known (but likely state-linked) attack-
ers targeted the ViaSat satellite com-
munication systems, presumably in
an attempt to suppress military com-
munication. The attack caused signif-
icant collateral damage to critical in-
frastructures. It disrupted the remote
control of thousands of wind turbines
in Germany, some of which remained
inoperable for up to a month after the
incident.

b See https://bit.ly/4q4bBO1

On March 21, 2025, Heathrow air-
port was forced to shut down for a day
because of a fire in a substation. Even

though the airport is powered by three
different substations, the failure of a
single one resulted in a loss of power.
Approximately 1,200 flights needed to
be cancelled and 120 diverted to differ-
ent airports in the U.K.¢

Critical infrastructures and cyber-
physical systems (CPS) are integral
to our daily life and are becoming in-
creasingly important. Disruptions

¢ See https://bit.ly/3Y169ud
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Figure 1. General illustration of the level of performance of a system after shock/disrup-
tion showing failure, recovery, and learning process. The black curves visualize a tradi-

tional (non-resilient) system design. The green curves show a resilient system design.
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have serious consequences and can
even cause physical harm. Thus, CPS
must be designed in a way that ensures
dependable operation even in the most
challenging circumstances. They have
to operate not only in a secure but also
in a resilient fashion. NIST SP 800-39
defines resilience in this context to be:
“The ability of an information system
to continue to: (i) operate under ad-
verse conditions or stress, even if in a
degraded or debilitated state, while
maintaining essential operational
capabilities; and (ii) recover to an ef-
fective operational posture in a time
frame consistent with mission needs.”

Resilience and Its Relation

to Security and Safety

In contrast to secure systems (which
are commonly seen as either in a se-
cure or insecure state), resilient sys-
tems have the capacity for graceful
degradation and recovery while main-
taining essential operational capa-
bilities. This is often illustrated by the
resilience cycle shown in Figure 1. For
example, if a CPS such as the GSM-R
network is damaged (shock/disruption
in Figure 1), its functionality will tem-
porarily decline, potentially to a signif-
icant extent. However, under a resilient
system design, this would not require
shutting down the railway network. In-
tegrated measures could facilitate the
automatic recovery of the system, at
least to a certain extent, so that trains

d See Managing Information Security Risk: Orga-
nization, Mission, and Information System View
(Mar. 2011); https://bit.ly/4a5GAEE
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can continue running, maybe at re-
duced track capacity and potentially at
the cost of utilizing alternative, more
error-prone and labor-intensive com-
munication methods. It is even pos-
sible that the system will recover to a
higher performance level if the system
is reconfigured and learns to deal with
similar events in the future.

Attacks on CPS have the potential
to result in a range of consequences,
including those related to safety, op-
erations, finances, and privacy. Safety
risks arise when compromised sys-
tems, especially in sectors such as
healthcare, transportation, or indus-
try, endanger lives.

From an operational standpoint,
cyber attacks can disrupt processes,
degrade functionality, and cause cost-
ly periods of downtime. From a finan-
cial perspective, cyber attacks can re-
sult in direct costs for response efforts
or the resolution of liability cases, as

ey
Attacks on CPS

have the potential

to result in arange

of consequences,
including safety,
operations, finances,
and privacy.




well as indirect costs, such as reputa-
tional damage. In the event of a privacy
breach, sensitive information may be
exposed, thereby violating regulations
such as the General Data Protection
Regulation (GDPR) and incurring pen-
alties. We argue that safety, resilience,
and security must be addressed as in-
terconnected priorities rather than
separate concerns. Without strong cy-
ber resilience, organizations face risks
that threaten their stability, trustwor-
thiness, and long-term success. This
applies not only to large companies
and infrastructures, such as smart cit-
ies, but also to start-ups in sectors such
as smart homes, and even to unique
scenarios like smart farming.

In recent years, many Information
and Communication Technology (ICT)
systems started to aim for security-
by-design. However, today’s focus in
securing systems is to prevent attacks
such as eavesdropping, unauthorized
access, or data tampering through
mechanisms like encryption, firewalls,
and intrusion detection systems. Yet,
these same security mechanisms can
inadvertently compromise the sys-
tem’s ability to maintain functionality
and recover from disruptions. For ex-
ample, in an energy grid, encryption
ensures confidential communication
between grid control systems and de-
vices, whereas firewalls block unau-
thorized access. However, if these se-
curity measures are overly rigid or fail
during specific conditions (for exam-
ple, if a misconfigured firewall blocks
legitimate traffic or a key management
failure renders encrypted data inacces-
sible), they can cause critical systems
to stop functioning. Even though the
energy grid is then “secure” from cy-
ber attacks, it may become inoperable,
which could lead to a widespread pow-
er outage. In this context, resilience
would require balancing security with
robustness, such as implementing fall-
back systems, redundancy, and mecha-
nisms that ensure functionality (albeit
in a limited capacity) even if security
protocols fail. This highlights that a
secure system is not automatically re-
silient, as the two concepts address dif-
ferent aspects of system reliability.

In a similar way, a safe system may
not necessarily be resilient. The exam-
ple of the German rail system GSM-R
outage at the beginning of this Opin-

ion column demonstrates this: despite
its redundant design, the system failed.

Ways Toward Jointly
Resilient and Secure CPS
Achieving resilience for CPS requires a
multifaceted technical approach that
prepares systems not only to with-
stand but also to adapt and recover
from cyberattacks. In general, classi-
cal security mechanisms like multi-
factor authentication, access control,
zero-trust principles, and defense-in-
depth are essential components, yet
they are insufficient when deployed
on their own to ensure resilience. Re-
dundancy and adaptability are crucial:
CPS should be designed with built-in
redundancy to maintain operational
continuity, potentially at a reduced
functionality, in the event of a breach
or failure. For example, detailed recov-
ery plans can outline steps to revert
to a safe operational state or switch
to backup components when primary
systems are compromised. Modular
system design in combination with the
ability for decentralized operation can
help to further increase adaptability.
Redundancy should consider diversity
such that vulnerabilities cannot affect
all redundant instances at a time.
However, redundancy can also
increase the attack surface, as can
the deployment of security software.
Envision a smart energy system us-
ing two distinct communication net-
works, one primary and one backup,
to connect substations and control
centers. If these networks share soft-
ware vulnerabilities, an attacker can
potentially compromise both commu-
nication paths using the same exploit.
Diversifying technologies for commu-
nications or adding security software
(sometimes required for compliance
reasons) can increase the risk as well:
more software means more poten-
tial vulnerabilities. Lastly, manag-
ing and securing multiple redundant
systems introduces additional com-
plexity, which could lead to miscon-
figurations and other vulnerabilities;
the disastrous CrowdStrike incident
being the prime example, how a poor-
ly tested software update affected
millions of servers and all sectors of
critical infrastructure worldwide.®

e See https://bit.ly/3YOiRBP
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CPS-specific
resilience demands
new testing

and validation
methodologies.

Compartmentalization allows to iso-
late system components from one an-
other, thereby limiting the impact of
breaches and preventing threats from
cascading across interdependent sys-
tems. Fault detection and identifi-
cation is needed to quickly discover
threats and problems and automati-
cally handle them.

CPS-specific resilience demands
new testing and validation methodolo-
gies. At the moment, automated test-
ing methodologies are significantly
less mature in this domain than those
in traditional IT. Nevertheless, rigor-
ous testing is essential to identify vul-
nerabilities specific to the physical as-
pects of CPS operations. In addition,
user interfaces that communicate se-
curity status and offer easy-to-under-
stand alerts and controls are crucial
for assisting operators in identifying
and managing potential threats in real
time, thereby improving both response
and adaptability in the face of shocks
and disruptions. Together, these strat-
egies foster a CPS environment that is
secure, adaptable, and resilient in the
face of evolving cyber threats. Howev-
er, integrated resilience also requires
clear prioritization of functionality
over all other aspects and trade-offs,
which is a challenging aspect to design
and agree upon.

Cyber Resilience Strategies,
Building Capacity, and Raising
Awareness for Resilience in CPS
The increasing importance of cyber
resilience is becoming evident in na-
tional and supranational cybersecuri-
ty/cyber resilience strategies. The 2021
report Singapore Cybersecurity Strat-
egy* was among the first to offer a clear
definition of cyber resilience, and no-
tably incorporates considerations for
cyber-physical systems (CPS). Similarly,
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the 2024 U.S. report Strategy for Cyber-
Physical Resilience: Fortifying Our Criti-
cal Infrastructure for a Digital World*
emphasizes the cyber-physical dimen-
sion of resilience, focusing on action-
able recommendations to strengthen
critical infrastructure within the U.S.
The NIS2 Directive3 represents the
E.U’s updated cybersecurity frame-
work, imposing stricter requirements
on essential and important entities—
including operators of cyber-physical
systems in sectors like energy, trans-
port, and healthcare—to strengthen
both digital and operational resilience.
The goal of NIS2 is to ensure effective
prevention, management, and recov-
ery from disruptions within these in-
terconnected systems. In contrast, the
latest version of the European Union’s
2024 Cyber Resilience Act (CRA)* lacks
a clear definition of cyber resilience,
primarily focusing on cybersecurity
requirements for products with digi-
tal elements. While the digital leaders
have recognized that cybersecurity and
cyber resilience are tightly intertwined,
many other countries currently lack
strategic-level discussions regarding
cyber resilience.

In addition to technical approaches
and solutions needed to achieve and
ensure resilience in modern CPS sys-
tems, it is equally important to raise
general awareness of the issue. This
heightened awareness ensures techni-
cal solutions are not only developed
but also effectively utilized and im-
plemented, preventing them from re-

Figure 2. Resilience can only be achieved
if technical innovation works hand-
in-hand with curriculum integration,

standardization/regulation, and lifelong
learning. The individual steps are overlap-
ping and continuous.
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maining mere technical publications
in scientific venues.

There are several ways to enhance
developers’ awareness, for example,
integrating relevant topics into edu-
cational curricula and promoting life-
long learning, developing and enforc-
ing robust backup and recovery plans,
and implementing regulation and
standardization, such as presented in
Figure 2. Currently, college and univer-
sity programs are ratherrigid, with new
topics only slowly finding their way to
all students. Furthermore, while cur-
riculum recommendations in electri-
cal engineering and computer science
often include security, resilience is not
directly addressed. In terms of stan-
dardization and regulations, software
and integrated information systems,
such as CPS, lag behind their hardware
counterparts, which have long-estab-
lished safety standards (for example,
the CE marking on electrical devices).
Fortunately, existing legislation is un-
dergoing changes to include software
liability—a much-needed step toward
greater resilience (the new E.U. Prod-
uct Liability Directive’).

These four dimensions must be
addressed together to achieve mean-
ingful progress. For instance, even if
developers recognize the need to cre-
ate recovery plans for their products
or services, a lack of knowledge about
how to design and implement them
effectively could lead to failure. Simi-
larly, if recovery plans are not man-
datory or if their quality is not gov-
erned by standards, companies may
lack sufficient motivation to invest in
them, particularly under financial or
time constraints.

Good examples from other sectors
illustrate the potential impact of such

f See https://bit.ly/493M8gF
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efforts. For example, training and life-
long learning programs for pilots or
operators of other high-risk machinery
have been shown to effectively reduce
risks. Similar initiatives must be un-
dertaken in the CPS sector, where sys-
tems are rapidly evolving into similarly
complex and high-risk environments,
such as autonomous vehicles.

Outlook

To achieve CPS resilience, it is essen-
tial that researchers and practitioners
from different communities engage
in collaborative discourse, not only
concerning innovative solutions but
also practical trade-offs and priori-
ties. While technical innovation is still
needed in many fields, it also needs to
be integrated into teaching curricula
and into new standards and regula-
tions. Lifelong learning ensures inno-
vation is quickly integrated into exist-
ing systems and companies.

By adopting a holistic view that in-
tegrates resilience and security, we
can better protect CPS and critical in-
frastructures against evolving threats,
ensuring their reliability and stability
in the face of both anticipated and un-
foreseen challenges. Promising initia-
tives are already under way but must be
supported, expanded, and embraced
at all levels and by all stakeholders.
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The Agentic Economy

The architecture of agentic communication will determine the extent
towhich generative AI democratizes access to economic opportunity.

ENERATIVE Al HAS revolu-
tionized the way we interact
with technology, allowing
people to express their in-
tent in free-form natural
language. It has paved the way for AI
agents that not only converse with us-
ers but also perform actions on their
behalf, flexibly and with minimal guid-
ance. Delegation to AI has already be-
gun to improve the efficiency of individ-
ual processes, making both consumers
and businesses more productive in the
set of tasks they had already been do-
ing.** However, we believe that the more
disruptive—and yet to be realized—im-
pact of generative Al is its potential to
drastically reduce the communication
frictions between and among consum-
ers and businesses. This could lead to
a reorganization of markets, shifts of
market power, and the introduction of
entirely new products and services.
Consumers have traditionally faced
high communication costs when ini-
tiating relationships with businesses,
reducing efficiency.® For example, a con-
sumer seeking a new tax preparer might
hesitate to switch because she would
have to explain her financial situation
all over again to a new person or online
service. These communication hurdles
can prevent consumers from taking ad-
vantage of better products and services
or lower prices. Businesses have tried to
lower these costs with tools like online
forms and voicemail menus, but these
often just shift communication costs
to the consumer and can make interac-
tions more rigid.
Imagine instead a future where ev-
ery consumer has an assistant agent

David M. Rothschild et al.

to communicate their preferences and
personal information to businesses,
and every business has service agents
to interact with consumers and other
businesses. These agents could be de-
signed to interface with each other
seamlessly and flexibly, transforming
the landscape of consumer-business
interactions. Delegating interactions to
such assistant and service agents low-
ers communication costs and makes
markets more efficient by expanding
the range of options available to both
consumers and businesses.

To unlock the full economic poten-
tial of generative AI's communication
capabilities, two developments are nec-
essary. First, consumers and business-
es must widely adopt assistant and ser-
vice agents. This is already under way.>’
Second, these agents must be designed

to interact seamlessly with each other
to facilitate transactions. On the tech-
nical front, there has been significant
progress in standardizing such agen-
tic interaction, with frameworks such
as Microsoft’s AutoGen,* and protocols
such as Anthropic’s Model Context Pro-
tocol’ and Google’s Agent2Agent Pro-
tocol.© However, it remains to be seen
how these advances will be adopted and
implemented, or constrained, given
their complex interplay with and depen-
dence on market forces.

We believe the largest benefits of
inter-agent communication will be re-
alized as markets reorganize around
these new capabilities.? While the pos-

a See https://github.com/microsoft/autogen
b See https://github.com/a2aproject/A2A
¢ See https://github.com/modelcontextprotocol
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sibilities of this technological distri-
bution are numerous and difficult to
predict, we offer a framework for un-
derstanding the most plausible out-
comes and contrasting them with the
current state of affairs. A key question
is whether inter-agent communication
will occur within closed “agentic walled
gardens” controlled by a few dominant
providers, akin to today’s app stores, or
through a more open “web of agents”
where agents freely connect and trans-
act, much like the World Wide Web. The
answer to this question will determine
how today’s largest online platforms
are impacted by the proliferation of in-
terconnected agents—whether through
further entrenchment of their mar-
ket power or a loss of dominance and
broader democratization of AI's eco-
nomic benefits. We explore how those
benefits might manifest, with implica-
tions for advertising, e-commerce, and
the creation of new products and indus-
tries.

The Current State of Agentic Al
Before discussing future possibili-
ties for agentic economies, it is helpful
to survey the current landscape of Al
agents. On the surface it may appear
as if several existing efforts are well on
their way to providing consumers and
businesses with assistant and service
agents that could function as described
here. But most existing agents lack a key
ingredient: While they are designed to
interact with or simulate human users,
few public offerings are designed to in-
teract with each other.

Existing agents generally come in
one of two forms: siloed service agents
or general-purpose end-to-end agents.
The first, siloed service agents, provide
a new user interface for products and
services within a single company. For ex-
ample, Amazon’s Rufus allows custom-
ersvisiting Amazon to access their order
histories or compare potential purchas-
es through natural language instead of
navigating a website. Likewise, Expe-
dia’s Romie provides a chat interface
to help customers build travel itinerar-
ies—including flights, hotels, and res-
taurants—by pulling information from
customer email messages and group
chats. Importantly, however, these ef-
forts do not expose interfaces intended
for interaction with other agents. As a
result, they are still fundamentally lim-

ey
A key question is
whether inter-agent
communication will
occur within closed
‘“agentic walled
gardens” or a more
open “web of agents.”

ited by people having to navigate to and
personally interact with them.
End-to-end agents take a different
approach, aiming to provide general-
purpose automated functionality that
is not limited to a single company or
service. For instance, technology from
OpenAl, Google, and Microsoft can ag-
gregate research from external sourc-
es, navigate business websites on the
user’s behalf, and even perform simple
tasks like making reservations or plac-
ing food orders, all within one inter-
face. Importantly, however, much of
the functionality that these end-to-end
agents provide currently comes through
“computer use models” that simulate a
user pointing and clicking on existing
(non-agentic) websites (or most recently
the assistant agent may absorb a menu
of products and pricing, or even an app,
but still all within the confines of the as-
sistant agent). This gives the illusion of
assistant and service agents working to-
gether, but the absence of a true service
agent on the business side limits what
an end-to-end agent can accomplish.
Moreover, by mimicking human us-
ers, these agents risk creating adversar-
ial relationships with businesses that,
for example, rely heavily on advertising
revenue and may resist having their
websites accessed by agents instead
of humans. Even if end-to-end agents
can perfectly simulate human users
and businesses agree to agent-based
access, interactions would still be con-
strained by what businesses currently
expose through existing web forms that
limit the expressiveness of requests and
responses. For instance, businesses
offering highly customizable prod-
ucts—such as catering services—often
use only basic contact forms, handling
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niche or specialized requests through
human followup.

The Future Impact of Agentic Al
Given their limitations, we anticipate
that siloed and end-to-end agents will
ultimately give way to agents that are
designed to seamlessly interact di-
rectly with each other. However, there
is a complex interplay between techni-
cal capabilities and market forces that
could lead to a number of different sce-
narios for what this solution will look
like, who will control it, and what it will
be capable of.

The Market Power of Digital Inter-
mediaries. Two-sided platforms (busi-
nesses designed to bring together two
distinct sides for a transaction) such
as Amazon, Expedia, OpenTable, and
Spotify are key intermediaries of the
current digital economy that create
value by matching millions of consum-
ers and businesses to each other within
specific domains such as shopping,
travel, dining, and music.” They do
this in part by standardizing how both
sides interact. For example, Amazon re-
quires sellers to follow specific formats
and policies, while consumers must
use its interface to search and transact.
In exchange, consumers access a vast
range of sellers and businesses gain
exposure to a large customer base. But
this comes with trade-offs: both oper-
ate within a tightly constrained system,
are subject to the platform’s design
choices (for example, ranking algo-
rithms), and pay referral fees.

If an agentic economy enables each
consumer’s assistant agent to directly
and flexibly communicate with each
businesses’ service agent via unscripted
communication, the role—and mar-
ket power—of intermediary platforms
could shift substantially. In principle,
once communication frictions are low
enough, interoperable AI agents could
eliminate the necessity for two-sided
platforms as intermediaries altogether.
Consumer assistant agents could di-
rectly find and flexibly negotiate with
service agents to buy goods, book hotels
and airlines, make dining reservations,
and stream music.® This would repre-
sent a drastic decentralization of power
compared to today’s markets.

In practice, however, intermediary
platforms often provide value beyond
simply standardizing communica-



tion between buyers and sellers, via
discovery, validation, remediation,
and economies of scale. For instance,
in domains like travel, it may still be
useful for an intermediary to provide
trusted suggestions, offer trip insur-
ance, resolve disputes, or ensure regu-
latory compliance. However, an agentic
economy could lead to fierce competi-
tion between intermediaries due to low
switching costs, reducing the profits
they can extract.

Agentic walled gardens vs. the web
of agents. Even though any specific as-
sistant and service agent may be tech-
nically capable of communicating with
each other in an unscripted manner,
the pool of agents they might interact
with could be restricted due to market
forces. Select firms may provide assis-
tant agents for free but restrict com-
munications, creating “agentic walled
gardens.” In some sense this would be
a natural evolution of today’s existing
application ecosystems such as the app
stores in dominant operating systems.
Given their existing large user bases
and nascent assistant technologies like
Apple Intelligence, Google Assistant,
Microsoft Copilot, and Meta Al, these
firms are well positioned to extend
their current marketplaces to include
interoperable AI agents. For example,
in March 2025, Meta launched basic
service agents for business pages on
Facebook and Instagram at no cost,
but these service agents are only acces-
sible to users on their own platforms.
In addition, firms such as OpenAI and
Anthropic that have built out large user
bases for their assistant agents could
develop their own marketplaces.

These walled gardens could offer a
number of benefits such as ensuring a
baseline of quality and security by fil-
tering out low-reputation or fraudulent
service agents and streamlining dis-
coverability and rating of agents. They
could also offer insurance if an agent
makes a mistake. However, much like
today’s app stores, this could concen-
trate market power in the hands of
a few dominant players, who could
leverage their position to extract sub-
stantial profits and limit the openness,
competitiveness, and innovation of
the broader ecosystem. This could also
lead to fragmentation of agentic eco-
systems and suboptimal user experi-
ences—for instance, a given individual

might have siloed assistant agents for
personal and professional purposes,
making it difficult to coordinate be-
tween them.

Conversely, if consumers and busi-
nesses fully own and manage their
agents, communication could be both
unscripted and unrestricted, leading
to a completely open and decentralized
“web of agents” that is not controlled
by any one entity. Similar to today’s
World Wide Web, any agent could join
and transact with any other. Assistant
agents would play a role similar to web
browsers, and service agents similar
to websites. This could foster competi-
tion, innovation, and broad access to
agentic technology, but it also comes
with substantial challenges. In particu-
lar, successful development of a web of
agents requires large-scale coordina-
tion among many players—including
corporations and governments—to
develop and agree upon standards and
protocols. It also requires robust mech-
anisms for discovery, trust, and security
among interacting agents. We visualize
these two plausible scenarios in the ac-
companying figure.

The future of advertising. In today’s
digital economy there are generally
many more businesses and products
available to consumers than they have
the time to research and consider, and
so advertising plays a crucial role in
capturing attention and guiding online
transactions. But in an agentic econo-
my where assistants can interact with
millions of businesses on behalf of con-
sumers, attention is a less-constrained
resource. What matters more is the al-
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gorithm that matches assistants to ser-
vice agents.

In a scenario where there are strong
central intermediaries (that s, an agen-
tic walled garden or web of agents with
dominant discovery layers) some form
of paid prioritization, akin to today’s
advertising, is very likely to influence
rankings. But the truly scarce and valu-
able resource—particularly in a web of
agents—will be high-quality human
feedback on goods and services. This
feedback will be crucial not only for im-
proving offerings (for example, training
Al agents) but also for distinguishing
high-quality services from poor ones.
The focus of monetization and compe-
tition could shift from the “attention
economy” to a “preference economy.”
Success will hinge on attracting early,
engaged users who provide valuable
feedback.

New means of monetization may
emerge to aggregate and rank service
agents based on feedback from con-
sumers and their assistants. Just as
people leave reviews on platforms like
Yelp or Google Maps today, future assis-
tants might generate reviews based on
user satisfaction data. Businesses could
compete by offering better prices or ser-
vices to attract these early users, creat-
ing a flywheel of feedback and prefer-
ence data.

Payments and micro-transactions.
As interactions between consumers
and businesses become more seam-
less and platform intermediaries less
central, we anticipate a rise in “one-off”
transactions and accompanying de-
crease in repeat engagements and long-

Figure. In an agentic marketplace, assistant agents (representing consumers) and ser-
vice agents (representing businesses) interact directly with each other. We distinguish
between two scenarios: (a) an example of an open web of agents with unrestricted com-
munication between agents and (b) an example of walled gardens in which agents are
restricted to interacting within the confines of platforms.

Service  Businesses

Agents

Consumers Assistant
Agents

(a) Web of Agents

Service  Businesses

Agents

Consumers Assistant
Agents

(b) Walled Gardens
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term consumer-business relationships.
This shift may encourage the growth of
micro-transactions. For example, a con-
sumer whose assistant frequently and
seamlessly switches between multiple
content providers (for example, Spotify
and Pandora, or Netflix and Amazon
Prime) may prefer usage-based micro-
payments versus subscribing to both
services. Furthermore, the usual fric-
tion associated with micro-payments
is eliminated when transactions are
handled entirely by assistants and
service agents, encouraging micro-
transactions that would otherwise be
too inconvenient to manage manually.
This shift is likely to evolve regardless
of whether walled gardens or a web-of-
agents scenario triumphs.

Unbundling, Rebundling, and New
Products. Products, goods, and services
are often bundled to balance complex-
ity and efficiency of transactions. For
example, a news article may bundle in-
terviews, photos, and facts, even if the
reader is already familiar with parts of
the story. A consumer’s assistant agent,
however, can track what the user has
already read and collaborate with a ser-
vice agent (for example, from the New
York Times) to generate a customized
article focusing only on new or relevant
information. This dynamic and per-
sonalized rebundling optimizes knowl-
edge transfer while minimizing cogni-
tive load. Such personalization can be
accomplished even today using meth-
ods such as retrieval-augmented gen-
eration (RAG); in principle, an assistant
agent could pull from multiple sources
of high-quality content to create cus-
tomized offerings for its user. Current-
ly, however, such methods are often
limited to public-domain sources such
as Wikipedia or under fair use claims,
as publishers are generally unwilling to
permit their content to be reused with-
out compensation. In the future, micro-
transactions between assistants and
service agents for the use of individual
pieces of digital content could enable
an ecosystem that compensates con-
tent creators while unlocking the ability
to create customized user experiences.

More generally, the power of dynam-
ic and personalized bundling could
apply to many other digital goods and
services that can be deconstructed and
reconstructed by assistant agents work-
ing with service agents to best serve

D
As technological
progress

drives greater
specialization, it also
increases the need
for coordination.

the needs of end users. This capabil-
ity aligns closely with the anticipated
rise of micro-transactions handled by
agents. As the infrastructure for mi-
cro-payments develops, it will become
possible for digital components to be
individually and dynamically negoti-
ated, priced, and packaged into hyper-
personalized products. We expect more
extreme unbundling, rebundling, and
new products in a web of agents where
there can be unrestricted communica-
tion between the assistant and any ser-
vice agent, allowing for more innova-
tion in product creation and bundling.

Conclusion

As technological progress drives great-
er specialization, it also increases the
need for coordination, which in turn de-
mands more sophisticated communi-
cation between individuals, organiza-
tions, and systems." For example, where
one doctor once handled a patient’s
care, today multiple specialists must
collaborate using advanced tools and
shared information. AI agents mark a
shift in this pattern: rather than com-
pounding communication overhead,
they offer a way to streamline it. By co-
ordinating tasks across fragmented
systems, agents stand to reduce friction
in markets, lower switching costs, and
unlock more decentralized access to
digital goods and services.

The architecture of this emerging
marketplace is still taking shape. Much
will depend on whether Al agents are al-
lowed to interact freely across an open
web or whether their interactions are re-
stricted within closed ecosystems. This
will be shaped by early stakeholder de-
cisions, emerging technical standards,
and evolving regulatory frameworks.
Regulatory outcomes may vary by coun-
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try—especially given the divergent ap-
proaches of the E.U., which favors pre-
cautionary, preventive measures, and
the U.S.,which tends to adopt a more re-
active, ex-post regulatory stance in digi-
tal markets. In that sense, this moment
is reminiscent of the early days of the
Internet before it began generating bil-
lions of dollars of revenue. The current
platform-dominated economy was cer-
tainly not obvious in the late 1990s into
the early 2000s, when digital commerce
was becoming increasingly decentral-
ized as early Internet portals gave way
to a blossoming World Wide Web.

Now is the time for us to reflect and
ask what kind of agentic economy we
want in the near future. The choices
we make today will determine not only
how these markets function, but also
who benefits from this new wave of
technology.
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It Takes a Village
to Teach Privacy

Rethinking privacy literacy for the younger generation.

HILDREN TODAY ARE growing

up in an era in which surveil-

lance is not an exception but

an expectation. A recent re-

port from the American Acad-
emy of Child and Adolescent Psychiatry
indicated elementary school children
spend more than six hours daily on
digital devices using educational apps,
watchingvideos, using chat apps to mes-
sage friends, and navigating social me-
dia platforms, all of which are designed
to collect users’ data. Yet, most children
lack the tools and skills to understand
what is happening to their data or how
to protect themselves.

Our research has found that children
as young as six can articulate concerns
about privacy, but their understanding
is often superficial. Our work also indi-
cates parents described privacy conver-
sations at home as mostly rule-based
(“don’t share your location,” “don’t talk
to strangers”).> While these rules are
easy to remember, they rarely help chil-
dren make sense of more complex or
nuanced scenarios, such as whether it is
okay to allow an app to track their activ-
ity “to improve performance.”

We see an important gap here. We
teach children to read before they read
alone. We teach them about nutrition
before they shop for groceries. But we
often leave them to encounter digital
privacy challenges with little more than
“don’t talk to strangers” or “don’t post
your real name.” It is not enough. Chil-
dren need more than rules. In our opin-
ion, they need the knowledge, critical
thinking, and decision-making skills

Yaxing Yao and Lanjing Liu

necessary to navigate privacy risks both
online and offline. We define this as
“privacy literacy.”

As we are exploring novel ways to
enhance children’s privacy literacy, we
found a need for a systemic shift in how
we educate children. That is, instead of
teaching rules, we need a comprehen-
sive approach to equip children with the
literacy they need.

Epstein’s Theory and the Case

for Cross-Context Collaboration
Education researcher Joyce Epstein
proposed the Theory of Overlapping
Spheres of Influence,* which states that
children’s learning is shaped by three
overlapping spheres of influence: fam-
ily, school, and community. When these
spheres work in isolation, children re-

ceive fragmented or conflicting mes-
sages. When they collaborate, children
benefit from reinforcement, consisten-
cy, and cumulative learning.

We applied this theory to the con-
text of privacy education and found that
each sphere contributes uniquely to
children’s learning when connections
are intentional:

» Families are best at initiating con-
versations about privacy that are rooted
in personal experiences and values.

» Schools offer structure, repetition,
and alignment with developmental
milestones in learning privacy skills.

» Community institutions like li-
braries and museums provide infor-
mal, playful, and curiosity-driven envi-
ronments that can spark reflection and
co-learning.
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Based on this theory, we have been
exploring a novel privacy education ap-
proach that allows families, schools,
and community institutions (such as
libraries and museums) to work in
partnership to foster meaningful, age-
appropriate, and sustained privacy lit-
eracy education for children. We believe
privacy literacy education that bridges
these spheres is not only more engaging
but also more effective.

However, we also need to realize that
each sphere has its strengths and weak-
nesses, which leaves room for an excit-
ing research agenda.

Families Are Willing

but Need Support

Parents play a crucial role in shap-
ing how children think about privacy.
Previously, we categorized five types
of parent-child privacy conversations:
rule-based, example-based, conse-
quence-based, decision-exposing, and
contextual.? Most parents in our study
relied heavily on rule-based messag-
ing, which they found limited in help-
ing children adapt to unfamiliar digital
environments. A mother in our study
described how her daughter learned
about data tracking through a game
that asked to access her photo library.
The child asked, “Why does it want my
pictures if it’s just a puzzle?” The moth-
er, unsure how to explain, simply said,
“Just say no.” The opportunity to dis-
cuss targeted advertising or third-party
data sharing was lost.

In another study, we explored how
guided reflection and perspective-tak-
ing can make privacy conversations
more mutual and less didactic.® When
parents and children were supported
to reflect on their own privacy needs
and share experiences, conversations
became more concrete, emotionally
resonant, and memorable. However,
many families told us they did not feel
confident initiating these conversations
on their own. Some parents rely on ex-
ternal authorities (for example, schools,
tech companies, or online resources) to
“take care of it.”

This is why privacy literacy tools for
families should be not only simple and
engaging for children butalso accessible
and empowering for parents. Many par-
ents struggle to initiate conversations
about online privacy because they them-
selves feel uncertain. To bridge this gap,

tools need to scaffold shared learning,
which offers parents and children op-
portunities to explore privacy concepts
together. Metaphors such as “Is your in-
formation a diary or a billboard?” invite
reflections from parents and children.
Games that visualize data sharing with
embedded tips and prompts can help
parents and children build shared lan-
guage around privacy.

Schools Must Go Beyond

Digital Citizenship Posters

Despite children’s growing exposure to
technology, formal privacy instruction
in elementary schools remains lim-
ited. Prior work by Kumar et al. shows
that teachers described frequent use of
Google tools, classroom apps, and on-
line platforms, but rarely taught about
privacy or data literacy explicitly.* In-
stead, privacy concerns were framed
around compliance or device man-
agement, not student understanding.
This is a missed opportunity. Teachers
are already engaging with students on
digital platforms, but without embed-
ded privacy discussions, children learn
to use tools without questioning how
those tools use their data and cause pri-
vacy issues.

However, educators need more than
warnings or generic advice, as such
information is rarely adaptive to class-
rooms with diverse needs. In reality, ed-
ucators need curricular materials and
professional development that align
privacy education with language arts,
science, and social studies, subjects that
are already built into the school pro-
grams. They also need tools that fit into
existing classroom technologies. For ex-
ample, areading unit on personal narra-
tives can include a discussion on online

ey
Despite children’s
growing exposure to
technology, formal
privacy instruction in
elementary schools
remains limited.
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identity; a science lesson on ecosystems
can introduce data flows between de-
vices, apps, and platforms; and a math
class can include activities on algorith-
mic bias and data aggregation.

More importantly, the privacy edu-
cation in the classroom ideally would
also align with the privacy discussions
in children’s homes. This is not only a
reinforcement of the privacy concepts
but also an alternative environment
to nudge children to think about what
privacy means in different contexts,
which will facilitate children’s con-
textual understanding of privacy and
gradually help them build stronger pri-
vacy literacy.

To accomplish this, the key is to em-
bed “teachable moments” in teachers’
daily teaching routine, which can help
teachers guide reflection without need-
ing to build entirely new lessons.

Community Organizations:

An Untapped Resource

Libraries, museums, and community
centers offer informal learning spaces
that are ideal for family-based privacy
education. We interviewed eight fami-
lies who regularly visited museums and
libraries and found that these spaces
often sparked curiosity and dialogue
around privacy topics.® One family re-
called visiting a museum exhibit that
visualized data traveling between apps.
Their child asked, “So our tablet is al-
ways talking to the Internet?” The ex-
hibit led to a 15-minute family conversa-
tion about Wi-Fi, cloud storage, and who
sees what. Such moments are rare at
home or school but flourish in informal,
low-stakes settings.

These teachable moments are pre-
cious for various reasons. To start with,
children come to museums to learn
new things. Their mental state is set to
absorb new things when they are at the
museums, and their parents are also
ready to engage with this learning pro-
cedure. Moreover, these moments are
often the entry point for continuous and
deeper learning at home and school.

But these approaches also need scaf-
folding. Museums or libraries can host
privacy literacy events, which are in-
teractive events where families can ex-
plore privacy concepts through games,
stories, and technology demos during
their visit. These events can illustrate
abstract topics and make them feel
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Figure 1. The authors (pictured) and collaborators developed an interac-
tive exhibit to teach children about digital privacy at the Smithsonian

National Museum of Natural History.
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relevant, social, and fun. Additionally,
take-home reflection cards, age-specific
prompts, or digital journals can extend
these conversations and connect them
with school curriculum or family goals.
The latter one, by nature, would require
a deep partnership among families,
schools, and community organizations
so that all stakeholders can work col-
laboratively and create a well-rounded
learning environment to enhance chil-
dren’s privacy literacy.

A Blueprint for Privacy

Literacy Partnerships

As we are advocating for a partnership
among families, schools, and commu-
nity organizations, we reflect on some
concrete recommendations for building
cross-context, partnership-based priva-
cy literacy education programs.

Recommendation 1: Co-design ma-
terials across settings. Privacy educa-
tion tools should be designed with input
from families, teachers, and communi-
ty stakeholders.

Examples: A digital storybook used
in school could be paired with a parent
reflection guide, or a museum exhibit
on data flows.

Recommendation 2: Embed “teach-
able moments” in everyday tech use.
Classroom apps and learning platforms
should include prompts or visual cues
that help children pause and think.

Examples: “Who might see what I
just typed?” “Why does this app want
my location?”

Recommendation 3: Create longitu-
dinal privacy learning pathways. Privacy
decisions donothappen in one moment.
Just as reading proficiency develops over

opinion

Figure 2. The Carnegie Mellon University Privacy Engineer-
ing program organized Data Privacy Day events at the

Carnegie Library of Pittsburgh.

time, so does privacy literacy. Long-term
studies and curricula should trace how
children develop from “rules-followers”
to context-aware privacy actors.

Example: Children’s privacy learn-
ing stories that can be shared among all
stakeholders.

Recommendation 4: Support fami-
lies as co-teachers. Provide parents with
low-barrier prompts and activities that
center children’s voices while guiding
reflections, along with accessible re-
sources for easy engagement.

Examples: Dinner table questions,
bedtime stories, or screen-time negotia-
tion checklists.

Recommendation 5: Leverage com-
munity events. Activities and events
with a privacy theme in libraries, sci-
ence centers, and afterschool programs
can reinforce what children learn at
home and school. These events should
be designed to include entire families,
not just children.

Examples: Interactive exhibit on digi-
tal privacy via the Expert Is In program
at the Smithsonian National Museum of
Natural History by Johns Hopkins Uni-
versity and the University of Notre Dame
(Figure 1), Data Privacy Day at the Carn-
egie Library of Pittsburgh by Carnegie
Mellon University (Figure 2).

Final Thoughts: Teaching

Privacy Is Teaching Agency

At its core, privacy literacy is more than
protecting data. It is about teaching chil-
dren that they have a right to boundar-
ies, a right to ask questions, and a right
to make decisions about their digital
lives. It is about understanding context,
making judgments, negotiating mean-

ing, and navigating power. It is about
cultivating agency in a world that often
treats children as passive users or invis-
ible data points.

These are not skills that can be
taught in one setting, by one adult, or
through one app. They require practice,
reinforcement, and reflection across all
the spaceswhere children live and learn.
When families, schools, and communi-
ties work together, we can do more than
improve test scores. We can empower
children to read the world beneath what
it looks like on the surface with confi-
dence, curiosity, and care. This is a life-
long skill.
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| An API for interfacing with the automaters.

| BY THOMAS LIMONCELLI AND CHRISTIAN PEARCE

SRE Is Anti-
Transactional

A MAJOR CONCERN in the site reliability engineering
(SRE) movement is automation—that is, moving IT
from focusing on transactional work to building
systems that do work for us. There are many
competing definitions of SRE. If you ask 10 site
reliability engineers (SREs) to define SRE, you’ll get
11 definitions. Some will focus on the R (reliability) as
the driving force in everything from feature priorities,
to budgets, to technology choices. Others use SRE
as an umbrella term encompassing everything
from application upkeep, cloud engineering, service
provisioning, and platform engineering to nearly all
aspects of keeping a technology working.

What they all have in common is an imperative to
move away from transactional work. It may not be
the defining attribute of the SRE domain, but itis an
important aspect. Let’s drill down into it.

SREs do not like manual work. Give a team of SREs
a manual process, and over time they will evolve it
from fully manual (people doing work), to automated
(software tools that humans use to make progress), to
autonomous (systems that identify when work needs to
be done, do the work, and alert humans in exceptional
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situations). The aim is to progress to-
ward eliminating manual work from
the system altogether.

SREs consider transactional work
to be toil—work that, while valuable in
and of itself, does not raise the bar and
improve the process for any similar
future requests. It is tactical, not stra-
tegic. It addresses immediate needs
rather than contributing to long-term
improvements or strategic goals.

For example, deploying a new soft-
ware release to a website is a good
thing. The new software release has
new features that benefit the user,
increase profit, or otherwise provide
value. In the old days, this process was
done manually and would frequently
require days or weeks of planning and
execution. Then, the next time a new
software release arrived, the same
amount of work would be required to
deploy it. That is ¢toil.

On the other hand, a project that
replaces all that manual toil with a
continuous  integration/continuous
delivery or deployment (CI/CD) system
is strategic, such that developers can
safely deploy new software releases in
a self-service manner. It not only auto-
mates a manual process, thus reduc-
ing toil, but also permits the process
to be done more frequently (even con-
tinuously) in smaller batches without
waiting for IT to become available.

SREs gladly do manual work but
only as anecessary step of learning the
process so that it can be automated
and eventually become autonomous.
Toil is acceptable when a task is infre-
quent or a process is new and ill-de-
fined or experimental in nature. Those
are exceptional situations, however.

As the old joke goes, in the future
there will be a factory that needs only
two employees: one human and one
dog. The human’s job will be to feed
the dog. The dog’s job will be to make
sure nobody touches the equipment.
Once SREs rule the world, the dog will
be automated as well.

Transactional Work
Transactional work usually takes the
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form of a request that is worked on
by an individual until it is completed.
Tickets opened with your IT organiza-
tion are transactional work. Whether
you are requesting a replacement
mouse or need assistance with some
technology that is not working correct-
ly, the work is transactional. It begins
with a request, work is performed, the
requester verifies the work is complete,
and then, lastly, the ticket is closed.

Transactional work is typically
manual and tactical (not strategic).
It addresses immediate needs rather
than contributing to long-term im-
provements or strategic goals. It does
not improve the system, product, or
processes in a meaningful way.

Toil scales linearly. If the number of
requests increases 10x, the number of
people required to complete the work
increases 10x. This is unacceptable in

today’s business environment. Since
Ford popularized the automotive as-
sembly line, it has become an expecta-
tion that cost should scale sublinearly
with growth. Thatis, if 10 units of work
requires 10 people, 100 units of work
should require significantly fewer
than 100 people.

Toil is reactive and interrupt-driven
by nature, which makes planning diffi-
cult. A request arrives at an unpredict-
able time and requires humans to stop
whatever they are doing to work on the
task. Since people are not available
24/7, the requester must wait. Every-
one has experienced the frustration of
waiting days for someone to perform a
task that takes minutes. Automation is
available 24/7, so there is less waiting.

Toil drains engineers’ time and
energy, preventing them from focus-
ing on high-impact engineering work,

such as automation, system improve-
ment, or innovative projects. It reduces
the overall efficiency and morale of the
team, as engineers are bogged down
in routine maintenance rather than
more meaningful contributions. Luck-
ily, toil is usually repetitive and, thank-
fully, repetitive tasks often prove to of-
fer hot opportunities for automation.

Automation

SREs focus on building automation
that eliminates the need to do manual
work. It is not that they are lazy; they
just want to be able to scale.

Give a team of SREs a fully manual
task, and over time it will go from fully
manual, to automated, to autonomous.
The difference between automated and
autonomous is the level of automation
required: Automated systems are tools
that humans use to get a task done. Au-
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tonomous systems are triggered when
new work arrives and they complete
work on their own. With autonomous
systems, humans are there only for ex-
ceptions—edge cases that have not yet
been automated, bugs that need to be
fixed, or system optimizations.

When work is automated, it can
scale super-linearly. This is particular-
lyimportant for Internet-based compa-
nies. As Michael O’Dell, chief scientist
of the first commercial ISP, frequently
said, “The only problem is scaling. All
the others inherit from that one.”

The analogy we like to make is that
SREs are not the assembly-line work-
ers at an auto manufacturing plant.
They are the people who make the ro-
bots that make the cars.

A process generally goes through
these stages:

1. Manual. Progress is made by hu-
mans doing the work, often typing or
clicking, observing the results, and
then making decisions about how and
when to proceed.

2. Automated (sometimes called man-
ual automation). A tool performs each
step. When a task needs to be done, a
human uses a tool (software) to per-
form that task. A single process might
require many steps. SREs tend to write
tools that automate those steps. Of-
ten, individual steps have bespoke
tools, and the process is completed by
humans who use the appropriate tool
for each step, judging the results, and
then deciding when to move forward
to the next step.

3. Autonomous systems (sometimes
called fully automated). Software ini-
tiates and executes work without hu-
man intervention. Humans are there
to handle exceptions and improve the
system. Once a system is stable, it is
mostly concerned with reducing the
number of exceptions that require hu-
man intervention, addressing any new
features and business concerns, and
achieving greater efficiency.

An autonomous system is never fin-
ished. SREs live in a Sisyphean strug-
gle: As they get closer to perfect auto-
mation, a changing world throws new
toil at them. If every edge case were
handled today, new business needs
would appear tomorrow. If the system
runs smoothly now, an underlying sys-
tem will require an upgrade tomorrow.

A good system will always be a

victim of its own success, becoming
so popular that it exceeds its origi-
nal design limits and thus requires
reengineering to overcome the new
bottlenecks this growth exposes. Pop-
ularity inspires new use cases, which
requires redesigns and refactoring.
If the system was designed to handle
only green widgets, surely its success
would make it attractive to the yellow-
widget division. Sadly, while extend-
ing it to a new use case sounds easy,
it rarely proves to be. It is financially
impractical to automate every con-
ceivable use case. Some use cases are
so infrequent or complex that auto-
mation can offer little or no return on
investment. Automating those cases
would be wasteful and considered to
be a bad business decision. Thus, an
autonomous system needs a team to
maintain it, optimize it, and handle
the exceptions. Autonomous systems
are never “one and done.”

Example: Cluster Builds

Tom was once on a team that was de-
ploying storage clusters. Each cluster
was made up of many individual hard-
ware and software components.

Initially, the process was manual,
with hundreds of steps, each docu-
mented to varying degrees of com-
pleteness. Soon, each phase of the pro-
cess was automated; one or more tools
did most of the work of each phase. It
required human judgment, however,
to determine whether a phase had
been completed correctly or fixes were
required. We relied on human judg-
ment to determine when to start each
phase. This often required checking
calendars or getting a go/no-go deci-
sion from other teams. While this situ-
ation was a great improvement over
the manual process, it still required
considerable human intervention to
tell us when to start, what parameters
were required in each instance, when
to proceed to each new phase, as well
as how to handle quality control. Still,
it was better than a manual process in
that it was more consistent, took less
time, and required less cognitive load
to complete each task.

The next phase was to help the sys-
tem become autonomous. Orders for
new clusters were no longer presented
during status meetings or via tickets.
Instead, orders came from a database
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(imagine an order received via Sales-
Force). A validation process not only
verified the request’s parameters, but
also sent an email message with an
approval link to the designated bud-
get controller. Each phase then was
kicked off via timetables, verification
of completion of preceding steps, and
other triggers.

Once the system was stable, we
discovered that a typical cluster build
still required human intervention
at least twice during the multiday
process. As we fixed edge cases, im-
proved algorithms, and fine-tuned
the system, this was reduced to nearly
zero. The system had become data-
driven and even had a dashboard that
showed our “human intervention”
count dropping over time.

This count would still spike upward
occasionally. These spikes correlated
with new releases of software received
from the developers, since each release
had a tendency to break our fussy au-
tomation. Improving this required us
to break out of our silo and work more
closely with the developers.

We realized their release process
needed to include verifying that the
cluster-deployment system supported
the newrelease. It was a “lightbulb mo-
ment” when the product manager real-
ized the ability to deploy clusters was
as much a part of a new release as the
new features we had promised to ship.
Maybe this is obvious in hindsight, but
the authors have seen this cycle (silo,
lightbulb, cooperation) repeat fre-
quently throughout their careers.

It took more than a year to go from
fully manual to an autonomous sys-
tem. Most of the fine-tuning required
after that was to scale the system both
horizontally (efficiently creating larger
clusters) and vertically (creating more
clusters per month). The old manual
system did not make anyone happy.
Sales recognition (which starts after
cluster delivery) was delayed. Custom-
ers were unhappy with misconfigura-
tions and other bugs.

The new system was fast and pre-
dictable (three days). It had an SLA that
allowed the company to tell customers
when to expect delivery of the service,
and the sales department was alerted
that a contract had to be signed three
days before the end of the quarter for
timely revenue recognition. Best of all,



the system was autonomous, mean-
ing orders could be fulfilled even if the
SREs were asleep.

Example: Mouse and

Cable Distribution

We used to think that one help-desk task
that could never possibly be automated
had to dowith the procurement of small
items, such as replacement mice and
USB cables. A customer would open a
ticket requesting (for example) a mouse,
whereupon the help-desk person would
provide the mouse, assign the cost to
the person’s department, and so on.
How could that get any better?

I was impressed to discover that
Google’s help desk had actually suc-
ceeded in automating that process
with a vending machine for physical
items. Employees could swipe their
badges and take the items they desired,
after which their department would
be billed. This system eliminated a
significant percentage of help-desk
visits—meaning the toil was gone. All
that was left was a management pro-
cess that involved ordering new items
and monitoring for abuse.

Some industry pundits claim there
is aworld of “old IT” that is all toil, un-
fixable, and doomed. We like to believe
there is always hope whenever there is
sufficient scale and a willingness on
the part of management to embrace
creativity and innovation.

How to Interface with SREs
Given the SRE distaste for transaction-
al work, what is the best way to interact
with an SRE team? Ideally, transaction-
al requests that are manual in nature
(verbal requests, tickets generated by
humans, and so on) should be replaced
by interactions through software. That
is, your team should be able to provide
an API to your SREs or request they
provide you with one. An API provides
a way for the SRE software to interact
with your systems and vice versa. This
paves the path to automation.

Sometimes, we get lucky because
an API exists. Sometimes, though,
the API is obscured. For example,
the database or SaaS-based product
your team is using might already have
an API, but access to it must be en-
abled, properly secured, with rules of
engagement defined.

Usually, however, a new API needs

to be created from scratch. This is not
easy. There is no magic button you can
press to make an API appear. Creating
an APIrequires the very human process
of sitting down, identifying the need
and requirements, proposing designs,
and allocating resources to build, test,
and implement that design. This usu-
ally requires software engineering
skills, which not every team has avail-
able. For example, in our experience
human resources departments rarely
have software engineers on staff.

Efforts that mesh two teams with
different levels of experience with pro-
cess automation can prove to be frus-
trating for both teams. The non-SRE
team, lacking software-development
experience, can be put off by the re-
quirement to work through a detailed
process analysis given that the trans-
actional process seems so obvious to
them. The SRE team, meanwhile, can
often become frustrated by the other
team’s tolerance of toil and surprised
at the lack of disdain for it.

If creating an API is not an option,
sometimes a little creativity is all that
is required. In one case, Tom discov-
ered that a “mostly autonomous” sys-
tem was hamstrung by the fact that
another team was responsible for al-
locating ID numbers required by the
process. Basically, the process was ful-
ly autonomous apart from one “stop-
the-world” moment that required
waiting for a human on another team
to allocate an ID number. This other
team, meanwhile, did not understand
the problems that resulted from this
delay. Accordingly, the requests were
often ignored for days. No other team
made such requests and so they were
viewed as “weird” and assumed to be
of low priority. In reality, the delays
were causing major headaches.

By sitting down and discussing the
situation, the teams were able to pro-
pose two creative solutions. One was
to allocate large batches of ID num-
bers, reducing the human interaction
to just refill the ID pool—something
that might happen only a few times
each year. The other idea was simply
to permit the SRE team to allocate ID
numbers with a particular prefix, thus
giving them the ability to manage their
own allocation process.

Likewise, SRE teams should be
willing to create interfaces for others.
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That could be a traditional network-
based API, but often a Web-based user
interface or dashboard will suffice.
For example, the other team’s needs
may be satisfied by gaining access to
a dashboard in an existing monitor-
ing or business information system.
That could be a static webpage that is
updated periodically. And while the
need tovisit awebpage to find answers
might smell like unacceptable toil to
an SRE, a non-SRE might just as easily
view it as a welcome improvement.

In the end, when we can find a way
to work together to eliminate the need
for tickets or to reduce toil in some oth-
er fashion, we all win.

Conclusion
The value of a team is its output. If the
team’s role is to repeat the same task
over and over again, that team’s value
is going to scale linearly with their ef-
fort. But if the team’s role is to optimize
processes through automation and the
reduction of toil, then that team’s value
will prove to be like compound interest,
with growth propelling growth. SREs
are happiest when they are in the latter
category: creating value that scales.
Systems built by SREs are not fully
autonomous on day one. It is itera-
tion over time that leads to fully au-
tonomous, functional, reliable service.
This iterative process requires SREs to
evaluate how much time and money
should be spent to achieve the objec-
tive. It is the heart of engineering to
find the fastest, cheapest, and safest
way to create and maintain a system.
We have seen conflicts between
SRE goals and “traditional IT” mind-
sets. Generally, these stem from the
fundamental differences between the
SRE mindset of automating wherever
possible to eliminate toil and the more
immediate focus other teams have on
completing certain specific tasks.
Understanding this tension is key
to interacting with SRE teams.
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‘ If you are tired of hearing about memory
safety, this article is for you.

| BY ANDREW LILLEY BRINKER

Memory
Safety for
Skeptics

MEMORY SAFETY—THE PROPERTY that makes software
devoid of weaknesses such as buffer overflows, double-
frees, and similar issues—has been a popular topic in
software communities over the past decade and has
gained special prominence alongside the rise of the
Rust programming language.? Rust did not invent the
idea of memory safety, nor was it the first memory-safe
language, but it did break the dam on the last major
holdout context where memory safety had not yet been
achieved: what we often call systems programming.
Rust’s big step function was to offer memory
safety at compile time through the use of static
analysis borrowed and grown out of prior efforts
such as Cyclone,” a research programming language
formulated as a safe subset of C. Rust, by offering a
memory-safe-by-default experience for the systems

a https://www.rust-lang.org
b https://cyclone.thelanguage.org
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domain, where operating systems,
databases, file systems, embedded
software, and the like are made, sud-
denly presented a new possibility to
public policymakers and to leaders of
engineering organizations: the mass
reduction of memory unsafety across
any domain.

In the years since Rust hit the scene,
tech companies have published ex-
perience reports on the adoption of
Rust for production systems, whether
through rewrites of existing code or by
producing new modules in Rust that
might have otherwise been written in
C or C++ The numbers were broadly
consistent: a roughly 70% reduction®in
memory-safety vulnerabilities. Rust,
more than just promising memory
safety, was demonstrably translating
safety guarantees into practical im-
provements in software security. This
evidence, turning the abstract benefits
of a semantic improvement into bot-
tom-line improvements in business
costs (vulnerabilities are expensive for
all involved), meant organizations be-
yond just engineering groups began to
take notice.

Of course, the choice of program-
ming language is a contentious one.
Languages do not exist in a vacuum,
and the rightlanguage forajobis heav-
ily path dependent. What languages
do the developers already know? What
is the timeline and budget for the
project? How serious are the correct-
ness constraints? The performance
constraints? Do you expect to hire
more developers, and what resources
can you allocate to train them? If you
are maintaining an open source proj-
ect, you might ask which languages
would possibly bring in more develop-
ers to contribute. For any project, your
answer might be determined by what
other libraries or tools you will need
to integrate.

What’s more, many projects al-
ready made their programming-lan-
guage decision years ago—possibly
decades ago. What should they do?

¢ https://tinyurl.com/2a3z9npb
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If the code you have today is memory
unsafe, in C or C++, how can you pur-
sue safety without throwing the whole
thing out?

In some circles, the answer given
might be to rewrite it in Rust to replace
legacy software written in memory-un-
safe languages with new Rust equiva-
lents. The benefits, supporters argue,

are clear: comparable performance,
modern tooling, and memory safety.
Yet, experienced developers know
rewrites are expensive® and frequently
misguided. Often, demands for large-
scale rewrites are not a carefully rea-

soned argument about trade-offs but
an aesthetic criticism of code that
looks “ugly” or “too old.” If anything,
those calling for mass rewrites show
their own inability to do the difficult
work of understanding and working
with an existing codebase that does a
job and does it well.

There are paths between accepting
memory unsafety as the cost of doing
business or performing a mass rewrit-
ing of stable systems in a new language
to achieve safety. Reflexive rejection of
a move to memory safety is misguided,
especially when the benefits of memo-

7

ry safety can be achieved in a cost- and
schedule-efficient way.

If you are not yet sold on the value
of memory safety, this article is for
you. The goal in writing it is to treat the
question of pursuing memory safety
in legacy systems with the seriousness
and rigor it deserves.

Pursuing memory safety is worth-
while, with or without Rust, and I'd like
to convince you to try.

In Budget, On Schedule
Software systems do not exist in isola-
tion; software is built to do things, to
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serve the needs of businesses and in-
dividuals by making systems more ef-
ficient or automatic. The development
of software is constrained not by the
theoretical limits of software’s abili-
ties, but by the cost and schedule limi-
tations of the team building it.

In “The Case for Memory Safe
Roadmaps,” a collection of govern-
ment agencies from the “Five Eyes
Countries” (the U.S., U.K., Australia,
New Zealand, and Canada) collective-
ly recommended that organizations
develop roadmaps for transitioning
their software development efforts to
memory-safe languages.

It’s worth being clear here: Their fo-
cus is on a roadmap they very explicitly
accept and they discuss the challenge
of the cost and schedule impacts of any
transition toward memory safety.

Budget and schedule constraints
and the desire for efficiency are part
of what motivates the creation of soft-
ware in the first place. Once that soft-
ware is in place, it’s frequently mission
critical, having replaced the knowl-
edge and labor of people who would
have previously done the jobs the soft-
ware now performs. Instead of accoun-
tants, a company may have accounting
software, with a smaller number of ac-
countants who know how to interact
with the software and use it to perform
their own jobs built on the knowledge
the software provides with its data and
embedded business logic.

Rewrites to critical software sys-
tems are risky precisely because the
software itself is so important. Rewrit-
ing a software system, whether as an
in-place rewrite where components
are swapped out piece by piece, or as a
wholesale rewrite with a cutover date,
risks the proper functioning®* of the
business if the rewrite fails.

Complex, long-running software
systems can face other severe con-
straints as well. They may be unable
to be turned off—because, having be-
come so business-critical and time-
sensitive, any attempt to bring them
offline for maintenance or replace-
ment is unacceptable. They may also
have become lost artifacts, where the
expertise of the individuals who creat-
ed them or previously worked on them
is lost because it wasn’t transferred to

d https://tinyurl.com/22ajvyco

A transition to
memory-safe
languages can
bring benefits
beyond just the
safety (and thereby
security) claims
that are often given
priority in these
discussions.
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newer engineers, resulting in a cur-
rent team that does not understand
the system or feel comfortable making
changes to it.

There are also ongoing costs associ-
ated with the development of software
that might have to be diverted to sup-
port even an incremental rewrite. De-
pending on the business, there might
not be funding available to support an
increase to the development team, so
diversion of resources toward a rewrite
would mean reduction in the delivery
of features for the project, which may
be untenable.

All of this is to say that rewrites,
even incremental ones, are business
decisions that have to be made as
trade-offs with other strategic goals.
While motivated developers can make
the best case possible for the upside of
a rewrite, they must also grapple with
the business’s need to deliver features
and address bugs impacting users of
the system today.

At the same time, a transition to
memory-safe languages can bring ben-
efits beyond just the safety (and there-
by security) claims that are often given
priority in these discussions.

Memory-safety violations, such as
null pointer dereferences or indexing
outside the bounds of a memory buf-
fer, can result in denial of service (or,
in the context of the classic security
CIA triad, availability failures) of the
relevant software. This might mean
on-call pages to respond to a produc-
tion incident, a failure to meet ser-
vice-level agreement guarantees for
customers, or reduced revenue from
lost customers or interruption of busi-
ness operations.

Memory-safety issues are also often
a central building block in a kill chain
for achieving remote code execution by
attackers. Even as far back as “Smash-
ing the Stack for Fun and Profit™ in
1996, we could see cybersecurity pro-
fessionals documenting how to turn a
buffer-overflow weakness into remote
code execution and full access to the
host. With that foothold in place, at-
tackers can begin to exfiltrate data,
move laterally within a network, es-
calate privileges, lock down a system
with ransomware, conscript a host
into a botnet, and more.

e https://tinyurl.com/29fonsma



Software problems are cheaper to
fix the earlier they® occur in the soft-
ware development lifecycle. In the
long term, stopping a bug from being
written is cheaper than responding to
a bug bounty submission or triaging a
production outage.

This is not to say that all moves to-
ward memory safety are cost effective
or that all roadmaps for memory safety
should be as aggressive as possible, but
it is intended to make clear there are
both costs and savings to be had with
any transition to memory safety.

Setting the Goalposts

Whatis memorysafety? There should be
a table-stakes answer to that question
to have in hand amid the push toward
memory safety in public discourse, but
there is not a single, fully agreed-upon,
and rigorous definition. There is a new
effort, announced in a recent article
published in Communications,”® to de-
velop a standard definition of memory
safety, but it is just beginning.

There is, however, a rough consen-
sus among practitioners of what kinds
of program behaviors are memory un-
safe. That’s a good place to start.

My favorite short definition comes
from Michael Hicks,” an academic who
works on programming languages:

“[A] program execution is memory

safe so long as a particular list of

bad things, called memory-access
errors,' never occur:

» Buffer overflow

» Null pointer dereference

» Use after free

» Use of uninitialized memory

» Illegal free (of an already freed

pointer, or anon-malloc-ed
pointer)”

Youwill sometimes see these catego-
ries broken down further, into spatial
and temporal memory safety. Spatial
covers memory-safety issues arising
from accessing locations in memory
that a program should not have access
to (like a buffer overflow); temporal
covers operations on memory done in
the wrong order: for example, reading
memory before it is initialized, trying
to free an already freed pointer, or us-
ing a pointer after it has been freed.

There’s also the Common Weakness
Enumeration (CWE) category for mem-

f https://tinyurl.com/2a69yayu

ory-safety issues, which decomposes
Hicks’s list into more granular options.
CWE is a taxonomy of software weak-
nesses, or as CWE puts it: “condition[s]
in... software... that, under certain cir-
cumstances, could contribute to the in-
troduction of vulnerabilities.”

In CWE’s memory-safety category,?
“buffer overflow” is further broken
down into six different, more-specific
weaknesses, some of which are further
decomposed into their own variants.
This can be useful when maximum
precision is warranted but is perhaps
too much detail for the purposes of
this article.

These definitions provide a reason-
ably clear picture of what constitutes
memory unsafety. So, memory safety
is when a program is guaranteed not
to have those weaknesses. This can be
achieved by compile-time constraints
on the semantics of programs or by
runtime management of memory by a
garbage collector, so long as the guar-
antee is upheld.

This is often when perceptive on-
lookers will cry foul. Rust permits
unsafety!® There’s a whole unsafe key-
word! How is that meaningfully differ-
ent from the guarantees of C or C++?

Of course, they are right. Rust does
permit programmers to write unsafe
code, but as anyone who works in safe-
ty or security will tell you, defaults mat-
ter. In fact, defaults matter a lot!

Take seatbelts, for example. Seat-
belts became generally mandatory
across the U.S. between the late 1980s
to the early 1990s. In 1985, when man-
datory seatbelt laws first saw passage
among the states, seatbelt usage sat
at 21%" of riders. In 1994, the average
seatbelt usage rate in the U.S. was 58%.
As of 2017, it was 89.7%.! That change
in defaults led to massive increases
in seatbelt usage and therefore saved
more lives. The National Highway
Transportation and Safety Adminis-
tration estimates that in 2017 alone,
seatbelts saved the lives of nearly
15,000 Americans.J

The same truth applies in software.
Before version 4.0.0 (published in 2017),
Redis, the extremely popular key-value

g https://tinyurl.com/28aj2u5p
h https://tinyurl.com/282k5yr4
i https://tinyurl.com/2asgbvdm
j https://tinyurl.com/25kw3h7s
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store, offered no access controls in
its default configuration. Frequently,
new users of Redis would uninten-
tionally expose their instance pub-
licly, and this insecurity would result
in data spills or become a vector for
host exploitation. As of version 4.0.0,
Redis enters a “protected mode” when
run with its default configuration and
without password protection. This
limits access to loopback interfaces.
As the Redis company itself has since
touted, the introduction of protect-
ed mode has caused the number of
publicly accessible Redis instances
tracked on Shodan.io, a popular In-
ternet host aggregator, to decline sub-
stantially. In 2017, it had identified
roughly 17,000 exposed Redis instanc-
es; in 2020, that number had declined
to 8,000 in an audit by security com-
pany TrendMicro.

Bringing it back to memory safety,
we can and should think of memory-
safety guarantees by languages as a
continuum, and we can split languag-
es between “memory safe by default”
and “non-memory safe by default”
groups. This framing, recommended*
by the Open Source Security Founda-
tion’s (Open SSF's) Memory Safety Spe-
cial Interest Group (SIG), makes the
options clearer:

» Using memory-safe-by-default lan-
guages

» Using memory-safe-by-default lan-
guages to interface with non-memory-
safe-by-default languages

» Using  non-memory-safe-by-de-
fault languages

Here, memory-safe-by-default lan-
guages include not only Rust but also
common garbage-collected languages,
such as Java, C#, Go, Swift, Python,
and Ruby. Non-memory-safe-by-de-
fault languages include C and C++
most notably, but also Zig, which may
be surprising to those who have
watched memory-safety discussions
from the sidelines.

While Zig does provide more ergo-
nomic options for programmers to
write memory-safe programs them-
selves, Zig is not a memory-safe lan-
guage because it does not guarantee
memory safety even in its most con-
servative configuration. Jamie Bran-
don’s breakdown of Zig’s memory

k https://tinyurl.com/25fs6lvp
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safety” is a good walkthrough of why
Zig’'s guarantees are insufficient.

With a shared understanding of
memory safety and memory-safe lan-
guages, let’s now dig into the concrete
strategies for pursuing memory safety
in real-world programs.

Strategies for Safety

Any of the following strategies are
intended to maximize the benefit of
memory safety while minimizing the
cost of pursuing it. The specific choice
of which approach is right is context-
dependent and should be made with
consideration of the importance of
the component, the current and new
target language, the team involved,
and the timetable.

Make new code memory safe. The
first and most obvious option is to
make new code memory safe—that is,
to write new components in a memory-
safe language. While this seems sim-
ple, you must address certain caveats
to make this approach successful.

First, you are unlikely to reap the
benefits of memory safety if you try
introducing memory-safe code along-
side new memory-unsafe code. Think
of it this way: In a fixed codebase
that you continue to assure (via test-
ing, code review, bug bounties, and
more), the density of vulnerabilities
decreases exponentially over time. As
vulnerabilities become less dense in
the codebase, the rate of new vulner-
ability discoveries also decreases, so
the overall assurance level of the code
increases. The riskiest thing you can
do to a codebase is change it. In the
case of memory-unsafe languages,
that change can induce memory-safe-
ty vulnerabilities.

The Google Chrome and Android
teams have published extensively
about their experiences incentiviz-
ing a move to memory-safe languages
in their codebases. They instituted a
rule called the “Rule of Two,” where
all new code must be either sand-
boxed or in a memory-safe language.
In practice, because sandboxing is
difficult, this naturally gave develop-
ers incentive to pursue memory safety
in most cases.

Surprisingly to the team, they
reaped the benefits of this new poli-
cy' across the entire codebase—even
the parts that were not rewritten. Be-

cause they had certain assurances
about the new code inherent in the
safety mechanisms it came with, they
could focus assurance efforts on old
code, which was now static. Through
this, they not only reduced the overall
rate of memory-safety vulnerabilities
in the codebase, but also decreased the
prevalence of vulnerabilities overall.

Target rewrites to critical compo-
nents. Sometimes, rewriting code in
a memory-safe language can be the
right choice, but this is often a path
to pursue only once you fully under-
stand the challenges faced by the cur-
rent memory-unsafe code.

Early in its history, the develop-
ment of Rust was funded by Mozilla,
makers of the Firefox browser, and
the flagship Rust project Rust’s own
compiler was the Servo web-render-
ing engine. Despite this, the first
actual Rust code Mozilla integrated
into Firefox was not Servo; it was an
MP4 video file parser.® They replaced
the existing C++ parser with one writ-
ten in Rust, moving from a memory-
unsafe language to a memory-safe
language, because it had long been
a source of vulnerabilities. Firefox
needs to parse MP4 files from un-
trusted sources, and failures to cor-
rectly handle that parsing could be
dire. For Mozilla, it was a small but se-
curity-critical surface area that made
sense to target for a rewrite.

Another helpful tool for target-
ing is Kelly Shortridge’s SUX Rule':
target code that is Sandbox free, Un-
safe, and eXogenous. This means
you should prioritize rewriting code
that processes untrusted (exogenous)
input, runs without a sandbox, and
is written in a memory-unsafe lan-
guage. Reviewing your own codebase
for these areas can be a fast way to
identify critical paths with high risk
of exploitation in the presence of
memory-safety vulnerabilities.

Wrap unsafe code with safe inter-
faces. When fully rewriting existing
memory-unsafe code to a memory-
safe language is not feasible, it might
instead make sense to wrap it in a
memory-safe interface. This does
still lay the burden of ensuring safety
properties on the programmer, both
for the original code in the memory-
unsafe language and for the correct-
ness of the interface, but it then per-
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mits building safe and trusted new
code on top of the old code. If you
continue to work to assure the old
code with techniques such as fuzz
testing, analysis by sanitizers, or for-
mal modeling, you can gain increased
confidence in the latent unsafe code
being wrapped.

This is, in fact, how many of the
Rust standard library’s common con-
tainer types are written.” Under the
hood, they contain unsafe code to
manage buffers and pointers in a way
that is as efficient as possible, but the
interface provided to the user does
not give access to any materials (buf-
fers, pointers, lengths) that would
permit the user to violate memory-
safety guarantees.

This “wrapping” approach helps
constrain the “blast radius” of memo-
ry-unsafe code that cannot feasibly be
removed or replaced and constrains
the auditing scope and assurance
costs of that code as well.

“Get good” is not a strategy. There
is a common reply in conversations
about memory safety, coming from
the most hardcore skeptics: Program-
mers should just write better code.
They argue, explicitly or implicitly,
that programmers who benefit from
the guardrails of memory safety are
bad programmers, and that real pro-
grammers are sufficiently skilled that
they do not need a machine double-
checking their work.

Let’s be clear: This is anti-intellec-
tual nonsense—macho self-aggran-
dizement masquerading as a serious
technical argument. You should not
take it seriously and should consider
someone advancing this argument as
fundamentally unserious and to be
ignored.

There is no step function in qual-
ity of work in the history of human
achievement that happened because
people one day woke up and decided
to be better at their jobs. Improve-
ments in productivity or quality or
reductions in error and harm happen
because of the invention of new tech-
niques, processes, and tools.

Reductions in traffic fatalities in
the 1980s and 1990s did not happen
because drivers suddenly got better at
driving; they happened because states
enacted mandatory seatbelt laws.

While individuals can become



more skilled at their jobs, working
faster or producing fewer errors, large
groups of people generally do not do
so without some force that works
to provide incentive or enable that
change. Even when improvements
are nontechnical, they come from
enhancements to processes or incen-
tives for behavior. Over the past sev-
eral decades, hospitals, for example,
have reduced in-hospital mistakes
because of increased use of standard
checklists and provisioning common
materials needed for emergencies in
crash carts.

Programmers who argue against
memory safety by arguing for mass
self-improvement are posing an im-
possible future as an alternative
against a credible opportunity for
improvements in software safety and
security. While there are credible
case-specific arguments against in-
dividual paths to memory safety, they
do not include sudden mass improve-
ment of skill and quality across the
industry. It is important to make this
clear.

Regulations and Requirements

No, governments are not banning C or
C++. One specter of the conversations
around memory safety is whether the
use of memory-unsafe languages will
become generally unacceptable, ei-
ther through formal government reg-
ulation or a rise in common require-
ments for software purchasing.

Today no agency, either in the U.S.
or outside of it, regulates against the
use of languages that are non-memo-
ry safe by default. Nor are there pur-
chasing requirements in place calling
for the use of memory-safe-by-default
languages or even the presence of
memory-safety roadmaps, at least for
governments.

The Five Eyes report mentioned
previously recommends that organiza-
tions establish roadmaps for the pur-
suit of memory safety, but this is non-
regulatory, and no amendments have
been made to federal software acqui-
sition policy to require such a road-
map in the U.S. or elsewhere. The U.S.
is not outlawing C or C++. While these
agencies have recommended moving
away from these languages for future
software development, they have not
recommended indiscriminate mass

Programmers
who argue against
memory safety by
arguing for mass
self-improvement
are posing an
impossible future
as an alternative
against a credible
opportunity for
improvements in
software safety and
security.
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rewrites of existing code.

Also note that the processes for
establishing regulation or require-
ments would face challenges and,
whether successful or not, would be
slow to take effect and offer ample
time for feedback and consideration.

First, regarding the prospect of
regulation around memory safety in
the U.S., such regulation would need
to be pursued by a relevant agency
that can establish a relevant jurisdic-
tion. With the end of Chevron defer-
ence in U.S. law,"’ a requirement that
judges defer to U.S. regulatory agen-
cies’ determinations in most cases
that was abolished in 2024 by the
U.S. Supreme Court in Loper Bright
Enterprises v. Raimondo, this pursuit
of memory-safety regulation would
also likely need to be explicitly back-
stopped by Congressional mandate
to ensure it survived legal challenges
where judges may overrule agency
rulemaking.

Second, regarding acquisition re-
quirements (the federal government’s
term for the rules around purchasing
done by the government), the Federal
Acquisition Regulation (FAR) would
need to be updated to incorporate
requirements for memory safety. For
reference, in 2020 President Biden
signed Executive Order 14028, which
included a request that federal agen-
cies pursue an amendment to the FAR
to require inclusion of a software bill
of materials (SBoM) for all software
purchased by the federal government.
To date, those changes have not been
made, and no such requirement is in
place within the FAR.

This is not to say that regulation
or future federal purchasing require-
ments are impossible, but simply to
point out that none are in place to-
day, and any such changes would take
time to be enacted and implemented.

The U.S. government’s role around
memory safety has so far been to act
as a cheerleader and promoter of the
idea, including the “Future Software
Should Be Memory Safe” report from
the Office of the National Cyber Di-
rector, "A Case for Memory Safe Road-
maps" from the Cybersecurity and
Infrastructure Security Agency (CISA)
et. al., and CISA’s inclusion of memo-
ry-safety recommendations within its
Secure by Design effort to collaborate
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with industry on improving software
security.

Governments do not need to ban C
or C++. Even without government
mandate, many organizations in the
tech industry have publicly stated
their support for pursuing memory
safety. In 2023, the Office of the Na-
tional Cyber Director put out an re-
quest for information (RFI) seeking
advice from the public on how best to
support improving the security of
open source software. That RFI in-
cluded an interest in the possibility of
promoting adoption of memory-safe
languages in open source.

Respondents to the RFI, which in-
cludes a number of universities, think
tanks, corporations, and individuals,
overwhelmingly supported a move to-
ward memory safety. Few espoused a
hardline goal of rewriting all existing
code from non-memory-safe languag-
es, but many did recognize the value
of pursuing memory safety in new
code, and in rewriting critical com-
ponents in security-sensitive contexts
when possible.

Some companies, most notably
Google,’ have been especially vo-
cal about their experiences with the
value of memory safety. To them, the
promise of memory safety is a reduc-
tion in security-related costs for long-
term products such as the Google
Chrome browser or the Android op-
erating system. By reducing memory-
safety vulnerabilities at the source,
they shift vulnerability costs left in
the software development lifecycle;
the cost of catching a bug during de-
velopment and stopping it from being
shipped at all is orders of magnitude
cheaper than the cost of receiving a
security report, perhaps paying out a
bug bounty, and then coordinating,
preparing, and releasing a patch.

In some corners, there has been a
paranoia and fear that recommenda-
tions around memory safety from the
U.S. government and others portend
some forced end to C or C++. Bjarne
Stroustrup, originator of C++ and
continued major participant in the
ISO Working Group that maintains
the C++ specification, has recently be-
gun to sound alarm bells® in papers
and speeches about the existential
threat posed to C++ by failing to ad-
dress the demands for memory safety,

with clear reference to the possibility
that software written in non-memory-
safe-by-default languages may be dis-
allowed or become practically unten-
able to market and sell in the future.
This fear is simultaneously over-
blown and correct. It is overblown to
suggest the U.S. or any other govern-
ment is close to outlawing C or C++, but
it is correct to note that the benefits of
memory safety are becoming clearer
with each case study performed at
scale and that we should expect natu-
ral incentives to slowly accrue larger
use and developer interest in memory-
safe languages over non-memory-safe
languages. C and C++ will not die, but
they will likely decline and become
legacy languages like Cobol or Ada.
They will still sustain some degree of
interest and community, and a smaller
number of developers will likely con-
tinue to be able to make their careers
as developers in these languages, but
they will be languages that present
developers with fewer labor-market
opportunities in the future and are un-
likely to ascend in popularity and use
again without substantial changes to
address these safety deficiencies.

Safety Is Worth Pursuing
Memory-safe languages present the
clearest opportunity today to sub-
stantially improve software security.
While memory safety does not elimi-
nate all classes of software weakness-
es, it does eliminate a particularly
pernicious class that leads to dispro-
portionately severe vulnerabilities.
While there are other techniques
for addressing these kinds of weak-
nesses (for example, hardware-based
approaches such as CHERI), they are
less mature and generally more diffi-
cult to adopt at scale.

The state of possibility with mem-
ory safety today is similar to the state
of automobile safety just prior to the
widespread adoption of mandatory
seatbelt laws. As car manufactur-
ers began to integrate seatbelts as a
standard feature across their model
lines and states began to require that
drivers wear seatbelts while driving,
the rate of traffic fatalities and sever-
ity of traffic-related injuries dropped
drastically. Seatbelts did not solve au-
tomobile safety, but they credibly im-
proved it and at remarkably low cost.
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The same can be done with mem-
ory safety. There is an opportunity to
make substantial inroads at address-
ing a serious class of vulnerabilities
while also, long-term, saving money
on the development and operation of
software systems. Memory safety is
not a silver bullet, but it is a credible
and cost-effective assurance tech-
nique that we as an industry should
pursue aggressively. We do not need
to wait for regulation to catch up; it is
in our best interests to act today.
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Relationships with “digital humans” might
help people feel less lonely. But will this
technology increase social isolation?

| BY ROBERT SPARROW AND JAMES BROWN

Against
Imaginary
Friends:

Why Digital
Companions Are
No Solution to
Social Isolation

LONELINESS AND SOCIAL isolation constitute

major threats to public health.> Homo sapiens is

a gregarious species and the nature and extent of
individuals’ relationships with other human beings
have a significant influence on their psychological

and physiological health.” Lack of contact with

other people increases both mortality and
morbidity.>** Social isolation refers to an objective lack
of social connections, while loneliness is subjective
dissatisfaction with the number and quality of

60 COMMUNICATIONS OF THE ACM | FEBRUARY 2026 | VOL. 69 | NO.2

social connections one has.® Both are
on the rise as a result of a complex of
interrelated factors, including aging
populations, changes in the family
structure associated with lower birth
rates and increased economic op-
portunities for women, increased la-
bor force mobility, changes in urban
density, an increase in the number of
people living with chronic conditions
that restrict mobility, rising rates of
anxiety and depression, and policy re-
sponses to pandemics.®

Given that the increase in loneli-
ness and social isolation over the past
several decades appears to be driven
by economic and demographic dy-
namics that are difficult to reverse,
there is substantial interest, from
both governments and researchers,
in technological solutions to both
problems.?*?*?* For several decades
now, engineers have been working
to develop social robots for eldercare
settings, in the hope that this might
help combat the loneliness and social
isolation that are endemic in such set-
tings. This project has been criticized
as disrespectful—even harmful—to
older persons.****# It has also, to date,
failed because social robots remain
expensive, have limited capacities,
and are unable to sustain extended
engagements with most users.'*'®4
However, a new technology, “digital
companions,” looks more plausible

key insights

m A new technology, “digital humans,”
offers a realistic possibility of reducing
loneliness among socially isolated older
persons, where social robots have failed.

m Encouraging people to mistake digital
companions for real friends is prima facie
unethical. Encouraging people to have
imaginary friends is no solution to social
isolation.

B There is a risk that the development of
digital companions will work to increase
social isolation.

B Proposals to use digital companions to
combat loneliness and social isolation
underestimate the importance of touch,
physical companionship, and mutual aid
for human well-being.

ILLUSTRATION BY PETER CROWTHER, USING PHOTO BY JOHNER IMAGES/GETTY IMAGES
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as a potential solution to loneliness
and social isolation from a techno-
logical perspective, with the prospect
of realistic-looking computer-gener-
ated characters capable of convincing
natural language conversation just
around the corner.

In this article, we extend the criti-
cisms that have been made of social ro-
botstodigital companions andidentify
new dangers associated with the use of
digital companions. It is possible that
relationships with digital companions
will allow people to feel less lonely.
However, this will almost certainly re-
quire that users allow themselves to be
deceived about the nature of their digi-
tal companion. Encouraging people
to mistake imaginary friends for real
friends is prima facie unethical. More
importantly, providing a digital com-
panion to someone who lives alone
does not mean that they are no longer
alone: They remain socially isolated,
albeit with a digital companion to en-
tertain them. Encouraging people to
have imaginary friends is no solution
to social isolation. Indeed, there is a
real danger that this technology will
instead lead to people having even less
contact with other human beings. Pro-
posals to use digital companions to
combat loneliness and social isolation
also underestimate the importance of
touch, physical companionship, and
mutual aid when it comes to human
well-being, especially in later life.

We have deliberately limited the
scope of our discussion here to the
use of digital companions to address
loneliness and social isolation. How-
ever, many of the arguments below
may also be relevant to the ethics of
other uses of “digital humans” (see
below) and/or to applications of Al
that mightlead to people substituting
relationships with machines for rela-
tionships with human beings.?

Two Technological “Solutions” to
Loneliness and Social Isolation
There is an emerging school of
thought that claims that some tech-

a For the argument that replacing relationships
with humans with relationships with artificial
intelligences in healthcare contexts is mor-
ally problematic, see Montemayor et al.** For
the argument that it is problematic in the
context of tertiary education, see Sparrow and
Flenady.”

Providing a digital
companion to
someone who
lives alone does
not mean that
they are no longer
alone: They remain
socially isolated,
albeit with a digital
companion to
entertain them.
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nologies—especially computers, mo-
bile phones, and social media—play
a role in generating loneliness and
social isolation.*® Nevertheless, new
technologies are regularly touted as
having the potential to reduce loneli-
ness and social isolation.

Social robots for eldercare? The
harms associated with loneliness
and social isolation have been mobi-
lized as a justification for the devel-
opment of robots since at least the
early 1990s. Moved by fears that the
world—especially wealthy “north-
ern” societies in Europe and North
America—is facing a “demographic
tsunami,” engineers started out try-
ing to build “robot butlers” to help
older people remain in their homes
longer."*® Unfortunately, this proj-
ect proved too difficult, with the re-
sults being uncompetitive with other
assistive technologies.'** Perhaps
relatedly, some engineers pivoted to
the notion that robot pets, or other
artificial companions, might serve
older people by playing a role in com-
batting loneliness and social isola-
tion.** This idea became especially
popular subsequent to the release of
Sony’s AIBO robot dog in 1999.

Unfortunately, despite the enor-
mous amount of media—and philo-
sophical—attention devoted to elder-
care robots, the results of this project
have also been underwhelming. Com-
panion robots are typically expen-
sive, difficult to maintain, have lim-
ited functions, and are unable to hold
people’s attention for extended peri-
ods.'*!*! There is little good-quality
evidence that introducing robots into
eldercare settings makes a meaning-
ful difference to people’s quality of
life, especially in the long term.’*
What research does exist on this topic
often fails to account for the presence
of the research team in the eldercare
setting or to include a control arm in
the trial design to determine the ex-
tent to which any effects they observe
are the result of the capacities of the
robot rather than of the introduc-
tion of a novel artifact.! Our strong
suspicion is that to the extent that
these technologies do work, they do
so by serving as a topic of conversa-
tion among human beings who are
already co-present to each other and
that this function can be performed



equally well, if not better, by other,
less high-tech interventions.'** That
does not mean that social robots can-
not play a useful role in eldercare set-
tings, but it does suggest that they
have limited utility when it comes to
addressing loneliness and social iso-
lation more generally.

Digital companions. While the
“promise” of social robots remains
unrealized, a new technology, “digi-
tal humans,” has recently emerged,
which we judge has much more po-
tential to engage and entertain peo-
ple. Digital humans are Al-enhanced
chatbots that present on screen as hu-
man and accompany their utterances
with appropriate gestures, body lan-
guage, and even facial expressions
by means of sophisticated graphics
technology.*

The advent of ChatGPT and other
generative Al systems based on large
language models (LLMs) means that
chatbots are now capable of sustain-
ing extended natural language con-
versations on almost any topic via a
screen and keyboard. Advances in
speech recognition and speech syn-
thesis now allow users to have spo-
ken natural-language conversations
with digital humans.” Although the
digital humans available today are
very obviously animations, advances
in both the software and hardware
used to generate images on comput-
ers hold out the prospect of photo-
realistic animations of human faces
and bodies. Hollywood films already
feature animated characters that are
hard to distinguish from human ac-
tors; new Al “deepfake” technology
means that it is becoming easier to
generate such animations. Finally,
by training an AI on photos, video,
audio, and text generated by an ex-
isting or historical individual, it is
possible to create a digital avatar of
that person that looks and sounds
like them. Eventually it may be hard
to tell whether the “person” one is
talking with on Skype, Zoom, Teams,
Facetime, or some other video chat
application is a human being or a so-
phisticated AI chatbot.

b Atthe time of writing, it was possible to experi-
ence a conversation with an impressive digital
human by visiting the website: https://www.
digitalhumans.com/.

Unlike social robots, digital hu-
mans are cheap and easily scalable,
and can be easily maintained and
quickly updated. In the not-too-dis-
tant future they are likely to be ubiq-
uitous in online customer-service
roles.

Predictably, this technology is be-
ing hailed for its potential to combat
loneliness and even, according to
some scholars, social isolation.'”%23
Following Sherry Turkle,** we will
call digital humans employed for this
purpose digital companions.© Already,
alarge number of people are interact-
ing with digital companions via an
application called Replika, which al-
lows users to customize an avatar of a
human being to be their digital com-
panion and talk with it on a range of
topics.?228

Imaginary Friends

Any adequate account of the pros-
pects for digital companions must
begin by acknowledging that actually
existing—as opposed to science fic-
tional—AI systems are not sentient,
do not have real emotions, and do not
care about the people with whom they
are interacting. While this remains
true, all that digital companions can
offer is an imitation of a relationship
with another sentient being rather
than the real thing. Friendship is a
relationship between two people. At
best, then, non-sentient digital com-
panions can only be ersatz, or imagi-
nary, friends.

That existing digital humans can-
not really be friends with people be-
cause they are not real humans might
seem too obvious to point out. Nev-
ertheless, it is worth pointing out be-
cause of a tendency in the literature
on AI and social robots to assume
that if people cannot tell the differ-
ence between two things, then they
must have the same properties and,
by implication, must therefore be the
same. This line of thought runs deep

¢ Strictly speaking, the digital humans that
concern us here are a subset of those entities
that Turkle describes as “digital companions”
because Turkle rightly allows that digital
animals might also be used for this purpose
and because Turkle includes robots in this
category. Our concern is with “purely” digital
companions and only with those that present
themselves as human.
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in the history of discussions of com-
puter-human relations—back to the
Turing Test at least—and continues
to be influential today.® Yet the fact
that we cannot tell two things apart
does not establish that they are the
same—we may just be poorly placed
to perceive the difference. Even if
those relating to digital humans
cannot tell them apart from real
people on avideo call, it will remain
obvious that digital humans are not
real people due to their inability to
occupy physical space outside of a
smartphone or computer. For the
moment, despite occasional high-
profile defections from this consen-
sus, it remains obvious to those who
design chatbots that they are not
sentient and do not have real emo-
tions.’ Even when this ceases to be
obvious, this alone will not be suf-
ficient to establish that machines
are sentient or have real emotions:
It may simply mean that we have
reached the limits of our capacities
to see that they are not and do not.

The “Turing Triage Test,” which
asks when it might be justifiable
to let a human being die in order to
save the “life” of a machine, suggests
that the intellectual and moral costs
of claiming that machines are sen-
tient would be substantial.** It also
suggests that what would need to be
true of machines, and our relation-
ships with them, in order to render
the claim that they are sentient plau-
sible is much more demanding than
is usually recognized. Should Als
ever “wake up” and become sentient,
then the ethics of our relationships
with them will change radically. Pre-
sumably it would be possible to be
“friends” with a sentient machine
and for sentient AIs to care about
people. Quite why a sentient Al would
want to spend its time entertaining
and caring for lonely and socially
isolated humans is another matter.
Moreover, programming or creating
sentient machines with a desire to
serve as digital companions for hu-
mans would raise profound ethical
issues—if it would be possible at all.
In any case, our concern here is solely
with digital companions that are not
sentient.

May reduce loneliness. We believe
that, unlike existing social robots,
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digital humans may succeed in en-
gaging and entertaining people for
lengthy periods. After all, eventually
it will be possible to experience, by
means of a digital human, a simula-
crum of any interaction that one can
have with a real human online. To
the extent that social interactions via
videoconferencing allow people to
feel less lonely, we anticipate that at
least some people will feel less lonely
as a consequence of interactions with
digital companions.

The caveat here is not insignifi-
cant. The impact of videoconferenc-
ing, as with social media more gener-
ally, on social isolation in particular
but also on loneliness, remains con-
troversial.? There is some evidence
that people need contact with other
human beings in real life in order
to feel happy and that virtual inter-
actions may attenuate rather than
strengthen social connections.'**

Nevertheless, interactions with
digital companions might meet some
of the social and psychological needs
that people ordinarily satisfy through
social contact with people. More pro-
saically, they might reduce loneliness
by entertaining users so that they
miss social contact less. Anecdotal
reports suggest that Replika allows
some users to feel less lonely** and
there is limited empirical evidence
that other digital companions may
have an impact on loneliness.*?%293°
More sophisticated versions of these
technologies might be even more
successful in this regard. Given the
distress and harms associated with
loneliness, this is a significant virtue
of this technology.

Do not reduce social isolation. Al-
though interactions with digital com-
panions might reduce loneliness, in
and of themselves they will have no
impact on social isolation. The quali-
fication “in and of themselves” is in-
tended to highlight the important
caveat that, as we discuss below, digi-
tal companions could be designed
to encourage users to strengthen

d Although see Perry”” for an argument that Al is
in principle incapable of realizing emotional
or motivational empathy, which in turn sug-
gests that it may not be capable of meeting
people’s need for empathic care when they are
distressed or otherwise experiencing strong
emotions.

their existing social connections,
and form new connections, with hu-
man beings. However, providing a
person who lives alone, without any
meaningful social connections, with
a digital companion will not, in itself,
make them any less socially isolated.
Imaginary friends do not count when
considering the number of social con-
nections an individual has.

As social facilitators? Thus far, we
have been concerned with the extent
to which interactions with digital
companions themselves may impact
on loneliness and social isolation.
Another way that digital compan-
ions might combat these problems
is if they were designed to encour-
age users to form and/or strengthen
social connections with real people,
by, for instance, reminding them to
wish their relatives happy birthday or
encouraging them to participate in
social activities that might facilitate
social connections.”'® Ideally, digi-
tal companions would be designed
to help users develop sufficient, and
sufficiently rewarding, social rela-
tionships such that they no longer
wanted to interact with a digital com-
panion.©

Unfortunately, we suspect that
the designers and manufacturers of
digital companions will have strong
incentives to do otherwise. In order
to encourage people to pay for access
to digital companions, or to monetize
the time that users spend interacting
with digital companions by display-
ing advertisements to users, design-
ers of these systems will need to make
them as engaging—indeed as “ad-
dictive”—as possible. For instance,
Replika is gamified extensively to try
to increase the amount of time users
spend on the application and also the
amount they will pay to access vari-
ous special features that are not avail-
able to users of the free version of the
app. Although there are some mar-
kets—for instance, for pharmaceuti-
cals or wound-care products—where
companies flourish by selling prod-
ucts that are designed to eliminate

e Digital companions might also be designed to
reduce loneliness that results from pathologi-
cally unrealistic expectations of social connec-
tions by serving as therapists in order to miti-
gate these expectations.

64 COMMUNICATIONS OF THE ACM | FEBRUARY 2026 | VOL. 69 | NO.2

the need for the product, absent very
strong regulation, the market for dig-
ital companions, which is closely ad-
jacent to the market for video games
and other entertainments, is highly
unlikely to be one.

Lessons from the Literature

on Social Robots

Because engineers have been trying
to build social robots to combat lone-
liness and social isolation in older cit-
izens for at least three decades, there
is a correspondingly large literature
on the ethical issues associated with
this project. We believe that many
of the criticisms of social robots for
eldercare have force against the de-
velopment and use of digital com-
panions to combat loneliness and
social isolation. For reasons of space,
though, we focus here on only four
lines of criticism.

Designing to deceive. One powerful
criticism of social robots for eldercare
settings is that they are premised on
users believing them to have proper-
ties that they do not.****43 In particu-
lar, in order to sustain interactions
with such artifacts over long periods,
they must believe that the robot has
emotional states and cares about how
it is treated. Designing such artifacts
means designing them so that users
are deceived about their capacities.
Such “designing to deceive” is prima
facie unethical.?>8

This criticism has obvious force
against the design of digital compan-
ions. At the time of writing, the front
page of the desktop version of Replika
features the text, “The AI companion
who cares. Always here to listen and
talk. Always on your side.”*® None of
these claims are true. Replikas do not
care about anyone or anything—they
are not sentient and thus, by defini-
tion, do not feel anything at all. They
do not really listen to users or say
anything: They respond to keyboard
or audio prompts with a pastiche of
words generated using complex sta-
tistical techniques applied to the
content of the World Wide Web. Nor
are Replikas on anyone’s side—they
do not care at all about any humans.
Replika’s designers are lying about its
nature. They are doing so presumably
because users need to believe their
Replika cares about them in order to



care about it enough to keep using it
for an extended period.

Robots and respect. A second criti-
cism, which, in part, follows from the
first, is that the project of designing
social robots for eldercare settings is
disrespectful to older people. Refer-
ences to aging populations or “demo-
graphic tsunamis” in the motivations
for papers or research on eldercare
robots treat the presence of older
people in the population as itself a
problem to be solved. Robots are pos-
tulated as the solution, despite the
fact they would not be considered
desirable were they to be directed
toward the needs of younger people.
Investment in research into robots
continues, nonetheless, because old-
er people are almost never involved
in setting research priorities around
eldercare or in the design of techno-
logical solutions to problems faced by
older people.?®

It might be argued that these criti-
cisms have less force against digital
companions than they do against so-
cial robots for eldercare because dig-
ital companions are typically adver-
tised as intended for the lonely and
socially isolated in general, not just
for older persons. However, this larg-
er cohort, “lonely and socially iso-
lated persons,” plays essentially the
same role in the literature on digital
companions as “older persons” does
in the literature on social robots,
and the attitudes this literature ex-
presses toward this cohort are prob-
lematic for the same reasons. Those
experiencing loneliness and/or social
isolation are implicitly “othered” in
discussions of digital companions,
treated as a problem to be solved.
Those designing, developing, or tout-
ing digital companions as cures for
loneliness and social isolation sel-
dom, if ever, suggest that they them-
selves aspire to a life lived alongside
only machines. Almost by definition,
lonely and socially isolated people
play little role in discussions about
how—or, indeed, whether—this tech-
nology should be developed.

Replacing real relationships. A
third central concern in the debate
about the ethics of using social ro-
bots for eldercare is the extent to
which this might lead to older per-
sons being deprived of opportunities

Imaginary friends
may outcompete
real friends for our
time and attention
by appearing,
superficially, to be
better friends.
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for relationships with people.2%2!36:38
The claim that robots are a solution
to the problem of a shortage of elder-
care workers implies that robots will
be able to take on roles in the elder-
care sector currently performed by
humans. Yet every interaction that
older people have with a robot is one
less opportunity for them to interact
with a human. The economics of the
eldercare sector strongly suggest that
money saved by replacing people in
existing roles with robots will not be
reinvested in roles that might provide
people with more human contact.3®
Perversely, were this technology to be
fully realized, there is every chance
that it would lead to a substantial in-
crease in social isolation.

We believe that the risk that ersatz
companions might increase social
isolation is even more pressing when
it comes to digital companions, in
part simply because we think digi-
tal companions may work to reduce
loneliness whereas social robots are
unlikely to.*

Imaginary friends may outcom-
pete real friends for our time and at-
tention by appearing, superficially, to
be better friends. Digital companions
have a number of advantages relative
to human beings when it comes to
their capacity to sustain engagement
with users. Most obviously, they can
be available any time, day or night,
365 days a year. Moreover, unlike real
people, their sole purpose can be to
satisfy the user’s desires. They will
never be rude, selfish, thoughtless,
or judgmental—unless their being
so will itself contribute to increased
engagement.t Thus, not only might
online interactions with digital com-

f Asananonymous referee encouraged us to ac-
knowledge, one circumstance in which people
might be better off with a relationship with
a digital companion than a human being is
when the relationship with the human being
was an abusive or immiserating one. In such
cases, though, it is not that the digital com-
panion would be a better friend—as we have
argued here, they would not be a friend at all—
but rather that the person concerned would
actually be better off being more socially iso-
lated than maintaining the relationship with
the abuser.

g The role played by the “difficult” behavior of
pets in establishing our love for them, as well
as the fact that the designers of robot pets aim
to have their creations behave “badly” on occa-
sion for the same reason, is noted in Sparrow.*
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panions crowd out real relationships
from users’ lives, but they might also
change what users expect from their
friends to the point that relationships
with real people are seen as unsatisfy-
ing in comparison.'s

Importantly, that relationships
with digital companions might sub-
stitute for relationships with real
people is an assumption of the argu-
ment that digital companions offer
a potential technological solution to
loneliness and social isolation: If they
cannot, then digital companions will
not reduce loneliness or (less plausi-
bly) social isolation, as their propo-
nents hope. Moreover, it is hard to
see how digital companions might be
engaging enough to be emotionally
rewarding (and thus cause people to
feel less lonely) but not so compelling
as to compete with relationships with
real people. More fundamentally,
insofar as relationships with digital
companions reduce loneliness, they
will reduce users’ motivation to seek
out relationships with real people.
This means that the presence of digi-
tal companions in a community is
likely to increase the social isolation
of third parties as well as users of dig-
ital companions.

The advent of digital companions
may also exacerbate social isolation
by reducing the pressure on health-
care systems and government agen-
cies to address the economic, social,
and technological causes of loneli-
ness and social isolation. That is, the
development of digital companions
will make it easy for governments
and owners of eldercare facilities
to appear as though they are doing
something about social isolation by
providing citizens, or clients, with
digital companions, even though
these technologies will mostly leave
social isolation intact. If people do
in fact feel less lonely as a result of
having imaginary friends, they may
be less likely to demand that govern-
ments and/or the owners of eldercare
facilities provide them with opportu-
nities to establish social connections
with real people.

What imaginary friends cannot do.
Fourth, and finally, these products
are dangerous by virtue of their po-
tential to deprive users of important
objective goods. Being happy is not

If people do in fact
feel less lonely

as aresult of
having imaginary
friends, they may
be less likely

to demand that
governments and/
or the owners of
eldercare facilities
provide them with
opportunities to
establish social
connections with
real people.
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enough to establish that one is lead-
ing a flourishing human life: If it were,
one could treat loneliness and social
isolation purely pharmaceutically. It
is much more plausible to hold that a
good human life includes various ob-
jectively good things, including, for
instance, health, beauty, love, friend-
ship, and social affirmation. As this
list suggests, many of these goods are
associated with relationships with
those around us and, as such, cannot
be secured through interactions with
non-sentient machines. In particular,
social robots are not able to provide
people with the respect and social
recognition that affirm individuals’
status as members of a community
and that are important components
of well-being according to any plausi-
ble theory of well-being.*® These criti-
cisms also have force against digital
companions, which can provide only
shallow imitations of these goods
rather than the real thing.

Some further limitations of digi-
tal companions. Although digital
companions are more engaging than
existing social robots, they suffer in
comparison to social robots when
it comes to the extent to which they
can satisfy other important human
needs—for touch, physical com-
panionship, and for care expressed
through assistance with physical
tasks.

Human beings have a powerful in-
nate need for creaturely touch. Skin
to skin (or fur) contact with other
humans or animals induces a pro-
nounced physiological response in
human beings." There is now a large
literature exploring the health bene-
fits of relationships with animals?* as
well as the harms associated with the
absence of physical intimacy.*° Touch
is also ethically significant. In partic-
ular, care is often expressed through
touch.

The importance of touch has not
gone unnoticed by the designers of
social robots, which now include a
number of robot animals explicitly
advertised as allowing users to “pet”
them and to supposedly benefit from
doing so.'"* The famed Japanese ro-
boticist Hiroshi Ishiguro has even
made a robot that is supposed to
“transmit” hugs provided remotely by
another human being.?® We are skep-



tical of the extent to which touching
machines produces the benefits as-
sociated with touching people or
animals, but it is clear that this is a
domain where (purely) digital com-
panions have nothing to offer.

Another way in which digital com-
panions are lacking is that they are
unable to provide users with physi-
cal companionship more gener-
ally. Human beings respond to each
other’s presence as well as to each
other’s touch.?® As the dissatisfying
experience of Zoom or Teams calls
makes all too clear, the mere fact of
other people being physically present
with us makes a difference. Physical
copresence also plays a role in the
formation of memories and narra-
tives that play a key role in social rela-
tionships: Going through something
together helps people form social
bonds. Granted, digital companions
and their users may come to have a
shared history of conversation and
online “experiences.” Digital com-
panions could, for instance, hark
back to conversations they have had
with a user, games they have played
together, and other online experienc-
es that they have shared, in order to
affirm and strengthen their “relation-
ship.” However, there is a clear limit
to the capacity of digital companions
to share experiences and provide
companionship here.

Finally, and relatedly, the provi-
sion of help with real-world tasks is
an important mark and component
of both solidarity and care. Helping
the people we love, for instance, by
assisting them in walking up stairs,
bringing them food, or bathing
them, is an expression of our love for
them. When we help each other in
this way—“mutual aid”—we affirm
our recognition of our mutual worth.
Digital companions are obviously se-
verely limited in what they can con-
tribute in this regard. Again, this is
not to deny that digital companions
could provide some forms of help to
their users. A sophisticated digital
companion might, for instance, make
a doctor’s appointment for a user, re-
mind them to take a list of the medi-
cations that they are currently on to
the appointment, provide advice on
what time they need to leave home to
get there, order a taxi for them, and

notify them when it arrives. However,
those who only have digital compan-
ions will be lost if they need someone
to help them weed the garden or hold
their hand to help them out of a car.
Although such tasks remain beyond
the current capacities of robots, it is
at least conceivable that they might
one day assist in this way.

Discussions of the prospects for
digital companions have neglected
the role played by touch, physical
companionship, and mutual aid in
promoting human well-being." Digi-
tal companions will not be able to
satisfy people’s need for these impor-
tant goods. If the availability of digi-
tal companions leads to reductions in
the number of real friends that peo-
ple have, as we have argued is highly
likely, then this technology will leave
people worse off by virtue of depriving
them of opportunities to experience
touch or human companionship or to
help each other with physical tasks,
as well as depriving them of recogni-
tion and respect. Insofar as the ab-
sence of these goods causes people to
feel lonely, the inability of imaginary
friends to provide them may also af-
fect the extent to which digital com-
panions reduce loneliness.

Privacy, Representation,
Manipulation, and Complicity

We have been concerned here with
arguments that bear on the ques-
tion of whether digital companions
should be used to combat loneliness
and social isolation at all. Inevitably,
the use of digital companions would
raise a further set of questions about
their design and operation. In partic-
ular, issues about the privacy of users
loom large given the intimate nature
of the data that would be collected by
digital companions.'® The design of
digital companions raises issues in
media ethics, about the representa-
tion of people of different races and
genders, and about the responsibility
of creators for the impact of the art
they create. Digital companions will
offer unparalleled opportunities to
shape the personalities of—indeed,
to manipulate—their users, which
suggests that their design would need
to be strictly regulated.’® Conversely,
in some circumstances, the failure
of a digital companion to intervene
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when a user threatens other people or
expresses sexist, racist, or otherwise
morally reprehensible views, may
itself make its designers culpable.
Again, the boundaries of whether,
when, and how digital companions
should intervene in response to trou-
bling statements by, or patterns of
behavior from, their users will need
to be determined by the broader com-
munity. Unfortunately—or perhaps
fortunately—these issues are beyond
the scope of our discussion here.

Conclusion

Rising rates of loneliness and social
isolation in industrialized societ-
ies constitute a “wicked problem”: It
is little wonder that engineers and
policymakers are tempted by the idea
that there might be a technological
solution. Digital companions seem to
have several advantages over the so-
cial robots that have previously been
touted as having the potential to re-
duce these evils. We have argued that,
nevertheless, digital companions can
be, at most, imaginary friends, which
can do little, if anything, to address
social isolation, even if they do reduce
loneliness in some cases. We have
shown that powerful criticisms in the
literature on the ethics of the design
and use of social robots for eldercare
settings also apply to digital compan-
ions. In particular, there is a real risk
that the development of digital com-
panions will actually work to increase
social isolation. We have also sug-
gested that social robots might even
have a number of advantages relative
to (purely) digital companions that
the literature on the latter topic has
thus far neglected.

The implications of these observa-
tions for the larger debate about the
wisdom of deploying digital compan-
ions are more complex than might
first appear. It is loneliness—rather
than social isolation per se—that
makes people miserable. Any tech-
nology or policy that might reduce
loneliness therefore deserves to be
taken seriously. If, in particular cas-
es, the choice is really between an in-
dividual having no companions or a
digital companion, they may well be
better off with a digital companion
that allows them to feel less lonely.
Yet social isolation is also arguably
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objectively bad, as well as being bad
for people’s health, even when they | 1
are not lonely. Although some of the
effects of social isolation on human
health are probably the product of
the loneliness that typically accom-
panies social isolation, others prob-
ably are not. For instance, those who
are socially isolated are less likely to
be encouraged by those around them | *
to seek medical help and less likely to
benefit from the help with daily living
that other people can provide.

The prospect of a technology that
might reduce loneliness but increase
social isolation, as we have argued
is likely true of digital companions, | 7
therefore forces us to confront dif- | ¢
ficult trade-offs. Should we reduce
people’s misery at the cost of making
them objectively worse off by virtue | @
of being more socially isolated? Is it
more important to express respect
for people or to promote their happi-
ness? Will the development of digital

companions lead policymakers to be | 11.
less motivated to pursue policies in-
tended to reduce social isolation? An- | 12
swering these questions will require
paying close attention to the impact
of this technology on the experience | **
and relationships of users and those
around them. It will also require usto | |,
confront deep ethical and philosoph-
ical questions: about what we owe to o
each other, about what it is to lead a
good human life, and about the sort 10
of world we want to create with AL A .
future in which people spend all their ‘
time at home with their imaginary
friends without ever touching, or be- | 1g
ing touched by, another human being
is, we submit, a future to be avoided.
Whether it will be possible to develop | |4
and use digital companions to com-
bat loneliness and social isolation | 2
without bringing about such a world | 21
remains to be seen.
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ONE OF THE long-term goals of artificial intelligence
(AI) is to build machines that can continually learn
new knowledge from their experiences, ground these
experiences in the physical world, and apply the
knowledge to their reasoning across different tasks,
modalities, and environments. The desired capability

of such agentsincludes, butis notlim-
ited to, describing perceived scenes,
answering queries about scenes,
making plans to achieve goals, and
executing plans in the physical world.
We want these machines to be able to
learn and solve a wide variety of tasks
across different environments, lever-
aging a feasible amount of data from
multiple modalities.

In recent years, we have seen great
success in neural-network-based

“end-to-end” learning methods. Still,
most of them are tailored to particu-
lar tasks and environments, such as
categorizing images of objects into
a fixed set of labels, translating be-
tween languages, and playing video
and board games. These systems
are usually built on top of relatively
simple and monolithic training and
inference algorithms (for example,
a single neural network trained by
stochastic gradient descent). As a re-
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key insights

m We developed a concept-centric paradigm
that supports building agents that can
learn continually and reason flexibly.

® The agent acquires a vocabulary of neuro-
symbolic concepts for objects, relations,
and actions, represented through a
combination of symbolic programs and
neural networks. These concepts are
grounded in sensory inputs and actuation
outputs and can be composed to solve
novel tasks using general-purpose
reasoning and planning algorithms.

B The proposed framework offers several
advantages, including data efficiency,
compositional generalization, continual
learning, and zero-shot transfer—key
properties for general-purpose Al. These
advantages have been demonstrated
across applications in vision, language,
and robotics.

sult, their success in domain-specific
applications relies on the availability
of large-scale datasets and compu-
tational resources on the particular
task of interest. However, annotating
high-quality data for reasoning, plan-
ning, and control in visual and physi-
cal domains is usually labor-intensive

and, in some cases, prohibitively
costly. Therefore, there has been lim-
ited success in extending these meth-
ods to building embodied generalist
agents across domains.

In this article, we emphasize the
role of concepts in learning and rea-
soning. We draw on rich traditions
from philosophy and cognitive sci-
ence that identify concepts as the ba-
sic building blocks of thought (see,
for example, readings from Margo-
lis and Laurence?*). Humans acquire
concepts from the interaction of our
evolved cognitive architecture and
built-in inductive biases with our
experiences in the world, including
both our direct percepts and what
we learn socially and culturally from
interacting and communicating with
other humans. Our minds then com-
pose these basic units to form sophis-
ticated compound thoughts: beliefs,
desires, and plans. One of the most
powerful ways to construct a system
of useful concepts for reasoning is to
build them out of meanings acquired
through language. In particular, we

can consider the granularity of con-
cepts at the level of individual word
meanings (of nouns, verbs, and so on)
and treat their combinations in a way
similar to howwords can be combined
into phrases and sentences in natural
language. Related ideas of composing
primitive units of thought have a long
tradition in AI, dating back to induc-
tive logic programming,? statistical
relational learning,” and probabilis-
tic-logic programming.?

Our technical proposal is to build
a neuro-symbolic concept representa-
tion. Each concept is a discrete sym-
bol (word or short phrase) that can
be grounded onto subsets of the em-
bodied environments. An object con-
cept “orange” grounds to the sets of
orange objects; an object relation con-
cept “left” grounds to all object pairs
(A,B) such that A is left of B; an action
concept “put-left” grounds to all agent
action sequences that move the object
currently being held to a position on
the left of the reference object. This
includes pushing the object to the
goal, holding it vigorously using tools,

Figure 1. Our framework for building intelligent agents by internalizing a vocabulary of “concepts,” which are represented as composi-
tional programs and neural network embeddings. These concepts can be grounded in various domains: 2D images, videos, 3D scenes,

and robotic actions. They can also be recombined based on different types of user queries: visually grounded questions, physical and
causal reasoning questions, referring expressions, and manipulation instructions.

postcondition: left(x, y,);
controller:

Concept Symbolic Programs Neural Networks
orange \x. filter x, orange) ORANGE [ N
left AxAy. relate(x, y, left) LEFT H PEeE
put-left AxAy. precondition:  holding (x) PUT-LEFT T Wl ™

action(x, y, put-left)

LJ Visual Representation
| object_1 N N
:object_2 INE'EE

Query: Is there ared sphere
to the left of the large sphere?

2D Images

Query: Which ball is responsible
for the cylinder collision?

Dynamics and Causality

3D Scenes
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Query: Is there a dresser on
the left side of the cabinet?

Query: Pack the letter R to
the left of the E.
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Figure 2. In a neuro-symbolic-concept-centric framework, different concepts such as object categories, properties, relations, and

actions are represented as a combination of programmatic and neural representations. In (a), the neural representation connects the
concept with sensory and actuation representations. In (b), different concepts can be combined to form new compound concepts.

- ~~

orange = ({x}, filter (x, ORANGE), {ORANGE})

(a) Visual grounding of concepts

and so forth. As illustrated in Figure 1,
during reasoning, our concept-centric
framework operates at a higher level
of abstraction with this vocabulary of
neuro-symbolic concepts.
Neuro-symbolic concepts have
two advantages: They can be flexibly
grounded on sensory and actuation
modalities, and they have strong com-
positional generalization, since exist-
ing concepts can be structurally com-
bined to form new ones. For instance,
“orange,” “cylinder,” and “left” can
be combined to form a novel concept,
such as “Put the orange cylinder to the
left of the bottle.” This composition-
ality naturally suggests a decomposi-
tion of the learning problem: We may
individually learn how to recognize
object shapes (cylinder, bottle), how
to recognize object colors (orange),
how to reason about object placement
(left of the target), and how to move
objects from one location to another.
During inference time, we can recom-
bine these learned concepts—shapes,
colors, relations, and actions—to
achieve the specified goals.
Compared with purely end-to-end
learning methods, the inherent com-
positionality of neuro-symbolic con-
cepts makes them much better suited
for generalist agent learning. Compo-
sitionality simultaneously supports
four properties required by generalist
agents: data efficiency (because col-
lecting labeled data is especially dif-
ficult); compositional generalization
(the number of possible scenes and
tasks can be exponentially large as
the number of objects and their prop-
erties increases; we want systems that
can generalize to unseen scenes and
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Instruction: put the orange object left of the bottle.

(b) Composition of learned object and action concepts

unseen goals); continual learning
(the system should be able to learn
and adapt gradually); and transfer
learning (we want to support transfer
among different tasks).

In the rest of the article, we first
offer a definition of neuro-symbolic
concepts. Then we delve into a con-
crete framework of neuro-symbolic
concept learning for visual scene un-
derstanding and showcase its ability
to learn from little data, continually
and generalizably, and be transfer-
able. Finally, we discuss other appli-
cations of this approach.

Neuro-Symbolic Concepts

In order to systematically represent
the grounding of concepts and how
they can be composed, we formally
represent each concept ¢ as a tuple of:

¢ = (parameter, program,
neural — nets).

In essence, our concept represen-
tation integrates neural network rep-
resentations (for instance, vector em-
beddings), which ground concepts in
visual and physical representations,
and symbolic representations (par-
ticularly, parameterized programs),
which characterize how various con-
cepts can be combined. Shown in Fig-
ure 2a, the concept “orange” is repre-
sented as

orange = ({x}, filter(x, ORANGE),
{ORANGE}),

where ORANGE denotes a vector em-
bedding that can be used by the built-
in filter function to classify orange
objects. In practice, this filter func-
tion can be implemented by comput-

ing the cosine similarity between the
neural representation of object x and
ORANGE.*

Similarly, a relational concept
(for example, a prepositional phrase)
“left-of” can be defined as:

left-of = ({x,y}, relate(x,y, LEFT-OF),
{LEFT-OF}).

The concept relates two objects x
and y. The relate function will com-
pute the cosine similarity between
LEFT-OF and a pairwise represen-
tation between (x,y) to determine
whether x is left of y in the scene. Ac-
tions (for example, verbs) would have
three parts in their programs: a con-
troller that can generate sequences
of robot-control commands, and the
preconditions and postconditions
for the action. For example, an action
“put-left-of” can be represented as:

put-left-of = ({x,y},{
pre = holding(x),

post = left-of(x,y),
controller = PUT-LEFT-OF},
{PUT-LEFT-OF}).

Here, the preconditions and post-
conditions of the action can be de-
scribed with formulas composed
from other object-level and relational
concepts.

Illustrated in Figure 2b, this rep-
resentation of concepts enables us to
combine existing concepts adhering
to symbolic functional composition
rules, to form compound concepts
such as orange(x) and cylinder(x)
(orange cylinders), or more complex
ones such as orange(x) and bottle(y)
and put-left-of(x,y) (put the orange
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object left of the bottle). To support
the formal compositionality of differ-
ent concepts, all parameters and out-
puts are typed with primitive types
(including objects, events, actions,
Booleans, and integers). For instance,
object concepts are represented as
functions that take the perceptual
representation of an object as input
and predict classification scores as
output, indicating whether the object
has the concept. Relational concepts
are associated with classifiers that
classify object pairs. Meanwhile, ac-
tion concepts are linked with precon-
ditions (circumstances under which

the action can be executed), post-
conditions (the outcomes of execut-
ing the action), and controllers that
generate agent actions based on the
current perceptual state. Depending
on the domain and the task, one can
choose to implement different primi-
tive operations (for example, filter in a
visual recognition context).
Leveraging these neuro-symbolic
concepts, we can efficiently and effec-
tively learn the grounding of concepts
in various domains and recombine
them to solve different downstream
tasks. For example, as shown in Fig-
ure 1, neuro-symbolic concepts can

be grounded in 2D images (such as ob-
ject properties and object relations),
videos (physical events and their re-
lations), 3D scenes (object properties
and viewpoint-dependent relations),
and finally, robotic-manipulation
tasks (object properties, relations,
and actions that change them). There-
fore, by recombining them through
symbolic program structures, we can
answer questions, resolve referring
expressions, and interpret human
instructions. We illustrate this idea
in Figure 2. Specifically, we learn the
grounding (classifiers and control-
lers) for individual visual and action

Figure 3. Three challenges in (a) compositional generalization, (b) continual learning of concepts for reasoning, and (c) transfer of

learned concepts across domains.

(a) Compositional Generalization

Training Examples

Q: What's
the shape of

the big yellow ——————»

thing?

(b) Continual Learning of Visual Concepts

Training
Example 1: pizza

A round sliced pizza.

Test Examples
(More objects)

Q: What's

the shape of
the big yellow
thing?

Test Examples
(More objects and more complex questions)

Q: What size is

the cylinder that

is left of the cyan
thing that is in front
of the gray cube?

(c) Transfer Visual Concepts to Other Domains

Continual

T :
The open object in front  Q: What is the daxy object?

A: Window.

Training:
Captions

There is

Transfer:

Action Instructions
S p

Put the red apple

of the pizza is daxy. ared apple. on the plate.

Figure 4. Humans learn visual concepts, words, and semantic parsing jointly and incrementally. (a) Learning visual concepts (red
vs. green) starts from looking at simple scenes, reading simple questions, and reasoning over contrastive examples.!? (b) After-

ward, we can interpret referential expressions based on the learned object-based concepts and learn relational concepts (for
example, on the right of, the same material as). (c) Finally, we can interpret complex questions from visual cues by exploiting the
compositional structure.

(a) Learning basic, object-based concepts
Q: What's the color of the object?

(b) Learning relational concepts based on referential expressions
Q: How many objects are right of the red object?

A: Red. A 2
Q: Is there any cube? Q: How many objects have the same material
A: Yes. as the cube?
A2
Q: What's the color of the object? (c) Interpret complex questions from visual cues
A: Green. Q: How many objects are both right of
Q: Is there any cube? the green cylinder and have the same
A: Yes. material as the small blue ball?

A 3.
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concepts and recombine them fol-
lowing a hierarchical program that
represents the meaning of the input
user query: “Put the orange object
left of the bottle.” In the following, we
revisit the four important desiderata
for generalist agent learning and il-
lustrate how our neuro-symbolic-
concept-centric paradigm fulfills all
requirements.

Data efficiency. Since learning in
embodied environments inevitably
involves machine interaction with
the physical environment and hu-
man annotations, minimizing the
amount of data needed to learn a spe-
cific concept is crucial. Compared to
a monolithic deep neural network,
a concept-centric framework gains
data efficiency primarily by leverag-
ing modular structures of the learn-
ing task. For example, the complex
concept “push the orange cylinder”
can be decomposed into three indi-
vidual concepts: two object concepts
(“orange” and “cylinder”) and one ac-
tion concept (“push”). This composi-
tional structure introduces a strong
prior into the learning algorithm,
allowing it to disentangle the overall
learning problem and to perform ex-
plicit multi-task learning across het-
erogeneous data sources (for exam-
ple, learning the concept of “orange”
from images and “push” from robot
interaction datasets).

Compositional generalization.
Compositionality is often grounded
in different aspects across different
domains. For example, in the visual
concept learning domain (Figure 3a),
compositional generalization is ex-
pected on at least two levels: the con-
cept composition level (for example,
“the big cylinder left of the yellow
block”) and the scene composition lev-
el (generalization to scenes with a dif-
ferent number of objects compared to
training examples). The advantage of
concept-centric frameworks is primar-
ily a contribution from the alignment
between the composition structure of
concepts and the structure of the do-
main. For example, explicitly reason-
ing about the set of “orange” and its
subset “orange cylinder” in a visual
scene makes the reasoning process ro-
bust to the total number of objects in
ascene.

Continual learning. The demand

Neuro-symbolic
concepts have
two advantages:
They can be
flexibly grounded
onh sensory

and actuation
modalities, and
they have strong
compositional
generalization,
since existing
concepts can

be structurally
combined to form

new ones.
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for continual concept learning and
transfer learning arises due to two
challenges. First, it is generally dif-
ficult to obtain high-quality “end-to-
end” learning examples for embodied
agents, that is, from raw perceptual
input to robot-control commands.
Therefore, a practical system should
be able to learn from multiple sources
of data, typically of different input-
output specifications: unannotated
videos, paired images and texts, hu-
man demonstrations of skills, and so
on. Second, at deployment time, the
machine should continually adapt
itself to its environment, such as by
learning new concepts (for example,
an unseen breed of dog or a new type
of dish) and new human preferences.

Zero-shot transfer. Unlike mono-
lithic deep neural networks that usu-
ally require tuning all parameters
while learning new concepts, the con-
cept-centric framework (Figure 3b)
naturally allows a flexible introduc-
tion of new concepts and adjustment
to a single previouslylearned concept,
thanks to the modular structures of
concept composition. It also enables
a zero-shot transfer of learned con-
cepts across tasks and even domains,
such as transferring learned object
concepts from the task of image cap-
tioning (“The photo shows a dog”)
to visual question answering (“How
many dogs are there?”), and from the
domain of visual concept learning
(“apples”) to the domain of robotic
manipulation (“Push the apples”; Fig-
ure 3c¢).

Learning Neuro-Symbolic

Visual Concepts

Our framework for neuro-symbolic
concept learning for visual scene un-
derstanding is motivated by how hu-
mans learn visual concepts by jointly
understanding vision and language.'*
Consider the example shown in Fig-
ure 4a. Imagine someone with no pri-
or knowledge of colors is presented
with the images of the red and green
cubes, paired with the questions and
answers. They can easily identify the
difference in objects’ visual appear-
ance (in this case, color), and align
it to the corresponding words in the
questions and answers (red and green).
Other object attributes (for example,
shape) can be learned in a similar
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way. Starting there, humans are able
to inductively learn the correspon-
dence between visual concepts and
word semantics (for example, spatial
relations and referential expressions,
Figure 4b), and unravel composition-
al logic from complex questions as-
sisted by the learned visual concepts
(Figure 4c, also see Abend et al.?).

This motivated us to build a frame-
work that jointly learns visual percep-
tion, words, and semantic language
parsing from images and question-
answer pairs. Proposed in Mao etal.,?!
a neuro-symbolic concept learner (NS-
CL) learns all of these from natural
supervision (that is, images and QA
pairs), requiring no annotations on
images or semantic programs for sen-
tences. Instead, analogous to human
concept learning, it learns via cur-
riculum learning. The NS-CL starts
by learning representations/concepts
of individual objects from short ques-
tions (for example, "What’s the color
of the cylinder?") on simple scenes
(less than three objects). By doing so,
it learns object-based concepts such
as colors and shapes. The NS-CL then
learns relational concepts by leverag-
ing these object-based concepts to in-
terpret object referrals (for example,
"Is there a box to the right of a cylin-
der?"). The model iteratively adapts to
more complex scenes and highly com-
positional questions.

Shown in Figure 5, the NS-CL has
three modules: a neural network-
based perception module, a seman-
tic parser to translate questions into
executable programs, and a symbolic
program executor. Given an input im-
age, the visual perception module de-
tects objects in the scene and extracts
a deep, latent representation for each
of them. The semantic parsing mod-
ule translates an input question in
natural language into an executable
program, represented in a domain-
specific language (DSL) designed for
visual question answering (VQA). The
DSL covers a set of fundamental op-
erations for visual reasoning, such as
filtering out objects with certain con-
cepts or querying the attribute of an
object. The generated programs have
a hierarchical structure of symbolic,
functional modules.

Next, based on the latent program
recovered from the question in natu-

ral language, a symbolic program
executor executes the program and
derives the answer based on the ob-
ject-based visual representation. Our
program executor mainly contains
two parts: the concept quantization
module and a collection of determin-
istic functional modules. The concept
quantization module classifies ob-
ject attributes and relations, and the
functional modules implement the
logic of composing these classifica-
tion results. To make the execution
differentiable with regard to visual
representations, we represent the
intermediate results in a probabi-
listic manner: A set of objects is rep-
resented by a vector—the attention
mask over all objects in the scene.
Each element, Mask; € [0,1], denotes
the probability that the i-th object of
the scene belongs to the set. Figure 6
shows an illustrative execution trace
of a program. The first filter opera-
tion outputs a mask of length 4 (there
are in total four objects in the scene),
with each element representing the
probability that the corresponding
object is selected (that is, the proba-
bility that each object is a green cube).
The output “mask” on the objects will
be fed into the next module (relate in
this case) as input, and the execution
of programs continues. The last mod-
ule outputs the final answer.

Data efficiency. The NS-CL’s modu-
larized design enables interpretable,
robust, and accurate visual reason-
ing. As shown in Figure 7a, it achieves
state-of-the-art performance on the
CLEVR dataset.”” More importantly,
it enables data-efficient learning of
concepts and combinatorial gener-
alization with regard to both visual
scenes and semantic programs. Fig-
ure 7a highlights comparisons with
baselines that do not explicitly learn
concepts: When trained on 10% of
the CLEVR training data, the NS-CL
achieves 98.9% accuracy on the test
set, surpassing all baselines by 14%.

Compositional generalization. We
also test our model for composition-
al generalization. As shown in Fig-
ure 7b, after being trained on scenes
with a small number of objects and
simple questions, the NS-CL directly
generalizes to more complex scenes
and questions, while all baselines
show a significant performance drop.
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Continual learning. Since our neu-
ro-symbolic learning problem decom-
poses the problem into learning indi-
vidual concepts, it naturally supports
continual learning of new concepts.
As a concrete implementation, in Mei
et al.”® we present a meta-learning
framework for learning new visual
concepts quickly from just one or a
few examples, guided by multiple nat-
urally occurring data streams: simul-
taneously looking at images, reading
sentences that describe the objects
in the scene, and interpreting sup-
plemental sentences that relate the
novel concept to other concepts. The
system operates in a class-incremen-
tal manner, where it continuously
receives new examples of an unseen
category and builds a new embedding
for the novel category. The learned
concepts support downstream appli-
cations, such as answering questions
by reasoning about unseen images.
Our model, FALCON, represents indi-
vidual visual concepts, such as colors
and shapes, as embeddings in a high-
dimensional space. Given an input
image and its paired sentence, our
model first resolves the referential ex-
pression in the sentence and associ-
ates the novel concept with particular
objects in the scene. Next, our model
interprets supplemental sentences to
relate the novel concept with other
known concepts, such as “X has prop-
erty Y” or “X is a kind of Y.”** Finally,
it infers an optimal embedding for
the novel concept that jointly 1) maxi-
mizes the likelihood of the observed
instances in the image and 2) satis-
fies the relationships between the
novel concepts and the known ones.
We demonstrate the effectiveness of
our model on both synthetic and real-
world datasets.

Transfer learning. The learned
visual concepts can also be used in
other domains, such as image retriev-
al. With the visual scenes fixed, the
learned visual concepts can be trans-
ferred directly into the new domain.
We only need to learn the semantic
parsing of natural language into the
new DSL. To do so, we build a synthet-
ic dataset for image retrieval. The da-
taset contains only simple captions:
“There is an <object A> <relation>
<object B>.” (for example, "There is
a box to the right of a cylinder"). The
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Figure 5. The NS-CL uses neural symbolic reasoning to bridge the learning of visual concepts, words, and semantic parsing.
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Figure 6. The neuro-symbolic execution procedure of a program based on the visual representation and concept embeddings.
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Figure 7. Data-efficiency test and compositional generalization test for the NS-CL.
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semantic parser learns to extract cor-
responding visual concepts (for ex-
ample, “box,” “right,” and “cylinder”)
from the sentence. The program can
then be executed on the visual rep-
resentation to determine if the vi-
sual scene contains such relational
triples. Note that this functionality
cannot be directly implemented on
the CLEVR VQA program domain,
because questions such as “Is there
a box to the right of a cylinder?” can
be ambiguous if there exist multiple
cylinders in the scene. Due to the en-
tanglement of the visual representa-
tion with the specific DSL, baselines
trained on CLEVR VQA cannot be ap-
plied directly to this task.

Applications

The design principles of the NS-CL—
in particular, the visual grounding
of concepts through neuro-symbolic
reasoning—can naturally generalize
to a large body of learning and rea-
soning tasks.

Accurate and robust image cap-
tioning. Wu et al.*® implement a simi-
lar idea of neuro-symbolic concept
learning to image-caption retrieval
tasks. They used pretrained language
parsers to translate captions into
graphical representations composed
of object categories, properties, and
relationships. This kind of factoriza-
tion not only leads to better perfor-
mance in retrieving accurate descrip-
tions of images, but also improves the
robustness of the system with respect
to captions that are similar to correct
ones (for example, that differ only in
one or two words) but inaccurate.

Video and counterfactual reason-
ing. A line of research®’ has been ex-
tending the concept-learning frame-
work to reasoning about physics. The
object-centric nature of neuro-sym-
bolic concept learners enables natu-
ral integration with learned physics
models, which brings the capability
to perform predictive and counter-
factual reasoning. As an example,
in Chen et al.,’ the authors ground
concepts about physical objects and
events from dynamic scenes and
language. Building upon a neural
object-centric representation, their
model is simultaneously also trained
to approximate the dynamic inter-
action among objects with neural

networks. Therefore, after training,
it can not only detect and associate
objects and events across the frames,
but also make future and counter-
factual predictions of object interac-
tions (for example, “What will hap-
pen if we remove the red block from
the scene?”). Later work, such as Ding
et al.,’ further extends this capability
to online inference of physical object
properties.

3D concept grounding. The neu-
ro-symbolic framework can also be
applied to 3D representations.'®?
The variability of the 3D domain in-
duces two fundamental challenges:
1) the expense of labeling and 2)
the complexity of 3D grounded lan-
guage. Hence, essential desiderata
for models are to be data-efficient,
generalize to different data distribu-
tions and tasks with unseen seman-
tic forms, as well as ground complex
language semantics (for example,
view-point anchoring and multi-
object reference: “Facing the chair,
point to the lamp on its right”). To
address these challenges, Prabhude-
sai et al.* propose disentangling
different object properties in learn-
ing to achieve better performance
in few-shot concept learning. Hsu et
al.'®* extend the neuro-symbolic con-
cept learner model by introducing
functional modules that effectively
reason about high-arity relations
(that is, relations among more than
two objects), key in disambiguating
objects in complex 3D scenes. This
architecture enables significantly
improved performance in terms of
data efficiency and generalization,
and demonstrates zero-shot transfer
to a 3D question-answering task.

Human motion. Endo et al."* focus
on designing models that conduct
complex spatiotemporal reasoning
over motion sequences. They propose
a new framework for learning neural
concepts of motion, attribute neural
operators, and temporal relations.
Unlike the 2D and 3D vision domains,
where object segmentations can be
readily extracted using preexisting
object detectors, motion sequences
lack a universal action segmentation
methodology. Therefore, their system
attempts to temporally localize and
ground motion concepts jointly.

Robotic manipulation. Recall
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that an important feature of neuro-
symbolic concept learning methods
is that the learnable modules asso-
ciated with different concepts are
naturally disentangled. Therefore,
it directly supports the transfer of
learned concepts to other tasks or
even other domains (for example,
from vision-language domains to
robotic-manipulation domains). In
Wang et al.¥” and Kalithasan et al.,'
the authors tackle the problem of
learning robotic manipulation based
on visual input. Both papers exploit
the syntactic and semantic structures
of language instructions to build ro-
botic-manipulation algorithms com-
posed of objectrecognition models
and action policies. Kalithasan et al.*®
directly transfer the visual concepts
learned by the neuro-symbolic con-
cept learning on images to robotic
manipulation, by learning additional
object-movement policies with re-
inforcement learning. Wang et al.,”’
by contrast, leverage large-scale pre-
trained vision-language (VL) models
for object property recognition. Com-
pared to a conventional pretraining-
finetuning pipeline for leveraging
pretrained models for robotics, their
method leads to more data-efficient
learning and, more importantly, bet-
ter zero-shot generalization in a vari-
ety of unseen objects and tasks.

General Discussion

We have presented a general frame-
work for learning and reasoning that
is applicable to various domains and
tasks. By leveraging the neuro-sym-
bolic concept representation, our sys-
tem can continuously learn concepts
from data streams in a data-efficient
manner and programmatically com-
pose its learned representations to
solve new tasks, even previously un-
seen tasks. This capability allows us
tolearn and generalize concepts from
diverse types of data streams, includ-
ing image-caption data and robotic
demonstrations, in order to solve
complex tasks.

Our neuro-symbolic concept learn-
ing framework belongs to the broader
paradigm of neuro-symbolic AI, a
field where researchers explore the
synergies between neural networks,
symbolic reasoning methods, and
probabilistic inference tools. The



idea of connecting neural networks
with symbolic entities has its origins
in early work on embedding symbolic
relationships into vector representa-
tions. For example, early research”°
demonstrates how to integrate logi-
cal reasoning and neural networks,
improving the efficiency, interpret-
ability, and controllability of learning
systems.

Building on top of these high-level
ideas, and in line with the NS-CL,
many neuro-symbolic AI systems have
been developed that combine symbol-
ic reasoning mechanisms with neu-
ral networks for recognizing object
properties and relationships, as well
as predicting action commands in
interactive environments. By combin-
ing perceptual capabilities with tools
like forward-chaining theorem prov-
ers, answer-set programming solvers,
and program-synthesis tools, these
frameworks enable reasoning and
planning in both visual and physical
environments.

In application areas closely related
to the NS-CL, Amizadeh et al.? intro-
duce differentiable first-order logic
frameworks for reasoning about ob-
jects in scenes. Further, Barbiero et
al.* combine neural network predic-
tions with fuzzy-logic rule execution,
and Shindo et al.?> use differentiable
inductive logic programming to re-
cover logic programs representing
scene structures for scene reason-
ing tasks. These methods further
formalize the interface between
neural and symbolic components us-
ing tools such as probabilistic and
real-valued logic, supporting formal
interpretations of reasoning under
uncertainty. These approaches excel
not only in data efficiency and com-
positional generalization but also in
offering interpretability of reasoning
traces and inferred rules, which is
critical in applications that demand
transparency.

While much of the prior work has
focused on learning simple rules or
answering queries about object states
and relationships, recent research
has extended neuro-symbolic frame-
works to more complex reasoning
tasks. For example, Wang et al.’® and
Yang et al.*® tackle visual puzzle-solv-
ing, such as Sudoku, using Boolean
satisfiability solvers and answer set

By leveraging

the neuro-
symbolic concept
representation,
our system can
continuously learn
concepts from
data streams in

a data-efficient
manner and
programmatically
compose its learned
representations to
solve new tasks.
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programming tools. End-to-end neu-
ral networks for these complex tasks
often require significantly more
data, which can be difficult to ob-
tain for many practical applications.
However, training such complex neu-
ro-symbolic models can be challeng-
ing, as backpropagation must occur
over long chains of neuro-symbolic
computations without intermediate
supervision.

Moving toward more abstract,
layout-based, and scene-level con-
cepts—an emerging area in machine
learning and visual reasoning—Shin-
do et al.* study how patterns of ob-
ject placements can be learned from
just a few examples. Similarly, Hsu
et al.”® investigate reasoning about
abstract concepts, such as mazes
and treasure maps. These high-level
concepts are difficult to interpret by
state-of-the-art end-to-end systems
like large vision-language models.
These studies show that decompos-
ing abstract concepts into smaller,
more primitive entities using sym-
bolic structures can significantly im-
prove system performance.

Finally, it is important to high-
light other key advantages of neuro-
symbolic systems that we have not
fully discussed in this article, such as
interpretability, controllability, and
the ability to integrate with external
knowledge bases.*** These attributes,
especially interpretability and safety,
are critical in high-stakes decision-
making contexts.*

The idea of neuro-symbolic con-
ceptsisalso closely related to the idea
of neural module network composi-
tions,® since computationally, they
are both paradigms for composing
neural network modules to solve
more complex tasks. However, they
differ at both the conceptual and im-
plementation levels. Specifically, in
neural module networks, primitive
neural networks define functions or
transformations that can be applied
to inputs, whereas in neuro-symbol-
ic concepts, primitive neural net-
works handle the grounding of indi-
vidual concepts, and the operations
based on these concepts (for exam-
ple, filter or count) are implemented
as deterministic functions in DSLs.
This  disentanglement between
grounding and reasoning brings
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about significant improvements in
data efficiency, compositional gener-
alization, and transferability.

Of course, such improvements
come at a cost: Many works on neuro-
symbolic concept learning have the
limitation of relying on a predefined
DSL. This DSL encompasses primitive
operators such as filter and relate, as
well as concept symbols such as or-
ange and place. In the following, we
delve into these two parts.

In most domains, by combining
object property primitives, relational
primitives, and action primitives,
along with simple set operations
such as intersection, union, and
counting, we can construct a highly
capable system. Recently, there has
been a growing interest in extending
the primitive set and number opera-
tions to general programming lan-
guages, such as Python.® This will
significantly improve the expressive-
ness of the programs by including
complex control flows such as loops
and recursions. However, in general,
this also introduces new challenges
in the learning of concepts. Recall
that in the NS-CL and many neuro-
symbolic concept learning works,
the concept representations are
learned through backpropagation of
the program execution trace. Al-
though there has been much work on
backpropagation against program
execution traces,*® complex control
flows will inevitably introduce in-
tractability of possible execution re-
sults, as well as gradient vanishing
and explosion problems.

Relying on a predefined set of con-
cepts can be too restrictive in many
real-world applications. Three ap-
proaches have emerged to address
this: grammar-based lexicon learn-
ing,* concept induction from past ex-
periences, and more recent approach-
es based on large language models
(LLMs). The high-level idea behind
grammar-based lexicon learning is
thatinstead of trying to associate each
word or phrase with a predefined set of
concept names (for example, mapping
the word orange to a concept OR-
ANGE), we construct the library of con-
cepts by “converting” each word into a
concept. This is roughly equivalent to
discovering the syntax of each word.
For example, if we see the word orange

While much of the
prior work has
focused on learning
simple rules or
answering queries
about object states
and relationships,
recent research
has extended
neuro-symbolic
frameworks to
more complex
reasoning tasks.
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in a sentence and it is an adjective,
then we immediately know the word
orange should correspond to an object
property concept, named ORANGE.
This approach is called grammar-
based lexicon learning because the
system begins with a small set of uni-
versal grammar rules and jointly dis-
covers new concepts from the text cor-
pus while learning their grounding.

A second approach involves induc-
ing new concepts from experiences.
One method is to represent concepts
as “theories composed of other con-
cepts,” in line with the theory-theory
of concepts.”® For example, Das et al.®
induce new logical concepts by com-
posing previously learned concepts
using logic programs. Likewise, Shin-
do et al.** induce transferable scene-
level concepts from a few examples,
while Ellis et al.' learns a “library” of
functions built from primitive con-
cepts that can be hierarchically re-
combined to form complex geometric
and scene-level concepts. Another di-
rection explores the invention of new
object and relation concepts through
contrastive learning.

A third approach is to leverage
LLMs such as GPT-4. With the success
of LLMs in language-to-code transla-
tion, researchers explore the use of
these models in extracting concept
symbols from natural language que-
ries.®!® In particular, they leverage
LLMs that have been trained on Inter-
net-scale text and code corpora to
translate natural language queries
into programs with concept symbols.
These concept symbols are not chosen
from a given vocabulary, but are in-
stead automatically generated by
LLMs based on the user queries. For
each concept symbol that appears in
LLM-translated programs, a new con-
cept representation will be initialized
and learned.

There are many challenges and fu-
ture directions for neuro-symbolic
concept learning systems. Most ap-
proaches focus on relational concepts
involving only two objects (or three, in
the case of 3D concepts'®), but there
are more complex layout concepts and
scene-level concepts (for example,
mazes®) that involve many more ob-
jects and have variable arities, raising
the question of how to handle such
complexity. Additionally, while the



NS-CL uses curriculum learning, and
some work explores different meth-
ods for curriculum construction,* the
automatic discovery or design of cur-
ricula that adapt as humans do when
learning new concepts remains un-
solved. So far, many concept learning
systems can only operate in a pure
“class-incremental” learning frame-
work,** where new concepts build on
previous ones; addressing the full
“curriculum learning” setting, which
requires revision or reversion of pre-
viously learned concepts, remains a
significant challenge. Another un-
derexplored topic is unsupervised
concept learning beyond the current
focus on supervised or semi-super-
vised methods. Finally, another di-
rection for future work is to formalize
reasoning under perceptual and oth-
er types of uncertainty by incorporat-
ing probabilistic inference methods.
This includes tools like probabilistic
logic programming and probabilistic
programming languages.

Up to now, most neuro-symbolic
concept learning systems have been
developed for particular domains and
tasks. For example, we have systems
that can learn and reason with con-
cepts for 2D images,* 3D scenes,' hu-
man motions,* video events,® and ro-
botic actions.???*” However, they have
been built in isolation, with limited
shared knowledge among them. An
important future direction for neu-
ro-symbolic concept learning is the
development of scalable, cross-do-
main concept libraries. For example,
the concept “close to” has grounded
meanings across different domains,
butthe core and abstract notion of dis-
tance metrics is really shared across
all domains and modalities. From an
engineering perspective, similar to
recent LLMs such as OpenAI's GPT
and Google's Gemini, which can solve
awider range of tasks in the language
domain based on user instructions,
building unified concept representa-
tions across domains and modalities
would enable us to tackle a broader
spectrum of embodied AI problems,
spanning from perception to action.
From a scientific perspective, con-
necting and unifying concept repre-
sentations across domains and mo-
dalities could not only bring better
data efficiency in learning, but also

enable the grounding of concepts in
more abstract scenarios. Ultimately,
achieving this level of abstraction and
unification would mark a fundamen-
tal step toward building truly intelli-
gent systems that can reason, adapt,
and act across the vast complexity of
the real world.
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A tutorial-style introduction to recent
research on using logical specifications
to encode RL tasks illustrates theoretical
limitations and practical solutions.

BY RAJEEV ALUR, SUGUMAN BANSAL, OSBERT BASTANI,
AND KISHOR JOTHIMURUGAN

Specification-
Guided

Reinforcement
Learning

IN REINFORCEMENT LEARNING (RL), an agent learns to
achieve its goal by interacting with its environment
and learning from feedback about its successes

and failures. This feedback is typically encoded as
numerical rewards—for example, positive rewards

for beneficial outcomes and negative rewards for
harmful outcomes. Traditional RL algorithms assume
the reward is provided by the user, and designing

an effective reward function can be a daunting task.
For example, consider a robot organizing boxes in a
warehouse. To ensure the robot successfully moves
boxes to the right locations while avoiding collisions,
we might provide positive rewards for moving boxes in
the right directions and negative rewards for
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collisions. However, there is a wide va-
riety of ways to implement such a re-
ward function: Should rewards be giv-
en immediately after moving a box or
after multiple successful moves? How
should failures such as incorrect place-
ments or collisions be handled? There
is also the question of balancing the
objective with safety constraints—if
the warehouse robot receives rewards
solely for obstacle avoidance, it might
focus on safety and never move, where-
as overweighting the objective may
lead it to take dangerous shortcuts.
Beyond the question of balancing the
objective with safety constraints, the
reward function may also need to in-
troduce new variables to keep track of
progress—for example, which rooms
still have boxes that need to be cleared.

The art of designing an effective
reward function is called reward engi-
neering. The challenge is that reward
engineering conflates the problem of
task specification (i.e., what is the task
to be performed?) with the problem
of reward shaping (i.e., what rewards
best guide the robot to solve the task?).
Recent work has proposed to separate
these concerns by using logical specifi-
cations to encode the desired behavior
of an RL agent, which can automati-
cally be compiled into shaped rewards

key insights

® Temporal logics provide a natural way
to specify what an agent should do
over time, offering an elegant solution
to the challenges of traditional reward
engineering in RL, which requires low-
level behavioral guidance and often leads
to unintended outcomes.

B Learning directly from temporal logic
specifications in the most general form
presents theoretical limitations, as it
cannot provide probably approximately
correct (PAC) guarantees. This is due
to the non-robustness of temporal
specifications.

m Algorithms such as DIRL use the
structure of logical specifications
to break complex tasks into smaller
subtasks, each with its own simple
reward. This allows the agent to plan at
a high level and learn more efficiently,
reducing the number of interactions
needed with the environment.
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to train the agent. Temporal logics such
as linear temporal logic (LTL)* are par-
ticularly suitable for specifying RL
tasks, as they provide rigorous syntax
and semantics for reasoning about
sequences of events and states over
time. For instance, instead of crafting
numerical rewards, the desired behav-
ior of the warehouse robot can be en-
coded as a sequence of logical steps: (1)
Go to object while avoiding obstacles,
(2) Pick up object, (3) Go to target loca-
tion while avoiding obstacles, and (4)
Place object. Each step can be encoded
using logical predicates. If g denotes
a target location and o denotes an ob-
stacle location, then the requirement
of safely visiting location g can be writ-
tenin LTL as Eventually g A Always -o,
where Eventually and Always are tem-
poral operators.

The key question then is how to
train an agent to satisfy a given logi-
cal specification. One strategy would
be to compile the specification into
a shaped reward function, which can
then be used in conjunction with a
traditional RL algorithm to train an
agent. However, compared to a reward
function, the logical specification
transparently represents task struc-
ture in a way that can be exploited
by the RL algorithm. In particular,
specification-guided RL aims to design
novel RL algorithms that train agents
directly from logical specifications.

In this article, we provide an over-
view of some recent progress on spec-
ification-guided RL. This is an active
area of research, with a growing body
of literature !®697121417719.22.24 We first
highlight surprising negative theo-
retical results that provide limits on
specification-guided RL in the infi-
nite horizon setting. Our discussion of

Figure 1. Example MDPs.

these results provides an insight into
some key differences between logical
specifications and reward functions in
the context of RL (curious readers can
find formal proofs and further details
in the cited references). In practice, it
often suffices to require that the agent
completes the assigned task within a
specified finite number of steps. This
finite horizon setting offers opportuni-
ties for positive results and practical al-
gorithms. As a representative example,
we describe Dijkstra-guided RL (DIRL),
an algorithm that combines conven-
tional reward-based RL with high-level
planning to efficiently learn policies
for complex tasks. Rather than craft-
ing a single reward function for the en-
tire task, DIRL (Figure 2) exploits the
structure of the logical specification to
automatically infer a set of subtasks.
Each subtaskis associated with its own
reward function and represented as
an edge in a task graph, which serves
as the foundation for high-level plan-
ning. DIRL alternates between plan-
ning over the task graph and learning
subtask policies. This decomposition
allows DIRL to tackle complex tasks
with significantly fewer environment
interactions compared to baseline
methods. Through this integration of
symbolic structure and learning, DIRL
highlights several advantages of speci-
fication-guided RL.

Learning Optimal Policies

The objective of RL is to train the agent
to actin an environment to accomplish
a specific task—for example, learn
what action should be performed in
any given state so the robot will eventu-
ally reach a specific room. A key feature
of RL is the environment is assumed to
be unknown. Hence, the policy that en-

(a) A Finite MDP.

(b) MDP for demonstrating
PAC hardness result.
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ables the agent to act must be learned
by exploring the environment.

Markov decision processes. The en-
vironment is modeled as a Markov deci-
sion process (MDP). Figure 1a shows an
MDP with states S ={so,51,5,,8;} and
actions A = {a,,a,}. Actions cause state
transitions according to transition
probabilities T : S xA xS — [0,1]. For
example, a, from s, leads to s, or s; with
equal probability. The initial state dis-
tribution n describes the distribution
of states the system initializes in. Here,
nis the dirac distribution at s,—that is,
with n(s,) = 1. Mathematically, an MDP
A is a tuple consisting of these four
components*—that is, ./ =(S,4,T,n).
An infinite run of the MDP is an in-
finite sequence of state-action pairs
describing the evolution of the sys-
tem over time. A possible infinite run
in Figure 1a is p= 30&52—531&
slﬂ - in which the agent reaches s,
from s, via s,. Similarly, a finite run of
length H describes the evolution of the
system for H time steps—for example,
p= soﬁwzﬂwl&wlﬂwl is a finite
run of length 4.

In RL, T is a priori unknown, and
the agent must learn about the envi-
ronment by taking actions and ob-
serving transitions. In Figure 1a, if
the agent repeatedly takes action a;
in state s,, it observes that the system
transitions to s, approximately half
the time. The goal is to learn a policy
m: S - A mapping states to actions.
This policy induces a distribution over
runs, generated by sampling an initial
state from n, and iteratively using i to
select actions and sample next states
from T. We denote the distribution
over infinite runs as 2" and over finite
H-length runs as 9y,

Reward functions. Traditionally,
tasksin RL are specified using a reward
function r: S x A — R that assigns re-
wards for state-action pairs. For exam-
ple, to reach s, in Figure 1a, we might
setr(s,a) = 1(s = s;), which assigns a re-
ward of 1 if s = s; and 0 otherwise. For
a run p, this naturally generates a re-
ward sequence (e.g., 0,1,1,... for a run
reaching s, in one step). For an infinite
horizon, RL algorithms typically maxi-
mize the expected value of the dis-

a It is common to have a reward function as a
component of the MDP, but we intentionally
separate the two here.



counted-sum reward Jan) =E[Y7 y'r]
where the random variable r, de-
notes the reward obtained at time ¢,
and discount factor 0 <y <1 indicates
the rate of diminishing returns. In
Figure 1a, under the reward function
r(s,a)=1(s=s,), the policy m that
chooses action a; in state s, will
achieve a discounted-sum reward of
O+y+7y*+--=v/(1-vy) with prob-
ability 0.5 (when it reaches s;) and 0
with probability 0.5 (when it reaches
s;). Hence, J(1m;) = y/(2(1 - v)). However,
the policy 1, that chooses action a, in
so leads to a discounted-sum reward of
0 4 oeen -I-O + yk+2 + yk+3 4o = Yk+2/(1 _ Y)
if s, is reached in exactly k + 2 steps
whichoccurswith probability® (1 — e)*e.
Thus, the expected discounted-sum
reward® is ey*/(1-v)- X7 (1-¢)f
v =ey*/[(1 - y)(@ +ye - y)]. If, instead,
given a finite horizon H, then RL algo-
rithms maximize the expected reward
Jum =E[ X7 1r]. Finally, the goal
of RL is to learn an optimal policy "
that maximizes J(mr) (or J4(m); we let
J =supnJan (or J* = sup.Ju(m) denote
the best possible value.

Logical specifications. A specifi-
cation ¢ is a logical formula encod-
ing whether a finite or infinite run
of the MDP solves the desired task.
For example, the task of reaching
s; can be encoded by the specification
@ = Eventually s;. A run that starts in s,
and transitions immediately to s; will
never reach s;, and therefore will not
satisfy @. Logical specifications can be
straightforwardly composed to express
more complex tasks; for instance, the
task of sequentially visiting two loca-
tions /; and /, can be simply expressed
as Eventually [;; Eventually [,. The
meaning of a specification is given by
the semantics function (denoted [o])
that maps a run p to {0,1} indicating
whether or not the run satisfies ¢. The
objective of specification-guided RL is
to learn a policy that maximizes the
probability of achieving the task—that
is, Jo(m = [EPN%[ [oll(p)]- In Figure 1a,
the policy m, that chooses action a, in
Sy assigns a probability of 0.5 to each of
the two infinite runs it produces (one

b Probability of staying in s, for k steps times the
probability of transitioning to s; from s,.

¢ Y, ,(Probability of reaching in k+2 steps) x
(Discounted-sum reward for reaching in k + 2
steps).

Reward engineering
conflates the
problem of task
specification (i.e.,
what is the task

to be performed?)
with the problem of
reward shaping (i.e.,
what rewards best
guide the robot to
solve the task?).
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that visits s; and the other that does
not), soJ?(m;) = 0.5.On the other hand,
the policy m, that chooses action a, in
s, results in infinitely many trajecto-
ries but all of these trajectories eventu-
ally visit s, given € > 0. Thus, J*(11,) = 1.
Clearly, i, is optimal.

Infinite Horizon Specifications

This section discusses results on RL
from infinite-horizon specifications.
These specifications are important,
as they can express recurring tasks
and persistent behaviors that finite-
horizon specifications cannot capture.
Linear temporal logic is a prominent
example of such specifications. For
instance, tasks such as "repeatedly
monitor an area” are naturally infinite-
horizon properties.

Reductions to discounted rewards.
A natural approach to solving an infi-
nite-horizon specification ¢ is to first
compileitinto areward function r,and
then apply standard RL algorithms for
discounted rewards that come with
guarantees and have state-of-the-art
implementations readily available.
However, recent work? has proven that
without knowledge of the environment
model, there are specifications for
which no discounted reward function
r exists (for any discount factor y) such
that the policies maximizing rwill also
maximize the probability of satisfying
¢. This impossibility result has pro-
found implications: There are specifi-
cations that simply cannot be solved
by the strategy of reduction to reward
functions. This result arises due to a
fundamental mismatch between how
discounted rewards and logical speci-
fications measure task completion—
discounted rewards inherently care
about when the task is completed since
future rewards are time-discounted,
whereas logical specifications such as
Eventually s, care only about the task
eventually being completed.

This mismatch is illustrated by the
specification Eventually s; and the re-
ward function r(s,a)=1(s = s,) in Fig-
ure la. Recall that the policy m, which
takes action a, in state s, is optimal
with regard to Eventually s,. However,
this policy can be made suboptimal
with regard to r(s,a) = 1(s = s,) for any
discount factor y by choosing an appro-
priate value of e.

Recent work shows some promising
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directions under additional assump-
tions. For instance, Bozkurt et al.? and
Hahn et al.” have shown that any LTL
specification can be reduced to dis-
counted rewards with an appropriate
discount factor that depends on the
MDP transitions. More recently, Alur et
al.? have studied the use of discounted
LTL, which naturally prioritizes near-
term events over distant ones, allow-
ing a direct reduction to discounted
rewards.

Theoretical guarantees. Even if it
is impossible to compile logical speci-
fication to discounted-sum rewards,
we may still hope we can devise algo-
rithms that directly learn policies to
solve infinite-horizon specifications.
Our next result shows that the answer
remains negative. To formalize this
result, we extend the probably approxi-
mately correct (PAC) framework® to
specification-guided RL. Given a confi-
dence level § > 0 and an error tolerance
€ > 0,an RL algorithm is said to be PAC
if after sampling a sufficient number
of transitions (as a function of n,m, 8, €)
in an MDP with n states and m ac-
tions, the probability that the
learned policy m is e-close to optimal
(i.e., J" —Jam <€) is at least 1 - 8. Note
that the required sample size does not
depend on the transition probabilities,
allowing agents to determine termina-
tion without knowing the true environ-
ment dynamics.

While algorithms with PAC guaran-
tees exist for discounted-sum rewards,
surprisingly, they are impossible for
even simple reachability specifica-
tions, such as Eventually g (where g is a
goal state). To understand why, consid-
er the MDP shown in Figure 1b and the
specification Eventually s;. When p, =1
and p, < 1, the optimal policy chooses
action a, in state s, since the probabil-
ity of eventually reaching s, from s, is
1, whereas the probability of reach-
ing s, from s, is 0 if the agent chooses
action a; in state s,. Similarly, when
pi1<1 and p,=1, the optimal action
at state s, is a;. Note that altering the
transition probabilities slightly can
significantly impact the optimal poli-
cy. For example, if p,=1and p,=1-x
for an infinitesimally small x, alter-
ing the values to p{ =p, -x=1-x and
p,=p.+x=1 causes the optimal ac-
tion at s, to change from a, to a,. Fur-
thermore, an optimal policy in the

While algorithms
with PAC
guarantees exist
for discounted-
sum rewards,
surprisingly, they
are impossible
for even simple
reachability
specifications.
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original MDP (with p, = 1) that reaches
s; with probability 1 will attain a zero
probability of reaching s, in the new
MDP. This example illustrates that
the specification Eventually s; is not
robust—small changes to the MDP
can drastically affect the correspond-
ing optimal policy. In contrast, dis-
counted-sum rewards are robust in
the sense that altering the transition
probabilities by a small amount only
impacts the value J(1) of a policy 1 by a
small amount (more precisely, j(m1) is a
continuous function of the MDP tran-
sitions and rewards).

This lack of robustness is the reason
PAC algorithms do not exist for specifi-
cations. For the sake of contradiction,
suppose there is an RL algorithm with
a PAC guarantee for Eventually s;. We
can run this algorithm for the above
two scenarios with slightly different
transition probabilities and the same
values of 8> 0.9 and e < 1. Then, for
a sufficiently small x, it is highly like-
ly that the RL algorithm will see the
same samples from the two different
MDPs. Thus, the RL algorithm will out-
put the same policy i, meaning it must
attain a zero probability of reaching
s; in one of the two MDPs. As a result,
J —Jan =1 > ¢ for that MDP, which is a
contradiction to the PAC property.

Furthermore, Yang et al.>* show that
PAC guarantees are possible only for
finitary specifications (a specification
¢ is finitary if there exists a fixed H such
that we can decide whether or not an
infinite run p = (s, $1,...) of the system
satisfies ¢ by only looking at the first H
steps). PAC algorithms also exist under
additional assumptions—for example,
if a lower bound on all non-zero transi-
tion probabilities of the MDP is given.?

Finite Horizon Specifications

While infinite horizon poses many
theoretical challenges for specifica-
tion-guided RL, in practice, it is often
sufficient to consider finitary specifica-
tions. If we have a fixed finite horizon H
and the satisfaction of a specification ¢
only depends on the first H steps of the
MDP, then a straightforward approach
is to define a reward function r, that
assigns a reward of 1 after H steps if @
is satisfied and 0 otherwise. It is easy
to see that r, faithfully represents ¢,
and a policy r that maximizes the ex-
pected sum of rewards (1) also maxi-



mizes the probability of satisfying ¢.
However, using such sparse reward
functions that “rarely” assign non-zero
rewards often requires a large number
of samples from the environment. For
example, consider the warehouse envi-
ronment with interconnected rooms
shown in Figure 3a. This is an environ-
ment with continuous state and action
spaces. Here, a state is a pair of coor-
dinates s=(x,y) € R* indicating the
location of the robot, and actions are
velocities a = (vx,v,) € R% The initial
distribution over states is n = Uniform
(4) (where 4 is the purple circle). Con-
sider the specification ¢ requiring the
robot to reach the region B starting
from any position in 4 within H steps.
If we use the above approach, then
r, assigns the agent a non-zero reward
only after it reaches B. Thus, the agent
receives no meaningful reward feed-
back until it has already completed the
entire task. Using state-of-the-art RL
algorithms, the agent might explore
for a long time before receiving such
a reward. This problem is exacerbated
for more complex specifications. A
common solution is to use dense re-
ward functions that assign non-zero
rewards more frequently to guide the
agent toward solving the task. For ex-
ample, we can define a reward func-
tion r(b(s, a) = —-dist(s,B) measuring the
distance between the agent’s current
state s and the goal region B, which en-
courages the robot to move toward B.
Another challenge with encoding
specifications using reward functions
is that specifications can be non-Mar-
kovian or history dependent. However,
most existing RL algorithms do not
allow rewards to be history depen-
dent—that is, the reward at the cur-
rent step r(s,a) must be a function
of the current state s and the action
a, and should be independent of the
states visited and the actions taken
prior to the current step. For example,
suppose ¢ requires the robot (start-
ing from a state in A4) to visit X first,
2o back to 4, and then visit E. In this
case, the reward provided to the agent
should depend on whether the robot
had previously visited X in the current
run. If the robot has not yet visited X
in the current run, then r(s,a) should
be higher if s is in X than if itis in E
since the robot should not be encour-
aged to go directly to E without visit-

ing X. Conversely, if the robot has al-
ready visited X, then r(s,a) should be
higherif sisin E than ifitisin X since
the robot should not be encouraged
to visit X again or to stay in X indefi-
nitely. While such history-dependent
tasks are easy to encode using logical
specifications, they cannot be direct-
ly represented as rewards.

There has been a lot of recent work
on designing practical specification-
guided RL algorithms.!?610:11,1822.24
Next, we describe one such algorithm,
called DIRL, which is based on the
SPECTRL language.

The SPECTRL language. SPECTRL
is a simple specification language that
lets users encode tasks such as the
ones we discussed in the context of ro-
bot navigation.” Its syntax is given by
the grammar

@ := Eventually p | @ Ensuring p |
Golove

where p C S is a predicate represent-
ing a subset of the states. In our ware-
house example, the region X C § = R?
corresponds to such a predicate. Next,
Eventually p denotes eventually (within
H steps) reaching a state s €p, and
¢ Ensuring p denotes performing ¢
while remaining in the “safe” set p at
every step. Furthermore, sequencing
@1; ¢, denotes first performing ¢; and
then ¢,, and disjunction ¢, Vv ¢, gives
the agent the choice of either perform-
ing @; or @,.

In our warehouse example, the task
ofvisiting X while avoiding the obstacle
region O (union ofallregions marked in
red) canbe encoded in SPECTRL as ¢, =
(Eventually X Ensuring -0O), where -0 =
S\O denotes the set of all states that
do not belong in O. The task of visit-
ing X first and then returning to 4 be-
fore visiting E can be encoded as ¢, =
(Eventually X; Eventually A; Eventually E).
Finally, ;= ((Eventually X Vv Eventually
E);Eventually C) Ensuring -O specifies
that the robot must first visit either X or
E and then visit C, all while avoiding O.

A specification-guided RL algo-
rithm. Early work on specification-
guided RL focused on compiling
the specification to a reward func-
tion,'>'®?? including techniques for re-
ward shaping and handling non-Mar-
kovian specifications. One effective
strategy for reward shaping is to use
quantitative semantics for LTL speci-
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fications, which assign numerical
values to runs of the system that cap-
ture how “robustly” the specification
is satisfied (while ensuring runs that
satisfy the specification are assigned
higher values compared to those that
do not). To handle history-dependent
tasks, one approach is to alter the state
space to include relevant information
about the history—for example, as a
finite state machine called a reward
machine.'> However, some tasks can
be challenging to learn with these ap-
proaches since even with reward shap-
ing, RL algorithms tend to be myopic,
focusing on immediate rewards over
long-term ones. Consider our example
specification @;; a typical reward func-
tion implementing this task would
provide similar rewards for visiting
X and E, since these two cannot be
distinguished without understand-
ing the structure of the MDP. In the
MDP, there is no direct way to reach C
from E, so in fact X is preferable to E.
Thus, if by chance an RL algorithm
learns to solve the initial subtask
Eventually X Vv Eventually E by visiting £
instead of X, then it might struggle to
reach C.

We describe DIRL, a more recent
specification-guided RL algorithm
based on SPECTRL' that addresses
this issue by leveraging the struc-
ture of the specification in conjunc-
tion with knowledge about the MDP
gained during training. DIRL consists
of two components: using Dijkstra’s
algorithm to search for a high-level se-
quence of subtasks to perform (a.k.a.
planning), and using traditional RL
algorithms to learn to perform sub-
tasks (a.k.a. learning). The planning
component involves computing a
shortest path in a directed graph in
which edges represent subtasks. The
learning component involves, for each
subtask, constructing a reward func-
tion and using an off-the-shelf RL al-
gorithm to learn a policy to maximize
the expected sum of rewards. Instead
of performing learning and then plan-
ning, DIRL interleaves the two, incor-
porating information obtained during
learning into planning and vice versa.

Figure 2a provides an overview of
the algorithm. First, DIRL automati-
cally constructs an abstract graph
G, = (7, &) representing the high-level
structure in the given SPECTRL speci-
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Figure 2. Components of DIRL.

Specification Learn policy
] for subtask

Query
edge cost

Abstract graph
G, Algorithm on G,

Dijkstra's

(a) DIRL overview

fication.? For our example specification
@3, the corresponding abstract graph
constructed by DIRL is shown in Fig-
ure 2b. Each vertex represents a set of
states in the MDP. In this example,
the abstract graph has four vertices
representing the four regions of our
warehouse environment. Each direct-
ed edge represents a reachability sub-
task—namely, the subtask of reaching
the set of states represented by the tar-
get vertex. For instance, the edge from
A to X denotes the subtask of reaching

d We omit the procedure for constructing the
abstract graph; see Jothimurugan'® for details.

(b) Example of an abstract graph

X from A. Each edge is optionally la-
beled with a path constraint—thatis, all
edges are labeled with the constraint of
avoiding the red obstacle regions. Our
example graph has two paths from 4 to
C representing the two ways of solving
@3: (1) first go to X and then go to C, or
(ii) first go to E and then go to C. If the
agent learns how to perform each sub-
task along a path in this graph, then
the agent can perform the sequence
of subtasks dictated by this path to
achieve its objective. Thus, the overall
problem reduces to two sub-problems
corresponding to the two components
of DIRL: (i) computing the “best” path

in G, from the initial vertex v, to a goal
vertexv, (achieved using Dijkstra’s algo-
rithm®), and (ii) learning to perform the
subtask corresponding to each edge in
that path (achieved using RL).

To apply Dijkstra’s algorithm to
compute the “best” path, we need to
associate a cost to each edge in the
graph; ideally, this assignment should
ensure the resulting shortest path cor-
responds to the high-level plan most
likely to solve ¢. For intuition, sup-
pose the probability of completing
a subtask corresponding to an edge
e=u—ve& is independent of the
starting state (that is, the specific state
in the set of states represented by u),
and that the agent has already learned
how to complete the subtask corre-
sponding to each edge in the graph.
Then, letting p. be the probability of
completing the subtask corresponding
to edge e, we can define the cost of e to
be ce = -log(pe). Given a path e, e,, ...,e,,
the probability of successfully com-
pleting all corresponding subtasks in
order is [1,p, = exp (3¢, log(p,)).
Thus, minimizing the sum of edge

e The abstract graph is always finite and DIRL is
applicable in environments with continuous
state and action spaces.

Figure 3. Performance plots showing probability of specification satisfaction (y-axis) across specifications of increasing complexity

against number of samples taken to learn (x-axis). X—Y is shorthand for specification to reach region Y from region X after visiting one of
the corners in the square/rectangle formed by X and Y.

(a) Warehouse environment
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costs (that is, computing the shortest
path) is equivalent to maximizing the
probability of completing o.

This strategy could be implemented
by first running learning for each sub-
task, and then running Djikstra’s algo-
rithm, with no feedback between the
two. In practice, this approach does
not work because our assumption that
pe is independent of the starting state
does not hold. DIRL uses two ideas to
address this issue. First, note we do not
need the cost of all edges a priori. Thus,
DIRL can estimate edge costs lazily—
that is, it estimates the cost c. of edge e
only when it is needed by Dijkstra’s al-
gorithm. Whenever an edge cost needs
to be estimated, DIRL constructs a
(non-sparse) reward function for the
corresponding subtask (using quanti-
tative semantics), uses an off-the-shelf
RL algorithm to train a policy to per-
form that subtask and then estimates
peusing simulations.

Second, a key property of Dijks-
tra’s algorithm is that when the cost
of an edge e =u — v is needed, it has
already computed the shortest path
from v, to u; this also implies that DIRL
has learned policies to solve subtasks
for edges in this path. Thus, we can
simulate the environment using these
policies to obtain samples of states
in u (assuming the agent successfully
completes the path). This approach
not only provides a way to sample ini-
tial states for training a subtask policy
for e, but this distribution of initial
states corresponds to the distribution
of states encountered when using the
learned subtask policy if the final path
computed by DIRL contains e.

DIRL has been shown to scale well
to complex specifications, including
realistic applications such as robotic
pick-and-place environments, where
it outperforms prior approaches while
requiring fewer than 4 x 10° samples.
Figures 3b-3e show learning curves of
DIRL for some complex specifications
in the warehouse environment. Recent
work has expanded SPECTRL-based
approaches to multi-agent scenarios”"’
and learning verified policies.**

Conclusion

In this article, we presented a tutorial-
style introduction to recent research on
using logical specifications to encode
RL tasks. In particular, we discussed

both theoretical limitations and prac-
tical solutions. Using examples, we il-
lustrated key ideas and concepts, such
as differences between reward func-
tions and logical specifications, speci-
fication robustness, graph represen-
tations of logical specifications, and
integrating high-level planning with
learning low-level control actions. We
also demonstrated that one can lever-
age the structure in the logical specifi-
cation to improve learning. One main
caveat is the user needs to provide an
appropriate specification for the task
at hand, and the benefits of specifica-
tion-guided RL are only fully realized
when the task has a natural logical
structure—for example, if the task s to
simply reach a goal region that is chal-
lenging to navigate to (or requires com-
plex maneuvers), specification-guided
RL provides limited added benefits
when compared to using reward func-
tions since the high-level task is easily
encoded using rewards. Nonetheless,
specification-guided RL shows tremen-
dous promise for many applications
of RL with complex task structures.
Several promising directions exist for
future work, such as handling raw per-
ceptual inputs including challenges
regarding evaluating predicates under
partial observability, leveraging LLMs
to generate formal specifications from
natural language descriptions, and
zero-shot generalization to new tasks
encoded using logical specifications.
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Beyond its utility in detecting Al vulnerabilities
and bias, red-teaming raises important issues
around values, labor, and harms.

BY TARLETON GILLESPIE, RYLAND SHAW,
MARY L. GRAY, AND JINA SUH

Al Red-
Teaming Is a
Sociotechnical
Problem

LARGE LANGUAGE MODELS (LLMs) and image diffusion
models have emerged rapidly—from research

projects into the engines behind the current global
deployment of generative AI. When a technology jumps
this quickly from experimental plaything to widely
available consumer service, many other elements
settle in around it, often without much forethought;
these include interfaces, policies, business models,
labor arrangements, infrastructural assurances,
complementary technologies, public claims,
advertising campaigns, and regulations. Many of these
decisions, arrangements, and infrastructures may
turn out to be just as consequential for users and the
broader public as the core technology itself. But the
boisterous promises and debates that surround
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the new technology can obscure these
other essential elements—elements
that make technologies much more
than the sum of their engineered parts.

To keep pace, researchers studying
the workings and implications of these
technologies across computer science,
engineering, the social sciences, hu-
manities, and law must gear up just as
quickly, focusing on not only the core
technology but also the sociotechnical
system taking shape around it*—and
they need to work together. In this ar-
ticle, we call upon computer scientists
and social scientists alike to pay closer,
critical, collaborative attention to one
part of Al development: red-teaming.?

AI models and their applications
typically undergo internal testing be-
fore release, and continue to be evalu-
ated during use; one part of this testing,
red-teaming, probes these applications
for exploitable vulnerabilities, errors,
and bias. From an Al-evaluation van-
tage point, red-teaming needs to be
well-designed, effective, and replicable.
But from a sociological vantage point,

a The spelling of the term is inconsistent across
different texts and organizations (sometimes
even within organizations). Sometimes it is
hyphenated or concatenated, other times not.
In line with Friedler et al.,'> we hyphenate the
term except when specifically referencing the
teams themselves.

key insights

B Red-teaming is already settling in as
an essential step in the development of
generative Al models, but it has not been
sufficiently examined as a sociotechnical
element of Al.

m A sociotechnical lens highlights red-
teaming as a particular arrangement of
human labor that unavoidably introduces
human value judgments into technical
systems, and can pose psychological
risks for those who do this work—
challenges similar to those faced by
practitioners of content moderation.

m Studying the technical, social, critical,
and policy dimensions of red-teaming,
and of Al as an emerging sociotechnical
system, will require a coordinated
network of scholars from the full range of
the computational and social sciences.
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red-teaming is something else as well:
a specific kind of labor, done by specific
sets of people, in specific institutional
contexts, with its own specific set of im-
plications.'>*® Our aim is to shed light
on these sociotechnical elements, and
to call for more cross-disciplinary at-
tention to this critical component of AI
development.

Since the commercial launch of
ChatGPT, red-teaming has been quickly
normalized as a step in the production
and deployment of generative AI mod-
els. AI developers champion it as proof
of their public responsibility, while reg-
ulators count on it as a bulwark prevent-
ing AI from inflicting social harms. But
the public knows precious little about
how this work is conducted, upon what
values and assumptions it is based, who
is enlisted to do it, or the psychological

costs they bear. This was also the case
with content moderation: Hidden from
public and critical scrutiny, its labor
and well-being concerns were long over-
looked. At the same time, the opacity of
these value judgments soon became a
political liability for social media plat-
forms. And, given that what little the
public does know about Al red-teaming
comes largely from Silicon Valley’s own
promotional materials, and that the
changing political climate, particularly
in the U.S., may discourage such out-
ward performances of responsibility,
the public may soon know even less.

It is worth noting that this article is
not based on any information internal
to Microsoft. Rather, our observations
are drawn from our recent studies of
the labor behind responsible AL
the politics of generative AI as a new

media technology,'® and participa-
tory approaches to AI development and
governance.'>*** And, being trained in
science and technology studies, labor,
psychology, and design, we feel it is im-
portant to contextualize Al red-teaming
within longer histories of scholarship
that reckon with the social construction
of new technologies.

What Is Red-Teaming?

Broadly, red-teaming means testing the
safety and security of a system by me-
thodically probing it as an adversary
would. The U.S. military coined the
term to describe the technique of as-
signing members of one’s own forces to

b Also see Microsoft Research’s Project Resolve:
https://www.microsoft.com/en-us/research/
project/project-resolve/
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act as the enemy during wargames and
simulations, probing defensive strate-
gies for potential weaknesses. During
the Cold War, that presumed enemy was
the Soviet Union, hence the color red.*
But Zenko suggests that the idea of ad-
versarial testing extends back much far-
ther, noting that in the 13™ century the
Catholic church established the “Devil’s
Advocate,” who interrogated those nom-
inated for sainthood. Just as the Devil’s
Advocate aimed to poke holes in nomi-
nees’ candidacies, military red teams
attempted to infiltrate their own forces’
front lines.

The term migrated to the field of cy-
bersecurity. Red teams were tasked with
infiltrating information systems to sim-
ulate worst-case scenarios, such as the
theft of sensitive information or hacks
on infrastructure, that might lead to
financial or operational disaster.*® Red
teams became an important element of
systems security, that might even pay for
themselves by anticipating and thereby
preventing breaches.*

For generative Al, red-teaming
sometimes concerns the security of the
foundation model, but increasingly it
also means purposefully provoking the
model to produce undesired or incor-
rect responses. Because users might
either intentionally or inadvertently
prompt an Al model to generate hateful,
pornographic, vile, or biased responses,
red teams attempt to do so first, acting
as a kind of adversary to the intended or
presumed use. By preemptively tempt-
ing the AI model to say things it should
not, they can document how to shore
up the safety architectures meant to
prevent such responses. Still, what con-
stitutes Al red-teaming remains fuzzy,
given that its tactics and organizational
structures are still forming. Its famil-
ial resemblance to evaluation, social
engineering, bug bounties, threat as-
sessments, and penetration testing is
still “being discovered.”® Other terms
from cybersecurity and hacker lingo de-
scribe much the same project: Google
describes their AI Red Team as “ethical
hackers,” a nod to venerable “white hat”
hackers-for-hire who hunt for technical
insecurities.

Some assert that red-teaming is es-

¢ https://www.wired.com/story/microsoft-ai-
red-team/
d https://bit.ly/4bhe6rU

If we want Al that
is not only safe and
secure but also
sustainable, we
need to study the
emerging labor
arrangements that
are critical to it.
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sential to AI, and is the surest way to
safeguard equitable and responsible
Al development. Others worry that red-
teaming and the guardrails it produces
are a kind of “security theater,” more
performative than substantive," meant
to obscure the reckless deployment of
harmful technologies to the public. Still
others suggest that such efforts to police
Al models will hinder the true potential
of the technology, ultimately leading to
“woke AL

But in blunt economic terms, the
first AI company to successfully “tame”
their generative AI products through
such safeguards could well capture the
market. Business clients are asking for
Al-powered customer service chatbots
that do not hallucinate’ and productiv-
ity tools that behave consistently.t There
are enormous financial, reputational,
and regulatory incentives to make gen-
erative Al tools safe and value-transpar-
ent, pushing these companies to rapidly
institute red teams—arguably, faster
than researchers concerned about the
politics of AI can follow.

Red-teaming also offers a kind of
reassurance, easing fears held by the
public, governments, and financial
stakeholders about the safety and per-
formance of generative AI systems. New
Al products are often touted as having
been tested by red-teamers before a
wider release.” The U.S. federal govern-
ment (briefly) adopted the language of
red-teaming as an important assurance
of the safety of AI systems. In October
2023, President Biden issued an Execu-
tive Order that reinforced the impor-
tance of red-teaming as part of a pro-
posed system of federal oversight over
AL “Any foundation model that poses
a serious risk to national security, na-
tional economic security, or national
public health and safety..must share

e On X, Elon Musk claimed a “woke AI” may
eventually kill people: https://x.com/elon-
musk/status/1768746706043035827

f In2024,Air Canadawas found liable forits cus-
tomer support chatbot’s incorrect claim about
a customer’s ticket: https://bit.ly/3YgM5]Ju

¢ Complaints about Al tools getting “lazy” sur-
face from time to time (https://bit.ly/3KPipAg),
as well as concerns about generative AI
systems degrading over time (https://bit.
ly/48ZEGoe).

h Forexample,when OpenAl announced its Sora
video generation model in early 2024, they
prominently featured their red-teaming ef-
forts on its launch page: http://bit.ly/4prpq8E



the results of all red-team safety tests.”
That order has since been rescinded,
but red-teaming will likely appear in
subsequent efforts to regulate, or self-
regulate, generative AL

As a new labor formation, develop-
ing under financial and political pres-
sure, red-teaming echoes other con-
tingent forms of digital labor, such as
data labeling, content moderation, and
enrichment services of all kinds—all
arrangements for supporting the semi-
automation of human judgment criti-
cal to data-driven technical systems.
If we want Al that is not only safe and
secure but also sustainable, we need
to study the emerging labor arrange-
ments that are critical to it: the mix of
internal teams testing out AI products,
volunteers convened at hack-a-thon-like
events, third-party crowdwork vendors,
and professional security firms. And,
as we learned in the case of social me-
dia, we must attend to the psychologi-
cal costs of the work asked of red teams
charged with making AI safe, secure,
and useful for everyone.

Rather than focus exclusively on
implementing and improving it, for the
sake of the model, we need to better un-
derstand red-teaming as a practice, and
understand its place in the development
of generative Al tools, for the sake of the
people involved. A sociological perspec-
tive, which is fundamentally human-
centric, can better guide the responsible
and effective use of red teams.

Value Judgments

Efforts to apply obligations, structures,
and benchmarks to generative AI mod-
els have had to race to keep up with the
rush to commercialize them.* Initial
red-teaming efforts were being imple-
mented even as design teams were still
wondering which harms to even probe
for: AI red-teamers have had to develop
homegrown taxonomies of harms, and
the measurement and benchmarking
systems for mitigating them.'®* In pub-
lic statements, the major AI companies
often state as a given that generative Al
tools will unavoidably produce harm-
ful content.?* However, it is much rarer
for them to discuss how they determine
what counts as harmful content, what

i  White House Executive Order (14110) on the
Safe, Secure and Trustworthy Development
and Use of Artificial Intelligence, 2023.

they should and should not be looking
for, and whether their own teams are
best suited to make those judgments.
This prompts the question: Whose val-
ues are being utilized for alignment and
evaluation?"

The development of AI red-teaming
echoes the early days of commercial
content moderation at social media
platformsJ The parallels are revealing.
The categories of concern are strikingly
similar: graphic violence, hate speech,
harassment, discrimination, sexual
content, terrorism, human trafficking,
self-harm, child abuse, and misinfor-
mation.**® And when Silicon Valley
found itself compelled to manage the
gap between what can be generated on-
line and what users should actually see,
it too enlisted contingent human labor
to serve as that filter.

Social media platforms “discovered”
the need for human moderation la-
bor after being surprised by the kinds
of content that could turn up through
their services.”'”? This awareness often
came from user complaints, the tech-
nology press calling out the platforms’
shortcomings, and platform compa-
nies stumbling upon it themselves. Al
red-teaming has similarly been fueled
by user complaints and critical press
coverage. Addressing these harms has
to be done internally and largely in pro-
prietary ways,**! making industry-wide
or public-wide discussions about harms
and values difficult to develop. But leav-
ing the public out of this process leaves
the value judgments to the AI designers
themselves. Or, as OpenAl explained,
echoing so many social media compa-
nies before them, “Our approach is to
red-team iteratively, starting with an
initial hypothesis of which areas may be
the highest risk, testing these areas, and
adjusting as we go.”*

Tackling harmful content internally,
intuitively, and iteratively has had pro-
found implications for social media
platforms over the past two decades; the
same implications could befall the red-
teaming of generative Al systems. Like
Al red teams today, many social media
platforms turned first to their own en-
gineers and employees to evaluate for
harmful content; to them, some catego-
ries of harms tended to seem more obvi-

j https://www.techpolicy.press/ais-content-
moderation-moment-is-here/
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ous; others tended to go unrecognized.
Silicon Valley engineers generally do
not reflect the range of identities and
contexts of their global user base; social
media platforms that began with their
own employees often underestimated
the harms faced by women, marginal-
ized racial and ethnic groups, and those
with stigmatized sexual and gender
identities.!"3133:3

In the earliest days of social media
platforms, the predominant approach
tomoderation was the “Feel bad? Take it
down” rule.”” Subjective judgments and
gut feelings stood in, often poorly, for
the public’s understandings of harms or
ethical principles. Al red-teaming strat-
egies will have to be more complex and
more inclusive to avoid the mistakes of
social media’s past. However, with little
opportunity for outside researchers to
study commercial red teams, and little
internal or external incentive to disclose
much about their practices, we lack a
clear empirical understanding of what
harms may be under-attended to, or fall
outside the purview of commercial or-
ganizations.

Labor Politics

The failure to appreciate the importance
of human labor in AI systems, whether
intentional or not, is common.'”*? To
this point, it is illustrative that the verb
form of red team is often used, eliding
the human workforce that constitutes
red teams. A sociotechnical examina-
tion of red-teaming should extend not
only to the values and concerns behind
the techniques red teams deploy, but
also to the people doing the work and
the labor arrangements within which
they operate.

Red-teaming as a method is emerg-
ing in various forms: inside and outside
companies, among salaried employees
and volunteers, and involving those
with access to the inner workings of the
Al system and those without. These are
bound to change; some forms will fall
away, while others will settle in as “the
way things are done.” But whatever par-
ticular labor politics do settle into place,
there are important questions about the
institutional contexts, material condi-
tions, and economic incentives of this
Al-related work, all ripe for scholarly
analysis.

Who does this work internally can
vary. Big tech companies are eager to
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boast about their flagship red teams,*
whose jobs are dedicated solely to
ethical hacking, but we know that red-
teaming also happens at smaller scales
throughout the product-development
cycle.*® People doing the red-teaming
may be part of larger responsible Al ef-
forts, trust and safety divisions, or legal/
compliance apparatuses.* While those
who perform red-teaming for their own
companies typically enjoy the job secu-
rity of full employment, they may not be
in a position to refuse a red-teaming re-
quest. Though they are likely to have the
necessary technical understanding of
how models work, it is not clear that this
is sufficient to effectively identify and
mitigate Al risks.’® And they may not be
able to raise concerns publicly without
breaching corporate norms or legally
binding non-disclosure agreements.®

Employee red-teamers may have
little training in any other relevant pro-
ficiencies, whether linguistic, sociocul-
tural, historical, legal, or ethical; the
incentive structures do not ask for or
reward such expertise. Some internal
red teams might include people with so-
ciocultural domain expertise, but they,
too, work for the company and may have
conflicting incentives."* Those windows
of opportunity can open, a little. To test
GPT-4 ahead of its March 2023 release,
OpenAI solicited help from more than
50 experts, though primarily those with
trust and safety and cybersecurity back-
grounds.”® Anthropic and Microsoft en-
courage their red teams to consult with
experts to test specific types of harms.?”
These partnerships give AI companies
access to experts without having to re-
tain them as formal employees, com-
pensating them in clout, API credits, job
opportunities, or bragging rights rather
than dollars.

Following a pattern ubiquitous in
Silicon Valley, there have been increas-
ing efforts to shift red-teaming labor
from company employees to third-party
data-work vendors, often overseas. Do-
ing so uses labor arbitrage to drive down
wages and, as the history of outsourcing
and offshoring demonstrates, can erode
worker protections and their capacity to

k Google even produced a short documen-
tary on their premier red-teamers that
has been viewed over 1.5 million times
as of December 2025: https://youtu.be/
TusQWn2TQxQ?si=UnHO87]YDk1dblvK

raise concerns about the effectiveness of
their work. Early in their model develop-
ment, researchers at Anthropic enlisted
several hundred untrained crowdwork-
ersand instructed them to “make the AI
behave badly” to elicit harmful respons-
es from their LLM chatbot.” In this proj-
ect, the crowdworkers were responsible
for both probing the Al and assessing its
responses for harmful content.

Either way, red teams can be an
expensive undertaking. Smaller com-
panies competing to bring their gen-
erative Al services to market may not be
equipped to employ internal red-team-
ing services sufficient to satisfy internal
liability concerns or regulatory obliga-
tions. They may turn to an emerging
crop of boutique Al safety and data ser-
vices' that see market opportunities in
sourcing red-teaming. As scholars have
noted,” when labor is offloaded, par-
ticularly piecemeal to a globally distrib-
uted contingent workforce, it becomes
harder to trace and trickier to assert la-
bor protections for it.

Some red-teaming happens outside
the confines of AI companies and their
outsourced labor pools. Hackers, volun-
teers, and everyday users also engage
in forms of red-teaming. At DEFCON
2023, for instance, one of the largest
hacking conferences in the world, more
than 2,000 volunteers came together to
prompt the largest LLMs into producing
harmful content.™ Attendees included
field experts, industry-based red-team-
ers, cybersecurity consultants, and
computer science Ph.D. students, but
DEFCON organizers also dismantled
some significant technical barriers to
broaden participation to include nov-
ices—even children—with no program-
ming knowledge.”

The event demonstrated the viability
of convening a greater diversity of per-
spectives than is represented on most
internal company red teams, something
Al ethicist Rumman Chowdhury has ar-
gued is imperative when red-teaming
on issues such as race, gender, sexual-
ity, politics, and class.? However, asking
marginalized communities to elabo-
rate on their own marginalization for
red-teaming can easily slip into a trans-

I Such as Noma, Hidden Layer, Protect AI, and
Mindgard

m https://cyberscoop.com/def-con-ai-hacking-
red-team/
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actional, extractive, and exploitative
codependency.’ Volunteer and uncom-
pensated work also requires significant
effort to organize and has no obvious
scaling mechanism. Access to genera-
tive AI models must be negotiated with
AI companies, and taking any action on
the insights gleaned depends entirely
on the companies’ goodwill.

In many of the major generative Al
applications, end users can also pro-
vide feedback, at least in limited forms.
ChatGPT’s “thumbs down” includes a
pull-down menu for users to indicate
their concern: “Don’t like the style,”
“Not factually correct,” “Refused when
it shouldn’t have,” and others. But it is
not evident how feedback from these
slivers of digital “civic labor”* ever gets
back to designers. User feedback is not
strictly speaking red-teaming, as it isn’t
necessarily adversarial. But end users
do, whether inadvertently, playfully, or
deviously, help designers surface out-
puts that companies did not anticipate
or design for.

Red-teaming is still taking shape asa
set of labor practices, inside and outside
of AI companies. It is unclear whether
companies’ internal red-teaming ef-
forts are limited by the diversity of their
employee pool, and how often they lean
unfairly on their own minoritized em-
ployees to inject some diversity into
their models.*** And, outsourced red-
teaming work and using labor arbitrage
to reduce costs raises tragically familiar
concerns that echo social media compa-
nies’ use of human labor: leaving work-
ers with fewer labor protections, more
adverse work conditions, and more pre-
carious job security, with few or no av-
enues for career development.

Well-Being of Red-Teamers

Beyond understanding who is doing
the AI red-teaming and what is being
evaluated, we also need to pay attention
to the human cost of doing such work.
Scholars and practitioners involved in
red-teaming call it “rather unsavory
work™ and “mentally taxing.”® Like
content-moderation work, the adver-
sarial probing of red-teaming requires
workers to imagine worst-case scenari-
os and expose themselves to potentially
troubling outputs. Red-teamers are of-
ten required to assume the persona of
a potential adversary (for example: on-
line harasser, sex trafficker, racist, ter-



rorist), invent a plan that this adversary
may use to compromise the system, and
evaluate the output for potential harms.
They may also assume the persona of
a benign user with specific intents or
contexts (for example, a user with a
history of eating disorders looking for
dieting advice) and try to reveal system
vulnerabilities that might be harmful.
A red-teamer may first research harm-
ful groups to learn their behaviors and
bring that knowledge into red-teaming
the models for hate speech or deep-
fakes. They may immerse themselves
in child online safety concerns to then
evaluate the model’s capabilities in aid-
ing child exploitation.

To date, there is little empirical re-
search about the psychological impact
of Al red-teaming. But one recent study
of RAI content workers shows that red-
teamers, content moderators, and data
labelers face similar psychological chal-
lenges when working with potentially
harmful content.** Given the extensive
research on content moderation and the
well-documented occupational health
concerns experienced by professions
that contend with trauma exposure,”
red-teamers stand to benefit from atten-
tion to this history.

Moreover, the success of a red-team
operation depends on uncovering and
reviewing increasingly harmful content.
Much like content moderators, emer-
gency responders, journalists, or po-
lice investigating distressing events, Al
red-teamers may be exposed repeatedly
to disturbing and traumatic content
that can lead to negative psychological
symptoms. For example, content mod-
erators removing harmful and offensive
material from platforms have reported
mental health challenges extending
long after the work is complete, leading
to documented cases of post-traumatic
stress disorder (PTSD) and secondary
traumatic stress (STS).>** Prolonged ex-
posure may contribute to long-lasting
mental health symptoms, alterations
to their personal belief systems, and
increased risk of physical health issues
and substance abuse.*” In fact, repeated
work-related exposure to traumatic con-
tent is among the diagnostic criteria
used for PTSD in the Diagnostic and Sta-
tistical Manual of Mental Disorders, Fifth
Edition (DSM-5) and has subsequently
been used to support a series of recent
lawsuits brought by content moderators

A successful Al red-
teamer must exhibit
an antagonistic
imagination to be
effective. Or, as one
red-teamer put it,
“If there were a
red-team motto,

it would be: The
more sinister your
imagination, the
better your work.”
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against their employers.**" Although
many major platforms were slow to deal
with this problem, most now offer men-
tal health support and take measures to
limit moderators’ exposure to the most
reprehensible content. These parallels
underscore the importance of initiating
research to protect red-teamers from
the psychological hazards inherent in
their work.

Alred-teaming also introduces other
distinct psychological challenges. A
successful AI red-teamer must exhibit
an antagonistic imagination to be ef-
fective. Or, as one red-teamer put it, “If
there were a red-team motto, it would
be: The more sinister your imagination,
the better your work.”” Red-teaming in-
volves people deliberately engaging in
transgressive, uncomfortable, unethi-
cal, immoral, or harmful activities, in-
cluding immersing themselves in sce-
narios that go against their morals or
belief systems—to think like a harasser,
or feel like a target of discrimination.
Such practice can lead to “moral in-
jury,”® a form of psychological distress
that stems from actions, or the lack
thereof, that violate one’s moral or ethi-
cal code.** Those who cannot safely de-
tach their personal identity from their
transgressions may experience nega-
tive self-perception and guilt. Regularly
breaking the rules for the greater good
can lead to a “loss of self,” sometimes
seen in the undercover police profes-
sion.*®

The potential negative impacts on
red-teamers’ well-being have been ac-
knowledged by some of those who orga-
nize such work. For example, organizers
of the DEFCON Generative Red Team
event anticipated that models generat-
ing unexpected harmful outputs might
be triggering to participants.” Anthrop-
ic’s early red-teaming efforts involved
consultations with trust and safety pro-
fessionals to design safety measures for
their crowdworkers.' Strategies for pre-
serving the well-being of red-teamers
could include providing warnings about
sensitive content, allowing opt-outs, en-
couraging breaks, monitoring mood, or
allowing them to choose topics within

n https://www.nytimes.com/2018/09/25/tech-
nology/facebook-moderator-job-ptsd-lawsuit.
html

o https://www.bostonglobe.com/2024/01/11/
opinion/ai-testing-red-team-human-toll/
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their own risk tolerance."*?”?® But for
volunteer or crowdsourced red-teamers,
such strategies are limited to what the
organizers are willing to provide.

For professional red-teamers, com-
panies sometimes offer employee as-
sistance programs (EAPs) with mental
health resources. However, organiza-
tional factors often affect how these re-
sources are actually used. For some,
accessing a therapist may be a luxury
they cannot afford, because of a psy-
chologically unsafe work environment,
unrelenting performance metrics, or
job insecurity. Non-disclosure agree-
ments (NDAs) have historically pre-
vented workers from speaking up about
working conditions.” Monitoring red-
teamers’ well-being gets entangled with
more unsavory forms of workplace sur-
veillance,! and increases liability risks
for employers if the findings are severely
negative. And implementing consistent
well-being strategies can become infea-
sible for red-teamers working across or-
ganizational and national boundaries.
So when organizers claim red-teaming
events were safe because no one used
the on-call therapists,” they may be mis-
takenly assuming that no usage means
no need.

Beyond individual mental health re-
sources, one of the most effective tools
for red-teamer well-being may be social
support through a community of work-
ers in similar roles, as well as family
and friends. Prior research on content
moderators demonstrates that the vali-
dation and belonging that comes from
social support are essential.’” Infor-
mal red-team communities' that have
emerged on social networks to share
strategies can act as safe spaces to heal
from shared trauma, especially when
red-teamers may be reluctant to share
their experiences with loved ones to pro-
tect them from exposure.*”

In an attempt to minimize human
exposure to the “unsavory work” of
red-teaming, some researchers have
advocated for automated red-teaming.
Whether or not this is possible—some
leading AI safety researchers have re-
centlyargued that the “human element”
will always be necessary>—automation
may inadvertently make the human
work even more invisible,” diverting re-
sources away from well-being measures
needed by those red-teamers who re-
main. Therefore, it is important to criti-

If we hope to
improve red-
teaming outcomes
as partofa
sociotechnical
system, we must
study how its
judgments are
made and by whom.
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cally examine the role of automation in
red-teaming—not only its immediate
impact on tasks, but also its long-term
effects on the overall ecosystem.

We must acknowledge the sobering
reality that comes with the commoditi-
zation of Al harm reduction. As long as
generative Al remains integral to our
lives, the work of Al red-teaming and its
psychological implications will persist.
To support this workforce, it is crucial to
rigorously study and validate the effec-
tiveness of innovative well-being strate-
gies across various contexts, with close
examination of the surrounding organi-
zational and social structures.

Conclusion

What would more substantive, empiri-
cal, and cross-disciplinary research on
red-teaming provide? Today’s siloed,
firewalled, marketreactive approach to
red-teaming has potential drawbacks
for AI consumers, red-teamers, and
companies. Each company is rapidly de-
veloping its own version of red-teaming,
with definitions and workloads vary-
ing based on the company’s priorities,
“brand,” and particular focus. Almost
every company working on generative
Al today has a red-team workforce of
some kind. While there is energy be-
ing put toward addressing biases and
other “embedded harms,” plenty of red-
teaming efforts are more concerned
with ungrounded existential risks than
with current tangible concerns. And it
is unclear how many issues identified
through red-teaming efforts have been
mitigated.

If we hope to improve red-teaming
outcomes as part of a sociotechnical sys-
tem, we must study how its judgments
are made and by whom. Its compart-
mentalization and operational opacity
can both alienate workers and keep the
public from understanding fullywhat AI
systems can offer. Empirical study can
challenge these arrangements, identify
the barriers and incentives at play, and
perhaps point the public and AI compa-
nies toward more sustainable alterna-
tives. An organized, crossdisciplinary,
empirical research agenda that exam-
ines red-teaming as a sociotechnical un-
dertaking could make both AI compa-
nies and the public more aware of and
intentional about red-teaming work.
Regardless of its current effectiveness
or its future improvements, red-team-



ing has underlying logics and structural
conditions that need examination. Les-
sons from content moderation show
that finding and removing “bad ele-
ments” demands the deliberations and
value judgments of teams of people. The
specific conditions under which people
do this hard work, at an unprecedented
global scale and across myriad insti-
tutional settings, matters for both red-
team workers’ occupational health and
for the integrity of our technical and in-
formational ecosystems.

And like most data work, the notion
that this labor is only temporary, that it
will soon be automated away, is wrong,
and (deliberately) distracts from these
sociological concerns. It is difficult to
believe that we can ever fully automate
such peculiarly human judgments,
about contentious and shifting topics,
under pressure from regulators and
the public, whose ethical frameworks
can themselves shift. But even if it
could be automated in the future, real
people are doing this work right now,
and with real consequences. It makes
little difference whether we discard
this phantasmic notion of full automa-
tion entirely, or just concede that data
labor will be with us for the foreseeable
future. Either way, research today can
help structure this work in ways that
are more attentive to the well-being
and labor rights of the people doing
the work right now.

In fact, we may need not just more
empirical study of red-teaming, but
also a coordinated network of scholars
studying red-teaming: as a multi-facet-
ed practice, as a component in the in-
stitutional and labor arrangements of
Silicon Valley, as a global public health
concern, and as a hidden value system
buried in our newest tools of expression
and knowledge. The field of computer
science has, in the past decade, begun
to recognize that information systems
are also labor systems and value sys-
tems—growing networks like the ACM
Conference on Fairness, Accountability,
and Transparency illustrate this—and
the field is grappling with the implica-
tions of that in ways it had not before.
Again, we might learn from the rise of
content moderation and the research
that attended to it: Many excellent
scholars studying content moderation
challenged its underlying logics and
structural conditions. But, perhaps,

a coordinated network of scholars to
deepen, circulate, and affirm those in-
sights could have had a more substan-
tive impact on these arrangements. It
is not too late to pose an empirical and
coordinated challenge to red-teaming,
and to the many forms of labor and val-
ues on which Al systems depend.
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Technical Perspective
Perspective on Cardinality Estimation Graphs

By Dan Suciu

QUERY ENGINES ARE really good at
choosing an efficient query plan. Users
do not need to worry about how they
write their query, since the optimizer
makes all the right choices for execut-
ing the query while taking into account
all aspects of data, such as its size, stor-
age-device characteristics, the distribu-
tion pattern, the availability of indexes,
and so on. The query optimizer always
makes the best choice, no matter how
complex the query is or how contrived
itwas written. Or, this is what we expect
today from a modern query optimizer.
Unfortunately, reality is not as nice.

The problem is that query optimiz-
ers have an Achilles’ heel: cardinality
estimation. To choose an optimal que-
ry execution plan, they need to search
over many alternative plans and evalu-
ate their cost; and to evaluate their
cost, the optimizer needs to estimate
the number of tuples that will result for
each subexpression of the query. If they
estimate the number of tuples incor-
rectly, then their cost estimate is wrong,
and they end up choosing an inefficient
query plan. When query optimizers fail
to choose the best execution plan, it is
almost always because they were in-
formed incorrectly by the cardinality
estimator.

The cardinality estimation problem
is easy to state. Given a query, estimate
the cardinality of its answer without
evaluating the query. Typically, the que-
ry is restricted to selection and join op-
erators, since other relational operators
(group by, duplicate elimination, union,
and so on) are usually pushed to the top
of the query plan. To perform cardinal-
ity estimation, the system computes of-
fline some statistics on each base table,
then uses them at optimization time
to estimate the cardinality of various
query expressions. There are two major
challenges. First, there is a very limited
space budget for what statistics we can
precompute and store, because all sta-
tistics must be kept in main memory
during query optimization. Production
databases often have hundreds of ta-
bles, some with hundreds of attributes;

hence, we can afford to store only very
little information about each table and
each attribute. Second, cardinality esti-
mation must be very fast, because it is
in the inner loop of the query optimiz-
er, which needs to invoke the estimator
thousands of times during optimiza-
tion. Disk accesses, or solving complex
optimization problems are ruled out:
Cardinality estimation must be simple
and efficient.

The accompanying paper, “Cardi-
nality Estimation Graphs,” by Chen et
al. presents a unified framework that
captures the most common approaches
to cardinality estimation: those based
on summary statistics (as opposed to
samples) and those based on average
or maximum degree (which includes
all estimators I am aware of). There
are two separate tasks in cardinal-
ity estimation, which are often studied
separately: selectivity estimation of
predicates on the base tables, and the
cardinality estimation of a multijoin
query. The paper studies the second
task exclusively.

A cardinality estimate of a multi-
join query relies on average degrees.
Consider estimating the size of a join,
R(A,B) X S(B,C) . A reasonable estimate
is the cardinality of R times the average
degree of the attribute S.B; for example,
if each value of B occurs five times in S,
then our estimate is five times |R|. But
we can also switch the roles of R and
S and use as an estimate |S| times the

ey
The cardinality
estimation problem

is easy to state. Given

a query, estimate

the cardinality of

its answer without
evaluating the query.
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average degree of R.B. This presents
a problem: Which estimate should
we use? Database systems choose the
smallest of these two, and this leads
to the classic textbook formula we like
to teach in undergraduate classes:
|RMXIS|=|R]| - |S|/max(dom(R.B),dom(S.B)).

It becomes clear that, for an n-way
join query, the number of choices be-
comesverylarge, and itis unclearwhich
one to use as an estimate. The paper in-
troduces a simple abstraction, called
the cardinality estimation graph (CEG),
where each path represents one pos-
sible choice for the cardinality estima-
tor. Using a CEG, the paper can explain
and compare the various cardinality
estimators described in the literature,
opening up the possibility for design-
ing new estimators.

A recently proposed alternative to
computing a cardinality estimate is
to compute an upper bound. This ap-
proach is called a pessimistic cardinal-
ity estimate (with some abuse, since itis
not an estimate but a guaranteed upper
bound). The definitive mathematical
formula for the upper bound of a multi-
join query is known but impractical,
and the few implementations of pes-
simistic estimates use relaxations of
this formula. The paper shows that the
same CEG abstraction can also be used
to explain these pessimistic cardinality
estimates by simply replacing the aver-
age degree with a maximum degree.

Readers with little knowledge of car-
dinality estimation will hopefully find
the CEGs a convenient, quick introduc-
tion to various cardinality estimation
methods. Experts will find the CEG a
convenient abstraction for comparing
various estimators. And systems build-
ers may find the experimental section
a useful guide in making choices for
their own cardinality estimator.

Dan Suciu is a Microsoft Endowed Professor in computer
science and engineering at the University of Washington,
Seattle, WA, USA.

This Technical Perspective first appeared in the ACM
SIGMOD Record, 52, 1, (June 2023).
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Estimation Graphs

By Semih Salihoglu, Jeremy Chen, Yuqing Huang, Mushi Wang, and Ken Salem

ABSTRACT

We study two classes of summary-based cardinality estima-
tors that use statistics about input relations and joins of a
small number of input relations: (i) optimistic estimators,
which were defined in the context of graph database man-
agement systems, that make uniformity and conditional
independence assumptions; and (ii) the recent pessimistic
estimators that use information theoretic linear programs
(LPs). We show that optimistic estimators can be modeled
as picking bottom-to-top paths in a cardinality estima-
tion graph (CEG), which contains sub-queries as nodes and
edges whose weights are average degree statistics. We show
that existing optimistic estimators have either undefined or
fixed choices for picking CEG paths as their estimates and
ignore alternative choices. Instead, we outline a space of
optimistic estimators to make an estimate on CEGs, which
subsumes existing estimators. We show, using an extensive
empirical analysis, that effective paths depend on the struc-
ture of the queries. We next show that optimistic estimators
and seemingly disparate LP-based pessimistic estimators
are in fact connected. Specifically, we show that CEGs can
also model some recent pessimistic estimators. This con-
nection allows us to provide insights into the pessimistic
estimators, such as showing that they have combinatorial
solutions.

1. INTRODUCTION

The problem of estimating the output size of a natural
multijoin query (henceforth join query) is a fundamental
problem that is solved in the query optimizers of database
management systems to generate efficient query plans. This
problem arises both in relational systems as well as those
that manage graph-structured data, where systems need
to estimate the cardinalities of subgraphs in their input
graphs. It is well known that both problems are equivalent,
since subgraph queries can equivalently be written as join
queries over binary relations that store the edges of a graph.

Perhaps the most widely adopted estimators are summa-
ry-based, in which the DBMS uses statistics about a data-
base in a procedure to derive an estimate. In this paper, we
study two classes of summary-based techniques, which we
will model through a common framework:

» Optimistic estimators>'*'*'*® from graph-based systems
store as statistics the cardinalities of small-size subgraphs,
which correspond to joins of a small number of relations
and use algebraic formulas that make independence and
uniformity assumptions as a procedure. We refer to these

The original version of this paper was published in
ACM SIGMOD Record, 52,1 (June 2023), 94-102.

as “optimistic,” as these estimators can underestimate true
cardinalities of queries.

» Pessimistic estimators,>"* which were introduced in the
context of relational systems, store as statistics the degrees
ofthe valuesin columns, thatis, the number of times a value
appears, and use linear programs (LPs) and have the guar-
antee that the estimate is an upper bound on the true cardi-
nality of a query.

To motivate our first contribution, consider a database
consisting of an edge-labeled graph with capital letter labels
A, B, C,and so on. This can be modeled as a set of binary re-
lations, such as A(src, dst). Consider the “subgraph que-
ry” in Figure 1, asking for matches of a five-edge subgraph,
which is equivalent to a join of five relations. Given the accu-
rate cardinalities of all sub-queries of size < 2, there are 252
formulas to make an estimate. Two examples are:

B, C, 1.C D,

>|A>£>|><} T X

==l [==1 =1

|D__E,
I |

B.D, L2y | BLy
5, X D, X B

[l =1 (!

v | A B, | !

In previous work,>**¢ the choice of which of these esti-
mates to use has either been unspecified or fixed without ac-
knowledging possible other choices. Our first contribution
aims to answer the following questions: What is the space
of formulas of a query? Which formulas should be picked to
make more accurate estimates?

We begin by showing that the algebraic formulas of prior
optimistic estimators can be modeled as picking a bottom-
to-top path in a weighted cardinality estimation graph (CEG),
which we call CE G,, for Optimistic. In this CEG, nodes are
intermediate sub-queries and edges; weights are average
degree statistics that extend sub-queries to larger queries.
For example, the CE G, for the query in Figure 1 and the da-
taset in Figure 2 is shown in Figure 3. Each path of this CEG
corresponds to a possible formula where the estimate is the
multiplication of the weights of the edges in the path.

We systematically describe a space of nine estimators, de-
fined by different choices to pick a CEG path for making an

Figure 1. Example subgraph query Osr‘

o-

.as

FEBRUARY 2026 | VOL.69 | NO.2 | COMMUNICATIONS OF THE AcCM 99


https://doi.org/10.1145/3780104
https://doi.acm.org/10.1145/3787108

research highlights

optimistic estimate. This space subsumes and extends the
choices made by existing optimistic estimators. We then em-
pirically show that the better-performing optimistic estima-
tors in this CEG space depend on the structure of the query.
On acyclic queries and queries with small-size cycles, we ad-
vise using the maximum-weight paths; using independence
assumptions tends to underestimate the true cardinalities of
queries, which can be offset by picking the highest-estimat-

ing formula. In contrast, on queries that contain larger cycles,
optimistic estimators estimate the number of paths rather
than cycles. Here, we advise using minimum-weight paths, as
real-world graphs contain many more paths than cycles.

As our next main contribution, we show that CEGs are ex-
pressive enough to also model the recent LP-based pessimis-
tic estimators. Specifically, we show we can replace the edge
weights of CE G, (which are average degrees) with maximum

Figure 2. Example dataset in graph and relational formats.
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Figure 3. CEG, for query 05, in Figure 1 when the Markov table (§4) contains joins up to size 3.
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degrees of base relations and small-size joins, and construct
a new CEG, which we call CE Gy, Unlike the optimistic esti-
mators, where the choice of path is not clear, we now show
that picking the minimum weight path would (provably) be
the most accurate estimate and this path is indeed equiva-
lent to the solution of the LP that defines a pessimistic es-
timator from Joglekar and Ré" called MOLP. We therefore
show that both subgraph summary-based optimistic es-
timators and the recent LP-based pessimistic ones can be
seen as different instances of a broader class of estimators
that pick paths through CEGs. Modeling these two classes
of estimators in a common framework has several benefits;
for example, one can apply optimizations for one class to the
other. Our paper also opens the possibility of defining many
other CEGs that use different statistics as edge weights; for
example, entropies of certain columns. We hope future work
can define and evaluate the accuracies of such CEGs.

For readers interested in the theory of pessimistic esti-
mators, we note that CEGs are also very useful mathemati-
cal tools to prove properties of pessimistic estimators. For
example, using CEGs in our proofs, we can derive combina-
torial proofs to some properties of MOLP; for instance, that
MOLP is identical to the pessimistic estimator proposed by
Cai et al.® on acyclic queries over binary relations.

2. QUERY AND DATABASE NOTATION
We consider conjunctive queries, that is, natural join que-
ries, of the form

Q(ﬂ) = Rl( .Qfl), ...,Rm(&{m)

where R(&/)) is a relation with attributes o/, and & =u, ..
In conjunctive queries, the join predicates are equality of the
common attributes shared across relations. Most of the ex-
amples used in this paper involve edge-labeled subgraph que-

ries, in which case each R;is modeled as a binary relation con-
taining a subset of the edges in a graph as source/destination
pairs. Note that even if these edges contain other properties
that can be modeled as additional columns, for the purpose
of the join query, they are not relevant. Figure 2 presents an
example showing a graph with edge labels 4, B, C, D, and E.
This graph can be represented using five binary relations,
one for each edge label, as shown in Figure 2. We will often
represent queries over such relations using a graph notation.
For example, consider the relations A and B from Figure 2.
We will represent the query Q(as,a,,a;) = A(a1,a,) X B(a,,a;)
as alﬁaziag,. Similarly, the query %al,az, a;) =A(a,,a,) M
B(as,a,) will be represented as a,—>a,<a;.

Note on binary vs. arbitrary relations: We emphasize that
CEGs, which will be introduced in Section 3, do not require
relations to be binary. In fact, the CEG we will define for pessi-
mistic estimatorsin Section 5 assumesrelationswith arbitrary
arities. However, we do our empirical evaluation on optimistic
estimators, which for practical reasons have been developed
in the context of graph-based systems, where joins are over bi-
nary relations. The reason is that optimistic estimators store
as statistics the sizes of all possible small-size joins, that is,
joins of a small number of relations, and when relations are
binary, it is practical for a system to know and store the set of
possible small-size joins in advance. In contrast, in RDBMSs
that store relations with arbitrary numbers of columns and
where columns can be arbitrarily joined with each other, the
number of possible small-size joins can be very large.

3. CEG OVERVIEW
Next, we offer some intuition for CEGs. A CEG for a query Q
consists of:

» Vertices labeled with sub-queries of Q, where sub-que-
ries are defined by subsets of Q’s relations or attributes

Figure 4. CEG, for query st from Figure 1 when the Markov table (§4) contains joins up to size 2.
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» Edges from smaller sub-queries to larger sub-queries, la-
beled with extension rates, which represent the cardinality of
the larger sub-query relative to that of the smaller sub-query

Each bottom-to-top path (from @ to Q) in a CEG repre-
sents a different way of generating a cardinality estimate for
Q. An estimator using a CEG picks one of these paths as an
estimate. The estimate of a path is the product of the exten-
sion rates along the edges of the path. Equivalently, one can
put the logarithms of the extension rates as edge weights
and sum the logarithms.

Figure 4 illustrates a CEG* for the query Q, shown in Fig-
ure 1 over the relations shown in Figure 2, assuming that
statistics are available for any size-2 sub-queries of Q- De-
pending on the semantics of the edges in a CEG, there can
be multiple edges between two sub-queries in a CEG. For ex-
ample, the last components of the two formulas we present—
ed in Section 1 for Q_, [«2--L:|/|-25| and |-£5-L5)/|-L,),
correspond to parallel edges that extend the sub-query over
ABCD edges with an E edge to Q, . Consider the leftmost path
in Figure 4. The first extension rate from @ to alimz—ms
is the known cardinality of a, A, aziag, whichis 4, and the
second extension rate has a weight 3/2, intuitively estimat-
ing that each a1—>a2£>a3 path will extend to 3/2 many
alimZAaSLm paths. Continuing the extensions, the
final estimateis4 x 3 x 3 x5=52.5.

In the rest of this paper, we will show how some prior op-
timistic and pessimistic estimators can be modeled as in-
stances of this generic estimator using different CEGs.

4. OPTIMISTIC ESTIMATORS

The estimators we refer to as optimistic use statistics about
the input database in formulas that make uniformity and in-
dependence or conditional independence assumptions. We
focus on three estimators: Markov tables® from XML databas-
es, graph summaries from RDF databases, and the graph
catalog estimator of the Graphflow system' for managing
property graphs. As we explain momentarily, despite being
designed for systems that adopt different graph-based data
models, these estimators are all extensions of each other.

We begin with an overview of the Markov tables estima-
tor.> A Markov table of length % > 2 stores the cardinality of
each path in an XML document’s element tree up to length
h and uses these to make predictions for the cardinalities
of longer paths. Table 1 shows a subset of the entries in an
example Markov table for 4 = 2 for our running example da-
taset from Figure 2. The formula to estimate a 3-path using a
Markov table with / = 2 is to multiply the cardinality of one of
the 2-paths with the consecutive 2-path divided by the cardi-
nality of the common edge. For example, consider the query
Q,,=->—">—> against the dataset in Figure 2. The formula
for Q,, would be: [-45-B5| x (25-C,/1-£,)). The formula as-
sumes that the number of C edges thateach B edge extends to
isuniformlyr= |—>—>| / |—>| Equivalently, this is the “aver-
age C-degree” of nodes in the B, C, paths. The result of this
formula is 4 x $ = 6, which underestimates the true cardinal-
ity of 7. The graph summaries' for RDF databases and the
graph catalog estimator'® have extended the contents of what

a Specifically, it is a CE G,, defined in Section 4.
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is stored in Markov tables, respectively, to other acyclic joins,
such as stars, and small cycles, such as triangles.

Table 1. Example Markov table for h=2.

Path |Pathl

B, 2
AB, 4
B.C 3

4.1. Space of possible optimistic estimators.

We next represent optimistic estimators using a CEG we call
CE G,. We assume the given query Q is connected. CE G, con-
sists of the following:

» Vertices: For each connected subset of relations § C R of
Q,we have a Vertex in CE G, with label S. This represents the
sub-query <, _ R

» Edges: Con51der two vertices with labels § and §" such
that S C §. Let 2 = §'\S (for difference), ¢ D D (for extension)
be a Markov table entry, and I=e N S (for intersection). If ¢
and I exist in the Markov table, then there is an edge with
weight ¢ from S to S’ in CE G,,.

This gives the core structure of CE G,, though when mak-
ing estimates there are several simple rules that remove
some edges in CEG, from prior work that limit the paths
considered in CEG, (see the longer version of this paper’).
In general, there may be multiple (@, Q) paths that lead to
different estimates in CE G,:

Example 1: Consider the CE G, for Q. shown in Figure 4,
which uses a Markov table of size 2. There are 36 (&, Q) paths
leading to seven different estimates. Two examples are:

1B, C., \BD| |BF|

>|—>A—>B|>< S g x 5= 52,5
e O e RV Lot B0 AP
| |X\A\X|ﬁ»\x\il_5'

Example 2: Similarly, consider estimating Q. now with a
Markov table with up to 3-size joins. The new CE G,, is shown
in Figure 3, which contains multiple paths leading to two
different estimates:

|

B, C, [~

h:U’:J

ﬁ

|-48.D, B,
B G lj -~

_>_>‘

Both formulas start by |—>—>—>| The first short-hop
formula makes one fewer independence assumption than
the long-hop formula, which is an advantage. In contrast,
the first estimate also makes a uniformity assumption that
conditions on a smaller-size join, which might make it less
accurate than the two assumptions made in the long-hop es-
timate, which condition on 2-size joins.

Any optimistic estimator implementation needs to make
choices about which formulas to use; this corresponds to
picking paths in CE G,. We systematically identify a space of
choices an optimistic estimator can make along two param-
eters that capture the choices made in prior work:

» Path length: The estimator can identify a set of paths to
consider based on the path lengths, that is, number of edges
or hops, in CE G, which can be: (i) maximum-hop (max-hop),



(i) minimum-hop (min-hop), or (iii) any number of hops
(@ll-hops). Let & be the set of paths an estimator picks.

» Aggregator: To derive a final estimate, the estimator has
to aggregate the estimates in 2. We identify three aggrega-
tors: (i) the path with the largest estimate (max-aggr), (ii)
the path with the lowest estimate (min-aggr), or (iii) the av-
erage of all the estimates in & (avg-aggr).

Any combination of these two choices can be used to de-
sign an optimistic estimator. The original Markov tables?
chose the max-hop paths. In Aboulnaga et al.,”> queries were
paths, sowhen the path length is chosen, any CE G, path gives
the same estimate. Therefore, an aggregator is not needed.
Graph Summaries™ chooses the min-hop paths and leaves
the aggregator unspecified. Graph Catalog'® picks the min-
hop and min-aggr aggregator. None of these estimators
consider alternative choices an estimator can make. Instead,
we do a systematic experimental analysis of this space of esti-
mators in Section 6 and show that the best choices depend on
the query structure, as optimistic estimators behave differ-
ently on different structures. For acyclic queries and queries
with small cycles, these estimators tend to underestimate,
and for queries with larger cycles, they tend to overestimate.
We next make an observation to explain this difference.

Recall that a Markov table stores the cardinalities of pat-
terns up to some size 4. Given a Markov table with 4 > 2, op-
timistic estimators can produce estimates for any acyclic
query with size larger than 4. However, faced with a large
cyclic query Q, optimistic estimators do not actually pro-
duce estimates for Q. Instead, they produce an estimate for
a similar acyclic Q' that includes all of Q’s edges but is not
closed. To see this, consider the following example:

EXAMPLE 1

Consider a 4-cycle query in Figure 5a using a Markov
table with #=3. The CE G, for this setting is shown in
Figure 5b. Consider the leftmost path corresponding

to the formula: B, C,|« C,D /| B, C | This
formula is in fact estimating a 4-path

A, B, C, D, iather than the 4-cycle. This is true

for each path in CE G,.

More generally, when queries contain cycles of length > A,
CE G, breaks cycles in queries into paths. Therefore, esti-
mates over CE G, can lead to overestimates for queries with
large cycles, as there are often significantly more paths than
cycles in real-world graphs.

5. PESSIMISTIC ESTIMATORS

Starting from the seminal result by Atserias, Grohe, and
Marxin 2008,* several upper bounds have been provided for
the output sizes of join queries under different known sta-
tistics. For example the initial upper bound from Atserias et
al.,* now called the AGM bound, used only the cardinalities
of each relation, while later bounds, DBPLP,"* MOLP,"* and
CLLP! used maximum degrees of the values in the columns
and improved the AGM bound. Since these bounds are up-
per bounds on the query size, they can be used as pessimistic
estimators. This was done recently by Cai et al.° in an actual
estimator implementation. We refer to this as the CBS es-
timator, after the names of the authors. We next show that
some of the recent pessimistic estimators®!! can also be
modeled as making an estimate using a CEG.

5.1. MOLP.

MOLPwasdefinedinJoglekarand Ré"' asatighterbound than
the AGM bound that uses additional degree statistics about
input relations that AGM bound does not use. Let 2" be a sub-
set of the attributes o/, of some relation %, and let v be a pos-
sible value of X'. The degree of vin %, is the number of times
v occurs in %; that is, deg(X W), %,) = [{t € Z,| n, () =v}|.
For example, in Figure 2, deg(s(3),E) = 3 because the outgoing
E-degree of vertex 3 is 3. Similarly, deg(d(2),4)is 1 because the
incoming A-degree of vertex 2 is 1. We also define deg(2, %))
to be the maximum degree in &, of any value v over X; that
is, deg(X, %) = max,deg(2Zw),R,). So, deg(d,A)=3 because
vertex 13 has three incoming A edges, which is the maxi-
mum A-in-degree in the dataset. The notion of degree can be
generalized to deg(X(), Y, %,), which refers to the “degree of
a value v over attributes X in ny%,”, which counts the num-
ber of times v occurs in my( %,). Similarly, we let deg(X, Y, %,) =
max,deg(X), Y, R;). Suppose a system has stored deg(X, Y, %)

Figure 5. A 4-cycle query and its CEG,.
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statistics for each possible %; and X CY C A.. MOLP is the
output of this LP:

Maximize s,

$5=0

Sx<Sy, VXCY

Syur < Sxus + log(deg(X,Y,R)),VX,Y,E CA,X C Y C A4,

The base of the logarithm can be any constant and we take
itas 2. Let m, be the optimal value of MOLP. Joglekar and Ré"
has shown that 2™ is an upper bound on the size of Q.

MOLP CEG (CE Gy): It is not easy to directly see the solu-
tion of the MOLP on our running example. However, we can
represent the MOLP bound as the cost of minimum-weight (
@,Q) path in a CEG we call CE G.

» Vertices: For each X C A, the variable sy in MOLP repre-
sents an upper bound on the size of Qx = Iy Q. Therefore, for
each X C A there is avertexin CE Gy.

» Extension Edges: For each sy < Sy + log(deg(X,Y, %))
inequality, there is an edge with weight log(deg(X, Y,%,)) be-
tween any W, =X U E and W, = Y U E. These inequalities in-
tuitively indicate the following: Each tuple t,,; € Qx can
extend to at most deg(X, Y, %,;)Qy.: tuples.

» Projection Edges: For each sx<sy inequality (that is,
VX CY), add an edge with weight 0 from Y to X. These indi-
cate that the size of Qyx is at most the size of Qy, if Yis a larger
subquery.

Figure 6 shows the CE G, of our running example. The
figure uses actual degrees instead of their logarithms as
edge weights and omits the projection edges.

THEOREM 5.1

Let Q be a query with degree statistics deg(X, Y, %,) for each
R;and X C Y C A,. The optimal solution m, to the MOLP of
Q is the weight of the minimum-weight (@,4) path in CEG,,.

Theorem 5.1’s proof can be found in Chen’. With this con-
nection, readers can verify the MOLP bound in our example
by inspecting the paths in Figure 6; the minimum-weight
(@,A) path has aweight of 96, corresponding to the leftmost
path. We make two observations:

Observation 1: Joglekar and Ré' proves through a nu-
meric LP-duality argument that 2™ is an upper bound on
the the output size of the query (OUT), that is, OUT<2™ (see
Prop. 2'). Our CEG formulation of MOLP provides arguably
a simpler proof of this property. Note that each (@, <) path
in CE Gy corresponds to a sequence of extensions from @ to
Q and is an estimate of the cardinality of Q. Since we are us-
ing maximum degrees on the edge weights, each (@, &) path
is by construction an upper bound on Q. Since for any (@, 4)
path Pin CE Gy, OUT<2¥® and by Theorem 5.1, m, is equal to
the weight of the minimum-weight (@, A) path in CE Gy, then
ouT<2™,

Observation 2: Theorem 5.1 implies that MOLP can be
solved using a combinatorial shortest-path algorithm in-
stead of a numeric LP solver.

In Chen,” we also review the CBS pessimistic estima-
tor® and show, using CEGs in our proofs, that MOLP is as
tight as CBS and is exactly the same as CBS on acyclic join
queries over binary relations. Our use of CEGs as math-
ematical tools in our proofs can be interesting to readers
interested in the theory of worst-case bounds on the sizes
of join queries. Overall, our results show that CEGs are ex-
pressive enough to model two prior pessimistic estimators
as well. One benefit of this is we can apply optimizations
done in one class of estimators to the other. In the original
version of this paper’, we show an example of this by ap-
plying an optimization called the bound sketch optimiza-
tion developed for the CBS estimator also to the optimistic
estimators.

Figure 6. CEG,, for query st in Figure 1.
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6. EVALUATION

Recall that for pessimistic estimators, one should always
pick the shortest path on CE G, but for optimistic estima-
tors, there is no obvious choice. We next present extensive
experiments to evaluate the accuracies of the space of op-
timistic estimators we described on a large suite of datas-
ets and workloads, so we can provide an advice based on an
empirical justification. Our code, datasets, and queries are
available here.®* We note that the evaluation we make here
is based on subgraph queries, which are equivalent to join
queries over binary relations. Recall that this is because
prior optimistic estimators were developed in this context.
As a result, we note that the advice we give applies to this
context. Using CEG-based optimistic estimators for queries
over arbitrary relations is not in the scope of this paper.

Our original publication’” contains many more experi-
ments than what is shown here, including a comparison of
optimistic and pessimistic estimators (optimistic ones are
much more accurate), impacts on the plan quality of using
the optimistic estimators we advise on the RDF-3X system,
scalability of Markov Tables and CEGs as the size of the pat-
terns increase, and a detailed demonstration of applying
the bound sketch optimization of pessimistic estimator to
optimistic estimators.

6.1. Set-up, datasets, and workloads.

For all our experiments, we use a single machine with two
Intel E5-2670 at 2.6GHz CPUs, each with eight physical and
16 logical cores, and 512GB of RAM. We used six real-world
datasets, shown in Table 2, and six workloads on these data-
sets. Our dataset and workload combinations are as follows.

Table 2. Dataset descriptions.

Dataset Domain \'4l IEI IE. Labelsl
IMDb Movies 2T 65M 127

YAGO Knowledge Graph 13M 16M 91

DBLP Citations 23M 56M 27

WatDiv Products M 1M 86
Hetionet Social Networks 45K 2M 24
Epinions Consumer Reviews 76K 509K 50

IMDb and JOB: The IMDb relational database, together
with a workload called join order benchmark (JOB), has been
used for cardinality estimation studies in prior work.>** We
created property graph versions of the this database and
workload. Briefly, the construction is based on converting en-
tity tables, representing actors, movies, and companies as en-
tity nodes, and relationship tables representing many-to-ma-
ny relationships between the entities as edges. In addition,
adding foreign key edges between an entity node u to vif there
is a foreign key in the table « comes from to the table that v
comes from. The final workload contained 369 queries.

WatDiv and WatDiv-Acyclic Workload: WatDiv? is a
synthetic knowledge graph that has its own workload in
SPARQL format with 12,400 original queries. We converted
these queries into equivalent subgraph queries by removing
their vertex predicates, and we then removed queries with
at most three edges. After removing duplicates among the

remaining queries, there were 75 different queries left, nine
of which were cyclic and the other 64 acyclic. Because nine
queries is very small for a workload, we used only the 64 acy-
clic queries and call this the WatDiv-Acyclic workload.

YAGO 1 and G-CARE-Acyclic and G-CARE-Cyclic
Workloads: G-CARE" is a cardinality estimation bench-
mark for subgraph queries. From this benchmark, we took
their YAGO knowledge graph dataset and the acyclic and
cyclic query workloads for that dataset. The acyclic work-
load contains 382 queries generated from query templates
with 3-, 6-, 9-, and 12-edge star and path queries, as well as
randomly generated trees. We will refer to this workload as
G-CARE-Acyclic. The cyclic query workload contains 240
queries generated from templates with 6-, and 9-edge cycle,
6-edge clique, 6-edge flower, and 6- and 9-edge petal que-
ries. We will refer to this workload as G-CARE-Cyclic.

DBLP, WatDiv Epinions, Hetionet and Acyclic and
Cyclic Workloads: We used three other datasets: Hetio-
net, a biological network; DBLP, a real knowledge graph;
and Epinions, a real-world social network graph. Epinions
is a dataset that by default does not have any edge labels.
We added a random set of 50 edge labels to Epinions. For
these datasets, we created one acyclic and one cyclic query
workload, which we refer to as Acyclic and Cyclic. The
Acyclic workload contains queries generated from 6-, 7-,
or 8-edge templates, shown in Figure 7. Then, we gener-
ated 20 non-empty instances of each template by putting
one edge label uniformly at random on each edge, which
yielded 360 queries in total. The Cyclic workload contains
queries generated from templates used in Mhedhbi and
Salihoglu.'® We generated instances of these queries by ran-
domly matching each edge of the query template one at a
time in the datasets. Because the WatDiv’s original queries
contained only acyclic queries, we used the Cyclic work-
load also on WatDiv. We generated 70 queries for DBLP, 212
queries for Hetionet, 129 queries for WatDiv, and 394 que-
ries for Epinions.

6.2. Space of optimistic estimators.

We begin by comparing our nine optimistic estimators on
CE G,we defined. To set up an experiment in which we could
test all nine of the possible optimistic estimators, we used a
Markov table with h=3. A Markov table with only 2-size joins
cannot test different estimators based on different path-
length choices or any cyclic query.

To compare the accuracies of different estimators, for
each query Q in our workloads, we make an estimate using
each estimator and compute its g-error. If the true cardi-
nality of Q is ¢ and the estimate is e, then the g-error is max
{4¢& > 1. For each workload, this gives us a distribution of g-
errors, which we compare as follows. First, we take the logs
of the g-errors so they are now > 0. If a g-error was an under-
estimate, we put a negative sign to it. This allows us to order
the estimates from the least accurate underestimation to the
least accurate overestimation. We then generate a box plot
where the box represents the 25" (median) and 75 percentile
cut-off marks. We also compute the mean of this distribution,
excluding the top 10% of the distribution (ignoring under/over-
estimations) and draw it with a red dashed line in box plots.
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6.2.1. Acyclic queries and cyclic queries with only triangles.

Our first question is: Which of the nine possible optimistic
estimators leads to the most accurate estimates on acyclic
queries and cyclic queries that contain <3 edges on CEG,? We
compare our nine estimators on CE G,, for each acyclic query
workload in our setup (for IMDb, WatDiv, and YAGO, using

JOB, WatDiv-Acyclic,and G-CARE-Acyclic workloads). We
then compare our nine estimators on each cyclic query work-
load using the queries that only contain triangles as cycles. We
omit GCARE-Cyclic because every query in GCARE-Cyclic
except for one contained cycles with more than three edges.
Our results are shown in Figure 8. We make several obser-

Figure 7. Query templates for the Acyclic workload. Edge directions a

re omitted in the figure.

Figure 8. Evaluation of the optimistic estimators on CE G, on acyclic queries. Estimators are labeled “P-A"; P is the path length (one of
max-hop, min-hop, or all-hops) and A the aggregator (one of max-aggr, min-aggr, or avg-aggr).
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vations. First, regardless of the path-length choice, the max
aggregator (the last three box plots in the figures) makes sig-
nificantly more accurate estimates (note that the y-axis on
the plots is in log scale) than avg, which in turn is more ac-
curate than min. This is true across all acyclic experiments
and all datasets. For example, on IMDb and JOB workload,
the all-hops-min, all-hops-avg, and all-hops-max esti-
mators have a log of mean g-errors of 6.5 (underestimation),
1.7 (underestimation), and 1.02 (understimation), respec-
tively. Therefore on acyclic queries, when there are multiple
formulas that can be used to make an estimate, using the pessi-
mistic ones is an effective technique to combat the well-known
underestimation problem for estimators that make uniformity
and independence assumptions.”? This can give up to three
orders of magnitude lower mean g-errors than, for example,
the min-hop-min estimator from prior work.

We next analyze the effects of path-length choices. Ob-
serve that across all experiments, if we ignore the outliers
and focus on the 25-75 percentile boxes, max-hop and all-
hops do at least as well as min-hop. Further observe that on
IMDDb, Hetionet, and on the Acyclic workload on Epinions,

max-hop and all-hops lead to significantly more accurate
estimates. Finally, the performance of max-hop and all-
hops are comparable across our experiments. We verified
that thisis because all-hops picks one of the max-hop paths
in a majority of the queries in our workloads. Therefore, we
observe that the advantage of long-hop paths that condition
on 2-size joins when making uniformity assumptions is gen-
erally stronger than its disadvantage of making more inde-
pendence assumptions. Since max-hop enumerates strictly
fewer paths than all-hopsto make an estimate, we conclude
that on acyclic queries, systems implementing the optimistic
estimators can prefer the max-hop-max estimator.

Figure 9 shows the accuracies of the nine estimators on cy-
clic query workloads with only triangles. Our observations are
similar to those for acyclic queries, and we find that the max
aggregator yields more accurate estimates than other aggre-
gators, irrespective of the path length. When using the max
aggregator, we also observe that max-hop performs at least as
well asmin-hop. Therefore, as we observed for acyclic queries,
we find max-hop-max estimator to be an effective way to make
accurate estimations for cyclic queries with only triangles.

Figure 9. Evaluation of the space of optimistic estimators on CEG, on Cyclic workload on queries with only triangles.
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Figure 10. Accuracy of max-max for different query sizes (x-axis). The number on top of boxplots is the number of queries in the boxplot.
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Figure 11. Evaluation of optimistic estimators on CE G, on cyclic querie

s with cycles of four or more edges.
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6.2.2. Cyclic queries with cycles of size >3.

Recall our observation that on queries that contain large cy-
cles, existing optimistic estimators estimate paths instead
of cycles, which could yield highly inaccurate overestimates,
as real-world graphs contain many more paths than cycles.
Therefore, unlike the case for acyclic queries and queries
with small cycles, we now expect that estimates based on
CE G, will be pessimistic. To verify this hypothesis, our next
experiments compare the performance of optimistic esti-
mators for each dataset-cyclic query workload combination,
but only using queries that contain cycles of size > 3.

Figure 11 shows our results. As we expected, we now see
that the optimistic estimators yield overestimates for the
majority of the queries. This can be seen by observing that
except for a few exceptions, the 25-75 percentile boxes of the
boxplots are above 0. In addition, estimators using the min
aggregator are generally more accurate, sometimes with
several orders of magnitude difference, which can be seen
by observing the mean accuracy lines of the boxplots. For
example, on YAGO, the mean accuracy lines of max-hop-
min and max-hop-max are, respectively, 0.20 and 3.61 on
logarithmic scale, which correspond to absolute g-errors
of 1.58 (overestimation) and 4043.86 (overestimation). We
also observe that there is less sensitivity to the path-length
choice when using the min aggregator, and any of the path-
length choices perform reasonably well.

As we discuss in Section 8, we hope CEGs can be the foun-
dation for proposing other estimators for future work. As a
demonstration of the flexibility of our CEG-framework to de-
sign new CEG-based estimators, in the original version of our
paper,” we present one possible approach (though others can
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be proposed) to remedy the overestimates of the estimators on
CE G, for queries with large cycle queries. Specifically, we de-
scribe a new CEG, that modifies CE G, with new edge weights
thatincorporate a cycle-closing effect and show that estimates
on this new CEG can be more accurate than those on CE G,.

7. RELATED WORK

There is decades of extensive research on cardinality esti-
mation techniques that can be used for estimating sizes of
join queries. This literature has proposed several different
classes of estimators, including other summary-based ones,
as well as sampling-based ones and novel ML-based ones.
Sampling-based estimators®!*2-23 sample input records from
base tables and evaluate queries on these samples to make
estimates. Sampling-based estimators are fundamentally
different than summary-based ones as by increasing the
sizes of the samples they can be arbitrarily accurate, while
summary-based ones can be more accurate by keeping more
statistics. Another class of estimators on which there is active
work is ML-based ones that learn to make estimates from ex-
ample queries or predicates, e.g., example range predicates
on columns.? Studying how all these estimators compare is
beyond the scope of this work. In the following, we cover oth-
er summary-based estimators primarily focusing on graph-
based database management systems.

Many relational systems, including commercial ones
such as PostgreSQL, use summary-based estimators. Ex-
ample summaries include the cardinalities of relations,
the number of distinct values in columns, or histograms,
wavelets," or probabilistic and statistical models® that cap-
ture the distribution of values in columns. These statistics



are used to estimate the selectivities of each join predicate,
which are put together using several approaches, such as
independence assumptions. In contrast, the estimators
we studied store degree statistics about base relations and
small-size joins (note that cardinalities are a form of degree
statistics, for example, |R,| = deg(@, &)

Characteristic Sets (CS)* is a summary-based estimator
primarily designed to estimate the cardinalities of stars in
an RDF graph. It uses the so-called characteristic set of each
vertex v in an RDF graph, which is the set of distinct outgo-
ing labels v has. CS keeps statistics about the vertices with
the same characteristic set. Then, using these statistics, CS
makes estimates for the sizes of star queries. For a non-star
query Q, Q is decomposed into multiple stars sy, ...,s; in a
greedy manner, by removing the largest stars first, and the
estimates for each s, is multiplied. However, unlike the op-
timistic estimators we considered, this decomposition pro-
cedure does not lead to multiple possible decompositions.

Several works have proposed summary-based estima-
tors that compute a sketch of an input graph. SUmRDF?*°
builds a summary graph S of an RDF graph and adopts a
holistic approach to make an estimate. Given the summary
S, SumRDF considers all possible RDF graphs G that could
have the same summary S. In the context of estimating the
selectivities of path expressions XSeed® builds a sketch S
of the input XML Document. The sketch of the graph effec-
tively collapses multiple nodes and edges into supernodes
and edges with statistics on them. Then given a query Q, Q is
matched on § and using the metadata, an estimate is made.
Unlike CEGs, these techniques do not decompose a query
into smaller sub-queries, so the question of which decom-
position to use does not arise for these estimators.

Similarly, several work use data structures that are ad-
aptations of histograms from relational systems to store
selectivities of paths or trees in XML documents, such as po-
sitional histograms.** Such techniques do not consecutively
make estimates for larger paths and have not been adopted
to general subgraph queries.

8. LIMITATIONS, CONCLUSIONS, AND FUTURE WORK
Aside from capturing existing optimistic and pessimistic es-
timators, we believe the CEG framework can be the founda-
tion to develop novel summary-based estimators. In addition
to the two CEGs we considered here, CE G, and CE Gy, other
CEGs using different statistics can be defined and paired
with different techniques to pick paths. To demonstrate an
example, in the original version of this paper,” we describe
another CEG we call CE G, as a possible approach to remedy
the overestimation problem of optimistic estimator on CE G,
for queries with large cycles. CE G, uses new edge weights
that capture the closing of large cycles between sub-queries.
Perhaps the most important research question our work
leaves unanswered is: which CEG should be used in practice?
This is a very broad question and it is easy to define many
other CEGs and our understanding of which ones would
yield to better accuracy is limited. For example, one can
use variances or entropies of the distributions of small-size
joins as edge weights, possibly along with degree statistics,
and pick the lowest entropy paths. An important research

direction is to systematically study a class of CEG instances
that use different combination of statistics as edge weights,
as well as techniques for picking paths, to design more ac-
curate CEG-based estimators. In addition, in this work, we
focused only on join-only queries and ignore other non-join
predicates. An additional future work direction is to develop
principled mechanisms to integrate filters on the queries

that can be estimated using CEG.
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[CONTINUED FROM P. 112] can generate
buggy code, and we know it can gener-
ate code with security vulnerabilities.
So we hardly want the masses to use Al
tools to generate code and take the out-
put at face value.

This reminds me of some of your ear-
lier work on trustworthy AI"—in par-
ticular, about using formal methods
to ensure that AI systems demonstrate
things like reliability, safety, accuracy,
robustness, and other properties.

The missing link right now with any
Al system—whether it’s to produce text
or code or images or video—is a veri-
fication step of some kind that says,
“This system has all the properties we
expect from trustworthy computing.”
Of course, the challenge is that verify-
ing AI systems means incorporating
probabilistic reasoning and behavior.
So suddenly, we have to revisit all those
trustworthiness properties where
things are not necessarily right or
wrong, true or false, yes or no, on or off.

In a sense, it sounds like that’s another
facet of computational thinking that’s
more relevant in the age of AI—the ab-
stractions of statistics and probabil-
ity in addition to algorithms and data
structures.

When I think back to my own un-
dergraduate courses, I'm so grateful
that, as a computer science major, I
was required to take probability, sta-
tistics, linear algebra, and all of the
mathematical foundations that com-
puter science builds on. Math teaches
you skills like analysis, proof, and pre-
cision—it goes back to the basics, not
unlike English courses where you're
learning how to read and write.

Ethics is another issue that I'd expect
to have increased relevance. I don’t
know if you would call that an aspect of
computational thinking per se, but it’s
certainly an intimate neighbor.

I would relate ethics to the AI align-
ment problem,® where we strive to build
an Al system that aligns with human
values. A few years ago, when I worked
on ethics in data science with my col-
league Chris Wiggins here at Columbia,
we started with the Belmont principles.

d https://bit.ly/42£iQ]1
e https://bit.ly/4p1BzSF

These are standards released by a
Congressionally funded committee in
1978f that identify guidelines for ad-
dressing basic ethical issues that arise
from research on human subjects.

The three Belmont principles are
Respect for Persons, Beneficence, and
Justice. Others have proposed addi-
tional principles, but let’s just start
with these three, as applied to com-
puting and AI systems. The principle
of Respect for Persons suggests, for
example, that people should always be
informed when they are talking with a
chatbot. The principle of Beneficence
requires researchers to conduct a risk/
benefit analysis to maximize pos-
sible benefits and minimize possible
harms—in, forinstance, the decision a
self-driving car might make on whom
not to harm. Finally, the ethical princi-
ple of Justice requires us to ensure the
fairness of risk assessment tools in the
court system and automated decision
systems used in hiring.

That’s a principle with which you’ve
got some personal experience, through
your involvement with a 2019 task
forces that sought to ensure fairness in
New York City’s use of automated deci-
sion systems.

The genesis of the task force was
that many agencies in New York City
were making decisions about New York
City residents using automated tools.
Who gets low-income housing? Whose
garbage gets picked up first? Who gets
released without posting bail? There
are fairness issues behind each of
those questions, and if AI or automat-

f https://bit.ly/41VZoIw
g https://bit.ly/4ngs]i5
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ed decision tools are being used to de-
cide, then you could imagine them not
always being fair to each resident or to
each of the many different populations
that the city serves. At any rate, these
questions will continue to be with us,
and the Belmont principles are a start-
ing point to help address them.

Back in 2008, you listed “What is intel-
ligence?” among the field’s core ques-
tions." In the age of Al it seems more
relevant than ever. What other ques-
tions do you think are relevant to the
future computing?

We continue to debate the philo-
sophical differences between human
intelligence and machine intelligence.
Now, advances in generative Al raise
additional philosophical questions
such as “What is creativity?” While ma-
chines can create artifacts, are there
aspects of human creativity that dis-
tinguish humans from machines?

Of course, Al is not the only thing that’s
prompting us to reevaluate the nature
of computing. How do you see those is-
sues from your vantage as a university
administrator?

We need to rethink how research
universities are structured, how we
think about the value of academic re-
search, and where the funding comes
from. When federal funding is reduced,
everyone looks to industry. But industry
can’'t make up the difference—theyhave
their own mission and bottom line, and
their horizon is much shorter than the
horizon that academic researchers have
enjoyed since the Vannevar Bush era.

For computing, the added tension
is that industry, with big compute and
big data, has an edge over academia.
Can we create new, more flexible, mu-
tually beneficial models of engage-
ment between big tech companies and
academia?

We've also lost the trust of the pub-
lic in science. Unfortunately, AI has
added to this mistrust.

These are questions that I don’t
have easy answers to, but they are fun-
damental to the future of the field.

h https://bit.ly/AmVuNfF

Leah Hoffmann is a technology writer located in
Piermont, NY, USA.
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Q&A

The Rise of Computational

Thinking in the Age of Al

Jeannette Wing considers what computer science
should be teaching in the context of artificial intelligence.

COMPUTING Is HARDLY the only disci-
pline in which AT has prompted a mo-
ment of reflection. Yet coding agents
and app generators raise profound
questions about the purpose of the
field—and indeed, its very nature. At
this challenging juncture, Jeannette
Wing, executive vice president for re-
search and professor of computer sci-
ence at Columbia University, finds
herself reflecting on a concept she’s
promoted for nearly 20 years: compu-
tational thinking,* or the mental tools
and processes that give computer sci-
ence its power. Here, she discusses
how the idea has evolved—and which
aspects of computational thinking will
be most relevant in the future.

When we last spoke,” you had just
popularized the term computational
thinking to describe how computer sci-
ence transcends computer program-
ming—and to capture the value of the
models, methods, and abstractions
that computer scientists use to solve
problems. Let’s get right into it: What
is computational thinking in the age
of AI?

When I first wrote about compu-
tational thinking,© I wanted to make
the point that the value of computer
science goes beyond the specific pro-
gramming skills that we teach. But I
felt that a lot of people, especially in
the realms of K-12 and introductory

a https://bit.ly/47ZrBuN
b https://bit.ly/3HRoLxt
¢ https://bit.ly/4m1fdO9

undergraduate education, took that
to mean we should teach coding to ev-
eryone. They equated computational
thinking with computer program-
ming, which is exactly what I was try-
ing to get away from. In some sense,
programming is just a skill you learn
in order to express concepts in a way
that machines can actually execute.

And now that AI can generate increas-
ingly viable code, programming has
become something of a commodity.
The real question is, what and how
should we be teaching our students in
the context of AI? Should we bother to
teach coding, or should we just teach
students how to use AI tools? When I
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talk to my computer science colleagues
in both academia and industry, the
growing consensus is that computa-
tional thinking is more important
than ever. AI offloads a lot of the men-
tal activity you would otherwise have
to do on your own. But it doesn’t take
away the need for you to understand
what is generated. You still need to
have an appreciation of what coding
is and what code expresses in terms of
algorithms and data structures, time
and space efficiency, and so on.

At the moment, at least, AI code is also
far from perfect.

We know AI can generate bad code.
We know it [CONTINUED ON P. 111]
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