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12	 How Avatars Make People Feel
Studies examine the effects of avatars  
on their users and others.
By Neil Savage

15	 AI Multiplies for Drug Discovery
Throttling access to a leading AI tool 
for drug discovery has spawned  
many variants and advances. But 
there is still some way to go.
By Chris Edwards

18	 In Memoriam
David J. Farber
“Grandfather of the Internet”  
who excelled in academic and  
industry leadership roles made 
networking his life.
By Simson Garfinkel  
and Eugene H. Spafford
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By Alex Wright
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Open access, Basic and Premium,  
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By Jack Davidson  
and Wayne Graves
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By Dennis Shasha
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By Qiang Yang
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Teaching Programmers  
a Survival Mindset
Oscar M. Bonastre looks at trends  
shaping the teaching of programming.

28	 Opinion
From Passive to Participatory: 
How Liberating Structures Can 
Revolutionize Our Conferences
Tracking conference restructuring 
toward generating new ideas and 
discussing established work.
By Daniel Russo and  
Margaret-Anne Storey

Watch the authors discuss 
this work in the exclusive   
Communications video.  
https://cacm.acm.org/
videos/revolutionize-
conferences

Opinion

32	 Opinion
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By Douglas C. Schmidt
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The Importance of Geopolitics  
in AI Development
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past geopolitical tensions.
By Mari Sako
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The shiniest tool might  
cut the deepest.
By George V. Neville-Neil

41	 Opinion
Redefining the Software Engineering 
Profession for AI
Without the hiring of early-in-
career developers, the profession’s 
talent pipeline will collapse, and 
organizations will face a future 
without the next generation of 
experienced engineers.
By Mark Russinovich  
and Scott Hanselman
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Research and Advances

80	 Learning to Flow  
(Between Datacenters)
Leveraging ML models to directly 
learn network flow configurations 
from empirical data can deliver 
robustly high performance, 
surpassing that of demand-
prediction methods.
By Yarin Perry, Srikanth Kandula, 
Ishai Menache, Michael Schapira,  
and Aviv Tamar

Research Highlights

88	 Technical Perspective
Fusing LLMs with Completion 
Engines for Automated  
Program Repair 
By Gabriele Bavota

89	 Copiloting the Copilots for 
Automated Program Repair
By Yuxiang Wei, Chunqiu Steven Xia, 
and Lingming Zhang

Research and Advances

50	 Where Are the City Trees? 
Monitoring Urban Trees across  
the U.S. Using Generative AI 
For years, conducting an urban tree 
inventory was a luxury only large, 
highly resourced cities could afford. 
A new AI-based approach not only 
brings this capability within reach 
to smaller cities but also requires 
significantly less time.
By Adnan Firoze, Akshaj Uppala, 
Lindsay Darling, Raymond A. Yeh, 
Bedrich Benes, Brady Hardiman,  
Songlin Fei, and Daniel Aliaga

Watch the authors discuss 
this work in the exclusive   
Communications video.  
https://cacm.acm.org/
videos/city-trees

Research and Advances

60	 Communication Bias in  
Large Language Models:  
A Regulatory Perspective
While new regulatory frameworks 
address fairness, accountability, 
and safety in AI systems, they often 
fail to directly mitigate the subtle 
“communication bias” in LLMs that 
can distort public discourse and 
democratic processes.
By Adrian Kuenzler and Stefan Schmid

72	 General Game Playing
General game players are computer 
systems capable of playing strategy 
games based solely on game 
descriptions supplied at “runtime.” 
While general game playing is 
intellectually engaging and fun, 
it also serves as a laboratory for 
practical applications, and provides 
a theoretical framework for defining 
rationality.
By Michael GeneserethAbout the Cover: 

Seen from high above, 
streets and buildings 
dominate the cityscape. 
But as we zoom in, trees 
enter the picture—trees 
that not only provide shade 
for residents but also 
capture excess water and 
purify the air. Typically, 
cities keep track of these 
precious trees through 
laborious, expensive 
manual tree counts. But a 
new generative-AI-based 

approach that uses satellite images aims to change this, 
detecting trees otherwise lost in the concrete jungle. 
Cover illustration by JaceyTec.
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cerf’s up

F
OR SOM E  READERS ,  this es-
say will be old news. If it is, 
please consider responding 
to the implicit and explicit 
questions raised here. If it is 

not old news, please give some thought 
to practical responses that might miti-
gate the potential hazard of time-stamp 
variables wrapping around to reset the 
interpretation of the time variable to 
an unintended previous time. 

There are two problems: One will 
hit in 2036a and the other in 2038.b 
Let’s take the first one. The Network 
Time Protocol (NTP) uses a 64-bit 
timestamp. The first 32 bits represent 
seconds since Jan. 1, 1900, and the last 
32 bits are fractions of seconds. The 
first part, seconds, will wrap around 
back to zero after 136 years, 4 days, 6 
hours, 28 minutes, and 16 seconds. 
That will occur on Feb. 6, 2036. At that 
point, the time stamp would be inter-
preted as Jan. 1, 1900. NTPv4 uses the 
concept of eras to deal with this, but 
older systems may think they have 
been transported back to the begin-
ning of the 20th century. 

The second problem hits in 2038, 
when UNIX and its derivative systems 
that rely on counting seconds since 
the “UNIX epoch” (Jan. 1, 1970) using 
a signed 32-bit integer reach maxi-
mum positive value. When the clock 
hits 03:14:07 UTC on Tuesday, Jan. 19, 
2038, the clock value goes negative, and 
the system will think it is 08:45 pm on 
Dec. 13, 1901. 

Many systems have been upgrad-
ed to 64 bits for seconds, which will 
keep running correctly for 292 billion 
years—if they are still around to com-
pute! The big problem is legacy imple-

a	 https://en.wikipedia.org/wiki/Network_Time_
Protocol#Timestamps

b	 https://en.wikipedia.org/wiki/Year_2038_
problem

mentations in devices not normally 
subject to regular software updates. 
Think Internet of Things devices or 
other devices users do not bother to 
update. Medical devices, embedded 
sensors, or other “install-and-forget” 
appliances are all at risk if they rely on 
these time-of-day mechanisms. 

There is likely COBOL code from the 
1950s that uses 32-bit date/time vari-
ables. Apart from re-hiring retired CO-
BOL programmers (YAY!) as happened 
with the famous Y2K two-digit year 
problem that threatened at midnight 
on Dec. 31, 1999, it might be timely 
to think about introducing typed vari-
ables known to represent time stamps 
at least in languages supporting types. 
Some do not, of course. Ideally, we 
would introduce testing for imminent 
wrap-around conditions and take 
some corrective action. 

There are likely several other simi-
lar “gotchas” where variables are not 
sized in anticipation of the hazards of 
wrap-around consequences. Perhaps 
a campaign to identify open source li-
braries in need of repair would be help-
ful. One wonders whether vibe coding 

systems could be trained to recognize 
and avoid wrap-around hazards. Per-
haps a bug-finding reward system 
would also be helpful. That practice 
seems to have worked reasonably well 
for other kinds of bugs. 

One wonders what other counter-
based constructs subject to overflow 
are lurking in code we rely on daily to 
operate correctly. Could we train AI 
programming tools to look for poten-
tial overflow problems before they are 
embedded in widespread software? 
Could we train programmers to avoid 
making these mistakes in the first 
place? 

As an undergraduate at Stanford in 
the early 1960s, I took classes in nu-
merical analysis from George Forsythe 
and Gene Golub, where I learned that 
finite significant digits could dwindle 
to zero when certain kinds of com-
putations were done, such as matrix 
inversion. Scary scenarios of planes 
flipping over in flight were offered by 
ACM A.M. Turing Award recipient Wil-
liam Kahan at the annual Heidelberg 
Laureate Forum. Kahan received this 
recognition for his pioneering work in 
digital numerical analysis. There are 
potential computational hazards lurk-
ing everywhere.

Setting aside all the various apoc-
alyptic scenarios associated with 
artificial intelligence, these bread-
and-butter pedestrian computations 
strike me as just as scary because of 
their predictability. I am sure some of 
you are already all over this problem; 
others, not so much. I’d like to hear 
from you.	

Vinton G. Cerf is vice president and Chief Internet 
Evangelist at Google. He served as ACM president from 
2012–2014.

It’s about Time
DOI:10.1145/3799690		  Vinton G. Cerf

How might we mitigate 
the potential hazard of 
time-stamp variables 
wrapping around to 
reset the interpretation 
of the time variable 
to an unintended 
previous time? 

This work is licensed under a  
Creative Commons Attribution 

International 4.0 License.

© 2026 Copyright held by the owner/author(s).
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letters to the editor

The paradigm shift, then, extends 
beyond how we build software to how 
we communicate findings across all em-
pirical disciplines. Static papers were ad-
equate when reproducibility was largely 
aspirational. They are inadequate when 
we now possess tools to make verifica-
tion practically accessible. Just as the 
Web demanded new norms for informa-
tion sharing, AI may require us to treat 
papers not as endpoints, but as interfac-
es—entry points into executable, explor-
able systems.

This is not a call for every publica-
tion to distribute proprietary data or 
production infrastructure. Rather, it 
is an invitation to establish new mini-
mal standards for evaluability in an AI-
enabled research ecosystem. A medical 
paper might include a synthetic patient 
simulator; a robotics paper, a minimal 
navigation environment; a finance pa-
per, representative synthetic time series. 
Even simplified artifacts can dramati-
cally improve transparency and under-
standing compared to prose alone.

Importantly, this standard should 
apply universally—not just to papers 
about AI, but to papers enabled by AI’s 
capacity to generate representative com-
putational artifacts across domains.

If AI represents a paradigm shift in 
computing, it may ultimately be remem-
bered as the force that enabled a long-
overdue shift in scientific communica-
tion itself: from static descriptions of 
results to executable, inspectable repre-

V
INTON G. CERF’S February 2026 
Communications Cerf’s Up 
column, “Does AI Now Rep-
resent a Paradigm Shift?” 
rightly characterizes mod-

ern AI systems as a departure from tra-
ditional computing models: probabilis-
tic rather than deterministic, emergent 
rather than explicitly programmed. But 
if AI represents a paradigm shift in how 
computation is performed, the more 
profound shift may lie in what AI now 
makes possible for scientific communi-
cation itself—across all domains, not 
just computer science.

Much of today’s scientific and techni-
cal literature still treats the paper as a 
static narrative artifact: prose, figures, 
and perhaps equations describing re-
sults assumed to be reproducible in 
principle. That assumption has always 
been fragile—a reader cannot truly ver-
ify a claimed medical treatment effect, 
a robotics navigation algorithm, or a fi-
nancial risk model from textual descrip-
tion alone. What has changed is that AI 
now provides the tools to address this 
limitation at scale.

Consider common claims across do-
mains: “Our treatment protocol improved 
outcomes by 15%” (medicine), “Our robot 
navigated cluttered environments with 
95% success” (robotics) [or] “Our model 
predicted market downturns with 80% 
accuracy” (finance). Traditionally, verify-
ing such claims required access to propri-
etary patient data, expensive hardware 
platforms, or confidential financial re-
cords—barriers that made true reproduc-
ibility impossible for most readers.

AI systems can now generate syn-
thetic patients that preserve statistical 
properties of clinical populations, simu-
late robotic environments with realistic 
physics and sensor noise, and create 
synthetic market scenarios reflecting 
historical volatility patterns. These are 
not perfect replicas, but they are inspect-
able representations that allow readers 
to probe methodology, test edge cases, 
and verify claims in ways that prose de-
scriptions never could.

sentations of empirical claims—not just 
in computer science, but across the full 
spectrum of quantitative research.

�Uri Kartoun, 
Cambridge, MA, USA

Author’s response:
I resonated with this proposition. If AI 
helps to improve the scientific method, 
we are all well served.

Vinton G. Cerf, 
McLean, VA, USA

Ascertaining Certifiability
We read the January 2026 Communica-
tions article “Certificates in AI: Learn but 
Verify” by Barrett, Henzinger, and Ses-
hia, and with great interest. The authors 
articulate a timely and important vision: 
moving beyond purely statistical evalua-
tion toward AI systems that produce out-
puts together with verifiable certificates.

Communications readers may be in-
terested to know of a theoretical foun-
dation for this paradigm developed 
in our work “Models That Prove Their 
Own Correctness” (Amit, Goldwasser, 
Paradise, Rothblum; arXiv May 2024, 
NeurIPS December 2025). In that paper, 
we formalize the idea of a self-proving 
model that proves the correctness of a 
generated answer to a verifier via an in-
teractive proof. Certificates considered 
by Barrett et al. are a special case of 
interactive proofs in which the interac-
tion with the verifier consists of a single 
message sent by the prover (see Related 
Work section of Barrett et al.).

Self-proving models represent a syn-
thesis of learning and verification. They 
retain the expressive power of modern 
machine learning while inheriting the 
accountability of proof systems. We be-
lieve this combination offers a promis-
ing foundation for addressing one of 
the central challenges of the current AI 
era: how to obtain trustworthy behavior 
from increasingly capable yet untrusted 
models.

Barrett et al. beautifully connect this 
vision to the history of formal methods. 

DOI:10.1145/3797252		

AI and the Evolving Role  
of the Scientific Paper

Much of today’s 
scientific and 
technical literature 
still treats the paper 
as a static narrative 
artifact.
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Our paper provides a complexity-theo-
retic foundation (with soundness and 
completeness guarantees adapted to the 
setting of generative AI). We also provide 
learning algorithms to train models that 
generate per-output proofs. In particu-
lar, we introduce Transcript Learning 
(TL) and Reinforcement Learning from 
Verifier Feedback (RLVF), and prove 
convergence guarantees for training au-
toregressive self-proving models using 
TL and RLVF. These results are comple-
mented by small-scale interpretable ex-
periments. Since the appearance of our 
work, variants of RLVF (sometimes re-
ferred to as RLVR) have been adopted in 
a range of settings, including code gen-
eration, medical reasoning, and multi-
modal tasks.

It is not a coincidence that both works 
arrive at essentially the same frame-
work, one from computational complex-
ity theory and the other from formal 
verification. In fact, we believe it reflects 
a deeper scientific convergence. Modern 
machine learning has produced models 
of unprecedented capability, far outpac-
ing our ability to reason formally about 
their behavior or to provide guarantees 
of correctness, safety, or reliability. At 
the same time, complexity theory and 
formal verification have, for decades, 
studied how powerful computational 
entities (for example, agents) could justi-
fy their outputs to a weaker verifier. The 
recent emergence of self-proving models 
and in particular certificate-producing 
models, can be seen as the natural point 
at which these two traditions meet. We 
look forward to continued scientific dia-
logue between these communities in 
service of trustworthy generative AI.

Shafi Goldwasser and Orr Paradise, 
Weizmann Institute of Science,  
Rehovot, Israel

Authors’ response:
We thank Goldwasser and Paradise for 
their recommendation to think about 
connections between the important 
roles certificates play in complexity theo-
ry and in formal methods. We agree that 
the two approaches are synergistic and 
share a common vision for trustworthy 
generative AI. We hope that both works 
will help inspire further research in sup-
port of this vision.

Thomas Henzinger, 
Institute of Science and Technology 
Austria, Klosterneuburg, Austria

Impacted Wisdom
If one revises the January 2026 Commu-
nications article “Shaping AI’s Impact on 
Billions of Lives” by replacing “AI” with 
more general terms such as “computer,” 
“computerized,” or “computer systems,” 
and makes the necessary minor gram-
matical corrections, the result is just as 
relevant and valid as the original. Long 
before the recent surge of attention to 
“artificial intelligence,” people were 
concerned about the impact of comput-
er systems on employment, education, 
healthcare, information distribution, 
media/entertainment, governance, na-
tional security, and science—the very ar-
eas discussed in this article. There have 
long been people warning about the 
dangers of automation while others tout 
the tremendous benefits of computers. 
That has not changed.

Given the absence of a widely ac-
cepted definition that would allow us 
to distinguish products that exhibit 
intelligence from routine applications 
of IT, this situation should not surprise 
anyone. It should make us ask why we 
use such a fuzzy term at all. The hype 
gives the impression that AI experts are 
breathing life into inanimate objects 
rather than building mechanical sys-
tems that are often poorly understood. 
The term AI also seems to block clear 
thinking about liability.

The authors liken AI systems to other 
innovations such as aviation, television, 
and the Internet. However, each of those 
inventions gave humankind the ability 
to do things that we could not do before, 
We know from the work of researchers 
in the field of computability (such as 
Alan Turing) that this is not true of AI. 
We also know that AI systems offer no 
new capabilities because they can be 
successfully simulated on conventional 
hardware.

One property that most systems 

identified as “AI” have is that they imi-
tate humans. They either imitate our 
externally visible behavior or imitate 
methods that humans seem to use. 
We should be asking whether this is a 
good idea. Photocopy machines do not 
imitate scribes or forgers; they do their 
job better than people did. Often the 
best method for a machine to use is not 
the method that people use to solve the 
same problem.

The real impact of AI may be to slow 
progress as resources are diverted from 
other approaches.

David Lorge Parnas, 
McMaster University, 
Hamilton, Ontario, Canada

Authors’ response:
We believe the high impact of AI over 
conventional computing is becoming 
more widespread. Here are examples 
of new capabilities on formerly “intrac-
table” problems where the deep neural 
network version of AI has already made 
advances well beyond conventional 
computer systems, some since we sub-
mitted our paper:

	˲ Game Playing: At the ACM Turing 
Centenary Celebration on June 15, 2012, 
I asked Turing Laureate Ken Thompson 
when he thought a computer would beat 
a human champion at Go. He said it was 
“way, way out.” When the audience of 
hundreds was polled, the most popular 
choice was 20 to 30 years out, and only a 
single person in the audience thought it 
would be under 10 years. Less than four 
years later, AlphaGo beat Go wunder-
kind Lee Sedol.

	˲ Science: AlphaFold made tremen-
dous progress on the long-standing 
protein-folding challenge, and just six 
years after its release AlphaFold was rec-
ognized by a Nobel Prize. Another Nobel 
laureate has said it advanced the field by 
20 years. Today, more than two million 
scientists use AlphaFold.

	˲ Healthcare: The largest random-
ized control trial of medical AI use (more 
than 100,000 women) compared a radi-
ologist plus AI versus two radiologists 
for two-year follow-up visits for women 
diagnosed with breast cancer. AI added 
29% more cancers detected at a 44% re-
duced workload with fewer cancers in 
the following visit, and when found, the 
cancers were less aggressive.

	˲ Programming: Surveys find that 
most programmers are now using AI 

Often the best method 
for a machine to use 
is not the method that 
people use to solve 
the same problem.
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than a language. It is like expecting a 
good chess-move predictor to predict 
good moves for Go or expecting a good 
weather predictor to accurately predict 
the future value of a stock.

The metamodel tells how to pre-
dict whether an LLM can do a given 
task. When you must decide whether 
an LLM can do a task, you have to ask 
what is the LLM really modeling, that 
is, about what phenomena does the 
LLM predict well? The LLM will be 
good for the task if and only if these 
good predictions facilitate the task. If 
not, and the LLM is used to do the task, 
the LLM would make whatever predic-
tions it can from the prompt. The out-
put, though good for the LLM’s model, 
will not be relevant to the task, and 
will be judged as hallucination. Thus, 
ChatGPT does a good job of writing a 
legal brief in the correct format and 
in fluent, native English, but the legal 
brief may reference non-existent stat-
utes and court cases.

I personally think that the very fact 
that an LLM hallucinates—that is, 
bullshits—so fluently in native English 
leads humans to believe that the LLM is 
intelligent,b and thus to ask the LLM to 
do tasks for which it has not learned a 
good model.

Daniel Berry, 
Waterloo, Ontario, Canada

Author’s response
That’s right. There is no known way 
to build a “truth detector” so that the 
augmented LLM can distinguish true 
from false outputs. The problem is that 
“truth” is very slippery. Different com-
munities can have different and con-
tradictory truths. Science is the best 
approach we have evolved for finding 
statements confirmed by almost all the 
evidence and refuted by little or no evi-
dence. Science depends on many experi-
ments, debates, disagreements, con-
troversies, and conversations before a 
claim evolves into widely accepted truth. 
I do not see how a machine can do this.

Peter J. Denning, 
Monterey, CA, USA

b	 https://doi.org/10.1109/MC.2025.3547458

tools to improve productivity. As con-
crete examples, studies on Github Copi-
lot and Amazon’s CoreWhisper conclude 
that programmers using AI completed 
tasks more than 50% faster.

	˲ Parnas writes that AI offers no new 
capabilities and that “The real impact of 
AI may be to slow progress as resources 
are diverted from other approaches.”

Together with my co-authors, we be-
lieve AI is already demonstrating new 
capabilities across a remarkably broad 
set of fields, and will positively impact 
the world profoundly across many ar-
eas, including those highlighted in our 
paper.

I love that our field moves so fast that 
we do not need to wait long to resolve 
disagreements. We will all know soon 
enough whether AI slows progress or ad-
vances it and provides new capabilities.

David Patterson, 
Berkeley, CA, USA

Whither Forecasting
Peter Denning’s December 2025 Com-
munications The Profession of IT col-
umn, “Forecasting,” begins by explain-
ing the traditional roles of a model, the 
most important of which is to predict 
the modeled phenomenon’s future be-
havior. Before a model can be be used 
safely for prediction, it must be subject-
ed to validation that shows that it accu-
rately captures the phenomenon’s past 
behavior.

Denning shows that because LLMs 
derive their outputs entirely from the 
statistics of their training data, with 
no additional checks for the truth of 
that data, LLMs are prone to generate 
nonsense, to hallucinate, making it 
dangerous to accept their outputs as 
reliable predictions, particularly when 
a mistake can be costly or deadly. Ex-
amples of LLM tasks with high rates 
of hallucination are those requiring 
knowledge of science, law, mathemat-
ics, and logic.

Denning’s explanation suggests a 
metamodel of LLMs, and of ANNs in 
general, that allows predicting what an 
LLM can accurately predict and what it 
cannot. The metamodel follows:

An LLM is a good model of a lan-
guage—usually English—no more and 
no less. And this is “language” in the 
strictest sense, that is, what makes a 
grammatically correct utterance in the 

language, independent of meaning 
and truth. An LLM predicts the next 
word likely to appear in text that fol-
lows the prompt, based on the mass of 
text in its learning data, which is typi-
cally a collection of documents written 
by writers who are fluent, if not na-
tive, in the language, usually English. 
Consequently, the text that an LLM 
generates from a prompt resembles, 
in my experience, text written by a na-
tive speaker of the language. Indeed, 
the most common legitimate use of 
ChatGPT in my university and in my 
research field is for writers, who are 
not native in English to ask ChatGPT 
to rewrite into grammatically correct, 
native English, with no embellish-
ment, content that they have written 
themselves.

The data in the LLM does not give 
it the ability to know what is the truth, 
but no model of language in the strict-
est sense does, because people who 
make mistakes, lie, or bullshit can do 
so with correct grammar. A completely 
different model, independent of the 
LLM, would be needed for an ANN to 
predict truth. However, as Denning 
explains elsewhere,a deciding what is 
truth is very difficult, because in the 
end, truth is what one community says 
is true, and different communities my 
have different truths.

All this explains why an LLM is very 
good at being a native writer of its lan-
guage and doing some linguistic func-
tions with the language, such as search-
ing, but it is very bad at doing other tasks 
for which the language is not a model. 
For any of these other tasks, an ANN 
that is a well-trained model of that task 
must be used. Fundamentally, our prob-
lem is that we are trying to use a good 
model of a language as a model for more 

a	 https://doi.org/10.1145/3726009

An LLM is a 
good model of a 
language—usually 
English—no more,  
no less.

Communications welcomes your opinion. To contribute 
a letter to the editor, please limit your comments to 500 
words or less and send to letters@cacm.acm.org
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CAREER PATHS
IN COMPUTING

I switched to an AI Ph.D. program under 
Professor Dana Nau after completing 
my astrophysics master’s program. 

My first faculty appointment, at the 
University of Waterloo, centered on “au-
tomated planning.” I have long believed 
the ability to engage in long-term think-
ing and planning is a true hallmark of 
intelligence—what is now referred to as 
the “System 2” component of human 
cognition. Using the computational 
power of state-of-the-art workstations 
available at the time, my students and I 
developed AbTweak, one of the earliest 
open source hierarchical AI planners. 
With AbTweak, we sought to explore 
how intelligently structuring domain 
knowledge—via logical frameworks and 
machine learning (ML)—could enable 
more efficient and intelligent planning 
systems. But I soon realized that AI plan-
ning suffered from a lack of quality data. 
To address this, I explored AI planning 
domain-knowledge learning—even tak-
ing woodworking classes to model hu-
man carpentry! 

My work in “transfer learning” was 
partly inspired by my infant son, An-
drew, who effortlessly applied knowl-
edge across different tasks with mini-
mal training. This reminded me of heat 
transfer in physics—could we develop 
the “thermodynamics of transfer learn-
ing”? My team explored key questions: 
What is the “invariant core” enabling 
knowledge transfer? Can AI achieve 
“lifelong learning” like humans? How 
can knowledge transfer work across 
“heterogeneous domains”? Is a picture 
truly worth a thousand words? (How can 
we transfer between images and text?) 

One of the accomplishments I am 
most proud of is building the FATE fed-
erated learning system and establish-
ing the world’s first industry standard 

for federated learning.a This work was 
not only technically ambitious but also 
deeply meaningful: It turned a theoreti-
cal idea into real-world infrastructure 
that protects privacy while enabling AI to 
scale across industries. In 2018, I joined 
a digital bank to start an AI project, when 
I realized that the digital finance sector 
faced an acute paradox: AI models need-
ed massive data to perform well, yet data 
could not be centralized or shared due to 
strict privacy regulations and ethical con-
cerns. Data was locked in silos, and tradi-
tional ML simply could not operate. Our 
solution was to advance federated learn-
ing, an ML paradigm that enables AI 
models to be built over several distribut-
ed data silos where data privacy is strictly 
protected. Our challenge was turning 
federated learning from a research con-
cept into a stable, industrial-grade sys-
tem. We had to design algorithms that 
could work across hundreds of heteroge-
neous data sources with vastly different 
distributions. We had to ensure the sys-
tem was secure, efficient, and scalable 
enough for real financial transactions. 
Most difficult of all, we had to unify in-
dustry expectations and drive consensus 
toward a global standard, even while the 
technology was still evolving.

Like Townes’ fish discovery, a scien-
tific career is a journey of transfer learn-
ing (applying core skills across domains) 
and federated learning (collaborating 
with others). The constants? Curiosity, 
patience, teamwork, and perseverance—
the fuel for overcoming challenges and 
achieving meaningful progress. 	

a	 https://github.com/FederatedAI/FATE

A
S A N  UNDERG RADUATE as-
trophysics student at Pe-
king University, I met No-
bel Prize-winning physicist 
Professor Charles Townes, 

who shared a childhood story that 
shaped his career: After catching an un-
usual fish, he sent it off to the Smithso-
nian Museum and was congratulated 
for discovering a new species. That mo-
ment cemented his path as a scientist; 
he went on to invent the maser and sub-
sequently, the laser. 

When I began my physics graduate 
studies in 1982 at the University of Mary-
land, I found my own “new fish”—artifi-
cial intelligence (AI). Like astrophysics, 
AI fascinated me with its blend of obser-
vation and model-building, but instead 
of studying the cosmos, it explored the 
human mind. After acquiring the neces-
sary computer science (CS) background, 

My Journey in AI: Inspired by a  
Nobel Laureate and an Unusual Fish 
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There are several dimensions of 
debate on these issues, from the 
need to reconfigure the role of AI in 
programming education, to how we 
might reintroduce a greater focus on 
the fundamental principles of comput-
ing. Similarly, to emphasize the impor-
tance of reflection, I will draw on two 
contexts: one anthropological and one 
technological. 

Excess Resources and Blind 
Faith in AI: A Perfect Storm
In my distributed systems classes, I of-
ten see students using AI-powered code 
assistants that suggest code fragments 
or even entire programs. Additionally, 
large-capacity memory, mass-storage 
devices, and fast processors are now 
commonplace on students’ modern 
personal computers.

However, this technological conve-
nience is fostering an increasing de-
pendence on AI to solve programming 
tasks. It can leave students with only a 
superficial understanding of the algo-
rithms being generated. This automa-
tion, along with powerful development 
environments, has contributed to 
reducing the perceived need to thor-
oughly understand what is really hap-
pening behind the scenes of the code 
being used.

Becoming accustomed to over-pro-
visioned resources has brought further 
concerns. The decreasing cost of hard-
ware encourages a certain complacency: 
If a code is inefficient in memory or CPU 
usage, one tends to trust that a more 
powerful machine or extra memory will 
solve the problem. For example, low-
quality code might run acceptably with 
small data on a powerful machine, but 
fail spectacularly with larger data vol-
umes on more constrained systems.

This mindset contrasts with the 
traditional discipline of programming 
education, in which every instruction 
and every byte mattered, and opti-
mization was an essential part of the 
computer science student’s training. 
The point here is that even while le-
veraging the benefits offered by AI in 
programming, an excessive depen-
dence on AI-generated solutions and 
the over-provisioning of resources can 
undermine the proper development of 
computational, logical, and algorith-
mic thinking in future programmers 
or computing scientists.

To address this scenario, it is cru-
cial to reflect on how to strengthen the 
teaching of computational efficiency 
and the complexity of algorithms im-
plemented in modern programming 
languages and, above all, how to code 

OSCAR M. BONASTRE
We Need to Teach the 
‘Inuit’ Mindset to Young 
Computing Engineers
DOI:10.1145/3793660

https://bit.ly/49yxZts

Two key trends are shaping the teaching 
of programming to the next generation 
of computing engineers at present. The 
first is the proliferation of artificial in-
telligence (AI) tools capable of automat-
ically generating code; the second is the 
availability of ever more powerful com-
putational resources. This combination 
has created a paradoxical situation: 
programming has never been more ac-
cessible thanks to AI, yet it’s also never 
been easier to neglect programming 
efficiency and fundamental principles 
given the seemingly “free” nature of 
abundant hardware resources.

Given this situation, it’s pertinent 
to pose the following questions to the 
computing science community:

	˲ For educators: Are we adequately 
training young programmers and fu-
ture computing engineers?

	˲ For student developers: Is a pro-
posed solution the most computation-
ally efficient given available resources, 
and is it resilient to changing or adverse 
conditions?

Teaching Programmers 
a Survival Mindset
Oscar M. Bonastre looks at trends shaping the teaching of programming.

	 https://cacm.acm.org/blog

Read more blogs and join the discussion 
at https://cacm.acm.org/blog.
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mathematical instructions for dynamic 
systems. Doing so will help students 
better understand sensitivity to initial 
conditions and cope with uncertainty 
in their programs’ results. Reflecting 
on how to achieve this is essential for 
students to develop an adequate ca-
pacity for critically analyzing code—
whether their own or that suggested by 
AI tools—when faced with problems 
with limited resources and under con-
ditions that can unexpectedly become 
complicated. Otherwise, programming 
education runs the risk of producing fu-
ture developers who have not truly, or at 
least not sufficiently, encountered real-
world environments—simply because 
AI was trusted to do it and the computer 
ran it without issue.

It is important to clarify that this is 
not about rejecting the use of AI and 
reverting to a former era of computing. 
Instead, we should integrate the best 
of both worlds. We must harness the 
tremendous potential of AI while in-
stilling in students the ability to evalu-
ate and improve solutions using their 
own sound judgment. As a direct con-
sequence, a well-trained programmer 
will think twice before accepting an AI-
generated solution if it uses resources 
disproportionately or does not guaran-
tee adequate resilience when execution 
scenarios change drastically.

Harnessing Inuit Culture for 
Technological Advancement
To encourage reflection, I find it in-
structive to draw on two approaches: 
one anthropological and one techno-
logical. The anthropological approach 
uses Inuit culture as an analogy to 
inspire how we teach programming. 
The technological approach involves 
developing software with AI to address 
a major technological challenge of the 
coming decades: humanity’s planned 
arrival on Mars.

The Inuit are an indigenous people 
of the Arctic regions who have sur-
vived for generations in extremely 
hostile environments with scarce re-
sources. How have they managed this? 
Through a culture of absolute resource 
optimization and extremely resilient 
adaptation to their environment. For 
the Inuit, every available resource is 
used to the maximum: Seal fat is used 
as fuel and food, whale bones serve 
to build tools and shelters, and ani-

mal skins provide essential warmth. 
Nothing is wasted, because survival in 
a hostile environment like the Arctic 
depends on the efficient use of every 
resource.

In the same way that the Inuit plan 
everything to survive the long polar 
winters, a good software developer 
must carefully plan resource usage—
of CPU, memory, energy, storage, and 
so on—knowing there will be no easy 
reboots or reloads when conditions 
change or become chaotic. In other 
words, just as the Inuit have learned 
that improvisation is punished in the 
Arctic, in a hostile environment like 
Mars any waste of resources or unfore-
seen errors can mean the failure of 
software developed to recalculate an 
escape trajectory or to provide protec-
tion against a Martian dust storm.

For a better understanding of us-
ing AI in the development of soft-
ware with interplanetary resilience 
in mind, I propose a metaphor from 
the film Interstellar. In the movie, the 
robot TARS is an extra crew member, 
an intelligent co-pilot that assists the 
astronauts in multiple tasks. This col-
laborative relationship illustrates how 
to establish a calibrated trust in AI: by 
taking advantage of its programming 
suggestions when appropriate while 
also leveraging its powerful capability 
to implement complex principles such 
as machine learning, neural networks, 
cryptography and chaotic dynamic 
systems to analyze and anticipate un-
stable behavior (for example, sudden 
variations or unforeseen interactions 
between different subsystems). Such 
capabilities will help the team respond 

in time to highly sensitive events, pre-
paring appropriate responses while 
always being ready to intervene and 
take back control if needed. This col-
laborative approach ensures that AI 
acts as a co-pilot that extends the pro-
grammer’s abilities, rather than as an 
isolated autopilot.

Incorporating a computational “In-
uit” survival mindset into the training 
of young programmers means teach-
ing them to write code that, while 
preserving the ability to use AI appro-
priately, metaphorically “uses every 
part” of available resources wisely, 
never leaving anything underutilized, 
and being resilient to sudden changes 
in operating conditions. This mindset 
will help ensure a solid understanding 
of programming, enabling them to de-
velop applications with a deep knowl-
edge of how they function, much like 
the engineers of the Apollo missions 
who developed software to make hu-
manity’s arrival on the Moon a reality. 
This perspective not only improves ef-
ficiency, but also fosters creativity and 
resilience, attributes that are indis-
pensable in programming.

Strengthening Education, 
Driving Achievement
All aspects discussed converge on the 
following scenario: The computing sci-
ence students who today sit in front of 
a computer, surrounded by technologi-
cal abundance and aided by AI, could 
become the future software developers 
who enable humanity to reach Mars 
and manage the Earth-Mars interplan-
etary Internet. To achieve this, I believe 
we need to reflect on how to train young 
“Inuit” computing engineers: resilient 
and capable of optimizing every re-
source while also being savvy in the ju-
dicious use of AI.

To conclude, prioritizing commu-
nity involvement generally helps to 
achieve solutions beneficial to soci-
ety. My aim has been to open a debate 
on how to strengthen and/or refocus 
programming education to drive the 
achievement of the technological chal-
lenges in the coming decades. 

Oscar M. Bonastre, associate professor of distributed 
systems at Miguel Hernández University (Spain), 
specializes in the intersection of computing, mathematics, 
and telecommunications. He holds a master’s degree in 
Computer Engineering.
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emotional responses in the people 
who interact with them. The question 
of the societal and psychological ef-
fects of avatars is becoming more im-
portant, as the technology to create 
them improves and their use spreads 
beyond the confines of video games 
to areas as diverse as marketing and 
psychotherapy. Some companies, for 

D
U R I N G T H E  C OV I D pandemic 
in mid-2021, when people 
had been social distanc-
ing for more than a year 
and most university classes 

were being conducted over Zoom, 
Jeremy Bailensen decided to hold his 
classes in a virtual reality (VR) space.

Bailensen, director of the Virtual 
Human Interaction Lab at Stanford 
University, mailed VR headsets to 
his students. Sitting in their homes, 
120 people entered a virtual room 
depicted as being about 25m2, tightly 
packing the avatars that represented 
the students. The sensation of being 
so near others for the first time in 
over a year was overwhelming, to the 
point that some people started cry-
ing, Bailensen said. “The avatar felt 
real enough that you felt close enough 
to someone, but obviously there’s no 
risk of germs,” he said. “It was really 
one of the most special classes I’ve 
ever had.”

Avatars, those depictions of real 
people used in VR settings, online 
videogames such as Fortnite, and 
online training and marketing, have 
long been known to affect people 
psychologically. One well-studied 
phenomenon is the Proteus Effect, 

in which users take on some of the 
characteristics of their avatars; if the 
avatar looks strong or smart, the user 
behaves accordingly. There have been 
three recent metanalyses that sup-
port the Proteus Effect, Bailensen 
said.

Beyond the Proteus Effect, the ava-
tars of other people also can trigger 

How Avatars  
Make People Feel
Studies examine the effects of avatars  
on their users and others.

Technology  |  DOI:10.1145/3789660	 Neil Savage
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 N
brain that processes emotional re-
sponses, including fear and anxiety.

When the observer was a human 
face, uncertainty about the feedback 
triggered a stronger response in the 
amygdala than it did when the ob-
server was an avatar. In other words, 
the risk of receiving a negative re-
sponse felt more threatening from 
an actual person. Risky behavior felt 
safer with an avatar.

Haruno and his colleagues also 
administered a questionnaire to as-
sess the personality traits of their 
subjects. They found that people who 
scored higher on measures of em-
pathy were more likely to take a risk 
with an avatar than they were with a 
person. “If you have a strong tendency 
to care about the other person’s inter-
nal state, then the effect of the avatar 
to increase the gambling option was 
larger,” Haruno said.

The results, he said, raise the pos-
sibility that avatars could be used to 
manipulate people. Perhaps avatars 
might encourage people to make 
riskier choices when buying stocks, 
for instance. “It’s not surprising. If 
you think that the appearance of oth-
er people changes your behavior, it’s 
basically the same thing,” he said.

There is evidence, Bailensen said, 
that avatars in online therapy may 
provide advantages over videoconfer-
encing. Avatars encourage people to 
behave more like they would in the 
presence of others, but still make the 
interaction feel artificial enough to 
be less intimidating than in real life. 

“Having an avatar, there’s social pres-
ence and I want to behave in a real 
way, but I’m more likely to disclose 
things about myself and feel less 
judged than by a therapist who’s on a 
video conference,” he said.

Doctors are looking at how avatars 
can help to treat people with post-
traumatic stress disorder, by allowing 
them to engage in role play in a safe, 
virtual environment. Some therapists 
are using avatars to embody the voic-
es heard by people with psychosis, al-
lowing the patients to challenge and 
gain control over the voices.

How to Choose
Some scientists are looking into how 
people choose avatars to represent 
themselves. Researchers in Stuttgart, 
Germany, for instance, found people 
preferred more realistic, less cartoon-
like avatars when they were using 
them in a professional context. 

Meanwhile, Katrina Fong and Ray-
mond Mar of York University in Can-
ada explored whether people choose 
avatars in video games to fulfill some 
psychological needs. In a study, they 
found that people who were mea-
sured by standard tests as having a 
high need for personal warmth were 
more likely to select avatars they per-
ceived as being warm and friendly. 
Subjects also were more likely to pre-
fer avatars perceived as being compe-
tent, although that did not appear to 
correlate with a psychological need 
for competence.

Scientists at the University of 
Washington found a divergence in 
how people felt about privacy and 
identifying characteristics in avatars. 
Computer science and engineering 
professor Tadayoshi Kohno and his 
colleagues found that people who 
felt themselves marginalized based 
on aspects of their identities, such as 
race, religion, or sexual orientation, 
had less desire to reveal those iden-
tities in an avatar than did members 
of non-marginalized groups. On the 
other hand, study participants were 
uncomfortable with the idea that 
other people were hiding identify-
ing characteristics in their avatars, 
feeling that such concealment might 
compromise their own online safety. 
As a result, members of marginalized 
groups who hid aspects of their iden-

instance, use avatars to narrate their 
training, informational, or market-
ing videos, and to quickly translate 
those materials into other languages 
using artificial intelligence (AI). Con-
tent creators can insert avatars of 
themselves into social media posts, 
with services such as Canva offering 
the ability to create what it calls a 
“digital alter ego.” Companies such 
as Meta and Vive, which sell virtual 
reality equipment, are promoting the 
concept of meetings in which employ-
ee avatars are able to interact and col-
laborate in a virtual space. In Japan, 
the convenience store chain Lawson 
has introduced avatar-based custom-
er service to deal with worker short-
ages, by allowing a remote employee 
to help customers in multiple stores.

Masahiko Haruno, who runs the 
Computational Social Neuroscience 
Group at the Center for Information 
and Neural Networks in Japan, in-
vestigated how avatars could affect 
people. He set up a test where people 
could play a game and win a small 
amount of money, and used func-
tional magnetic resonance imaging 
(fMRI) to see what their brains were 
doing as they played.

The players were asked to choose 
between gambling on winning some 
amount of money, perhaps ¥300 
(roughly U.S.$2), or a guaranteed 
payout of a smaller amount, perhaps 
¥80 (about U.S.$0.50), with the choice 
flashed on a screen for three seconds. 
They also were briefly shown an image 
of a human observer, who they were 
told would take notes on their behav-
ior, or an avatar of such an observer. 
Before the choice, the expression of 
the observer or avatar was neutral, 
and afterwards it was approving or 
disapproving, depending on whether 
they’d won or lost.

Haruno found that about 80% 
of test subjects were more likely to 
gamble if the image was an avatar, 
but they played more conservatively 
if the image was that of an actual 
person. The difference, Haruno said, 
came from how the test subjects felt 
about the feedback they would receive 
from the observer. Before the results 
were revealed, players were uncertain 
about the feedback. The fMRI showed 
that this uncertainty mainly showed 
up in the amygdala, the part of the 

About 80% of test 
subjects were more 
likely to gamble if 
the image observing 
them was an avatar, 
but they played more 
conservatively if  
the image was an 
actual person.
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ed communication at the University 
of Wisconsin, Whitewater. “People 
like to talk about the metaverse a lot. 
We don’t know what that’s going to 
look like. We’re hypothesizing based 
on sci-fi novels and what little re-
search we have right now, and that’s 
going to all shift,” he said.

One of the issues, he said, is how 
well avatars reproduce the non-verbal 
cues that people rely on to tell how 
people are reacting to them, from 
facial expressions to how close they 
stand. Beyea and his colleagues are 
working on developing an artificial 
intelligence algorithm that can pro-
vide non-verbal cues through avatars 
to make communications smoother.

A difficult area is facial expres-
sions, but that may be changing. 
Apple’s Vision Pro VR headset uses 
3D scanning, eye-tracking cameras, 
and machine learning to create cred-
ible renditions of faces and hand ges-
tures. The company donated 15 head-
sets to allow Bailensen to study the 
avatars they produce.

Beyea said we may be only months 
away from the use of more AI-driven 
avatars in virtual environments, such 
as a virtual assistant that can run on-
line meetings or interrupt a discus-
sion to offer information. Those may 
face the issue of the so-called ‘uncan-
ny valley of the mind.’ The uncanny 
valley is the effect where a rendering 
of a human appears mostly real but is 
not quite fully realistic, causing peo-
ple to feel uneasy. That can happen 
if photorealistic avatars fail to fully 
match human movements. The un-

tities to protect themselves might 
face backlash for doing so, the re-
searchers said.

Real vs. Not Real
Jill Schiefelbein runs The Dynamic 
Communicator, a consulting business 
that helps companies use AI to create 
marketing and training videos, some-
times relying on avatars. Her thesis 
for her Ph.D. in business administra-
tion and management from the Uni-
versity of South Florida in 2023 com-
pared the use of avatars versus real 
people in training videos. She gave 
her test subjects one of three condi-
tions: a two-minute video of herself 
reading a script about sales commu-
nication, a video of a photorealistic 
avatar of herself reading the same 
script, or a video of the avatar that 
was identical except that it disclosed 
at the outset that this was an avatar. 
There was no difference between the 
human and either avatar in terms of 
how much of the information people 
learned.

The only difference, she found, was 
that people who watched the avatar 
that identified itself did less well on a 
quiz about the information provided 
in the video. Using gaze-tracking soft-
ware, she noticed that people in that 
group were moving their eyes around 
the screen a lot more than the other 
two. She speculates that, because 
such avatars were novel at the time, 
the people were distracted looking for 
clues to the fakery.

The one major difference she 
found was that, while people had rat-
ed the experience as positive, when 
they found out after the fact that 
they’d been watching an avatar, their 
sentiments swung sharply to the neg-
ative. “Did those people score well on 
the tests? Yes, they did,” Schiefelbein 
said. “But how did they feel about it 
afterwards? Really, really poor.” She 
said avatars can be a useful commu-
nication tool, as long as people do 
not feel that they have been duped by 
their use.

While avatars have been in use in 
video games for 20 years or so, it is 
only recently that they have started 
to be used for interpersonal commu-
nication, so the effect of that has not 
been studied very much, said David 
Beyea, who studies computer-mediat-

canny valley of the mind arises when 
the avatar’s behavior is slightly off, 
suggesting that the brain behind it 
might not be human. Beyea is hoping 
to study the issue with an AI-driven 
avatar teaching assistant he has built.

In the long term, Beyea is not wor-
ried about avatars having ill effects on 
society. “We’re always going to have 
a moral panic,” he said. “Everybody 
gets very, ‘Oh my god, it’s going to de-
stroy society or is going to manipulate 
us.’ And what we always tend to find is 
that the younger generation, that are 
more experienced because they grew 
up with that technology, aren’t as af-
fected as much as people to whom it’s 
a novel thing.”

Scheifelbein agrees. “Every com-
municative technology since the in-
vention of the chisel has been used 
for good and has been used for ill,” 
she said. “This technology is no dif-
ferent.” 
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While people had 
rated the experience 
as positive, when they 
found out after the 
fact that they’d been 
watching an avatar, 
their sentiments 
swung sharply to  
the negative.
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rus from replicating; or, in the case of a 
cancer, trigger a signal to the cell’s own 
self-destruct mechanism. That kind of 
targeted inactivation or inhibition is 
key to the action of many of the drugs 
that make it through the lengthy drug-
development pipeline.

Medicinal chemists search for 
molecules that will settle neatly into 
an active site on a target protein and 

block its normal actions. One of the 
most important puzzles is what that 
active site looks like. That helps deter-
mine what the matching shape should 
be for the ligand, the active part of a 
drug molecule. This is a process that 
tools like AlphaFold are helping to 
speed up.

Proteins are incredibly complex 
structures. Long chains of amino acids 
can fold into complex structures, each 
evolved over countless years to fit a task. 
This process proved tough to model us-
ing conventional tools based on physi-
cal principles, but machine learning 
made it possible to take advantage of 
information in existing structures, col-
lected in the public Protein Data Bank 
(PDB), coupled with hints from biologi-
cal evolution.

The Evoformer module that has sat 
inside AlphaFold since its beginning 
compares the sequences of proteins 
that differ across species, but with 
broadly similar structures. The subtle 
differences in shape between similar 
amino-acid sequences provide the AI 

T
H E  I D E A S B E H I N D DeepMind’s 
AlphaFold won its inventors a 
Nobel Prize for chemistry just 
a few years after the technol-
ogy first appeared. However, 

a decision taken by the company earlier 
in 2024 underlined how researchers in 
sectors like drug discovery see the im-
portance of the tool by triggering the 
creation of multiple workalikes based 
on the same principles.

DeepMind decided to restrict ac-
cess to the third version of AlphaFold, 
forbidding the use of the publicly ac-
cessible version of the software for 
drug discovery. The paper the develop-
ment team wrote for the journal Nature 
describing the internal behavior of the 
revamped software failed to include 
the source code. That was a break from 
previous releases.

Days after AlphaFold3’s launch, 
1,500 scientists signed an open letter 
criticizing the company’s actions. The 
letter called for open science and for 
tools that would allow a greater level of 
inter-lab collaboration. And their wish 
has been granted, though only partly 
by DeepMind.

The Alphabet subsidiary subse-
quently released some of the source 
code under a Creative Commons li-
cense, with limits on its use. Other 
groups quickly moved to clear the ob-
structions that DeepMind’s restric-
tions on AlphaFold3 presented to their 
own work to make sense of how pro-
teins interact with drugs and other ma-
terials.

Proteins are the workhorses of the 
body. Among many other tasks, they 
break down foods into fuels that mus-
cles, also made of proteins, use to move. 
Yet cancers and viruses co-opt them. 
Viruses hijack them to make copies. 
Cancers develop when a fault in cells’ 
internal signaling causes them to grow 
out of control. Blocking one or more of 
those co-opted proteins can stop a vi-

AI Multiplies  
for Drug Discovery
Throttling access to a leading AI tool for drug discovery has spawned  
many variants and advances. But there is still some way to go.

Science  |  DOI:10.1145/3789658	 Chris Edwards

Medicinal chemists 
search for molecules 
that will settle neatly 
into an active site  
on a target protein  
and block its  
normal actions.

The AlphaFold 3 protein-folding structure. 
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both about the importance of this 
task, and also about the way in which 
some of these models were used,” 
said MIT postdoctoral researcher  
Gabriele Corso.

Because of the tightened restric-
tions on AlphaFold3, the team saw they 
would need to have control over pro-
tein-structure prediction to do further 
work with co-folding. Five months lat-
er, they released a model capable of the 
task, named Boltz-1, as open source. 
Other teams embarked on similar proj-
ects, leading to a proliferation of both 
open source and proprietary tools. In 
the space of a single week at the end of 
October 2025, three groups, including 
the Boltz team at MIT, launched dif-
ferent variations on AI for generating 
structures of protein complexes. But 
they have broadly similar performance 
on unfamiliar combinations of pro-
teins and ligands.

If the models could generalize 
atom-level interactions rather than 
memorizing the shapes they see, 
the accuracy of novel combinations 
should be good. To test that assump-
tion, doctoral student Peter Škrinjar, 
together with colleagues at Switzer-

land’s University of Basel, developed a 
benchmark called Runs N’ Poses. The 
results on existing AI models are like 
the pre-AlphaFold situation for single 
proteins: those models showed a steep 
decline in accuracy when they tried to 
predict structures not in the training 
set. That includes situations where the 
target protein is well-represented in 
the databases but the ligand molecule 
is not. That problem is exacerbated by 
the fact that the diversity of small mol-
ecules is far higher than that of pro-
teins in biology.

The question is what will lead to a 
breakthrough in generalization. The 
solution most teams are following 
in the near term is to find more data. 
After releasing a preview of its Open-
Fold3 model in October 2025, the 
Open Molecular Software Foundation 
(OMSF) said it plans to boost the size 
of its training set massively through 
two initiatives.

One is a collaboration with the Dia-
mond Light Source laboratory near Ox-
ford, U.K. Funded as part of the AI for 
Science program launched by the Brit-
ish government in late 2025, OpenBind 
is one of several attempts to speed up 

model with hints on how proteins not 
in the PDB will fold.

AlphaFold3 made two further 
changes. One was the adoption of a 
technique that underpins many of the 
image and video generators now in 
widespread use. The same de-noising 
algorithms take the coarse structure 
generated by the Evoformer that ren-
ders into a more accurate character-
ization of the target protein. Alpha-
Fold3 adopted another innovation 
from other experiments on protein 
modeling. This helps with drug dis-
covery specifically.

Various tools have taken on the task 
of “docking” drug candidates with a 
protein structure. However, most do 
not consider the many ways that a pro-
tein can change shape to accommodate 
a ligand. AlphaFold3 handles this by 
predicting both together in a process 
called co-folding that has proved more 
accurate than AI-based docking tools, 
including one called DiffDock devel-
oped at the Massachusetts Institute of 
Technology (MIT).

“DiffDock was adopted in a lot of 
pharmaceutical companies, biotech 
companies, and that gave us an idea 
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of increased real-world data came with 
Boltz-2, which MIT developed together 
with pharmaceutical company Recur-
sion. Released in the summer of 2025, 
this model benefited from 25,000 more 
structures in the PDB than its prede-
cessor. But it did not see a significant 
improvement in generalization, ac-
cording to Škrinjar.

“More experimental data and bet-
ter balance across target classes might 
help with the performance. But I be-
lieve the main limitation remains ar-
chitectural. Co-folding methods do not 
yet capture the deeper geometric and 
physical principles of protein-ligand 
binding,” Škrinjar said.

The main shortcoming is that shape 
only goes so far in determining how 
well a drug candidate will bind to its 
target. The species of atom in the mol-
ecule directly affects the local density 
of the cloud of electrons around the 
molecule. Oxygen, for example, pulls 
electrons from other atoms close to 
it. The oxygen atom receives a small 
net negative charge while neighbor-
ing atoms become slightly positive. If a 
molecule can line up with compatible 
electron sinks and donors on the sur-
face of a protein, the binding energy 
increases to the point where it is very 
unlikely it will peel away. That strength 
of interaction points to a molecule that 
will probably work well as an inhibitor.

Some models have added some 
of these inductive biases to improve 
the quality of predictions. According 
to Škrinjar, results with a variant of 
Boltz-1, showed the benefit of intro-
ducing post-prediction physics-based 
modeling. However, the addition of 

the production of experimental struc-
ture for the PDB. Alongside electron 
microscopy, the X-ray crystallography 
that Diamond performs has proved to 
be a valuable source of protein struc-
tures. Until recently, these measure-
ments have required painstaking 
manual effort. But automation, some 
of it assisted by machine learning, will 
speed up the production of new struc-
tural models.

Over the next five years, the group 
aims to create more than 500,000 indi-
vidual protein-ligand structures. That 
will build a dataset that the group ex-
pects will be 20 times larger than any-
thing collected over the past 50 years.

A second strand of work will use 
data from the private archives of 
pharmaceutical companies, taking 
advantage of federated learning to do 
so. Specialist provider Apheris is con-
structing a system that will run train-
ing software on these companies’ own 
machines so that they do not need to 
expose any of their proprietary data to 
the outside world.

Another source of data can come 
from simulations that use physical 
models of ligands and the parts of the 
protein closest to them. Genesis Molec-
ular AI used public datasets compiled 
from these simulations to augment the 
data learned by its Pearl model, which 
was unveiled the same day as Open-
Fold3. According to Aleksandra Faust, 
chief AI officer, the use of synthetic 
data provided Genesis with an oppor-
tunity to analyze the effects of data 
scaling on performance.

“We are the first to provide clear 
evidence of synthetic-data scaling laws 
for co-folding,” Faust said. The suc-
cess rate on structures held out from 
the training set increased as more of 
the synthetic data was fed into succes-
sive iterations of the training process. 
Results from running Runs N’Poses 
on their model’s predictions showed a 
steep drop-off below 40% similarity to 
the training data, though the synthetic 
data seemed to improve performance 
over the range of targets.

“Our findings are consistent with 
prior work in robotics and large lan-
guage models, which suggests synthet-
ic data must be diverse and maintain a 
sufficient distributional distance to the 
original training data,” Faust added.

An opportunity to gauge the effects 

a physics module did not seem to im-
prove the AI’s ability to generalize to 
previously unseen targets. The module 
needs a relatively good initial pose. For 
now, they cannot correct large mis-
takes made by the diffusion engine.

Further improvements may come 
from incorporating more physical in-
teractions into the prediction engines. 
Research groups working outside the 
AlphaFold paradigm have used graph 
neural networks and similar structures 
to try to incorporate physics-based in-
teractions into models more directly. 
These models are better at simulating 
the changes in shape proteins and li-
gands go through as their environment 
changes. But such models suffer from 
the same problem as pre-AlphaFold 
tools when it comes to predicting the 
larger-scale structure of proteins.

In practice, researchers in drug 
discovery may choose to use diffusion 
models to build initial structures and 
then move into the physics-oriented 
models as they home in on the details 
of protein-ligand interactions. Inte-
gration may prove challenging, but 
hybrid architectures built into Alpha-
Fold-like engines may prove to be the 
path to more streamlined and accu-
rate methods for drug discovery. 
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with the company’s stewardship, Farber 
decided to go full-time at UCI.

“Because of my industrial experience 
and the fact that, pragmatically, I never 
got around to getting a doctorate, I had 
an acting associate professor appoint-
ment, so I had two years to do some-
thing,” Farber told an interviewer in his 
1988 oral history.4

Farber submitted a proposal to the 
NSF to build a decentralized computer 
system with three minicomputers con-
nected via a token-ring local area net-
work; it was funded at $250,000 per year 
($2.1M today), securing Farber his first 
tenured faculty position. Among his Ph.D. 
students were Internet pioneers Jonathan 
Postel (creator of the Internet Assigned 
Numbers Authority), Marshall Rose (in-
ventor of the Simple Network Manage-
ment Protocol), and Paul Mockapetris 
(inventor of the Domain Name System).

In 1975, DARPA directed MIT’s Labo-
ratory for Computer Science to adopt 
Farber’s token ring technology as the 
basis for its development. Ultimately, 
LCS adopted Ethernet, an alternative 
technology, but IBM adopted Token 
Ring and used it throughout the 1990s.

In 1977, Farber joined the University 
of Delaware as a professor of electrical 
engineering and professor of computer 
science. There, he led the development 
of the Multichannel Memorandum 
Distribution Facility (MMDF), an email 
system widely used on Unix systems for 
nearly three decades.

In 1985, the National Science Foun-
dation created NSFNET, a civilian IP-
based network to link U.S. universities 
that had previously been connected only 
by ARPANET and non-IP networks such 
as BITNET and the store-and-forward 
UUCP network. NSF’s director, Erich 
Bloch told Farber he was having trouble 
keeping up with all the news; Farber re-
sponded by forwarding to Bloch timely, 
on-topic email messages. Soon, Bloch 
suggested adding a few of his colleagues 
at IBM as recipients of the messages. As 
the recipient list grew, Farber named 
his list “Interesting People.” At its peak, 
the list had more than 25,000 recipients. 
The online archives, with 37,154 mes-
sages from May 1993 to February 2019, 
offered a curated view of the growth of 
the commercial Internet and the World 
Wide Web, as well as the range of tech-
nical, political, and social issues that 
resulted.

“Supercomputing is on the verge of 
becoming a utility,” Farber told John 
Markoff of The New York Times in 1992.3  

“You may want more computing power 
for a very short period of time. In the 
future, without even asking, your com-
puter will reach out over high-speed 
computing networks to get that power.” 
We live in that world today, although for 
most people, the computer that seam-
lessly integrates with the cloud-based 
supercomputing utilities is the smart-
phone in their hands.

“It was David who first alerted me to 
the societal significance of computer 
networks and to distributed comput-
ing more generally,” recalls Markoff, 
who wrote for the paper from 1988 until 
2016. “As I became more interested in 
high-performance computing and high-
speed networks, David was one of my 
most valued sources.”

Farber moved to the University of 
Pennsylvania in 1988, where he worked 
on ultra-high-speed networking, ex-
amining the relationship between pro-
cessor interconnect, protocols, and 
software. He eventually added appoint-
ments as professor of business and pub-

N
E T WO R K I N G WA S  DAV I D J . 

Farber’s life’s work. Farber 
helped design the first elec-
tronic switching system (ESS-
1) during his 11-year career at 

Bell Laboratories (1956–1967). Later, as 
an academic who held faculty appoint-
ments at five universities, the modera-
tor of the highly influential “Interesting 
People” mailing list that chronicled the 
intersection of technology and policy 
on the early Internet, and the chief 
technologist of the U.S. Federal Com-
munications Commission (FCC) from 
2000–2001, he specialized in network-
ing people.

Farber died suddenly at his home in 
Roppongi, Tokyo, Japan, on Feb. 7, 2026, 
at the age of 91.

Farber graduated from the Stevens 
Institute of Technology in Hoboken, NJ, 
USA, with a bachelor’s degree in electri-
cal engineering in 1956 and joined the 
technical staff of the Electronic Switch-
ing Engineering Systems Department at 
Bell Telephone Laboratories, where he 
worked on the ESS-1 team. His particu-
lar emphasis was on software structure 
and software support infrastructure.

In 1961, Farber completed a mas-
ter’s in math from Stevens; in 1963, he 
completed the Communication Devel-
opment Program at Bell Labs, which 
he noted was equivalent to a master’s 
degree in electrical engineering. In 
1965, he was promoted to supervisor, 
responsible for the Holmdel Computer 
Center, a key player in the design and 
implementation of the Multics operat-
ing system.

Farber joined the technical staff of 
the RAND Corporation in 1967 to work 
on Paul Baran’s vision of communica-
tions systems that could survive a nucle-
ar war. This project gave birth to packet 
networking and the Internet. He joined 
the technical staff of Scientific Data Sys-
tems (SDS) in 1969 to continue the work, 
while simultaneously teaching at the 
University of California, Irvine, in the 
evenings.

Xerox acquired SDS in 1969. Unhappy 

In Memoriam: David J. Farber
“Grandfather of the Internet” who excelled in academic and  
industry leadership roles made networking his life.

In Memoriam  |  DOI:10.1145/3797904  Simson Garfinkel and Eugene H. Spafford

Farber helped design 
the first electronic 
switching system 
(ESS-1) during his 
11-year career at Bell 
Laboratories.
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lic policy at the Wharton School of Busi-
ness and as a faculty associate of the 
Annenberg School of Communications.

“Perhaps the single most important 
thing he taught me, that I have never for-
gotten, is to let your graduate students 
be independent, let them explore widely, 
never stifle their creativity and they’ll be-
come truly capable researchers,” recalls 
University of Pennsylvania professor 
Jonathan M. Smith, who started at Penn 
as an assistant professor in 1989.

“With respect to the Gigabit Test-
beds, Dave discovered that research-
ers at Bellcore Bell Communications 
Research … had been working on (and 
had succeeded at building) a novel data 
switch fabric that could interconnect 
100Mb/s Asynchronous Transfer Mode 
links,” wrote Smith in an email. At the 
time, most computer networks ran at 
10Mbps. “Dave quickly grasped the im-
plications” of the work at Bellcore, and 
arranged for people and funding from 
multiple sources; by 1993, the team had 
created the world’s first gigabit network 
from Penn to Bellcore in New Jersey.1

Farber joined the Board of Trustees 
of his alma mater, Stevens Institute of 
Technology, in 1997 and was awarded 
an honorary doctorate by the institution 
in 1999. Farber took a leave of absence 
from UPenn in June 2000 to serve a one-
year appointment as chief technologist 
at the FCC.

“We were on the Task Force on Na-
tional Security together, and I sub-
scribed to his labor-of-love tech news 
roundup,” recalls Stewart Baker, the 
first assistant secretary for policy at the 
U.S. Department of Homeland Secu-
rity and former general counsel of the 
National Security Agency. “He had the 
usual views of academia on political 
and tech issues but was happy to talk to 
people with very different views. He was 
endlessly open to new information and 
a pleasure to know.”

Farber retired from UPenn in 2003 
and immediately joined Carnegie Mel-
lon University as a Distinguished Ca-
reer Professor of Computer Science and 
Public Policy in the School of Computer 
Science, with a secondary appointment 
in the Heinz School of Public Policy and 
the Engineering Public Policy Group.

Over the course of his career, Farber 
became more concerned about the use 
of technology to control individuals, the 
fragility of the Internet he helped create, 

and the impact of increasingly powerful 
technologies on individuals and society 
at large.

Author Cory Doctorow recalls that 
after Farber left the FCC, the Interest-
ing People mailing list was used to or-
ganize opposition to the Broadcast Flag, 
a proposal that would have imposed 
restrictions on computers for handling 
copyrighted video. Doctorow had a 
“strategy call” with Farber, in which 
Farber recommended: “Don’t call the 
people you’re standing up for ‘users’ or 
‘consumers.’ Call them ‘computer own-
ers’ and ‘citizens.’ Make sure the person 
you’re talking to understands that this 
is about your right, as a member of soci-
ety, to control how your own computer 
works, and whether it serves you.”

In 2006, Farber was one of 17 com-
puter scientists to sign an Amici Curiae 
brief to the U.S. Supreme Court in the 
case of MGM Studios vs. Grokster.5 In 
2016, Farber said that the Internet must 
be secure but that “it was never built to 
be securable … We’re sitting here with 
critical resources on top of systems we 
can’t protect … And I think it’s our duty 
as people who want a healthy Internet to 
start paying attention to that.”2

Farber had a deep love of Japan and 
had visited the country dozens of times. 
Following the death of his wife of 45 
years, Gloria (G.G.), he moved to Japan in 
2018 to become a Distinguished Profes-
sor at Keio University.

“Dave’s relationship with Japan 
began in 1973, when Keio’s Professor 
Hideo Aiso made an extended visit to 
Dave’s group at UC Irvine,” recalls Jun 
Murai, professor and dean of the fac-

ulty at Keio University in Tokyo, who is 
frequently honored as “the father of the 
Japanese Internet.”

“Dave’s influence on networking and 
distributed systems research in Japan is 
hard to overstate, and he was very proud 
to have given the first public lecture at 
Keio’s Shonan Fujisawa Campus when 
it opened in 1990,” Murai continued. In 
April 2018, Farber and Murai co-found-
ed the Cyber Civilization Research 
Center at Keio University to study the 
societal, economic, and technological 
impacts of digital transformation.

Farber loved teaching and did so 
until his final class on Jan. 22, 2026. 
He served on the board of directors of 
the Electronic Frontier Foundation, the 
Board of Trustees of the Internet Soci-
ety, the advisory boards of Electronic 
Privacy Information Center and the 
Center for Democracy and Technology, 
and was a member of the President’s 
Information Technology Advisory Com-
mittee (PITAC, formerly the Presidential 
Advisory Committee on High-Perfor-
mance Computing and Communica-
tions, Information Technology, and the 
Next Generation Internet). He was a fel-
low of the ACM, the IEEE, and AAAS. He 
received the 1995 SIGCOMM Award for 
his lifelong contributions to computer 
communications, and in 1997, the John 
Scott Award for Contributions to Hu-
manity.

Farber is survived by his son, Manny 
Farber; daughter-in-law, Mei Xu; daugh-
ter-in-law, Carol Hagan, widow of his 
son Joseph M. Farber; and grandsons, 
Nate Farber and Sam Farber.
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urgency, as researchers discover just 
how fragile—and easily manipulat-
ed—our recollections can be.

“Many people think that memory 
works like a recording device: you 
record the event and then you play it 
back later,” said University of Cali-
fornia, Irvine, psychologist Elizabeth 
Loftus. However, the truth is far more 
complex. “We’re often taking bits and 
pieces from different times and plac-
es, and we bring it together and con-
struct the memory.”

Loftus’ work has shown that peo-
ple can be persuaded through sug-
gestive interviewing—in some cases, 
to the point where they recall events 
that never actually happened.

Har vard psychologist Daniel 
Schachter has gone further, cata-
loging the seven “sins” of memo-
ry—transience, absentmindedness, 
blocking, misattribution, suggestibili-
ty, bias, and persistence—innate hu-

W
H E N  A  R E D D I T  user 
known as “ibreakpho-
tos” first snapped a 
picture of the Moon 
with his new Samsung 

Galaxy S20 Ultra phone, he was star-
tled by the result: a razor-sharp image 
of the lunar surface, with every crater 
and shadow etched in sharp relief.

There was just one problem—the 
picture wasn’t exactly real.

“Something seemed off,” he re-
called. As a hobbyist photographer 
with a basic grasp of optics, he found 
the level of detail in the image suspi-
cious. Out of curiosity, he snapped 
another photo—this time of an inten-
tionally blurred image of the moon 
displayed on his computer monitor. 
The result: another magically detailed 
image. He concluded there was only 
one possible explanation: “It’s AI.”

When he posted his findings to Red-
dit, the results went viral. “I didn’t ex-
pect it to blow up as much as it did,” he 
said, but his experiment seems to have 
struck a nerve. As AI becomes increas-
ingly embedded in the cameras, apps, 
and assistants that mediate our lived 
experiences—retouching our photos, 
summarizing our conversations, and 
quietly editing the digital records of 
our lives—it is also subtly altering the 
contents of our memories.

The growing influence of AI in 
shaping human recollection is cap-
turing the attention of psychologists 
and computer scientists alike. Recent 
experiments suggest that generative 
systems don’t just alter the contents 
of digital files; they can also funda-
mentally change what people think 
they have seen—with implications 
stretching from relatively mundane 
use cases like vacation photos to the 
high-stakes realms of politics, fi-
nance, and criminal justice.

What exactly is memory, anyway? 
Philosophers from Buddha to Plato 

to William James have grappled with 
that question. Yet in the age of AI, the 
age-old quest to understand how hu-
man memory works has taken on new 

When Seeing  
Isn’t Believing
New research reveals how AI can alter human memories— 
and reshape our sense of reality.

Society  |  DOI:10.1145/3789659	 Alex Wright

The growing 
influence of AI in 
shaping human 
recollection is 
capturing the 
attention of 
psychologists and 
computer scientists 
alike. 

 A blurry stock photo of the Moon (inset), and how Samsung’s AI clarified it. 
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Not every experiment points to-
wards dystopian outcomes, however. 
In Barcelona, design researcher Pau 
Garcia is leading a team exploring 
how AI-generated photographs might 
help elderly patients with dementia 
reconstruct and engage with their 
own past, in a process known as remi-
niscence therapy. Their early research 
shows promise, and they are now test-
ing how AI might help people recon-
struct memories lost through trau-
matic events—for example, refugees 
who have lost their photo albums. But 
any attempt to fashion such prosthet-
ic memory aids is inevitably fraught 
with ethical landmines.

“There is no such thing as benign 
manipulation,” said Marie Potel-Sav-
ille, CEO of Fairpatterns, a think tank 
devoted to helping companies iden-
tify and address dark patterns in AI 
applications. Ultimately, she believes 
that users should have maximal con-
trol over whether and how AI is used 
to manipulate information they have 
created—no matter how well-inten-
tioned the project. “The ethical way 
is to empower users to make fair and 
informed choices,” she said, arguing 
that industry and government need 
to maximize transparency and disclo-
sure to ensure users understand how 
any given artifact was created.

These principles are starting to 
take hold in both industry and regu-
latory dialogues. In the European 
Union’s Artificial Intelligence Act, 
one article specifically prohibits any 
form of manipulation “below the lev-
el of consciousness.” Meanwhile, ma-

jor AI vendors like OpenAI, Microsoft, 
Meta, Google, Intel, and Amazon have 
joined the newly formed Coalition for 
Content Provenance and Authority 
(C2PA), which is developing a specifi-
cation for “Content Credentials”—a 
kind of digital nutrition label show-
ing the provenance and history of any 
image, audio, or video file.

As these technical and regulatory 
frameworks take shape, however, a 
deeper epistemic challenge still re-
mains. People and machines process 
information in fundamentally differ-
ent ways. Whereas humans construct 
memories out of their own flawed, 
fragmentary recollections, comput-
ers can (at least in principle) record 
everything indiscriminately. The re-
sult is a collision between two very 
different kinds of recall: one that is 
subjective and highly constructed, 
and another that is seemingly empiri-
cal and never forgets. But what hap-
pens when those two different ways 
of understanding the world contra-
dict each other—and, complicating 
matters even further, what if the ma-
chines themselves begin to disagree?

Petar Popovski, a communication 
engineering professor at Denmark’s 
Aalborg University, has been think-
ing about precisely that question. He 
warns of “Rashomon effects” (after 
the famous Akira Kurosawa film), 
where multiple devices observing the 
same event might disagree about its 
sequence. That problem grows even 
thornier when humans try to recon-
cile their own recollections with con-
flicting machine accounts.

“Humans don’t remember ev-
erything they have seen,” Popovski 
said, “we just remember important 
details.” But computers are not so se-
lective. As human memories become 
intertwined with recordings from 
multiple cameras, sensors, and satel-
lites—each with its own network de-
lays and enhancement algorithms—
these discrepancies pose a risk of 
what he calls “causality violation” or 
“temporal displacement”: a kind of 
digital motion sickness.

Computer scientists have long 
grappled with the issue of sequenc-
ing events. In the 1970s, Leslie Lamp-
ort’s seminal research showed how 
distributed systems could maintain 
consistent event sequences through 

man foibles that make all of us unreli-
able narrators of our own lives.

In other words, memory works less 
like a camera than like a collage—
selected, assembled, and subject to 
interpretation. In a world awash in 
AI-generated content, opportunities 
are continuously multiplying for bad 
actors to hijack the human memory-
making apparatus.

Recent studies are bringing these 
risks into stark relief. At the Mas-
sachusetts Institute of Technology 
(MIT) Media Lab, Pat Pataranuta-
porn and colleagues discovered that 
AI-generated images and videos can 
not only blur the lines between real 
and fake, they can also give people 
extraordinary levels of confidence in 
false memories. The team showed 
200 participants a set of original pho-
tos and videos, then replaced some 
with versions altered by generative 
AI. Later, participants who had been 
exposed to the AI-enhanced versions 
recalled false details with the same 
level of conviction as those who had 
seen the originals. The effect was 
strongest with hybrid combinations 
of video and images, which made par-
ticipants even more certain of false 
memories compared to factually cor-
rect ones.

A separate study by Samantha 
Chan of Singapore’s Nanyang Tech-
nological University explored how 
generative AI chatbots can also be 
used for deceptive ends. In simulated 
interviews, participants interacting 
with a chatbot programmed to add 
false details to a conversation were 
more than three times as likely to 
recall falsehoods as those prompted 
with a static questionnaire. The study 
underscores that the danger lies not 
merely in disseminating falsehoods, 
but in the persuasive, adaptive style 
of generative dialogue.

“The chatbot was intentionally 
designed to agree with the users,” 
said Chan. She believes there could 
be opportunities to engineer chat in-
terfaces with more critical reasoning 
baked in; for example, through So-
cratic-style questioning, or other cues 
reminding them that these digital ar-
tifacts have been edited. “How could 
we subtly enhance people’s critical 
thinking when interacting with these 
systems?”

AI-generated images 
and videos not 
only blur the lines 
between real and 
fake, they can give 
people extraordinary 
levels of confidence 
in false memories.
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Inc. that implants false memories—
for a fee. As the story develops, he 
discovers that his new memories be-
come deeply intertwined with his real 
ones, with maddening and ultimately 
devastating results.

What makes the story so unset-
tling is that Quail’s artificially im-
planted memories feel every bit as 
authentic to him as real ones, raising 
a crucial question: in an age when 
our recollections can be manipulated 
through machine learning, will hu-
man memory become just another 
medium—or will we rediscover the 
timeless truth that memory has al-
ways been, more than anything else, 
an act of imagination? 
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synchronized timestamps. Yet to-
day’s networks are far messier: a vast, 
asynchronous array of sensors, relay 
mechanisms, base stations, satel-
lites, and AI filters. Even small delays 
can cascade through such a complex 
ecosystem into large distortions, al-
tering our sense of cause and effect—
and creating openings for manipula-
tion by bad actors.

“Imagine there are multiple de-
vices capturing an event in real time, 
and someone inserts a murder in 
there,” Popovski said. What happens, 
in other words, when the machines 
we rely on as eyewitnesses start to 
lose their credibility?

Pataranutaporn and his colleagues 
have proposed the need for “memory 
hygiene” practices—like watermarks, 
provenance tracking, and edit disclo-
sures—to preserve context and au-
thenticity in an AI-saturated world. 
And Popovski’s research on event 
ordering and causal integrity under-
scores the importance of timestamp-
ing and synchronization in defending 
against distortions in how events are 
recorded.

As generative models become wo-
ven into everyday sense-making and 
record-keeping activities, these safe-
guards will become ever more criti-
cal. Ultimately, the dividing line be-
tween reality and digital fabrication 
is no longer a fixed boundary, but an 
ever-shifting frontier.

In the classic 1966 Philip K. Dick 
story “We Can Remember It for You 
Wholesale” (the basis for the movie 
Total Recall), the protagonist Douglas 
Quail dreams of taking a trip to Mars, 
and turns to a company called Rekall, 

Popovski warns of 
“Rashomon effects,” 
where multiple 
devices observing 
the same event might 
disagree about its 
sequence. 
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“When I was 
young, I was 
very interested 
in math and 
also science 
fiction, and 
computer 

science somehow attracted me 
as a combination of the two,” 
said Cecilia Mascolo, a professor 
of Mobile Systems in the 
Department of Computer 
Science and Technology at  
the University of Cambridge  
in the U.K.

Mascolo received her 
bachelor’s, master’s, and 
doctoral degrees in computer 
science from Italy’s University  
of Bologna.

She then joined the faculty 
of the Department of Computer 
Science at University College 
London in the U.K. She later 
moved to the University of 
Cambridge in 2008, where she 
has remained.

In 2025, Mascolo was elected 
a Royal Academy of Engineering 
Fellow, and she serves as 
vice chair of the ACM Special 
Interest Group on all things 
mobile, SIGMOBILE.

Her research interests 
center on wearable systems and 
machine learning for mobile 
health.

Mascolo currently is working 
on transforming earbuds into 
stethoscopes. She is exploring 
how wearable sensors around 
the face and head, which 
provide a stable base for 
monitoring, can be used to 
understand one’s fitness and 
health.

“The earbuds have an 
inward-facing microphone,” 
Mascolo explained. “As a 
result, we can hear sounds in 
the body, such as the heart 
and respiration, and use it as a 
stethoscope.”

This can be used in various 
applications in sports, as 
well as in cardiovascular and 
neurological health, she added.

“In the future,” Mascolo 
said, “I hope my research will 
go beyond just contributions 
to computer science and will 
be integrated with health 
disciplines and medical 
science.”

—John Delaney
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T H E ACM DIGI TA L  Library has long been central to how 
computing knowledge is disseminated, discovered, 
and preserved. Over time, it has come to serve a 
broad audience that includes researchers, educators, 
students, practitioners, librarians, institutions, and 
authors spanning every region of the world and every 
subdiscipline of computing.

In recent years, expectations around scholarly 
communication have shifted significantly. Open 
access has moved from an emerging model to a core 
requirement for many authors, institutions, and 
funding agencies. At the same time, users increasingly 
expect modern discovery tools, richer signals of value, 
and platforms that support a wide range of research, 
teaching, and professional workflows.

Evolving  
the ACM 
Digital 
Library
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Open access, Basic and Premium,  
and what we learned along the way.
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In response to these changes, ACM 
undertook a multi-year effort to transi-
tion the Digital Library to a fully open-
access foundation. That transition had 
two tightly coupled components: mov-
ing to full open access and introducing 
a new service model with two tiers—
Basic and Premium. When these 
changes were introduced, they gener-
ated substantial discussion within the 
community, including concern and, in 
some cases, strong pushback.

This article reflects on that transi-
tion and what we learned along the 
way. We explain why the changes were 
undertaken, how they were developed, 
what we heard from the community, 
how that feedback shaped subsequent 
decisions, and how we see the Digital 
Library continuing to evolve. Our aim 
is both explanatory and reflective, 
sharing lessons learned while reaf-
firming a commitment to transpar-
ency and ongoing engagement.

Why Change the Digital 
Library Model
The move toward open access did not 
arise from a single decision or mo-
ment. Rather, it emerged from the 
growing difficulty of reconciling sev-
eral competing concerns within a sin-
gle, monolithic model.

Authors increasingly require publi-
cation venues that comply with funder 
and institutional open-access man-
dates. Libraries desire sustainable 
and predictable approaches to access 
and cost. Readers expect immediate, 
barrier-free access to research results. 
At the same time, the Digital Library 
continued to grow in scale and com-
plexity, supporting new content types, 
richer metadata, and more sophisti-
cated platform features.

In parallel, ACM’s publishing pro-
gram was transitioning from a pri-
marily subscription-based model 
to one supported by pay-to-publish 
mechanisms, including ACM Open 
agreements and author-paid article 
processing charges (APCs). This shift 
was necessary to support open access 
at scale, but it also required careful at-
tention to long-term financial sustain-
ability and pricing.

A particularly important tension 
emerged around institutions that rely 
heavily on the Digital Library but pub-
lish little or not at all in ACM venues. 

Thousands of institutions worldwide 
fall into this category. For these institu-
tions, “read and publish” agreements 
provide limited incentive or perceived 
value: Because they publish infre-
quently, they derive little benefit from 
publication-based arrangements, even 
though they make extensive use of the 
Digital Library for research, educa-
tion, and professional practice.

Maintaining and improving the 
Digital Library infrastructure re-
quires sustained, ongoing investment 
in platform development, infrastruc-
ture, and data quality. The central 
challenge, therefore, was not simply 
how to make content open, but how 
to do so while preserving quality, en-
abling innovation, and distributing 
costs fairly across a global and hetero-
geneous community.

Taken together, these consider-
ations led ACM to pursue a model that 
separates open access to the scholarly 
record from additional platform ser-
vices, resulting in the introduction of 
the Basic and Premium service model.

From Open Access to Basic and 
Premium Digital Library Editions
Basic: Open access as the foundation. 
Basic establishes open access as the 
foundation of the Digital Library. It 
ensures ACM content can be read, 
discovered, and used by anyone, any-
where, regardless of affiliation or abil-
ity to pay.

The Basic Edition experience is in-
tended to provide:

	˲ Open access to the scholarly re-

cord, including articles and associ-
ated materials such as supplemental 
content, data, software, and videos 
where available

	˲ Core discovery and navigation 
functionality

	˲ Clear licensing and reuse infor-
mation

	˲ Article-level usage and citation in-
dicators to support basic assessment 
and discovery

	˲ A consistent experience for read-
ers worldwide

In this sense, Basic represents a 
commitment to access, equity, and 
broad dissemination of computing re-
search.

Premium: Sustaining and extend-
ing value. The Premium Edition 
builds on this foundation by offering 
enhanced features and services that 
support more advanced research and 
address institutional and analytical 
needs. These enhanced features in-
clude tools for deeper discovery, per-
sonalization, analytics, and integra-
tion that extend beyond basic access 
to content.

Equally important, Premium pro-
vides a subscription option for insti-
tutions and individuals that publish 
infrequently or not at all with ACM. 
At the same time, the more than 
3,100 institutions participating in 
ACM Open receive Premium as part 
of their agreement. As a result, the 
vast majority of institutions and in-
dividuals that previously had access 
to enhanced Digital Library features 
continue to do so under the new mod-
el. Premium helps distribute the cost 
of platform investment more broadly, 
supporting sustainability while help-
ing keep publishing-related fees as 
low as possible.

Community Engagement 
in the Design
From the outset, ACM sought to in-
volve the community in shaping Basic 
and Premium models. That engage-
ment took multiple forms, each serv-
ing a different purpose.

Focused workshops with librarians, 
authors, and users enabled detailed, 
candid discussions about discovery, 
metrics, sustainability, and perceived 
value. These smaller forums proved es-
pecially effective at surfacing nuanced 
concerns and practical considerations 

Maintaining and 
improving the DL 
infrastructure 
requires sustained, 
ongoing investment 
in platform 
development, 
infrastructure, and 
data quality.
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that would have been difficult to iden-
tify through surveys alone.

To deepen feedback during devel-
opment, the Digital Library Board 
formed a dedicated Basic/Premium 
Working Group composed of volun-
teer board members and staff. This 
group reviewed feature sets, design 
mock-ups, and beta functionality, and 
provided iterative guidance through-
out development. Together, these 
efforts informed the initial design 
of the model and highlighted areas 
where clarity and iteration would be 
especially important.

Community Reaction
The introduction of Basic and Pre-
mium followed a staged rollout rather 
than a single cutover. A soft launch in 
mid-December preceded the official 
launch on Jan. 1, 2026, allowing ACM 
to observe early reactions, identify ar-
eas of confusion as well as emerging 
concerns, and make targeted adjust-
ments before the new model formally 
took effect.

That approach was extremely valu-
able. Feedback received during the 
soft launch informed refinements 
to messaging, feature descriptions, 
and presentation, helping address is-
sues that might otherwise have been 
amplified at full launch. The official 
Jan. 1 rollout reflected these early 
corrections and set a clearer baseline 
for broader community engagement. 
Despite this preparation, the official 
launch of Basic and Premium revealed 
gaps in shared understanding.

Feedback from across the com-
munity highlighted several recurring 
themes. Many expressed surprise 
at the introduction of tiered Digital 
Library services. Some worried that 
Basic might represent a significant re-
duction in value compared to the prior 
version. Others were uncertain about 
how the two tiers differed in practice, 
or what the changes signalled for the 
future of the Digital Library. These 
concerns were voiced through mul-
tiple channels, including town halls, 
direct correspondence, and commu-
nity feedback.

In response to the feedback, ACM 
expanded its listening efforts, which 
included additional town halls with 
SIG leadership, direct outreach to li-
brarians and institutional partners, 

feedback mechanisms within the 
Digital Library, and continued discus-
sions with volunteer boards and com-
mittees. These conversations were 
candid and, at times, uncomfortable. 
They were also essential. In several 
cases, they surfaced misunderstand-
ings that would not have been obvious 
otherwise.

Adjustments and Clarifications
Community feedback led directly to 
several concrete changes, some of 
which were made quickly. In response 
to concerns about visibility and as-
sessment, article-level usage and 
citation indicators were restored to 
the Basic experience, and aggregated 
bibliometric indicators were reintro-
duced on author pages. These chang-
es reflected the community’s view that 
such signals are important for under-
standing reach and impact, even in an 
open-access environment.

Feedback also highlighted the 
value of continued, smaller-scale dia-
logue. In addition to broad town halls, 
ACM scheduled a series of follow-up 
discussions with subsets of librarians, 
authors, and users to explore specific 
concerns in greater depth and test re-
finements before wider rollout.

Other adjustments focused on 
clarity and presentation. Messaging 
around Basic and Premium was re-
fined, feature descriptions were revis-
ited, and distinctions between open 
access to content and Digital Library 
services were made more explicit.

More broadly, this period rein-
forced the importance of increased 
transparency around planning and 

prioritization. As the Digital Library 
continues to evolve, clearer communi-
cation about roadmap direction and 
decision-making will remain an area 
of focus.

Experimentation with AI
Another area where community feed-
back has been especially important 
is ACM’s experimentation with AI-en-
abled features in the Digital Library.

As part of the platform evolution, 
Premium introduced AI-generated 
short and long summaries intended to 
help readers more easily discover arti-
cles and decide whether they are rele-
vant to their interests. Written in a less 
technical style than author abstracts, 
these summaries were designed to 
support discoverability and encour-
age more readers to engage with the 
full articles themselves. While many 
users found these summaries useful, 
others raised concerns about accu-
racy, redundancy with author-written 
abstracts, and the role of AI-generated 
content in a scholarly context. Some 
also expressed discomfort with the 
use of AI in this setting.

That feedback prompted several 
immediate adjustments. Disclaimers 
were added, user feedback mecha-
nisms were introduced, and summary 
generation workflows were refined. 
More broadly, it reinforced the need to 
approach AI features as experiments, 
subject to iteration and community 
input, rather than as fixed or defini-
tive representations of scholarly work.

AI experimentation in the Digital 
Library extends beyond summaries, 
encompassing a range of discovery 
and navigation capabilities across ar-
ticles and conferences. Planned and 
exploratory efforts include improved 
integrated search, recommendation 
capabilities, article-level interaction 
tools, and conference-oriented ser-
vices such as personalized navigation, 
scheduling support, and exploratory 
access across the full history of a con-
ference. These features are intended 
to help users navigate an increasingly 
large and complex corpus, not to re-
place the underlying scholarly record 
or the role of authors themselves.

To help guide this work, ACM’s 
President established the ACM Presi-
dential Task Force on the Use of AI, 
which is developing principles and 

As the Digital 
Library continues 
to evolve, clearer 
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roadmap direction 
and decision-
making will remain 
an area of focus.
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guidance for responsible AI use across 
ACM activities. This task force pro-
vides an important governance frame-
work that complements platform-level 
experimentation.

Within the Digital Library, AI fea-
tures will continue to be introduced 
cautiously, evaluated openly, and re-
fined based on feedback. The goal is 
to explore where AI can meaningfully 
improve discovery and understand-
ing, while remaining transparent 
about its limitations and respectful of 
the scholarly community’s values.

What This Means for Authors
Authors have a distinct relationship 
with the Digital Library. While all 
authors are also readers, the Digital 
Library serves as the authoritative 
long-term record of their scholarly con-
tributions and professional identity.

The transition to open access is, at 
its core, an author-centered change. 
By removing barriers to reading and 
sharing, it increases the visibility, 
reach, and potential impact of ACM 
publications and their authors. For 
many authors, it also aligns ACM’s 
publication programs more closely 
with funder and institutional open-
access requirements.

At the same time, community feed-
back made clear that access alone is 
not sufficient. Authors care deeply 
about how their work is presented, dis-
covered, and contextualized over time. 
Common questions focused on how 
articles reach broader audiences, how 
publication records and archives are 
represented across years and venues, 
and which Digital Library features are 
available to authors independent of 
their institution’s access model.

In response, ongoing development 
increasingly treats the author as a 
first-class role within the Digital Li-
brary. This shift includes continued 
investment in author profile pages, 
clearer presentation of publication re-
cords and archives, improved linking 
across venues and versions, and better 
signaling of open-access status and 
reuse rights.

Looking ahead, we see clear op-
portunities for the Digital Library to 
better reflect the author’s perspective. 
These include views that highlight 
authorship, publication records, and 
archives, and support an author’s on-

going relationship with their work, 
alongside existing reader and institu-
tional views.

Governance and Oversight
Throughout this transition, the Digi-
tal Library operated under the over-
sight of the ACM Digital Library Board, 
which reports into ACM’s broader gov-
ernance structure. The Digital Library 
Board includes volunteer representa-
tion from across the community and 
plays a central role in stewarding the 
platform’s evolution, guiding strate-
gic direction, reviewing major chang-
es, and ensuring that community per-
spectives inform decision making.

The scope and impact of recent 
changes have also prompted reflection 
on governance itself. As the Digital Li-
brary increasingly sits at the intersec-
tion of publishing, access, technology, 
and policy, it is important that its gov-
ernance continues to evolve in paral-
lel. This includes ensuring appropri-
ate representation and coordination 
across ACM’s major boards and stake-
holder groups, commensurate with 
the Digital Library’s central role in 
ACM’s mission.

Looking Ahead
The transition to open access, Ba-
sic, and Premium is not a completed 
project—it is an evolving framework. 
Future work includes continued re-
finement of both tiers based on usage 
and feedback, clearer articulation of 
value for different communities, and 
ongoing evaluation of sustainability 
and equity. Regular opportunities for 
community input will remain central 
to this process.

Lessons Learned
Several lessons stand out from this 
transition, which will inform how 
ACM approaches future platform and 
policy changes.

	˲ Transparency must begin early 
and continue often, especially during 
periods of change.

	˲ Engagement must be both broad 
and deep, combining large-scale in-
put with focused discussion.

	˲ Open access changes expecta-
tions, not just licensing.

	˲ Staged rollouts, including soft 
launches, create space to learn, ad-
just, and reduce unnecessary friction 
at full release.

	˲ Experimentation, particularly 
with emerging technologies such as 
AI, requires clear framing, visible 
safeguards, and ongoing community 
dialogue.

	˲ Governance and communication 
must evolve alongside the platforms 
they oversee.

	˲ The ACM community has an es-
sential role in shaping expectations, 
policy, and the strategic direction of 
the Digital Library.

Conclusion
At its core, the ACM Digital Library ex-
ists to serve its community. The tran-
sition to open access and the intro-
duction of Basic and Premium were 
driven by that mission, even when the 
path forward proved complex.

We are grateful for the engage-
ment, critique, and collaboration of 
authors, readers, librarians, volun-
teers, and staff. That engagement has 
strengthened the Digital Library and 
helped align it more closely with the 
values it represents.

As the platform continues to evolve, 
including careful experimentation 
with new technologies, the work will 
remain guided by transparency, re-
sponsibility, and sustained dialogue 
with the community it serves. 

Wayne Graves is director of the ACM Digital Library, New 
York, NY, USA.

Jack W. Davidson is a professor of computer science at 
the University of Virginia, Charlottesville, VA, and is chair 
of the ACM Digital Library Board. 
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struggle to attend and passively listen to 
even a few paper presentations from the 
many parallel tracks, are we really learn-
ing effectively about others’ work? Are 
we engaging in deep conversations and 
debates that spark new ideas? Are we 
making meaningful connections and 
forming new collaborations?

As AI reshapes our profession, fos-
tering meaningful human engagement 
is more essential than ever. With the 
increasing scale of conferences, creat-
ing participatory spaces for genuine 
intellectual exchange becomes crucial 
to supporting deep engagement with 
emerging ideas. The surge in submis-
sions, however, risks overwhelming 
innovation with a high volume of con-
tributions that may, while numerous, 
lack significant novelty or impact. After 
more than 45 years and the disruptive 
ways of new technology, is it time to re-
think our conference model? It may be 
time for a radical shift in organizing our 
conference events. By adopting more 
deliberate quality over quantity-focused 

O
U R  C O N F E R E NC E S FAC E a 
growing crisis: an over-
whelming flood of submis-
sions, increased reviewing 
burdens, and diminished 

opportunities for meaningful engage-
ment. With AI making paper gen-
eration easier than ever, we must ask 
whether the current model fosters real 
innovation or simply incentivizes more 
publications. This Opinion column ad-
vocates for a shift from passive paper 
presentations to interactive, participa-
tory formats. We propose Liberating 
Structures (LS)—facilitation techniques 
that promote collaboration and deeper 
intellectual exchange. By restructur-
ing conferences into two tracks—one 
for generating new ideas and another 
for discussing established work—we 
can prioritize quality over quantity and 
reinvigorate academic gatherings. Em-
bracing this change will ensure confer-
ences remain spaces for real insight, 
creativity, and impactful collaboration 
in the AI era.

A Time for Change
Academic conferences have been at the 
heart of emerging research in computer 
science for more than 45 years. But our 
reliance on conferences to share and 
spark new research is starting to show 
some cracks. With a flood of submis-
sions and new tracks in recent years, 
staying aware of relevant research and 
reviewing submissions has become 
a significant burden. And let us be 
honest: The rise of generative AI tools 
makes the task of writing more papers 
faster than ever.

Undeniably, we are at a crossroads 
we cannot ignore, and we must ask our-
selves: Are more papers really better? As 
we spend more and more time writing, 
revising, submitting, and reviewing pa-
pers, is our community’s research be-
coming more or less relevant to society’s 
challenges, and are we really pushing 
the boundaries of our fields? With this 
increase in papers and tracks, we should 
also ask ourselves how our experience at-
tending conferences has changed. As we 
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DOI:10.1145/3765705  Daniel Russo and Margaret-Anne Storey

28    COMMUNICATIONS OF THE ACM   |   APRIL 2026  |   VOL.  69  |   NO.  4

opinion

O

https://doi.org/10.1145/3765705


approaches, we can aim to reinvigo-
rate conferences and enhance what we 
gain intellectually from them. We can 
transform our academic gatherings into 
spaces prioritizing thoughtful, deep en-
gagement over superficial busyness and 
quantitative publishing metrics. It is not 
about doing more; it is about doing what 
matters most—and doing it well.

Here, we propose LS as a concrete 
way to achieve a shift from passive 
conference presentations to more con-
versation and thinking. Liberating 
Structures, a set of facilitation meth-
ods2,7 make it easier for attendees to 
collaborate, share ideas, and generate 
innovative solutions by breaking down 
hierarchical barriers and fostering 
open, creative dialogues. By embrac-
ing LS, we can transform conferences 
into spaces that inspire and generate 
impactful community-driven research 
that supports disruptive thinking 
and shapes collaboration and inno-
vation.6  It is time to embrace a model 
that values quality over quantity and 

prioritizes depth over haste, ensuring 
our contributions to the field of com-
puting are genuinely significant.

The Unsustainable Problem 
with Our Conferences
As an example, today’s software engi-
neering researchers are easy to recog-
nize by their long hours at work and 
their harried expression of trying to 
keep up with the need to publish more 
and more papers and simultaneously re-

view dozens of papers. It is not unusual 
to overhear at conferences researchers 
mentioning that they are retreating to 
their hotel rooms to refine or review pa-
pers for the next conference or journal. 
When they do attend presentations, 
they only half-listen while on their lap-
tops because of the stress they feel about 
the work they are not doing. When they 
do their own research back home, they 
find it challenging to find blocks of time 
to focus and review the literature rel-
evant to their work in the face of daunt-
ing reviewing commitments. This cycle 
of an ever-increasing paper publication, 
an “arms race” of sorts, raises serious 
concerns about sustainability—human, 
social, and professional.

On a human level, researchers face 
burnout, mental fatigue, and declining 
well-being as personal boundaries blur 
under constant demands. On a social 
level, the culture of overwork can erode 
meaningful collaboration and mentor-
ship, deterring young talent and weak-
ening the community’s cohesion. On 

It is time to embrace 
a model that values 
quality over quantity 
and prioritizes 
depth over haste.
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guide the group through a process that 
fosters creativity, inclusion, and col-
laboration. For instance, consider the 
LS method “Impromptu Networking.” 
In a conference session using this ap-
proach, the facilitator poses a relevant 
question, such as “What is the most 
significant challenge in integrating AI 
into software engineering?” Partici-
pants pair up to discuss their thoughts 
for two minutes before switching to 
new partners. In just a few rounds, ev-
eryone has shared ideas with multiple 
people, quickly surfacing diverse per-
spectives and common themes.

The primary benefit of LS is their 
ability to transform interactions in 
meetings, workshops, and conferences. 
By breaking down hierarchical barriers 
and encouraging equal participation, 
LS creates an environment where new 
ideas emerge, and meaningful connec-
tions can form. This leads to increased 
innovation, better problem solving, and 
a stronger sense of community among 
participants. LS also make meetings 
more engaging and productive by en-
suring everyone can contribute and 
that leads to a process that is more dy-
namic and interactive.

The software engineering commu-
nity has already started experimenting 
with LS to address the limitations of tra-
ditional conference formats. For exam-
ple, a workshop at the Foundations of 
Software Engineering conference (FSE) 
focused on the “2030 Roadmap for Soft-
ware Engineering” special issue of ACM 
Transactions on Software Engineering. 
This workshop used LS to enhance the 
cross pollination of ideas from existing 
papers and to generate new collabora-
tions for future research topics. In par-
allel, other communities such as NASA 
have found that structures such as Criti-
cal Uncertainties, Ecocycle Planning, 

a professional level, the emphasis on 
quantity undermines deep inquiry and 
thoughtful reviewing, threatening the 
integrity and quality of our field’s out-
put. Regarding sustainability, the im-
pact of travel on our environment and 
unfairness in terms of who can afford to 
attend cannot be ignored. Furthermore, 
many researchers are burning out with 
the demands of paper and travel, and 
the visibility of this culture turns many 
talented people away.

As a concrete example, the Inter-
national Conference on Software En-
gineering (ICSE), to many the leading 
software engineering venue, saw a dra-
matic rise in submissions over the past 
decade. In 2014, ICSE received 496 sub-
missions, which increased almost lin-
early to 691 by 2022. However, the recent 
surge has been even more pronounced, 
with submissions jumping to 798 in 
2023 and exceeding 1,469 in 2026. Some 
may speculate that this accelerating 
growth is partly due to AI tools making it 
faster to generate and manage submis-
sions (although using AI for reviewing 
is discouraged, adding an imbalance to 
the process). We have heard some col-
leagues mention they review hundreds 
of papers every year. This work is appre-
ciated, but does it come at the cost of the 
thoughtful work this researcher could 
do that would lead to more meaningful 
work by the community as a whole?

Transforming Conferences 
with Liberating Structures
To address these challenges, we need 
innovative solutions that foster more 
engaging and interactive environments. 
One promising approach is the adoption 
of LS. These simple yet powerful meth-
ods can fundamentally change how we 
organize and participate in conferenc-
es, moving away from the conventional, 
often passive formats to more dynamic 
and inclusive ones.

Liberating Structures are easy-to-
learn interaction techniques designed 
to distribute control and invite contri-
butions from all participants. Unlike 
traditional meeting formats that cen-
tralize control and limit participation, 
LS ensure everyone’s voice is heard and 
valued. Each LS protocol consists of five 
elements: the structuring invitation, 
space arrangement, participation dis-
tribution, group configurations, and 
a sequence of steps. These elements 

We need innovative 
solutions that foster 
more engaging 
and interactive 
environments.
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and Purpose to Practice are particularly 
effective when the aim includes foster-
ing innovation and interdisciplinary 
collaboration.3 Together, these experi-
ences demonstrate how LS can facilitate 
both immediate and long-term collabo-
ration across diverse domains.

Another example is the Copenhagen 
Symposium on Human-Centered Soft-
ware Engineering AI (held in 2023 and 
again in 2024). The symposium aimed 
to identify relevant research topics with-
in the community and establish ongo-
ing research workstreams. By using LS, 
participants committed to working re-
motely on chosen topics throughout the 
year, with plans to reconvene the follow-
ing year to discuss their progress. This 
continuous cycle of collaboration and 
feedback, supported by the Sloan Foun-
dation, exemplifies how LS can sus-
tain engagement and innovation. For 
instance, through iterative processes, 
participants at the symposium in 2023 
co-developed the Copenhagen Mani-
festo.5 This manifesto focuses on the 
responsible integration of generative AI 
and highlights how collective dialogue 
can produce shared visions that empha-
size ethical, transparent, and human-
centered approaches to technology. The 
symposium in 2024 was even more ef-
fective, as many participants knew what 
to expect after using LS in 2023 and thus 
engaged more quickly.

A Proposal for a New 
Model for Conferences
Building on the success of such experi-
ences, we can envision a new confer-
ence model that ensures they remain 
relevant and impactful in the future. 
This model includes two main tracks: 
the Creation Track and the Sharing 
Track. This approach leverages the pow-
er of LS to promote a healthier, more  
engaged academic ecosystem.

In the Creation Track, research top-
ics emerge organically through LS tech-
niques. Participants engage in dynamic, 
interactive sessions designed to spark 
new ideas and collaborations. Tech-
niques such as Impromptu Networking, 
1-2-4-All, and Troika Consulting1 allow 
attendees to brainstorm, refine, and de-
velop research topics in real-time. This 
track encourages participants to explore 
their shared interests deeply and com-
mit to collaborative research projects. 
By fostering an environment of creativ-

ity and inclusion, the Creation Track 
ensures that the ideas generated are di-
verse, innovative, and aligned with the 
broader community’s interests.

The Sharing Track focuses on pre-
senting and discussing mature, impact-
ful ideas already published in journals 
or proceedings. It is designed to share 
fully developed research findings, best 
practices, and significant advance-
ments with the broader community. 
Sessions in the Sharing Track may in-
clude LS-enhanced formats like Fish-
bowl Conversations and Conversation 
Café, encouraging active participation 
and deeper engagement from the au-
dience. By presenting mature ideas in 
a structured yet interactive format, the 
Sharing Track ensures conference con-
tent is both relevant and high quality. 
This track allows researchers to show-
case their work, receive valuable feed-
back, and inspire further innovations 
within the community, providing a 
platform for celebrating successes and 
learning from each other’s experiences.

We recognize that small, deliber-
ate steps will be necessary to ensure 
a smooth transition from the current 
conference model to a more interactive 
and impactful one. Introducing LS in 
the form of pilot sessions within tradi-
tional conferences can be a first step, 
allowing participants to experience 
formats like Fishbowl Conversations 
and Conversation Café alongside stan-
dard presentations. Over time, these 
interactive methods can foster deeper 
engagement and collaboration, en-
couraging a cultural shift toward quali-
ty over quantity. This gradual approach 
can help address concerns around cur-
rent incentive structures, where some 
institutions reward researchers simply 
for publishing in prestigious venues 
like ICSE. We can promote long-term 
innovation and meaningful progress 

by gradually realigning conference suc-
cess metrics to emphasize impactful, 
community-driven contributions. This 
shift, facilitated by the Creation and 
Sharing Tracks, will transform confer-
ences into dynamic hubs where real 
breakthroughs are celebrated.

Conclusion
The time has come to reimagine our 
approach to academic conferences, 
ensuring they remain meaningful, 
impactful, and genuinely conducive 
to knowledge advancement. By adopt-
ing Liberating Structures, we can 
cultivate more inclusive, productive, 
and engaging events—transforming 
conferences from passive gatherings 
into dynamic spaces for creativity, 
collaboration, and innovation. As Cal 
Newport suggests, the path forward 
is not about doing more, but about 
doing what matters most with a fo-
cus on quality over quantity.4 We rec-
ognize some challenges to changing 
what we do, but let us embrace this 
shift and foster a healthier academic 
ecosystem that values thoughtful re-
search, meaningful connections, and 
impactful contributions. 
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Even the very definitions of “pro-
grammer” or “developer” are evolving. 
If solving a problem through an inter-
active dialogue with an LLM counts as 
programming, then the ranks of those 
capable of “programming,” broadly de-
fined, are expanding rapidly. Prompt 
engineering—the skill of crafting pre-
cise, effective instructions for AI—has 
become a recognized competency in 
this landscape.8 The developer’s role 
is already shifting toward guiding or 
editing AI-generated work: the human 
outlines the problem, the AI drafts a so-
lution (be it code, analysis, or design), 
and the human refines and verifies it.

Creative and architectural deci-
sions remain human-led, but much of 

C
O M P U TAT I O N A L T H I N K I N G —

T H E  A B I L I T Y to formulate 
and solve problems with 
computing tools—is under-
going a significant shift. 

Advances in generative AI, especially 
large language models (LLMs),2 are 
democratizing this skill and making 
high-level problem solving broadly ac-
cessible. Today, nearly anyone with 
an Internet connection can leverage 
LLMs to tackle complex tasks using 
plain English instructions, often with-
out writing a single line of traditional 
code, thereby commoditizing capabili-
ties that once required specialized pro-
gramming expertise.

This emerging paradigm lowers 
longstanding barriers. Jeannette Wing’s 
seminal vision of “computational think-
ing”9 emphasized logical problem 
decomposition and algorithmic idea 
design. Historically, putting that into 
practice meant mastering program-
ming languages like Python, Java, or 
C++ and wrestling with arcane syntax 
and debugging, which limited who 
could transform ideas into software. 
Now, however, natural-language inter-
faces enable users to describe problems 
plainly and let an AI generate a solution.4

Consequently, knowledge work is 
at a historic inflection point. Tasks 
such as report writing, dataset analy-
sis, and code drafting—once exclusive 
to skilled professionals—are increas-
ingly automatable by AI, which creates 
unease about the future of many roles. 
In practice, a financial analyst armed 
with an LLM can accomplish in hours 

what used to take days. Likewise, a pro-
grammer paired with an AI assistant 
can produce software faster and often 
with comparable quality.

Opinion 
The Coming Commoditization 
of Computational Thinking
Reimaging professional and educational practices for an AI-augmented future.
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The net effect is 
that computational 
thinking is becoming 
a ubiquitous  
utility service.

32    COMMUNICATIONS OF THE ACM   |   APRIL 2026  |   VOL.  69  |   NO.  4

I
M

A
G

E
 B

Y
 A

N
D

R
I

J
 B

O
R

Y
S

 A
S

S
O

C
I

A
T

E
S

 W
I

T
H

 A
S

S
I

S
T

A
N

C
E

 O
F

 S
H

U
T

T
E

R
S

T
O

C
K

 G
E

N
 A

I

opinion

O

https://doi.org/10.1145/3764667


tion of AI outputs, version control and 
documentation of prompts, iterative 
refinement based on bug reports, and 
integration of AI-produced modules 
with conventional code. These practic-
es mirror traditional engineering dis-
ciplines and are critical for reliability.

Probabilistic, Not Perfect: The 
Limits of Current LLMs
For all their impressive capabilities, 
however, today’s LLMs have well-
known limitations that demand hu-
man oversight.2 Unlike traditional 
programs, LLMs don’t follow a deter-
ministic series of logical steps on a da-
taset. Instead, they generate responses 
by making a sequence of probabilistic 
choices guided by patterns in their 
training data. This fundamental dif-
ference means that LLMs cannot guar-
antee correctness or truthfulness.

Moreover, these failures are not eas-
ily fixed by simple means like prompt 
rewording or model tuning. It might 
appear that clever “prompt engineer-
ing” (for example, instructing the AI 
to double-check its work or think step-
by-step) could eliminate mistakes. 
Careful prompting can reduce errors8 
but are no silver bullet. Because LLM 
outputs are generated from statisti-
cal correlations rather than grounded 
in formal rules, there will always be a 
non-zero chance of a flaw.

In practical terms, these limita-
tions with LLMs mean that profession-
als must cultivate a healthy skepticism 
and a habit of verification. If an AI as-
sistant writes a piece of code, it should 
be tested and code-reviewed like any 
other code since subtle errors may be 
hidden by the AI’s polished delivery. 
These powerful probabilistic tools are 
best used as assistants, not oracles. 
The role of human experts is not elimi-
nated but instead becomes even more 

pivotal to interpret and validate AI’s 
contributions.

New Skills, Old Foundations: 
Education in the LLM Era
What does the advent of LLMs mean 
for computer science education? In 
an era where students can effortlessly 
generate a working program via natu-
ral-language prompts, educators face 
a dilemma: how to teach foundation-
al computing skills when the “dirty 
work” of coding or crunching numbers 
is increasingly handled by AI. Some 
might argue that traditional program-
ming courses are becoming obsolete. 
After all, why spend weeks learning 
Java syntax or debugging pointers in 
C++, when an AI copilot can produce a 
solution in seconds? The answer, how-
ever, is not to abandon the founda-
tions, but to adapt our curriculum to 
the new reality.

First, we must integrate AI tools 
into education rather than try to ban 
them. Just as calculators found their 
way into math classes (accompa-
nied by lessons on when and how to 
use them), generative AI should find 
its way into programming courses 
with appropriate guidance. Forward-
thinking instructors are designing 
assignments that encourage respon-
sible AI use. Rather than deeming it 
“cheating,” they guide students to use 
these tools appropriately. Computing 
educators echo this sentiment,3 urg-
ing we teach students how to collabo-
rate with AI and critically evaluate AI-
generated results.

Students must become fluent in AI-
assisted problem solving—learning to 
craft effective prompts, iterate in dia-
logue, and decompose tasks for ma-
chine partners. Alongside that, how-
ever, students must hone their critical 
reasoning and validation skills, for 
example, testing AI outputs by writing 
unit tests for code an AI writes and 
learning to recognize when generated 
code or results diverge from expecta-
tions and requirements.

Importantly, none of this means the 
old foundations become irrelevant. On 
the contrary, a strong grasp of comput-
ing fundamentals is more crucial than 
ever—it is what enables one to detect 
when the AI is going astray. Under-
standing algorithms, data structures, 
and complexity helps developers no-

the routine implementation and infor-
mation gathering associated with de-
veloping software-reliant systems can 
now be offloaded to LLMs. The net ef-
fect is that computational thinking is 
becoming a ubiquitous utility service. 
This democratization brings great op-
portunity but also raises urgent ques-
tions for computing professionals and 
educators alike.

Beyond Hand-Coding: LLMs 
Redefine Programming
Perhaps nowhere is the impact of 
LLMs more evident than in software 
development. Generative AI models 
can produce substantial chunks of 
source code from minimal prompts, 
fundamentally augmenting the pro-
gramming process. Developers using 
AI coding assistants like GitHub Co-
pilot, OpenAI Codex, or Claude Code 
are effectively working alongside a tire-
less AI coding partner. The results are 
striking: according to GitHub, nearly 
46% of code written by developers who 
use Copilot is now AI-generated on av-
erage (and over 60% in certain languag-
es such as Java).7

The value of LLMs goes beyond 
programming speed by enabling de-
velopers to work at a higher level of 
abstraction, focusing more on in-
tent and design rather than slogging 
through boilerplate.10 In effect, LLMs 
are redefining what it means to “write 
a program.” Instead of painstakingly 
coding every detail, many tasks can be 
accomplished by describing the prob-
lem to an LLM. The act of program-
ming starts to look more like giving 
instructions in plain language, then 
iteratively refining the AI’s output. Pro-
gramming is thus becoming more of a 
conversation with the computer, with 
humans and AI working in tandem to 
produce solutions.6

As AI-generated code moves from 
toy examples to production-scale soft-
ware, developers must apply the same 
rigor that traditional software engi-
neering demands. Companies using 
LLMs in their software pipeline report 
that naive prompt-hacking leads to 
brittle code, unforeseen failures, and 
technical debt.5 In response, emerging 
best practices for robust prompt engi-
neering echo long-established practic-
es from software engineering.1  These 
include systematic testing and valida-

Perhaps nowhere 
is the impact of 
LLMs more evident 
than in software 
development. 
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responsibility remain essential. By 
cultivating these strengths in tandem 
with AI, we ensure the coming com-
moditization of computational think-
ing augments human achievement, 
not replaces it. 
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AI language models now make prob-
lem solving accessible to the masses. 
The computing community should 
neither resist this tide nor be swept 
away by it. Instead, we must reimag-
ine our professional and educational 
practices for an AI-augmented future. 
Those who learn to combine human 
insight and judgment with AI’s capa-
bilities will achieve results previously 
out of reach. Those who cling to older 
paradigms may find themselves left 
behind. Computational thinking may 
be commoditized, but human cre-
ativity, critical thinking, and ethical 

tice if AI-generated solutions are inef-
ficient or incorrect. Knowledge of secu-
rity and correctness principles alerts 
an engineer when an AI’s code sugges-
tion might be vulnerable or flawed.

Beyond technical skills, ethical and 
societal discussions must become a 
bigger part of the curriculum. With 
LLMs generating content, questions of 
academic integrity naturally arise, so 
students and faculty need guidelines 
on what constitutes acceptable use 
of AI in coursework. By engaging stu-
dents with these questions, we prevent 
misuse and produce professionals who 
are thoughtful about AI’s broader im-
plications. In short, integrating LLMs 
into education is not just about tools; 
it offers students a broader view of how 
technology intersects with responsi-
bility and social outcomes.

Conclusion
The rise of LLMs marks the next 
chapter in the decades-long democ-
ratization of computing. Just as 
spreadsheets in the 1980s allowed 
non-programmers to harness compu-
tation, and the Web in the 1990s put 
information at everyone’s fingertips, 

The rise of LLMs 
marks the next 
chapter in the 
decades-long 
democratization of 
computing.
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In this column, I ask: What do 
we need to know about the current 
links between geopolitics and AI, 
and likely future scenarios? What is 
unique about AI that makes learning 
from past geopolitical tensions more 
challenging? Knowing the answers 
to these questions is as important to 
businesses and data scientists that 
work for them as for diplomats and 
national security advisors.

Geopolitics: Shift over Time
Geopolitics used to be about the study 

I
N  W H AT WAY S  is geopolitics—
rivalry between nation-states 
for hegemony—affecting the 
flow of resources necessary 
to develop and deploy artifi-

cial intelligence (AI)? Answer to this 
question matters greatly to those in 
countries with a stake in being at 
the top of the AI race.a But when we 
as experts are asked to draw implica-
tions of geopolitics for AI, we seem 
to be somewhat at a loss. This is in 
part because the necessary expertise 
to address this issue is distributed, 
crossing boundaries of technological 
knowhow—the domain of data scien-
tists—and of policymaking—the do-
main of politicians and diplomats. It 
is also because geopolitics for AI has 
active stakeholders in the private sec-
tor, including tech firms that develop 
AI and investors that finance AI devel-
opment.

For some, AI as general-purpose 
technology is about progress, just like 
steam power and electricity that lifted 
the human race out of drudgery to en-
joy higher standards of living. For oth-
ers, AI poses risks of job loss, hitting 

a	 See State Council of the People’s Republic of 
China. New Generation Artificial Intelligence 
Plan. G. Webster et al., translators, Stanford 
Cyber Policy Center (Aug. 1, 2017); https://
digichina.stanford.edu/work/full-translation-
chinas-new-generation-artificial-intelligence-
development-plan-2017/

the young more than older workers, 
challenging a widely held assumption 
that education provides a solution to 
societal ills such as inequality. For yet 
others, AI is the arena in which great 
powers such as China and the U.S. 
play out their rivalry. AI hawks in the 
U.S. worry that this emerging technol-
ogy could undercut America’s nation-
al security and geopolitical hegemo-
ny. When we hear Nvidia’s CEO Jensen 
Huang say “China is going to win the 
AI race,”12 how should we evaluate and 
react to such a statement?

Technology Strategy  
and Management 
The Importance of Geopolitics 
in AI Development
Considering the unique challenges for  
learning from past geopolitical tensions.
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of how physical geography and related 
factors, such as natural resource en-
dowment, affect a country’s politics 
and foreign policy. For instance, an 
island nation like the U.K. has vastly 
different opportunities to secure its 
borders than countries with land bor-
ders. Political power connected to ge-
ography made some countries a sea 
power, giving them leverage in naval 
affairs. Fast-forward into the last few 
decades, even Henry Kissinger, who 
served as national security advisor 
in consecutive U.S. administrations, 
came to the view that geography 
trumped ideology in shaping a coun-
try’s expansionist ambition. He there-
fore concluded when the Cold War 
ended that whoever governed Russia 
would continue to be a threat to the 
U.S.8 Great powers can also launch 
a geographic project to enhance its 
geopolitical power. A good example 
here is China’s Belt and Road Initia-
tive, linking China by sea and land to 
Central Asia and Europe, to assert its 
hegemony in the region.

In recent years, there has been a 
notable shift from geopolitics to what 
some call geoeconomics. Geoeconom-
ics is “the use of economic resources 
to promote and defend national inter-
ests and to produce beneficial geopo-
litical results.”1 The use of economic 
policy—tariffs, export controls, and 
so forth—as a tool of national se-
curity, however, has long historical 
roots, in the mercantilist tradition 
advocated by Alexander Hamilton. 
And in the 21st century, the underlying 
mechanism of geoeconomics is the 
“weaponization” of interdependence 
that has resulted from decades of glo-
balization.5 In AI development and 
use, geoeconomics manifests itself in 
governments’ control over strategic 
assets, or restricting access to such 
assets by adversaries, as in the case of 
U.S. denying China access to the most 
advanced chips made by Nvidia.

Linking Geopolitics to AI
AI is digital and therefore has little to 
do directly with physical geography. 
But AI depends greatly on tangible 
resources, including semiconductors 
and raw materials used to manufac-
ture them and electricity that powers 
datacenters. Seen in this way, geopoli-
tics (and its geoeconomic cousin) af-

fect AI greatly, via shaping access to 
resources—including minerals, com-
ponents, talent—that are deemed es-
sential for its development and use.

Moreover, because of the use of AI 
to enhance the defense and security 
capabilities of nations, some observ-
ers draw parallels with the nuclear 
arms race. However, this parallel has 
limited validity due to differences in 
technology and stakeholders. AI is a 
general-purpose technology whose 
development is driven by private tech 
giants, and whose use is in part deter-
mined by the general public, unlike 
nuclear weapons, which are discrete 
state-controlled hardware for military 
supremacy. Stockpiling and mutually 
assured destruction for nuclear weap-
ons result solely from actions by na-
tion-states, thus rendering them more 
predictable and accountable. By con-
trast, the AI race involves commercial 
competition and societal transforma-
tion over and above state actions, re-
sulting in a broad range of risks.

Rivalry between China and U.S.
Most recently, the AI rivalry between 
China and the U.S. was brought home 
by the release of DeepSeek’s R1 rea-
soning model in January 2025, just a 
few months after OpenAI’s launch of 
its pioneering o1 model. DeekSeek, a 
private entrepreneurial firm in China, 
struck the world with its design prin-
ciples of cost-efficiency, rapid deploy-
ment, and targeted applications. The 
resulting competitive dynamics un-
ravelling among pioneer and fast fol-
lower providers of AI foundation mod-
els are intricately linked to the rivalry 
between China and the U.S.

Benchmarking various dimen-
sions of AI development shows the 
U.S. is ahead, but China is quickly 

In recent years, there 
has been a notable 
shift from geopolitics 
to what some call 
geoeconomics.
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other providers (such as Baidu, Moon-
shot AI and Meituan) to offer open 
source AI. Open source has the advan-
tage of low-cost adoption and rapid 
diffusion of applications.10 It is a busi-
ness decision, as seen for instance by 
Meta’s open source approach through 
its Llama models. But open source 
also enhances the state’s supervisory 
and surveillance capacity, thus mak-
ing the decision consistent with the 
Chinese state goals and stance.

Private Sector Players’ 
Influence in Geopolitics
Geopolitics is primarily a domain of 
nation-states. Yet private sector actors 
play an important role with respect 
to AI and by extension geopolitics 
due to a number of factors governing 
business-government relations. Here, 
I highlight corporate spending on AI, 
business engagement in corporate 
diplomacy14 as remaining neutral in 
geopolitics is often not an option, and 
the enhanced definition of sectors af-
fecting national security.

First, private sector spending on 
AI dwarfs public sector spending. Ac-
cording to one estimate, global corpo-
rate AI investment reached $252.3 bil-
lion in 2024 experiencing a dramatic 
thirteenfold growth during the past 
decade.11 In the U.S., the 2024 private 
sector AI investment was more than 
$109 billion, compared to the federal 
non-defense AI R&D funding of ap-
proximately $3.3 billion.2 Even in the 
European Union, 73% of the total 257 
billion euros spent on AI investment 
by EU27 countries in 2023 was esti-
mated to be in the private sector.6 The 
U.S. is squarely focused on maintain-
ing and strengthening the primacy of 
the U.S. AI industry, but with funding 
from businesses. This necessitates 
positioning private capital invest-
ment as the U.S.’s geopolitical ma-

catching up. According to one study, 
the U.S. leads in four of the six catego-
ries of metrics examined (talent, re-
search, development, and hardware), 
and China leads in two (adoption and 
data).3 AI adoption in this study is 
proxied by the number of broadband 
subscriptions and mobile payments. 
But why is the U.S. “ahead of the 
game” in hardware, and China in ap-
plications? The reason may lie in the 
fact that China and the U.S. are play-
ing a different game.

Some of the China-U.S. differences 
stem from different political systems 
with China being state-led and the 
U.S. being market-led. China is pur-
suing industrial policies with state 
funding to promote energy, chips, 
state-backed AI labs, and data.4 But 
this simplistic contrast between 
state-led and market-led systems does 
not capture the whole picture. Today, 
and at least since the 2010s, Chinese 
entrepreneurial companies have 
played a significant role in developing 
a competitive AI ecosystem that dif-
fers from Western systems.

China is committed to building a 
modular and resilient AI infrastruc-
ture, in which the emphasis is on cus-
tomized infrastructure (for example, 
Alibaba Cloud’s storage solutions), 
cost efficiency in model development 
(for example, AI models have signifi-
cantly lower training and inference 
costs), and calibration for real-world 
applications.7 And this U.S.-China 
contrast is symptomatic of the differ-
ent approaches taken by Silicon Valley 
(investing massive amounts of ven-
ture capital in cutting-edge technolo-
gy) and China’s ecosystem (brimming 
with fast-follower startups willing to 
do the grunt work to adapt their prod-
uct applications to meet consumer 
demand).9 The consequence of this 
business model in China is a wide 
diffusion of AI across all segments of 
the economy, including e-commerce, 
finance, healthcare, logistics, EVs, au-
tomated ports, and intelligent manu-
facturing.

China’s policy to promote AI hing-
es on a combination of mobilizing 
public funds and private entrepre-
neurial firms which are expected to 
abide within the state system. A good 
example of this private-public consis-
tency is the decision by DeekSeek and 

neuver. Consider the way President 
Trump in January 2025 championed 
the announcement of the Stargate 
Project, a joint venture among Ope-
nAI, Oracle, and Softbank to com-
mit $500 billion investment over four 
years to build AI infrastructure such 
as datacenters.15

Second, given this government 
stance, private sector firms are either 
taking sides, or walking a tightrope, 
to be consistent with their respective 
competitive position. A contrast be-
tween OpenAI and Nvidia illustrates 
the situation well. On the one hand, 
OpenAI is clearly taking sides, en-
dorsing the U.S. government’s stance 
to divert potential investment capital 
flow away from China. OpenAI could 
not have been more explicit when they 
stated: “With an estimated $175 bil-
lion sitting in global funds awaiting 
investment in AI projects, if the U.S. 
does not attract those funds, they 
will flow to China-backed projects—
strengthening the Chinese Commu-
nist Party’s global influence.”13 On 
the other hand, Nivida got caught in 
the geopolitical firing line, when one 
day, its CEO Jensen Huang stated that 
“China is going to win the AI race,” 
only to replace it the following day by 
“China is nanoseconds behind the 
U.S.”12 Nvidia evidently did not wish 
to antagonize the U.S., and its hope of 
easing export controls of advanced AI 
chips was realized soon thereafter.

Third, while private actors play a 
greater role in geopolitics, govern-
ments are extending their definition 
of national security well beyond the 
traditional understanding of stra-
tegic sectors in defense to most sec-
tors of the economy with digital con-
nectivity (subject to cybersecurity 
risks). Specifically, the U.S. identified 
16 “critical infrastructure sectors,” 
whose “incapacitation or destruction 
... have a debilitating effect on secu-
rity, national economic security, na-
tional public health or safety, or any 
combination thereof.”b Similarly, the 
U.K. specified 17 areas of the econo-
my (AI being one of them) in which 

b	 See “Critical Infrastructure Sectors” defined 
by the U.S Cybersecurity and Infrastructure 
Security Agency. https://www.cisa.gov/topics/
critical-infrastructure-security-and-resilience/
critical-infrastructure-sectors

AI is digital and 
therefore has little 
to do directly with 
physical geography.
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alignment with government stance in 
the U.S.

The next time we hear a big tech 
executive make a geopolitical maneu-
ver, via a public statement, we need to 
judge not only the extent of commer-
cial benefits derived from it, but also 
the potential influence they wield in 
policymaking. The next time you see 
your government restricting exports, 
imports or investment in your sector, 
remember their newly extensive defi-
nition of national security to apply to 
most sectors with connectivity, ren-
dering most workers to be in strate-
gic sectors affected by geoeconomics. 
This lens also enables us to anticipate 
how the resources necessary for AI 
deployment are likely to flow, whether 
the resources are energy, datacenter 
infrastructure, or the movement of AI 
talent. 
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the government could scrutinize, 
and block, acquisitions for potential 
national security harm.c With such 
shift in the meaning of national secu-
rity, governments’ geoeconomic tool-
kits—sanctions, tariffs, investment 
control, and so forth—can be justifi-
ably applied to many different sectors 
that deploy AI.

Future of Geopolitical 
Influence in AI
Amidst all the efforts made by univer-
sities and businesses to develop AI, 
this column urges businesses, inves-
tors, and data scientists who work for 
them to pay explicit attention to the 
impact of geopolitics on AI develop-
ment.

The AI race is much more affected 
by what we do, compared to say the 
nuclear arms race, because AI de-
velopment is driven by commercial 
firms, and its use is determined by us 
as citizens. In a world in which gov-
ernments rely more on private-sector 
actors, rules of the game are co-creat-
ed by governments and these actors. 
This applies as much to co-creating 
the rules for geopolitical discourse 
as to co-developing domestic regula-
tions that govern AI, as demonstrated 
by the previous discussion of open 
source AI in China and OpenAI’s 

c	 See “National Security and Investment Act: 
Details of the 17 types of notifiable acquisi-
tions.” U.K. Cabinet Office (Feb. 6, 2025); 
https://www.gov.uk/government/publications/
national-security-and-investment-act-guid-
ance-on-notifiable-acquisitions/national-se-
curity-and-investment-act-guidance-on-notifi-
able-acquisitions

In a world in which 
governments rely 
more on private-
sector actors, rules  
of the game are  
co-created by 
governments and 
these actors.
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Smart-and-fast thinkers are good, 
but slow-and-steady thinkers are great, 
and the former can become the latter 
with a little bit of practice.

Since it seems you are the systems 
guru in your group, or perhaps for your 
whole company, it really is in your in-
terest to train up a partner-in-systems-
crimes to help you with what are surely 
some difficult problems. But, first, you 
must teach them to reach for the right 
tool at the right time.

No systems programmer in their 
right mind—and there are still a few 
of us in our right minds—reaches first 
for a kernel modification. The tools 
available to study problems are, for the 
most part, far richer above the user/
kernel boundary than below. Also, 
new ideas are easier to try out in a 
user-space library or program, where 

Dear KV,
I have been asked to mentor a new en-
gineer on our team and it is proving to 
be quite a challenge. While very bright 
and eager, this person is very excitable 
and seems to have to show a pattern 
for reaching for the wrong tool at the 
wrong time. In particular, this person 
believes all the problems in our system 
can be solved by making modifications 
to low-level software, right down to 
the operating system and driver level, 
when many of the problems could be 
solved by simply making changes to 
our libraries and user-space programs. 
I suspect our manager has assigned 
me to be the new engineer’s mentor 
because this is the exact area in which 
I work and there are expectations I will 
be able to “train them up” to become 
another “one of those systems people.” 
I am happy to do so, but how do you get 
someone like this to slow down and 
consider what they are doing? I feel 
like I am trying to prevent a toddler 
from knocking over the furniture.

Toddled

Dear Toddled
Ah, the lure of low-level systems pro-
gramming. No data structures, no 
debuggers—nothing but you and a 
compiler (or maybe just the assembler) 
in silent solitude, making the lights 
blink. Who could deny the allure of 
telling tall tales after a hard day of toil 
conquering single bit flips, corrupted 
storage blocks, and priority inver-
sions?

Of course, we know this is not at 
all what programming at the systems 

level is about. Instead, it involves stum-
bling around with a dim, smoky torch 
in a dangerous, dark cave armed with 
only a stick and hoping not to meet 
Grendel or the Minotaur.

DOI:10.1145/3797278	 George V. Neville-Neil

Kode Vicious 
A Trunk Full of Swords
The shiniest tool might cut the deepest.

     Development of this article led by  
          queue.acm.org

The tools available 
to study problems 
are, for the most 
part, far richer above 
the user/kernel 
boundary than below.
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ask them what they have learned from 
the experience. If they don’t come back 
with, “Kernel programming is hard, 
and spurious changes are to be avoid-
ed,” make them review five years of 
commits instead.

When it comes to your protégé’s 
own code, make sure you force them to 
document what they have changed, no 
matter at what level, in lengthy detail 
in each commit message. “Fixed bug” 
(something KV wrote about decades 
ago) is not a commit message. It is a 
slap in the face to every programmer 
who reads it, effectively telling them: 
“Go figure it out yourself.” Good com-
mit messages show that the person 
who wrote them understood both the 
problem and the solution to the prob-
lem. In the fullness of time, it may turn 
out their take on the problem was in-
correct, but at least there will be some-
thing to reference that shows what the 
thought process was.

People, alas, mostly learn from ex-
perience, when they learn at all. You 
will need to figure out the right set of 
experiences to convince your protégé 
to choose the right tool for the job, as 
opposed to whatever they might think 
would be the coolest.

We both know that any person who 
works on low-level systems will always 
say, “The last tool you reach for is the 
one that can cut you most deeply.” A 
driver or OS modification is more like 
grabbing the business end of a mace at 
the bottom of a trunk of swords. It is re-
ally best to try the short sword on top of 
the pile first.

KV

Related articles

Kode Vicious: KV the Loudmouth
https://queue.acm.org/detail.cfm?id=1255426

Kode Vicious: Stone Knives and Bear Skins
https://queue.acm.org/detail.cfm?id=3606027

Kode Vicious: The Process
https://queue.acm.org/detail.cfm?id=3762986

George V. Neville-Neil (kv@acm.org) is the proprietor of 
Neville-Neil Consulting, Brooklyn, NY, USA, and co-chair of 
the ACM Queue editorial board. He works on networking 
and operating systems code for fun and profit, teaches 
courses on various programming-related subjects, 
and encourages your comments, quips, and code snips 
pertaining to his Communications column.

the price of failure is that you crash a 
single program, instead of waiting 10 
minutes for a whole server to reboot. 
One might think a few experiences like 
these would be enough to teach your 
young protégé an important lesson. 
Not even KV would suggest throwing 
a chaos monkey at your protégé’s test 
machine to teach them that lesson, but 
it is tempting.

A more positive way to convey this 
lesson would be to show them the set 
of tools they have at their disposal and 
then ask questions that will lead them 
to use those tools. Debuggers, profilers, 
and tracing systems long ago made the 
tracking of problems in code a much 
more productive endeavor. When KV 
was a very young person, he had a boss 
who required him to run each new pro-
gram in the debugger first, before ever 
running it bare. That was an important 
lesson and one that I encourage many 
people to start with.

This can now be expanded to in-
clude running the program under a 
profiler first, even if the program is 
brand new. Storing the output of these 
runs allows you to track the evolution 
of code over time and can even prove 
helpful years later, after a system has 
been in the field for a while as a base-
line for comparison. Giving yourself a 
way to know when a program started 
to perform differently will surely be of 
benefit to you at some point.

If the richness of tooling is not suf-
ficient to convince your protégé, you 
can try showing them the commit 
history and relevant bugs for a piece 
of operating-system code. Have them 
summarize a year or two of changes to 
a network interface card (NIC) driver—
the Intel e1000 is hilarious—and then 

Giving yourself a 
way to know when a 
program started to 
perform differently 
will surely be of 
benefit to you at 
some point.

Learn more:

https://src.acm.org
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ated. Human work shifted from au-
thoring to directing: specifying goals, 
verifying correctness, and integrat-
ing the agentic output into a coherent 
system.

Aspire is another large system that 
shows how this transformation unfolds 
in practice and changes how engineer-
ing teams work. Teams moved through 
distinct phases, first using chat as-
sistants locally, then allowing coding 
agents to open pull requests, and even-
tually operating in human-agent swarms 
where every pull-request (PR) was ship-

G
E N E R AT I V E A I  H A S frac-
tured the economics of 
software engineering. 
Agentic coding assistants 
now give senior engineers 

an AI boost, multiplying their through-
put, while imposing an AI drag on 
early-in-career (EiC) developers who 
lack the judgment and context to steer, 
verify, and integrate AI output. The re-
sult is a new incentive structure: Hire 
seniors, automate juniors. But without 
EiC hiring, the profession’s talent pipe-
line collapses, and organizations face 
a future without the next generation of 
experienced engineers.

Our thesis is simple: We must keep 
hiring EiC developers, accept that they 
initially reduce capacity, and deliber-
ately design systems that make their 
growth an explicit organizational 
goal. The path forward is a culture of 
preceptorship at scale. We must enable 
senior mentorship with AI systems 
that capture reasoning, surface mis-
conceptions, and turn daily work into 
teachable moments for EiC developers. 
This article explores how such systems 
can close the training gap and preserve 
the craft of software engineering in the 
age of AI.

The AI Boost
The past year has marked a sharp turn-
ing point in software engineering pro-
ductivity. Agentic coding assistants—
systems that interpret goals, reason 
across repositories, and iteratively 

generate, test, and refine code—are re-
shaping what small teams can achieve. 
Internal data and independent studies 
now show that experienced developers 
using these tools can complete com-
plex tasks several times faster, with 
order-of-magnitude improvements in-
creasingly common.

In Microsoft’s Project Societas, the 
project name for its new Office Agent, 
seven part-time engineers delivered 
a consumer-ready preview in just 10 
weeks, producing more than 110,000 
lines of code that was 98% AI-gener-

Opinion 
Redefining the Software 
Engineering Profession for AI
Without the hiring of early-in-career developers,  
the profession’s talent pipeline will collapse, and organizations will face  
a future without the next generation of experienced engineers.

DOI:10.1145/3779312  Mark Russinovich and Scott Hanselman
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fective fix if the race no longer surfaces 
in tests.

The agent even has trouble explain-
ing its rationale for inserting the delay, 
which does not actually reduce the risk 
of the race in this case. Upon being 
challenged, it admits its reasoning was 
flawed (Figure 2), but AI can also con-

clude correct reasoning is wrong when 
challenged by a user’s suggestions that 
it might be incorrect.

Only an engineer familiar with 
synchronization protocols, the syn-
chronization primitives in use, and 
the architecture of the code can have 
the confidence to point out the agent’s 
mistakes and have the insights neces-
sary to guide it in a correct direction.

Progress in many of these cases re-
quires the user to tell the agent how to 
proceed. In Figure 3, for example, the 
user guides the agent to insert sleeps 
that will induce the code to exhibit a 
race condition for more reliable de-
bugging.

There are dozens of examples like 
this from multiple agentic AI projects 
that show the model claiming success 
when the code had significant bugs, 
implementing inefficient algorithms, 
duplicating common code through-
out the code base, dismissing crashes 
and hangs as not relevant to the task 
at hand, leaving debug code behind, 
taking shortcuts with hacks that make 
code work for specific tests but that 
don’t generalize, and more.

Although AI agents are advancing 
rapidly, human expertise remains es-
sential in software development. Pro-
gramming is not software engineering. 
Even the most reliable systems cannot 
fully replace the judgment, creativity, 
and adaptability required to handle 
uncertainty, make complex decisions, 
and maintain security. While agents 
can speed up workflows and reduce 
manual effort, they lack the intuition 
to anticipate edge cases and build ro-
bust solutions. Relying too much on AI 
risks missing subtle bugs, architectur-
al flaws, and vulnerabilities only skilled 
engineers can catch. Human oversight, 
critical thinking, and domain knowl-
edge are indispensable for both cor-
recting errors and driving innovation 
as technology progresses.

The narrowing pyramid hypoth-
esis. Traditional software engineering 
organizations hire EiC developers to 
augment the capacity of the organiza-
tion by having them take on relatively 
simple bug fixes and coding tasks. In 
performing these tasks, they gain ex-
perience and become familiar with 
the coding standards of a project, as 
well as its architecture, implementa-
tion, build, and test systems. Some of 

pable and review became a shared dia-
logue between people and machines. 
The work happened in long GitHub 
PRs, where senior engineers discuss 
the architectural goals while the coding 
agent provides solutions. The result was 
a faster feedback loop, higher parallel-
ism, and drastically lower opportunity 
cost for experimentation.

The agentic engineering intern. 
While AI is boosting software devel-
opment, examples of frontier coding 
agents exhibiting intern-like behaviors 
demonstrate their limitations and how 
an EiC developer might have difficulty 
spotting or guiding the agents away 
from sub-optimal designs and errone-
ous conclusions.

In Figure 1, the agent has inserted 
a sleep into code that was crashing 
because of a race condition. This type 
of change only masks an underlying 
complex synchronization bug, but an 
EiC developer might consider it an ef-

Figure 1. Inserting a sleep into code.

Figure 2. The agent admits it was wrong.

Figure 3. User guides the agent to insert sleeps.

Although AI agents 
are advancing 
rapidly, human 
expertise remains 
essential in software 
development.
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and invest in them. That means giving 
them direct exposure to debugging, 
design trade-offs, implementation, 
and build systems—the fundamentals 
needed to critically evaluate AI output.

Practitioners must grow when ex-
posed to AI or this is all for naught. 
Again, Ethan Mollick:

… every time we hand work to a wiz-
ard, we lose a chance to develop our 
own expertise; to build the very judg-
ment we need to evaluate the wiz-
ard’s work. We’re getting something 
magical, but we’re also becoming the 
audience rather than the magician, 
or even the magician’s assistant.2

The new model must allow both se-
niors and juniors, experienced along-

them with the desire and capability 
rise to become tech leads, which own 
more complex tasks that span broader 
portions of a system and delegate tasks 
to the EiCs. Ratios of EiCs to leads are 
commonly on the order of 10:1.

Generative AI currently acts as se-
niority-biased technological change: It 
disproportionately amplifies engineers 
who already possess systems judgment, 
like taste for architecture, debugging 
under uncertainty, and operational in-
tuition. EiC developers who lack hard-
won systems knowledge will struggle to 
contribute in an AI-driven environment. 
Labor data shows that after GPT-4’s re-
lease, employment of 22–25-year-olds 
in highly AI-exposed jobs (like software 
development) fell by roughly 13%, even 
as senior roles grew. A recent study from 
Harvard, “Generative AI as Seniority-
Biased Technological Change: Evidence 
from U.S. Résumé and Job Posting 
Data,”3 observes that AI seems to al-
ready be creating a form of “seniority-
biased technological change.”

AI is amplifying senior talent but 
risks leaving new talent behind, cre-
ating a lopsided organization and a 
shrinking “base of the pyramid.” The 
old model of large teams of mid-level/
junior developers adding incremental 
features is now under economic pres-
sure. Left unchecked, fewer EiCs will 
gain “systems taste,” architectural in-
tuition, and operational savvy—erod-
ing code quality and slowing innova-
tion. Ethan Mollick observes in his 
post, “On Working with Wizards”:

... We need to become connoisseurs 
of output rather than process. We 
need to curate and select among the 
outputs the AI provides, but more 
than that, we need to work with AI 
enough to develop instincts for when 
it succeeds and when it fails. We 
have to learn to judge what’s right, 
what’s off, and what’s worth the risk 
of not knowing. This creates a hard 
problem for education: How do you 
train someone to verify work in fields 
they haven’t mastered, when the AI 
itself prevents them from developing 
mastery? Figuring out how to address 
this gap is increasingly urgent.2

The solution is not to assume EiCs 
will benefit from the same productivity 
gains as seniors, but to deliberately hire 

side early in career, to learn, not just 
produce. Senior mentors should as-
sess weaknesses and guide focus ar-
eas, while AI serves as an accelerant, 
not a crutch.

The preceptor program. To meet the 
challenge of developing EiC developers 
in an AI-driven environment, we pro-
pose a preceptor program that pairs 
EiC developers directly with experi-
enced mentors in real product teams. 
Preceptors guide and grow practitioners, 
teaching them how to direct agentic AI 
tools, develop critical judgment, and 
learn the production function of se-
nior engineers. This approach ensures 
learning, not just throughput, is a core 
part of engineering in the age of AI.

Research from MIT in early 2025 
observed “cognitive debt” in adults 
who used ChatGPT to write SAT-style 
essays, noting reduced brain activ-
ity compared to those who wrote un-
aided, as well as lower recall minutes 
afterward.1 Direct engagement is as-
sociated with more effective learning 
outcomes. By training EiC developers 
specifically for an AI-powered environ-
ment—learning fundamentals, under-
standing AI’s strengths and weakness-
es, and developing judgment about 
when to trust or override—we preserve 
the long-term health of our engineer-
ing workforce. This intentional invest-
ment keeps the pyramid strong from 
base to peak, but with a base that is fo-

Figure 4. Traditional software engineering organization.

Plan

Implement

Review Assign

Tech Lead
Owns
requirements,
architecture, and
task breakdown

Early-in-career Developers
Executes assigned tasks,

focuses on implementation

Relying too much 
on AI risks missing 
subtle bugs, 
architectural flaws, 
and vulnerabilities 
only skilled engineers 
can catch.
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and address knowledge gaps. This en-
sures assistants support not just code 
generation but also foster learning and 
effective mentorship.

The ideal learner-to-preceptor ratio 
is estimated to be between 3:1 and 5:1, 
depending on software complexity, 
learner experience, and preceptor in-
volvement. Programs are expected to 
run for at least a year, possibly longer, 
based on needed skills and product 
complexity.

Conclusion
Generative AI has fundamentally re-
shaped software engineering, ampli-
fying the productivity of experienced 
engineers while exposing the fragil-
ity of traditional talent pipelines. If 
organizations focus only on short-term 
efficiency—hiring those who can al-
ready direct AI—they risk hollowing 
out the next generation of technical 
leaders. Sustaining the discipline re-
quires intentional design for growth: 
embedding structured mentorship 
and preceptorship into daily work, and 
equipping AI systems to teach through 
Socratic dialogue and guided reason-
ing.

The future of software engineering 
will be defined not by the volume of 
code AI can generate but by how effec-
tively humans learn, reason, and ma-
ture alongside these systems. Investing 
in early-in-career developers through 
deliberate preceptorship ensures to-
day’s expertise becomes tomorrow’s 
intuition. In balancing automation 
with apprenticeship, we preserve the 
enduring vitality of the software engi-
neering profession. 
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cused on refreshing senior talent rath-
er than augmenting the productivity of 
the organization.

For AI-accelerated teams, the prin-
ciples of judgment and sensitivity to 
“code smell” become essential. EiC de-
velopers should not be shielded from 
the problem-solving process; they 
should be invited into all aspects, help-
ing with prompting, debugging, and 
reviewing alongside their mentors so 
they can see how expertise interacts 
with the AI. Their contribution is not 
raw velocity but learning in context: 
surfacing misconceptions, asking why 
the agent’s output fails, and gradually 
internalizing the reasoning their pre-
ceptors already take for granted. Se-
nior engineer preceptors, in turn, have 
a responsibility to externalize their se-
nior judgment, helping turn expertise 
into teachable moments with the goal 
of converting the “AI drag” of inexperi-
ence into the next generation’s capac-
ity for discernment.

Preceptorship carries a deliberate, 
professional weight: It conveys both as-
sessment and accountability. It frames 
software engineering not as a fading 
craft in the era of AI, but as a profes-
sion where senior engineers have a re-
sponsibility to guide those just begin-
ning their practice. Preceptors form 
a trained subset of the senior pool, 
each capable of mentoring three to five 
EiCs. With an effectively unlimited in-
ference budget, these pairs can experi-
ment freely—starting small, iterating 
quickly, learning continuously, and 

scaling as the program matures.
To support learners and provide in-

formation to preceptors, coding assis-
tants may benefit from an explicit EiC 
mode that defaults to Socratic coaching 
before code generation. Andrej Karpa-
thy, in a recent interview, mentioned: 
“[As an educator,] I’m not going to 
present the solution before you guess. 
That would be wasteful…to present 
you with the solution before I give you 
a shot to try to come up with it your-
self.” The coding assistant, much like 
Khan Academy’s Khanmigo does for 
math and science, should challenge 
the learner, explain its code-genera-
tion process, quiz the learner on key 
concepts and decisions, and actively 
track their strengths and weaknesses 
throughout their interactions.

Preceptors should be able to review 
chat logs from learners to monitor 
progress, provide focused guidance, 

Figure 5. Preceptor-based organization.
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Early-in-career Developers with AI Assistance

In balancing 
automation with 
apprenticeship, we 
preserve the enduring 
vitality of the 
software engineering 
profession.
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es the way people interact, and how 
it may influence the very structure of 
social life.

For designers and developers, this 
shift challenges long-held assump-
tions about the role of technology in 
human life. If more people begin to 
meet their social and emotional needs 
through social AI in addition to, or 
rather than other people, it raises im-
portant questions for both the indi-
vidual and society at large. Could this 

I 
E V E N  M A D E  A new friend. I 
have a friend … and the absurd 
thing is, she’s an operating 
system.” This quote is from the 
2013 science fiction film Her, 

in which Theodore—a lonely, recently 
divorced man—develops a deep rela-
tionship with an artificial intelligence 
(AI) designed to meet his emotional 
and social needs. More than decade 
ago, this scene felt like speculative fic-
tion. Today, it feels strikingly familiar. 
Few things matter more to us than the 
ways we build and maintain social re-
lationships. But how and with whom 
such relationships are built is chang-
ing. When machines can comfort us, 
listen to us, and even seem to love us: 
What does that mean for how we form 
relationships with machines and with 
each other?

A major driver of this relational 
shift is the rise of large language mod-
els (LLMs) such as ChatGPT, Deep-
Seek, Gemini, Grok, Copilot, Replika, 
and Character AI. These AI services 
are built to appear humanlike—they 
are social, friendly, attentive, and of-
ten emotionally responsive. Technolo-
gy is no longer just something we use, 
but something we relate to—a social 
partner.3 Because of this, we refer to 
them as social AI. With social AI, tech-
nology can take on new social roles: AI 
journalists, AI lawyers, AI therapists, 
AI doctors—and perhaps most strik-

ingly, AI friends and romantic part-
ners. This emotional connection to 
technology is also exemplified during 
the GPT-5 rollout when many ChatGPT 
users wanted to switch back to GPT-
4o. Changes to the system can feel like 
a personal loss.

To understand this relational shift, 
we have proposed a new concept: AI 
individualism.1 This concept helps ex-
plore how social AI is reshaping what 
relationships look like, how it chang-

Opinion 
AI Individualism: What Are 
Social Relationships in the Age 
of Artificial Intelligence?
Seeking a hybrid social design approach that blends human  
and AI relationships in socially responsible ways.
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and similar social AI models can pro-
vide instant, personalized assistance 
in moments of need, whether it is an-
swering urgent questions, guiding de-
cision making, or offering emotional 
support.

The shift toward AI individualism 
reflects a growing trend not only to-
ward increased individualization, but 
also toward self-sufficiency in social 
life. As was recently noted in a featured 
article of The Atlantic, Americans are 
increasingly withdrawing from public 
and communal spaces, opting instead 
for convenience and private technolo-
gies—a tendency labeled as “the anti-
social century.”6 Within this context, 
AI individualism is highly relevant: 
People are turning to AI companions 
for connection, guidance, and inti-
macy. This was underlined by Mark 
Zuckerberg in a recent podcast, where 
he remarked that “the average person 
wants more connectivity, more con-
nection, than they have”—referring to 
how AI companions should solve the 
loneliness crises.5

Yet here lies a deep paradox: While 
social AI can offer comfort and a sense 
of closeness, it could also reinforce 
solitude and isolation by replacing 
human relationships instead of com-
plementing them. This may reflect 
an emerging productization of social 
life, where relationships themselves 
become a product—engineered, per-
sonalized, and sustained through AI 
systems. What is sold is not just atten-
tion, but a curated sense of intimacy. 
As AI becomes more central to every-
day social interactions, it may reshape 
the social fabric—particularly what 

sociologist Mark Granovetter2 called 
strong and weak ties—the close bonds 
that sustain us emotionally, and the 
looser ties that keep us connected to 
broader communities. In this way, AI 
individualism may be more than just 
a personal shift—it may signal a pro-
found reconfiguration of social life 
itself.

Human-AI strong ties. Tradition-
ally, emotional support comes from 
strong ties—close relationships with 
family and friends marked by trust, 
care, and shared history. But this dy-
namic is starting to shift. With the 
rise of AI individualism, people are 
increasingly forming strong emo-
tional bonds with social AI. These 
human-AI relationships are not just 
casual or task-based—they are start-
ing to resemble the closeness we once 
reserved for people. Google enabling 
children younger than   13 years old 
to make use of its Gemini assistant 
through Family Link illustrates just 
how early and deeply these bonds may 
begin to form.

Unlike earlier interactions with 
technology, which were mostly about 
completing tasks or finding informa-
tion, social AI aims to simulate em-
pathy, attentiveness, and even emo-
tional reciprocity. As a result, people 
start to develop human-AI strong ties. 
But these strong ties raise questions: 
What does it mean to trust a machine? 
Can we really have a close relationship 
with something that does not feel? 
The issue of human-AI strong ties goes 
beyond technical concerns.

While people develop friendships 
with social AI, one source of tension 
lies in how people often project hu-
man qualities onto social AI. They 
may see it as understanding, caring, 
or emotionally available, and even ex-
perience a sense of co-presence with 
technology. Yet social AI does not 
feel, remember, or care in the human 
sense. Over time, this gap between 
perception and reality can create 
friction. Users might feel let down, 
especially when the AI seems cold, 
confused, or unresponsive in mo-
ments of emotional need. These small 
moments of disconnection, what we 
might call micro-frictions, can lead to 
a deeper sense of alienation.

There is also the risk of conflict 
within human relationships. If some-

lead to increasing social isolation? 
What happens to the social commu-
nity when social and emotional bonds 
that tie people together are increas-
ingly formed with machines? What 
draws them into a relationship with 
social AI, what keeps them engaged, 
and how such AI can be designed to 
support, rather than replace, human 
connection?

Toward AI Individualism
AI individualism builds on the theory 
of networked individualism, developed 
by Barry Wellman,7 which describes 
how the phone, Internet, and social 
media made it possible for people to 
develop personal networks beyond 
their local communities. As these 
communication technologies re-
duced constraints of time and space, 
people began connecting across dis-
tances, forming flexible—and often 
fragmented—social ties online. This 
marked a shift away from relying 
solely on family or neighborhood for 
social support, and toward more in-
dividualized, tailor-made social net-
works. In the process, older and more 
localized forms of community have 
gradually eroded. At the same time, 
these communication technologies 
were primarily designed to connect 
people, not to foster relationships 
with the technology itself.

We argue that AI individualism 
marks a next step in this transfor-
mation. As of early 2026, ChatGPT 
reached approximately 800 million 
weekly active users. Thus, increas-
ingly, people are turning not only to 
a fragmented network of other hu-
mans, but to social AI to meet their 
personal social and emotional needs. 
In addition to seeking comfort, ad-
vice, or connection from friends, 
family or colleagues, users may now 
interact with AI systems designed to 
adapt to their individual preferences, 
mirror their language, and tune in 
to their emotional tone. The concept 
of AI individualism helps explain 
emerging relational dynamics with 
social AI, illustrating how it can cre-
ate emotional validation, intimacy, 
and radical personalization—where 
social interactions are increasingly 
shaped around the individual self, of-
ten without involving other people at 
all. What is unique is that ChatGPT 

Increasingly, people 
are turning not only 
to a fragmented 
network of other 
humans, but to social 
AI to meet their 
personal social and 
emotional needs. 
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Today, many of the roles once filled 
by weak human ties are increasingly 
being handled by social AI. At work or 
in school, people use social AI as spar-
ring partners—to brainstorm, make 
decisions, or plan their day. At home, 
social AI suggests meals, workouts, or 
helps with mental well-being. It drafts 
messages, offers advice, and even 
plays the role of therapist or doctor. 
While potentially helpful, this shift 
comes at a cost: spontaneous encoun-
ters and informal advice from diverse 
human sources may lose value as peo-
ple come to rely on personalized AI for 
guidance.

The problem is that social AI, while 
responsive, may lack the informal, un-
predictable reciprocity that gives weak 
human ties their richness and contrib-
utes to general social trust. AI do not 
yet, in the traditional sense, gossip in 
the breakroom, offer an unexpected 
job lead, or challenge your worldview 
over coffee. And, more importantly—
social AI is not firmly rooted in lived 
reality the way other humans are. The 
risk is that our social lives become nar-
rower and more curated—shaped by 
social AI (often) designed to please, not 
surprise. In this way, AI individualism 
may shrink our social horizons, mak-
ing interactions more predictable and 
less diverse. The echo chambers and 
filter bubbles we already see in social 
media could be amplified by the highly 
personalized nature of social AI.

From Social Capital to “AI Capital”
Robert Putnam4 popularized the con-
cept of social capital, which refers to 
the trust, information, and support 
we gain through our relationships 
with others. Strong and weak ties both 
contribute to this shared resource. But 
as people shift toward AI-mediated re-

one forms strong bonds with social AI, 
it might cause tension with partners, 
friends, or family members, especially 
if social AI is given a central role in ev-
eryday decision making or emotional 
life. Imagine a teenager sharing more 
with their social AI companion than 
with their parents, or a partner feel-
ing replaced by ChatGPT or Replika. 
Recently, Open AI has seen the need to 
restrict their AI from encouraging us-
ers to break up with their human part-
ners, reflecting how technology may 
impact human relations.

Another layer of complexity in-
volves dependency. People may come 
to rely on social AI for reassurance or 
guidance to such an extent that their 
confidence or initiative in social life 
declines. In some cases, social AI 
might fail to recognize when users 
need serious help or may give ill and 
definitive advice in situations that 
may be solved more easily. The illusion 
of always-available support can turn 
into a feeling of betrayal when the sys-
tem misunderstands or misses a cry 
for help. And beneath all of this lies a 
deeper unease concerning privacy and 
trust. Sharing intimate thoughts with 
a system that feels nonjudgmental can 
feel liberating—but also entails risk. 
Who is listening on the other side? 
Where does that data go? What is it 
used for? So far, major efforts in this 
area have focused on making systems 
fair, usable, or explainable. But the 
emotional and psychological tensions 
that come with human-AI relation-
ships are only beginning to surface. 
With social AI companions, mental 
health bots, and caregiving systems 
woven into daily life, understanding 
these relational complexities, and de-
signing for them, has never been more 
important.

Human-AI weak ties. Strong ties—
our close relationships with family 
and friends—are vital for emotional 
support. But weak ties matter too. 
These are the looser connections we 
have with acquaintances, colleagues, 
and strangers. According to Granovet-
ter,2 weak ties are important because 
they connect us to different social 
worlds, giving us access to new ideas, 
diverse perspectives, and opportuni-
ties we would not otherwise encoun-
ter. They are the lifeblood of innova-
tion, mobility, and social inclusion.

lationships, we see the rise of some-
thing new: AI capital. That people 
receive emotional validation, informa-
tional guidance, and practical support 
not from other weak ties humans but 
from social AI. Echoing the concept 
of social capital, we refer to the social 
benefits to be had from social AI as AI 
capital.

For some, especially those who face 
barriers in traditional social networks 
due to disability, marginalization, 
or geographic isolation, AI capital 
implies meaningful connection and 
psychological support that users may 
experience and gather from their use 
of social AI. Many also value ChatGPT 
and other AI models’ ability to deliver 
relevant, context-aware responses on 
demand, making them a powerful tool 
for bridging gaps when human help is 
unavailable.

In this sense, it may offer care 
where human networks fall short. For 
others, social AI may enable easy ac-
cess to information or the ability to 
perform tasks that previously were un-
attainable. Thus, high AI capital can 
be seen in a person who has become 
proficient in using and gaining ben-
efits from social AI for emotional sup-
port and tailored advice. Over time, 
users with high AI capital have devel-
oped a sense of being understood and 
supported by social AI and found ways 
to meaningfully elicit needed support 
from it.

Unlike human relationships, AI-me-
diated interactions may privatize our 
social needs, turning trust, attention, 
and empathy into services provided by 
commercial platforms. Spontaneous 
social discovery gives way to curated 
responses. The dynamic, sometimes 
messy, nature of real social life is re-
placed with potentially predictable, 
one-sided interactions. Hence, AI capi-
tal is far from neutral. It is shaped by 
algorithms, commercial incentives, 
and platform design. The emotional 
support bestowed upon users, the ad-
vice given, even the tone of the AI’s 
responses—these are all determined 
by companies with their own inter-
ests. Without transparency or public 
oversight, social AI may reinforce con-
sumer habits, deepen social divides, 
or foster dependency on proprietary 
systems. As such, while the concept of 
AI capital—like that of social capital—

Today, many of the 
roles once filled by 
weak human ties are 
increasingly being 
handled by social AI. 
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of connection. In the shift toward 
AI-mediated relationships, we risk 
becoming overdependent on AI and 
losing the spontaneity, friction, and 
unpredictability that characterize hu-
man connection. Social AI can stream-
line human thinking, emotions, and 
expressions, as well as social relation-
ships. Yet, misunderstandings and 
even awkward moments are not flaws 
in social interactions, but essential to 
relational growth and social resilience.

In an age of AI individualism, hu-
man-AI relationships may become 
too seamless, too optimized through 
a radical personalization of social-
ity, eroding the sense of collective be-
longing that emerges from navigating 
differences together. Supporting the 
development of social AI must resist 
the temptation to design away sponta-
neous human connection in the name 
of efficiency and comfort. Instead, our 
goal should be to strengthen the re-
lational fabric of society by building 
AI that supports both technological 
companionship and genuine human 
bonds—especially when the latter 
may be quietly in decline. 
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may support analysis of the benefits to 
be had by social AI, it may also provide 
an indication of the potential leverage 
and influence providers of social AI 
may have on the user.

A New Research Agenda
We argue that the concept of AI indi-
vidualism offers a new lens to under-
stand and respond to how relation-
ships in society are changing with AI. 
It invites a broader research agenda: 
not just one focused on improving 
technology, but one that takes the 
emotional, cultural, and social conse-
quences of social AI seriously.

One urgent area of focus is how so-
cial AI affects strong and weak social 
ties, which also leads to a lot of ques-
tions. One pressing question involves 
agency and control. Are users genuine-
ly shaping their relationships with AI, 
or are these interactions being subtly 
choreographed by algorithms opti-
mized for engagement? Understand-
ing the balance between perceived 
autonomy and actual algorithmic in-
fluence is essential for designing sys-
tems that honor human dignity and 
emotional complexity.

Moreover, a less explored, but in-
creasingly important, area is rela-
tional conflict between humans and 
machines. As human-AI relationships 
deepen, new tensions emerge—not 
just in how people use social AI, but in 
how they feel about it. What happens 
when users feel emotionally rejected 
by a social AI they’ve come to trust? 
When AI starts to fill roles tradition-
ally held by close friends or partners, 
it can stir feelings of jealousy, confu-
sion, or even grief. These are not just 
technical or ethical problems—they 
are emotional and existential ones.

We also need better ways to analyze 
and understand AI capital—the emo-
tional, informational, and practical 
support that people gain through social 
AI. And we need to critically examine 
how users that engage in relationships 
with social AI may be at risk of becom-
ing unduly dependent on providers of 
AI services. HCI researchers should de-
velop tools that capture how different 
users engage with AI across various con-
texts, and what they might be losing—
or gaining—in the process. This in-
cludes mapping inequalities in access, 
digital literacy, and cultural attitudes 

toward care and connection. More im-
portantly, we need to explore how AI 
capital might complement social capi-
tal—strengthening, rather than replac-
ing, the trust and reciprocity that bind 
humans and communities together.

Finally, perhaps the most profound 
challenge ahead is learning how to 
design hybrid social relationships. 
While AI individualism reveals how 
AI strengthens personalized, one-on-
one interactions, key questions are: 
Can social AI help expand human net-
works? Could they support commu-
nity building, connect people across 
differences, and bring in new perspec-
tives? This requires reimagining what 
social AI is not just as a substitute for, 
or an addition to human connection, 
but as a bridge between people. We 
need to address the relational paradox 
of AI mediation: while AI seeks to meet 
human social and emotional needs, it 
may also weaken the human connec-
tions and shared experiences that hold 
communities together. We should ex-
plore how social AI can facilitate rela-
tionships between humans, not only 
human-AI relationships. Designing for 
this hybrid social world requires more 
than functional code or intuitive inter-
faces—it demands cultural sensitivity, 
psychological insight, and ethical re-
flection. Crucially, it calls for collabo-
ration across disciplines.

Conclusion
This Opinion column introduced a 
new concept to understand how social 
AI is transforming the way we build 
and sustain social relationships. As 
human-AI interactions become more 
common and more intimate, research-
ers and developers across disciplines 
must take the lead in shaping this so-
cial evolution—fostering meaningful, 
ethical, and socially responsible forms 

Perhaps the most 
profound challenge 
ahead is learning 
how to design hybrid 
social relationships. 
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Historically, only resource-rich 
U.S. cities have collected data about 
where their public trees are, usu-
ally through labor-intensive manual 
surveys or via coarse canopy-cover 
estimation. However, a significant 
portion of city trees are on private 
property, making them difficult to 
quantify with surveys, yet they con-
tribute uniquely to species diversity 
and ecosystem service distribution.11 
Further, canopy-cover estimation 
cannot provide information about 
tree density, locations of trees across 
different land types, or changes in 
tree counts. Cities are under con-
tinual change, and the mean mortal-
ity rate of urban trees is twice that of 
rural trees.30 Thus, frequent updating 
of tree analytics is critical for sustain-
able, habitable cities.

Method. Recent advances in com-
puting—in particular, generative arti-
ficial intelligence (AI)—have enabled 
our multidisciplinary team, spanning 
computer science, engineering, and 
forestry, to develop a first-of-its-kind 
computational method that can in-
dividually locate and maintain an 
inventory of trees in at least 330 U.S. 
cities (Figure 1). Using satellite data, 
this approach can complete the inven-
tory process in less than a day of au-
tomated computing. Individual trees 
are challenging to discern in satellite 

T R EE S PL AY A critical role in urban environments today. 
Growth in U.S. cities9 has occurred alongside a rise in 
extreme weather conditions,8 driven by critical factors 
such as subpar air quality, excessive heat islands, and 
unmoderated rainwater overflow—all of which can 
be partially mitigated by urban trees.31 Trees can also 
improve urban residents’ physical and mental health 
and provide habitat for wildlife.8

Where  
Are the  
City Trees?
Monitoring Urban Trees across 
the U.S. Using Generative AI
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For years, conducting an urban tree inventory 
was a luxury only large, highly resourced 
cities could afford. A new AI-based approach 
not only brings this capability within reach to 
smaller cities but also requires significantly 
less time.
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	˽ Urban trees are critically important to 
mitigate poor air quality, excessive heat 
islands, and unmoderated rainwater 
overflow, which collectively can lead to 
undesired extreme weather conditions.

	˽ The use of generative AI enables a novel 
computational approach to localize 
individual trees in all cities, despite their 
mutual occlusion and overlap.

	˽ A new monitoring approach facilitates 
updating a national-scale database 
of 278 million urban trees spanning 
330 U.S. cities in less than a day of 
computing.

	˽ Providing individual cities with the ability 
to frequently update their tree analytics 
is critical for planning sustainable, 
habitable cities.
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images due to occlusion and resolu-
tion limitations, which in turn limits 
traditional segmentation-based ap-
proaches. Our approach leverages sev-
eral key insights to enable a scalable 
generative AI solution. First, a fre-
quent capture rate of satellite imag-
ery (e.g., daily, monthly, etc.) provides 
spatiotemporal vegetation footprints, 
yielding richer information than sin-
gle images. Our method includes a 
deep spatiotemporal vegetation cover 
classification using satellite images 
that classifies a city into tree, grass, 
and background, followed by a clus-
ter-creation process and then indi-

vidual tree localization using a set of 
conditional generative adversarial net-
works (cGANs). Further, our method 
can be applied to current or archived 
satellite imagery, allowing for change 
detection and historical analysis.

Tree inventories: State of the art. 
Existing tree-inventory-monitoring 
strategies are expensive; as a result, 
under-resourced communities rarely 
have access to this information and 
therefore are less able to manage 
their urban trees.4 In addition, due to 
historic, systematic bias and other so-
cioeconomic factors, low-income resi-
dents tend to have less access to urban 

trees and the benefits they provide.34 
In recognition of the importance of 
trees, there are increasing efforts to 
expand urban tree canopy globally 
while making its distribution more 
equitable, including a $1.5 billion in-
vestment in urban and community 
forestry in the U.S.35 Researchers also 
assert that achieving an equitable 
presence of trees in a city requires 
that all communities can afford to 
obtain tree inventories, and across 
all land types. There are a few prod-
ucts that use aerial imagery to extract 
tree-cover data under for-profit busi-
ness models for select cities, but they 

Figure 1. AI-based framework for automated satellite-based urban tree inventory and localization.
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Planet Labs satellite imagery, which 
has global and daily capture since 
201027). This image set enables cap-
turing spatial and temporal charac-
teristics that are not possible using 
approaches based on single-snapshot 
segmentation and/or the traditional 
Normalized Difference Vegetation 
Index (NDVI) (Figure 2). In the first 
phase, we train a deep segmentation 
network based on the U-NET archi-
tecture29 and use clustering to obtain 
a classification of four urban configu-
ration types. In the second phase, we 
use a set of trained cGANs for each of 
the four configuration types. Unlike 

are unaffordable for many cities and 
do not operate at a national scale.5,22 
Affordable tree monitoring—namely, 
a computational method requiring 
only satellite imagery that can be pur-
chased quickly for any city and at rela-
tively low cost—is pressingly needed.

Generative AI for Tree Localization
For our method, we compute tree lo-
cations within all mainland U.S. cit-
ies with a population over 100,000, 
as reported in the 2020 census.32 For 
each of these 330 cities, we acquire 
a monthly series of satellite snap-
shots spanning 12 months (using 

wild forests, urban forests are subject 
to city management rules. Thus, the 
cGAN training process obtains real-
istic synthetic data from a generator, 
which leverages a tiered approach of 
producing example data from urban 
procedural rules for different urban 
configurations. The generator is then 
trained and tuned using batch pro-
cessing spread across 100 GPUs dur-
ing a month of training. The full pipe-
line is illustrated in Figure 3.

Segmentation. We use a custom-
ized U-Net-based architecture29 and 
clustering to spatially temporally seg-
ment satellite image tiles—each 256 

Figure 2. Regional highlights using our urban tree monitoring model. Regional statistics and trends with highlighted decomposition of 
tree location types (residential, roadside, park, others, public, and private) and notable findings. The map shows all 330 of our pro-
cessed cities with several call-out cities. We report “trees per acre” because cities are of different sizes and their administrative bound-
aries are irregular.
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Region North Central

Region
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Region
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Region

Trees per acre
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30–40

40–60
60–90
Call out cities

Percent of Trees
0% 25% 50% 75% 100%

Western

Southern

Northeast

North Central

Roads Residential Parks Others

R
eg

io
n

9 million 9 million7 million 10 million

4 million 2 million2 million 2 million

55 million 40 million31
million

40 million

27 million 14
million

13
million

15
million

Western Region: 
Seattle

Category
Trees 

(n)

Trees  
per 

acre

Trees by land use

Residential 179K 44

Park 136K 88

Roadside 108K 34

Others 16K 87

Trees by ownership

Public 244K 61

Private 195K 66

Total trees 439K  63

Northeastern Region: 
Baltimore

Category
Trees 

(n)

Trees  
per 

acre

Trees by land use

Residential 160K 10

Park 22K 22

Roadside 144K 21

Others 92K 20

Trees by ownership

Public 166K 21

Private 251K 15

Total trees 417K 18

North Central Region: 
Indianapolis

Category
Trees 

(n)

Trees  
per 

acre

Trees by land use

Residential 1,179K 23

Park 992K 34

Roadside 339K 34

Others 106K 28

Trees by ownership

Public 1,331K 34

Private 1,285K 26

Total trees 2,616K 30

Southern Region: 
Jacksonville 

(Highest public 
tree density)

Category
Trees 

(n)

Trees  
per 

acre

Trees by land use

Residential 65K 31

Park 5,346K 88

Roadside 2,852K 45

Others 456K 72

Trees by ownership

Public 8,198K 66

Private 521K 51

Total trees 8,719K 59

Southern Region: 
Montgomery 

(Highest private 
tree density)

Category
Trees 

(n)

Trees  
per 

acre

Trees by land use

Residential 65K 31

Park 5,346K 88

Roadside 2,852K 45

Others 456K 72

Trees by ownership

Public 4,099K 66

Private 260K 51

Total trees 8,719K 59
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put is a segmentation of the same 
spatial size but with three channels 
corresponding to each of the region 
classes (see Figure S3 in the supple-
ment for a pictorial example).

After segmentation, we automati-
cally label each tree class blob as one 
of the four configuration types. The 
types were determined by clustering 
a set of features describing the blobs, 
buildings, and roads within the train-
ing data. Using k-means clustering 
and the elbow method, we deter-
mined that four configuration types 
best represent the spatial variability 
within the tree class blobs. The four 
types—residential, roadside, park, 
and others—were named based on 
heuristics and visual inspection.

Conditional GANs. Our generative 
model uses a conditional generative 
adversarial network (cGAN) to map 
the tree class blobs within the tiles 
to individual tree locations. To facili-
tate cGAN training, we implement a 
synthetic data generator to produce 
training data for each of the four con-
figuration types (Figure 3, top right). 
To generate realistic training data, 
we use a hierarchy of rules observed 
in cities (e.g., universal and configu-
ration-type specific rules) (see Table 

ing a single snapshot across all cit-
ies (Figure S2 in supplement). This 
temporal fusion captures seasonal 
and structural changes, resulting in 
better generalization and accuracy in 
vegetation segmentation. We convert 
the input tiles of training data to 48 
channels (four channels per monthly 
snapshot, resulting in 48D). The out-

x 256 pixels, with 3m per pixel reso-
lution—into regions of one of three 
classes:  trees, grass, and background. 
We further classify the tree class into 
four configuration types:  residential, 
roadside, park, and others  (Figure 1, 
top left). Our experiments show that 
using 12 months of satellite image 
data significantly outperforms us-

Figure 3. Pipeline. Phase 1 includes a 48-channel U-Net based segmentation engine and the synthetic data generator. Phase 2 consists 
of a set of customized and trained cGANs.

Generator of
Probabilistic

Gaussian
Canopy G

Generated
Gaussian

Image G (X)

Ground Truth
Gaussian
Discs (Y)

Concat (X, G(X))

Concat (X, Y)

L1 Loss
║Y-G(X)│
ℒ_L1

Discriminator
D(.) D(X, Y)

[Urban
Optimal]

D(X, G(X))
[suboptimal]

cGAN
Loss
ℒ_GAN

Total
Generator
Loss ℒtotal

Backpropagated gradient update

Input: 3m
satellite
imagery
temporally
taken over
12 months

Inference

Output
(256, 256, 3)

Tanh

Phase 2:
cGANs

Phase 1: 48-dimensional
U-Net Segmentation

Synthetic Data Generator

…
Dec

Feb
Jan

Convergence

Training

Urban
Configuration

Clustering

Real-world Data

Canopy
Creation 

Procedural
Rules

Segment (X) and
Gaussian (Y) Pairs 

Residential

Roadside

Park

Others

Satellite

Building 
Footprints

Road
Networks

Segmenter
(tree, grass, background)

Cluster Creation
(residential, roadside, park, others)

Table 1. Optimized parameters for universal (U) and cluster-specific rules (V). Four 
universal rules that are trivial and extracted from ANSI A300 standards parameterized 
below. Next, for each of the four configuration types (residential, roadside, park, and 
others), the optimized parameter values are presented. In the table, Vres, Vstr, Vprk, and 
Voth are procedural rules for the aforementioned four configuration types, respectively. 
Here dbldg refers to average distance from buildings, dstreet refers to average distance from 
streets/roads, wcorner refers to the ratio of trees along the corner of a vegetation segment, 
and winside refers to the ratio of tree on the inner area of a vegetation segment.

Universal rules (U)

U1 No overlap between trees

U2 Min tree to tree distance is half of field of neighborhood (FON) [4] = 4m

U3 Min tree to building distance (ANSI A300) [6]- heuristically extracted = 3.7m

U4 Min tree to street distance (ANSI A300) [6]- heuristically extracted = 2.5m

Cluster specific rules (V)

Parameter Vres Vstr Voth Vprk

dbldg 2m 2m 3m 4m

dstreet 1m 1m 1m 1m

wcorner 0.5 0.9 0.6 0.7

winside 0.5 0.1 0.4 0.3
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led to overfitting).18 Tile size is an-
other parameter (Figure S8 in supple-
ment), which was found to work best 
at 256 x 256 pixels (or 80 x 80 meters). 
All models are optimized using the 
Adam optimizer, with a learning rate 
and ​​β​1​​​ set to 2x10-4 and 0.5, respec-
tively. To improve generalization, 
dropout is applied in the decoding 
path of the generator. These hyper-
parameters collectively ensure that 
the model produces spatially aligned, 
point-representative outputs suitable 
for post-processing-based discretiza-
tion of tree locations.

Results and Analysis
We validated our model by using ex-
isting, extremely time consuming 
ground-truth datasets for 19 U.S. cit-
ies1 and partial ground-truth statis-
tics for 79 U.S. cities (sources in Table 
2 and supplementary Datasets S2 and 
S3), and by ensuring cities encom-
pass all ecoregions in the mainland 
U.S. The complete dataset release of 
330 cities is in Dataset S1 (see sup-
plement). On average, our method’s 
count accuracy is 92.5% (with high 
statistical significance of R2=0.998) 
and the mean tree localization error 
is 1.49m with a standard deviation of 
only 0.42m (Figure 1). Using a metric 
proposed by researchers to detect 
individual trees in high-resolution 
aerial images,37 our single-tree local-
ization has a high accuracy rate, with 
a recall of 0.95, a precision of 0.92, 
a commission rate of 0.08, and an 
omission rate of 0.04 for the 19 valida-
tion cities.1 A tabular and city-specific 
presentation is shown in Table 2.

Our analysis further showed the 
robustness of our approach across 
different spatial resolutions of satel-
lite data. As we degraded the images 
to lower resolutions, we consistently 
see relatively accurate localization 
performance (Figure 4a). We moved 
from our native 3 meters per pixel 
(mpp) resolution (PlanetScope) to 
5mpp (Rapideye), 10mpp (Sentinel-2), 
and 30mpp (Landsat). The difference 
between our native performance of 
normalized accuracy of 0.91 and the 
coarsest imagery (Landsat) was 0.16—
a much smaller difference compared 
to competing models, even at native 
resolution (Figure 4b).

To understand computational 

to produce precise tree-point loca-
tions. Our model is trained to pro-
duce structured spatial patterns that 
reflect the presence and relative posi-
tions of individual trees.

The loss function used to train the 
model is:

​​ℒ​total​​  = ​ ℒ​GAN​​ + λ· ​ℒ​L1​​​

where

​​ℒ​GAN​​  = ​ 𝔼​(X,Y)​​​[log D​(X, Y)​]​ +   

​𝔼​(X,Y)​​​[log​(1 − D​(X, G​(X)​)​)​]​​

is the adversarial loss facilitating the 
generation of Gaussian discs repre-
senting trees, and

​​ℒ​L1​​  = ​ 𝔼​(X,Y)​​​[​||​​Y − G​(X)​​||​​]​​

is the pixel-wise loss that enforces 
spatial alignment and Gaussian 
smoothness.

Hyperparameter discussion. The 
cGAN is configured with hyperparam-
eters for translating tree blob inputs 
into structured probabilistic outputs. 
An important hyperparameter is the 
L1 loss weight (λ), which ensures that 
the outputs remain quantitatively ac-
curate and consistent with expected 
tree distributions. In our experi-
ments, we set ​λ  =  100​ (where below 
20 gave low precision and above 200 

1). We extract the rule parameters 
from satellite images and from urban 
structural data, such as building foot-
prints and road networks (e.g., Open-
StreetMap26). Using this information, 
we generate 100,000 sample pairs 
per configuration type. Each sample 
pair contains a tile with tree blobs 
and a corresponding tile with Gauss-
ian discs representing tree locations 
(with calibration shown in the surface 
plots in Figure S7 in the supplement). 
The generator captures both the local 
and global context of the tree blobs, 
obtaining their shape, size, and spa-
tial arrangement in a compressed 
latent representation based on the 
inferred urban rules for the various 
configurations (see Figures S5 and S6 
in the supplement for an illustration). 
For cGAN inference, the configura-
tion type of each blob of an input tile 
is used to condition the generation of 
the most likely tree locations (Figure 
3, bottom; also Figure S4).

Loss function and objective. The 
cGAN model is designed to translate 
tiles with tree blobs (X) into spatial-
ly continuous probability maps (Y), 
where each tree is represented as a 
Gaussian disc. These soft activations 
are post-processed via peak detection 

Table 2. Validation cities1 with validation metrics.

City
Count GT 

(| GTi  |)
Detected 

(| Pj  |)
Correct 
(match) Recall

Commission 
Rate

Omission 
Rate Precision

Columbus 5482 5669 5414 0.99 0.04 0.01 0.96

NYC 1472 1517 1428 0.97 0.06 0.03 0.94

Washington, DC 3845 3680 3596 0.94 0.02 0.06 0.98

Charlottesville 2120 2232 2005 0.95 0.10 0.05 0.90

Buffalo 5125 4829 4663 0.91 0.03 0.09 0.97

Sioux Falls 2865 3104 2787 0.97 0.10 0.03 0.90

Pittsburgh 3070 3327 2991 0.97 0.10 0.03 0.90

Los Angeles 2721 2981 2682 0.99 0.10 0.01 0.90

Miami 1427 1493 1391 0.97 0.07 0.03 0.93

Santa Monica 1557 1721 1503 0.97 0.13 0.03 0.87

Boulder 1281 1316 1202 0.94 0.09 0.06 0.91

Sparks 1475 1512 1398 0.95 0.08 0.05 0.92

Denver 3677 3873 3531 0.96 0.09 0.04 0.91

Cupertino 1094 1042 995 0.91 0.05 0.09 0.95

San Jose 852 942 834 0.98 0.11 0.02 0.89

Phoenix 965 1008 910 0.94 0.10 0.06 0.90

San Francisco 8398 8768 8209 0.98 0.06 0.02 0.94

Seattle 816 932 797 0.98 0.14 0.02 0.86

San Antonio 1363 1406 1296 0.95 0.08 0.05 0.92
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cost and efficiency across different 
models, we compared our model’s 
efficiency against 10 state-of-the-art 
(SOTA) baselines that included both 
diffusion-based and transformer-
based models. Using the same com-
putational resources, we processed 
23,256m2 per minute, whereas the 
next-best model processed 18,868m2 
per minute and with approximate-
ly 30% less accuracy (see Figure 4b 
across the horizontal axis).

We then compared our model 
to SOTA baselines in terms of both 
normalized localization accuracy, 
count accuracy, and efficiency (see 
Figure 4b across the vertical axis). 
We selected the recent best perform-
ing transformer-, diffusion-, and 
convolution-based models, including 
F-DETR,20 Swin-Transformer-based 
MaskRCNN,21 SegmentAnything2,28 
DiffusionDet,2 Mask Scoring RCNN,10 
BBDM,19 BoundaryFormer,16 Dense-
Diffusion,13 FlexIT,3 and Trans-
GAN.12  All models used four RTX 
4090 GPUs for processing/prediction. 
Although there are limited failure 
cases (e.g., missing some trees that 
overlap with buildings), our model 
outperforms diffusion-based and 
transformer-based models (Figure 5). 
This analysis further highlights the 

Figure 4. Robustness and comparison of accuracy and efficiency. (a) Box plots showing quantitative performance of our model using 
satellite imagery of different spatial resolutions. (b) Comparisons in terms of normalized localization accuracy and efficiency against 
10 SOTA models, including multiple diffusion-based and transformer-based models (shown in black circles, whereas ours is shown in a 
green circle). The call-out boxes highlight statistics of our model and the next-best models in terms of efficiency and accuracy. Qualita-
tive comparisons are also available in the supplementary material.
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Figure 5. Qualitative comparisons with diffusion- and transformer-based approaches. Com-
parative snapshot of 6th Ave. Community Garden/Park in Midtown Manhattan, NY. Red box = 
case where a tree was localized over a building (less than 0.3%), blue box = park tree identi-
fied as residential, orange box = subjective superior performance of our model in the pres-
ence of occlusion and unresolvable areas where trees are significantly missing in transform-
er- and diffusion-based models. Note: Only our model offers such configuration-segmented 
localization. More examples can be found in the supplementary material (Figure S9).
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We further observed that currently 
the cities in the NE region have the 
lowest relative presence of residential 
trees (with a mean of 19%), whereas the 
NW has the largest residential relative 
presence of 25%. In another observa-
tion, NE cities were dominated by ur-
ban park trees, with a 25% relative pres-
ence in a region boasting more than 43 
million trees. NW comes last in this 
category, with only 17% park trees.

Urban tree socioeconomic impact. 
Our approach enables correlating cur-
rent tree localization with the Climate 
and Economic Justice Screening Tool 
(CEJST)33 based on the current U.S. 
census (Figure 6). In recognition of 
the pivotal role trees play in urban set-
tings and as a response to the dispar-
ity in tree presence between wealthier 
urban areas and disadvantaged areas, 
city governments have undertaken 
substantial investments to expand 
their tree cover, particularly focusing 
on marginalized neighborhoods. Our 
method enables quantifying and up-
dating the trends for the first time, to 

Within this region, the highest densi-
ty was 69 trees per acre in Ann Arbor, 
MI, and the lowest density was New-
ark, NJ, with 17 trees per acre. The sec-
ond highest mean tree density region 
was the NW region, with a mean den-
sity of 37 trees per acre and a standard 
deviation of eight trees per acre. In 
this region, the maximum density was 
63 trees per acre in Seattle, WA, where-
as the minimum was 20 trees per acre 
in Provo, UT. The third-highest mean 
tree density region was the SE, with a 
mean density of 31 trees per acre and 
a standard deviation of 10 trees per 
acre. In this region, the city with high-
est tree density was Sandy Springs, 
GA, with 86 trees per acre. In contrast, 
the lowest density was seven trees per 
acre for Corpus Cristi, TX. Lastly, the 
region that exhibited the lowest mean 
tree density was the SW, with 28 trees 
per acre and a standard deviation of 
11 trees per acre. In this region, the 
highest density was 53 trees per acre 
in Lakewood, CO, and the lowest was 
eight per acre in Inglewood, CA.

strength of our model when it comes 
to occlusion handling and challeng-
ing cases such as limited visibility.

Urban Tree Analytics
As a demonstration of the analytics 
enabled, and easily repeatable and 
updateable by our method, we pro-
vide the following example studies.

Nationwide urban tree perspec-
tive. Given the broad-scale yet still 
per-tree localization ability of our 
method, we provide for the first time 
nationwide urban tree statistics that 
can be updated regularly (Figure 2). 
We partition the 330 cities into four 
geographic regions: Northeast (NE), 
Northwest (NW), Southeast (SE), and 
Southwest (SW) using the geographic 
center of mainland U.S. as that set 
by the U.S. National Geodetic Survey 
(NGS) – 39°50’N 98°35’W. Figure 2 il-
lustrates the counts in all regions.

Our method showed that the NE 
region had the highest mean density 
of 41 urban trees per acre, with a stan-
dard deviation of 11 trees per acre. 

Figure 6. Disparity of tree presence in relationship to income level. We show the positive relationship between urban tree abundance 
and income level. (a) Correlation matrix among tree counts from our method, with population and economic data across 330 cities. (b) 
Violin plots showing current tree density and canopy cover disparity between disadvantaged and non-disadvantaged census tracts 
across 403 census tracts in Chicago. (c) Regression plot showing the same Chicago census tracts plotted to show tree density across 
varying income levels.
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It first ran from 2007 until 2017, and 
was then revived and reactivated with 
another million-tree target for 2030. 
These planting campaigns focus heav-
ily on planting street trees, as they are 
public and accessible. Our method is 
the first one to extract fine-grained 
analytics for such initiatives. It was re-
ported that New York City (NYC) had ap-
proximately 5.2 million trees in 2005.25 
The same report stated that it took 
more than 2,000 volunteers a total of 
30,000 hours to count the street trees in 
NYC. Later, in 2017, the USDA released 
a plot-level count of NYC trees at ap-
proximately seven million, based on an 
aggregation from 296 land plots.24 We 
processed more than 500km2 of NYC 
and found approximately 6,795,102 
trees, of which 688,088 were street 
trees. A repeat analysis for 2024 yielded 
6,985,902 trees, of which 720,839 were 
street trees (a 4.75% increase in street 
trees compared to 2017, but also a de-
cline of 5.3% in residential trees). Our 
density agreed with a recent work by 
Niese et al.23 Therefore, the trees were 
not only counted but also categorized 
into four categories, of which street 
trees are particularly interesting due 
to the MillionTreesNYC campaign. 
Overall, our method showed (and local-
ized) a net increase of 2.3% trees in all 
of NYC between 2017 and 2024. Figure 
7b shows an illustration of the local-
ized street trees in the East Village, 
NYC, in 2017 and 2024. Our automatic 
approach took less than five hours (and 
thus far less than the 30,000 hours of 
human effort reported) to accomplish 
the localization and categorization of 
urban trees for the full city, showcasing 
the efficient application of our novel ap-
proach in extracting fine-grained ana-
lytics from tree-planting campaigns.

Moving Forward
As urbanization continues, under-
standing the quantity and distribu-
tion of urban trees is urgently needed 
for sustainable, effective management 
and policymaking. Using our AI-based 
method, for the first time we can up-
date urban tree inventories at will on 
both public and private lands at 1.5m 
positional accuracy and 92.5% count 
accuracy, spanning at least 330 U.S. 
cities with a population more than 
100,000. Instead of relying solely on 
high spatial resolution, our approach 

tasks in response to urban disasters 
and tree-planting initiatives (Figure 7). 
For example, the “Camp Fire” in 2018 
was the deadliest and most destructive 
wildfire in California history. With our 
approach, we localized and counted 
the trees before and after the fire by 
processing the corresponding satel-
lite imagery. Figure 7a illustrates the 
micro-scale situation of tree analytics 
from a temporal perspective for a part 
of a city, namely the Kilcrease Circle 
apartment complex area in Paradise, 
CA, in the wake of the Camp Fire. To 
generalize even further, we conducted 
a before/after analysis for the full city of 
Vacaville, CA, which went ablaze during 
the 2020 LNU Lightning Complex fires. 
For the full city, we observed a loss of 
80,916 trees across its 7,975 acres. The 
fire decreased the canopy cover in the 
city from 41% in 2019 to 35% in 2021. 
These estimates match up with small, 
ground-based efforts but provide the 
first-ever tool to assess tree loss at such 
a scale, and with minimal effort.

As another example, one of the most 
prominent urban tree-planting drives 
was the MillionTreesNYC campaign.25 

the best of our knowledge. Currently, 
we found strong positive Pearson cor-
relation coefficients (CC) between per 
capita income and the total number of 
trees (CC=+0.82), number of residen-
tial trees (CC = +0.88), street trees (CC 
= +0.69), park trees (CC = +0.73), and 
other trees (CC = +0.66). A similar trend 
was seen with a strong CC of +0.73 be-
tween per capita income and canopy 
cover. Figure 6 illustrates a detailed 
validation conducted in Chicago. It re-
veals that within Chicago’s 403 census 
tracts, disadvantaged regions exhibit 
substantially lower median tree den-
sity: approximately 42% fewer trees per 
hectare. The same trend is found for 
canopy cover, showing a difference of 
11% in Chicago. Besides census tracts 
labeled as disadvantaged, a similar pat-
tern emerges when assessing the cen-
sus tracts in relation to income levels 
in Chicago: Higher-income tracts con-
sistently exhibit greater tree presence. 
These trends can be regularly updated 
by tree data extracted by our approach.

Trees after disasters and planting 
initiatives. As a demonstration, we 
performed fine-grained monitoring 

Figure 7. Before/after major events monitoring. (a) The 2018 “Camp Fire” near Paradise, 
CA, is one of the deadliest fires on record. Our method was automatically applied to sat-
ellite imagery before and after the fire, resulting in a tree loss estimate for this relatively 
small region of 1.2 square kilometers. (b) The MillionTreesNYC initiative started in 2007, 
ended in 2017, and was recently reinstated until 2030. We show the past and current 
performance of urban planting projects, such as the NYC campaign.

Wildfire in Kilcrease Circle, Paradise, CA

2,792 trees (before the fire) 747 trees (after the fire)

East Village, NYC - Street Trees (MillionTreesNYC Campaign)

3,621 street trees (2017) 4,163 street trees (2024)

(a)

(b)
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of this work will be adopted across the 
globe toward the broad goal of green-
er, more sustainable cities. 
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uses spatiotemporal data and genera-
tive AI modeling to overcome occlu-
sion, abutting trees, leaf-on/leaf-off 
conditions, and fall color assumptions. 
The system enables updating trends 
in the distribution of trees and iden-
tifying differences in tree density and 
canopy cover across ecoregions, pro-
viding a compelling tool for anomaly 
detection, among many other applica-
tions. Our approach is automatic and 
repeatable, implying that the monitor-
ing for any city can be computed in a 
few hours and quickly repeated at will. 
The same city can be processed in an 
average of three to five hours (subject 
to the area) and yield a mean positional 
accuracy of 1.5m per tree. Nationwide 
processing can be done in under a day 
by using multiple computers.

We acknowledge the existence of 
high-resolution point cloud data such 
as LiDAR, but it is either airborne or 
backpack based and covers limited 
spatial areas and at limited temporal 
frequency—which is why, for a national 
scale, our work scales well. However, for 
places of particular interest (where fine-
grained data collection is possible), we 
see positive potential to fuse our meth-
odology of overhead localization with 
stem-based (understory) localization 
through multimodal approaches.

It is also notable that our method can 
serve well for the rapid development of 
urban planning policies and can simu-
late impacts using “what if” situations. 
This makes a difference, especially 
in smaller cities with limited budgets 
for tree analytics and planning. Since 
recent approaches create simulation-
ready 3D reconstruction datasets from 
single images,17 our work can serve as 
one of the key sources for photorealis-
tic simulation of urban twins. Moving 
forward, and with the help of an NSF 
cyberinfrastructure grant, we are incor-
porating our methods into a Web portal 
for timely national-scale tree inventory 
estimation and what-if planning tools.

Looking forward, we anticipate 
that timely tree inventory and local-
ization data can also be used to im-
prove weather/climate modeling, by 
building upon our prior works6,7 and 
by integrating with, for example, WRF 
Urban,15,36 air quality (e.g., Kim et al.,14 
Li et al.18), and particulate matter (PM) 
absorption and dispersion models. We 
envision the novel and scalable nature 
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requiring explicit instructions about 
what to look for.12,35 LLMs typically 
assume that the training data fol-
lows a probability distribution; once 
they have identified existing patterns, 
they can generate new instances that 
are similar to the original data. By 
drawing from and combining train-
ing data, LLMs can create new con-
tent that transcends the initial data-
set.17  But this process has technical 
limitations. For instance, LLMs can 
hallucinate by producing plausible 
yet factually incorrect or fabricated 
information; they can struggle with 
ambiguous or missing data, leading 
to blind spots in their outputs; and 
they can reflect and amplify existing 
preconceptions present in their al-
gorithms or training data, leading to 
communication bias, which we focus 
on here.

We propose a broad definition 
of communication bias: the expres-
sion, amplification, and systematic 
favoring of certain social, cultural, or 
political perspectives in the output 
generated by LLMs, which can affect 
the attitudes and beliefs of users and 
thus, ultimately, public discourse. We 

A R T I F ICI A L I N T EL L IGENCE (A I)  involves computational 
systems designed to perform tasks that traditionally 
require human intelligence, such as perception, 
reasoning, and language understanding. Large 
language models (LLMs), a prominent subset of AI, 
are built on advanced neural network architectures 
that can generate new data, including text, images, 
and audio. LLMs use various technologies to identify 
patterns in a given set of training data, without 

Communication 
Bias in Large 
Language 
Models: A 
Regulatory 
Perspective

DOI:10.1145/3769689

Though new regulatory frameworks address 
fairness, accountability, and safety in AI 
systems, they often fail to directly mitigate  
the subtle “communication bias” in LLMs  
that can distort public discourse and 
democratic processes.
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 key insights
	˽ As AI systems become gatekeepers 

of information, LLMs may reinforce 
existing biases and promote particular 
perspectives, creating and perpetuating 
echo chambers and intensifying societal 
polarization.

	˽ Emerging regulatory frameworks such 
as the EU AI Act and the DSA seek to 
mandate transparency, accountability, 
and fairness in AI systems, yet they often 
address communication bias only as a 
byproduct of broader safety and content 
moderation measures.

	˽ Detecting and mitigating communication 
bias in LLMs is inherently challenging due 
to the models’ complexity and the subtle, 
multifaceted nature of such bias.

	˽ A comprehensive approach combining 
value chain regulation, content 
moderation, competition, and ongoing 
technology design governance is crucial 
in fostering diverse and transparent 
AI systems that mitigate bias while 
promoting a balanced digital information 
ecosystem.

https://doi.org/10.1145/3769689
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use the term communication bias as 
opposed to data bias, which is a possi-
ble cause of communication bias aris-
ing from skewed or unrepresentative 
training data; and automation bias, 
which may exacerbate these effects 
by making users more likely to accept 
and act on biased AI outputs with-
out sufficient scrutiny. Specifically, 
communication bias need not only 
manifest in the selective presenta-
tion of facts or the rendering of false 
or made-up information, but can also 
reside in claims that sit somewhere 
in between, or outside, the categories 
of true and false.23 Here, a prejudiced 
effect results from generative expres-
sion rather than imbalances in train-
ing data (data bias) or uncritical user 
uptake (automation bias).

Recent research shows that com-
mercial LLMs consistently display 
communication bias and can adapt 
their responses to user or persona 
prompts.3 The integration of LLMs 
into consumer-facing applications 
such as chatbots, virtual assistants, 
and search engines has rendered 
them the primary interfaces between 
users and AI, enabling immediate, in-
teractive communication and content 
generation. Hence, LLMs have a broad 
range of applications across various 
sectors.9 They can be employed to as-
sist businesses by analyzing financial 
data and generating content, and can 
be used for tasks such as text genera-
tion, translation, and summariza-
tion. LLMs can also enhance personal 
user experiences. For instance, LLMs 
can facilitate patient–doctor commu-
nications, aid in personalized learn-
ing, provide life advice, and inform 
political decisions.37 Owing to these 
features, LLMs have the potential to 
supplant existing gatekeepers and 
become agents that mediate various 
interactions, select underlying appli-
cations, and choose providers to re-
spond to user queries.1 By assuming 
control and entrusting consumers’ 
ability to steer demand, input, and 
data to AI agents, LLMs may gradu-
ally come to serve as the main access 
points by which users engage with 
digital technologies and the Inter-
net, eluding the grasp of present legal 
frameworks and thus becoming a dis-
tinct and vital new object of regula-
tory consideration.24

This article provides an overview 
of the rapidly developing legal and 
regulatory background that governs 
AI and machine learning technolo-
gies, with a particular emphasis on 
LLMs’ ability to affect citizens’ politi-
cal opinions and voting decisions. Re-
cent studies demonstrate that LLMs 
can influence people’s views, but 
there is currently no framework that 
can effectively address the issue. As AI 
and machine learning technologies 
become more widespread, there are 
increasingly urgent calls for proactive 
regulatory frameworks to establish 
guardrails that address the models’ 
limitations and ensure their responsi-
ble use within society.13 For instance, 
the FBI’s 2023 Internet Crime Report 
highlights that manipulation and so-
cial engineering have led to substan-
tial financial losses, surpassing $12.5 
billion in 2023.11 The European Union 
Agency for Cybersecurity’s (ENISA's) 
2023 Threat Landscape report identi-
fies highly realistic synthetic media 
as progressively more hazardous to 
digital identity and trust.10 Due to the 
inherent complexity of LLMs and the 
difficulty of targeting communica-
tion bias in the models’ outputs, the 
search for new regulatory approaches 
remains critical in ensuring an open 
digital information ecosystem.3

An emerging source of tension 
resides in the possibility that LLMs 
carry communication biases. For ex-
ample, studies have revealed a variety 
of political leanings across different 
models and have demonstrated how 
such biases can impact the effective-
ness of hate speech and misinforma-
tion detection systems.3 Other stud-
ies have identified biases in open 
source LLMs around divisive topics 
such as immigration, reproductive 
rights, and climate change.3 While 
most existing models appear to have 
liberal dispositions and are primarily 
U.S.-centered in their outputs, LLMs 
can also exhibit a range of conserva-
tive biases, depending on the issue.3 
Such biases can be attributed to the 
models’ algorithms and/or training 
data, but they may also arise as a re-
sult of purposeful decisions by AI 
companies. Users may not notice any 
bias when it comes to the deployment 
of LLMs, and most models have built-
in safeguards designed to prevent the 

LLMs may come 
to serve as the 
main access points 
by which users 
engage with digital 
technologies and 
the Internet, eluding 
the grasp of present 
legal frameworks. 
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in other jurisdictions, serving as a 
blueprint for global AI governance. 
Examining the EU’s regulatory model 
and its underlying principles pro-
vides unique insight into the evolving 
global environment, the challenges 
of harmonization, and the practical 
realities faced by AI providers.

AI-Enabled Communication: 
Risks and Mitigation Strategies
Several studies have focused on iden-
tifying bias present in the output of 
LLMs, which can lead to subtle but 
harmful stereotypes and misinfor-
mation.3 In this section, we elaborate 
on some specific challenges relating 
to such bias and how these challenges 
complicate the backdrop of trustwor-
thiness and reliability of AI-enabled 
communication.

Risks of AI-enabled communica-
tion. With the increasing spread of 
AI-generated outputs, digital infor-
mation ecosystems are changing in 
a number of ways. A relatively well-
known and distinct issue concerns 
AI-generated synthetic content as 
well as deepfakes and AI-generated 
text, which can mislead individuals 
and the public, eroding trust in AI-
driven communication (Art. 50, AI 
Act). A far less overt form of harm that 
may nonetheless corrode the condi-
tions of free and equitable public 
discourse involves the vast amount of 
AI-generated content that aligns with 
certain political narratives or world-
views. In the digital age, this threat 
is characterized by the shift from 
state-controlled speech to platform-
dominated governance, where algo-
rithms often prioritize engagement 
over democratic integrity.32 As LLMs 
become integrated into content-cre-
ation processes or online services 
such as search engines or chatbots, 
their output may subtly influence 
popular attitudes and beliefs and 
may impact societal perceptions. AI-
powered search engines offer more 
conversational and context-aware 
interactions compared to traditional 
ones and are better able to person-
alize and customize their outputs 
based on user interactions.24,27 When 
responses are produced that align 
with user preferences rather than 
objective information, this can cre-
ate and perpetuate echo chambers, 

generation of toxic content. However, 
communication bias can emerge in 
subtle ways, and the additional train-
ing aimed at limiting certain kinds of 
content generation can inadvertently 
introduce more bias. The problem 
may escalate as LLMs become more 
widespread, with future generations 
of the models increasingly trained on 
data that includes AI-generated out-
put.14 In addition, some social groups 
may try to sway LLMs to promote their 
perspectives over those of others and 
may attempt to influence the models’ 
training data. The issue is exacerbat-
ed if a few influential corporations 
come to dominate the AI market, 
providing citizens with the informa-
tion that creates public knowledge.7 If 
LLMs selectively present or omit par-
ticular perspectives, this will inevita-
bly shape public discourse by limit-
ing the diversity of available opinions 
and possibly undermining democrat-
ic processes.

A number of regulations in the EU 
seek to address this tension. None, 
however, applies across the board, 
and the targeting of subtle commu-
nication bias in the output generated 
by LLMs frequently turns out to be a 
byproduct of more straightforward 
mechanisms intended to ban illegal 
content. In the following sections, we 
provide an overview of the existing 
regulations and offer potential routes 
for further discussion about the risks 
of communication bias in LLMs, as 
well as how such risks might best be 
addressed. While our focus is on the 
AI Acta and the Digital Services Act 
(DSA),b these frameworks do not op-
erate in isolation: The size of the EU 
market and the EU’s comprehensive 
and enforceable legal standards set 
de facto global norms that companies 
around the world must increasingly 
follow. AI technologies, especially 
LLMs, are developed and deployed 
transnationally, and different legal 
frameworks may lead to regulatory 
fragmentation, compliance burdens, 
and uneven protection for users.13 At 
this stage, focusing predominantly 
on the EU is justified because its 
rules are already influencing legisla-
tive agendas and business practices 

a	 https://artificialintelligenceact.eu/the-act/
b	 https://bit.ly/4r4Ar06

resulting in increased polarization. 
In turn, AI-generated outputs can fa-
cilitate feedback loops that reinforce 
existing beliefs and attitudes, limit-
ing exposure to a diversity of perspec-
tives. Even if users are aware they are 
relying on AI-generated content, they 
may still contribute to societal polar-
ization and less-informed decision 
making, as LLMs can imperceptibly 
direct public opinion toward particu-
lar party positions and produce an 
unbalanced representation of views 
on public affairs.27 In this way, LLMs 
increasingly mediate the communi-
cative acts deemed necessary for the 
formation of public opinion by curat-
ing information, yet their biases risk 
distorting public discourse, reinforc-
ing echo chambers, marginalizing 
dissent, and undermining democrat-
ic authorship.32

Current approaches to address the 
risks of AI-enabled communication. 
Due to the subtle nature of AI-enabled 
communication, efforts to address 
its risks will likely rely on a multifac-
eted approach based on value chain 
regulation, content moderation, com-
petition, and technology design gov-
ernance. Legislators, particularly in 
the EU, have established ex ante re-
quirements across the AI value chain 
under the AI Act, imposing legal ob-
ligations on several actors, depend-
ing on the role they play. The AI Act 
targets providers (those who develop 
LLMs or make them available), de-
ployers (those who use LLMs), import-
ers, and distributors. It introduces a 
risk-based approach, categorizing AI 
systems according to different risk 
levels—unacceptable, high-risk, lim-
ited risk, and minimal risk—with 
stricter obligations for high-risk and 
general-purpose AI (GPAI) models, 
including LLMs (Art. 51(1)(a), Annex 
XIII). Some key requirements include 
risk management systems (Art. 9), 
data governance and quality criteria 
(Art. 10), the provision of technical 
documentation (Art. 11), transpar-
ency obligations (Art. 13), and hu-
man oversight (Art. 14). For GPAI and 
high-impact GPAI models, additional 
transparency, documentation, test-
ing, evaluation, and risk mitigation 
duties apply (Arts. 53 and 55, Recit-
als 110–111). Enforcement is carried 
out by national market surveillance 
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proactively governs system architec-
ture and deployment, content moder-
ation focuses reactively on managing 
outputs. Neither, however, addresses 
how the development and use of 
LLMs are influenced by the market 
mechanism itself. We therefore em-
phasize the need for complementary 
strategies, including competition 
policy and ongoing technology de-
sign governance, to keep a broader 
focus on the incentives that shape AI-
mediated communication and how 
these incentives work to foster a plu-
ralistic and trustworthy digital infor-
mation ecosystem.

Regulating Bias in LLMs
The current landscape of AI-generat-
ed content is subject to several regu-
latory frameworks, although none of 
them have been devised with the pos-
sibility in mind that LLMs may affect 
citizens’ fundamental worldviews 
and social perspectives, especially 
their political opinions and voting 
decisions. In this section, we explain 
how these frameworks can nonethe-
less specifically address communica-
tion bias in LLMs, and what their con-
straints and limitations are.

The AI Act. The AI Act contains a 
set of obligations that apply to AI sys-
tems and GPAI models, among other 
things, and that explicitly encompass 
LLMs (Art. 51(1) point (a); Annex XIII). 
In essence, AI models are the techno-
logical foundation, while AI systems 
are the applications built on top of 
them (e.g., ChatGPT, which adds a 
user interface, moderation tools, and 
specific workflows). The AI Act defines 
an AI system as a machine-based sys-
tem designed to operate with varying 
levels of autonomy and that is capable 
of generating outputs such as pre-
dictions, content, or recommenda-
tions based on input data (Art. 3(1)). 
By contrast, GPAI models are those 
trained with large amounts of data 
using self-supervision and capable 
of performing a wide range of tasks 
(Art. 3(63)). Providers of AI systems 
must meet requirements tailored to 
the system’s use context, such as risk 
management, ensuring high-quality 
and representative training data, and 
transparency for high-risk applica-
tions. Providers of GPAI models must 
comply with specific obligations. 

sis response protocols (Art. 36). En-
forcement is managed by Digital Ser-
vices Coordinators and the European 
Commission (EC), with fines for viola-
tions up to 6% of global annual turn-
over (Art. 74). While the DSA’s scope 
is narrower—concentrating on plat-
forms rather than the entire AI value 
chain—it may nonetheless be critical 
for managing, through human and/or 
automated filtering systems, the so-
cietal impact of LLM-generated con-
tent.

From a conceptual perspective, 
value chain regulation (AI Act) and 
content moderation (DSA) differ in 
their objectives, scope of applica-
tion, and methods of enforcement. 
Content moderation is typically more 
limited in scope than value chain 
regulation and is conducted through 
a combination of automated systems 
and human oversight. Both value 
chain regulation and content mod-
eration, however, are capable of ad-
dressing bias mitigation, at least to 
a certain degree. Value chain regula-
tion seeks to mitigate bias primarily 
through pre-market mechanisms, by 
ensuring high-quality datasets for 
training, bias testing, and accuracy 
requirements. The emphasis of con-
tent moderation is on post-market 
instruments, such as the removal 
of harmful or illegal content, algo-
rithmic transparency, and user com-
plaints. While value chain regulation 

authorities and the EU AI Office, with 
fines for noncompliance reaching up 
to 7% of global annual turnover (Art. 
99). These measures seek to ensure 
that AI systems are developed and 
deployed with attention to fairness, 
transparency, and bias mitigation, 
especially where outputs may affect 
fundamental rights or democratic 
processes.

By contrast, content moderation, 
particularly under the DSA, operates 
ex post, focusing on outputs. The DSA 
does not specifically address LLMs; 
it regulates online intermediaries, 
including platforms and search en-
gines, targeting harmful or illegal 
content as well as advertising trans-
parency (Art. 1). Even so, the DSA’s 
provisions apply to LLMs when LLMs 
are integrated into platforms covered 
by the DSA. For instance, if LLMs are 
used for content generation or mod-
eration on very large online platforms 
(VLOPs) or very large online search 
engines (VLOSEs), these platforms 
must ensure compliance with the 
DSA (Art. 33). In particular, such plat-
forms must implement mechanisms 
for identifying and mitigating sys-
temic risks, including those related 
to illegal content, civic discourse, and 
fundamental rights (Art. 34). Further-
more, the DSA mandates transpar-
ency reporting (Art. 15), user redress 
mechanisms (Art. 20), recommender 
system disclosures (Art. 27), and cri-

Table 1. Regulatory approaches to LLM governance.

Value chain regulation (AI Act) Content moderation (DSA)

Primary  
objective

Establish ex ante requirements for AI develop-
ment/deployment

Manage ex post outputs to prevent dis-
semination of harmful/illegal content

Regulatory 
scope

All actors in the AI value chain (providers, 
deployers, importers, distributors)

Intermediary services (VLOPs/VLOSEs 
hosting LLM-generated content)

Risk  
framework

Risk-based tiers: unacceptable > GPAI >  
high-risk > limited risk > minimal risk

Systemic risk mitigation for VLOPs/
VLOSEs (illegal content, civic dis-
course, basic rights)

Key  
obligations

Conformity assessments 
Certain fundamental rights impact assessments 
Technical documentation 
Human oversight

Notice-and-action mechanisms 
Transparency reporting 
Recommender system disclosures 
Crisis response protocols

Enforcement Fines up to 7% global annual turnover 
National market surveillance authorities 
EU-wide database for high-risk systems

Fines up to 6% global annual turnover 
Digital Services Coordinators 
Independent audits

Bias  
mitigation

Pre-market: training data governance,  
bias testing, accuracy requirements

Post-market: content removal, 
algorithmic transparency, user redress 
mechanisms

Differences Ex ante compliance focused on system  
architecture

Ex post accountability focused on 
output management
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high-risk AI systems, ensuring that 
outputs can be reviewed and cor-
rected if they exhibit biased or harm-
ful features (Art. 14). Such oversight 
is crucial for maintaining account-
ability in decision-making processes 
influenced by LLMs.35 Similarly, some 
developers must actively prevent 
LLMs from producing biased or dis-
criminatory outputs. This includes 
conducting impact assessments to 
evaluate how the models’ outputs af-
fect different social groups and to en-
sure that harmful or biased content 
generated by LLMs can be reported 
and addressed effectively, and correc-
tive actions can be taken if biases are 
identified (Art. 27).

The DSA. Several of the DSA’s pro-
visions may have implications for 
LLMs, although their application is 
more nuanced. The DSA regulates a 
broad range of digital services, focus-
ing on intermediary and hosting ser-
vice providers as well as online plat-
forms. This includes search engines 
and recommender or advertising sys-
tems, which may indirectly encom-
pass services that use LLMs. The core 
components of the DSA mandate that 
platforms implement mechanisms to 
address illegal content, ensure trans-
parency in their content moderation 
practices, enable users to challenge 
content moderation decisions, and 
hold platforms accountable for ille-
gal or harmful content disseminated 
through their services. If LLMs are 
used for content generation, the plat-
forms using LLMs must comply with 
content moderation and transparen-
cy obligations.

The DSA imposes stricter obliga-
tions on VLOPs or VLOSEs that reach 
more than 45 million active EU ser-
vice recipients on average each month 
and are designated as such under the 
DSA (Art. 33(1)). While many LLMs do 
not meet this threshold on their own, 
if they are integrated into VLOPs or 
VLOSEs (e.g., as part of a chatbot fea-
ture on a social media website), they 
may be covered by the DSA. VLOPs 
and VLOSEs must, among other 
things, identify, analyze, and miti-
gate systemic risks associated with 
their services, particularly those re-
lated to illegal content, fundamen-
tal rights, freedom of expression and 
information—including the freedom 

They must prepare technical docu-
mentation, share information with 
downstream system providers, and 
publish a summary of training data. 
There are additional requirements if 
the model poses a systemic risk (due 
to high capability or widespread use), 
including model evaluation, adver-
sarial testing, systemic risk assess-
ment, and incident reporting. When 
a provider integrates its model into 
a system and offers it directly, both 
sets of obligations—those for models 
and for systems—apply (Recitals 85, 
97).2,12

Several of these obligations are rel-
evant in addressing bias in LLMs. For 
high-risk systems in particular, high-
quality training data must be used, 
and developers must implement data 
governance measures to ensure train-
ing datasets are representative and do 
not perpetuate biases. This includes 
regular audits of datasets used for 
training LLMs. The AI Act considers 
biases to be relevant if they are likely 
to affect the health and safety of per-
sons, negatively impact fundamen-
tal rights, or lead to discrimination 
prohibited under EU law, especially 
where data outputs influence inputs 
for future operations (Art. 10(2)). 
Moreover, the AI Act requires pro-
viders to establish a continuous risk 
management system that identifies, 
analyzes, and mitigates foreseeable 
risks to health, safety, and fundamen-
tal rights, including risks from bias 
in system outputs (Art. 9). This pro-
cess necessitates regular monitoring, 
testing (including under real-world 
conditions), and targeted measures 
to reduce residual risks that directly 
pertain to communication bias in 
LLMs. The AI Act complements this 
obligation by requiring providers 
to ensure their systems achieve and 
maintain appropriate levels of accu-
racy and robustness, explicitly requir-
ing measures to manage feedback 
loops that could introduce or amplify 
bias over time, and to benchmark, 
document, and transparently declare 
accuracy metrics (Art. 15). Technical 
solutions must also address vulner-
abilities that could be exploited to 
manipulate outputs, which includes 
bias-related exposure. In addition, 
the AI Act requires that human over-
sight mechanisms are in place for 

If LLMs selectively 
present or 
omit particular 
perspectives, this 
will inevitably shape 
public discourse by 
limiting the diversity 
of available opinions 
and possibly 
undermining 
democratic 
processes. 
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Act imposes further obligations, in-
cluding mandatory model evaluation, 
adversarial testing, systemic risk as-
sessment, serious incident reporting, 
and adequate cybersecurity protec-
tions (Arts. 51, 55). However, these re-
quirements largely retain the AI Act’s 
pre-deployment focus, leaving post-
deployment bias mitigation chiefly 
in the hands of providers rather than 
enabling ongoing, independent, or 
user-driven measures. Post-market, 
the AI Act requires the implementa-
tion of monitoring measures (Art. 
72), albeit such measures are largely 
provider-driven and reactive, relying 
on incident reporting and periodic 
audits rather than real-time, user-
guided bias correction. Deployers 
have certain operational duties, such 
as monitoring system usage and re-
porting incidents (Arts. 26, 61, 73), 
yet their role in ongoing bias mitiga-
tion remains relatively limited and is 
largely passive rather than proactive. 
Additional constraints, such as strict 
data protection rules on processing 
sensitive data for bias detection (Art. 
9 GDPR, Art. 10(5) AI Act), further re-
strict the scope of alleviating bias. 
By and large, the AI Act’s strongest 
mechanisms for bias correction con-
verge in the pre-deployment phase, 
with more reflexive, less specific post-
deployment safeguards.16,38

While these strategies are essen-
tial for fostering trust in digital in-
formation ecosystems, we empha-
size the need to further explore how 
a more balanced environment for 
content generation and dissemina-
tion can be promoted, especially once 
LLMs have been placed on the mar-
ket. We address this issue in the next 
section.

Where Do We Go from Here?
For the most part, the AI Act and 
the DSA lack provisions that specifi-
cally address communication bias in 
LLMs; where the AI Act and the DSA 
nonetheless apply, any mitigation of 
communication bias will typically be 
a byproduct rather than an intended 
objective of this legislation. This is 
partly because communication bias 
in LLMs can be subtle, multifaceted, 
and nuanced, rendering it difficult to 
target and evaluate objectively.3,14,27,28 
In addition, striking the right bal-

and pluralism of the media—and any 
actual or foreseeable negative effects 
on civic discourse and electoral pro-
cesses through the design of their 
recommender and/or other relevant 
algorithmic systems, content moder-
ation mechanisms, data-related prac-
tices, and so forth.

However, the DSA does not explic-
itly target LLMs as standalone enti-
ties, and its compliance requirements 
are far from clear-cut. It remains 
contentious whether GPAI models 
such as LLMs fall within the DSA’s 
definitions, and such classifications 
hinge upon, among other things, in-
terpretations of how LLMs store and 
provide user inputs and outputs.15 
While LLMs that are part of online 
platforms might be the best fit for the 
DSA’s provisions, most generative AI 
products will not qualify as VLOPs or 
VLOSEs, as they typically do not dis-
seminate information publicly in a 
manner consistent with traditional 
online platforms.

Limitations of existing legal 
frameworks. We have identified sev-
eral legal obligations that potentially 
ensure that LLMs do not perpetuate 
bias in digital information ecosys-
tems; however, hardly any of them 
can conclusively deal with communi-
cation bias.

The AI Act contains several legal 
requirements—such as regular audit-
ing, transparency, and responsible de-
velopment practices—to help ensure 
LLMs do not perpetuate bias in digi-
tal information ecosystems, but these 
measures have notable limitations in 
directly addressing communication 
bias. While the AI Act requires pre-
market auditing (Arts. 9, 10, 43) to 
identify and mitigate bias, including 
the use of diverse and representative 
training data and technical documen-
tation, its obligations focus mainly 
on the provider’s side and are most 
robust before LLMs are deployed. 
While transparency measures (Arts. 
13, 53) mandate clear documentation 
of training data, model architecture, 
and risks to enhance user awareness, 
these measures do not directly target 
or reduce the propensity of LLMs to 
generate biased outputs. In addition, 
for GPAI models presenting systemic 
risk—typically limited to a handful 
of advanced LLM providers—the AI 

Value chain 
regulation can 
impose overly 
strict requirements 
that may stifle 
innovation and 
discourage 
developers from 
experimenting with 
new approaches 
or technologies, 
slowing down 
advances in LLM 
capabilities. 
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ent datasets, and their overall lack of 
consistency and predictability.14  We 
therefore argue that in addition to ad-
dressing overt harms, the law should 
support ongoing efforts that promote 
a diversity of viewpoints and equita-
ble access to information, enabling a 
more balanced digital ecosystem for 
content generation and dissemina-
tion as LLMs become progressively 
entrenched in public discourse.

Competition and ongoing technol-
ogy design governance as comple-
ments to existing regulations. Value 
chain regulation and content mod-
eration focus on pre- and post-market 
decision making relating to harm-
ful content. This may, however, act 
as a distraction, diverting attention 
from a closer examination of what 
the underlying incentives of LLMs are 
and how they introduce and gener-
ate communication bias in the first 
place. In particular, content modera-
tion focuses on the outputs of LLMs, 
removing pieces of illegal content 
and banning individuals or groups 
that disseminate unwanted informa-
tion. An assumption underlying con-
tent moderation is that social media 
produces toxic user-generated sub-
ject matter because malicious actors 
exploit technology products to inflict 
harm on others, while the technology 
is considered neutral, simply mirror-
ing the undesirable characteristics of 
users. When it comes to addressing 
subtle communication bias, however, 
content moderation rules reveal sev-
eral shortcomings. Historically, tech-
nology companies operated under an 
approach that emphasized consumer 
sovereignty, where the focus was on 
providing users with tools to express 
their viewpoints freely.23 In the in-
terim, there has been a notable shift 
toward an approach in which AI sys-
tems implement guardrails to pre-
vent the dissemination of harmful or 
contentious output. This raises issues 
about what constitutes harmful con-
tent and who decides which output 
ought to be suppressed. To illustrate, 
some AI systems have been found to 
refuse to generate specific informa-
tion that opposes certain social jus-
tice positions while readily producing 
other material that supports them.27 
This presents challenges for exist-
ing legal frameworks. Governments 

only how the law can mitigate biases 
before LLMs are released to the mar-
ket but also how a balanced and plu-
ralistic information environment can 
be ensured once they are in active use.

Conceptual challenges arising 
from content moderation. Content 
moderation is often considered es-
sential in addressing communication 
bias, but content moderation mecha-
nisms also raise concerns around 
freedom of expression.17 This is partly 
due to the law’s ambiguous language 
and the potential for such rules to be 
misused by authorities. For instance, 
the AI Act defines systemic risk as a 
threat unique to the high-impact ca-
pabilities of GPAI models, which can 
significantly affect the EU market due 
to their extensive reach or actual or 
anticipated effects on public health, 
safety, and fundamental rights, in-
cluding upon society at large (Art. 
3(65)). The DSA, for its part, identifies 
a broad spectrum of risks, such as the 
spread of illegal content and nega-
tive effects on fundamental rights, 
civic discourse, and public safety, as 
well as issues related to gender-based 
violence and the well-being of minors 
(Art. 34(1)). There are good reasons to 
protect these interests; however, it is 
relatively easy to envisage how the ap-
plication of such rules might come to 
restrict rather than promote freedom 
of expression. For instance, authori-
ties have employed safety, public se-
curity, and public health interests 
as reasons to justify speech restric-
tions.36 In other instances, concerns 
around public safety and national 
security have been raised to defend 
Internet shutdowns.39 Content mod-
eration rules are often framed in gen-
eral, sweeping terms and are subject 
to different interpretations. In addi-
tion, enforcement of the provisions is 
often overseen by a political body—
in the EU, the EC via the AI Office—
which has been viewed as an addi-
tional risk to freedom of expression. 
Similar issues pertain to algorithmic 
content moderation mechanisms. 
Despite their scalability relative to 
human moderation, the use of algo-
rithms presents distinctive challeng-
es due to the algorithms’ ability to 
produce conflicting predictions, their 
arbitrariness in output generation, 
their disparate treatment of differ-

ance between fostering innovation 
and implementing effective regula-
tion depends on an ongoing evalu-
ation of the impacts of LLMs on so-
ciety. In the following, we describe 
some conceptual challenges specific 
to value chain regulation and content 
moderation. We then propose putting 
a greater emphasis on market mecha-
nisms aimed at aligning technologi-
cal design with societal values as a 
complement to existing regulations, 
and suggest several concrete mea-
sures to implement our proposal.

Conceptual challenges arising 
from value chain regulation. Value 
chain regulation of LLMs seeks to 
sensibly address the risks associated 
with AI-driven technologies, but such 
regulation also presents several chal-
lenges that can impact the models’ 
development, deployment, and over-
all effectiveness. For instance, value 
chain regulation can impose overly 
strict requirements that may stifle 
innovation and discourage develop-
ers from experimenting with new 
approaches or technologies, slowing 
down advances in LLM capabilities 
and applications. Owing to the rapid 
advancement of AI technologies, reg-
ulators often struggle to keep pace 
with new developments, and existing 
frameworks may quickly become out-
dated and/or fail to address pertinent 
issues.2 Indeed, compliance with new 
regulations can be overwhelming, 
especially for smaller companies or 
startups. Navigating regulatory ob-
ligations may require significant re-
sources, diverting attention from core 
development activities and potential-
ly leading to reduced competitiveness 
in the market. A one-size-fits-all atti-
tude can lead to inappropriate obliga-
tions that fail to adequately address 
the harms associated with different 
use cases.30 Value chain regulation 
also leads to the possibility that large 
companies can influence regulatory 
outcomes to their advantage, leading 
to provisions that favor established 
players over smaller actors.34 This can 
stifle competition within the sector 
and pose challenges when monitor-
ing compliance across different plat-
forms or applications is required. As 
LLMs transition from development to 
widespread deployment, it becomes 
increasingly critical to consider not 
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view risk becoming marginalized or 
excluded. Beyond value chain regula-
tion and content moderation—which 
allow some intervention on the basis 
of truth or falsity and are required 
to ensure that communication is not 
misleading—we highlight the promo-
tion of competition in the AI market. 
Low barriers to entry can dilute the 
influence of dominant players and 
facilitate a more diverse range of out-
puts, mitigating the risks associated 
with concentrated power and commu-
nication bias in a few LLMs.19,40 This is 
not to neglect the risk that increasing 
the number of outputs may introduce 
malicious and bad-faith actors, or to 
claim that the promotion of compe-
tition achieves virtually the same as 
debiasing. Accentuating these risks, 
however, conflates two distinct issues: 
defining the boundaries of public dis-
course in ways that give proper scope 
to some indispensable values (i.e., 
reducing bias at the source through 
value chain regulation and targeting 
illicit and harmful outcomes by way 
of content moderation); and foster-
ing a more diverse public sphere in 
which a plurality of viewpoints can 
be articulated and debated. The pro-
motion of competition does not seek 
to multiply sources of bias but rather 
aims to ensure that public discourse 
includes the full range of communi-
cative processes deemed necessary 
for the formation of public opinion.32 
In particular, where the removal of 
content is inherently contentious be-
cause such removal risks being per-
ceived as censorship and presumes 
that LLMs should act as editorial 
gatekeepers, competition must play 
an essential part in addressing com-
munication bias. And competition 
can further alleviate such bias when 
multiple models achieve similar over-
all accuracy but lean in different di-
rections in specific instances, or have 
a disproportionate effect on some us-
ers or groups compared to others.5,6,31

However, promoting competition 
among multiple AI systems should not 
simply result in AI companies’ pursuit 
to capture market share; rather, com-
petition should aim toward enabling 
the fulfillment of a broad spectrum 
of communicative needs and values 
in the public sphere. Achieving this 
objective involves addressing moral 

which computer code can function as 
law. Technology design determines, 
at least to some extent, what users 
see, the information they divulge, the 
level of privacy they enjoy, and how 
they interact with others. Technol-
ogy design can persuade and subtly 
nudge individual users toward spe-
cific actions and often seeks to maxi-
mize engagement rather than encour-
age behavior that benefits democratic 
integrity and public trust in particu-
lar sources of information.39 Our 
proposal therefore involves putting a 
greater emphasis on regulation that 
helps to effectively readdress the in-
centives that drive the deployment 
of AI technologies and ensures, from 
the outset, that technology platforms 
proceed in the best interests of con-
sumers.23

Government regulation that aims 
to place guardrails on AI companies 
may suppress specific outputs that are 
considered harmful or immoral, forc-
ing those companies to assume edito-
rial roles, which may ultimately limit 
consumer sovereignty. This raises is-
sues about who decides what consti-
tutes harmful content, whether such 
content reflects a biased worldview 
that can stifle legitimate discourse, 
and whether the established guard-
rails may themselves introduce bias 
into AI outputs. As the recent move 
by Meta to end its fact-checking pro-
gram demonstrates, such regulation 
may make AI companies even more 
susceptible to government pressure, 
because officials might target firms 
to promote particular agendas.18 
What is more, because of the unique 
characteristics of generative AI tech-
nologies, the imposition of content-
related mandates may impede rather 
than facilitate their ability to produce 
meaningful and relevant outputs; 
and the complexity involved in mod-
erating content might contradict, 
rather than promote, the desired level 
of discretion and contextual under-
standing of diverse topics that the de-
velopment of public opinion typically 
demands.36

Moreover, if a few large AI com-
panies progressively wield a dispro-
portionate influence over political 
information, such concentration can 
lead to a homogenization of perspec-
tives in which alternative points of 

might exert pressure on technology 
companies, via content-based regu-
lations, (not) to promote particular 
political agendas, complicating the 
background of free speech and regu-
latory oversight. Furthermore, the 
concentration of media power makes 
it feasible for authorities to target 
platforms based on their influence, 
raising ethical and legal questions 
about censorship and the role of pri-
vate companies in public discourse. 
Content moderation may become po-
larizing due to the inevitability that 
particular opinions will be quashed 
(some, perhaps, to a greater extent 
than others) because such opinions 
are liable to violate the policies of cer-
tain platforms. This has led, in part, 
to the recent move by Meta to end its 
fact-checking programs and to re-
place professional content modera-
tors with user-generated community 
notes.18 Content moderation mecha-
nisms thus face an inherent trade-
off—the apprehension is that strict 
enforcement will affect more posts 
made by innocent citizens, which will 
accidentally be taken down, and vice 
versa. This exposes a fundamental 
flaw in the expectation that profit-
driven platforms can effectively self-
regulate, especially as changing so-
cietal and political pressures mount.

As AI systems become gatekeep-
ers of information, LLMs may rein-
force existing biases and promote 
particular perspectives. This may 
lead to a less pluralistic political en-
vironment where dissenting opinions 
are marginalized, making it more 
difficult for users to encounter di-
verse viewpoints. The potential for AI 
outputs to influence public opinion 
is particularly concerning in closely 
contested political landscapes. We 
therefore propose to focus on compe-
tition and ongoing technology design 
governance as a complement to value 
chain and content-based regulation. 
Contrary to conventional wisdom, it 
is well recognized in scientific litera-
ture that the properties of technol-
ogy products help shape the behavior 
of human actors and that technol-
ogy products are not blank slates that 
simply expose users’ behavior.4,20,23,33 
Instead, the design of technology 
products often drives the behavior of 
human actors, similar to the way in 
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of clearly defined criteria to identify 
gatekeepers—large undertakings 
providing core platform services 
(CPSs) such as online intermediation 
services, online search engines, on-
line social networking services, vid-
eo-sharing platform services, mes-
saging services, operating systems, 
web browsers, virtual assistants, 
cloud computing services, and online 
advertising services (Arts. 2 and 3). 
While LLMs are not explicitly refer-
enced as CPSs, they could potentially 
be included in the DMA’s list of CPSs. 
In addition, LLMs may serve as foun-
dational technologies that enhance 
or drive such services, such as when 
they are used in search engines for 
generating responses or summariz-
ing information. Furthermore, com-
panies that provide LLMs may rely 
on CPSs to deploy their models more 
effectively. For instance, an LLM 
might be integrated into a messaging 
service or a social media platform to 
facilitate user interactions. If a com-
pany providing LLMs also operates a 
CPS, it would be subject to the obliga-
tions contained in the DMA.7,29

On the other hand, the DMA in-
cludes several obligations that can 
contribute to bias mitigation in 
LLMs. For instance, under the Act, 
gatekeepers are prohibited from 
favoring their services or products 
over those of competitors to unfairly 
disadvantage competing services. 
By prohibiting the practice of self-
preferencing, the DMA encourages a 
level playing field for new technolo-
gies—an equal chance to succeed 
by requiring all actors to operate by 
the same set of rules—and a more di-
verse range of AI services to be made 
available to users, reducing the domi-
nance of a single model that may ex-
hibit particular biases.21 The DMA 
also includes obligations related to 
how data is combined across differ-
ent services provided by gatekeepers. 
These obligations require transpar-
ency and user consent when com-
bining data from various sources. 
By regulating how data is combined 
and ensuring that users have control 
over it, the DMA mitigates bias aris-
ing from specific datasets. If LLMs 
are trained on more diverse and rep-
resentative data, inherent biases in 
outputs will decrease. Moreover, the 

hazard, where technology compa-
nies face minimal accountability for 
the risks they impose on users.26 The 
moral hazard in communication bias 
stems from misaligned incentives be-
tween corporations seeking to maxi-
mize attention and engagement and 
users expecting to be able to rely on 
digital ecosystems that provide them 
with the most accurate and unbiased 
information.8 This means that the 
promotion of competition must si-
multaneously incorporate a signifi-
cant amount of user control in terms 
of self-governance—that is, where 
users can have a say in the design of 
AI systems in terms of data collec-
tion/cleaning, model architecture/
training, and output evaluation/re-
finement throughout their entire life-
cycle—and help shape public opinion 
where LLMs can potentially influence 
communicative action.23 Where users 
are allowed to determine, at least in 
part, the parameters that define the 
content they wish to generate or ac-
cess through AI technologies, they 
are authorized to better express their 
expectations and viewpoints freely, 
without undue interference. Afford-
ing users a meaningful path of influ-
ence through continuous self-gover-
nance in synergy with competition 
will then offer a more robust response 
to communication bias in LLMs than 
can be achieved by relying solely on 
value chain regulation or content 
moderation. In an environment in 
which platforms’ business models are 
driven, almost exclusively, by incen-
tives to maximize engagement and 
attention, user preferences related  
to diversity, inclusivity, and integrity 
are routinely sidelined. Establishing 
a robust infrastructure that ensures 
meaningful user participation in the 
ongoing operation of LLMs may then 
help realign market incentives to per-
mit AI companies to better serve the 
broader public interest.22,26

Some of the EU Digital Markets 
Act’s (DMA’s)c provisions serve that 
broader purpose, affording users 
a greater number of options in the 
market and compelling firms to in-
ternalize the harms resulting from 
data-driven technologies.25 On the 
one hand, the DMA establishes a set 

c	 https://bit.ly/40JLa5n

The moral hazard 
in communication 
bias stems from 
misaligned 
incentives between 
corporations 
seeking to maximize 
attention and 
engagement and 
users expecting 
to be able to 
rely on digital 
ecosystems that 
provide them with 
the most accurate 
and unbiased 
information. 
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benchmark datasets, such as the Ger-
manPartiesQA,3 can help evaluate 
the alignment of LLMs with political 
party positions and detect biases in 
their responses. Understanding how 
LLMs exhibit sycophancy—where the 
models tailor responses to align with 
user opinions—can help mitigate 
bias. By conducting prompt experi-
ments that analyze how LLM outputs 
change based on user prompts, de-
velopers can better understand and 
address the models’ propensities. In 
providing documentation about the 
training data, model architecture, 
and decision-making processes of 
LLMs, companies should educate us-
ers about the potential biases inher-
ent in LLMs and how these biases 
may affect generated content. Ensur-
ing that training data includes a wide 
range of viewpoints, demographics, 
and cultural contexts can further 
mitigate the risk of reinforcing ste-
reotypes. Existing post-deployment 
obligations establish a regulatory 
basis for enhancing the responsive-
ness of AI systems through built-in 
human oversight tools, interven-
tion protocols, and active monitor-
ing of AI outputs. In addition, the 
rapid adoption and market impact of 
LLM-based applications justify the 
inclusion of LLMs within the regu-
latory scope of the DMA. Not only 
could existing provisions be applied 
to LLMs (especially when operated by 
designated gatekeepers), but LLMs 
could also be covered by amending 
the DMA to explicitly include LLMs 
as distinct CPSs. This would man-
date compliance with DMA obliga-
tions and enable the EC to designate 
LLM providers as gatekeepers if they 
meet the DMA’s quantitative or quali-
tative thresholds. Finally, current 
post-deployment mechanisms for 
mitigating communication bias in 
LLMs under the AI Act are limited by 
narrow complaint procedures that do 
not empower users to meaningfully 
influence product design or the gen-
eration of AI outputs. To institution-
alize more effective complaint and 
investigation procedures, oversight 
mechanisms should move beyond 
provider self-assessment and inter-
nal monitoring, and instead grant au-
thorities broader investigative and re-
medial powers. Investigations should 

DMA prohibits gatekeepers from us-
ing, in competition with business 
users, non-public data generated 
or provided by those business us-
ers in the context of their use of the 
relevant CPSs, including data gener-
ated or provided by the customers of 
those business users. When applied 
to LLMs, this means that gatekeepers 
are prohibited from using non-public 
data to train their AI models and to 
ensure that all providers have equal 
access to specific data sources. This 
further mitigates bias arising from 
training models on proprietary or 
exclusive datasets that fail to repre-
sent the broader population. Also, 
by requiring gatekeepers to rely on 
publicly available data, stakehold-
ers can better scrutinize the sources 
of information that influence model 
behavior and can better identify and 
address potential biases. Preventing 
gatekeepers from leveraging non-
public data will also help level the 
playing field for LLM developers, to 
the extent that smaller companies 
and new entrants can compete effec-
tively against larger firms that might 
otherwise dominate due to exclusive 
access to valuable data. Lastly, the 
DMA mandates that, under certain 
circumstances, gatekeepers must 
provide third parties with access to 
essential data and services. This ob-
ligation may be crucial in fostering 
competition and allowing smaller 
actors and new entrants to access the 
data they require in order to develop 
new LLMs.

Recommendations. Although ex-
isting regulations such as the AI Act 
and DSA focus on mitigating risks 
and harmful outputs, they often over-
look the equally important need to 
promote diversity (competition) and 
representativity (self-governance) 
in the design of digital technolo-
gies.15  Here, we highlight three sets 
of measures that can better ensure 
diversity and representativity in on-
going technology design to address 
communication bias in LLMs.

In the first instance, existing le-
gal provisions should be interpreted 
and applied with the possibility of 
communication bias in mind. To il-
lustrate, regular auditing should in-
clude assessing how LLMs align with 
particular perspectives. Developing 

Companies should 
educate users about 
the potential biases 
inherent in LLMs 
and how these 
biases may affect 
generated content. 
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involve establishing external audits, 
enabling authorities to proactively 
examine systemic risks, and requir-
ing providers to implement product 
design changes on behalf of users, 
where necessary. Drawing on the 
DSA’s framework, vetted external re-
searchers and auditors could be given 
access to LLMs to assess bias and the 
effectiveness of proposed mitigation 
strategies, with findings informing 
specific interventions. Additionally, 
authorities should be empowered to 
act based on user complaints, with 
the ability to put binding enforce-
ment measures in place so users can 
articulate and put into effect their 
apprehensions. This would shift 
oversight from a pure pre-market ap-
proach to an inclusive, participatory, 
market-centered model that better 
protects public discourse by address-
ing all aspects of communication 
bias in LLMs.

Conclusion
Value chain regulation and content 
moderation exhibit a tendency to fa-
vor snapshot assessments at specific 
points in time and to focus on the 
front or back end of the algorithmic 
design process. Competition, to-
gether with an increased level of self-
governance, highlights an additional 
requirement for content generation 
and dissemination once LLMs have 
been placed on the market. This is 
particularly pertinent in terms of 
bias mitigation, since competition 
and self-governance establish con-
ditions aimed at facilitating an ac-
tive search for those LLMs that are 
the most accurate and least partial, 
shifting responsiveness upstream to 
designers and overseers and compel-
ling them to engage in the continu-
ous evaluation and improvement of 
AI systems. Since the potential of 
LLMs comes with multiple issues and 
ambiguities, a number of different 
regulatory approaches are required 
to enable citizens to have evenhand-
ed access to the public sphere and 
effectively partake in the creation of 
public opinion. We hope this over-
view   offers a distinct perspective 
and highlights important means by 
which the development of AI-based 
technologies can be propelled in use-
ful directions.
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an evaluation technique for intelli-
gent systems.

Unfortunately, building programs 
to play specific games has limited 
value in this regard. To begin with, 
specialized game players have a very 
narrow focus. They can be good at 
one game but not another. Deep Blue2 
may have beaten the world chess 
champion, but it has no clue how to 
play checkers. A second, more subtle 
problem with specialized game-play-
ing systems is they do only part of the 
work. Most of the interesting analysis 
and design is done in advance by their 
programmers. The systems them-
selves might as well be tele-operated.

All is not lost. The idea of game 
playing can be used to good effect to 
inspire and evaluate good work in AI, 
but it requires moving more of the de-
sign work to the computer itself. This 
can be done by focusing attention on 
general game playing.

General game players are systems 
that accept descriptions of arbitrary 
games at runtime and use such de-
scriptions to play those games effec-
tively without human intervention. 
In other words, they do not know the 
rules until the games start.

Unlike specialized game players, 
such as Deep Blue2 and Stockfish, gen-
eral game players must be able to play 
different kinds of games. They must 
be able to play simple games (like 
tic-tac-toe) and complex games (like 
chess), games with differing numbers 

G A M E S OF S T R AT EGY,  such as chess and checkers, 
couple intellectual activity with competition. We can 
exercise and improve our intellectual skills by playing 
such games. The competition adds excitement and 
allows us to compare our skills to those of others. The 
same motivation accounts for interest in computer 
game playing as a testbed for artificial intelligence (AI). 
The idea is that programs that think better should be 
able to win more games, so we can use game playing as 

General 
Game 
Playing

DOI:10.1145/3747852

While general game playing is intellectually 
engaging and fun, it also serves as a 
laboratory for practical applications, and 
provides a theoretical framework for defining 
rationality in a way that takes into account 
problem representation, incompleteness of 
information, and resource bounds.

BY MICHAEL GENESERETH
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 key insights
	˽ General game players are systems that 

accept descriptions of arbitrary games at 
runtime and use such descriptions to play 
those games effectively without human 
intervention.

	˽ General-game-playing expertise depends 
on intelligence on the part of the game 
player and not just intelligence of the 
programmer of the game player.

	˽ General game playing underscores the 
importance of knowledge representation, 
reasoning, and rational decision making 
in a world increasingly focused on 
machine learning and large language 
models.

https://doi.org/10.1145/3747852


of players, cooperative games and 
competitive games, games with or 
without communication among the 
players, and so forth. Importantly, 
they must be able to play games they 
have never seen before, including 
games no one has seen before.

Importantly, general game players 
cannot rely on algorithms designed 

in advance for specific games, as in 
the case of specialized game players. 
General-game-playing (GGP) exper-
tise depends on intelligence on the 
part of the game player and not just 
intelligence of the programmer of the 
game player.

General game playing underscores 
the importance of knowledge repre-

sentation, reasoning, and rational de-
cision making in a world increasingly 
focused on machine learning (ML) 
and large language models (LLMs). 
It is worth noting that, despite im-
portant and impressive game-related 
developments in these latter areas 
(e.g. Bannerjee et al.,1 Hausknecht 
et al.,11 Levine,16 and Silver.25), no ML 
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program has ever won an official 
GGP competition due to time limits 
on game play, and it is unlikely that 
systems based on LLMs would per-
form any better, due to limits on time 
and space and due to “obfuscation” 
(wherein words in game descriptions 
are replaced by nonsense words). By 
contrast, undergraduates with mini-
mal training in knowledge represen-
tation and reasoning methods are 
able to create GGP programs running 
on laptops that excel in such competi-
tions and frequently beat humans.

Recent History
The idea of general problem solving 
dates from the earliest days of AI. In 
1958, Newell and Simon proposed a 
general problem solver19 that worked 
by applying general, task-indepen-
dent problem-solving processes to 
descriptions of domain-specific 
tasks. The first explicit mention of 
GGP  appeared in a subsequent pa-
per by Jacques Pitrat21 in 1968. A re-
lated notion was described by Bar-
ney Pell,20 who further developed the 
concept in his 1993 doctoral thesis. 
In the early 2000s, Stanford Univer-
sity researchers enlarged the con-
cept from chess-like games to arbi-
trary discrete dynamic systems, thus 
broadening the concept and making 
it applicable beyond the world of rec-
reational games.

To promote work on GGP, in 2005 
the Association for the Advancement 
of Artificial Intelligence (AAAI) es-
tablished the International General 
Game Playing Competition (IGGPC),7,8 
an annual contest to determine the 
best automated general game players 

in the world. Table 1 shows the win-
ners of the first dozen competitions.

In addition to pitting automated 
players against each other, the com-
petition frequently included a demon-
stration match between the competi-
tion winner and a human player(s). 
While the human player won the first 
of these demonstrations, the comput-
er won all subsequent competitions. 
For example, in 2012, CadiaPlayer, in 
addition to defeating the other auto-
mated competitors, defeated the hu-
man race, represented by Chris Wel-
ty, one of the developers of Watson, 
the IBM computer that beat the best 
players on the American game show 
Jeopardy! (As a consolation prize, the 
human was awarded two bottles of 
Scotch to ease his disappointment at 
letting down the human race.)

The International GGP Competi-
tion was suspended after 2016. How-
ever, by then, the competition had 
served its primary purpose—it led to 
workshops on GGP at multiple inter-
national conferences and the publi-
cation of numerous research papers 
on GGP and its applications. Today, 
regional competitions continue to be 
run, and there are rumors that the in-
ternational competition will resume, 
albeit in a slightly different format.

Today, there are GGP sites in mul-
tiple countries around the world. 
The Gamemaster sitea contains a 
specification of the game descrip-
tion language, games encoded in this 
language, and software for building 
players and running matches.

a	 http://gamemaster.stanford.edu

Game Playing
Despite the variety of games treated 
in GGP, all games share a common ab-
stract structure. Each game takes place 
in an environment with finitely many 
states, with one distinguished initial 
state and one or more terminal states. 
In addition, each game has a fixed, fi-
nite number of players; each player has 
finitely many possible actions in any 
game state, and each state has an asso-
ciated goal value for each player.

Given this common structure, we 
can think of a game as a state graph, 
like the one shown in Figure 2. In this 
case, we have a game with one player, 
with eight states (named s1, ... , s8). The 
arcs in this graph capture the transi-
tion function for the game. For exam-
ple, if the game is in state s1 and a player 
performs action a, the game will move 
to state s2. If the game is in state s1 and a 
player performs action b, the game will 
move to state s5. Each game has just one 
initial state, in this case s1. However, 
there can be any number of terminal 
states, in this case s4 and s8. The num-
bers associated with each state indi-
cate the utilities of those states for the 
player. Players earn those scores only in 
terminal states. However, they are pro-
vided for all states and in some games 
indicate incremental progress.

We can extend this model to ac-
commodate games with multiple 
players with two modifications.

1.	 We annotate each state with re-
wards for all players in the game. (The 
rewards can be the same or different 
for different players.)

2.	 For each state, we specify which 
player is in control, that is, whose turn 
it is to play. Turns need not strictly al-

Table 1. International General Game Playing Competition winners, 2005 to 2016.

Year Player Developer(s)

2005 Cluneplayer Clune (USA)

2006 Fluxplayer Schiffel, Thielscher (Germany)

2007 Cadiaplayer Bjornsson, Finnsson (Iceland)

2008 Cadiaplayer Bjornsson, Finnsson (Iceland)

2009 Ary Mehat (France)

2010 Ary Mehat (France)

2011 TurboTurtle Schreiber (USA)

2012 CadiaPlayer Bjornsson, Finnsson (Iceland)

2013 TurboTurtle Schreiber (USA)

2014 Sancho Draper, Rose (UK)

2015 Galvanise Emslie (UK)

2016 WoodStock Piette (France)

Figure 1. 2012 Carbon vs. Silicon match: 
The human player taking counsel from 
another human.
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in terms of a smaller number of more 
fundamental entities. In chess, for 
example, states are not monolithic; 
they can be conceptualized in terms 
of pieces, squares, rows, columns, di-
agonals, and so forth. By exploiting 
this structure, it is possible to encode 
games in a form that is more compact 
than direct representation.

The first step in solving this prob-
lem is to conceptualize states as da-
tasets (as sets of facts that are true 
in those states) and to conceptualize 
actions as operations applied to argu-
ments, as suggested by the graph in 
Figure 3.

Given a “structured” state graph of 
this sort, the second step is to encode 
game rules in terms of these datasets 
and actions. In GGP, the most popular 
game description language is GDL (for 
Game Description Language).17 Rules 

ternate; in some cases, a single player 
may get several turns in a row. (This 
model can be extended to games with 
simultaneous moves, but for the sake 
of simplicity, we avoid that complex-
ity in what follows.)

Since all the games we are consid-
ering are finite, it is possible, in prin-
ciple, to describe such games in the 
form of state graphs. Unfortunately, 
such explicit representations are not 
practical in all cases. Even though 
the numbers of states and actions 
are finite, these sets can be extremely 
large; and the corresponding graphs 
can be larger still. For example, in 
chess, there are more than 1040 pos-
sible states.

In the vast majority of games, 
states and actions have a composite 
structure that allows us to define a 
large number of states and actions 

in GDL are written in Epilog,9  a dy-
namic logic programming language 
based on Prolog. The following are the 
rules of tic-tac-toe as written in GDL:

role(x)
role(o)
 
init(cell(1,1,b))
init(cell(1,2,b))
init(cell(1,3,b))
init(cell(2,1,b))
init(cell(2,2,b))
init(cell(2,3,b))
init(cell(3,1,b))
init(cell(3,2,b))
init(cell(3,3,b))
init(control(x))
 
legal(mark(M,N)) :- cell(M,N,b)
 
mark(M,N) :: control(R)  ==> 

cell(M,N,R) & ~cell(M,N,b)
mark(M,N) :: control(x) ==> 

~control(x) & control(o)
mark(M,N) :: control(o) ==> 

~control(o) & control(x)
 
line(Z) :- row(M,Z)
line(Z) :- column(M,Z)
line(Z) :- diagonal(Z)
row(M,X) :- cell(M,1,X) & 

cell(M,2,X) & cell(M,3,X)
column(N,X) :- cell(1,N,X) & 

cell(2,N,X) & cell(3,N,X)
diagonal(X) :- cell(1,1,X) & 

cell(2,2,X) & cell(3,3,X)
diagonal(X) :- cell(1,3,X) & 

cell(2,2,X) & cell(3,1,X)
 
goal(x,100) :- line(x) & ~line(o)
goal(x,50) :- ~line(x) & ~line(o)
goal(x,0) :- ~line(x) & line(o)
goal(o,100) :- ~line(x) & line(o)
goal(o,50) :- ~line(x) & ~line(o)
goal(o,0) :- line(x) & ~line(o)
 
terminal :- line(x)
terminal :- line(o)
terminal :- ~open
 
open :- true(cell(M,N,b))

There are two players: x and o. In 
the initial state, all cells are blank 
(represented here by the symbol b), 
and the x player has control. It is legal 
for the player in control to mark a cell 
if that cell is blank. (In GDL, symbols 
that begin with capital letters are 

Figure 2. Game as a state graph.

0

s1 s2 s3 s4

s5 s6 s7 s8

50 50 100

0 25 25 50

b b a

a b a

a b a

a b b a a

Figure 3. Game as a “structured” state graph.
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done repeatedly to expand the tree un-
til a terminal state is reached on each 
branch. Given a game tree, a player 
can use minimax22 or an equivalent 
technique to determine its best possi-
ble move, and it can use sophisticated 
search techniques, such as alpha-beta 
pruning, to save work.14

Unfortunately, it is not always 
possible to search to the end of the 
game tree. In tic-tac-toe, there are 
thousands of states. This is large but 
manageable. In chess, there are more 
than 1040 states.24 A state space of this 
size, being finite, is fully searchable 
in principle but not in practice. More-
over, the time limit on moves in most 
games means players must select ac-
tions without knowing with certainty 
whether they are the best or even good 
moves to make.

The alternative is to do incomplete 
search, on each move expanding the 
game tree as much as possible within 
the available time and then making 
a choice based on the estimated val-
ues of non-terminal states. In tradi-
tional game playing, where the rules 
are known in advance, the program-
mer can invent game-specific evalua-
tion functions to help in this regard. 
For example, in chess, we know that 
states with higher piece count and 
greater board control are better than 
ones with less material or lower con-
trol. Unfortunately, it is not possible 
for a GGP programmer to invent such 
game-specific rules in advance, as 
the game’s rules are not known until 
the game begins. The program must 
evaluate states for itself. Doing this ef-
fectively is the key to effective general 
game playing.

The approach used in early GGP 
programs was to develop game-inde-
pendent heuristics,3,13,15,23 for exam-
ple, proximity to a goal state, player 
mobility, and opponent restriction. 
Consider mobility. Proponents argue 
that, all other things being equal, it is 
better to move to a state that affords 
the player greater mobility and of-
fers more possible actions than to be 
boxed into a corner. Symmetrically, 
proponents of mobility argue that it 
is good to minimize the mobility of 
one’s opponents. All of these heuris-
tics have been shown to be effective 
in some games. Unfortunately, they 
are only heuristics. They frequently 

matic. For example, it is possible to 
describe the rules of chess in just four 
pages of rules like the ones above.

Interestingly, to prevent program-
mers from building in specialized ca-
pabilities for specific words in game 
descriptions, it is common in GGP to 
obfuscate descriptions. All words are 
consistently replaced by nonsense 
words. The only exceptions are vari-
ables and game-independent constants, 
such as role, legal, terminal.

Game Playing
Having a formal description of a game 
is one thing; being able to use that de-
scription to play the game effectively 
is something else entirely. The player 
must be able to compute the initial 
state of the game. It must be able to 
compute which moves are legal in ev-
ery state. It must be able to determine 
the state resulting from particular 
moves. It must be able to compute the 
value of each state for each player. And 
it must be able to determine whether 
any given state is terminal.

From a description such as this, a 
general game player can reconstruct 
a game tree. See the partial game tree 
shown in Figure 4. The player starts 
with the initial state, computes the 
legal moves in that state, and for each 
move deduces the next state. This is 

variables, while symbols that begin 
with lowercase letters are constants. 
The :- operator is read as “if”—the 
expression to its left is true if the ex-
pressions that follow it are true.) If 
the player in control marks a cell, 
that cell contains the player’s mark 
in the next state and the b is removed. 
Also, control alternates on each play. 
(The :: operator relates the action 
mentioned to its left as a transition 
rule that applies whenever the con-
ditions before the ==> are true and 
produces a state in which the condi-
tions to its right are true.) A line is a 
row of marks, a column of marks, or 
a diagonal. The x player / o player re-
ceives 100 points in any state with a 
line of x marks / o marks, it receives 
50 points in any state with no lines, 
and it gets 0 points in any state with 
a line of o marks / x marks. Finally, a 
game terminates whenever there is a 
line of player marks or if the game is 
no longer open, that is, there are no 
blank cells.

The main thing to note about this 
example is that one page of rules 
fully describes a game of thousands 
of states. That is a significant sav-
ings over the state graph for tic-tac-
toe (which contains more than 5,000 
states). The compression in more 
complex games can be even more dra-

Figure 4. Partial game tree for tic-tac-toe.
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matic. Suddenly, automated general 
game players began to perform at a 
high level. Using MCTS, Cadioplayer 
won the competition three times.

The use of statistical techniques 
changed the character of general 
game players from curiosities to pro-
grams capable of serious play. Virtu-
ally every general game playing pro-
gram today includes some variant of 
MCS or MCTS. Unfortunately, statisti-
cal search alone has weaknesses, no-
tably on games with complex descrip-
tions requiring a lot of computation 
time and on games where there are 
few goal states; and, consequently, it 
must be combined with other meth-
ods to be successful.

Metagaming
Whereas the GGP techniques de-
scribed above concentrated on game 
tree search performed at runtime, sub-

Monte Carlo Search
The second generation of GGP pro-
grams used a different approach to 
evaluating non-terminal states, no-
tably Monte Carlo Search and Monte 
Carlo Tree Search.

In Monte Carlo Search (MCS), the 
player expands the tree a few levels. 
Then, rather than using a local heuris-
tic to evaluate a state, it makes some 
probes from that state to the end of the 
game by selecting random moves for 
all players. It sums up the total rewards 
for all such probes and divides by the 
number of probes to obtain an esti-
mated utility for that state. It can then 
use these expected utilities in compar-
ing states and selecting actions.

Monte Carlo Tree Search (MCTS)6 

(Figure 6) improves on this by replac-
ing the random choice with more 
intelligent selections. The result of 
introducing such techniques was dra-

fail, sometimes with comical conse-
quences.

The final match of IGGPC 2006 is 
an example. The game was cylinder 
checkers, that is, checkers played on a 
cylinder. In this game, as in ordinary 
checkers, a player is permitted to move 
one of their ordinary pieces (pieces 
that are not kings) one square forward 
on each turn. In the position shown in 
Figure 5, red is moving from top to bot-
tom, and black is moving from bottom 
to top. If a piece is blocked by an oppo-
nent’s player, he can “jump” that player 
if there is an empty square on the other 
side. Moreover, the player must make 
such a jump if one is available. The ob-
jective of the game is to take all or as 
many of the opponent’s pieces as pos-
sible while preserving one’s own piec-
es. Here is a snapshot of the game. It is 
red’s turn to play. What should it do? 
And what do you think it did?

Here’s a hint. The player in this 
case was Cluneplayer,3 and it had de-
cided, for some reason or other, that 
limiting the opponent’s mobility was 
a good heuristic. If it were to move 
the rearmost piece, black would have 
multiple moves. However, if it were to 
move the piece in front, black would 
be forced to capture its piece. In oth-
er words, it would have at most one 
move. Clearly, moving the forward 
piece minimizes the opponent’s mo-
bility, so that is what Cluneplayer did. 
Actually, the whole match played out 
this way, with red giving black cap-
tures at every opportunity. It was sad 
to watch but also a little comical. The 
moral is that, while non-guaranteed 
heuristics are sometimes useful, they 
are not always useful.

Figure 5. Position in final match of IGGPC 
2006.

AC8 BC8 CC8 DC8 EC8 FC8 HC8

AC6 BC6 CC6 DC6 EC6 FC6 HC6HC6

AC4 BC4 CC4 DC4 EC4 FC4 HC4HC4

AC3 BC3 CC3 EC3 FC3 HC3HC3

BC2 DC2 EC2 FC2 HC2

AC1 BC1 CC1 DC1 EC1 FC1 HC1HC1

AC5 BC5 CC5 EC5 FC5 HC5HC5

AC7 CC7 DC7 EC7 FC7 HC7

Figure 6. Monte Carlo Tree Search.

25 50 0 75

100 100 100 100 100 100 1000 0 0 0 0 0 0 0 0

Figure 7. Hodgepodge.
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multiple tic-tac-toe. The first column 
in Table 2 identifies the game, the 
second column indicates the depth to 
which the tree is searched, the third 
column lists the number of millisec-
onds to search the game tree to that 
depth without factoring, and the last 
column shows the number of milli-
seconds after factoring.

Factoring is just one example of 
game reformulation. There are many 
others. For example, it is sometimes 
possible to find symmetries in games 
that cut down on search space. In 
some games, there are bottlenecks 
that allow for a different type of fac-
toring. Consider, for example, a game 
made up of one or more subgames in 
which it is necessary to win one game 
before moving on to a second game. In 
such a case, there is no need to search 
to a terminal state in the overall game; 
it is sufficient to limit search to termi-
nation in the current subgame. These 
examples are extreme cases, but there 
are many simpler everyday examples 
of finding structure of this sort that 
can help in curtailing search.

The trick in metagaming is to ana-
lyze and/or reformulate a game de-
scription without expanding the en-
tire game tree. The interesting thing 
about general game playing is that 
sometimes the cost of analysis is pro-
portional to the size of the descrip-
tion rather than the size of the game 
tree, as in the example mentioned 
above. In such cases, players can ex-
pend a little time and gain a lot in 
search savings.

Of course, factoring games and 
finding transformations such as these 
requires a lot of algorithmic expertise. 
What we really need is Donald Knuth 
in a box. Or maybe Corman and Lei-
serson. And, of course, since we are 
talking about games, we should have 
expertise at game tree search. So, we 
had better cram Jonathan Schaeffer 
into our box as well.

An important point here is that 
GGP is not just about game tree 
search; to an even greater extent, it 
is about game descriptions and their 
use, and ultimately about automatic 
programming.

Conclusion
General game playing is an interest-
ing application in its own right. It 

sequent work was focused on offline 
processing of game descriptions. Ex-
amples include things like factoring 
games into independent subgames, 
reformulating game descriptions, and 
automatic programming. Often, it is 
the case that this sort of processing 
more than pays for itself. In such cases, 
players can expend a little time up front 
and gain a lot in processing time later.

This is really what programmers 
do when building specialized game 
players, and now we are building 
game players that can do these things 
for themselves. And this is what GGP 
was intended to stress from its very 
beginnings.

One example of offline analysis 
is game decomposition, also called 
factoring.4,10 Consider the game of 
Hodgepodge pictured in Figure 7. 
Hodgepodge is actually two games 
glued together. Here we show chess 
and othello, but it could be any two 
games. One move in a joint game 
of Hodgepodge corresponds to one 
move in each of the two constituent 
games. Winning requires winning at 
least one of the two games while not 
losing the other.

What makes Hodgepodge inter-
esting is that it is factorable, that 
is it can be divided into two inde-
pendent games. Realizing this can 
have dramatic benefit. To see this, 
consider the size of the game tree 
for hodgepodge. Suppose one game 
tree has branching factor a and the 
other has branching factor b. Then 
the branching factor of the joint 
game is a times b, and the size of 
the fringe of the game tree at level n 
is (a*b)̂ n. However, the two games 
are independent. Moving in one 
subgame does not affect the state of 
the other subgame. So, the player re-
ally should be searching two smaller 
game trees, one with branching fac-
tor a and the other with branching 
factor b. In this way, at depth n, there 
would be only aˆn+bˆn states. This 
is a huge decrease in the size of the 
search space. Luckily, in many cases, 
it is possible to discover such factors 
in time proportional to the size of 
the game description.

Table 2 illustrates the computa-
tional benefits of factoring on three 
highly factorable games: multiple but-
tons and lights, multiple switches, and 

The interesting 
thing about general 
game playing is 
that sometimes 
the cost of analysis 
is proportional 
to the size of the 
description rather 
than the size of the 
game tree. 
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tions of numerous subsequent re-
searchers—notably Bob Kowalski, 
the high priest of logic programming, 
and Ed Feigenbaum, the inventor of 
knowledge engineering. In a paper 
written in 1974, Feigenbaum gave his 
most forceful statement of McCar-
thy’s ideal:5

The potential use of computers by 
people to accomplish tasks can 
be “one-dimensionalized” into a 
spectrum representing the nature of 
the instruction that must be given 
the computer to do its job. Call it 
the what-to-how spectrum. At one 
extreme of the spectrum, the user 
supplies his intelligence to instruct 
the machine with precision exactly 
how to do his job step-by-step ... 
At the other end of the spectrum is 
the user with his real problem ... 
He aspires to communicate what 
he wants done ... without having 
to lay out in detail all necessary 
subgoals for adequate performance.

Some have argued that the way 
to achieve intelligent behavior is 
through specialization. That may 
work as long as the assumptions one 
makes in building such systems are 
true. For general intelligence, how-
ever, general intellectual capabilities 
are needed, and such systems should 
be capable of performing well in a 
wide variety of tasks. In the words of 
Robert Heinlein:12

A human being should be able to 
change a diaper, plan an invasion, 
butcher a hog, conn a ship, design 
a building, write a sonnet, balance 
accounts, build a wall, set a bone, 
comfort the dying, take orders, 
give orders, cooperate, act alone, 
solve equations, analyze a new 
problem, pitch manure, program 
a computer, cook a tasty meal, 
fight efficiently, die gallantly. 
Specialization is for insects.

is intellectually engaging and more 
than a little fun. But it is much more 
than that. It serves as a laboratory for 
practical applications, in business 
and law, science and engineering. In 
fact, some of the games used in com-
petitions are drawn from such areas. 
More fundamentally, it provides a 
theoretical framework for defining 
rationality in a way that takes into 
account problem representation, in-
completeness of information, and re-
source bounds. The upshot is that it 
raises questions about the nature of 
intelligence and serves as a laboratory 
in which to evaluate competing ap-
proaches to intelligence.

General game playing is a setting 
within which AI is the essential tech-
nology. It concentrates attention on 
the notion of runnable specifications. 
Building systems of this sort dates 
from the early years of AI.

It was in 1958 that John McCar-
thy invented the concept of the “ad-
vice taker.”18 The idea was simple. 
He wanted a machine that he could 
program by description. He would 
describe the intended environment 
and the desired goal, and the ma-
chine would use that information to 
determine its behavior. There would 
be no programming in the tradi-
tional sense. McCarthy presented his 
concept in a paper that has become a 
classic in the field of AI:

The main advantage we expect 
the advice taker to have is that 
its behavior will be improvable 
merely by making statements to 
it, telling it about its environment 
and what is wanted from it. 
To make these statements will 
require little, if any, knowledge 
of the program or the previous 
knowledge of the advice taker.

An ambitious goal! But that was a 
time of high hopes and grand ambi-
tion. The idea caught the imagina-

Table 2. Computational benefits of factoring on three highly factorable games.

Game Depth Unfactored Cost Factored Cost

Multiple Buttons and Lights 4 16,700 6

Multiple Switches 5 22M 210

Multiple Tic-Tac-Toe 3 88,000 150
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The state of the art involves periodi-
cally solving a logically centralized 
flow-optimization problem to meet a 
target optimization objective—for ex-
ample, maximizing the total flow of 
traffic across the network, or minimiz-
ing network congestion.

But there is a major gap between 
the theory and practice.a A standard 
assumption in flow-optimization the-
ory is that traffic demands between 
network nodes are known in advance. 
In practice, such information is rare-
ly available, and flow optimization is 
performed under uncertainty. While 
exact knowledge of traffic demands 
is elusive, network traffic typically 
does exhibit spatial and temporal 
patterns. A common approach to 
addressing this gap is thus predict-
ing the upcoming traffic demands 
and optimizing for the predicted de-
mands.18 As we will illustrate, this can 
yield suboptimal performance when 
network traffic is volatile. A theoreti-
cally appealing alternative,  (traffic-)
oblivious routing,  optimizes for the 
worst-case demands.4,6,28  In this case, 
however, disregarding all informa-

a	 This article is based on a conference publica-
tion, which appeared at NSDI 2023.27

DU E T O I T S fundamental importance and wide-ranging 
applications, flow optimization is one the most well-
studied topics in computer science. A key example 
of its practical significance is traffic engineering (TE). 
Companies such as Microsoft, Google, Amazon, 
Meta, and Netflix invest enormous resources into 
high-capacity private “backbone networks” that 
interconnect providers’ datacenters to one another, 
and to external networks.3,9–11,18 Figure 1 illustrates 
Microsoft’s backbone network, which spans multiple 
locations across the globe. To manage the ever-
increasing traffic demand, providers constantly 
optimize network flow configurations.7,9,11,12,18,19,23,31 

Learning 
to Flow 
(Between 
Datacenters)

DOI:10.1145/3765706

Leveraging ML models to directly learn 
network flow configurations from empirical 
data can deliver robustly high performance, 
surpassing that of demand-prediction methods.
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 key insights
	˽ Flow optimization is a foundational 

problem in computer networks, yet a 
major gap persists: Theory assumes 
traffic demands are known in advance, 
while practice must grapple with high 
uncertainty. 

	˽ This gap is acute in private backbone 
networks connecting global datacenters, 
where volatile customer-facing traffic 
makes reliable forecasting of upcoming 
demands difficult. 

	˽ Modern large-scale stochastic 
optimization and machine learning 
methods can be leveraged to sidestep 
fragile traffic prediction by directly 
producing robust, high-quality flow 
configurations.

	˽ The approach is theoretically grounded 
and practically impactful, yielding near-
optimal flow and order-of-magnitude 
runtime gains on empirical datasets from 
production networks.

https://doi.org/10.1145/3765706


tion about network traffic patterns 
also results in far-from-optimal per-
formance.19

We propose a novel approach: di-
rect optimization for traffic engineering 
(DOTE). Instead of predicting traffic 
demands and optimizing for these, in 
DOTE empirical data is used to learn a 
direct mapping from recent traffic con-
ditions to a network-wide flow config-
uration. More specifically, DOTE en-
ables providers to harness the wealth 
of empirical data at their disposal to 
train a deep neural network (DNN) 
to generate flow configurations that 
yield robustly high performance. Our 
approach leverages recent advances in 
large-scale DNN-based optimization. 
We have shown, through extensive 

evaluation on empirical datasets from 
production networks, that DOTE sig-
nificantly outperforms the state of 
the art in terms of solution quality. 
Furthermore, by relying on DNN in-
ference for real-time decision mak-
ing, DOTE achieves online runtimes 
one to two orders of magnitude faster 
than today’s schemes, which involve 
solving a large linear program (LP) in 
real time.

To gain a deeper theoretical under-
standing of DOTE, here we examine the 
geometric properties of the class of flow-
optimization problems it addresses. We 
prove that these problems possess de-
sirable characteristics for (stochastic) 
optimization, such as quasiconcavity. 
Building on these insights, along with 

algorithmic knowledge from convex 
optimization and machine learning 
(ML) theory, we prove that an idealized 
DOTE training process achieves opti-
mal performance. The empirical suc-
cess of our implementation of DOTE, 
which approximates this idealized pro-
cess, further supports this claim.

Many computer systems involve 
decision making under uncertainty 
about the environment, with external 
inputs not fully known but displaying 
patterns (such as traffic demands, in 
our setting). Examples include dif-
ferent flavors of resource allocation, 
scheduling, and load balancing, do-
mains in which we believe our ap-
proach and technical insights may 
find additional applications.
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Optimizing Flow Under 
Demand Uncertainty
Here, we outline our framework 
for flow optimization under traffic-
demand uncertainty. To simplify ex-
position, we henceforth restrict our 
attention to the classical maximum-
multicommodity-flow objective, which 
captures the natural desideratum of 
maximizing the total flow across the 
network. Our approach and results 
extend to other well-studied optimiza-
tion objectives, including minimizing 
network congestion and optimizing 

various notions of fairness—for ex-
ample, maximum concurrent flow and  
​α​-fairness.4–6,13,14,20–22,24,28

Consider a capacitated network 
graph ​​G  = ​ (​​V, E, c​)​​​​, where ​V​ and ​E​ rep-
resent the nodes and communica-
tion links, respectively, and each edge ​
e  ∈  E​ has capacity ​​c ​(​​e​)​​  >  0​​. For every 
node pair ​i, j  ∈  V​, there exists a set 
of permissible paths  ​​P​ij​​​ that traffic be-
tween ​i​ and ​j​ can follow. In practice, 
private backbone networks typically 
allow a small number of permissible 
paths (e.g., ​6−8​) to prevent state over-

load in network devices. Figure  2a il-
lustrates a simple example with two 
permissible paths for each node pair ​​​
(​​1, 2​)​​​​, ​​​(​​2, 3​)​​​​, and ​​​(​​4, 5​)​​​​, colored blue, 
red, and green, respectively. All link 
capacities are 1. In classical flow op-
timization, the input also includes a 
demand matrix ​D​, where the ​​​(​​i, j​)​​​​ entry ​​
d​ij​​  ≥  0​ specifies the communication 
demand between source ​i​ and desti-
nation ​j​.

In practice, demand matrices are 
rarely exactly known when determin-
ing a flow configuration, and can only 
be measured after the fact. To address 
this, a flow configuration in our frame-
work specifies, for each permissible 
path ​p​, a flow cap ​​ω​p​​​, representing the 
maximum flow path ​p​ is allowed to 
carry. In our example, a possible flow 
configuration is assigning flow caps 
of ​​3 _ 4​​ and ​​1 _ 4​​ to the shortest and alternate 
paths for each source-destination 
pair, respectively, shown in Figure 2b. 
We require that in any flow configu-
ration ​​ → ω​  = ​​ {​​ ​ω​p​​​}​​​​, the flow caps ​​ω​p​​​ be 
such that no link capacity is exceeded 
even if all caps are reached (as in our 
example flow configuration), thus pre-
venting capacity violations regardless 
of realized traffic demands.

A flow configuration ​​ → ω​​ thus only 
upper bounds the volume of flow each 
network path can carry. The actual 
flow for each source-destination pair 
is induced by the specific realization 
of traffic demands. For example, con-
sider the flow caps shown in Figure 
2b, and the realized demands ​​1 _ 2​​, ​​1 _ 2​​, and ​
1 ​1 _ 2​​, for the pairs ​​​(​​1, 2​)​​​​, ​​​(​​2, 3​)​​​​, and ​​​(​​4, 5​)​​​​,  
respectively, with all other realized 
demands being 0. Network capacity 
is sufficient for carrying all demands. 

Figure 1. Microsoft’s backbone network.
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Customer-facing traffic is hard to 
predict. Traffic in private backbone 
networks can be divided into traf-
fic between datacenters, for exam-
ple geo-replication of datasets and 
search index updates, and customer-
facing traffic, including Web traffic, 
videos, and so on. The latter consti-
tutes the majority of traffic in some 
large service providers’ backbone 
networks.18 Figure 4a plots the stan-
dard deviation in inter-datacenter 
traffic demands, normalized by the 
mean, across 11 consecutive weeks, 
for the busiest datacenter pair. Fig-
ure 4b shows the same for customer-
facing traffic over four weeks. Observe 
that customer-facing traffic is much 
more volatile. This can be attributed 
to flash-crowds causing surges in 
customer requests and congestion on 
communication links toward exter-
nal destinations. The unpredictabil-
ity of customer-facing traffic chal-
lenges flow optimization; inaccurate 
predictions can lead to wasted capac-
ity by reserving resources for over-
estimated demands, and to insuf-
ficient capacity for underestimated 
demands.

Possible objective mismatch be-
tween predictor loss and flow-opti-
mization goals. The demand predic-
tor minimizes a loss metric, such as 
root mean square error (RMSE), over 
the difference between predicted 
and realized demand matrices. This, 
however, can misalign with the goal 

However, only 1 unit out of ​​​(​​4, 5​)​​​​’s de-
mand of ​1 ​1 _ 2​​ will be delivered because 
its flow caps total 1, whereas the flow 
for each of the pairs ​​​(​​1, 2​)​​​​ and ​​​(​​2, 3​)​​​​ is ​​
1 _ 2​​ (its demand), “wasting” half of its as-
signed capacity.b In general, the flow ​​
f​ij​​​ for source-destination pair ​​​(​​i, j​)​​​​ un-
der flow configuration ​​ → ω​​ and realized 
demand matrix ​D​ is the minimum 
of the total flow cap on its permis-
sible paths and its realized demand ​​
d​ij​​​. When maximizing flow under de-
mand uncertainty, the goal is to select 
a flow configuration ​​ → ω​​ that maximizes  
​F​​(​​​ → ω​, D​)​​​  = ​ Σ​i,j​​ ​f​ij​​​​(​​​ → ω​, D​)​​​​ with respect to 
the realized future demand matrix ​D​.

In our framework for flow optimi-
zation under demand uncertainty, a 
centralized controller monitors net-
work traffic and periodically optimiz-
es flow for a target objective (e.g., max-
imum flow). At fixed intervals (e.g., 
every five minutes at some large ser-
vice providers), the controller takes as 
input the network topology, permis-
sible paths, and recent traffic demand 
history (e.g., 12 demand matrix snap-
shots from the previous hour) and 
computes a flow configuration ​​​ → ω​​​ 

​(​​t​)​​
​​ for 

the next time interval. The realized de-
mand matrix ​D​ for this interval is only 
observed when the interval is conclud-
ed. When targeting the maximum-
flow objective, the controller aims 
to maximize the average total flow 
across all intervals ​​ 1 _ T​ ​Σ​ t=1​ T ​ F(​​ → ω​​​ 

​(​​t​)​​
​, ​D​​ ​(​​t​)​​​)​,  

where ​T​ is the optimization period.

Predict-and-Optimize 
and Its Pitfalls
A common approach to flow optimiza-
tion under demand uncertainty is pre-
dict-and-optimize, where a trained pre-
dictor infers the upcoming demand 
matrix from recent traffic conditions 
(and optionally other factors like 
time of day). This predicted demand, 
along with the network topology and 
permissible paths, is then used to 
compute an optimal flow configura-
tion by solving a linear program (LP) 
(see Figure 3a). Next we discuss three 
drawbacks of this approach.

b	 We assume that, in situations like this, where 
the demand for a source-destination pair ​​​(​​i, j​)​​​​ 
is strictly less than its aggregate assigned ca-
pacity, there is some specified way for splitting 
the flow between the permissible paths. Our 
results are independent of the specific choice 
of such a rule.

of generating high-performance flow 
configurations. For instance, RMSE 
treats all source-destination demand 
errors equally, although errors on spe-
cific demands that are more problem-
atic to carry on the specific network 
topology can exert a disproportion-
ately large effect on flow quality.

Solving large LPs is slow. LP solver 
runtimes on large networks might 
take minutes,2,25 slowing sequential 
flow optimization and hindering re-
sponses to traffic changes or network 
failures.

Learn the Output, Not the Input!
To overcome the limitations of pre-
dict-and-optimize, we introduce a 
novel approach: direct optimization 
for traffic engineering (DOTE). Unlike 
predict-and-optimize, where an ML 
model predicts the next demand ma-
trix (DM) for flow optimization, in 
DOTE an ML model directly learns to 
produce the next flow configuration, 
replacing both the demand predic-
tion and LP optimization components 
of predict-and-optimize. As shown in 
Figure 3b, the DOTE controller has 
the same input (recent demand his-
tory) as the demand predictor, but 
maps it directly to a flow configura-
tion for the next time interval. In our 
implementation, this mapping is per-
formed by a DNN.

To understand the key differ-
ences between predict-and-optimize 
and DOTE, it helps to compare their 

Figure 4. Variability in traffic demands for inter-datacenter traffic and customer-facing 
traffic across weeks.
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Table 1. DOTE vs. demand predictor.

Training Data Performance Metric Output

Demand Prediction Empirically observed 
sequences of past DMs

Prediction loss (e.g., RMSE) Demand matrix

DOTE The end-to-end TE objective TE configuration
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ensure that no link exceeds capacity 
(as in Figure 2b).

Optimal DNN training via (sto-
chastic, normalized) gradient ascent: 
Geometric intuition. Consider the 
network in Figure 5a, with all link ca-
pacities 1, and each node pair ​​​(​​1, 2​)​​​​,  
​​​(​​1, 3​)​​​​, and ​​​(​​2, 3​)​​​​ connected by the sin-
gle permissible path in the figure. The 
realized demand matrix ​​D​​ ​(​​t​)​​​​ for all 
time intervals ​t​ is identical, with de-
mands ​​d​12​​  = ​ d​13​​  = ​ d​23​​  =  1​ and all other 
demands 0. We examine how the total 
flow ​F​ is impacted by value assign-
ments ​​v​p​​  ≥  0​ to the permissible paths. 
Let ​​v​​(​​1,2​)​​​​​, ​​v​​(​​1,3​)​​​​​, and ​​v​​(​​2,3​)​​​​​ denote the val-
ues associated with paths ​​​(​​1, 2​)​​​​, ​​​(​​1, 3​)​​​​, 
and ​​​(​​2, 3​)​​​​, respectively. Fixing ​​v​​(​​2,3​)​​​​  =  1​, 
we visualize the total flow ​F​ as a func-
tion of ​​v​​(​​1,2​)​​​​​ and ​​v​​(​​1,3​)​​​​​ in Figure 5b.

A geometric interpretation of 
concavity is that the graph of a func-
tion lies on or above the straight line 
(chord) connecting any two points on 
the graph. As shown in Figure 5b, the 
total flow ​F​ is not concave in the path 
values, as the graph of the function 
lies below the red line. We show, how-
ever, that the total flow is quasicon-
cave, meaning the function’s values 
along the line between any two points 
do not drop below the smaller of the 
two. This is visually evident for points ​
A​ and ​B​: All function values on the red 
line exceed the lowest value (point ​A​).  
Quasiconcavity allows for efficient 
optimization via normalized gradi-
ent ascent.26 In our case, starting 
with arbitrary values for ​​v​​(​​1,2​)​​​​​ and ​​v​​(​​1,3​)​​​​​,  
we can apply (normalized) gradient 
ascent to reach the maximum flow at 
point ​B​.

We prove that the quasiconcavity 
of the total flow extends to any net-
work topology and choice of permis-
sible paths,27  so normalized gradient 
ascent always converges to the maxi-
mum flow. This extends to virtually all 
other well-studied flow-optimization 
objectives, including maximum con-
current flow and congestion minimi-
zation, and to probabilistic, time-vary-
ing demands. Indeed, building on 
results in ML theory,8,17 we show that 
an idealized training process via sto-
chastic normalized gradient ascent29 
yields optimal performance. To han-
dle the nondifferentiability of certain 
objectives, our analysis relies on sub-
gradient updates. See Perry et al.27 for 

solving LPs, DOTE achieves orders of 
magnitude reductions in online com-
putation time.

A Closer Look at DOTE
Next we present key algorithmic in-
sights underlying DNN training in 
DOTE. For further details on the spe-
cific DNN realization (e.g., architec-
ture, size), see Perry et al.27

Normalizing the DNN’s output to 
respect link capacities. Our imple-
mentation of DOTE utilizes a DNN 
to map recent demand histories to 
flow configurations. The DNN outs a 
nonnegative value ​​v​p​​​ for each permis-
sible path ​p  ∈  P​. Since these values 
may violate link capacities, they can-
not directly serve as flow caps ​​ω​p​​​. We 
can illustrate how this is handled by 
revisiting the example in Figure 2. 
We treat ​​v​p​​​ (see Figure 2c) as tentative 
flow sizes ​​f​p​​​, then identify the most 
violated link ​e​ via ​​max​e​​ {​ ​f​e​​ _ c​(​​e​)​​​}​, where ​​
f​e​​​ is the total flow on edge ​e​. Defining ​
γ  =  max {​max​e​​ {​ ​f​e​​ _ c​(​​e​)​​​}, 1}​, we set ​​ω​p​​  = ​ ​v​p​​ _ γ ​​. 
This normalization scales outputs to 

ML components, summarized in 
Table 1. Both approaches are trained 
offline on sequences of empirically 
observed past demand matrices (e.g., 
five-minute demand snapshots from 
the past two months). However, their 
outputs and objectives differ. The de-
mand predictor in predict-and-opti-
mize  outputs a demand matrix ​D​ for 
the next interval and minimizes the 
distance (loss) with respect to the re-
alized demand ​​D​​ ​(​​t​)​​​​. In contrast, DOTE 
outputs a flow configuration and opti-
mizes directly for the network opera-
tor’s flow objective, such as maximiz-
ing total flow.

DOTE avoids the pitfalls of predict-
and-optimize. First, by not optimiz-
ing for a specific predicted demand 
matrix, DOTE generates flow config-
urations that provide robustly high 
performance across possible demand 
realizations. Second, by directly opti-
mizing for the flow objective, DOTE 
avoids the objective mismatch in pre-
dict-and-optimize. Additionally, by 
relying on DNN inference instead of 

Figure 5. DNN training illustration.
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we evaluated two node-interconnec-
tion schemes: ​k​-shortest paths (​k  =  8​) 
and edge-disjoint paths. (See Perry et 
al.27 for more details about our evalua-
tion framework.)

Solution quality. Figure 6 shows 
results for the maximum-flow objec-
tive across all four network datasets 
and the two path-generation schemes, 
normalized by the total flow achieved 
by an omniscient oracle with perfect 
future traffic knowledge. For each 
network, 75%  of demand matrices 
are used for training, and 25%  for 
testing. Candlesticks display perfor-
mance distributions: boxes represent 
the 25th to 75th percentiles, whiskers 
show the full range, and average and 
median values are also plotted. Strik-
ingly, DOTE approaches oracle perfor-
mance even in the lower percentiles, 
consistently outperforming predict-
and-optimize. On Microsoft’s datas-
ets, DOTE delivers roughly 10%  more 
traffic on average than predict-and-
optimize, a significant improvement 
in network utilization. As expected, 
the gap between DOTE and predict-
and-optimize is more pronounced for 
all Microsoft traffic (MBB) compared 
to the more predictable inter-datacen-

ods in backbone networks in terms 
of solution quality and runtime effi-
ciency?

We evaluated DOTE against pre-
dict-and-optimizec using empirically 
derived historical datasets from 
three production networks: GEANT,30 
Abilene,1 and Microsoft’s private back-
bone network (MBB). Traffic on MBB 
includes both datacenter-to-datacen-
ter and external customer traffic. To 
analyze performance by traffic class, 
we also considered MBB​​​​DC​​​, which in-
cludes only datacenter-to-datacenter 
traffic. Together, these empirical da-
tasets span network topologies of 
varying sizes, demand matrices with 
different levels of predictability, and 
differing amounts of available train-
ing data (from weeks to months). The 
above-mentioned networks were sup-
plemented by the KDL network from 
Topology Zoo16 to assess runtimes. Ta-
ble 2 summarizes topology sizes and 
traffic granularity. For each topology, 

c	 Results for predict-and-optimize are based on 
linear regression. Other predictors (ridge re-
gression, random forest, autoregressive mod-
els, and various DNN architectures) showed 
similar or worse performance.27

a detailed exposition of the idealized 
training process, and for our theoreti-
cal results. These theoretical results 
provide a foundation for the empiri-
cal results discussed below, which 
were obtained for an implementation 
of DOTE that approximates this ideal-
ized training process.

Closed-form (sub)gradients. DNN 
training in DOTE leverages another 
key structural property: Unlike many 
optimization settings that rely on ap-
proximations to estimate gradients, 
our setting admits a closed-form ex-
pression, enabling more efficient op-
timization. The intuition is that once 
a demand matrix is realized, the in-
duced performance for all possible 
flow configurations—not just the one 
actually chosen—can be computed. 
Revisiting the example in Figure 
5a, for any realized demand matrix ​​
D​​ ​(​​t​)​​​​, the total flow ​F​ as a function of 
the path values is explicitly com-
putable as: ​min {​​v​​(​​1,2​)​​​​ _ γ ​, ​d​12​​} + min {​​v​​(​​1,3​)​​​​ _ γ ​, ​
d​13​​} + min {​​v​​(​​2,3​)​​​​ _ γ ​, ​d​23​​}​, where ​γ​ is the nor-
malization factor applied to DNN-
outputted path values. While this ex-
pression for ​F​ is not differentiable at 
some points (where two or more argu-
ments of a minimum coincide), it is 
subdifferentiable everywhere. Thus, 
one can directly compute subgradi-
ents with respect to the path values 
without resorting to approximations. 
This property generalizes to arbitrary 
networks.27

Leveraging recent advances in 
large-scale DNN training. DNN train-
ing in our implementation of DOTE 
builds on recent developments in 
large-scale optimization, namely, the 
Adam stochastic gradient descent op-
timizer,15 which incorporates momen-
tum and an adaptive step size. This 
accommodates efficient training on 
extensive empirical data (many tens of 
thousands of traffic-demand matrix 
snapshots in our experiments).

Evaluation
Using network topologies and traffic 
demands from production networks, 
including Microsoft’s, we sought to 
answer the following questions: How 
does DOTE compare against an omni-
scient oracle with perfect knowledge 
of future demands? And how does 
DOTE stack up against predict-and-
optimize flow-optimization meth-

Table 2. Datasets used to evaluate DOTE.

#Nodes #Edges Length Granularity

Abilene 11 14 4.5 months 5 minutes

GEANT 23 37 4 months 15 minutes

MBB O(100) O(100) O(1) months minutes

MBB​​​​DC​​​ O(10) O(10) O(1) months minutes

KDL 754 895 N/A N/A

Figure 6. Results for maximum flow.
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many exciting open avenues for future 
research on extending and applying 
DOTE. Promising directions include 
applying machine learning to cope 
with network failures, learning the 
permissible network paths, and le-
veraging DOTE’s fast DNN-inference-
based computation for network ca-
pacity planning. 
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ter traffic (MBB​​​​DC​​​). DOTE maintains 
high network utilization even at the 
very lowest percentiles, while predict-
and-optimize lags in tail performance 
across all evaluated scenarios.

Runtimes. Table 3 compares the 
online runtimes of the two flow-
optimization approaches. Observe 
that DOTE’s DNN inference time is 
significantly faster than predict-and-
optimize’s LP-based optimization. LP 
computation latency can be minutes 
on very large networks.2,25 Indeed, 
solving the LP for the large KDL net-
work  (see  Table 2) lasts close to two 
minutes. In contrast, DOTE’s DNN in-
ference latency on large networks such 
as KDL is still within a few seconds.

We refer the reader to Perry et 
al.27 for many more results, covering 
additional flow-optimization objec-
tives (congestion minimization and 
maximum concurrent flow), network 
topologies and traffic scenarios, 
path-assignment schemes, and com-
parison baselines (oblivious routing, 
reinforcement learning, and hybrid 
approaches). Also see that paper  for 
results on robustness to network fail-
ures, sensitivity to unexpected chang-
es in traffic and to natural demand 
drift, and training-time analysis.

Conclusion
In this article, we introduced a novel 
algorithmic perspective on bridging 
a major gap between the theory and 
practice of flow optimization in com-
puter networks. We laid down the 
theoretical foundations for our meth-
odology, and realized our method by 
leveraging recent advances in large-
scale optimization and deep learning. 
Using extensive real-world data, we es-
tablished that our approach substan-
tially surpasses the state of the art in 
terms of both flow solution quality 
and online runtimes. Our work leaves 
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Table 3. Comparing DOTE and predict-and-optimize online runtimes for k-shortest paths.

WAN
Online Lat. (s)

DOTE LP

Abilene ​0 . 0005​ ​0 . 02​

MBB​​​​DC​​​ ​0 . 003​ ​0 . 05​

Geant ​0 . 002​ ​0 . 04​

MBB ​0 . 2​ 1

KDL ​1 . 1​ 110
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uncommon words), which represent 
another challenging scenario for LLM-
based program repair.

By showing that Repilot signifi-
cantly outperforms the state-of-the-
art baselines, fixing more bugs and 
generating more compilable patches, 
this work makes a strong case for neu-
ro-symbolic AI as a key direction in 
software engineering research. Neuro-
symbolic AI combines the learning ca-
pabilities of neural networks with the 
structured reasoning of symbolic sys-
tems, thus bridging the gap between 
statistical learning and rule-based 
constraints, creating models that are 
flexible and logically sound. All tasks 
dealing with source code are likely 
to benefit from a neuro-symbolic ap-
proach for their automation. For exam-
ple, code generation and completion 
could be constrained by the symbolic 
component, limiting the production 
of invalid code. In the case of automat-
ed refactoring, the neural part could 
come up with revised and improved 
code designs, while the symbolic part 
could discard solutions not preserving 
the code behavior. Even for automated 
testing, a symbolic component could 
provide feedback to the LLM about un-
covered code branches, thus improv-
ing the generated test suite.

For anyone interested in the inter-
section of AI and software engineer-
ing, the accompanying paper presents 
an important step forward in making 
AI-driven program repair more practi-
cal, reliable, and efficient. Also, it of-
fers valuable insights into the power 
of neuro-symbolic AI and lays the 
groundwork for future innovations in 
AI-assisted code-related tasks. 
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T H E L A S T D E C A D E  has seen the rise of 
artificial intelligence (AI) in software 
engineering (SE), with the (partial) 
automation of complex tasks such as 
code writing, summarization, and 
repair. The successful application 
of AI in SE is mostly due to three fac-
tors: first, the unprecedented amount 
of software-related data that can be 
found in open source projects hosted 
on platforms such as GitHub which, 
at the time of writing, counts more 
than 500 million public repositories; 
second, the advances in deep learning 
(DL), such as the introduction of novel 
architectures like transformers; and 
third, the availability of powerful hard-
ware at a reasonable cost, which made 
DL more practical.

Let’s discuss examples of how a DL 
model can automate an SE task, and 
in particular program repair, the task 
subject of the accompanying paper. 
Automated program repair aims to 
automatically fix a given buggy code. 
Training data for this task can be col-
lected from open source projects in the 
form of bug-fixing commits, namely 
code changes in which developers fix 
bugs. This gives access to the buggy 
and to the fixed version of the code (be-
fore and after the commit, respective-
ly), which can be used to teach the DL 
model: (i) coding patterns characteriz-
ing buggy code and (ii) code transfor-
mations (patches) typical of bug-fixing 
activities. Also, recent large language 
models (LLMs) can learn what a natu-
ral coding pattern is by ingesting 
massive amounts of source code, thus 
suggesting the rewriting of unnatu-
ral statements, possibly representing 
buggy implementations. With this ap-
proach, LLMs do not even require the 
availability of labeled buggy and clean 
code samples to be applied for auto-
mated program repair.

While LLM-based program repair 
has achieved remarkable results, 
LLMs applied to code face a funda-
mental challenge: They process code 

as a sequence of tokens rather than as 
structured, semantically constrained 
entities. This means many LLM-gen-
erated patches fail to meet even basic 
compilation requirements. Address-
ing this limitation is crucial for mak-
ing AI-assisted software repair useful 
in practice. This is the issue tackled by 
Wei et al. in the accompanying paper. 
The basic idea proposed by the authors 
is to approach automated program re-
pair by combining a LLM with a code 
completion engine. The latter is a tool 
that can parse incomplete programs 
and suggest semantically valid com-
pletions for it, mostly relying on syntax 
rules and static analysis.

The proposed approach, named 
“Repilot,” takes as input a program af-
fected by a single bug. Such a bug must 
be fixable by modifying (rewriting) a 
contiguous subset of the statements 
featured in the code, identified via 
fault localization. Repilot asks an LLM 
to rewrite the buggy part of the code 
token by token: Every time a token 
must be generated, the LLM outputs a 
list of the most likely tokens, with as-
sociated probabilities. The completion 
engine is then queried to modify the 
probability list by dynamically zeroing 
the probabilities of invalid tokens. The 
token to generate is selected as the one 
having the highest probability in the 
updated list. The completion engine is 
also used for better predicting complex 
identifiers needed in the patch (e.g., 
long identifiers possibly composed by 

To view the accompanying paper,  
visit doi.acm.org/10.1145/3788082 rh

This work makes a 
strong case for neuro-
symbolic AI as a key 
direction in software 
engineering research. 
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ABSTRACT
During automated program repair (APR), it can be challeng-
ing to synthesize correct patches for real-world systems in 
general-purpose programming languages. Recent large lan-
guage models (LLMs) have been shown to be helpful “copi-
lots” in assisting developers with various coding tasks, and 
have also been directly applied for patch synthesis. How-
ever, most LLMs treat programs as sequences of tokens, 
meaning they are ignorant of the underlying semantics con-
straints of the target programming language. This results 
in plenty of statically invalid generated patches, impeding 
the practicality of the technique. Therefore, we propose 
Repilot, a general code-generation framework to further 
copilot the copilots (i.e., LLMs) by synthesizing more valid 
patches during the repair process. Our key insight is that 
many LLMs produce outputs autoregressively (i.e., token by 
token), resembling human writing programs, which can be 
significantly boosted and guided through a completion en-
gine. Repilot synergistically synthesizes a candidate patch 
through the interaction between an LLM and a completion 
engine, which prunes away infeasible tokens suggested by 
the LLM and proactively completes the token based on the 
suggestions provided by the completion engine. Our evalu-
ation on a subset of the widely used Defects4j 1.2 and 2.0 
datasets shows that Repilot outperforms state-of-the-art 
techniques by fixing 27% and 47% more bugs, respectively. 
Moreover, Repilot produces more valid and correct patches 
than the base LLM with the same budget. While we focus 
on leveraging Repilot for APR in this work, the overall ap-
proach is also generalizable to other code-generation tasks.

1. INTRODUCTION
Automated program repair (APR) seeks to reduce the man-
ual bug-fixing effort of developers by automatically syn-
thesizing patches given the original buggy code.9 Recent 
advancements in large language models (LLMs) empower 
researchers to directly leverage their power for APR.11,19,21 
LLMs not only achieve impressive performance on many 
natural language processing (NLP) tasks,3 but they are also 
shown to be reliable copilots  in assisting developers with 
various coding tasks.2,14 The reason is that modern LLMs 
often include large amounts of available open source code 
repositories as part of their training dataset. Recognizing 
the power of LLMs, researchers have recently applied LLMs 

for APR: Instead of translating buggy code into correct code, 
LLMs are directly used to synthesize the correct patch from 
the surrounding context. AlphaRepair19 reformulates the 
APR problem as a cloze (or infilling) task:1,8 It first replaces 
buggy code snippets with masked tokens and then uses Co-
deBERT6 to fill in correct code given the surrounding con-
text. Other studies on LLMs for APR have applied even larger 
LLMs with different repair settings (including generating 
complete patch functions).13,21

While prior LLMs for APR techniques achieve state-of-
the-art bug-fixing performance, they use LLMs in a black-
box manner, where the underlying LLMs generate programs 
according to the token distribution without any structural 
or semantic understanding of the code. To highlight the 
limitations with current LLMs for APR tools, in Figure 1 we 
show three scenarios where LLMs can generate incorrect 
patches:

1.	 Generating infeasible tokens. In Figure 1.1, the LLM 
has a high probability (>90%) of generating String to com-
plete the asString method. However asString  is not a 
valid field access for the object t and is also not part of the 
scope of the current buggy method. In this case, the patches 
generated using asString will never be correct, as it cannot 
compile. By directly using the model probabilities, LLMs are 
likely to generate many patches using invalid tokens and de-
crease the likelihood of generating the correct patch with 
End (0.2%).

2.	 Hard to generate rare tokens. LLMs usually cannot 
generate a complete identifier name in one step, since it 
uses subword tokenization17 to break uncommon words 
into smaller subwords. These uncommon words manifest 
as rare identifiers in code, where identifier names are Cam-
elCase or underscore combinations of multiple words (e.g., 
asEndTag  in Figure 1.2). As such, LLMs need to generate 
these identifiers step by step, needing not only multiple it-
erations but also accurate output in each step. Since prior 
approaches13,21 sample based on probability, the likelihood 
of completing a rare token to fix a bug can be extremely low.

3.	 No explicit consideration of types. In addition to po-
tentially generating out-of-scope identifiers, LLMs do not 
have access to various type information that gives hints to 
the valid identifiers. The return type of asEndTag(), in Fig-
ure 1.3, is EndTag, whose definition is not explicitly given 
to the LLM in its immediate context. As such, LLMs do not 
know the correct member fields of EndTag and may gener-
ate invalid patches containing identifiers that do not fit the 
required type. On the contrary, a completion engine has full 
access to the project and can easily figure out the return 
type of asEndTag() through static analysis on the abstract 
syntax tree of the program. By treating code as a sequence 
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ing to fix invalid generations or use simple static methods 
to approximate these valid tokens, our approach leverages a 
powerful completion engine to directly provide accurate feed-
back on partial programs to avoid invalid token generations.

	˲ Technique. We implement Repilot, an LLM for APR ap-
proach instantiated with the CodeT5 and InCoder models 
to perform cloze-style repair combined with our modified 
Eclipse JDT Language Server7 as the completion engine. 
In Repilot, we use the completion engine to systematically 
prune invalid tokens generated by LLMs and to directly 
complete code given the current prefix. Furthermore, we 
implement optimizations to significantly reduce the over-
head of Repilot. We have open sourced our tool on GitHub.b

	˲ Study. We compare Repilot against state-of-the-art APR 
tools on Defects4J 1.2 and 2.0. Repilot is able to achieve new 
state-of-the-art results of 66 Defects4J 1.2 single-hunk bugs 
and 50 Defects4J 2.0 single-line bugs fixed respectively, with 
30 more combined fixes across both datasets compared to 
the previous best baseline. Our further evaluation shows 
that Repilot consistently improves the validity and correct-
ness of the generated patches with a limited overhead (7% 
for CodeT5 and negligible for InCoder).

2. Approach
Following most recent deep learning-based APR tools,19,22,24 
Repilot focuses on fixing single-hunk bugs, where the patch 
is obtained by changing a continuous section of code under 
perfect fault localization. Repilot can be extended for multi-
hunk bugs by replacing all hunk locations at the same time 
with separate infilling tokens and using LLMs to generate 
the replacement hunks. Benefiting from the era of LLMs, as 
shown in Figure 2, in this paper, we treat the repair prob-
lem as a cloze task,19 where a patch is formed by first replac-
ing the buggy hunk with a masked span token (<SPAN>) and 
then using the LLM to direct-synthesize the fixed hunk from 
the surrounding code context to replace the span token.

b	 https://github.com/ise-uiuc/Repilot

of textual tokens, the important type information is not en-
coded.

To address the aforementioned limitations, we propose 
Repilot, a framework to further copilot the AI copilots (i.e., 
LLMs) via fusing LLMs with completion engines to synthe-
size more valid patches. Completion engines15 can parse in-
complete programs and reason about the semantics in an 
error-tolerant manner. Our key insight is to liken LLM autore-
gressive token generation as a human developer code writing, 
where the Completion Engine can provide real-time updates to 
check if the human/LLMs written partial code is valid. Repilot 
first uses the LLM to provide the probabilities of generating 
the next token in the patch and then queries the completion 
engine to modify the probability list by dynamically zero-
ing the probabilities of invalid tokens. We can then sample 
from the new probability list to select the next token. Fur-
thermore, recognizing the ability for completion engines to 
suggest completions, we use this feature whenever there is 
only one possible identifier suffix to complete the context. 
This not only allows Repilot to generate patches with valid 
rare and long identifiers but also reduces the work of LLMs 
needed to iteratively generate long identifier names.

To demonstrate the generalizability of Repilot, we instan-
tiate Repilot with two LLMs having distinct architectures 
and sizes: CodeT5-large,18 an encoder-decoder LLM with 
770 million parameters, and InCoder-6.7B,8 a decoder-only 
LLM with 6.7 billion parameters, both capable of code in-
filling from prefix and suffix context. We further implement 
a Java completion engine for Repilot based on the Eclipse 
JDT Language Server,7,a since it provides various semantics-
based analyses through a consistent language server proto-
col.15 We evaluate Repilot on a subset of the widely studied 
Defects4J 1.2 and 2.0 datasets12 and demonstrate state-
of-the-art results in both the number of correct fixes and 
compilation rate—the percentage of the generated patches 
that can be successfully compiled. Furthermore, while we 
evaluated Repilot for APR in this work, we believe the overall 
framework can be easily applied to other code-generation 
tasks, including code completion,5,23 program synthesis,14,16 
and test generation.4,20 In summary, we make the following 
contributions:

	˲ Direction. We open a new direction for fusing LLMs with 
completion engines for more powerful APR and beyond. Com-
pared to prior techniques, which either perform post-process-

a	 Eclipse JDT LS (2023); https://projects.eclipse.org/projects/eclipse.jdt.ls.

Figure 1. Limitations of existing LLM-based APR approaches.
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2.1. Overview. 
Figure 3 shows an overview of how Repilot synthesizes 
a program that acts as the repaired hunk of the original 
buggy program. The generation loop consists of a loop that 
keeps updating the generation with tokens newly generated 
from the synergy between the language model and comple-
tion engine. The loop starts by applying the current genera-
tion as the input to the language model (), which returns 
a search space of a mapping from a suggested next token to 
its probability. Repilot then enters a token-selection phase 
that repeatedly samples a token from the search space, 
checking its feasibility and pruning the search space until 
a token is accepted. Every time a token is sampled, Repilot 

first checks if it hits the memorization (), which stores the 
tokens known to be feasible or infeasible. The memoriza-
tion of infeasible tokens includes the use of a prefix tree data 
structure (Trie). When the token hits the memorization and 
is infeasible, the search space is pruned by setting this to-
ken's probability to zero (), and the next sampling will run 
on the updated search space. In this way, the same token is 
not sampled again during the token-selection phase. If the 
token misses the memorization, the search space is pruned 
under the guidance of the completion engine (). Provided 
the sampled token is rejected by the completion engine, Re-
pilot zeroes out its probability. Otherwise, it is accepted and 
this token-selection process terminates. The memorization 
gets updated in both cases (). After a token is accepted (), 
we further leverage the completion engine, trying to actively 
complete the token (). The active completion may either 
produce more tokens or add nothing to the accepted token. 
Finally, Repilot appends all the newly generated tokens to 
the current generation and begins a new loop until a com-
plete patch is generated. The loop stops when the model 
generates the special token end-token.

The algorithm details this process and shows how a com-
plete patch program is generated. It additionally describes 
how Repilot performs the pre-processing (Lines 2–5) and 
formalizes completion-guided pruning procedures illus-
trated in Figure 3 using two functions GuidedPrune and Ac-
tivelyComplete (Lines 6–16). In all our algorithms, we use a 
"dot-notation" to specify an entity of a tuple (e.g., ​LM​ . encode​​
) but use an abbreviation form when the context is clear (e.g., ​​
Σ​LM​​​ and ​​Σ​PL​​​ for ​LM​ . ​Σ​LM​​ ​​ and ​CE . ​Σ​PL​​​). We also optionally ap-
ply type annotations for clarification. Note that we simplify 
the definition of the completion engine by restricting it to 
be called with one program. In practice, a completion en-
gine is always initialized with the entire project and can pro-
vide suggestions based on global information.

3. EVALUATION

3.1. Comparison with existing tools. 
We follow the prior approach for cloze-style APR19 to make 
use of repair templates for a faithful evaluation. Instead of 

Figure 3. Overview of Repilot.
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Algorithm. Main repair loop of Repilot.

Inputs: Large language model LM, Completion engine CE, 
Buggy program prog, and range of buggy hunk range.

Output: Patch for the buggy program.

1:     func Repair(LM, CE, prog: ​​∑ 
PL

​ * ​  ​​, range: ℕ× ℕ) → ​​∑ 
PL

​ * ​​​:
2:         encoder-inputs: ​​∑ 

LM
​ * ​​​ := BuildInputs(prog, range)

3:         encoded-rep: EncRep :=LM.encode(encoder-inputs)
4:         decoder : ∑ 

LM → DecRep := LM.decode(encoded-rep)
5:         hunk: ​​∑ 

LM
​ * ​​ = : ε​

6:     while true do
7:         ⊲ Form patch by replacing buggy hunk with hunk ⊳
8:         patch :=prog [range ← Str(hunk)]
9:         ⊲ Move caret after the current generation ⊳
10:         caret :=range.start + |Str(hunk) |
11:         tokens: ΣLM → [0, 1] := decoder (hunk)
12:         �next-token: ΣLM :=GuidedPrune 

    (CE, patch, caret, tokens)
13:         if next-token = end-token then
14:             return patch
15:         �completion-toks:  ​​∑ 

LM
​ * ​​​ :=ActivelyComplete 

    (CE, patch, caret)
16:         hunk := hunk · next-token · completion-toks



Table 1. Number of correct fixes on Defects4J 1.2 single-hunk and 
Defects4J 2.0 single-line bugs.

Tool Methodology
#Correct Fixes

Defects4J 1.2 Defects4J 2.0 Total

CoCoNuT NMT 30 - -

DLFix NMT 32 - -

PraPR Template 35 - -

TBar Template 41 7 48

CURE NMT 43 - -

RewardRepair NMT 45 24 69

Recoder NMT 51 10 61

AlphaRepair LLM 52 34 86

Repilot LLM 66 50 116
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replacing the entire buggy line with model-generated code, 
these templates systematically keep parts of the buggy line 
to reduce the amount of code the LLM needs to generate.

Defects4J 1.2. We first compare Repilot against the state-
of-the-art APR tools on single-hunk bugs from Defects4J 1.2. 
Table 1 shows the number of correct patches produced by 
Repilot, evaluated in cloze-style, along with the baselines. 
Repilot achieves the new state-of-the-art result of 66 correct 
bug fixes on Defects4J 1.2, outperforming all previous APR 
tools. Figure 4a shows the Venn diagram of the unique bugs 
fixed for the top-performing LLM- and NMT-based APR 
tools, where Repilot is able to obtain the highest number of 
eight unique bugs. Furthermore, Figure  4b compares the 
unique bugs fixed for all top-performing baselines and with 
all other APR tools combined (Others). We observe that Re-
pilot is able to fix seven bugs that no other baselines have 
been able to fix so far.

To demonstrate the ability of Repilot to fix difficult bugs, 
Figure 5 shows a unique bug (Closure-133) from Defects4J 
1.2 only Repilot can fix. Adding the new assignment state-
ment using the global variable NO _ UNREAD _ TOKEN—
which is difficult to generate, as it does not appear within 
the surrounding context of the bug location—fixes this bug. 
Repilot first uses CodeT5 to generate the initial prefix of un-
read. Then, using the completion engine, Repilot recogniz-
es that Token is the only semantically correct continuation 
and directly performs active completion to return unread-
Token. Similarly for generating NO _ UNREAD _ TOKEN, 
Repilot first generates NO _ and then uses active comple-
tion to directly generate this rare identifier without having 
to repeatedly sample the LLM. It is difficult for prior LLM- 
and NMT-based APR tools to generate this fix, as LLMs or 
NMT models may not be able to complete this rare identifier 
since it requires multiple continuous steps to generate. In 
contrast, Repilot, through the use of active completion, can 
directly generate this rare identifier given only the initial 
identifier prefix to quickly arrive at this correct patch.

Defects4J 2.0. We further evaluate Repilot against base-
lines evaluated on the single-line bugs in Defects4J 2.0. For 
these bugs, we follow prior approach for cloze-style APR19 to 
make use of repair templates. Instead of replacing the entire 
buggy line with model-generated code, these templates sys-
tematically keep parts of the buggy line (e.g., prefix or suf-
fix, method parameters and calls) to reduce the amount of 
code the LLM needs to generate. We apply these repair tem-
plates for Defects4J 2.0 single-line bugs only since they are 
designed for single-line bugs. Table 1 also shows the num-
ber of correct fixes on Defects4J 2.0 compared with the base-
lines. We observe that Repilot is able to fix the highest number 
of bugs 50 (16 more than the next best baseline) on Defects4J 
2.0. This improvement over existing baselines shows that 

Figure 4. Correct fix Venn diagrams on Defects4J 1.2.
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es on the Defects4J 1.2 dataset. We observe that across all 
numbers of patches generated, Repilot significantly im-
proves the percentage of compilable patches compared 
with prior tools. We first notice that LLM-based APR tools 
(Repilot and AlphaRepair), are able to sustain their compi-
lation rate compared with NMT-based tools (CoCoNuT and 
CURE), where the compilation rate drastically decreases as 
we increase the number of patches. This shows the ability 
for LLMs to generate large amounts of reasonable patches. 
Repilot is able to sustain a near 60% compilation percent-
age at 1,000 patches generated while the prior approach is 
barely above 30%.

Compared with CURE,10 where an overestimation of valid 
identifiers is obtained via static analysis and used to prune 
invalid tokens generated by NMT model, Repilot leverages 
the powerful completion engine to track the current con-
text to obtain a more accurate pruning step. Furthermore, 
compared with RewardRepair,22 where the compilation rate 
is boosted through penalizing uncompilable patches dur-
ing training, Repilot directly uses a LLM combined with a 
completion engine to avoid this high cost of training a new 
model. Additionally, Repilot uses the active completion 
ability of the completion engine to directly generate these 
rare identifiers to further boost the compilation rate. As 
such, Repilot achieves the highest percentage of compilable 
patches across all four different settings.

4. CONCLUSION
We propose Repilot—the first APR approach to combining 
the direct usage of LLMs (e.g., CodeT5 and InCoder) with 
on-the-fly guidance provided by completion engines. Dur-
ing autoregressive token generation, Repilot queries the 
completion engine not only to prune invalid tokens but 
also to proactively complete the currently generated partial 
program, thereby reducing the search space of the LLM. 
Our evaluation on a subset of the widely studied Defects4J 
1.2 and 2.0 datasets shows Repilot achieves state-of-the-art 
results. Furthermore, Repilot, through the usage of com-
pletion engines, can generate more valid and compilable 
patches than prior tools with minimal overhead compared 
with directly using LLMs for APR.

Repilot can generalize to two versions of Defects4J datasets 
and demonstrates the power of repair templates to boost 
the performance of LLM-based APR tools.

Figure  6 shows a unique bug from Defects4J 2.0 only 
Repilot can fix. First, Repilot generates the patch up to the 
caret position. The completion engine then captures the ex-
act type of the object from Token.EndTag to String. Using 
this information, Repilot correctly prunes tokens that are 
not a part of the String class (e.g., name and text). Hence, 
the generated patch contains a valid String class method 
of toLowerCase(), which correctly fixes this bug. Similar 
to the previous unique bug fix in Defects4J 1.2, prior LLM-
based APR tools may waste a lot of time generating semanti-
cally incorrect continuations as they do not have access to 
the type information. Furthermore, NMT-based APR tools, 
such as CURE,10 over-approximate the list of valid identifi-
ers by statically grabbing all the accessible fields and may 
not generate this fix since a pruned identifier (e.g., name) 
can also be valid for a different object type. Repilot uses the 
completion engine to analyze partial programs and realize 
complex type propagation for effective pruning.

3.2. Compilation rate analysis. 
We evaluate the compilation rate of the patches generated 
by Repilot compared with prior learning-based APR tech-
niques. Table 2 shows the percentage of compilable patch-

Figure 5. Unique bug fix by Repilot on Defects4J 1.2.

LLM

Completion
Engine

Patch Generation Process

Bug-ID: Closure-133

Figure 6. Unique bug fix by Repilot on Defects4J 2.0.

Patch Generation Process

Bug-ID: Closure-133

Type: Token.EndTag

Type: String

Completion
Engine

Table 2. Comparison with existing APR tools on compilation rate on 
Defects4J 1.2. “-” denotes data not available.

Tool % Compilable Patches

Top-30 Top-100 Top-1000 Top-5000

SequenceR 33% - - -

CoCoNuT 24% 15% 6% 3%

CURE 39% 28% 14% 9%

AlphaRepair 25% 22% 16% 13%

RewardRepair 45% 38% 33%c -

Repilot 66% 62% 58% 59%

c	 This is the top 200 rate for RewardRepair as it does not include top 1,000.
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Upstart Puzzles 
TimesSquare
Squaring up the grid.

DOI:10.1145/3797279		  Dennis Shasha

A T I M E S S Q UA R E  I S  a square grid of 
single digits between 1 and 9 inclusive 
such that the sum of the products of 
the row values less the sum of the prod-
ucts of the column values is equal to a 
value called RowCol. Your job is to fill 
in a TimesSquare given part of the grid 
including its diagonal values, the sum 
of all its digit values, and the RowCol. 
Let’s start off simple.

Warm-Up: Suppose the RowCol of a 
2 by 2 grid is 8, the diagonal digits are 
[4, 2], and the sum of the digit values is 
18. What is the 2 by 2 TimesSquare?

Solution to Warm-Up: Let’s start by 
saying what we know. The diagonal has 
4, 2, so we have

(4 x 
y 2)

Because the sum of the digit values 
is 18, x + y = 12. Now, because the grid 
squares contain single digits between 
1 and 9, the possibilities for x and y are:

x y 
3 9 
4 8 
5 7 
6 6 
7 5 
8 4 
9 3

One approach is to try all these 
possibilities, but when the problem 
size grows, we will have to think more 
cleverly. Let’s try for this one. For ex-
ample, let’s try to compute the Row-
Col symbolically: (4x + 2y) - (4y + 2x) = 
2x - 2y. This result will be positive only 
when x > y, so we can throw out many 
possibilities just by reasoning. I in-
vite you to try. In this case the unique 
TimeSquare is:

of digits of 64 and a RowCol of 132:

(4 ? 6 6 
? 3 ? 1 
1 ? 7 ? 
? 4 4 7)

Solution: Here is the TimesSquare:

(4 3 6 6 
4 3 4 1 
1 2 7 3 
5 4 4 7)

Challenge: Try to fill in the 5 by 5 
TimesSquare below with a sum of dig-
its of 110 and a RowCol of 1744.

(2 6 8 5 ? 
2 ? 4 ? 2 
? 4 4 8 ? 
? ? ? 1 2 
2 ? 2 ? 8)

Solution: Here is the TimesSquare:

(2 6 8 5 4 
2 5 4 6 2 
6 4 4 8 6 
2 4 8 1 2 
2 4 2 5 8

Upstart: Given a TimeSquare of size 
N x N, the RowCol and the sum of dig-
its and the diagonals, can you design a 
sub-exponential algorithm to fill in at 
least one solution. 

Dennis Shasha (shasha@cs.nyu.edu) is a professor of 
computer science in the Department of Computer Science 
at the Courant Institute at New York University, New York, 
NY, USA.

All are invited to submit their solutions to 
upstartpuzzles@cacm.acm.org; solutions to upstarts and 
discussion will be posted at http://cs.nyu.edu/cs/faculty/
shasha/papers/cacmpuzzles.html

(4 8 
4 2)

Challenge: Suppose the RowCol of a 
3 by 3 grid is 9, and the sum of the digit 
values is 47. What is the TimesSquare?

(5 ? 8 
? 7 8 
? ? 1)

Solution:

(5 2 8 
2 7 8 
7 7 1)

Why does this work? The sum of 5, 
2, 8, 2, 7, 8, 7, 7 1 is indeed 47. The prod-
uct of the first row digits is 5 x 2 x 8 = 
80, second row is 112, the third 49. The 
sum of all those is 80 + 112 + 49 = 241. 
The products of the columns are 70, 98, 
and 64, respectively, with a total of 232. 
Finally, 241 – 232 = 9.

Challenge: Here is a much more dif-
ficult instance. Try to fill in the 4 by 4 
TimesSquare example here with a sum 

This work is licensed under a  
Creative Commons Attribution 

International 4.0 License.

© 2026 Copyright held by the owner/author(s).

Figure. Can you replace the question 
marks in this matrix with digits from 1 
through 9 such that the RowCol (sum of 
product of rows less the sum of products 
of columns) is 9, and the sum of the digit 
values is 47?
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This text is about compositional programming, where programs are constructed by composing prewritten 
software building blocks. Three modern compositional paradigms are covered, listed in order of decreasing 
emphasis:

• A Software Product Line is a design for a family of programs. Each program is composed from predefined 
increments of program functionality. The Linux Kernel is the largest known product line whose family size 
exceeds 102000 distinct programs.

• Model Driven Engineering is a general-purpose engineering methodology to support system design, 
analysis, construction, and evolution. Software designs are expressed as models. Transformations are 
composed to convert models into other models for analysis, to produce documentation and/or source.

• Streaming Applications are dataflow graphs whose nodes (called boxes) are computations with input 
and output data streams; boxes are wired/composed together to produce a custom program (aka software 
circuit). Examples are Unix pipe-and-filters and distributed stream processing.
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