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from the president

Computing Is Changing;
How Should ACM
Change with It?

HAVE BEEN AN ACM member

for more than 40 years. Dur-

ing this time, ACM has given

me opportunities to learn, to

meet great colleagues from
around the world, to present and pub-
lish research, and, perhaps most im-
portantly, to be part of a community. I
am deeply grateful to ACM; serving as
its President gives me an opportunity
to give something back to an organiza-
tion that has been an important part
of my professional life.

As I begin my term as President,
I have been thinking about a funda-
mental question: Computing is chang-
ing—how should ACM change with it?

Let’s consider how computing has
evolved. We moved from algorithms and
programming to networked and distrib-
uted systems, and then to cloud com-
puting, mobile computing, and data-
intensive systems. Today, Al is changing
how we develop hardware and software,
secure systems, manage data, conduct
research, and interact with computing
systems. Al-based systems increasingly
sense, reason, communicate, and act in
the physical world. Quantum technolo-
gies may require our community to re-
visit some of the foundations of today’s
computing infrastructure. Computing
is also moving into new environments,
from autonomous vehicles and robots
to UAVs and space systems.

This evolution leads to another
fundamental question: What is com-
puting today?

I believe ACM should help our com-
munity and more broadly our societies
to answer this question, and, more im-
portantly, help shape what computing
will become.

One of my priorities is to make
sure ACM remains at the technical
forefront of computing. We have al-
ready started several initiatives in ar-
eas I believe to be critical today and
in which ACM should have a key pres-
ence. These include a new conference
on agentic Al and the ACM AI Leader-
ship Summit—which we would like
to evolve into a continuing initiative
rather than a single annual event, as
well as plans for activities in physical
Al including embodied AI

In the area of quantum technolo-
gies, I have co-founded the ACM
Conference on Post-Quantum and
Quantum-based Security (ACM PQQS)
—ACM’s first quantum-related con-
ference—and I believe we should ex-
plore a broader technical community
and additional activities in this area.

Robotics and autonomous air and
space computing are other areas in
which many important computing
challenges are emerging. These ar-
eas also show a trend that today is
more important than ever. Interesting
problems no longer fit neatly within
a single computing discipline. Au-
tonomous air and space systems, for
example, require Al, networking, dis-
tributed systems, security, real-time
computing, software engineering,
data management, and human-com-
puter interaction. Physical AI simi-
larly brings together AI, robotics, sys-
tems, sensing, and interaction. ACM
has communities with expertise in all
these areas. One of our great opportu-
nities is to bring them together.

Another important priority is the
ACM Digital Library (DL). The DL is
an extraordinary repository of com-
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puting knowledge, but I believe it can
become much more. In particular,
we should ask how it can better serve
practitioners and educators in addi-
tion to researchers. Al provides op-
portunities for new services that can
help people discover, connect, un-
derstand, and use computing knowl-
edge. We should explore these oppor-
tunities responsibly while preserving
the quality and trust associated with
ACM content. We also need to think
about the long-term sustainability of
the DL, including new partnerships
and a funding campaign to support
its future development.

A third priority is open research in
computing. Openness means more
than making papers accessible. Com-
puting research increasingly depends
on datasets, benchmarks, software,
models, and experimental infrastruc-
ture. We should explore creating a
journal dedicated to datasets and
benchmarks across computing—not
only in AI At the same time, AI poses
particularly difficult questions for
experimental research. Much lead-
ing research—both on AI itself and
on computing systems that incorpo-
rate Al—is conducted in industry us-
ing proprietary models, datasets, and
computational infrastructure that
cannot readily be made available to
the broader research community.
How should such work be evaluated?
What should reproducibility mean
under these conditions? What infor-
mation and evidence must research-
ers provide so that their results can
be independently and meaningfully
assessed?

I believe ACM can bring academia
and industry together to develop new
methods and standards for rigorous
experimental research in the AI era.
This effort should also address ac-
cess to Al models and other essential
resources, and how greater openness
can be reconciled with legitimate
concerns about security, intellectual
property, cost, and responsible use.

To pursue initiatives such as these,
ACM itself must be able to move quick-
ly. We need mechanisms that make it
easier for our communities to create
conferences, summits, and visioning
workshops around emerging topics.
We should also consider organization-
al structures that allow ACM to focus
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on important multidisciplinary areas
that cross the boundaries of exist-
ing SIGs. This does not mean replac-
ing our existing communities. On the
contrary, it means making it easier for
their expertise to come together when
new challenges require it.

None of this can be accomplished by
a President—or even by the ACM Coun-
cil—alone. ACM’s greatest strength
has always been its community and
its volunteers. During my more than
40 years as a member, I have seen
what ACM volunteers can accomplish
when people with different expertise,
experiences, and perspectives come
together around an idea. My goal for
the next two years is therefore not
simply to launch a collection of new
initiatives. It is to help ACM become
even better at connecting people, dis-
ciplines, and ideas.

I look forward to listening to your
ideas and working with all of you. To-
gether, I hope we can help ACM con-
tinue to serve our community and
contribute to shaping the future of
computing.

Elisa Bertino (bertino@cs.purdue.edu) is president of the
Association for Computing Machinery and the Samuel D.
Conte Distinguished Professor of Computer Science at Purdue
University, West Lafayette, IN, USA.

@@@@ This work is licensed under a Creative
AT Commons Attribution-NonCommercial-

NoDerivs International 4.0 License.

© 2026 Copyright held by the owner/author(s).



cerf's up

Why We Need
Occupancy Intelligence
during Emergencies

ODAY, BILLIONS OF connect-
ed devices continuously
observe our world. Satel-
lites monitor storms from
space. Seismic networks de-
tect earthquakes within seconds. Riv-
er gauges report rising floodwaters.
Weather radar tracks tornadoes. Wild-
fire sensors identify rapidly changing
fire conditions. Emergency alerts can
now reach millions of people almost
instantly through mobile phones,
television, radio, and the Internet.

These advances represent remark-
able achievements in engineering and
global collaboration. We have become
increasingly successful at answering
questions such as: What is the Emer-
gency? Where did it happen? How se-
vere is it? When will it occur?

Other important questions, how-
ever, often remain unanswered:
Where are the people and how many
may need help?

As technology has evolved over the
years, our modern digital systems,
including emergency alerting sys-
tems, have been extraordinarily suc-
cessful in describing hazards. The
standards for alerting do not describe
the dynamic human environment sur-
rounding those hazards. That infor-
mation is critically important during
emergencies.

A magnitude 7.0 earthquake af-
fecting a downtown business district
at 3:00 a.m. on a Tuesday presents a
very different operational picture one
occurring at 3:00 p.m. on a Friday af-
ternoon. A hurricane approaching a
coastal city during a holiday weekend
differs significantly from one arriv-
ing after a successful evacuation. The

hazard itself may be identical, but the
number of people exposed, their loca-
tions, and their ability to respond can
vary dramatically.

Emergency managers make deci-
sions based not only on the charac-
teristics of the hazard but also on the
characteristics of the affected popu-
lation. Which hospitals may soon
receive large numbers of casualties?
Which transit stations are crowded?
Which schools are occupied? Which
evacuation routes are already congest-
ed? Which shelters still have available
capacity?

During a U.S. Geological Survey Pi-
lot Licensing Agreement pilot, Harsh
Verma and his team were investigat-
ing how real-time crowding and oc-
cupancy modeling could complement
Earthquake Early Warning systems.
The objective was not to improve the
hazard models themselves but to bet-
ter understand their operational hu-
man impact. The exercise revealed
that although modern alerting sys-
tems have become remarkably effec-
tive at characterizing hazards, they
generally lack standardized ways to
communicate information about the
people who may be affected. If we al-
ready possess increasingly sophisti-
cated methods for detecting hazards,
why have we invested comparatively
little effort in communicating their
human context?

Hazard detection and warning
systems evolved to measure physi-
cal events. Population information
evolved within entirely different sys-
tems—transportation networks,
building management systems, mo-
bile devices, public safety operations,

OCTOBER 2026 | VOL.69 | NO.10 | COMMUNICATIONS OF THE ACM 7
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and countless other sources. Each
serves its own purpose. Rarely were
they designed to work together during
rapidly evolving emergencies.

Ironically, the Internet facilitates
the connection of much of this infor-
mation. Cities are becoming increas-
ingly instrumented. Public trans-
portation systems, smart buildings,
infrastructure sensors, and mobile
technologies continuously generate
information that helps us understand
how people move through the built
environment. The challenge is no lon-
ger whether such information exists.
The challenge is to determine how it
can be represented, exchanged, and
trusted in ways that are useful during
emergencies while preserving privacy
and public confidence.

Occupancy intelligence should
never be confused with surveillance.
Emergency responders rarely need to
know who is present. More often, they
need to understand whether a loca-
tion contains dozens, hundreds, or
thousands of people; whether occu-
pancy is increasing or decreasing; and
how reliable that information may
be. Properly designed systems can
provide operational awareness using
aggregated, anonymized, and privacy-
preserving information without iden-
tifying individuals.

As our digital infrastructure contin-
ues to evolve, perhaps the Internet and
other communication systems will be
able to carry more than descriptions
of hazards. Perhaps they should also
carry reliable contextual information
that helps responders understand
the potential human consequences of
emergency situations and hazardous
conditions.

Achieving this objective will re-
quire careful consideration of data
quality, confidence, timeliness, gov-
ernance, interoperability, and, above
all, trust. These are not merely techni-
cal challenges. They are questions for
computer scientists, emergency man-
agers, standards organizations, policy
makers, public agencies, and technol-
ogy companies working together.

The Internet and its applications
have continually evolved by solving
problems earlier generations could
not fully anticipate. We improved
routing as networks expanded. We
strengthened security as new threats
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emerged. We developed mechanisms
for establishing trust in increasingly
complex digital environments.

Perhaps the next evolution is ensur-
ing the information we move provides
the context needed to use it to make
better decisions. Knowing where the
earthquake will strike is important.
Knowing where people are when it
strikes may help save lives.

If occupancy intelligence can be-
come an important component of
emergency decision making, how
should it be represented, exchanged,
and trusted? Those questions are now
beginning to be explored by research-
ers and standards communities alike.
International emergency-alerting
standards are evolving to incorporate
occupancy intelligence while preserv-
ing interoperability, privacy, and pub-
lic trust. It seems to us that this is an
area worthy of increased attention
with the potential to offer significant
life-saving returns.

Vinton G. Cerf (vgcerf@gmail.com) is CEQ of Tolero
Networks. He served as ACM president from 2012-2014..

Harsh Verma (harsh@peoplesense.ai) is founder and CEO
of Glocol Networks and PeopleSense Digital Corp., and
chair of the ACM Sacramento Chapter.
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From Absence to Advocacy: Shaping
the Future for Women in Tech

NAME

Oluwasefunmi

‘Tale Arogundade
BACKGROUND

Born and raised in Are Ekiti,
Ekiti State, Nigeria; now living in
Abeokuta Ogun State, Nigeria.
CURRENT JOB TITLE/EMPLOYER
Pioneer Dean of College of
Computing Sciences; Prof.

at the Dept. of Software
Engineering and Information
Systems, Federal Univ. of
Agriculture Abeokuta, Nigeria.
EDUCATION

Ph.D. in Computer Software
and Theory, Graduate Univ.
Chinese Academy of Science

Y CAREER PATH has not
been an easy undertak-
ing but one motivated by
aspiration and ambition.
I noticed a gap and pur-
sued a dream to bridge it, leading to a
results-oriented, fulfilling career.

My interestin computer science dates
back to my undergraduate years. I was
drawn to study the discipline because of
its intellectual depth, capacity for inno-
vation, and value to life in addressing re-
al-world complex problems. After gradu-
ating as the top student in my master’s
cohort, I was appointed as an assistant
lecturer. Funny enough, throughout my
undergraduate and postgraduate stud-

ies, I did not come across a single female
academic instructor in my department,
which became strong, unbendable mo-
tivation to be part of those changing the
narrative and made this ambition chal-
lenging but necessary.

Soon after my appointment, I re-
ceived the TWOWS postgraduate fel-
lowship to pursue a Ph.D. at the Gradu-
ate University of the Chinese Academy
of Sciences. At the time, I was married
with two young children. Accepting the
fellowship meant leaving my family in
Nigeria, a difficult and deeply personal
sacrifice. However, I understood that
advancing my academic qualifications
was essential, not only for my career
progression but also for sustaining
my place within academia. As policies
evolved in my home country, a doctor-
ate became a mandatory qualification
for retention of academic position and
advancement. Fortunately, I had al-
ready begun my doctoral studies. The
experience expanded my global aca-
demic exposure, solidified my identity
as a researcher, and positioned me for
greater contributions to the field.

Beyond these institutional expec-
tations, my gender-based challenges
persist. There remains a pervasive be-
lief in some quarters that women may
be unable to meet the demands of
academics, particularly in balancing
professional and family responsibili-
ties. Navigating through all these took
deliberate effort, dedication, persis-
tence, and personal discipline. Also by
my side is the unwavering support of
my family, especially my spouse, whose
encouragement has been instrumental
throughout my journey. Over the years,
I have continued to build my academic
profile through research, teaching, and
leadership. Today, as a professor of soft-

ware engineering, Pioneer Dean of the
College of Computing Sciences, and
leader of the SmartAgro research clus-
ter, I contribute to advancing knowl-
edge at the intersection of computing
and agriculture, an area with signifi-
cantimpact, particularly in the develop-
ing world. NimTrack was the first hard-
ware innovation devised by my research
team. It is a network of sensors that
assists cattle owners in locating and
monitoring the health status of their
animals thereby preventing animal rus-
tling and mortality respectively.

My career has also been graced by
numerous fellowships and internation-
al opportunities, including the OWSD
postgraduate fellowship, the Intl. Fed-
eration of University Women (IFUW)
award, Heidelberg Laureate Forum
(HLF) participation, and a TWAS-DFG
postdoctoral fellowship in Germany.
These experiences have broadened my
perspective and strengthened my com-
mitment to global collaboration.

Equally important is my role in sup-
porting the next generation of women
in computing. As chair of the ACM-W
Ibadan Nigeria Chapter, I promote in-
clusion, mentorship, and visibility for
women in the field. I remain commit-
ted to ensuring more women see com-
puting as aviable and rewarding career.

Reflecting on my journey, what
began as a response to absence has
evolved into sustained effort toward
advocacy and impact. Though the road
remains challenging, it has been deep-
ly fulfilling. My career navigation has
been about creating opportunities for
those following me.

This work is licensed under a

5 Creative Commons Attribution
International 4.0 License.
© 2026 Copyright held by the owner/author(s).
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Converting Text to SQL, and
Computing to Fix Red Tape

Michael Stonebraker and Peter Baile Chen address issues with data warehouses,
while Vinay K. Chaudhri and Patrick A. McLaughlin consider A’s role in regulations.

X A p
MICHAEL STONEBRAKER
AND PETER BAILE CHEN
If You Think You Can Do
Real-World Text-to-SQL
DO0I:10.1145/3838721
https://bit.ly/45JJgeU

Data warehouses are often subject to a
preponderance of ad hoc queries. They
came into existence in the 1990s to sup-
port historical data stores of customer-
facing data, especially sales data. At that
time, it was widely reported that they
paid for themselves based on better
stock rotation in less than six months.
For example, if pet rocks are “out” and
Barbie dolls are “in,” then discount the
pet rocks and move them up front; tie
up the manufacturer of Barbie dolls
with a big order so competitors cannot
get merchandise.

Although there are repeated que-
ries (for example, “produce the weekly
sales report”), much of the traffic is ad
hoc in nature, including the above ex-
ample. Historically, data warehouses

were fronted by business intelligence
tools such as Business Objects, Power
BI, and Tableau. This allowed many
queries to be coded by business users
using a simple graphical interface. Ob-
viously, one would like to query data
warehouses and other large, struc-
tured data stores in natural language
to further empower non-program-
mers. It would have the added benefit
of not requiring familiarity with a be-
spoke user interface. With the advent
of large language models (LLMs) and
agentic Al, this becomes a real pos-
sibility, and there are public bench-
marks with leaderboards that show
promising results.

On Spider 1.0,* the leaderboard had
accuracy in the 80+% range, while on
Bird-SQL,"> accuracy was above 90%.
However, both benchmarks have the
following issues:

» The data is in “the pile,” so LLMs
can train on it. It is widely known that
an LLM can only find data it has seen
before. Almost all data warehouses we
know about are behind serious enter-
prise access controls and are not pub-
licly available.

a https://yale-lily.github.io/spider
b https://bird-bench.github.io/
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» Real data warehouses exhibit
“schema rot.” Inevitably, the ware-
house begins life with a well-struc-
tured schema. However, the schema of
atypical warehouse is updated as busi-
ness conditions change, the company
buys or sells business units, and regu-
lations change. Often schema changes
occur multiple times a year. It would
be wonderful if enterprises spent the
time to construct a well-structured
replacement schema. Invariably this
is not the case, and schemas “rot”
over time. The result after a few such
changes is non-intuitive table and col-
umn names. For example, there may
be six different columns in various
tables labeled “salary.” Such columns
may have overlapping non-document-
ed semantics; one salary column may
be for “net after taxes and commis-
sions,” while another one may be for
“gross salary.” Materialized views may
be used to speed up popular queries.
These characteristics give an LLM
multiple ways to solve a query and to
generate headaches.

» Real data warehouses often have
idiosyncratic data. For example, in the
MIT administration data warehouse
containing information on students,
faculty, building, classes, and so on,


https://doi.org/10.1145/3838721

there are mentions of “J-term” (a one-
month term in January between fall and
spring semesters) and building num-
bers (MIT buildings are numbered, not
named). Such bespoke information is
difficult for an LLM.

» Real data warehouse queries are
more complex than the student-gener-
ated ones in Spider and Bird-SQL. They
rarely have just one join and often two
or three.

Spider 2.0° has addressed the last
issue, but not the first three. The lead-
erboard of agentic-Al solutions for this
benchmark is in the 90+% range.

In our opinion, real data warehouses
have all the issues mentioned above.
Hence, any textto-SQL benchmark
should address the difficulties of real-
world data stores. Those that do not are
of academic interest only, and do not re-
flect reality.

Beaver Benchmark

For the last two years, we have been
trying LLM-based text-to-SQL on real
workloads from real data warehouses.
We started with the above-mentioned
MIT data warehouse, an Oracle data
warehouse of 1,400+ tables that is que-
ried by many units at MIT (including
CSAIL). Typically, business users pose
a question to IT personnel who trans-
late the request to SQL, often with clar-
ifying dialog between the two people.
We got real queries from the Oracle log
and generated the corresponding nat-
ural language with the assistance of

¢ https://spider2-sql.github.io

R
Any text-to-SQL
benchmark should
address the
difficulties of
real-world data
stores. Those that

do not are of interest
only, and do not
reflect reality.

real users. This generated a collection
of (natural language, gold SQL) pairs.
Later we applied the same methodol-
ogy to three other data warehouses.
With permission, we anonymized and
extended the queries and the data to
produce the Beaver benchmark.? One
should clearly note the four issues not-
ed above are all present in this bench-
mark. As such, we do not expect to get
the same high accuracy as Spider/Bird.
More details on the benchmark are
published online.©

On this benchmark, a pure LLM
generated an accuracy score of zero.
Adding RAG, prompt engineering, and
agentic Al raised accuracy to the 10+%
range. See Jindal® for results on this
sort of model. To get a higher score, we
gave the LLM the specific tables in the
Jfrom clause of the gold SQL and the ac-
tual join clauses when there were mul-
tiple tables. That generated accuracy
in the 30+% range. A leaderboard for
results on Beaver is available online.®
Note that this is 50+% lower in accura-
cy that the public benchmarks and is
the difference between “the technol-
ogy has promise” and “the technology
does not work.”

We would welcome systems and
ideas on how to make LLM/agentic Al
technology work much better on real-
world business applications, and we
have made Beaver publicly available to
assist in this process. So have at it! Our
own ideas on how to do better are con-
tained in the Rubicon system," so take
alook.

A simple conclusion can be drawn
from this discussion. Good results us-
ing traditional LLM/agentic AI technol-
ogy are likely only on data warehouses
with clean schemas, simple queries,
and little idiosyncratic data. Other-
wise, try Rubicon or your good idea.

d https://beaverbench.github.io/

e https://beaverbench.github.io/#overview

f https://arxiv.org/pdf/2602.08320

g https://beaverbench.github.io/#leaderboard
h https://arxiv.org/abs/2604.21413

Michael Stonebraker is a professor of computer science
at the Massachusetts Institute of Technology, where he
specializes in database management. For his contributions,
he was awarded the ACM AM. Turing Award in 2014.

Peter Baile Chen is a Ph.D. student at the the Computer
Science and Artificial Intelligence Laboratory of the
Massachusetts Institute of Technology, where he works
with Michael Stonebraker at the intersection of AI and
data systems.
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Computing Can Help Fix Red Tape,
but It Shouldn’t Write the Rules
DOI: 10.1145/3838734
https://bit.ly/4cj8v42

Regulatory accumulation imposes a
gigantic hidden tax on the U.S. econo-
my. Al and advanced computing offer
new opportunities to help address this
problem and modernize the regula-
tory system, but only if we intention-
ally build the right computational
infrastructure—one allowing regula-
tions to be more easily understood, ef-
ficiently executed, and continuously
improved by human decision makers.

An influential estimate? (co-written
by one of the authors of this post) sug-
gested that if federal regulation had re-
mained at its 1980 level, the economy
would have been nearly 25% larger by
2012—equivalent to roughly $47,000
per household today. That startling fig-
ure was informed by projects such as
QuantGov," which analyzed millions
of words of regulatory text. The next
question is: How do we go beyond mea-
suring regulatory complexity and help
governments manage it?

A white paper¢ from the Industry
Committee of the Computing Research
Association (CRA-I) outlines how this
might look, with advances in AI, knowl-
edge representation, and cryptography
modernizing the regulatory system.

These tools must be treated as in-
frastructure that supplements, rather
than replaces, human judgment, and
notasacall forautomated lawmaking.
Regulation embodies public choices
about a mix of the tangible and intan-
gible: risk, fairness, property rights,
innovation, and institutional author-
ity. The ultimate decisions, therefore,
are fundamentally human and can-

a https://www.mercatus.org/research/working-
papers/cumulative-cost-regulations

b https://www.quantgov.org/

¢ https://cra.org/industry/wp-content/uploads/
sites/9/2026/07/Unsnarling-the-Red-Tape_-
Computational-Infrastructure-for-Regulatory-
Systems.pdf
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not be made legitimate by computer
analysis alone.

What modern computing can do,
however, is groundbreaking. With more
than one million commands on the
books at the federal level alone, the reg-
ulatory corpus is too complex for unas-
sisted human analysis. Computing can-
not tell us which regulations are worth
having, but it can contribute to a serious
modernization agenda in three ways.

First, it can make regulations eas-
ier to understand and comply with.
To do this, we need not turn natural
language laws into computer code. In-
stead, agencies should publish struc-
tured representations alongside legal
text so people and software can more
easily identify who is being command-
ed to do what, under what conditions,
subject to which exceptions, and ac-
cording to which procedures.

Second, some parts of regulation
are naturally suited to automated com-
pliance. Reporting thresholds, eligibil-
ity tests, filing requirements, and cer-
tain permitting conditions are often
clear enough that automation can low-
er compliance costs and reduce delays.
But the boundary matters. Wherever
rules require discretion, balancing,
legal interpretation, or political judg-
ment, software should assist rather
than decide.

Properly designed automation can
even strengthen privacy when designed
around minimizing data sharing rath-
er than centralized surveillance. Cryp-
tographic techniques such as zero-
knowledge proofs can allow firms or
individuals to demonstrate that they
satisfy certain requirements without
exposing all their underlying data.

Third, automated tools can flag prob-
lematic regulations and reveal where
excessive, expensive complexity accu-
mulates. In doing so, they can identify
two particularly problematic types of
rules: those that serve legitimate public
purposes but are unnecessarily expen-
sive to comply with; and those that are
obsolete, duplicative, contradictory,
or more costly than beneficial. Tools
should not dictate reform, but they can
provide auditable evidence for human
review.

In short, imagine a new way of pub-
lishing regulations in which structured
data and machine-readable rules are
made available alongside legal text. De-

12 COMMUNICATIONS OF THE ACM | OCTOBER 2026 | VOL.69 | NO. 10

D
Computing cannot tell
us which regulations
are worth having,

but it can contribute
to a serious
modernization
agenda.

velopers could build compliance tools
from them. Agencies could automati-
cally flag potential problems for expert
review. Researchers could measure how
regulations evolve over time. Policymak-
ers could see, not guess, where complex-
ity is accumulating.

Computational methods alone are
insufficient. Their benefits depend on
redesigning administrative processes
to take advantage. In addition to pub-
lishing automation-friendly versions of
regulations, this means streamlining
approvals, adopting standardized digi-
tal workflows, and increasing transpar-
ency. Just as important, agencies should
build expert-validation workflows so
that computational systems generate re-
viewable recommendations rather than
unaccountable decisions.

For decades we have treated regu-
lation as a growing collection of legal
documents. We should instead treat
it as a living system—one that can be
measured, analyzed, and continuously
improved. Machines make that pos-
sible, helping us see what our laws ac-
tually require, where they conflict, how
they accumulate, and what they cost.
In a modern democratic system, that
is the proper role of technology: not to
replace human judgment, but to disci-
pline it with better information.

Vinay K. Chaudhri is a principal scientist at Knowledge
Systems Research LLC, where he currently supports

a National Science Foundation initiative on Knowledge
Axiomatization.

Patrick A. McLaughlin is a research fellow at the Hoover
Institution, a visiting research fellow at the Pacific Legal
Foundation, and an affiliated member of the Frankfurt
Competence Center for German and Global Regulation.
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The End of the Coder?

As Al agents transition from simple coding assistants to end-to-end engineers,
the profession is shifting from writing syntax to auditing complex systems.

N JANUARY 2026, Anthropic

CEO Dario Amodei made a

prediction that sent ripples

through the technology sec-

tor: The world might be only
six to 12 months away from Al models
capable of performing all software en-
gineering tasks end-to-end. The time-
line was aggressive, but the evidence
was already mounting within the
walls of the major AI labs themselves.
Shortly after Amodei’s statement, Bo-
ris Cherny, the head of Claude Code at
Anthropic, admitted that 100% of his
own code is now Al-generated.

For decades, the career of a “soft-
ware developer” was defined by the
ability to translate human require-
ments into precise, machine-readable
syntax. Yet a rapid succession of Al re-
leases in early 2026 has brought that
definition to a breaking point.

On Feb. 2, 2026, OpenAlI launched
the Codex desktop app—a tool de-
signed to create not just simple code
snippets, but also long-running,
multi-agent workflows involving iso-
lated worktrees and automated de-
ployment. Weeks later, GPT-5.3-Codex
arrived, shifting the industry’s central
question from “Can the model write
code?” to “Can humans direct and au-
dit a fleet of agents fast enough?”

The impact on individual practitio-
ners was immediate.

Logan Kugler

“I am no longer needed for the ac-
tual technical work of my job,” said
Matt Shumer, co-founder of Other-
side AL, in an essay on X*in early 2026.
Shumer described a workflow com-

mon among advanced AI users:
“I describe what I want built, in

a https://x.com/mattshumer_/status/
2021256989876109403

plain English, and it just ... appears.
Not a rough draft I need to fix; the fin-
ished thing. I tell the AI what I want,
walk away from my computer for four
hours, and come back to find the work
done; done well, done better than I
would have done it myself, with no
corrections needed.”

If AI can write, debug, and deploy
software for near-zero cost, what is
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the impact on human software devel-
opment professionals?

From Implementation to

Strategic Oversight

The consensus among authorities is
that while the “coder” may be endan-
gered, the “engineer” remains essen-
tial, though that role is being rede-
fined as part product manager, part
reviewer, and part Al orchestrator.

James Ivers, lead of the AT Work-
flows and Architecture Moderniza-
tion group at Carnegie Mellon Univer-
sity’s Software Engineering Institute,
argues that the value proposition of a
professional engineer has always ex-
tended far beyond syntax.

“Coding is often the easy part,” Iv-
ers said. “Great software engineers
impact much more of the software de-
velopment life cycle than just slinging
code. Requirements analysis, archi-
tecture and design, effective testing
strategies, planning, and stakeholder
management—all of these are critical
activities for project success.”

Ivers suggested a mental model
that distinguishes between “coders”
and “software engineers.” In this
view, coders are language experts who
operate within bounds defined by oth-
ers, such as Jira tickets or specific de-
signs. Software engineers, conversely,
operate in ambiguous spaces to dis-
cover and create those bounds, engag-
ing with stakeholders to determine
requirements and priorities.

“Within this mental model, coders
are much more likely to be impacted
or even displaced by AL” Ivers said.

Bill Nichols, lead of the Applied
Measurement and Experimentation
Initiative at Carnegie Mellon Universi-
ty, said that the differentiator is mov-
ing up the abstraction stack.

“The value proposition shifts from
being a scarce source of code to being
a scarce source of well-formed deci-
sions,” Nichols said. As implementa-
tion costs drop toward zero, he said,
the work shifts toward understanding
domains, making trade-offs explicit,
and ensuring systems behave as in-
tended under real-world constraints.

The Quality and Security
Bottleneck

While AI can generate code at a scale
that outpaces a human’s, it remains
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an imperfect actor. Ivers views soft-
ware engineering as an evolution of
practices designed to compensate for
human error—finding mistakes as
early as possible to reduce the cost of
fixing them.

“None of these motivations go away
when using AI” he said. “We are re-
placing one imperfect actor with an-
other. Al is imperfect and there will
be mistakes.”

Software engineers are uniquely
positioned to bring discipline to these
projects by anticipating where errors
can be introduced, spotting them in
practice, and guiding the AI toward
intended solutions.

Amy J. Ko, a professor and Associ-
ate Dean for Academics of The Infor-
mation School at the University of
Washington, said there is no evidence
agentic AI can devise good plans with-
out expert human review and well-de-
signed architectures.

“Expertise has always been
marked by a deep knowledge of
software qualities and how they are
achieved through implementation;
understanding architectural com-
plexity; capacity to continuously
learn and change practices; provid-
ing credible, honest, trustworthy
information, and a long tail of other
soft skills,” Ko said.

This reliance on human judgment
creates a new set of bottlenecks. Nich-
ols said the limiting factor in the soft-
ware lifecycle is moving from “Can
we build it?” to “Can we understand,
test, and justify it?” He draws a sharp
distinction between verification and
validation: Verification (checking if
a system conforms to specs) can be
automated, but validation (deciding
if the system provides the right capa-
bilities for its environment) remains a
judgment-heavy human process.

Without this oversight, agent-gen-
erated codebases risk turning into
unmaintainable sludge, Ko said.

The Broken Junior Pipeline

However, there is concern for some
professional roles; perhaps the most
urgent relates to junior developers.
Historically, entry-level roles allowed
developers to build architectural pro-
ficiency through the manual trial and
error of coding. With AI agents now
capable of doing the work typically as-



signed to juniors, that foundational
practice is under threat.

“We have no way of teaching, train-
ing, or educating software developers
to be senior or architect-level software
engineers” without that foundational
experience, Ko warned. She said in-
dustry currently relies on existing
senior talent while “deferring invest-
ing in future senior developers to in-
stead purchase compute,” a strategy
she called unsustainable. Aside from
years of practice designing and build-
ing software in teams, there are no
known pedagogies or research that
can produce that level of high-tier
skill, Ko said.

A New Pedagogy of Feedback
Despite these structural hurdles,
some see the potential for a new kind
of learning. Nichols said Al-assisted
development could accelerate system-
level understanding, not hinder it.

“Manual coding has been one path
to developing intuition, but it’s lim-
ited,” Nichols explained. “Feedback
is often delayed and indirect, and de-
sign decisions may reveal their conse-
quences only much later. Moreover,
coding is local behavior; architecture
is system behavior.”

When an engineer specifies behav-
ior and an agent produces an imple-
mentation, the feedback loop shifts
from “Did I write this correctly?” to
“Did I specify this correctly?” This
provides immediate feedback on
whether the specification was clear
and sufficient, allowing junior engi-
neers to focus on aspects of the sys-
tem that matter most for long-term
behavior.

Ivers echoed the “think beyond
coding” approach, suggesting that
problem decomposition and domain
knowledge will be paramount for fu-
ture-proofed developers.

“Al will need guidance. It also
needs monitoring, which means veri-
fication and validation skills are im-
portant, and refinement, so architect-
ing new agent workflows or improving
management of new resources like
tokens are huge here too,” Ivers said.

The Jevons Paradox of Code

The economic outlook for the pro-
fession remains a subject of intense
debate at present. While implemen-

ey
The consensus
among authorities

is that while the
‘“coder” may be
endangered, the
‘“engineer” remains
essential.

tation work is being commoditized,
Nichols pointed to Jevons paradox,’
an economic theory in which efficien-
cy gains in a resource (such as coal or,
in this case, code) lead to an increase
in its total consumption.

“As the cost of implementation
falls, more software tends to be built,
especially lower-stakes systems that
were previously uneconomical,” Nich-
ols said. This could expand the over-
all scope of software work and create
new entry points for early-career en-
gineers, helping to address concerns
about an empty entry-level talent
pipeline.

However, the future path is more of
a bend than a straight continuation.
The professional’s role is evolving
from progressively better implement-
ers toward roles focused on shaping
and controlling system behavior un-
der real-world constraints. Hiring is
expected to tilt toward skills in re-
quirements, system design, risk man-
agement, and the ability to work effec-
tively with AI tools as collaborators.

Astoday’s frontier models and their
successors take over the keyboard, the
human engineer’s most important
tool is no longer the integrated devel-
opment environment; it is their judg-
ment.

b https://news.northeastern.edu/2025/02/07/
jevons-paradox-ai-future/
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Australia, and in 1996 he left for
City University of Hong Kong,
where he is today.

Jia’s research is focused
on data privacy and security
in Al and machine learning,
with a particular emphasis on
federated learning.

Federated learning enables
collaborative model training
without moving data from its
local source, essentially moving
the model to the data. This
approach introduces its own
challenges, such as how to verify
participants genuinely possess
the data they claim, and that the
training was computed locally.

“As modern Al systems
rely on vast amounts of data,
much of the most valuable
information remains siloed
within private organizations
such as hospitals and financial
institutions, where sharing
raw data is impractical or
prohibited,” Jia said.

“My research addresses
these issues through the
development of protocols for
‘proof of data’ and ‘proof of
training,’ allowing federated
learning systems to validate
both data ownership and
computational integrity.”

Looking ahead, Jia envisions
open, privacy preserving
federated learning platforms
enabling global collaboration
across institutions and regions.
Such platforms, he said, could
support applications from
medical research to financial
modeling while ensuring
sensitive data remains secure,
local, and verifiably computed.

—John Delaney
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Samuel Greengard

Beyond LLMs: A Post-
Transformer World Emerges

A focus of the next decade might be on teaching AI how to master reality

and understand how things work in the physical world.

HE RAPID ASCENT of large

language models (LLMs)—

and their growing role in ev-

eryday life—masks a funda-

mental problem: Generative
pre-trained transformer (GPT) models
hallucinate, struggle with memory-
intensive tasks, consume enormous
compute and energy resources, and at
times behave unpredictably.

Researchers have a name for the
resulting unevenness: jagged intel-
ligence. Systems solve graduate-level
problems and then stumble over
something a child would get right.
What’s more, failures often arrive
without any warning.

This makes LLMs valuable for
many tasks, but it renders them un-
reliable for predicting basic physical
actions, such as how a ball bounces
or a cat jumps. A popular test makes
the point: “I put a coin inside a coffee
mug. I carried the mug into the kitch-
en and turned it upside down on the
counter. Then I walked back to the liv-
ing room with the mug. Where is the
coin?” Until recently, models routine-
ly answered that the coin was in the
living room, still inside the mug. They
couldn’t simulate the coin falling
out. Today’s leading models answer

ey
LLMs are valuable

for many tasks, but
are unreliable for
predicting basic
physical actions such
as how a ball bounces
or a cat jumps.

it correctly—but a correct answer to
a widely circulated puzzle is not the
same as intrinsic knowledge, or even
a basic understanding of physics.
Vary the puzzle slightly and the fail-
ure returns.

Asaresult,researchers are exploring

post-transformer® AI frameworks.
Rather than simply building bigger
LLMs, the idea is to infuse models
with a better understanding of
spatial relationships, improve their
memory, and incorporate new types of
reasoning.

Concepts include “world models”™
that simulate how people, objects, and
environments behave; agentic archi-
tectures that break down problems

a https://www.ibm.com/think/topics/trans-
former-model

b https://www.nvidia.com/en-us/glossary/world-
models/
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into smaller components and use
multi-step reasoning; selective state
space models (SSMs)¢ capable of long-
sequence modeling with linear scal-
ing; and biologically inspired neural
memory modules? that operate more
like the human brain.

Said Yann LeCun,¢Jacob T. Schwartz
Professor of Computer Science at New
York University and a 2018 ACM Turing
Award laureate: “We are never going
to achieve human-level intelligence in
Al simply by training text. The world is
more complicated than language.”

Model Behaviors
If the last decade of AI has focused
heavily on teaching computers to

¢ https://www.ibm.com/think/topics/state-
space-model

d https://aipapersacademy.com/titans/

e http://yann.lecun.com/
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master language, the next decade
might focus on teaching AI how to
master reality and understand how
things work in the physical world.
Although large language modelsaren’t
likely to disappear, the AI universe is
likely to become more diverse.

“Today’s LLM models are a bit
more complex than similar neural
networks from 1991, but not by a lot,”
said Jirgen Schmidhuber,f co-chair of
the GenAI Center at KAUST, Scientific
Director at Swiss Al lab IDSIA and a pi-
oneer? in the field of recurrent neural
networks (RNNs). “Passing the ‘Tur-
ing Test™ is much easier than [devel-
oping] true AI in the physical world.
Predicting the next token by itself is
not enough to produce artificial gen-
eral intelligence (AGI)\.”

Much of this trouble traces back to
memory, said Phillip Isola,’ associate
professor of Electrical Engineering
and Computer Science at the Mas-
sachusetts Institute of Technology.
“Transformers don’t natively have
memory in the sense of how we think
about it in humans,” he said. The
problem with LLMs is rooted in the
way they process information. As their
context window shifts forward, they
overwrite tokens naively, he added.
This causes errors and hallucinations,
but it also contributes to models los-
ing their train of thought as they tack-
le complex tasks.

While the ability to tamp down hal-
lucinations has improved thanks to
guardrails, augmented retrieval, and
reasoning-oriented training, the un-
derlying LLM engine has not evolved.
Models still generate plausible, even
convincing output—sometimes right
and sometimes wrong—without any
understanding of how the world actu-
ally works. They are far less likely to
invent a citation, a statistic, or even a
news event, but they still cannot rea-
son about what would happen if a ball
rolled into the street in front of an au-
tonomous vehicle. Is it only a ball? Is
there a child chasing it?

f https://people.idsia.ch/~juergen/

¢ https://people.idsia.ch/~juergen/who-
invented-transformer-neural-networks.html

h https://www.britannica.com/technology/
Turing-test

i https://www.ibm.com/think/topics/artificial-
general-intelligence

j https://web.mit.edu/phillipi/

R
The problem with
LLMs is rooted in

the way they process
information. As their
context window

shifts forward,

they overwrite

tokens naively.

Transformer models should ideally
serve as just one layer in the overall AI
stack, Isola said. Yet, more layers in-
crease the odds that something can
go astray. While LLMs appear fluent,
they often struggle with facts, track-
ing goals, long-term planning, and
adapting to changes. “Transformer
models have many limitations, in-
cluding a lack of understanding of
spatial relationships that are a criti-
cal part of our world,” added Aditi
Raghunathan,* assistant professor in
the Computer Science Department at
Carnegie Mellon University.

Seeking Transformation

Impressive language skills notwith-
standing, transformer-based models
function more like enormous data-
bases than sources of intelligence,
Schmidhuber said. Transformer mod-
els excel at “fuzzy” tasks like writing
or brainstorming ideas, but they are
ill-suited for scientific calculations or
exact, step-by-step reasoning, such as
reconciling financial records.

The gap is not confined to the
physical world; it shows up in formal
reasoning too. “There are all kinds of
simple problems that standard trans-
formers cannot solve. An example is
their ability to classify bit strings of
arbitrary size according to whether
the number of 1-bits is odd or even.”
Unfortunately, tossing more resourc-
es at the problem—scaling up mod-
els—will not fix the underlying prob-
lem, he noted.

k https://www.cs.cmu.edu/ " aditirag/

News

Since 1990, Schmidhuber’s re-
search has centered on developing
Al agents that learn a world model
from data collected through “self-
invented experiments” that identify
regularities and patterns in the data.
A controller uses simulations inside
the world model to select action se-
quences that maximize long-term
predicted rewards. “Goals change
all the time because whatever the
system learns becomes boring, and
so it must continually invent new
goals,” he said. “This is essentially
how babies and scientists learn—not
by downloading the Web but through
self-invented experiments.”

LeCun is taking a different ap-
proach. His Joint Embedding Predic-
tive Architecture (JEPA)' doesn’t gen-
erate text or pixels directly; it uses
images, video, and other signals to
learn and predict abstract represen-
tations of future states through self-
supervised learning. This JEPA-based
world model resides inside an agent
that has perception, memory, an ac-
tor, and a cost module. The agent uses
JEPA’s world model to simulate the
consequences of actions and select
those that appear most promising.

LeCun’s goal is to escape the fun-
damental limitations of transformer
models, including LLMs. “If you use
a transformer model to predict fu-
ture video frames, the results become
a blurry mess because it has no idea
what is actually taking place. As the
system attempts to calculate an ‘av-
erage,” it comes up with essentially
nothing,” he explained. Unfortunate-
ly, using a probability distribution
model to solve the challenge becomes
an “intractable mathematical prob-
lem” and plugging in a diffusion mod-
el “doesn’t get us any closer to truly
understanding reality.”

JEPA uses sensor data from cam-
eras, microphones, and an array of
industrial or scientific instruments
to identify the variables that actually
matter and forecast how the scene
will unfold. Its applications could
range from robotics and aerospace to
smart power grids and autonomous
driving. In November 2025, LeCun
announced he was leaving his posi-
tion as chief AI scientist at Meta and

1 https://arxiv.org/abs/2301.08243
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launched a startup™ to fully develop
the JEPA framework. “The idea that
we can solve complex AI problems
purely from language is ridiculous. It
will never work,” he said.

What makes a world model so pow-
erful is that it can play out a situation
before generating a response. For ex-
ample, in the coin and the mug sce-
nario, an agent doesn’t use language
about these objects to produce a likely
answer. It actually simulates the mug
tipping, the coin leaving the mug, and
the coin coming to rest on the coun-
ter before reporting where it ends up.
Swap in a jar, add a second coin, or set
the mug down twice along the way,
and the simulation continues to track
the objects. Likewise, a world model
can project forward a few seconds
and weigh the likelihood of a child
following a ball into the street—along
with the cost of a wrong decision.

In Search of Better Reasoning
Other post-transformer approaches
are taking shape. For instance, re-
searchers are exploring SSMs, such as
Mamba," which maintain a compact
running “state” thatis updated as new
words or data arrive rather than con-
stantly comparing every single word.
They can process longer sequences—
and at times use less compute power
and memory—than current trans-
former models. This running state
makes them an attractive option for
physical prediction: a system tracking
a flight trajectory or a weather front
can carry forward past events rather
than re-collecting and re-weighing
every observation from scratch. SSMs
could help AI better predict complex
trajectories, weather patterns, and
other dynamic events.

Google DeepMind is developing
Titans,® a “neural memory” module
that continues to learn and remem-
ber posttraining. DeepMind re-
searchers have also developed a tech-
nique called Nested Learning,” which
reorients internal workflows to avoid

m https://www.reuters.com/technology/meta-
chief-ai-scientist-yann-lecun-plans-exit-
launch-startup-ft-reports-2025-11-11/

n https://arxiv.org/pdf/2312.00752

https://arxiv.org/abs/2501.00663

p https://research.google/blog/introducing-
nested-learning-a-new-ml-paradigm-for-con-
tinual-learning/

(=]
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“The idea that we

can solve complex

Al problems purely
from language is
ridiculous. It will
never work.”

catastrophic forgetting. Meanwhile,
AI21 Labs has developed Jamba,” a
model that combines transformer el-
ements with Mamba-style state spac-
es, while another group of research-
ers has created a framework called
Retentive Network,* which takes aim
at parallel training and recurrent low-
cost inferencing.

For now, a post-transformer world
is still taking shape—and it isn’t clear
when it will fully arrive or what form
it will take. Some researchers, such
as CMU’s Raghunathan, expect the
space to advance gradually. She be-
lieves that model designers will mix
and match components to achieve
desired performance benchmarks,
build more flexible frameworks, and
produce more grounded results. This
will lead to “creative and open-ended
problem solving” as well as “improved
quality and reliability,” she said.

Concluded Isola: “We can do a lot
of things with transformer models—
and there is likely a lot of room to
make them perform better—but there
are also inherent limitations in these
models. We must find ways to build a
more robust AI stack.”

q https://en.wikipedia.org/wiki/Catastrophic_
interference

r https://www.ai21.com/jamba/

s https://www.microsoft.com/en-us/research/
publication/retentive-network-a-successor-to-
transformer-for-large-language-models/

Samuel Greengard is an author and journalist based in
West Linn, OR, USA.

This work is licensed under a
5 Creative Commons Attribution

International 4.0 License.
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Nitesh Chawla, University of Notre Dame, USA
Barry O’Sullivan, University College Cork, Ireland
Richa Singh, lIT Jodhpur, India
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A new venue for rapid publication of impactful, concise, and timely communications in Al

ACM Al Letters (AILET) is a new venue for rapid publication of impactful, concise, and timely
communications in Al. Bridging a crucial gap between traditional conferences and journals, AILET will
feature short peer-reviewed contributions that accelerate knowledge dissemination across academia and
industry. This unique publication prioritizes theoretical breakthroughs, algorithmic innovation, practical
real-world applications, and critical societal implications, including ethics, policy, and responsible Al. It also
introduces a distinctive space for rigorously reviewed opinion pieces and policy briefs, promoting swift
engagement with contemporary issues shaping the Al landscape.

ACM Al Letters will welcome concise summaries of work in the following areas:

Theoretical Al: Reports on theoretical breakthroughs in Al
Algorithmic Advances: Descriptions of significant algorithmic and scientific advances in Al
Practical Applications: Accounts of novel or deployed applications of Al in real-world settings such as
healthcare, finance, robotics, and autonomous systems
Al & Society: Reports on Al applications addressing key societal challenges, such as the United Nations
Sustainable Development Goals
Emerging Topics: Areas like Al ethics, explainable Al, policy, governance, and responsible
Al will be covered, focusing on their implications in practical implementations
« Opinions and briefs: Policy, latest advances, comparative assessments

All ACM Al Letters papers will be published open access, with no publication charges for the first three years.

For more information, please visit ailet.acm.org e
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Josiah Hester

Opinion

Who Owns the Wai (Water)?
Al Power, and the Public Trust

From extractive infrastructure to Al in the public trust.

I's IMPACT Is already hit-
ting home, changing peo-
ple’s lives today. Across
the U.S. and soon around
the world, the rapid build-
out of AI datacenters is driving up
energy demand, draining water sup-
plies, and reshaping communities—
often without their consent. What was
once framed as a technical scaling
problem has become an environmen-
tal justice issue, playing out in zoning
hearings, regulatory meetings, and
town halls, as residents grapple with
higher utility bills, constant noise,
and contaminated or depleted water.
The shift into public view has been
swift. Viral videos, front-page head-
lines, and local elections center on the
real costs of Al infrastructure—rising
electricity rates, water scarcity, air
pollution, and falling property values.
The promised benefits of AI—helping
people live better, healthier, more pro-
ductive lives—remain largely unreal-
ized, even as its environmental and
social costs are imposed on commu-
nities with little say in the matter.
Yet the industry’s response is
depressingly familiar: promises of

future fixes, vague assurances of
community benefit, and ever more
fantastic claims about what AI will
someday deliver for everyone. In prac-
tice, those promises are often paired
with aggressive accounting and le-
gal maneuvers that obscure present-
day harm: land quietly purchased
through shell companies to avoid pub-
lic scrutiny, or state and local officials
required to sign nondisclosure agree-
ments before they are even allowed
to ask basic questions about water
use, power demand, or emissions. We

R
What was once
framed as a technical
scaling problem

has become

an environmental
justice issue.
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have at least three reasons to question
whether this infrastructure buildout
is for the best.

First, for more than a decade, a
small but persistent community has
documented computing’s—and es-
pecially AI's—escalating climate
and environmental impacts, arguing
that unchecked growth would lead
to precisely this moment.” Communi-
cations itself echoed that warning in
the Opinion column “Our House Is
on Fire,” rejecting “digital exception-
alism”—the belief that computing’s
benefits justify unlimited expansion.®
Second, while AI is often promoted
as a powerful tool for climate ac-
tion—and it can be—its climate ben-
efits must be weighed against both
the direct costs of the infrastructure
required to support it and the addi-
tional emissions enabled by AI-driven
productivity gains, which recent mod-
eling suggests may exceed the emis-
sions AI helps avoid.' Investment and
talent have largely shifted away from
conservation and sustainability work
toward scaling AI capabilities them-
selves. At the same time, the impacts
that matter most to communities are
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systematically left out of industry re-
porting. Independent research from
HuggingFace has shown that the met-
rics companies emphasize—energy
use and greenhouse gas emissions—
capture only a narrow slice of AI's
footprint, ignoring water extraction,
land use, air pollution, labor impacts,
and community displacement.® When
these broader harms are accounted
for, the picture changes dramatically:
Efficiency gains and Al-enabled cli-
mate tools are overshadowed by the
physical and social costs of building
and operating AT at scale.

Third, the question is not whether
AI can be useful—it can—but wheth-
er we can build it without replicating
familiar patterns of environmental
injustice, where benefits flow upward
to a privileged few while harms are
imposed locally and endure. Given
the incentives shaping today’s tech
industry, skepticism is warranted.
As journalist Cory Doctorow has ar-
gued, digital systems tend to follow
a predictable path of “enshittifica-
tion”: first optimized for growth, then
for monetization, and ultimately for
extraction at all costs.? That logic

now governs Al infrastructure, where
value is increasingly extracted not
just from users as in the first Internet
platforms (Facebook, Gmail, and so
forth), but from the very land, water,
air, and public resources that make up
that user’s world. There is little reason
to believe these systems will become
more accountable simply because
companies promise they will.

The argument is this: The physical
costs of Al need public governance.
Who owns the infrastructure, who
directs its growth, and who bears
its costs cannot be left solely to pri-
vate firms. Digital services are built
from land, energy, labor, and water,
or wai (the Hawaiian language word
for freshwater, the most important
resource on an island surrounded by
ocean). Treating Al as private infra-
structure with public consequences
is no longer tenable if AI is meant to
deliver shared prosperity. AI must be
governed as part of the public trust:
the principle that essential shared re-
sources are held in stewardship for the
public, protected from exclusive pri-
vate capture, and managed for present
and future generations. For Al infra-

opinion

structure, that means transparency
about water, energy, land, and emis-
sions; requiring large users to bear
the costs they impose on public in-
frastructure; meaningful community
authority over siting and resource use;
and public or community-controlled
alternatives where critical infrastruc-
ture has become too concentrated.
This idea is an ancient one. In Hawaii,
Kanawai—water law—recognized wa-
ter as a communal trust to ensure all
people could grow food, with dire con-
sequences if someone took more than
a fair share. Achieving this shift re-
quires more than optimization. Com-
puting professionals and institutions
must build and defend new techni-
cal and structural alternatives—free
and open source systems, repairable
and maintainable hardware, distrib-
uted and community-controlled in-
frastructure, and mechanisms that
align power with accountability—
while standing alongside Indigenous
and frontline communities as leaders
in governance. I tell the story of wai
through two stories from my home
in Atlanta, GA, and my homeland of
Hawaii, because they reveal what is al-
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Attention:
Undergraduate and Graduate
Computing Students

The ACM Student Research
Competition (SRC) offers a unique
forum for undergraduate and
graduate students to present their
original research before a panel
of judges and attendees at well-
known ACM-sponsored and co-
sponsored conferences. The SRC
is an internationally recognized
venue enabling students to earn
many tangible and intangible
rewards from participating:

« Awards: cash prizes, medals, and
ACM student memberships

Prestige: Grand Finalists receive
a monetary award and a Grand
Finalist certificate that can be
framed and displayed

« Visibility: meet with researchers
in their field of interest and make
important connections

« Experience: sharpen communi-
cation, visual, organizational, and
presentation skills

Learn more:
https://src.acm.org
I

ready unfolding everywhere and offer
us historical and current perspectives
on the impacts of privatizing Al infra-
structure. This moment of attention is
an opportunity we must seize to deter-
mine Al, and our, future.

Your City: The Next

Datacenter Megalopolis

During the past five years, the U.S. has
experienced an unprecedented data-
center buildout, foreshadowing the
global expansion now underway. In
Atlanta and across the surrounding
region, the transformation is reshap-
ing the landscape. With approximate-
ly 1.46GW of datacenter capacity built,
and another 2.08GW under construc-
tion, concerns about noise, property
values, water availability, and power
rates are on the minds of many. These
developments carry real public health
risks, including degraded air quality
that disproportionately affects peo-
ple with asthma.! In nearby Newton
County, GA, national attention fol-
lowed reports of household wells run-
ning dry and tap water turning brown
after a new Meta datacenter came on-
line (Meta disputes they caused well
problems).

Communities have not been pas-
sive. Neighborhood planning units,
local academics, and environmental
groups have pressed city and state
leaders to require datacenter develop-
ers to pay for the power infrastructure
they need, rather than shifting those
costs onto residents. Advocates have
pushed for higher electricity rates for
datacenters as large industrial con-
sumers and have successfully blocked
new facilities near dense neighbor-
hoods and sensitive watersheds. Con-
sumer groups such as the People’s
Power Union and Science4GA have
challenged the outsized lobbying in-
fluence of Georgia’s energy sector af-
ter years of rate hikes. Legislative vic-
tories, however, have been elusive: a
bill to increase energy payments from
new datacenters stalled despite broad
support, while another to suspend
generous tax breaks was vetoed by
the governor.

The most consequential decision
came in December 2025, when the
Georgia Public Service Commission
approved an unprecedented $15 bil-
lion, nearly 10,000MW expansion of
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power infrastructure to meet pro-
jected AI and datacenter demand. The
vote occurred during the final days of a
lame-duck commission—after voters
had ousted two incumbent commis-
sioners over affordability and energy
concerns in a nationally covered elec-
tion with record-breaking voter turn-
out, but before their replacements
could be seated—leaving ratepayers
potentially on the hook for decades
of higher costs and increased climate
burden. Since 2023, the commission
has approved six Georgia Power rate
increases, raising the average house-
hold bill by at least $43 a month, or
roughly $500 a year, even as the com-
pany’s profits rose by 40 percent. For
many Georgians, the message is clear:
the benefits of AI infrastructure flow
elsewhere, while the costs are being
paid at home.

Now the buildout is global. Singa-
pore, despite its challenging climate
and limited land, is converting land
for datacenter use; in southern Italy,
a “Mediterranean AI Hub” is being de-
veloped; and in India, Microsoft and
others are investing billions in new
datacenters. The scale of this expan-
sion is staggering: the International
Energy Agency (IEA) projects global
datacenter electricity consumption
to nearly double, from approximately
485TWh in 2025 to approximately
950TWh by 2030. Across these loca-
tions, consumer and environmental
advocates are refusing to let Big Tech
treat climate responsibility as a brand-
ing exercise or a series of accounting
tricks. Efficiency improvements of-
ten trigger rebound effects: When a
technology becomes more efficient
and cheaper to use, total consump-
tion tends to increase rather than
decrease, ultimately exacerbating re-
source demand and environmental

ey
The argument is this:
The physical costs

of Al need public
governance.




impact.’ In the context of AI and data-
centers, making computing “greener”
without limiting overall growth sim-
ply accelerates energy, water, and land
use rather than reducing harm, even
when offset by credits, which are often
fraudulent.’® Our own water, land, and
tax dollars are used to support Al use
everywhere except here. If allowed to
continue, we as individuals, as com-
munities, as parents, as employees, as
renters, as homeowners, as citizens,
will see our lives negatively impacted
in the near term.

What Can We Do?

Data Center Watch, a research proj-
ect from 10a Labs that tracks grass-
roots opposition to datacenter devel-
opment across the U.S., reported that
by early 2026 more than 800 active
opposition groups were organizing
across 49 states, with approximately
$130 billion in datacenter projects
blocked or delayed in the first quar-
ter of 2026 alone through community
meetings, classrooms, local policy-
making, and activism led by those
who often bear the brunt of climate
impacts: Indigenous communities,
Black communities, and other com-
munities of color.® It is clear that
communities are pushing back, and
we should be paying attention.

Our key question is how we, as com-
puting professionals, support this
grassroots effort. I take hope from
people already using computing in
radically different ways—practitioners
working alongside environmental jus-
tice groups, leveraging technology
for genuine public good. This is not a
new fight: Decades ago, communities
pushed back against landfills being
placed only in Black neighborhoods,
and now we are seeing similar battles
play out over the placement of data-
centers and the draining of local re-
sources. Meaningful change requires
collective action that moves beyond
technical optimization and brings to-
gether consumers, policymakers, and
community organizations to force in-
dustry shifts. What is needed now are
morally ambitious people willing to
steer the direction of computing and
AT at every level. So what can be done?
Several existing efforts point toward

a See https://www.datacenterwatch.org/q1-2026.

ey
What is needed now
are morally ambitious
people willing to
steer the direction of
computing and Al at
every level.

what this can look like:

» Community-governed, place-based
computing for stewardship. Direct
partnerships such as the STRONG
Manoomin Collective in the Great
Lakes region and the CEAR Hub in
Brunswick, GA, show what communi-
ty-governed, place-based AI can look
like in practice. Working alongside
federally recognized Ojibwe tribes,
STRONG Manoomin develops sensing
and AI systems to preserve wetlands
and assert tribal sovereignty, utiliz-
ing data for stewardship, advocacy,
and cultural restoration, rather than
as benchmarks.® In Brunswick, youth
and researchers co-deploy water-level
sensors, climate curriculum, and
flood modeling in neighborhoods ex-
periencing rising flood risk. In both
cases, computing is embedded in lo-
cal knowledge and lived experience,
serving community resilience rather
than extractive innovation.

» Indigenous-led technology and
ancestral stewardship. In Hawaii, the
Purple Mai‘a Foundation works at the
intersection of Indigenous knowl-
edge, computing, and entrepreneur-
ship, co-developing technologies with
Native Hawaiian youth and communi-
ties to restore and protect ecosystems.
Their programs train a new genera-
tion of technologists grounded in an-
cestral stewardship. The Nation of Ha-
walii, too, leverages sensors, mapping
tools, and networked infrastructure
to monitor and protect ‘aina (land)
from overdevelopment. At a recent
event, called Build4‘Aina, computing
professionals from Big Tech compa-
nies, academic computing research-
ers, and local artists and practitioners
gathered to build AI and sensor sys-
tems to directly support community
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conservation, traditional food pro-
duction, and community action, even-
tually demoing these systems to state
government agencies.

» Carbon transparency and literacy
for developers: Tools such as GreenPT
and CodeCarbon can help developers
see the resource costs of Al workloads,
challenging the illusion that comput-
ing is zero-impact.

These efforts need more hands—
now. Every computing professional
has a role to play in shifting AI from
extractive infrastructure to commu-
nity-governed systems, tools for re-
silience, land stewardship, and self-
determination, not harm.

Lessons from Hawaii's

Past for Al's Future

I conclude with a warning from the
past, and a vision of hope for our
shared future. My people (Native Ha-
waiians) have a proverb taught to al-
most every child: I Ka Wa Ma Mua, I
Ka Wa Ma Hope—the future is in the
past. Other indigenous cultures de-
scribe this as moving backward into
the future—the belief that past expe-
riences, traditions, ancestral knowl-
edge, and learning will guide us to-
day in making forward-looking and
just decisions.

My Polynesian ancestors voyaged
across the Pacific to the Hawaiian is-
lands more than 1,000 years ago and
built extraordinary, whole-island wai
engineering works called ahupua‘a
to sustain themselves. They devel-
oped a system of laws called Kanawai,
which ensured a careful, place-based
framework for food production, water
protection, and people’s well-being.
The fresh water stream was life, and
wealth—called waiwai, as in much
water—was measured not in extrac-
tion or accumulation, but in the abil-
ity of water to support everyone. At
its peak, this system supported more
than 700,000 people’s needs; today,
most food is imported to Hawaii, and
the Hawaiian islands and their people
are at extraordinary risk from climate
degradation.

The story of Hawaii’s transforma-
tion from a self-sufficient, 1,000-year-
old advanced sovereign nation to a
subjugated state with the highest cost
of living in the U.S., and dire food and
water insecurity, is a complex one.
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However, one particular period in the
Hawaiian Kingdom’s history mirrors
our current time.

Water as a public trust resource was
codified in written law in 1840. Even
as sugar plantations expanded and
profits from foreign investors over-
rode local concerns, systems were
in place to regulate water withdraw-
als (via large ditches and built infra-
structure) to ensure that small farm-
ers could access water alongside the
enormous sugar plantations. Water
commissioners from the region were
tasked with weighing impacts, sched-
uling withdrawal times, and prevent-
ing total enclosure of resources. The
system was rooted in Hawaiian values
that emphasized the perpetuation of
land and water for future generations,
as well as the local knowledge that
the water cycle influenced everything
from wildfire frequency to fisheries
and lei making. Disruption would
harm all; water was a public trust, not
a commodity. My own ancestors were
part of the commissioning body that
adjudicated water management at the
time, listening to oral testimony from
farmers, plantation representatives,
and longtime residents, to ensure fair
use. Often, the stream diversions ben-
efited small farmers, who could take
advantage of the large infrastructure
projects undertaken by sugar planta-
tions. The Hawaiian kingdom lever-
aged revenue from sugar plantations
during this time to build public works,
educate the population, pay for roads,
schools, and hospitals, ensuring the
public trust.?

This robust public trust framework
collapsed half a century later with
the overthrow of the monarchy by
sugar plantation leaders supported
by the U.S. Marines, eager to exploit
a fraught time in global history, and
ride industrialization to drive huge
profits. The consolidation of rights
over nearly all water on the islands
into the hands of “The Big Five,” de-
scendants of missionary families and
other businessmen, concentrated in
corporations, wrested control away
from community stewardship. Sugar
production skyrocketed, and water
became scarce (it takes approximate-
ly 1,000 liters of water to produce one
pound of sugar). By the time planta-
tions eventually shut down, well into

]
| see in this history
a warning, a guide for
how we govern Al.

the 20" century, the water and land
were already broken. Today, Hawaii
imports most of its food, and the leg-
acy of diverted streams still haunts
the islands.

I see in this history a warning, a
guide for how we govern Al. Hawaii’s
Big Five consolidated the infrastruc-
ture of sugar—the land, water, fi-
nance, and transportation on which
the industry depended—and with
it, the power to redirect shared re-
sources toward private profit. Today’s
hyperscalers are consolidating the in-
frastructure through which Al is built
and delivered. At the end of 2025, hy-
perscale operators controlled nearly
half of global datacenter capacity, and
Amazon, Microsoft, and Google alone
accounted for roughly three-fifths
of hyperscale capacity. The danger
is not concentration alone, but what
control of infrastructure allows its
owners to control upstream: access
to energy, water, land, public invest-
ment, and ultimately the terms under
which communities participate in
the AI economy. As that control con-
centrates, decisions about shared re-
sources move away from the commu-
nities that bear their consequences.
Just as plantations diverted streams
to maximize production while leav-
ing communities dry, today’s tech gi-
ants divert energy, water, and public
resources to feed their own system.
If we build AI the way sugar captured
water—extractive, consolidated, and
dismissive of community voice—we
will inherit the same legacies of scar-
city, inequity, and disempowerment.
But if we treat Al like wai, belonging
to the public trust of land, water, and
air, we can chart a different course.

British-American computer scien-
tist and technology entrepreneur An-
drew Ng said, “Alis the new electricity.”
I disagree. Al is water, Al is wali. Liter-
ally, because we transform water into
computation in datacenters, and figu-
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ratively, because AlI, like water, should
be a public trust resource, available to
all. In Hawaiian, waiwai means both
water and true wealth. AI can become
waiwai—shared abundance. To avoid
repeating Hawaii’s history, we as com-
puting professionals must empower
and collaborate with communities,
especially Indigenous ones, who have
safeguarded water and other vital re-
sources for generations, reimagining
these systems, harnessing this extraor-
dinary moment of consciousness about
AT's impacts, to build a better future
forus all.
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The ASML Monopoly:
Platform and Ecosystem
Leadership in EUV Lithography

Scratching the surface of the leading manufacturer of extreme
ultraviolet lithography technology used for manufacturing integrated circuits.

ENERATIVE Al SOFTWARE
requires a semiconductor
stack that is increasingly
constrained at multiple
levels: Nvidia dominates

GPU designs.® TSMC dominates ad-
vanced chip manufacturing.’ High-
bandwidth memory is dominated by
SK Hynix, Micron, and Samsung. But
another critical bottleneck is one layer
deeper: the equipment used to fabri-
cate the most advanced chips. At the
center of that other layer is a company
known as ASML.

Based in the Netherlands, ASML
(the acronym name is derived from
Advanced Semiconductor Materials
Lithography) is Europe’s most valu-
able technology company. It produces
approximately 90% of all lithography
tools and is the only supplier of ex-
treme ultraviolet (EUV) systems, a criti-
cal manufacturing technology.?? ASML
has a market value of approximately
$677 billion, with more than $37 bil-
lion in FY 2025 revenues, $11 billion in
profits, and 44,000 employees. But the
company’s de facto monopoly is not
based on a single breakthrough inno-
vation. Rather, it results from decades
of foresighted investment combined
with extraordinary platform leader-
ship and ecosystem management

skills." No competitor has yet been
able to reproduce the core technology
or the full stack of system capabilities
needed for EUV lithography.

Since 2019, following U.S. policy,
the Netherlands has prevented export
to China of the most advanced ASML
machines. This ban has provoked in
China a Manhattan Project-type of re-
sponse. This column examines how
ASML has come to dominate EUV li-

thography, why the company and the
technology have been so difficult to
replicate, and what China is doing
about it.

Technology and Company Origins

Photolithography uses light to “print”
billions of microscopic circuit pat-
terns onto silicon wafers treated with
photosensitive coatings. The technol-
ogy resembles photography and dates
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back to the 1950s, invented for the
U.S. military and commercialized by
firms such as Fairchild Semiconduc-
tor and Texas Instruments. By the
early 1980s, Geophysical Corpora-
tion of America (GCA) had as much as
an 85% market share in lithography
machines. By the later 1980s, how-
ever, Nikon and Canon overtook GCA
(which shut down in 1993) and came
to dominate the industry.'*?®

ASML began in 1984 as a joint
venture between Philips, the Dutch
electronics conglomerate founded in
1891 (and an early investor in TSMC),
and ASM International, a small Dutch
semiconductor manufacturing equip-
ment firm founded in 1964. The goal
was to commercialize Philips’ in-
house photolithography technology.
However, ASML’s first product, the
PAS 2000 (PAS stands for “Philips Au-
tomatic Stepper”), was unreliable and
a failure.’® In 1988, ASML became in-
dependent. Its next product line, the
PAS 5500, introduced in 1991, was
highly successful, using a modular-
ized architecture, precision optics
from Carl Zeiss AG of Germany (based
on a partnership started in 1983), and
“near” ultraviolet light to produce
denser chip designs.>** PAS 5500 in
the mid-1990s added “Deep Ultravio-
let” (DUV) capabilities, which the Jap-
anese were also perfecting.

The challenge for European and
U.S. lithography producers in the
1990s was to find a way to leapfrog
Nikon and Cannon. One way was to
establish an early leadership position
in the next generation of the technol-
ogy."? DUV had physical limits and ex-
perts believed the shorter wavelengths
and higher photon energy of EUV
would be necessary to produce denser
chips. The problem was how to gener-
ate and control EUV light for mass pro-
duction. There were other candidate
technologies (X-rays, electron beams,
ion beams, and charged particles), but
none offered the potential speed and
cost advantages of EUV."

Successful commercialization of
EUV lithography is one of the great-
est stories in the history of science,
engineering, and business. That said,
the success took roughly two decades,
$11 billion in R&D, and a global effort
coordinated by one firm—ASML.*
The history goes back to 1985, when
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Hiroo Kinoshita, a researcher at Ja-
pan’s NTT labs, adopted multilayer
mirror research from the Soviet
Union to project the first EUV images.
He used Mercury-vapor lamps, which
produced ultraviolet light of 365nm.
Kinoshita’s presentation at a 1986
Japanese optics conference was met
with skepticism but prompted other
researchers around the world to study
EUV lithography.*

By 1994-1995, ASML executives had
concluded EUV was indeed the future
of lithography. Martin van den Brink
(later president and CTO), a technol-
ogy executive with a strong physics
background, had led development of
the PAS 5500. He championed the ef-
fort to explore EUV and put another
senior manager, Jos Benschop, in
charge.”*** In 1998, ASML and Zeiss
formed a European industrial consor-
tium named EUCLIDES for “Extreme
UV Concept Lithography Development
System.”*® Similar consortia appeared
in the U.S. and Japan, but only EU-
CLIDES succeeded.

In 2000, convinced they could over-
come the scientific hurdles, ASML
created a small team to build a pro-
totype EUV stepper. ASML also ben-
efitted from U.S. military R&D after it
bought the last surviving U.S.-based
lithography company, Silicon Valley
Group (SVG), also in 2000." The proto-
type took six years, completed in 2006.
ASML worked closely with key suppli-
ers and universities as well as IMEC,
the Interuniversity Microelectronics
Centre in Belgium, which served as
a laboratory and equipment testing
ground for the European semiconduc-
tor industry. In 2009, ASML opened a
new EUV R&D facility at its headquar-
ters in Veldhoven, Netherlands.*

Another important milestone oc-
curred in 2012. Three key custom-
ers—Intel, along with Samsung and
TSMC—agreed to become investors
in ASML to share the R&D costs and
help resolve the technical challeng-
es.’? Intel’s investment of $4 billion (a
15% stake—several times larger than
TSMC and Samsung) was especially
significant.”® Intel was the world’s
largest semiconductor manufacturer,
and this decision signaled a major
commitment to EUV. ASML began
shipping EUV prototypes in 2010 but
needed help to produce a commercially



viable system, which it did by 2013.
Machines perfected for mass produc-
tion took until 2017 and were priced at
$100 million.>*

Despite its early backing of EUV,
Intel decided to delay commercial in-
troduction until the next generation
because of the high cost. Unfortunate-
ly, this delay (until 2025) caused Intel
to fall behind TSMC and Samsung in
advanced manufacturing capabilities.
It also has led to severe financial and
reputational difficulties, from which
Intel is only now starting to recover."’
Samsung would go on to ship the first
EUV-enabled product (using what is
referred to as a “7nm” node process)
in August 2019 for its Galaxy Note 10
smartphone.* TSMC shipped its first
EUV-enabled products (also with the
7nm node process) in October 2019 for
multiple customers, including Huawei
in China.*

Why ASML's EUV Machines

Have Been So Difficult to Copy

In semiconductor manufacturing, to
shrink circuit feature sizes depends
fundamentally on the wavelength
of light used in lithography: Shorter
wavelengths enable finer patterns and
denser packing of transistors. For de-
cades, the industry has relied on DUV
systems operating at 193nm, and these
machines are still widely used. EUV
reduced the potential wavelength to
13.5nm. This is a dramatic improve-
ment, though mass production re-
quired significant advances in a range
of complementary technologies."

For example, EUV light cannot pass
through air or conventional glass,
which eliminates traditional lens-
based approaches. Instead, ASML’s
EUV machines rely on highly special-
ized multilayer mirrors, fabricated
with sub-nanometer precision by Zeiss,
to reflect and focus the EUV light. Gen-
erating and controlling EUV light is an-
other complex physics problem. ASML
uses a high-powered laser produced by
TRUMPF GmbH, a German company,
to strike microscopic tin droplets at
50,000 times per second. This creates
a plasma about 200,000 degrees cen-
tigrade (40 times hotter than the sur-
face of the sun) that emits the required
wavelength.” The laser module alone
is said to contain 457,329 parts."’

The wafer masks are another critical

ey
The challenge for
potential competitors
is that no one
component defines
performance of the
whole system.

component. Semiconductor foundries
create the masks but work closely with
electronic design automation (EDA)
tool companies such as Cadence and
Synopsys. The chip manufacturers use
EDA tools to generate data for the 50 or
so alternating layers of silicon and mo-
lybdenum in each mask, which must
be perfectly compatible with the EUV
optics, light system, and the stepper’s
numerical aperture.’” To make sure
each EUV machine can print the mask
patterns and produce functioning
semiconductor devices also requires
special test engines and many rounds
of simulations, done by the EDA firms
and the foundries.** Other firms han-
dle final assembly and packaging of
the semiconductor devices, with pro-
cessing steps almost as complicated as
the core EUV technology.®

The challenge for potential compet-
itors is that no one component defines
performance of the whole system. The
light source, optics, wafer, mask, and
control software all come from differ-
ent specialist firms, and their modules
must all function as a tightly coupled
system and operate in a vacuum un-
der extreme thermal, mechanical, and
computational constraints. Each com-
ponent has required scientific and en-
gineering advances in different fields,
achieved over decades, in plasma phys-
ics, precision optics, mechanical engi-
neering, materials science, and soft-
ware engineering. ASML also holds the
rights to thousands of patents that pro-
tect its technology.®

EUV machines weigh approxi-
mately 400,000 pounds, are the size
of a double-decker bus, and require
three Boeing 747s to transport.?
ASML charges around $200 million
for less sophisticated versions and
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$400 million for the most advanced
versions (“2nm” and denser node pro-
cesses). Each system contains more
than 100,000 modules from some
800 suppliers, which have thousands
of additional suppliers in their sup-
ply chains. ASML’s strategy has been
to outsource 90% of the modules and
act as the R&D leader and system inte-
grator.”*?® This strategy leveraged the
R&D and capabilities of many outside
firms, but has limited ASML’s control
over manufacturing capacity. In 2025,
ASML shipped just 48 EUV systems out
of 327 ASML lithography machines of
all types.'* The company plans to ship
60 EUV systems in 2026 and 80 annu-
ally in future years."

EUV machines and advances in chip
design have enabled the semiconduc-
tor industry to continue on the path
laid out by Moore’s Law and produce
increasingly advanced microproces-
sors, GPUs, and memory chips. The
price tag limits the market for EUV ma-
chines but, as Intel discovered, due to
their power, precision, and speed, us-
ing EUV to make the densest chips has
become cheaper than workarounds
with creative three-dimensional chip
designs and DUV equipment.**

The cost and complexity of ASML'’s
EUV machines help explain why the
industry’s leading manufacturing
firms—Intel, TSMC, and Samsung—
chose not to develop EUV lithography
themselves but instead to invest in
ASML. The cost and complexity also
help explain why companies that mas-
tered DUV lithography—particularly
Nikon and Canon—gave up on EUV.
They also fell behind ASML in ad-
vanced DUV machines, where ASML
holds between a 60% and 85% market
share.?®?! It probably had some impact
that the Japanese did not have direct
access to U.S. military and national
laboratory research, which ASML did
through its SVG acquisition."

Future Competition:

Spotlight on China

ASML illustrates a unique type of mo-
nopoly—a dominance rooted not in a
single proprietary invention but in a
technology platform and ecosystem
strategy used to integrate a complex
system of components and skills pro-
vided by hundreds of partners, suppli-
ers, and customers. ASML subsidiaries

OCTOBER 2026 | VOL.69 | NO.10 | COMMUNICATIONS OF THE ACM 27



opinion

also maintain tight control over criti-
cal technologies: HMI—mask pattern
verification, Cymer—Ilight sources,
and Berliner Glas—optics.” This
platform-ecosystem structure is use-
ful to understand why ASML’s main
customers became investors and why
competitors face a challenge that
looks increasingly like a nation-state
effort. The Russians have been trying
to develop EUV technology for years
but appear to be as much as two de-
cades behind ASML.* The Chinese are
more advanced and investing heavily,
spending an estimated $50 billion per
year on semiconductor manufactur-
ing technology.*

China’s leading foundry, Semicon-
ductor Manufacturing International
Corporation (SMIC), founded in 2000
as an attempt to build a TSMC-like
foundry in China, had been a large
ASML customer.” However, SMIC and
other Chinese firms since 2019 have
been prohibited from importing not
only EUV machines but also the latest
DUV machines produced by ASML as
well as Canon and Nikon. SMIC and
other foundries have extended DUV
technology by using “multi-pattern-
ing” to add extra lines on the masks
with multiple passes. Though costly
and slow, this approach has enabled
the production of 7nm and 5nm node
devices, which SMIC has done mainly
for Huawei.'*?

To produce its own EUV machine,
China launched a project that is sup-
posed to be a state secret. As reported
by Reuters, in early 2025, former Chi-
nese ASML engineers completed a
prototype at a Shenzhen laboratory
using components from older ASML
machines available in secondary mar-
kets. The prototype is operational and
undergoing testing. Observers believe
it will take until at least 2030 for com-
mercial production.?226:37

China’s effort differs from simple
reverse engineering. The Central Sci-
ence and Technology Commission is
overseeing the project, with Huawei as
the system integrator. The Shanghai
Institute of Optics and Fine Mechanics
(SIOM) as well as several other private
companies are involved as well. They
are using solid-state lasers for EUV
light generation, an approach ASML
determined was inadequate for mass
production. The Chinese still need

ey
Perhaps the biggest
challenge for China

is to produce EUV
machines that are
suitable for mass
production.

Zeiss mirrors (also banned for export
to China) or a substitute. In addition,
Huawei is developing a Laser-Induced
Discharge Plasma (LDP) technology
that uses high voltages to generate ex-
treme ultraviolet light.*> LDP should
use less energy than ASML’s tin-based
approach but still generate the 13.5nm
EUV light.3¢

Perhaps the biggest challenge for
China is to produce EUV machines
that are suitable for mass production,
though initial cost is probably a sec-
ondary concern. For example, for 7nm
chips using DUV technology, SMIC
reportedly had yields less than 50%
and wafer costs 40% to 50% more than
TSMC, but at least it was able to make
these advanced devices.*> Another
challenge is that the target is moving:
ASML and its customers are already in-
troducing technology for sub-2nm fab-
rication.??° At some point, the laws of
physics will limit ASML's approach and
abetter technology will emerge, but we
are not there yet.
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Kode Vicious
Pebbles on the Beach

Keeping hold of the big questions.

Dear KV,

I know that your column is mostly for
practitioners, but I have a question
about academia for you. So, I hope it
is OK if I throw you a bit of a curve-
ball question. I have been working
as a research engineer in a university
computer science department. This is
my first job out of college—although
“out” is a bit wrong since I am still at
the same institution where I got my
undergrad degree. I thought I would
spend some more time here build-
ing things for people while I decide
whether to pursue a graduate degree
or go into industry. Everyone seems
very worried about LLMs and AI and
all that, but I did a senior project with
a professor here and she had funding
for a position for a year and asked if I
wanted to stick around. So, I did. The
work is a continuation of the project I
was already on, only now I am better
paid and share an office with a grad
student who is also working on the
same project.

One of the things I have been trying
to pick up, along with some new data
analysis and scientific Python skills,
is how researchers go about choosing
or finding problems to study. There’s a
group lunch each week, and the grad
students present what they are work-
ing on and get comments from my
boss, along with a few other profes-
sors. But it all seems very open ended,
as if they are just making it up as they
go along. I even asked the grad stu-
dent I am sharing the office with, and
his response was not quite as obnox-
iously Zen as something from Yoda,

George V. Neville-Neil

but it was something like, “I just wan-
der around the space picking up rocks
and looking under them until I find a
problem that interests me, and then I
build some small prototype to see if
the idea has merit.” When I pressed
him on how he judged merit, the best
I got was, “Can I think of a journal or
conference that would publish what I
want to write about?”

Now I have this image of research-
ers wandering around with colorful
sand pails, picking up pebbles on a
beach, and seeing which ones they
want to take home. Since I do not

have any other academic experience

to compare it with, I wonder if this

pertains to just this group or is more

widespread. I know from your bio that

you work with universities. So, is this

common, or is it just my group?
Pebbles on the Beach

Dear Pebbles
You read my bio? What did it say?
Hopefully nothing too salacious, al-
though cavorting with academics
might be considered ... well, never
mind.

On the one hand, I could be equally
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vague and say, “There are as many in-
tellectual styles among academics as
there are grains of sand.” But, in fact,
that has not been KV’s experience in
his time as someone who has done, as
you do, development for research.

Research is often billed as being
“curiosity driven.” And, with the re-
cent attacks on academia, particularly
in the U.S., this phrasing has even
made its way into the popular press.
For the whole of human history, some
people have been curious about the
world around them, and they have
come up with different ways to satisfy
that curiosity. Newton is said to have
stuck a needle around his eyeball to
“learn about colour” (his spelling, not
mine). You have to really be interested
in howyour eye works to mess with itin
that way.

Now, the real question is: Was New-
ton just idly walking one day when he
thought, “Cheerio, if I shove a needle
into my eye socket, will I get a mini-
mum publishable unit for the journal
of Crazy Eyeball Physics and Optics?”
I kind of hope this was not what he
was thinking, and I also kind of hope
Newton didn’t sound like some paro-
dy of Monty Python either. Rather, KV
hopes Newton had a question he was
trying to answer about the nature of
light, or the nature of how we perceive
light.

This is where we come to what KV
has seen from the best researchers:
They are not just wandering around
picking up shiny pebbles; instead
they are trying to answer some partic-
ular question. Answering questions is
what scientists—and engineers—are
supposed to do. Which provides us
with a crossover between science and
practice.

When KV is debugging a piece of
code (which is most of what he does,
since he works on large codebases
written by 12 monkeys with ASR-33
terminals who were trying to hammer
out a copy of Version 7 Unix by typing
randomly), he too is trying to answer
a question: Why does this function re-
turn garbage but only after more than
a million correct operations?

We see here the effect of the ques-
tion on the eventual solution. This is
why the polestar KV uses to keep him
on trackis: What is the problem we are
trying to solve?

]
Answering questions
is what scientists—
and engineers—are
supposed to do.

Should you ever lose track of this
guiding star, you will get lost in a uni-
verse of dull red dwarfs, bright new
blue suns, neutron stars, and the most
dreaded star of all—the black hole.

It has been my privilege over the
years to work with some academics
for whom this question of focus is al-
ways firmly in mind. They may have
ideas about how to answer a question,
in part, because of happenstance—
the equivalent of picking up a shiny
pebble on the beach is very much the
“Aha!” moment in the shower, but this
is not what is guiding them. The guid-
ing star is a question such as: Why do
all systems seem to reduce to this one
type of system? What is the optimal
layout of this set of data structures?
How can we build an interface that is
usable by nonspecialists and yet does
not impede the specialist user? And,
of course, since KV is a “systemsy” per-
son, How can I make this system per-
form more operations per unit of time
than it already performs?

If KV had been a physicist, which
might have been the case had he been
smarter, then the questions would
have been grander: Where did the uni-
verse come from? Can anything travel
faster than light? And the perennial,
Where is my other sock? I put a pair in
the dryer and now I only find one.

There are many advantages to this
question-focused form of research,
not the least of which is that it can
lead to a longer-term program than
a single, shiny pebble might. KV was
very young when he was first exposed
to the people building BSD Unix at
UC Berkeley, a project they had al-
ready been working on for many years,
which had not only produced useful
working systems for others, but also
led to answers to several questions
about software design, process sched-
uling, and file storage, among others.
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While the group might not have used
the same terms KV is using here, one
can see that the questions they asked
led to much of the research they pro-
duced. KV continues to seek out re-
searchers who are question-focused in
this way because questions also lead
to narratives, and KV hates work with-
out a narrative arc.

The need for a narrative arc is a
personal bias. Not everyone needs
one, but there are fewer things more
maddening than watching someone
wander around a space bumping into
ideas as if they are in a pinball ma-
chine, learning nothing more than
a few words that might be used at a
cocktail party to impress the guests.
To develop ideas that coherently an-
swer questions, there must be order—
and that order is the narrative arc.

Ifyou find that you as well need this
form of order to organize thoughts
and you like to keep a good question
in front of you to guide you, then, by
all means, continue your work with
academics. Look for the ones who
don’t just publish papers on a particu-
lar topic, but those who develop full
programs that attract bright graduate
students who understand the research
question, as they call it, and then take
a piece of that question and try to an-
swer it. This is the way in which the
edifice of science has been built. Pick-
ing up pebbles on the beach is a hobby,
but answering questions is a calling.

KV
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Governing Social Media
as a Public Utility

A case for sovereign digital infrastructure.

HILE SOCIAL MEDIA CON-
nects billions, it also
fosters discord, with
algorithmic amplifica-
tion of misinformation
linked to polarization,® violence, and
mental health decline. Amid these
challenges, a key question is often over-
looked: Who should govern social me-
dia? As social cohesion erodes, the need
for democratic oversight grows more
urgent. Corporations such as Meta
have repeatedly prioritized engagement
and ad revenue over the public good,
even when aware of the harm their
practices cause.*

In the U.S., governance is shaped by
Section 230 and the First Amendment,
limiting state intervention and rely-
ing on counterspeech to combat false-
hoods.”* The European Union’s Digi-
tal Services Act imposes more direct
obligations for content moderation.?
Yet both approaches ultimately defer
to corporate discretion, perpetuating
a conflict of interest: Misinformation
drives user engagement, and engage-
ment drives profits.

This dynamic constitutes a negative
externality—private actions imposing
societal costs akin to environmental
pollution—which justifies corrective
intervention to prevent market failure.*
The “Bullshit Asymmetry Principle”
captures the challenge: Refuting mis-

a Breton, T. Urgent letter to @elonmusk on
#DSA obligations. @ThierryBreton ed.,
Twitter/X (2023); https://tinyurl.com/mw-
pynu57,2023.

information takes significantly more
effort than producing it."®

Treating social mediaas a public util-
ity curtails profit incentives for misin-
formation and enables public oversight
of content moderation. Like water, elec-
tricity, and broadband, social media is
critical public infrastructure, serving
as a dominant news channel and fo-
rum for societal discourse.’ Building on
prior proposals for public alternatives
to corporate platforms,'>* we develop
a model centered on democratic over-
sight, transparent moderation, legally
bounded content removal, and institu-
tional protections for free expression.
While ambitious, this proposal seeks to
expand what is politically imaginable

by reinforcing the democratic founda-
tions of social media governance. Our
framework can accommodate private
alternatives under public regulation
and is adaptable to diverse democratic
contexts. Even though the U.S. exem-
plifies how partisan government inter-
vention offers no viable path toward
replacing commercial freedom with
civic responsibility, countries such as
Germany, Canada, the UK., and Aus-
tralia offer proven non-partisan gover-
nance models to draw on.

Adapting the Public Utility Model
to Social Media Governance
Governing social media is challenging
duetoits ever-evolving nature,which de-
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fies established regulatory frameworks.
While Internet and public broadcasting
regulations offer principles—universal-
ity, equitable access, quality standards,
and resilient funding—these must be
adapted to social media’s distinct chal-
lenges. Chiefly, effective governance
requires institutional safeguards to
protect free expression and prevent au-
tocratic control.

Social media platforms, whether
public or private, face a trade-off be-
tween free expression and civil dis-
course. People value freedom of expres-
sion but also freedom from harmful
expression, posing a dilemma when
one person’s expression harms another.
A state monopoly on truth is incompat-
ible with free democracy."* So, how can
state-governed social media mitigate
negative externalities while upholding
democratic opinion forming?

Our proposal distinguishes between
content removal and content ranking,
with democratically defined and autho-
rized editorial rules. AI can enhance
moderation efficiency by detecting il-
legal content, but auditability and open
source algorithms are essential for
trust and accountability.

Content removal should be limited to
illegal material, enforced by courts. For
instance, U.S. First Amendment protec-
tions exclude obscenity, child abuse ma-
terial, incitement to imminent lawless
action, true threats, fraud, defamation,
and false advertising. Legal misinfor-
mation, however, should be addressed
through content ranking, not removal,
to safeguard free expression.

Content ranking should prioritize
social connections and user interests
over engagement to curb misinforma-
tion. Platforms such as Reddit'* use
upvotes and downvotes to rank con-
tent, which can curtail misleading yet
technically legal “gray-area” content
more effectively than simple flagging.!
Thus far, countries such as the U.S.,
UK., Canada, and Germany regulate
only illegal content. While this avoids
a state monopoly on truth, it fails to ad-
dress harmful but lawful expression.
Our proposed public utility model
combines law-driven removal of ille-
gal content with ranking systems that
curb the visibility of harmful material
without deleting it. This approach lim-
its amplification without censorship
or government overreach. Decentral-
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ized identifiers® can prevent vote ma-
nipulation while preserving privacy.
Self-sovereign identities® enable cross-
platform data portability, reducing
platform dependence.

Any ranking system entails a trade-
off between group preferences and
societal cohesion. Conservatives may
upvote content that liberals downvote.
An algorithm marketplace could en-
hance in-group satisfaction and reduce
inter-group conflict, but risks deepen-
ing echo chambers. Aggregated prefer-
ences may mitigate fragmentation but
marginalize outliers. For public social
media, prioritizing consensus through
aggregation may be preferable. This
approach sidelines, but does not cen-
sor, extreme content and leaves it acces-
sible to those who seek it. Integrating
social graphs and user interests, such
a system supports civil discourse while
maintaining an open marketplace of
ideas.

Checks and balances are essential to
prevent partisan capture by insulating
content ranking policies and funding
decisions from partisan control. The
German public broadcasting model of-
fers a valuable precedent. Germany’s
constitutional court has repeatedly up-
held that public broadcasting must be
pluralistic and independent. Politicians
are barred from controlling editorial or
funding decisions. Regulatory boards
that determine funding and editorial
policy are legally required to include
members chosen by designated soci-
etal groups (for example, unions and re-
ligious organizations), not politicians.

Australia’s Online Safety Act 2021

b W3C. Decentralized Identifiers (DIDs) v1.0
(2022); https://www.w3.org/TR/did-1.0/.

¢ W3C. Identity and the Web (2025); https://
www.w3.org/reports/identity-web-impact/.
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offers a complementary pathway. It
empowers an independent eSafety
Commissioner to mandate the removal
of illegal or clearly abusive material
across digital services. While it expands
regulatory capacity, it does not address
“harmful but lawful” expression or
algorithmic ranking. Nonetheless, it
demonstrates how liberal democracies
could build on existing institutions to
move toward a public utility model of
social media.

Like public broadcasters, public so-
cial media should follow content rank-
ing standards overseen by independent
institutions to ensure accuracy, impar-
tiality, and educational value. This may
require constitutional amendments to
create safeguards against partisan in-
terference. Financial independence can
be supported through a mix of fees, do-
nations, and revenues from advertising
and premium services.

Public and private social media
platforms can coexist, much like pri-
vate TV stations do alongside public
broadcasters like the BBC. However,
private platforms must be subject
to regulatory oversight to ensure re-
sponsible ranking and curb engage-
ment-driven harms. Independent
regulators—modeled after the U.K.’s
Ofcom—could assess compliance us-
ing metrics such as attention alloca-
tion (how algorithms allocate user
attention), revenue attribution (how
attention is monetized), and impact
measurement (societal consequences
of content amplification).® Regulatory
tools could range from attention trad-
ing mechanisms' to more forceful
measures such as expropriation, anti-
trust action, or shutdowns in cases of
persistent non-compliance.

Another approach—fully compatible
with our proposal—would mandate
a shared infrastructure supporting
multiple ranking systems.” Bluesky’s
marketplace of algorithms? is one such
model, allowing users to choose their
preferred ranking systems. A default
public-interest algorithm could coex-
ist with commercial alternatives, pro-
vided they meet regulatory standards
for misinformation control.'* However,
having a multitude of competing social

d Graber, K. Algorithmic choice (2023); https://
bsky.social/about/blog/3-30-2023-algorithmic-
choice.
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media infrastructures, including a pub-
lic one, would be preferable, as a unified
infrastructure would introduce a single
point of failure and make social media
as a whole more vulnerable to partisan
takeover. Having a public option along-
side private social media would be best
suited for supporting a pluralistic and
democratic society.

Weighing Alternative Options
Alternatives to the public utility model
abound. In response to mounting calls
for accountability, Meta established an
external “Oversight Board” in 2020 to
review content decisions and adjudicate
user appeals. Likened by CEO Zucker-
berg to “a Supreme Court,”” the board
remains structurally and financially de-
pendenton Meta, ultimatelyleaving pol-
icy control in corporate hands. Without
accountability beyond Meta itself, the
Oversight Board functions more as a PR
stunt than a genuine system of checks
and balances.? By contrast, the public
utility model assigns such oversight to
actual democratic institutions—courts
and parliaments—instead of corporate-
appointed, pseudo-independent bodies
that remain accountable to sharehold-
ers rather than citizens.

Recently, Meta shifted from fact-
checking moderation to crowdsourced
moderation, citing concerns over scal-
ability and the neutrality of fact-check-
ing organizations. However, this shift
sidesteps the core issue: Meta retains
both the incentive to promote engage-
ment-boosting misinformation and
unilateral control over content rank-
ing and removal. Crowdsourcing may
broaden participation in moderation,
but it does not resolve structural power
asymmetries or the absence of public
oversight.

Another proposal, information fidu-
ciaries, would impose legal duties of
care on platforms.> Critics® caution that

opinion

this model requires platforms to bal-
ance the conflicting interests of share-
holders and society. Because engage-
ment simultaneously drives profit and
societal harm, fiduciary platforms may
struggle to navigate this conflict of in-
terest, limiting their effectiveness. The
public utility model offers a stronger
solution by removing profit incentives
and aligning operations with societal
goals such as equitable access, content
integrity, and harm reduction. It also
ensures democratic oversight by courts
and legislatures, with international co-
operation addressing the longstanding
regulatory evasion by global corporate
platforms.

Recent efforts by President Trump
to defund PBS and stack its board with
political allies highlight the risk of par-
tisan capture,® yet they also showcase
the relative resilience of democratic
institutions: PBS has retained editorial
independence, supported by citizen do-
nations and legal protections. In con-
trast, Meta’s content policies rest en-
tirely on executive discretion, requiring
no approval beyond Zuckerberg. While
imperfect, democratic governance may
offer stronger safeguards than corpo-
rate self-regulation.

Another proposal envisions a wave of
smaller, self-organizing platforms en-
abled by targeted regulation to address
misinformation.’* While promising,
profit-driven smaller platforms funded
by advertising would still prioritize en-
gagement, and thus retain incentives
to amplify misinformation. A public
utility model may address this more ef-
fectively by aligning incentives with the
public interest.

The Road Ahead

Despite its promise, the public util-
ity model faces challenges. More than
anything, social media’s resilience to
capture depends on institutional safe-
guards rather than on technical design.
In robust democracies, public oversight
can reinforce accountability and make
capture costlier, warranting serious
experimentation with the public utility
model. Funding may require taxes—a
trade-off justified by their contribution

e See https://theconversation.com/trump-is-
aiming-to-silence-public-media-in-the-us-
and-if-he-succeeds-his-supporters-here-will-
take-note-260584.
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to a democratic society. Reconciling na-
tional autonomy with global standards
remains complex.

Safeguarding free expression and
privacy requires robust institutions
resilient to partisan or corporate cap-
ture. Such capture occurs in many
forms: state control, as seen in VKon-
takte in Russia, WeChat (Weixin) in
China, or attempts of the U.S. govern-
ment to limit enforcement of the Eu-
ropean Union’s Digital Services Act in
Europe, and corporate influence, as
evident in the algorithmic moderation
and platform bans shaping discourse
in Western democracies. These are not
opposite extremes but variations of the
same problem: concentrated power
over online speech. Private platforms
have also been weaponized by govern-
ments, such as during the Duterte ad-
ministration in the Philippines, while
public ones may be less likely to am-
plify coordinated misinformation and
less vulnerable to interference by for-
eign governments. Introducing public
platforms alongside private ones could
diversify the social media landscape,
making it less corruptible overall.

Just as today’s private platforms are
fragmented, so too might public alter-
natives fragment along jurisdictional
lines if they lack interoperability, weak-
ening network effects. Countries will
understandably seek to retain editorial
control and fiscal sovereignty. Content
removal laws vary widely: Holocaust
denial is illegal in Germany but pro-
tected in the U.S., while abortion ser-
vice ads are restricted in some U.S.
states but permitted in others. A global
enforcement framework, akin to
SWIFT, could enable cross-border func-
tionality within domestic legal con-
straints. Without such coordination, di-
vergent regulations may erode cohesion
and effectiveness.

Conclusion

While politically contentious, gov-
erning social media as a public util-
ity offers a viable path toward a more
equitable and resilient digital society.
Drawing lessons from robust democ-
racies (such as the UK., Germany,
Canada, and Australia), we propose a
model rooted in non-partisan demo-
cratic oversight, law-bounded content
removal, and transparent modera-
tion. Although the model alone does
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not guarantee resistance to partisan
capture, particularly if constitutional
safeguards are lacking, it does reso-
nate with values shared across ideo-
logical lines: free expression, checks
and balances, rule of law, sovereign
infrastructure, and public account-
ability. Its purpose is not to empower
any party or leader, but to strengthen
democratic institutions with sovereign
digital infrastructure. If social media
is to serve the people, it must be ac-
countable to the people.
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Bounded Minds,
Generative Machines

Envisioning conversational Al that works with
human heuristics and reduces bias risk.

ONVERSATIONAL AI SYSTEMS

are entering the mainstream

as a primary interface for

information seeking and

decision making. Yet most
systems, evaluations, and implicit user
models still presume idealized users
who can carefully weigh evidence and
notice implausible claims. In reality,
human cognition is bounded by limit-
ed time and attention, uneven domain
knowledge, and reliance on heuristics
that evolved to support fast judgments
under uncertainty.” Heuristics such as
anchoring, availability, confirmation,
authority, and scarcity are not fail-
ures of reasoning but adaptive mental
shortcuts. When paired with fluent,
personalized, and confident genera-
tive responses, however, these short-
cuts become a double-edged mecha-
nism that can systematically skew
judgment.

Researchers in human-computer in-
teraction, cognitive science, and behav-
ioral economics have long studied these
biases, and there is growing recogni-
tion in AI ethics and safety communi-
ties as well.? However, mainstream de-
sign practices and system evaluations
still emphasize correctness, relevance,
and narrowly defined utility while leav-
ing cognitive impact underexplored.’
In multi-turn dialogue, a single confi-
dent response can anchor users, vivid
anecdotes can dominate base rates,
repeated agreement can reinforce ex-
pectations and misbeliefs, and even
neutral layout or ordering choices can

Jiqun Liu

introduce framing effects that alter
trust and preference.

The risk is not merely that conversa-
tional Al fails to mitigate these biases;
it is that systems can exploit them for
scalable behavioral manipulation,
which aligns with the unacceptable-
risk framing under the EU AI Act.? In
advertising, persuasion, and political
microtargeting, systems already op-
timize engagement by aligning with
predictable vulnerabilities.! As genera-
tive models become more adaptive and
personalized, subtle steering becomes

a See https://www.europarl.europa.eu.

easier to produce and more difficult
to detect.

The challenge, then, is not simply
higher factual accuracy. It is to build
conversational systems that recognize
how users actually reason through
heuristics that can be adaptive or dis-
torting depending on context, indi-
vidual differences, and system choices
(see the accompanying figure).

An emerging line of work, some-
times described as machine psychol-
ogy, studies how generative models
exhibit and interact with cognitive
shortcuts and how systems might sup-
port better reasoning rather than am-
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plify bias.® This motivates a research
pathway that connects design, evalu-
ation, and governance to reduce Al
harms and bias risks in practice.®

Why this becomes a research path-
way now? Bounded rationality has long
been studied, but its implications be-
come substantially more urgent with
large language models (LLMs) and
agentic conversational systems being
widely deployed. Unlike earlier infor-
mation systems, conversational AI can
adapt natural language turn by turn
and influence reasoning over longer
horizons, amplifying cumulative ef-
fects of framing, anchoring, and heu-
ristic reinforcement. During the next
decade, this makes cognitive impact a
first-order design concern rather than
a peripheral issue.

Designing for Heuristics,

Not Against Them

This work does not argue for a single
design solution. Instead, it highlights
recurring cognitive dynamics that de-
fine a broader research pathway for
conversational AI as heuristics unfold
across multi-turn interaction. Once
we recognize that people rely on heu-
ristics rather than mathematically ra-
tional utility calculation, the research
challenge is to understand how these
shortcuts behave when responses are
generated fluently, adaptively, and at
scale across varying tasks. What once
appeared as subtle laboratory effects
can accumulate across everyday ex-

changes, where small shifts in word-
ing, sequencing, and emphasis re-
shape judgments, comparisons, and
preferences.

According to Prospect Theory,’ peo-
ple evaluate outcomes relative to ref-
erence points and weigh losses more
than equal gains. In conversational
settings, reference points are often es-
tablished implicitly through language,
ordering, and tone, and early framings
can persist across turns. Over time,
path-dependent agreement can nar-
row exploration even without introduc-
ing factual errors.

The structure of option sets also re-
shapes outcomes. When comparisons
are generated on the fly, dominated
alternatives may appear and quietly
steer choices. For example, a student
asking an LLM for study resources
might see a free open textbook, a rea-
sonably priced course, and an over-
priced “platinum package” with little
added value; the decoy makes the paid
course look like the safe and balanced
choice. Similar dynamics arise with
anchoring, vivid anecdotes, authori-
tative tone, scarcity cues, and confir-
mation-seeking language, which can
co-occur and reinforce one another in
conversational information retrieval
and recommendation.’

These dynamics explain why sur-
face-level accuracy cannot be the only
standards for judging conversation-
al AL. A response may be correct yet
still entrench loss aversion, amplify

Challenge in user-Al conversation: System responds to the explicitly issued prompts, but

cannot detect underlying bounded rationality or support the implicit human heuristics

“under the water.”

User-Al Conversation

Prompts and Feedback
—

—

Bounded Rationality: e.g.
Time and Attention,
Heuristics, and
Vulnerabilities

Response

o &

Al Biases from Training;
Model Hallucination;
Manipulation Instructions
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overconfidence, or channel decisions
through hidden framing. The research
question shifts from whether an an-
swer is correct to whether an interac-
tion supports sound reasoning within
bounded cognitive limits: Does it
broaden perspectives, calibrate un-
certainty, and reduce vulnerability
rather than compound it? Because in-
teractions unfold turn by turn and are
context-dependent, this pathway calls
for design and evaluation centered on
cognitive impact in addition to quality-
focused effectiveness.

Detecting and Intervening

in Bias Risks

Conversations are where reasoning de-
velops between human and machine,
and also where it can quietly bend.
This pathway requires monitoring how
exchanges unfold and identifying sig-
nals of bias risk: narrow framing, un-
balanced emphasis on benefits versus
costs, overconfident claims without
uncertainty, comparisons that hide
baselines or include redundant op-
tions, and rapid user acceptance with-
out examining evidence. Such signals
suggest measurable features that fu-
ture systems could track, including
viewpoint diversity via source entropy,*
calibration failures in expressed prob-
abilities,?® and turn-level traces that en-
able later audit.® Additional behavioral
and physiological signals may help
in some settings, but generalizable,
privacy-aware signals remain a core re-
search challenge.

Once signals are detected, sys-
tems could explore lightweight in-
terventions before presenting a final
response: surfacing a clear baseline,
framing outcomes symmetrically in
gain and loss terms, and represent-
ing uncertainty as ranges rather than
single numbers.? Retrieval can supply
base rates and counterexamples.? A
dominance check can flag or remove
decoys, and an anchoring guard can
introduce a second estimate after
baselines are shown so the first num-
ber does not dominate judgment.'
These interventions can be imple-
mented through structured outputs,
function calls, and lightweight critics
that review drafts before answers are
returned.’

Illustrative scenarios can clarify the
goal. In health advice, a vivid patient



story presented first can dominate
evidence from clinical trials; pairing
anecdotes with prevalence rates can
rebalance judgment. In e-commerce,
a high-priced decoy can make a mid-
range product appear reasonable; de-
tecting and labeling dominated op-
tions reduces hidden steering. Similar
failures can arise in legal guidance and
news summarization through redun-
dant options, problematic framing, or
anchoring order. These cases show how
heuristics can turn from shortcuts into
vulnerabilities and why small interven-
tions may keep conversations more bal-
anced under bounded rationality.

Evaluation also has to evolve. Ac-
curacy and topical relevance remain
necessary but are no longer sufficient.
Systems should be tested on whether
interactions improve calibration after
uncertainty is shown,® broaden per-
spectives, and reduce susceptibility to
dominated options and decoys.® Sce-
nario sets that vary framing, priors,
and time pressure can stress test in-
terventions, while online experiments
can compare policies through stability
of choices and reduced repeat queries.’
Counterfactual logging and interleav-
ing can evaluate alternative baselines
safely, and tuning can incorporate
penalties when high-risk turns pass
without intervention.®’

Open challenges. Detecting cogni-
tive vulnerability in real time is subtle,
context-dependent, and heteroge-
neous across users and domains. In-
terventions must balance effectiveness
with intrusiveness, since excessive
safeguards may increase cognitive
loads and reduce trust or usability. In-
tegrating detection, intervention, eval-
uation, and governance into a coherent
conversational pipeline raises unre-
solved questions about transparency
and generalizability. These challenges
are central to the research pathway
rather than solved engineering tasks.

From Principles to Practice

Turning these ideas into practice does
not require reinventing conversa-
tional AI, but it does require refram-
ing priorities. Many building blocks
exist, yet their effective integration
and evaluation remain open research
problems. Function calls, structured
outputs, and long-context modeling
can support baseline surfacing and

]
Turning these ideas
into practice does not
require reinventing
conversational Al,

but it does require
reframing priorities.

uncertainty representation; retrieval-
augmented generation and reasoning
can supply diverse perspectives with
grounded sources;* and lightweight
critics can flag missing baselines or
overconfident tone.” Recent model
developments make these capabili-
ties increasingly feasible, but feasibil-
ity alone does not guarantee cognitive
benefit and safety.”

Open research questions and road-
map. This pathway suggests several ac-
tionable questions: How can systems
detect moments of cognitive vulner-
ability reliably across tasks and popu-
lations? Which interventions, such as
contrastive framing, baseline surfac-
ing, or uncertainty representation,
work best under different heuristics
and contexts? How should success be
evaluated beyond accuracy, especially
in calibration, stability of judgment,
and resistance to manipulation? What
governance mechanisms and audit
trails are needed to make such systems
accountable at scale?

Evaluation can be reframed around
these goals. Instead of asking only
whether an answer is correct, we can
ask whether interaction improves cali-
bration, reduces anchoring, and broad-
ens perspectives.>® Scenario sets that
vary framing, priors, and time pressure
can test robustness, while online exper-
iments can compare policies through
stability of choices and reduced sus-
ceptibility to decoys.” Over time, such
measures can complement accuracy
and latency with benchmarks for deci-
sion quality and cognitive robustness.

Practical safeguards also depend

b See OpenAl, Introducing 03 and o4-mini;
https://openai.com/index/introducing-03-
and-o4-mini/.
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on governance and transparency. Cog-
nitive-impact reviews can become part
of release practice alongside privacy
and security checks. Policy and model
cards can disclose guardrail scope and
known limitations, while audit trails
can log which options were shown,
what baselines were included, and
which interventions were triggered.®
Practical audit trails can include re-
trieval queries, ranking choices, cited
spans, and the system’s internal plan
behind high-stakes answers.c Such
documentation may feel burdensome,
but it enables reproducible traceability
for accountability.

Taken together, these directions
outline a credible and timely research
pathway for building conversational AI
systems and evaluation pipelines that
work with bounded human minds,
support robust reasoning, and reduce
the risk of hidden harm and cognitive
behavioral manipulation.

¢ See Anthropic Docs, Computer use tool;
https://docs.anthropic.com/en/docs/agents-
and-tools/tool-use/computer-usetool.
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The Multimodal Agent
Interfaces Paradigm Shift

How the movement toward multimodal agent interfaces
will fundamentally transform user interactions with digital systems.

MAGINE A WORLD where your

devices understand your nat-

ural communication—both

what you do and what you

mean. Most interface innova-
tion up to now has been about what
you do. Early graphical user interfaces
(GUIs) made computing more intuitive
via tool-oriented direct manipulation
and WYSIWYG (“What You See Is What
You Get”), but still relied on users to
translate their goals into specific com-
mands, as with earlier command line
interfaces (CLIs). This gap is “the gulf
of execution” in the parlance of Don
Norman.® While GUIs combine output
modalities like text, sound, and graph-
ics, their input interaction model re-
mains rooted in discrete commands
and direct manipulation.

Al is rapidly increasing computers’
ability to better understand what you
do, creating a world where you can also
communicate with technology explic-
itly using additional input modalities
such as voice (for example, “What will
the weather be today?”) or touch ges-
ture, or implicitly by what or where you
are doing something in the physical
world (for example, Apple Maps sug-
gesting where you might want to go
next based on where you currently are
and what is next in your calendar).

Al is also changing the paradigm
of interfaces to one that understands
what you mean at a higher level of ab-
straction through more natural com-
munication (for example, “make the
colors in this slide deck more vibrant”).

Now, with these new capabilities we
can have what we could call WIN-WIN
(“What I Need When I Need”) interfac-
es, with Al stepping in at the right time
to understand our intent, enabling
more expressive, natural interactions
and correspondingly powerful new
functionality.

Imagine an educational platform
that uses Al to personalize a learning
interface to a student’s needs. It ana-
lyzes their facial expressions (detecting
confusion or engagement—but only
after consent by the student and their
parents), their intonation (identifying
hesitation or confidence), their inter-
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action and learning patterns (under-
standing their existing mastery, pace,
and preferences), along with what they
ask for, verbally or with the keyboard,
to adjust the learning content, pace,
and modalities in real time. Like a
good teacher, a learning multimodal
agent will know when to give encour-
agement and when to let the student
productively struggle with material.
This is the promise of multimodal
agent interfaces (MAIs)—a paradigm
shift that puts intentions and natural
communication at the center of de-
sign. Multimodal agent interfaces are
intent-centered systems that allow us-
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ers to fluidly express their needs using
multiple modalities in substitution or
simultaneously across devices, com-
municate output and disambiguate
input similarly across multiple mo-
dalities and devices, and anticipate
user needs based on past interactions.
This interaction evolution is fueled
by the convergence of powerful AI,
ubiquitous connectivity, and increas-
ingly sophisticated devices, enabling
technology to adapt to our natural
communication.

Past Ul Paradigm Shifts

A paradigm shift in user interfaces sig-
nifies a fundamental change in how
users interact with computers. Com-
mand line interfaces (CLIs) brought
real-time user input and output to
time-sharing systems and then to mi-
crocomputers. The personal computer
introduced the mouse and keyboard
and GUIs to a broad audience, en-
abling direct manipulation of digital
objects. Mobile interfaces extended
GUIs and included basic multimodal-
ity, adding new layers of mobility and
immediacy. For example, the iPhone
touchscreen went beyond the limits of
pen-based tablets of the time by using
“the best pointing device in the world”
(the finger) and a dynamic on-screen
keyboard to access the entire Inter-
net through a standard web browser.
Something happening in each of those
shifts is an increase in the bhandwidth
of communication between the user
and the computer—the amount of in-
formation that can be transmitted per
unit of time.

This evolution continues with MAIs,
which increase the bandwidth further
by centering the interaction on user
intent rather than a specific command
or direct manipulation. This increased
syntactic bandwidth (for example, an
image with a large amount of data)
and semantic bandwidth (for example,
a high-level written or spoken prompt
specifying the user’s intent) supports
more natural communication, allow-
ing the user and their goals to increas-
ingly be understood by the computer
in the same way they might be under-
stood by another person, reducing the
gulf of execution. The transition from
GUIs to MAIs is thus a shift in focus
from mastering physical manipulation
to expressing conceptual intent.

ey
A paradigm shift

in user interfaces
signifies a
fundamental change
in how users interact
with computers.

However, for a “pointing” task, an
AI chat interface such as ChatGPT or
Gemini might be lower bandwidth
than a finger on an iPad if describing
the location is difficult (for example,
“the left, lower corner of the red rect-
angle”). This illustrates the impor-
tance of multimodal interfaces that
allow users to use the best modality,
in this case direct manipulation, for
the task they are trying to achieve. But
higher level or more complex tasks that
can be more easily described using
language (for example, “move all the
larger red boxes on the first 10 slides
left by 5 pixels”) will often offer higher
communication bandwidth.

The Al Paradigm Shift Underway
After ChatGPT was introduced in No-
vember 2022, the world saw the power
of large language models and their
ability to interact in a natural, con-
versational manner. This sparked a
wave—rather, a tsunami—of innova-
tion in the field of AI, with new models
and applications advancing rapidly.
Let’s take ChatGPT Voice Mode and
Gemini Live, for example. They provide
sophisticated interaction including
streaming camera and voice input, al-
lowing users to converse with the AI
model using spoken language and real-
time video of their current context,
making the interaction feel more fluid.
Even more prevalent is the ability
to express intent with typed natural
language prompts, which is already
becoming a central interaction mode.
Code generation tools like GitHub Co-
pilot and Cursor, for example, can help
developers write code more efficiently
by suggesting code snippets, identify-
ing potential errors, and even generat-
ing entire functions based on natural
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language descriptions. “Vibe coding”
takes this one step further with non-
programmers creating entire applica-
tions based on a specification written
in a series of prompts.® How does that
change the way we need to think about
design processes?

These advancements, happening
across Al applications simultaneously,
are increasing the overall bandwidth
of communication between humans
and computers. These new interfaces
are a major step toward intent-based
interactions.*

History of the Multimodal

Agent Interfaces Paradigm

The core components or primitives of
MAIs—agents, multimodal input/out-
put, and contextual interaction—all
have long histories and all have been
making rapid advances recently.

Agents. The concept of software
agents® gained prominence in the
1990s as part of Al research, with early
examples such as Apple’s 1987 Knowl-
edge Navigator concept video and Mi-
crosoft’s Clippy 10 years later. These
agents were designed to assist users
by performing tasks autonomously
or semi-autonomously, a vision in-
spired by Alan Turing’s 1950 work on
machine intelligence and John Mc-
Carthy’s idea of programs reasoning
about goals.” The field advanced sig-
nificantly with the rise of machine
learning. Today’s agents demonstrate
capabilities in reasoning, context-
awareness, and adaptive personaliza-
tion, moving us toward Al collabora-
tion with users.

Multimodal interfaces. Multimodal
interfaces, which integrate multiple
input methods (for example, speech,
gesture, and touch) and, often, mul-
tiple outputs (for example, audio and
graphics), began gaining traction in
the research community in the late

a Note that we use the term “software agent” in
amore specific and interactive way than the
more general definition of software agent as
“a computer program that acts for a user or
another program in a relationship of agency”
(see https://en.wikipedia.org/wiki/Software_
agent). In our usage, a user communicates
with an agent about what they want and the
agent carries it out for or with the user and
communicates the result. The multimodal
interface is the communication part between
the user and the agent for both the input and
output portions of that interaction.
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1980s and early 1990s. The seminal
work “Put That There” by Bolt and
colleagues introduced the concept of
combining speech and gesture for in-
teraction in interactive environments.'
This research laid the foundation
for systems that could interpret mul-
tiple modalities. The development of
deep learning models, such as CLIP
(OpenAI) and Flamingo (DeepMind),
has enabled modern multimodal
systems to process and align diverse
input types simultaneously, leading to
breakthroughs in advanced conversa-
tional agents.

Contextual interaction. The idea of
contextual interaction, where systems
adapt based on environmental and
user context, traces back to the 1990s
with Mark Weiser’s famous vision of
ubiquitous computing.” Weiser pro-
posed that computers should “weave
themselves into the fabric of every-
day life” by becoming aware of their
surroundings and users’ needs. Re-
cent advancements in deep learning
and sensor fusion, seen in devices
like smartwatches, allow systems to
infer simple forms of user intent and
adapt dynamically. Contextual inter-
action will play a central role in future
multimodal agent interfaces, bring-
ing together implicit and explicit user
inputs.

The Rising Multimodal Agent
Interfaces Paradigm
Imagine a context-aware fitness track-
er that is more akin to a coach: this
fitness tracker goes beyond simply
counting steps or recording a run. It
integrates data from your wearable
sensors (heart rate and activity lev-
els), your smartphone’s GPS (location
and terrain), the current weather, your
long-term goals and the barriers to ex-
ercising you've expressed previously,
and even your voice input (“I'm feeling
tired”) to provide real-time feedback
and adjust your workout plan dynami-
cally. Just like a professional coach, it
might suggest taking a break, chang-
ing your route, trying a different exer-
cise based on your current context, or
pushing you to continue what you have
started.

This new era raises several pro-
found questions:

» How do we design MAIs that are
both powerful and intuitive, capable of

ey
The multimodal
agent interfaces
paradigm shift is
worth paying close
attention to.

understanding our intentions in com-
plex, ever-changing environments?

» How do we successfully infer in-
tent by fusing the explicit interactions
of users (for example, multimodal in-
puts) with their implicit interactions
(for example, the user’s current con-
text, history of use, and knowledge)?

» How do we ensure these MAIs re-
main trustworthy and transparent,
addressing both the potentially widen-
ing gulf of execution® and the new pro-
cess gulf’ that emerges from autono-
mous, proactive, intelligent systems?

The framework this suggests is that
interactions can be powered by both
explicit and implicit input from us-
ers, or often, combinations thereof.
With Al-driven interaction moving be-
yond simple task completion to more
contextual understanding and proac-
tive assistance, the answer to these
questions lies in multimodal agent
interfaces that seamlessly facilitate
anytime, anywhere interaction. A still
open and important research question
for these user interfaces that adapt on
their own is how to make the adapta-
tions predictable so that users are
able to find the functionality they are
looking for.

The key shift is from reactive in-
terfaces that present fixed options to
proactive ones that actively help solve
problems and suggest approaches col-
laboratively. But this raises important
questions about user agency and the
balance between automation, user
control, predictability, and privacy.
Current trends suggest we are moving
toward a hybrid model where AI han-
dles routine tasks while leaving strate-
gic decisions and creative direction to
humans, though the right balance in
different domains and with different
user populations will require research
exploring and evaluating these trad-
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eoffs, including the critical impact on
accessibility for diverse populations.

Conclusion

The multimodal agent interfaces para-
digm shift is worth paying close at-
tention to. This evolution represents a
fundamental change in HCI, shifting
the core interaction model from mas-
tering commands and physical manip-
ulation to expressing conceptual in-
tent. As Al enables us to finally narrow
the long-standing gulf of execution, it
creates new possibilities for more nat-
ural and expressive interaction. How-
ever, this transformation introduces
critical challenges that future research
must address, namely, how to design
systems that maintain trust, transpar-
ency, and user agency, while avoiding a
new process gulf and ensuring accessi-
bility for all populations. Just as busi-
nesses that clung to text-based inter-
faces became obsolete, organizations
that ignore this shift risk falling be-
hind as users increasingly expect more
intelligent, responsive, and natural
ways of interacting with computing.
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Jeanna Matthews

Opinion

ACM as a Professional Society:
The ACM Volunteer Database

Expanding ACM’s Volunteer Database could help members
better document their varied volunteer service to the organization.

HAVE BEEN CO-CHAIR of the
Communications Opinion sec-
tion for more than four years.
As I write this, Chiara Renso
and I are transferring this role
to new leadership: Vivek Sarkar is tak-
ing the reins. In our time as co-chairs,
Iam told that the Opinion section has
grown to receive more submissions
than the entire magazine did before
we started. Itwas a big job, but we have
loved serving, especially together.

When 1 first started, I wrote the
Opinion piece “Embracing Critical
Voices” to express what I hoped to ac-
complish. As I wrap up my responsi-
bilities as co-chair, I am writing a se-
ries of columns expressing my hopes
for ACM as a professional society,
informed not only by my role here in
Communications, but as co-chair of
the Global Technology Policy Council,
former chair of the SIG Governance
Board, and one of the longest-serving
members of ACM Council.

As Communications Editor-in-Chief
Jim Larus expressed in the recent
Opinion piece “Wither ACM? Publish
and Perish?,” ACM seems to vacillate
between being a publisher and a pro-
fessional society. Over the years, in the
context of arguing for Open Access, I
have repeatedly argued that “When-
ever there is a conflict between being
a publisher and a professional society,
ACM should be a professional society
every day and twice on Sunday.” Why?
Very simply, every good thing ACM has
to offer the world is the direct result of

authors, volunteers, and community
members. The staff and volunteers in
ACM publishing serve ACM members
in key ways, amplifying their influence,
highlighting their contributions; but to
ever be a publisher in opposition to the
will of members would be to choke the
only true source of value ACM brings.

I agree with Larus that it is “time
for ACM members to debate what kind
of organization ACM should be and
how to remake it into the society they
want to belong to.” I hope to spark
conversation around specific ideas
and recommendations for change.
Many of my recommendations boil

down to simple principles—do not
surprise members, involve members
substantively in the big decisions
facing ACM, create processes that re-
spond to member requests, and help
members organize around areas of
shared concern.

In this first column, I would like to
talk about publicly celebrating mem-
bers’ volunteer service in an expanded
Volunteer DB.

In June 2022, as a member of ACM
Council, I suggested that ACM create
a Volunteer Database to connect vol-
unteer leaders with other people who
have served in the same roles. The
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original goal was to increase the con-
tinuity of volunteer leadership. With-
out this, one generation of volunteer
leadership may push for change; then,
the next generation comes in fresh
without awareness of this history and
starts from ground zero to discover
the problems for themselves and push
for similar change. With volunteer
leadership terms relatively short, it is
possible that no generation accom-
plishes the changes. Former Commu-
nications Editor-in-Chief and colum-
nist Moshe Vardi discussed some of
these concerns in his Opinion article,
“The Agency Trilemma and ACM.”

I am happy to say that the existing
Volunteer DB has already made it eas-
ier for volunteers to sustain the push
for key community initiatives such as
the transition to Open Access, but it
could be so much more. The current
Volunteer Database contains only a
small subset of ACM volunteers, and
many important roles are missing.

The ACM Digital Library is a com-
prehensive record of author contribu-
tions and similarly, the Volunteer DB
could be a comprehensive record of vol-

I
The existing
Volunteer DB has
already made it
easier for volunteers
to sustain the push
for key community
initiatives such as
the transition to Open
Access, but it could
be so much more.

unteer service. It could provide an au-
thoritative source members could use
to document their professional service
to share in the context of searching for
a job or documenting impact for ten-
ure, immigration, or other purposes.
Have you volunteered for ACM as a
reviewer, distinguished speaker, pro-
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gram committee member, program
chair, general chair, editor? Look
yourself up in the Volunteer Database.
Is your record complete and accurate?
I'd love to know. If yes, great! If not,
one way for ACM to serve members
well as a professional society would be
to receive reports of missing service
and work diligently to improve the
database. In time, the Volunteer DB
could remind you of roles you forgot
rather than the other way around.
There may be problems document-
ing historical service with sufficient
evidence to confidently add a record.
That is understandable, but going for-
ward ACM could keep better records
documenting and celebrating the var-
ied volunteer service of its members,
helping members document and brag
about their important work.

Jeanna Matthews (jnm@clarkson.edu) is a professor of
computer science at Clarkson University, Potsdam, NY,
USA.
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Opinion

Everything Everywhere
All-Pervasive
Augmented Reality

Designing for and with people:

A proposal for a pervasive augmented reality civics space.

VERYDAY COMPUTING TECH-

NoLoGy has made its way

from the office desk (PC), to

the café (laptop), the pocket

of your clothing (smart-
phone), and finally to your wrist
(smartwatch). Your eyes and ears are
next in line with smart glasses. Smart
glasses are worn like ordinary sun-
glasses or prescription glasses and
“see, hear, and locate” your environ-
ment to augment it with text, video,
and 3D models, for example. No lon-
ger the province of research labs only,
Big Tech companies such as Google,
Microsoft, Meta, Snap, and Apple are
now all working on this increasingly
popular technology. So, there just
might be something to this particular
development.

When you are wearing such smart
glasses all the time, we call this per-
vasive augmented reality (AR). Those
pervasive AR glasses will always be on,
will augment what you see and hear,
will respond to the context and your
voice and gestures, and, combined
with AL will take care of any apps to be
operated. Pervasive AR will constantly
and continuously provide you with in-
formation at the right place and the
right time.? Since the glasses are right
in front of your eyes and near your ears,
there is no longer a need for a smart-
phone to be pulled out of your pocket
or a smartwatch to be looked at.

So, what could pervasive AR be use-
ful for? There is the promise of a para-
digm shift in how we will communi-
cate, collaborate, work, play, educate,
learn, entertain ourselves, and see
the world. With this always-on and al-
ways-there technology we might make
decisions faster and more accurately
and explore the world while having all
the information we need, accessible
without effort.

Pervasive AR can be a social bonus,

.

A

as you can more quickly start conver-
sations between you and people you
do not know so well. For instance, we
have almost all been in a situation of
talking to a person we have met be-
fore but have forgotten their name.
With the latest developments, your
pervasive AR glasses will subtly over-
lay that name into your view.
However, the introduction of per-
vasive AR often comes with unde-
sired consequences, in areas such as

OCTOBER 2026 | VOL.69 | NO.10 | COMMUNICATIONS OF THE ACM 43


https://doi.org/10.1145/3797913

opinion

privacy, commercial exploitation, dis-
tractions, digital inequalities, and in
judging what is true and right.! Perva-
sive AR will subject its users to a con-
stant feed of tailored augmentations,
of which the sources are unverified,
and the access is user specific. This
ability of displaying context- and user-
specific content is enabled by cam-
eras, microphones, and other sensors
on pervasive AR glasses capturing the
world around its users continuously
and often intrusively. The overlaid
digital information, being within the
wearer’s field of view, needs to be fil-
tered to avoid information overload
and health and safety issues, and the
information provided needs to be
trusted and not manipulated. To date,
little is known about such perceptual
effects and ethical consequences.

So, what is fundamentally differ-
entwhen it comes to ethical questions
with pervasive AR compared to other
emerging technologies? Regardless of
the specific glasses and their applica-
tions, pervasive AR will alter the way
its users see the world. In-place, in-
time information will be brought to
the user, unprompted, without being
incited by the user.? This also carries
the risk of distorting reality percep-
tion in a subtle and unprecedented
way. Existing research has often dis-
cussed how prolonged AR use can blur

Combining augmented reality with a

the distinction between reality and
augmentations, leading to users being
misled. Furthermore, continuously
wearing AR eyeglasses will potentially
lead to health and safety issues not
seen with other technologies, such as
increased cognitive load, fatigue, eye
strain, and potential physical harm
from manipulated augmentations.®
In addition, we already see software
applications running on AR glasses
for law-enforcement agencies, which
demonstrate new issues surrounding
privacy and dignity that will certainly
develop when those glasses become
commonplace and pervasive. Those
ethical examples present a need to
look more closely at pervasive AR.

Anticipated implications of the
so-called metaverse will also impact
pervasive AR, such as users being un-
willingly subjected to corporate-man-
dated content. Similarly, pervasive AR
further exacerbates the already prob-
lematic situation of existing racial
and sexist biases due to lack of inclu-
sivity in the development of technolo-
gies. This includes research that has
specifically focused on identifying
social implications of everyday use of
AR, often exploring themes of privacy
concerns,’ commonly stemming from
the always-on nature of cameras.

Our research uses the power of
empirical studies with guiding ques-

intelligence as an everyday reality.
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tions® for ethical impact assessment
of pervasive AR. We can anticipate
future real-world use through tech-
nology probes, that is, tangible imple-
mentations of potential pervasive AR
systems, and empirically test them
with people in selected scenarios
such as socializing in public.” Hence,
we can receive intuitive feedback from
the public instead of relying purely on
the opinions of the designers and en-
gineers of such technology. A reoccur-
ring theme is the issue of asymmetry
in the future use of pervasive AR—the
divide between the technology haves
and have-nots. We have explored this
asymmetry in terms of how pervasive
AR can transform public settings by
augmenting not only the space,®’ but,
also those sharing the space by show-
ing pervasive AR eyeglass wearers
information about their bystanders.
Asymmetry is multifaceted and rais-
es the questions of who will be able
to afford these eyeglasses and who
gets which information? Who is con-
trolling the information? Are there
new kinds of power imbalance that
will potentially develop here? Are we
willing to leave this level of decision
making to the Big Tech companies,
or should we all try to actively shape
the future of pervasive AR? Here, we
strongly propose the latter choice.

One of the fundamental questions
arising is whether realities of alterna-
tive facts will be promoted through the
use of pervasive AR. As David Chalm-
ers in his Reality+ book provokes: Will
there be an “Apple Reality, Facebook
Reality, and Google Reality”? Recent-
ly, Meta released its latest iteration of
AR glasses, in collaboration with Ray-
Ban. These devices exacerbate privacy
concerns, as subtle, spectacle-like AR
devices with always-on cameras are
increasingly thrust upon societies.**
However, itis not only Meta; Samsung,
Apple, Google, Snap, and Alibaba have
enthusiastically announced their
devices will be the new future. That
makes one wonder about Chalmers’
proposition on the emergence of de-
veloper-driven technologies: Are the
users at the mercy of the developers?
After all, shouldn’t users’ concerns
count for more than another pixel up-
grade or another boost to a company’s
bottom line?

The million-dollar question is how
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to ethically shape the future of perva-
sive AR. Moshe Y. Vardi® has, on mul-
tiple occasions, argued that technol-
ogy should serve humanity, that Big
Tech is becoming too powerful and
its power must be curtailed, and that
its business models are unethical and
must be regulated, finally asking the
question of whether it is even outright
unethical to work for Big Tech.

As a way out of this ongoing dilem-
ma, we propose a co-responsibility
model where computing profes-
sionals adopt a position of support-
ing the public good and genuinely
co-designing pervasive AR. Such a
model allows computing profession-
als to participate in the future-shap-
ing process without having to either
shoulder the whole responsibility for
all ramifications or retreat to a posi-
tion of ethical neglect.

We propose what we call a per-
vasive AR civics space: a participa-
tory platform to design pervasive
AR technology with and for people,
potentially leading to high usability
and utility, transparency, and mean-
ingful regulation. We have seen how
participatory design in the 1970s
and 1980s shifted the balance of
power between workers and manag-
ers by advocating for workers having
the ability to influence the design
of the computer systems they were
expected to use. The foundations of
participatory design were, and still
remain, greatly political, supporting
the empowerment of vulnerable and
marginalized groups, and rooted in
democratic values; the right of people
to co-determine and be active agents
of their living conditions. Within
this frame, a participatory decision
space would leverage principles and
practices from digital civics® and
networked participatory publics to
advocate for pervasive AR users to
be able to influence the design of, or
better control, their immersion at ev-
ery layer of manipulation. This space
should be used to rethink existing
divides between the haves and have-
nots, between technology providers
and users, and between regulators
and citizens to enter into a construc-
tive dialogue about the future of this
potentially omnipresent and trans-
formative technology.

However, given pervasive AR is

ey
The million-dollar
question is how

to ethically shape

the future of
pervasive AR.

already in place as part of our socio-
technical infrastructure, and ‘pub-
lics’ are heterogeneous and in con-
flict, this is not an easy task. It may
require a participatory design strat-
egy, where practices and technologies
undergo change at the same time,
and therefore require continuous
alignment of actors’ conflicting in-
terests and matters of concern. The
exact methods to be used are still a
matter of debate, but there are ex-
isting approaches that can serve as
starting points or used in localized
contexts, such as Speculative Design
or the Living Labs concept that has
been successfully applied in contexts
such as rural health solutions, urban
tourism, and others to support co-de-
sign and open innovation. Whatever
the method, it will certainly require
a multi- and interdisciplinary ap-
proach, between technologists, de-
signers, social scientists, businesses,
regulators, and of course end users
and other stakeholders.

A truly participatory process can
be initiated, implemented, and main-
tained at any type and level of perva-
sive AR research, design, and develop-
ment. Itallowsleaders, line managers,
interface designers, software devel-
opers, and all other professionals
involved in decision making, big or
small, to influence the way we will
be surrounded by and see the world
through pervasive AR. Co-responsibil-
ity and initiative have to be developed
inside, with, as well as outside of Big
Tech. Based on our experience, moral
intuition and explicit morality of non-
experts and experts alike play a major
role here.

A civics space for pervasive AR with
computing professionalism at its core
can interrogate power relations and

opinion

changing hierarchies and at the same
time bring participative and dialogue-
based processes to the forefront of dis-
cussions about how such technologies
are developed, implemented, regu-
lated, and held accountable. We need
informed digital citizens to engage
with those processes to confidently
welcome pervasive AR to our everyday
lives—let’s shape smart glasses for a
smart future.
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An analysis of how Google migrated a
multibillion-line codebase from x86 to Arm.

BY ERIC CHRISTOPHER, KEVIN CROSSAN,

WOLFF DOBSON, CHRIS KENNELLY, CANNADA LEWIS, KUN LIN,
MARTIN MAAS, PARTHASARATHY RANGANATHAN,

EMMA RAPATI, AND BRIAN YANG

Instruction
Set
Migration at
Warehouse
Scale

MIGRATING LARGE CODEBASES to a new instruction set
architecture (ISA) is a major engineering challenge.
Examples include Apple’s migration from PowerPC to
x86 and later to Arm,’ as well as the adoption of Arm
by major hyperscalers (such as Amazon, Google, and
Microsoft). While there are anecdotal claims regarding
the complexity and efforts required"***® and several
historical records of such migrations,**-* to our
knowledge, there is no systematic analysis of what
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these ISA migrations entail today and
how they are impacted by modern
technologies, such as improved soft-
ware-engineering tools and AL In this
article, we perform such a systematic
analysis for the migration of a multi-
billion-line codebase from x86 to Arm
at Google.

When source code is available, as
is often the case via open source or
within large organizations, recompila-
tion is preferred over techniques such
as binary translation.* Contemporary
ISAs are generally well-supported in
upstream compilers, runtime librar-
ies, and the Linux kernel. As a result,
modern compilers mostly “just work”
for a new ISA, and previous ISA addi-
tions have smoothed the path to pack-
ages supporting cross-compilation by
default. For example, 98% of Debian
packages build for RISC-V, although it
only became an official Debian archi-
tecture in 2023.°

Perhaps surprisingly, this does
not mean ISA migration is no longer
a challenge in the presence of source
code. We find that modern ISA migra-
tion involves many usually simple, re-
petitive tasks, such as updating build
scripts or fixing floating-point issues.
In contrast to historical migrations,
the volume of simple changes is much
higher today. This creates challenges
but also presents opportunities for au-
tomation, including with AI. We focus
on three research questions:

1. What are the tasks involved in a
modern ISA migration?

2. Which tasks can be successfully
automated with conventional meth-
ods?

3. How can modern AI help automa-
tion, and what tasks remain challeng-
ing?

To answer these questions, we pro-
vide what we believe is a first-ever de-
tailed breakdown and taxonomy of
large-scale ISA migration tasks. Using
state-of-the-art LLMs, we analyze and

a This insight dates back to at least the 1990s,
as found in the work by Digital Equipment
Corp.," for OpenVMS VAX to Alpha from 1996.
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categorize a corpus of 38,156 commits
that constitute our real-world migra-
tion. We also quantitatively evaluate
the capability of current tools, includ-
ing AI models, to perform these tasks
automatically, systematically identi-
fying the strengths and weaknesses
of current automated tools and high-
lighting areas of future work and
improvement. We believe this work
highlights research opportunities for
the academic community and revis-
its longstanding assumptions around
ISA migrations.

Specifically, we contribute the fol-
lowing insights:

» The complexity of ISA migrations
involves a number of different tasks,
many related to rewriting build and
configuration files.

» Many of these tasks are highly au-
tomatable.

» Many of the tasks that are not au-
tomatable only need to be performed
once when going from a single ISA to
multiarch.

» Of the remaining tasks, many can
be performed by modern A, but some
challenges remain.

Background and Related Work
There are several reasons why orga-
nizations have performed large-scale
ISA migrations. First, many ISAs have
gone extinct over the years (e.g., Al-
pha, MIPS, SPARC, Itanium, VAX).
Second, the proliferation of Android
and i0OS apps drove many codebases
to be ported to Arm. Third, Apple
Macs went through successive migra-
tions from PowerPC to x86 to Arm. Fi-
nally, major cloud hyperscalers have
also been migrating large codebases
from x86 to Arm.

In this context, migration not only
refers to getting software to build on a
new architecture, but also to reaching
parity in terms of performance, securi-
ty, and stability. While ISA migrations
go back more than 30 to 40 years,*?33
modern migrations are vastly larger
and more dependency-heavy than
these historical examples. The most
closely related academic work falls into
two categories.

First, there is a significant amount
of work on static and dynamic binary
ISA translation** to address the long
tail of a software ecosystem. Such
systems are eventually deprecated

to avoid carrying forward technical
debt, as seen with Apple’s planned
phaseout of Rosetta.! In cloud com-
puting, where compute is commod-
itized, recompiling onto the new ISA
maximizes performance and efficien-
cy. We thus forewent binary transla-
tion altogether.

Second, there is extensive research
on automatically applying edits to
code, such as for performance optimi-
zation,* fixing security issues," or cor-
recting bugs.* As we will see, these are
common tasks that are part of a suc-
cessful ISA migration.

Google’s x86 to Arm Journey

We now analyze Google’s multiyear
effort to port a substantial portion of
Google’s server application ecosystem
from x86 to Arm, enabling simultane-
ous support for both. We start by de-
scribing Google’s environment and
provide a step-by-step analysis of our
ISA migration.

Google’s  software  ecosystem.
Google’s codebase is organized as a
monorepo containing billions of lines
of code.” Individual applications and
libraries reside in various directories.
These directories also contain meta-
data files, for example, to indicate code
owners or configure continuous inte-
gration (CI) testing.’® An overview fig-
ure of this internal ecosystem can be
found in Henderson et al.*®

Building with Bazel. Builds use Ba-
zel,® a highly configurable build sys-
tem. BUILD and bzl files describe how
binaries, libraries, and tests are built
from source files. Most code is cov-
ered by our primary CI system, “TAP”
[Test Automation Platform],**** which
gates releases similarly to GitHub Ac-
tions or GitLab CI. Bazel’s builds and
tests (including TAP) run on a shared
set of machines called Forge,*” which
provides a distributed build execution
and caching service. Forge’s scale and
cache enable Google to compile every-
thing needed for a binary from scratch
on every build, including fundamental
dependencies such as the Python in-
terpreter.

Creating releases with Blueprints.
Google distinguishes between com-
piled binaries and release packages
(internally referred to as “MPMs”
for the Midas Package Manager that
stores them globally).® These packages
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are bundles of binaries and static as-
sets ready to be deployed in Google’s
clusters, akin to Debian packages or
container images. Releases are defined
by “Blueprint” files, which serve as re-
lease configuration manifests (similar
to Helm charts or Kubernetes mani-
fests)* to specify dependencies, envi-
ronment settings, and build flags. An
automated continuous delivery system
called Rapid® consumes these mani-
fests, runs CI tests, and builds release
packages.

Multiarch support. Google’s fleet
has supported dozens of CPUs over the
years, and services run on machines
that can be as much as 10 years old.
During development, engineers can
configure builds and testing across
multiple architectures (e.g., Arm, K8,
Haswell) in their Blueprints. Multiple
architectures are also supported at
release time, producing multiarch
MPMs. Unless an owner adds specific
constraints, a job can be scheduled
on any machine with an architecture-
compatible MPM, and owners expect
to run on a mix of different kinds of
machines with different performance
profiles simultaneously.

Shifting down and large-scale changes.
Google has moved to a “shift down”
approach to development,' where de-
velopers only focus on one level of the
stack and other issues are abstracted
and/or automated for them. For ex-
ample, the CI pipelines (e.g., Bazel,
TAP, and Rapid) mean developers do
not generally need to worry about the
specifics of build systems or releas-
es. In addition, a healthy automated
testing culture means everyone can
change code throughout the monor-
epo without frequent breakages. This
enables large-scale changes (LSCs),**
monorepo-wide revisions that can
change code owned by many teams
over thousands of files at once. Low-
risk LSCs can be approved centrally
and submitted efficiently without ask-
ing individual teams. To manage code
edits across many reviewers, Google
has developed Rosie,* an automated
change-orchestration tool that allows
engineers to create a very large com-
mit and shard it into tens, hundreds,
or thousands of smaller commits split
up by the owner.

Life cycle of an ISA migration. Mi-
grating an individual package from



single-arch to multiarch support re-
quires several steps:

1. Test: Fix tests (and builds) that
break when run with the new ISA.

2. Set up multiarch CI: Modify the
corresponding Blueprint files to en-
sure no additional regressions are in-
troduced (often simultaneous with the
next step).

3. Configure releases: Modify Blue-
print files to make releases multiarch
by default.

4. Rollout new binaries: Run the mul-
tiarch packages on machines of the
new ISA and assess performance and
stability, addressing issues as needed.

5. Full production: Allow produc-
tion jobs to be scheduled freely on ma-
chines of the new ISA.

While these steps are the same for
all packages, the issues encountered
within each step vary widely across ap-
plications and throughout the differ-
ent phases of our ISA migration from
x86 to Arm. This often involves creat-
ing performance-optimized code for
the new platform, which can happen
in parallel to these steps. We observe
parallels to Uber’s reported porting
workflow.??

Phase 1: Large users. We started our
Arm migration with a small set of large
users, such as the Spanner,® BigQuery,*
and Bigtable’ big data systems. These
migrations were hands-on with a small
team and required weekly meetings
and tracking bugs. Once tests passed,
rollout was manual, with very care-
ful performance and load testing, and
gradual scheduling constraint removal
on a per-job basis. This first-phase work
was done, by and large, by people rath-
er than automation or AL

During this phase, a number of is-
sues in these workloads surfaced and
were addressed. Examples include:
x86-specific intrinsics; long double,
which differs between x86 and Arm,
with cross-platform equivalents; brit-
tle tests (e.g., due to exact floating-point
equality checks); x86-specific flags;
memory ordering issues hidden by
x86; out-of-memory errors, often due to
heap limits being tuned for x86; mul-
tiarch release packages exceeding the
capacity limits of our infrastructure;
unsupported dependencies, and load-
ing of unsupported dynamic libraries;
jobs not getting scheduled due to leg-
acy x86-only scheduling constraints,

Initially, teams
perceived porting
these mature
codebases to Arm
as a herculean
task fraught

with toolchain
difficulties.
However, as

we gained
experience, most
issues involved
simple changes,
many of themin
configuration files.
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such as requiring AVX2 instruction
support to target newer machines.

This list was surprising to the teams
involved. Initially, teams perceived
porting these mature codebases to
Arm as a herculean task fraught with
toolchain difficulties. However, as we
gained experience, most issues in-
volved simple changes, many of them
in configuration files. At the same
time, these changes were surprisingly
pervasive, as evident by the 38,156
commits generated.

Generally, we found that the modi-
fications required for software to
compile and run on Arm differ from
initial expectations. For example,
while a package might completely fail
to build initially, simple manual fixes
to a number of shared dependencies
often unblock many builds at once.
We also made a few (*10) systematic,
automated changes, such as steer-
ing nearly all applications away from
long double for numeric stability
across architectures.

Phase 2: Everybody else. To take
full advantage of Arm in datacenters,
migrating only the largest workloads
is insufficient. To maximize the use of
available capacity, the cluster scheduler
needs to be able to schedule workloads
flexibly across platforms, packing work-
loads large and small onto machines. If
only a small subset of services can run
on Arm, it will result in underutiliza-
tion of those machines. We note that
the distribution of workloads at Google
is very flat: Although our top 50 bina-
ries are very large, they only represent
260% of running compute.’® Address-
ing this long tail requires porting more
than 100,000 packages and billions of
lines of code. This makes the Phase 1
approach of working directly with cus-
tomer teams infeasible. In fact, even
just talking to each team would be pro-
hibitively expensive. The second phase
of the x86 to Arm migration therefore
focused on automating and scaling the
migration of these workloads, while
minimizing involvement from the
teams themselves. We found that ef-
fectively using Arm hardware did not
require porting all workloads. It is this
phase of Google’s x86 to Arm migra-
tion that we mostly focus on. So far,
we have ported about 60,000 packages,
accounting for around 75% of Google’s
server CPU cycles. In this phase, we
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ramped down engineers working on
individual tests or configurations, as
it was not scalable. Instead, we used a
range of human-operated conventional
automation tools for a large fraction
of commits. Toward the tail end of the
process, LLM-generated changes via
CogniPort began to emerge, though
our analysis in the next section almost
entirely focuses on the time before
then. We will now describe this phase
in more detail, as well as our automa-
tion process.

Analyzing an ISA Migration

To fully understand what is involved in
an ISA migration, we now analyze the
full range of tasks involved in Google’s
x86 to Arm migration (Research Ques-
tion 1). As a monorepo, any change—
be it to code, configurations, or docu-
mentation—is tracked as a commit in
our repository’s history. Further, rel-
evant commits marked with a keyword
indicated they were part of this migra-
tion, allowing us to extract them after
the fact. We thus identified a relevant
set of 38,156 commits. The contents of
the changes included code and fixes
written almost entirely by humans and
conventional (non-AI) automated mi-
gration tools, using large-scale changes.
The vast majority of the dataset pre-
dates the rise of agentic coding tools.

Analyzing these commits manu-
ally would have been cost-prohibitive.
Instead, we used a variant of Gemini
2.5 Flash®® (the latest model available
at the time) to analyze these commits
at scale:

1. We passed the commit messages
and code diffs into the LLM’s 1M to-
ken context window in groups of 100
at a time, and picked 20 categories for
each batch.

2. We passed all =400 x 20 catego-
ries into the context window and asked
Gemini to consolidate them into 50.

3. We adjusted the model outputs
by hand for a final list of 16 categories
(Figure 1).°

b The descriptions in Figure 1 are almost
entirely the model’s output, with some
minimal edits. Note that the model chose to
mention alignment; on Google’s Arm servers,
unaligned access results in a fault because the
SCTLR _ ELx.Abitis set to 1. This typically
happened when memory allocated on the
stack was declared as an array of char, but
actually stored a struct.

Code-related
changes only
account for 1% of
commits and less
than 4% of lines
of code, refuting
the conventional
wisdom that

code translation
accounts for most
of an ISA migration.
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4. We ran Gemini again to apply la-
bels to all of the commits, sorting them
into these 16 categories (as well as an
additional “Uncategorized“ category
for outliers, to improve stability). Fig-
ure 2 shows examples of each category.

At 38,156 commits, it is impracti-
cal to verify that every categorization
is correct. We have examined ~100
exemplars, and they appear correctly
categorized.

Commits fall into four overarching
groups: code changes, test changes,
build and configuration files, and sup-
porting processes and tools. In total,
our commits updated around 700K
lines of code (LoC). While the vast ma-
jority (84%) of commits are related to
updating build or configuration files
(Category 8), these commits account
for only 19% of lines of codes updated.
We also see a substantial number of
lines (17%) spent on migration tooling.
A large portion of this work is only re-
quired once and can be reused in fu-
ture ISA migrations.

Code-related changes (Categories
1-5) only account for 1% of commits
and less than 4% of lines of code, re-
futing the conventional wisdom?® that
code translation accounts for most of
an ISA migration. Later in this article,
we analyze how automatable these
commits are.

We also analyze the timeline of our
ISA migration (Figure 3). We observe
that at the start of the migration,
most commits were in tooling and
test adaptation, aligned with Phase
1. Over time, a larger fraction of com-
mits centered around code adapta-
tion, which can be seen as a phase
when there is still a need to update
code in common dependencies and
address common issues in code and
tests. Eventually, the fraction of these
kinds of commits declined, and in
the final phase of the process, almost
all commits are configuration files
and supporting processes. We also
observe that in this later phase, the
number of merged commits rapidly
increased, capturing the scale-up of
the migration.

Why so many configuration chang-
es? Automated and manual flag flips
enabled the Arm variant across tens
of thousands of projects with simple
releases. For projects with complex re-
lease testing or evaluation, reconfigur-



ing needed more hands-on (or agentic)
labor across multiple commits.
Finally, we want to understand
how these different categories of
commits differ from one another.
We observe that median commits in
most categories are less than 20 LoC,
with many single-line commits. How-
ever, we also observe very large indi-
vidual commits that change 10,000+
LoC and skew the averages. We man-
ually inspected these commits to un-
derstand their origin and found these
commits do not typically represent
more work since they are conceptu-
ally similar to large numbers of sim-
ple, one-line commits. Overall, there

are 19 commits that cumulatively ac-
count for 238,289 LoC (32.4%) of total
lines changed and that are trivial. Ex-
amples include:

» Remove a porting tool once it was
no longer used—57K LoC (Category 12)

» Update a list of microbenchmark
targets—23K LoC (Category 11)

» Add several very large test vectors
for a coverage tool—15K LoC (Cat-
egory 6)

In summary, we find most commits
related to migration are small; larger
commits often change very large lists
or configurations and are not inher-
ently complex. Finally, we observe that
some of the commits (particularly in
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“Supporting Processes and Tools”)
could likely be reused in a subsequent
multiarch migration.

Automating ISA Migrations

Now that we have established the tasks
that are part of an ISA migration, we
can explore how automatable each of
these tasks is (Research Question 2)
and how novel automation approaches
can facilitate them.

ISA migration automation at
Google. We already employ a number
of (non-Al) automation tools at Google
today, which automated a large portion
of the ISA migration process (83.82% of
commits and 14.15% of LoCs).

Figure 1. Categories of commits in Google’s x86 to Arm migration. LoC per commit shows median, fifth, and 95" percentile. Automation

shows the fraction of commits/LoC generated using large-scale changes.

Change Category and Description

Commits Total LoC LoC per Commit Automation

1. Platform-Specific Conditional Code: Introducing or modifying code blocks that are conditionally

236

compiled or executed (e.g., using #ifdef_aarch64_, runtime CPU feature checks). Examples: Different

syscall usage, platform-specific API calls.

16,235 9 [1, 330] 22%/28%

2. Intrinsic and Assembly Code Porting: Replacing or providing alternative for x86-specific intrinsics T4
(e.g., SSE, AVX) with Arm equivalents (NEON), or rewriting assembly language sections.

4,454 10 [1, 209] 1%/0%

3. Data Representation and Alignment Fixes: Modifying code to handle issues arising from 38
differences in data type sizes or alignment requirements between x86 and Arm.

2,574 9 [1,324] 0%/0%

4, Memory Model and Concurrency Adjustments: Fixing code that makes assumptions about 12
memory ordering, atomicity, or thread synchronization behavior that differ on Arm.

49 2[2,12] 0%/0%

5. Performance-Driven Code Optimization for Arm: Refactoring algorithm or code patterns 18
specifically to improve execution speed, reduce latency, or improve efficiency on Arm

2,080 13 [4, 337] 0%/0%

microarchitectures. This is beyond basic correctness.

6. TestLogic, Data, and Assertion Modification: Changing the test code itself, updating golden files, 276 3%/1%
or adjusting test assertions to be compatible with Arm, reflecting valid behavioral differences rather

than bugs.

37,052 5 [1, 147]

7. Test Execution Environment and Scope: Configuring which tests run on Arm, adjusting test 53%/8%

timeouts, memory/CPU limits, and sandboxing; excluding tests not suitable for Arm.

1,303 13,783 1[1,37]

8. Build, Packaging, and CI/CD Configuration: Changes to BUILD files, Bazel settings, genmpm 95%/63%
rules, Blueprints, TAP, and release platform configs to support multi-architecture builds, testing, and

releases.

32,204 139,611 1(1,9]

9. Borg and Runtime Environment Configuration: Modifying Borg configurations, allowlists, 757 26,581 1%/0%

admission control, resource allocation within jobs, and service enablement for running on Arm in non-
prod and production.

10 [1, 136]

10. Infrastructure Resource Management and Provisioning: Managing quota, dedicated machines, 381 1%/0%
security policies, storage, network, and scaling for the Arm migration. Includes cluster state

management and kernel/platform rollouts.

82359 8[1,163]

11. Monitoring, Alerting, and Performance Analysis: Setting up dashboards, alerts, collecting 645 0%/0%

metrics, analyzing performance benchmarks, and classifying errors for the Arm migration.

115,343 16 [1, 525]

12. Migration Tooling and Automation Development: Creating and enhancing scripts, tools, and 644 125,536 2%/1%

automation to assist with any stage of the Arm migration.

29 [1, 808]

13. Documentation and Knowledge Management: Creating and updating guides, best practices, and 369 24,115 13 [1, 260] 0%/0%

debugging information.

14. Rollbacks and Cleanup: Reverting changes and removing obsolete code, configurations, or data 58%/5%

from the migration process.

163,042 2 [1, 200]

15. Specialized Service Configuration: Platform-specific adaptations for databases, experiment 119 22,501 7[1,747] 3%/0%

frameworks, or other unique services.

16. Release Qualification and Validation: Defining and implementing processes to ensure multi- 123 8,178 14 [1, 284] 5%/2%

architecture releases meet quality and performance standards on Arm, including CHAMP data.

17. Uncategorized 17 1,328 39 [2,223] 65%/84%
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Large-scale changes. A key piece to
ISA migration automation is Rosie,
a preexisting tool that allows us to
programmatically generate large
numbers of commits and shepherd
them into the monorepo. Rosie or-
chestrates the testing, mailing, code
review, and submission of each indi-
vidual commit. Rosie managed a total
of 31,984 commits, but these changes

represented only 14.15% of the total
lines changed in our dataset. Figure
1 shows the fraction of each category
that was generated using automated
tools. For one of the major large-scale
automated migrations, we intro-
duced the concept of variant projects
to the CI and continuous deployment
(CD) infrastructure,’® which enabled
the following single-line addition to

configure Arm CI and CD in a Blue-
print file:

arm _variant mode =
::blueprint::VariantMode
::VARIANT MODE RELEASE,

Sanitizers and fuzzers. While not
limited to ISA migrations, fuzzers
and LLVM sanitizers such as Address-
Sanitizer,® MemorySanitizer,”® and

Figure 2. Specific code examples for each catego
1. Platform-Specific Conditional Code 6. Test Logic, Data, and

#define _CONFIG_H_ Assertion Modifications

// distro —EXPECT_THAT (distribution.mean (),

#c}eflne ' SOLIB_EXT ".so < DoubleEq(event_set.SpaceUsedLong()));
+#if defined(__aarch64__) +EXPECT_THAT (distribution.mean(), -

12. Migration Tooling and Automation

+EXPORTED_ACTIONS = {
+
automation_structure_pb2.ACTION_PARSE_BLUEPRINT:

EsEine MR TreweliEln ~ DoubleNear (event_set.SpaceUsedLong(), le-10));  * D e s
+#elif defined(__x86_64_) . X ) . + automation_structure_pb2.ACTION_RUN_TEST:
#define ARCH "x86_64" Note: Adjust the floating point sensitivity e run_test,
+#else + # Used for testing
+#error Unsupported architecture 7. Test Execution Environment and Scope + automation_structure_pb2.
+#endif — ACTION_WRITE_OUTPUT_FROM_INPUT:
P o tags = [
Note: Multiarch a config header - i CEENEE R
PBB="y + automation_structure_pb2.

2. Intrinsic and Assembly Code Porting +] i - ACTION*WRITE*OUTPUT*FROM*CONFIG:
’ + write_output_from config,

+#ifdef __aarch6d__ deps = [ e

+#include "third party/sse2neon/sse2neon.h"

+#else

#include <emmintrin.h>

+#endif

Note: Increase a test’'s memory limit e
Note: Part of a new Blueprint parser

13. Documentation and
Knowledge Management

8. Build, Packaging, and CI/CD Configuration

o cc_library (
+#ifdef __aarch64__

name = "HEEN-vector",
+#define GETROUND () neEs = [
< (_MM_GET_ROUNDING_MODE () &VM_SSE_ROUND_MASK) e . h" o . .
+#define SETROUND (x) (_mm_setcsr (x| : LECEO T gy + + Borg config managed by the pilot dev team
= (_MM_GET_ROUNDING_MODE () §~VM_SSE_ROUND_MASK)))  _  iovo _ -+ specifically selects the pilot
thelse P + machines for specific pilot jobs.
- "-mavx2",
#define GETROUND () - "_mbmi 2"
(e () TSR TR ] . - The allowlist of users permitted to run on the
#define SETROUND (x) (_mm_setcsr (x| iai - =+ pilot machines is managed via
visibility = [ -+ the 'Ml-logs’ usermap:
< (_mm_getcsr () &~VM_SSE_ROUND_MASK) ) ) U ° P
+¥endif Note: Remove x86-specific build flags

Note: Evolving the docs for the Logs test

14. Rollbacks and Cleanup

package_name = ,

Note: Port code using intrinsics

3. Data Representation and Alignment Fixes

—char suffix_bytes [kIFileSuffixSizel;

9. Borg and Runtime

Environment Configuration

access_level =

+// NOTE: alignas(uint32_t) is used to ensure = srcs = [": I -rchive"],
: i ; =" — I
< proper memory alignment when < pa_proto.PlatformAllowlistAllowedCollection. mpm_tags = ["rapid 1
+// reinterpreting the char pointer to a uint32_t ~  INITIAL_LIMITED_QUALIFICATION -platforms = ["/ /IS 0org:all"],
< pointer. n - - deps = [":oneday HEEM borgfiles"],
+alignas (uint32_t) char - pa_proto.PlatformAllowlistAllowedCollection. )
— suffix_bytes kEEEEEMFileSuffixSize]; < EXPANDED_PROTECTION Note: Rolls back a problematic data MPM change

Note: Add an alignas modifier bo o

collection_key = (
4. Memory Model and user = 'EENSNNNNNNE-ui-mixer'
- +
Concurrency Adjustments Note: Change allowlist to extend machine exposure +// a dedicated borg pool consists of NEEE and NEEN

< machines for A/B testing

stripCalcLatch = new CountDownLatch(1l);
calcAwaitinglatch = new CountDownLatch(1); 10. Infrastructure Resource Management = : for x86 100%
+ranStripCalc = new AtomicBoolean (false); e ‘/’/ environment . for 2R 1008
appKey = new PlainKey ("fakeKey"); borg_pool it - __ 8 @z

— < environment

calculationContext = new CalculationContext (new
< FakeExtraData<>());
calcEnv = new InProcessCalcEnv(appKey, ritzInfo,
< calculationContext);

borg_pool
+borg_pool ‘M

+Hl_info NENEEEE-rn-dedicated- N =
< _default HE info ('N') {

= EEMarm-dedicated-Mll-pool {}
} + cell = 'NEEEEEEN-rm-dedicated-HEEEN'
Note: Add a new cell for testing + user = 'EEEEEEEN:rm-dedicated’

+ scratch_path_prefix =

itori i ' . : '

11. Monitoring, Alerting, and Performance — '/cns/ arm-dedicated
+ remote_path = '/cns/HMl/home/"

+perf I workflow_test ( e

-
Note: Switch to atomic boolean to avoid races (Java) v name = +}
< "borg_workflow_arm_one_build_multi_runs",

ranStripCalc
ranStripCalc.set (true);

= true;

+

platform =
Note: Add a configuration for a Spanner pilot

16. Release Qualification and Validation

WHEN champ_state = 'Incompatible'
— THEN PrioritizedStatus(1,

. P . + configuration = {
5. Performance-Driven Code Optimization R pestEeEeaEe. cenEiey |
for Arm +
< "microbenchmark_ MM data_uploading_config":
< DEFAULT_MICROBENCHMARK_

— I DATA_UPLOADING_CONFIG,

template <>

inline uint64_t MathUtil::SafeRound(float x)
uint64_t result;

= I
it b

N
L

"NON_COMPATIBLE_VIA_CHAMP')
THEN PrioritizedStatus (0,

__asm__("fcvtau %x0, %sl" : "=r"(result) b8 e mm meEEles en A, meed e heve o e prer s e
< "w"(x)); n__ - " bl I _VIA_
e Eeguilis - i WHEN champ_state = 'Compatible’
i +  extra_postprocessor_blaze_flags = " e pa——
} n__ _ " v
- ! h Al — "QUALIFIED_VIA_CHAMP')
i 5
template <> RESEs = 1 + THEN PrioritizedStatus (0,
< 'QUALIFIED_VIA_CHAMP')

inline int64_t MathUtil::SafeRound (double x)
return vecvtad s64_£64 (x);

}

Note: Implement math routines for aarch64
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ThreadSanitizer® are key enablers of
our migration. Even before Arm adop-
tion, Google routinely ran all TAP tests
with these tools enabled, which turn
latent errors such as memory corrup-
tion, memory leaks, or race conditions
into debuggable faults. Application
owners regularly triage and fix these
faults, sidestepping many common
differences in execution between x86
and Arm (e.g., a data race may be hid-
den by x86’s TSO memory model).
Catching these kinds of issues ahead
of time avoids debugging non-deter-
ministic behavior when recompiling to
anew ISA.

ThreadSanitizer (TSan), in particu-
lar, has proven to be effective in man-
aging the memory model differences
between Arm and x86. TSan can detect
threading issues in nearly all code ex-
cept for rare, lock-free algorithms. Pro-
grams typically use language-provided
synchronization primitives, which fall
under TSan’s purview and have the
same guarantees on both x86 and Arm.
Code that has passed TSan is extreme-
ly likely to use synchronization primi-
tives correctly.

Although we saw few threading is-
sues across the codebase, some made
it through due to code that is not test-
ed or not testable with TSan. Thread-
related issues in such code were not
easily detectable until we scaled up
deployment significantly and saw a
pattern of issues, such as crashes.
One such issue was a bug in core JVM
code? caused by a thread race. In our

production experience, running at full
scale provides high confidence that no
issues remain.

Continuous health monitoring plat-
form (CHAMP). The final step in our au-
tomation is CHAMP, an automated ca-
nary analysis and qualification system
that monitors applications running on
Arm hardware. It continuously moni-
tors health metrics to detect whether
behavior differs from x86 instances of
the job (e.g., significantly higher RPC
error rates or crashes). If so, it auto-
matically marks the job as ineligible
for Arm, files a bug for its owners to
follow up, and tries again in 30 days.
Following Google’s production prin-
ciples, it scales up the fraction of Arm
instances of the application incremen-
tally to limit service-level objective
risk. CHAMP is less important for new
microarchitecture deployments (ei-
ther x86 or Arm), as the behavior, per-
formance differences, and associated
issues are relatively minor. However,
it was highly effective during the Arm
migration and helped assure service
owners who felt deploying to a new ISA
was risky.

Using CHAMP, it is no longer nec-
essary to manually shepherd every bi-
nary through qualification. Instead,
after updating project configurations
to build Arm releases, rollout is now
automatic.

Reliability of the automation ap-
proach. Combined, these tools al-
low for a mostly automated approach
where LSCs enable Arm for different
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builds and releases, which are then
automatically qualified using CHAMP.
To understand the stability of this ap-
proach, we analyze LSCs targeting a
particular standardized release man-
agement system that covers 49.6% of
all binaries at Google. These LSCs
modified release configurations to
bring this system’s percentage of Arm-
qualified applications from 4.8% to (at
the time of writing) 78.89%. The rate of
applications that were rolled back in
early testing was 1.8% (which dropped
to 1% after fixing bugs), and less than
0.8% in the final phase.

Early in the migration, after *300
release packages, we had a 5% refusal
rate (code owners deciding not to mi-
grate). During scale-up, this dropped
to 0.6% after 600 additional pack-
ages. In the final phase, the commits
were globally approved with no refus-
al. We found that acceptance rate was
strongly influenced by careful work-
load targeting, users gaining trust in
the automation, and messaging that
anticipated worries and objections.

The remaining binaries that have
not yet been migrated fall into various
categories: ready and awaiting migra-
tion, uses complex and bespoke test-
ing, has broken tests that have not been
repaired yet, on its way to deprecation,
uses unmigrated dependencies, is bur-
dened by non-Arm-specific technical
debt, has hardware requirements that
current Arm servers don’t yet fulfill, to
name a few. Some small portion of jobs
are completely ISA-specific, but the

Figure 3. Categories of commits over time.

Category [ J

Build, Deployment, and

® Code Adaptation
Infrastructure Configuration

and Correction

Proportion of Commits by Category
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Number of Commits by Category

Over Time
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vast majority are possible to migrate,
and changes to fix them would be clas-
sified into our existing 16 commit cat-
egories. All of this remains future work
for this ongoing project.

Automation of ISA

Migrations with Al

While LSCs and CHAMP automate
a large part of the process, there are
limits to this approach. They can edit
build and configuration files, as well as
automatically qualify Arm binaries for
deployment. However, standard LSCs
are fixed-function pipelines. They are
not flexible to respond to unexpected
errors or other issues that occur at any
stage of the process, be it during test-
ing or in production.

Modern generative AI techniques
represent an opportunity to automate
the remainder of the ISA migration
process. We built an agent called Cog-
niPort, which aims to close this gap.
CogniPort operates on build and test
errors. If an Arm binary does not build
or a test fails at any point in the pro-
cess, the agent can step in to fix the
problem automatically.

The agent consists of three nested
agentic loops (Figure 4). Each loop uses
an LLM to perform one step of reason-
ing followed by a tool invocation—that
is, a function call. The tool’s outputs

Figure 4. Agentic flow and the success rate of the agent.

are then attached to the agent’s con-
text. There are tools for building and
returning logs, running test(s) and re-
turning logs, heuristically fixing build
file errors, searching through code,
modifying code, and exiting the loop
(finish).

The outermost agent loop is an or-
chestrator that repeatedly calls the
build fixer agent and/or the test fixer
agent depending on the state of the
workspace. The build fixer agent tries
to build a given target and makes
modifications to files until the tar-
get builds successfully. The test fixer
agent runs a given test and makes
modifications until the test passes. In
both cases, the agent can time out via
a step limit or give up early by calling
finish.

To evaluate the agent, we took
historic commits from our dataset,
reverted them, and then checked
whether the agent fixed the intro-
duced error(s). Note that not all our
categories are suitable for this ap-
proach—it only applies to Code and
Test Adaptation (categories 1-7). We
further narrowed down our data-
set to commits that can be cleanly
reverted and that have identifiable
build or test targets. This resulted
in a benchmark set of 234 commits
in categories 1, 2, 3, 6, and 7. We ran
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targets to fix
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the agent twice for each commit:
once with Gemini 3 Flash fine-tuned
on a corpus of internal data (includ-
ing code and documentation)'®* and
again with out-of-the-box Gemini 3.1
Pro. We saw a best-of-both success
rate of 73.5%. Test fixes, platform-spe-
cific conditionals, and assembly code
porting had the highest success rates.
Test Execution Environment was the
most difficult but still had a success
rate of 56%, with our fine-tuned mod-
el performing the best.

Note that we consider these results
directional: While we analyzed an ar-
bitrary subset of outputs to ensure re-
sult validity and confirm the absence
of recitation from training, the evalu-
ation is not perfect and may miss cas-
es where, for example, a fix is incor-
rect but not caught by a test or where
there is other information leakage
(e.g., a subsequent commit made the
original fix easier, or reverting only
the commit itself makes it easier to
root-cause an issue than if the entire
fix was reverted).

Discussion and Research
Challenges

Overall, we see that ISA migrations
involve a wide range of different tasks
shown in our taxonomy (Research
Question 1). Many of these tasks are
highly automatable. Build file and con-
figuration changes are almost fully
automatable, while code changes and
tests are partially automatable with
conventional techniques (Research
Question 2). In addition, many areas
scale across architectures and do not
require additional work for each ISA.
This includes multiarch support for
build and test infrastructure, spinning
up a new hardware platform whether
or not it is a new ISA (e.g., categories 11
and 15), and deprecating old code (cat-
egory 14).

We have released multiarch bina-
ries covering 75% of server compute at
Google, a cross-cutting, representative
set of code. Historically, such a migra-
tion would have consumed immense
human effort. Tools like CHAMP and
Rosie combined with broad-based
testing, liberal use of sanitizers, and

¢ This corpus may include material related to
our Arm migration, but a small enough subset
that recitation is not an issue.



focusing on simplifying the process
enabled a large fraction of this migra-
tion to be automated. CogniPort and
similar AI tools will further accelerate
the process, making giant codebase
migrations tractable at a fraction of
the effort. This raises the question:
What are the remaining challenges,
and are there research opportunities
in closing the remaining gaps (Re-
search Question 3)?

By manually inspecting outputs,
we find that categories such as build
and configuration files, intrinsic and
assembly code porting, and test logic
are already largely automatable. How-
ever, category 7 (Test Execution Envi-
ronment) proved to be significantly
harder. While the details of these chal-
lenges are unique to ISA migrations,
the root causes are similar to quality
issues that arise when using agents to
automate general software develop-
ment. They are rooted in LLM context-
window limitations and information-
retrieval challenges.

At Google, we found that imperfect
Al-based code generation combined
with our extensive test and monitor-
ing infrastructure and human code
review is sufficient to reliably land
large numbers of changes in produc-
tion, even with a <50% success rate at
the model level. For example, a system
called ECO* has been used to submit
thousands of Al-generated code opti-
mizations and less than 0.5% of com-
mits had to be rolled back. The 73.5%
CogniPort success rate in our study
is already better than rates reported
in the ECO paper. Techniques such
as information retrieval on past com-
mits (which ECO uses) and spec-driven
development (SDD)* to make agents
more robust could both help further.
Even so, we find that a number of open
challenges remain:

» ISA-specific vector code: Writing
ISA-specific, performant vector and
matrix code is difficult. Previous re-
search showed limited success.* How-
ever, we and others' observe that mod-
ern LLMs are starting to show promise
on writing vector intrinsics.

» Deep performance optimizations:
This sometimes requires major refac-
tors and algorithmic changes. Existing
performance-focused AI tools, such as
ECO, will also help.

» Difficult corner cases: We saw a

At Google, we
found that
imperfect Al-based
code generation
combined with

our extensive test
and monitoring
infrastructure and
human code review
is sufficient to
reliably land large
numbers of changes
in production.

practice

number of corner cases that require
obscure knowledge beyond the code it-
self. For example, we saw commits that
worked around an Arm compiler bug,
addressed a hash function behaving
differently on Arm and x86, and fixed
bugs that were not triggered until the
code ran on Arm.

» Performance tuning: Hyperparam-
eters and feedback-directed optimiza-
tion (FDO) profiles sometimes must
be regenerated for a new platform.
An agent could configure testing har-
nesses, run workloads, and measure
performance.

Meanwhile, we also found a number
of examples not directly related to ISA
migration tasks and that may not be
completely automatable:

» Multiarch tooling: A significant
portion of this work includes imple-
menting the automation itself (e.g.,
CHAMP), as well as simulation tools
and dashboards. However, Al agents
are rapidly advancing their capability
to implement these components.

» Resource provisioning: These are
configuration changes that help hu-
man engineers manage physical hard-
ware in datacenters and can include
strategic or business judgement.

Our results demonstrate that the
rapid adoption of agentic infrastruc-
ture by software engineers, including
at Google, will also address ISA migra-
tion challenges. Future ISA migrations
may require a limited amount of man-
ual work, mostly focused on making
new hardware available and adding
the new ISA to our existing multiarch
tooling and automation.

Conclusion

By analyzing a large-scale ISA migra-
tion at Google, we refute longstanding
assumptions about such migrations.
First, even in the presence of source
code, migrations are not straightfor-
ward and involve a large range of mul-
tifaceted tasks, with no single task
dominating. Second, many of these
tasks are highly automatable, particu-
larly using modern AI techniques. Fi-
nally, AT agents are rapidly improving,
expanding the breadth of tasks that
can be automated.
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Though Al offers exciting potential to
improve workplace accessibility, it also poses
significant risks and can create new barriers
for disabled workers.

BY ANNE MARIE PIPER, DARREN GERGLE, CYNTHIA L. BENNETT,
MAITREYA SHAH, CHANCEY FLEET, ALI ABDOLRAHMANI,
ARIANA ABOULAFIA, STACY M. BRANHAM, SHARON KOPPMAN,
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Al and the
Future of

Accessible
Work

MANY COUNTRIES HAVE legislation that prohibits
discrimination against people with disabilities® in
the context of employment. For example, the U.S.
Americans with Disabilities Act (ADA),® the U.K.'s
Equality Act of 2010,° and European Union policy*
prohibit employmentrelated discrimination

a There are different norms across disability communities regarding the use of person-first lan-
guage (e.g., people with disabilities) versus identity-first language (e.g., disabled person). Knowing
that norms and individual preferences vary, we use both person-first and identity-first language
throughout.

b https://www.ada.gov/

¢ https://www.legislation.gov.uk/ukpga/2010/15/contents

d https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32000L0078

58 COMMUNICATIONS OF THE ACM | OCTOBER 2026 | VOL.69 | NO. 10

and require employers to provide
reasonable accommodations or ad-
justments so disabled employees can
perform their jobs. More broadly, the
United Nations Convention on the
Rights of Persons with Disabilities
(UNCRPD)¢ has influenced legal frame-
works across the globe. Despite these
anti-discrimination policies, disabled
people remain significantly under-
represented in the workforce. Employ-
ment gaps between disabled and non-
disabled people exist globally.”* Among
blind and low-vision Americans, for
instance, only 44% are employed com-
pared to 79% of those without disabili-
ties.f Only 54% of d/Deaf people? in the
U.S. are employed, compared to 70% of
hearing people.® These discrepancies
are worse for multiply marginalized
disabled people. For example, em-
ployment rates for disabled women
are significantly lower than rates for
disabled men.*

While many discussions focus on
the potential for AI to enhance worker

e https://social.desa.un.org/issues/disability/
crpd/convention-on-the-rights-of-persons-
with-disabilities-crpd

f https://www.afb.org/research-and-initiatives/
employment/reviewing-disability-employ-
ment-research-people-blind-visually

g The use of deaf with a lowercase “d” indicates
hearing status while Deaf with a capitalized
“D” emphasizes cultural identity. We use the
term d/Deaf and hard of hearing to refer to
the broader population of people with hear-
ing disabilities.

key insights

m A reliance on Al for accessibility may
result in increased pressure to use
imperfect solutions, leave workers
unable to hold companies accountable
for accessibility barriers, and obscure the
root causes of inaccessibility.

m The positive framing of Al for accessibility
can mask important issues related to
privacy, potential harms, and the need
for rigorous evaluation and ethical
considerations.

® Moving forward requires in-depth
research into the real-world use of Al,
ensuring a range of accommodation
choices beyond Al, and including disabled
people in the auditing and development
processes.


https://doi.org/10.1145/3799433

ILLUSTRATION BY PETER CROWTHER ASSOCIATES

productivity and performance, AI can
also improve the accessibility of work
for disabled people. Al-based innova-
tions enable many assistive applica-
tions, including realtime meeting
captioning for people who are d/Deaf
or hard of hearing, image alt-text gen-
eration for blind people (e.g., Microsoft
Seeing AI"), dictation support for people
with speech-language disabilities,' and
task management for neurodivergent
peopleJ Al-enabled tools are also mar-

h https://www.seeingai.com/
i https://www.voiceitt.com/
j https://goblin.tools/

keted as a way to make digital informa-
tion accessible, such as via accessibil-
ity overlays.k Subsequently, Al-based
tools are being adopted in workplaces
to help address issues of accessibility,
with promises of greater autonomy for
disabled workers and lower costs of
accommodations and compliance for
employers.?®

The exciting potential of AI-pow-
ered access technologies, however,
may mask essential questions regard-

k We note that accessibility overlays are not the
preferred or recommended solution for acces-
sibility issues.?
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ing how AI technologies may create
additional barriers for disabled people
in the workplace and other contexts of
use.*¥ For example, errors and hal-
lucinations in the output of AI models
and tools (for a review, see Huang et
al.?%) challenge their use for accessibil-
ity in work situations where accuracy
is critical."*3¢ Digitized hiring assess-
ments, such as Al-scored video inter-
views, can also be discriminatory to-
ward disabled workers, who may have
non-normative speech or body move-
ment patterns, thereby restricting
workforce entry.'*?* Automated tools
for accessibility compliance—such as

OCTOBER 2026 | VOL.69 | NO.10 | COMMUNICATIONS OF THE ACM 59



research and advances

accessibility overlays—may not work
as intended or advertised, making
websites more difficult to use and in-
troducing privacy issues.*

In this article, we aim to widen the
ambit of accessible work by articulat-
ing social, organizational, and policy
issues that emerge at the nexus of
Al accessibility, and employment for
disabled people. We conceptualize
accessible work as not only the prac-
tical ways in which technology and
workplaces are made accessible to
people with disabilities but also the
ways in which work practices, which
are shaped by technology and policy,
can both support and restrict disabled
people's participation in the work-
force. What makes understanding the
potential benefits and harms of AI
for accessible work challenging is its
situated use and embedding within
complex organizations with their own
evolving norms and policies for both
the use of AI and accommodations.
Accessibility-related practices and pol-
icies are infrequently made public by
organizations, and employees may be
bound by non-disclosure agreements
(NDAs), preventing them from sharing
their work-related experiences. Fur-
ther, employers may require people
to disclose their disability to receive
workplace accommodations, yet dis-
abled workers may avoid disclosing
out of fear associated with stigma or
negative repercussions related to job
security or promotion opportunities.*
What’s more, disabled people may be
required to disclose their disability to
Al tools in order to receive useful out-
puts, such as a blind or autistic person
telling an LLM about their disability to
get a useful response.’®*>3¢ These on-
going challenges become even more
complex in light of the increasing
rhetoric around AI as a panacea for in-
accessible information, technologies,
and workplaces.

In what follows, we present a syn-
thesis of the concerns and recommen-
dations raised by researchers, practi-
tioners, and policymakers as part of
a one-day workshop on the future of
accessible work and Al Forty-four peo-
ple participated in the event. Attend-
ees were invited to represent a breadth
of expertise and affiliations. Most at-
tendees (n=43) were from U.S.-based
organizations, although multiple had

experience living and working outside
the U.S. Attendees were from academ-
ic departments (n=31), including com-
puter science, information science,
communication, organization and
management, and law schools; indus-
try research labs and product teams
(n=7); and nonprofit and government
organizations (n=8) that serve people
with disabilities. Multiple attendees
held appointments across organiza-
tion types. More than one-third of
workshop participants identify as
disabled, including people who are
blind or low vision, neurodivergent, or
who have motor disabilities, chronic
illness, or multiple disabilities. Par-
ticipants also had expertise in acces-
sibility for d/Deaf and hard of hearing
people, neurodivergent people (e.g.,
autistic, ADHD, learning disabilities),
and people with cognitive impairment
(e.g., dementia).

While discussions considered ac-
cessibility and disability in a broad
sense, the workshop had a particular
focus on the experiences of blind and
low-vision people. Workshop presen-
tations and discussions focused on
the following motivating questions:

» What is the current state of work-
place accessibility given the wide-
spread use of digital productivity and
collaboration tools and increasing in-
tegration of Al into these tools?

» What are key technical challenges
and emerging approaches to AI that
have the potential to transform acces-
sibility and the future of work?

» What organizational, policy, legal,
and ethical issues are central to creat-
ing an accessible future of work as Al
continues to evolve?

The resulting themes below were
derived by analyzing meeting tran-
scriptsand notes, presenter slides, and
follow-on conversations with work-
shop participants who are experts in
accessibility, AI and machine learn-
ing, organization science and work
studies, and disability and AI policy.
Our analysis focused on identifying
cross-cutting themes that emerged
during discussion, grounding them in
concrete examples offered by partici-
pants regarding their lived experienc-
es with issues of AI and accessibility
in the workplace. Workshop attendees
were made aware that the meeting dis-
cussions were being transcribed and

60 COMMUNICATIONS OF THE ACM | OCTOBER 2026 | VOL.69 | NO. 10

would be analyzed as part of prepar-
ing a public report on the workshop’s
findings. This project was deemed
"non-human subjects research” by the
lead author’s university IRB. To avoid
identifying individual participants,
we do not provide detailed demo-
graphic data and present our findings
in aggregate below. Given the limita-
tions of our sample of participants, we
contextualize the consequences and
recommendations discussed below
by presenting them alongside related
academic research and policy efforts
and enrich them with first-person ac-
counts of how disabled workers expe-
rience these challenges in practice.

Consequences of Al for

Accessible Work

The consequences of Al for accessible
work are not merely technical, such as
model biases, errors, and hallucina-
tions in output that can be mislead-
ing and problematic when used in the
workplace. They are also structural, in-
cluding the potential for increased and
systemic discrimination of disabled
workers;  organizational, through
evolving workplace norms and policies
on the use of Al and accommodations;
and social and emotional, through
how AlI-powered technologies have
the potential to affect experiences of
workplace acceptance and belonging.
Below we articulate six consequences
of AI for accessible work.

Workers are likely to feel pressure
to use Al-based accommodations.
Disability policy, particularly in the
U.S., UK., and EU, provides disabled
people not only the right to reason-
able accommodations but also the
right to refuse an accommodation if
they so choose. Yet we know that dis-
abled people already report hesitancy
in telling their employers if or when
they need accommodations, for fear
of backlash or retribution.** Multiple
participants explained that, with the
promises of AI for accessible work,
there is likely to be increased social
and organizational pressure on peo-
ple to use Al-based technologies to
meet their access needs, even if the
technologies are less ideal than hu-
man support. For example, one blind
participant explained that blind and
low-vision people can feel pressure to
use an Al image-description tool, such



as Seeing AI, rather than ask a human
for a visual description, even if the AI-
based tool is imperfect and contains
inaccuracies. Participants raised the
parallel issue of d/Deaf and hard of
hearing people feeling pressured to
use relatively inexpensive automatic
captioning in place of more accessible,
yet more expensive, human sign lan-
guage interpretation or human-gener-
ated communication access real-time
translation (CART) captions. This in-
creased pressure is likely to stem from
employers wanting to cut costs, and
from employers and disabled workers
having different perspectives on what
constitutes “reasonable” accommo-
dations, particularly as Al-based ac-
commodations become widely used
in certain work contexts. Moreover,
participants cautioned that when
employees feel pressured to adopt
Al-powered accommodations rather
than the tried-and-true solutions they
find most effective for given work
tasks (such as human assistance), Al
may ultimately become the de facto
accommodation. Participants called
for accommodation processes to be
participatory, individualized, and de-
termined according to what will foster
an accessible workplace.

Disabled workers may be unable to
hold employers accountable for inac-
cessible Al-based applications. While
current policies in multiple countries
provide legal mechanisms for work-
ers to hold employers accountable
for accessibility in the workplace,
enforcement of that accountability
is not straightforward. Multiple par-
ticipants emphasized that even if a
worker feels comfortable pointing
out accessibility issues in their work-
place, some countries have loopholes
or exceptions that allow businesses to
skirt responsibility. Referencing U.S.
policy, one person explained that if
a blind worker cannot access a time-
keeping application, but the time-
keeping application is a third-party
software created by another company,
the worker has no legal recourse for
ensuring accessibility through their
employer.! Other loopholes exist for

1 Inthe U.S., this loophole is closed by the
ADA Title II for state and local government
entities, although many employers do not fall
under that criteria.

With the promises
of Al for accessible
work, there

is likely to be
increased social
and organizational
pressure on people
to use Al-based
technologies to
meet their access
needs, even if the
technologies are
less ideal than
human support.
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small businesses or when accessibil-
ity compliance would place an undue
financial burden on the business. For
instance, in the EU Employment Di-
rective, there exists a “disproportion-
ate burden” exception to the manda-
tory reasonable accommodations
provision™ that allows for cost consid-
erations in employer decisions.

Participants, primarily those from
industry and with legal/policy exper-
tise, raised concerns that many soft-
ware products and services that inte-
grate Al exist within those loopholes,
making it difficult for workers to hold
employers, or anyone else, account-
able when an AI tool is inaccessible
or creates accessibility problems. The
challenge is not only that workers may
have no legal recourse, but also that
the companies disabled people work
for may need to spend time tracking
down where the accessibility issue
originated—and who is responsible
for fixing it—before remediation can
happen. This problem gets exacer-
bated in countries like the U.K., where
the law does not prescribe a definite
timeframe within which employers
must make reasonable adjustments
for employees.” Several participants
emphasized that the closed-box de-
signs of many AI systems and stochas-
tic nature of generative models make
it difficult for even the manufactur-
ers of AI products to identify what is
creating the access barriers, let alone
companies or individual employees
working with third parties to try to
diagnose the issue.*® Collectively,
participants expressed concern that
AI employed as a workplace accom-
modation has the potential to rapidly
scale these issues, leaving disabled
workers unable to hold employers ac-
countable and enabling businesses to
avoid direct responsibility for creat-
ing inclusive environments.

Al promises to resolve accessibil-
ity issues without addressing the root
causes. One key promise of Al for
accessibility is to remediate—or re-
solve—accessibility problems in a va-
riety of situations, from inaccessible

m See Recital 21 of the disability nondiscrimina-
tion directive: https://eur-lex.europa.eu/eli/
dir/2000/78/0j

n https://www.edf-feph.org/content/up-
loads/2024/10/united_kingdom-accessible_
DATA_project.pdf
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meeting environments to websites
and software. For example, many
accessibility overlays use AI to re-
render digital content in an attempt
to make websites and applications
more accessible for disabled users.°
Related approaches improve mobile
application accessibility by gener-
ating missing metadata based on
visual screenshots,’® a feature that
was added to Apple iOS VoiceOver.P
Despite the potential of AI to reme-
diate inaccessible digital experienc-
es, multiple participants highlighted
that accessibility overlay companies
have overpromised the potential of
this approach to resolve accessibility
issues, resulting in litigation and sig-
nificant fines (e.g., AccessiBe?) Even
worse, accessibility overlays may in-
crease challenges for some assistive
technology users by blocking key-
board input or failing to accurately
detect document structure.?s3!
Multiple discussions emphasized
that turning to AI to resolve acces-
sibility issues also has the potential
to leave the root cause of inaccessi-
bility unaddressed and create other
problems. Accessibility overlays, for
example, can threaten user privacy,
misapply semantic structure, misla-
bel elements, and fail to detect nuance
in graphical information.?*?* Work-
shop participants raised concerns
around how disabled users will verify
real-time remediation, such as a blind
person needing to understand wheth-
er the presented overlay is the correct
equivalent of the visual layout. While
Al-based techniques for remediation
will continue to improve, turning to
AT as a post hoc fix does little to en-
sure that software and Web content
abide by the Web Content Accessibility
Guidelines (WCAG)* from the start. In-
stead, participants explained that AI-
based remediation may create the per-
ception that AI will be there to “clean
up” inaccessible code, reinforcing a
mindset that coding with accessibil-
ity standards in mind is optional and
reducing market pressure for compa-

o https://karlgroves.com/overlay-fact-sheet-
what-it-is-and-how-to-make-it-work-for-you/

p https://support.apple.com/en-us/111799

q https://www.lflegal.com/2025/01/ftc-accessi-
be-million-dollar-fine/

r https://www.w3.org/WAI/standards-guide-
lines/wcag/

When inaccessible
codeis used

as training

data, it allows
inaccessibility to
propagate through
and be reinforced
by Al-based coding
tools.
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nies to make technologies accessible
from the beginning.

Participants suggested that the per-
ception that AI will be there to fix and
clean up inaccessible technology has
the potential to derail more than two
decades of social, educational, and
technical efforts to build accessibility
awareness among different stakehold-
ers. Natively accessible software and
Web content is not only important
for equal access and ensuring a con-
sistent user experience for all people,
but is also tomorrow’s training data.
One participant pointed out that when
inaccessible code is used as train-
ing data, it allows inaccessibility to
propagate through and be reinforced
by Al-based coding tools. A recent ex-
periment that used an LLM to gener-
ate website code similarly showed that
84% of generated websites contained
accessibility violations.?* What’s more,
novice developers using AI for pro-
gramming support may fail to prompt
for help with accessibility or miss cru-
cial steps required for making code
accessible.” As Al becomes normal-
ized as a way of resolving accessibility
issues in code, participants empha-
sized the importance of considering
the consequences of this mindset on
the entire ecosystem of development
tools, coding practices, and software
review guidelines.

A reliance on Al may undermine the
collective effort required for access.
Accessible work requires more than
simply ensuring digital experiences
pass certain accessibility benchmarks
(e.g., WCAG compliance). Creating ac-
cessible workplaces and work prac-
tices involves ongoing awareness and
understanding of access needs among
one’s colleagues and organization.®
Similar to developers relying on AI to
clean up inaccessible code, workshop
discussions emphasized that an over-
reliance on AI for making work acces-
sible has the potential to undermine
the human efforts and mutual under-
standing that are crucial for effective
collaboration among ability-diverse
teams in the workplace (see also Bran-
ham and Kane,’ Cha etal.,'* and Das et
al.’?). Multiple workshop participants
noted that with greater reliance on Al
for making work accessible, coworkers
may perceive Al as meeting a disabled
coworker’s access needs and feeling



less need to adapt their own behavior
to support workplace access. Thus,
accessibility is further pushed onto
the disabled worker as an individual
burden rather than a collective effort.®
One example discussed by partici-
pants involves using AI to make virtu-
al meetings more accessible by provid-
ing captioning and auto-generating
meeting notes. While this may, in
fact, be helpful to neurodivergent, d/
Deaf and hard of hearing, and blind or
low-vision workers, meeting accessi-
bility involves more than technology.
All meeting attendees must be aware
of and uphold accessible practices,
such as being mindful of turn-taking
when speaking and distributing meet-
ing agendas and materials in advance
to allow time for review.* Workshop
participants emphasized that while
AI may ultimately shift some of the
labor of access from humans to ma-
chines, we have yet to understand the
consequences of that shift in terms of
who is viewed as responsible for creat-
ing access—whether it is AI, employ-
ers, coworkers, or disabled employees
themselves. Multiple participants de-
scribed how disabled people are often
expected to “bring their own accessi-
bility” or individually take on the work
of figuring out how to ensure their
access needs are met. Thus, the nor-
malization of Al as a one-stop shop for
accessibility may ultimately put more
social pressure on disabled people to
sort out their own access needs rather
than shifting the pendulum toward
access as a collective phenomenon.®
Disabled workers may be unable to
optin or opt out of using AI. Workshop
discussions highlighted the ways in
which Al-augmented workplace tools
promise to support new ways to gener-
ate and refine content, derive insights
from data, and engage with custom-
ers, ultimately boosting worker pro-
ductivity and performance. As such,
participants shared stories of organi-
zations rapidly adopting new Al-aug-
mented workplace tools, often usher-
ing in new tools without fully checking
their accessibility compliance. One
participant shared their experience
as a blind U.S.-based employee join-
ing a new team at work. The team uses
an Al-augmented digital whiteboard
tool, such as Miro, to coordinate tasks
and track project deliverables, yet this

tool is not fully accessible to them.
Not only is it tedious to add and mod-
ify content with their screen reader,
they also face difficulty maintaining
both local and global understandings
of the collaborative workspace given
its highly visual nature. When moni-
toring a team’s status and coordinat-
ing tasks depends on understanding
inaccessible visual representations,
they are unable to effectively do their
job. Rather than the Al-enabled tool
bolstering productivity, it may instead
directly hinder their ability to partici-
pate, with consequences for their ac-
tual and perceived job performance.!!
Moreover, the employee is faced with
the impossible situation of either
asking their team to change their
tool selection to accommodate their
needs, with the potential for back-
lash and being viewed as not a “team
player,”'? or to shoulder the burden of
finding workarounds that may still
limit their participation.

As Al becomes normalized as a way
of expediting work and offloading cer-
tain tasks, participants explained that
disabled workers may feel increas-
ing pressure to use Al just to keep up.
One attendee shared the example of a
worker, when feeling particularly fa-
tigued or overwhelmed, deciding to
offload a task to AI, such as gathering
information across a range of websites
rather than spending hours sifting
through partially accessible content.
They explained that the better these
tools get, the easier and more tempt-
ing that decision is for all people—but
especially for people with disabilities,
who are dealing with elevated levels
of friction every single day because of
inaccessibility. To further complicate
matters, multiple participants em-
phasized that disabled workers may
fear becoming overreliant on AI to
support their work and then having
their access revoked. Certain com-
panies or roles may not allow its use,
such as when working on a proprietary
and confidential code base, or may
change their policies around the use
of AI tools and suddenly prohibit the
use of a tool that has become integral
to one’s workflow.'*!* Workplaces are
rapidly adopting new AI applications,
and in parallel evolving policies for
their use, creating ongoing tensions
that may result in disabled workers
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being unable to opt in or out of using
ATl for access.

The beneficence of Al for accessi-
bility may elide possible future harms.
Throughout workshop discussions,
participants highlighted the poten-
tial for AI to make a positive social
impact by increasing access to infor-
mation and giving disabled people
more choices for meeting their access
needs. The beneficence of AI for acces-
sibility is a powerful message and mar-
keting tool, explained one participant,
positioning subsequent advances as
not only a necessity but also a human
right. Participants warned, however,
that this perspective can obscure or
elide concerns over the implementa-
tion and use of Al tools, such as how
data protections and privacy are man-
aged, as well as how even accessible AI
tools can discriminate against people
with disabilities in other ways. The
trade-off between privacy and access
is not new to disabled people, as they
are routinely forced to give up their
privacy to secure access or give up ac-
cess to maintain their privacy.*” A poi-
gnant question one participant posed
to the group is whether accessibility as
a use case for Al nudges people toward
accepting a technology that until now
would have felt highly invasive.

Another key concern raised during
discussion involves whether the nor-
malization of AI among youth means
we are socializing the next generation
of workers to accept such technologies
in contexts where similarly invasive
technologies would be unwelcome.
For example, if Al tools are socialized
among youth as appropriate within
classrooms—a sensitive context of
use—future generations of workers
may come to accept such technologies
in equally sensitive contexts within
the workplace, such as private meet-
ings and discussions. Multiple par-
ticipants emphasized that we must
be mindful of how the promise of AI
to improve accessibility, whether in
workplaces or classrooms, has the po-
tential to normalize surveillance cul-
ture and obfuscate potential harms.

Another consequence of the benefi-
cence of Al for accessibility is that cer-
tain requirements and review process-
es may be relaxed or fast-tracked when
motivated by narratives of social good,
with participants sharing examples of
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this already happening in their orga-
nizations. That is, participants noted
that accessibility as a use case may
be leveraged to skirt technology re-
views or lessen requirements around
data retention and privacy. Several
participants expressed that within an
employment context, the risks are ex-
acerbated for disabled workers, who
may need to use fasttracked, mini-
mally tested Al tools to meet their ac-
cess needs. Multiple participants with
legal expertise noted that these same
tools may reveal a worker’s disability
status to their employer, among many
other potential harms.* Data that cap-
tures the way people walk, talk, look,
and interact can all be used as proxy
data to infer disability status, poten-
tially exposing protected disability in-
formation in an employment context.

Toward Responsible Al for
Accessibility in the Workplace
How AI will shape accessible work for
disabled people—for better or worse—
presents more questions than answers
at this stage. The use cases, norms,
and concerns of AI for the future of
work are rapidly evolving, creating
new considerations for disabled work-
ers, who may simultaneously depend
on and deplore AI tools. Policies and
regulations on both AI and disabil-
ity vary locally and globally, are being
actively negotiated, and are often in
tension, yielding continually shifting
currents that disabled workers must
navigate. Grounded in our findings
and related literature, we make four
recommendations for moving toward
responsible AI for accessible work.
Understand the situated uses of
AI in the workplace among disabled
people. Studying the ways in which
AT technologies are adapted and ap-
propriated within a wide range of
workplaces and settings is essential
to understanding their immediate
and longer-term impacts on disabled
workers’ ability to secure and main-
tain employment. Use of AI technolo-
gies must be contextualized within
organizational settings to understand
how it may both alleviate and create
new tensions for disabled workers. It
is well known both that disabled peo-
ple are early adopters of technologies
and that newly introduced technolo-
gies often have unanticipated nega-

tive effects on workers. For instance,
organizations have implemented al-
gorithmic systems in the workplace
to improve coordination and deci-
sion making, yet these algorithms
have similarly intensified work and
managerial control, leading to nega-
tive consequences such as increased
stress, job precarity, and loss of priva-
cy.® It is also important to go behind
the scenes and actually see how Al is
being used in practice. New technolo-
gies are often valued more for what
they symbolize than how they are ac-
tually used.! As a result, there is often
a gap between the two. For example,
one study found that hospitals pro-
moting their use of surgical robots in
marketing campaigns actually kept
these robots locked away in storage
closets,” while another found that
startups often exaggerated the effec-
tiveness of new software algorithms
to secure funding.** Given the wide-
spread hype surrounding Al, and AI
for accessibility in particular, there
is likely a substantial gap between
what firms say Al-enabled tools can
accomplish and how they are used on
the ground. The fines against Acces-
siBe for overpromising their ability to
make websites accessible may be the
first of many examples.1

Prior work shows there are certain
situations where disabled people pre-
fer and disprefer using AI as an ac-
cessibility tool (e.g., Adnin and Das,’
Carik et al.’?), yet what is missing is
an understanding of how workplace
expectations and norms, which vary
across countries and cultures, may
increase the pressure to use Al and its
associated risks. Working in collabo-
ration with disabled people to study
the situated uses of AI for accessibil-
ity in the workplace also has the po-
tential to identify practical evaluation
metrics or benchmarks. For example,
even if AI performs well on general
benchmarks evaluating its average
performance, it will be a poor-quality
accommodation if the model or re-
sulting applications contain biases
around disability or cannot remedi-
ate certain content. Benchmarks must
therefore be contextualized and ap-
plied according to spectra,'’ consider-
ing factors such as task importance,
the tool’s utility to provide reliable
information, and whether it is used
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alongside other accommodations
(e.g., human verification). Situated
studies of AI for accessibility will not
only help identify meaningful bench-
marks but also reveal potential harms
and shortcomings, such as how errors
or model hallucinations may affect job
performance, or the follow-on human
labor required when AI tools only par-
tially remediate inaccessible content.
As Al is assessed for its effectiveness
and suitability as an accessibility ac-
commodation, it is essential to direct-
ly involve a wide variety disabled peo-
ple, including multiply marginalized
disabled people, as primary stake-
holders. Their perspectives are crucial
to understanding how well AI tools
function in situ and to identifying po-
tential harms, ranging from personal
and data privacy concerns to impacts
on worker self-efficacy, across diverse
workplace contexts.

Al-powered accommodations should
not be the only option. While disabled
workers in many countries have the
right to reasonable accommodations
in the workplace, the proliferation of
Al-based accessibility tools is likely to
complicate what is considered “rea-
sonable” by various stakeholders. AI-
based accommodations can be em-
powering to people with disabilities by
giving them more agency and privacy
to do their work, and they can be more
cost-effective for workplaces needing
to provide accommodations. Yet many
Al-based access technologies exist to
remediate content that was not born
accessible, thus serving as an imper-
fect ad-hoc solution that, in many
cases, is better than nothing but still
lacking. As AI becomes an accepted
accommodation option, we must be
mindful of how AI will be perceived
as a “reasonable accommodation” by
various stakeholders in certain con-
texts and as wholly inadequate and
inappropriate in others. When accom-
modations are inadequate, employees
are often left with the only option of
filing an individual lawsuit against an
employer, which is time-consuming,
expensive, and puts the burden of
proof on the employee. Policies and
monitoring mechanisms should pro-
actively consider the implications of
Al on accommodation processes.

Moreover, accommodations are not
one size fits all, but legally and prag-



matically should consist of multiple
solutions that employees may leverage
depending on the task demands. For
example, a blind employee may pre-
fer to use an Al-enabled tool to draft
content and choose a first round of
images to put into a presentation, but
then consult a human visual inter-
preter when refining the presentation.
Neurodivergent workers may prefer Al
for some social communication tasks
and not others.!” As Al becomes more
normalized as an accommodation, it
is critical that workers maintain the
ability to fluidly move between ac-
commodation options depending on
the task, context, and what is at stake.
Though AI can be a valuable accom-
modation option, it should not be the
only option.

There is a growing need for a range
of both human and automated ac-
commodation options, especially in
situations where users cannot inde-
pendently verify a tool’s output. While
disabled people often rely on human
assistance to confirm critical infor-
mation produced by AI tools,"** an
increasing reliance on Al raises con-
cerns about how scalable and sustain-
able this verification process is. Con-
temporary LLMs and VLMs remain
prone to errors, and much of their
practical success in application stems
from their ability to quickly and eas-
ily generate “initial” content that can
be verified and refined or edited by
a human. Given the high cost of hu-
man verification, one approach could
be for AI tools to signal uncertainty,
although even the most advanced Al
models today struggle to reliably as-
sess how confident they are in their
own outputs.** Further complicating
verification, many scenarios of use
have no single “correct” answer, such
as an autistic worker needing to evalu-
ate the quality of job-related advice
from an LLM.?> Across the broader
spectrum of disability, we know even
less about how workers with intellec-
tual disabilities (e.g., Down syndrome)
or mild cognitive impairments (e.g.,
early dementia) understand and en-
sure the quality of output, particularly
when recommendations from AI and
human experts diverge.*

Involve disabled people in efforts
to audit AI technology. Early work on
accessibility and AI called for greater

Itis critical that
workers maintain
the ability to fluidly
move between
accommodation
options depending
on the task, context,
and what s at
stake. Though Al
can be a valuable
accommodation
option, it should not
be the only option.
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involvement of disabled people in the
development of AI systems, including
sourcing data to build models and
surfacing issues of fairness.’” Related
efforts infuse disability perspectives
into AI development pipelines with
disability data, for example, by re-
leasing disability datasets'® and pro-
posing infrastructures for accessible
data collection.” These efforts, while
a valuable step forward, do not fully
engage disabled people in efforts to
audit AI technology. Participatory Al
(PAI) is gaining momentum in HCI
and AI communities.”” A component
of PAI, community-based auditing,
empowers the people most impacted
by AI to lead in evaluating it. How-
ever, accessibility research has long
pointed out discrepancies between
calls for participatory design process-
es and their success when applied in
disability communities. For example,
the methods and tools used in these
processes may themselves be inacces-
sible (e.g., sticky notes,” digital white-
boards®). A first step in community-
based auditing of AI in the workplace
is to ensure that the auditing process
and training in foundational machine
learning (ML) and auditing concepts
are accessible. For example, research-
ers who evaluated Al-generated im-
ages depicting disability provided im-
age descriptions to blind evaluators;*
one challenge in making this material
accessible concerns when people do
not have access to AI outputs with-
out them being translated, and when
Al itself is serving as an accessible
remediation of inaccessible “ground
truth.” Additionally, if workplace
technologies are being audited, extra
care is required to ensure employees
are not obligated to conduct these au-
dits in ways that protect corporate in-
terests, and that they are free to audit
the AI honestly. Engaging third par-
ties to facilitate audits may be neces-
sary. Companies could alternatively
sponsor community organizations to
lead audits; this could be an oppor-
tunity for multiple organizations us-
ing similar AI capabilities to benefit
from a public audit. Disabled workers
should also be empowered to audit
Al-enabled tools not just for accessi-
bility, but also for other barriers that
may lead or contribute to disability
discrimination in the workplace.
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Finally, static and discrete notions
of disability challenge the very con-
cept of auditing as it is commonly con-
figured in ML research. As disability
is dynamic and every person’s experi-
ence of it is affected by their unique
position, and since people’s diverse ac-
cessibility needs require information
to be presented in multiple formats,
audits will need to be flexible to cap-
ture evaluations by disabled people,
as compared to benchmarks with only
predetermined metrics with closed-
ended response options.”?* What'’s
more, we are all enmeshed in a global
work product, which is the unseen la-
bor of tuners, moderators, data refin-
ers, and others. We know little about
who is doing this work and whether
they are fully representing the disabil-
ity community. The people making de-
cisions at this level may not be people
with lived disability experience, and if
they are, they are bringing their own
disability culture to bear on decisions.
Moving forward, another open ques-
tion is how well existing accessibility
audit tools,®* which are useful for as-
sessing many types of content and ex-
periences for a broad range of users,
extend to and align with emerging Al
auditing processes and frameworks.

Disability must be a key consider-
ation in AI governance and policy. Al
can provide unique benefits to people
with disabilities, and these benefits
should be considered whenever poli-
cies are developed, particularly when
they limit disabled people’s use of Al
For example, policies within organiza-
tions may restrict employees from us-
ing certain AI products, even if those
same products provide useful accom-
modations for a disabled employee.
While AI should not be the only option
for accommodations, its use should
also not be limited when there is ben-
efit as an accommodation, particu-
larly without a compelling reason (like
worker safety or security). In contrast,
if there are certain cases where Al is
limited to accessibility use cases, poli-
cy must also outline how someone jus-
tifies usage and whether that requires
disclosing disability, which presents
additional barriers. Conversely, acces-
sibility should not become a loophole

s https://www.w3.0org/WAI/test-evaluate/tools/
list/

One way forward is
to take a dual track
approach, in which
disability is included
in mainstream Al
governance policy
and Alis included

in core disability
policy.
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for inappropriate usages of AI, such as
by companies fast-tracking use cases
of Al for accessibility and circumvent-
ing rigorous review.

One way forward is to take a dual
track approach, in which disability
is included in mainstream AI gover-
nance policy and AI is included in
core disability policy. The EU AI Act
makes progress toward Al governance
and policy that attends to disability.*
It prohibits developing systems that
exploit disabled people, emphasizes
making systems accessible for dis-
abled users, and encourages develop-
ing codes of conduct that assess and
prevent the negative impact of Al sys-
tems on accessibility for disabled peo-
ple. As another example, in the U.S.,
the New York Artificial Intelligence
Consumer Protection Act proposes
third-party auditing of Al-based hir-
ing tools with attention to discrimina-
tion based on gender, race, disability,
and other protected classes." While
these policies provide an important
step forward, working toward mean-
ingful AI governance and policy that
includes disability is challenging, due
to limited population-level data on
disability and the underrepresenta-
tion of disabled people and associ-
ated data in AI models.

Conclusion

The consequences of Al for accessible
work extend beyond mere technical
considerations, shaping and being
shaped by organizational norms and
impacting the social-emotional expe-
riences of disabled workers. Through-
out this article, we highlight not only
how technology and workplaces are
made practically inaccessible, but
also how work practices—influenced
by AI adoption and policy—can both
enable and constrain disabled peo-
ple’s participation in the workforce.
The pressure to adopt Al-based ac-
commodations, the challenges of ac-
countability for inaccessible AI, the
erosion of collective responsibility for
access, and the obfuscation of poten-
tial harms all necessitate a cautious
and critical approach. While we sur-
face many ongoing and future chal-

t https://artificialintelligenceact.eu/
u https://www.nysenate.gov/legislation/
bills/2025/A768



lenges of Al for accessible work, more
research is needed to fullyunderstand
how such issues manifest for various
groups of workers across the globe.
Our sample is limited in that partici-
pants were primarily U.S.-based, and
those coming from industry are from
larger technology firms or nonprofit

organizations.

Additionally, blind

and low-vision people were more
heavily represented than other dis-
ability groups. Moving forward, more
research is needed to ensure that a di-
verse range of disabled workers from
across the globe are actively involved
in surfacing issues regarding contex-
tualized use of AI for work, the audit-
ing of AI technologies, determining
evaluation metrics and benchmarks,
and developing robust governance
and policy frameworks. Only through
such concerted and holistic efforts
can we hope to harness the transfor-
mative potential of AI in a way that
genuinely empowers disabled people
and fosters inclusive and equitable
workplaces.
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A real-world field study examines how GitHub
Copilot affects engineering productivity in an
enterprise setting.

| BY FEI LIU AND TODD MCKINNON

Beyond

the Hype:

The Efficiency-
Throughput
Gap with
GitHub Copilot

THE RAPID ADOPTION of Al-assisted tools in software
development has rekindled interest in engineering
productivity. However, a holistic understanding

of these tools’ real-world impact on engineering
productivity remains caught between marketing
claims of substantial gains*?* and initial studies
focused on task-level improvements.>®'%2%23 While
the marketing narrative is challenged by emerging
real-world evidence," the community still lacks deep,
non-anecdotal studies that not only observe but also
explain the disconnect. In this article, we aim to do
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just that. We introduce and investigate
the efficiency-throughput gap, a phe-
nomenon where individual developer
efficiency gains fail to translate into
measurable organizational through-
put. Grounded in the Organizational
Ohm'’s Law (OOL) framework, our real-
world field study provides a methodol-
ogy to both empirically document this
gap and offer a data-driven explana-
tion.

Research motivation and prin-
ciples. The motivation of this work is
to understand the impact of GitHub
Copilot on engineering productivity
to inform the strategic integration of
generative Al into existing product
development. Specifically, we aim to
understand how engineers use GitHub
Copilot, and whether its adoption
yields measurable engineering pro-
ductivity gains. Furthermore, this
research seeks to identify the require-
ments for effective measurement of
engineering productivity in corporate
settings.

To facilitate practical business de-
cisions, our field study was designed
to reduce disruption to established
engineering practices and to reflect
authentic real-world conditions rather
than artificial laboratory settings. Our
experimental design adheres to three

key insights

B Despite increased engineer motivation
and perceived skills, as well as reduced
working hours, GitHub Copilot adoption
revealed no statistically significant
improvement in engineering output
metrics. We call this disconnect the
efficiency-throughput gap.

® The Organizational Ohm’s Law (OOL)
provides a practical and holistic
framework for measuring engineering
productivity, integrating subjective
surveys with objective metrics to assess
Al's impact as a function of individual
potential and organizational resistance.

m Achieving organizational productivity
gains requires more than deploying an
Al-powered tool. It demands a deliberate
effort to learn, adapt, and reinvent
teams, processes, and infrastructure
to align with Al-augmented developer
capabilities.

IMAGE BY ANDRIJ BORYS ASSOCIATES, USING PHOTO BY MICHAELVBG/SHUTTERSTOCK
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guiding principles: first, to generate
actionable business insights while
satisfying academic curiosity; second,
to minimize the burden on participat-
ing engineers and avoid introducing
unnecessary research-only processes;
and third, to measure relevant data
and behaviors as accurately as pos-
sible to reflect real-life operational
contexts.

The act of measurement can in-
herently alter the state of a system, a
phenomenon observed across diverse
domains, from electrical circuits to
quantum mechanics. This effect is
particularly pronounced in social and
management contexts, where the es-
tablishment of specific metrics can
influence behavior, potentially lead-
ing to tactical actions or even the gam-
ing of systems to achieve favorable re-
sults.*!? Recognizing the importance
of minimizing such reactive effects
and obtaining data reflective of genu-
ine practices, throughout our study
we prioritized transparency with par-
ticipants regarding data-collection
objectives, data linkage, and confiden-
tiality. To further mitigate behavioral
changes induced by the study, and un-
like many observational studies that
actively monitor participant activities
prospectively, our primary analysis
relied mainly on historical engineer-
ing metric data from recruited partici-
pants.

Organizational Ohm’s Law. The
study’s experimental design and
methodology are informed by the OOL
framework, a concept we previously
developed to analyze engineering pro-
ductivity.">*® The framework draws an
analogy between electrical circuits
and organizational systems, stating
that outcome current, and hence or-
ganizational productivity, is propor-
tional to outcome-output efficiency
and organizational potential, and in-
versely proportional to organizational
resistance. By approximating organi-
zational resistance through quantifi-
able time allocations, the law shows
that engineering productivity is posi-
tively correlated with the percentage
time spent on core software engineer-
ing activities (i.e., coding and testing),
the relative average engineer motiva-
tion, and the relative average engineer
skill levels.

Leveraging this framework, we

Despite observing
improvements in
engineer motivation
and perceived skills,
as well as reduced
working hours, we
found no immediate
increase in key
engineering metrics
such as monthly
pull requests and
lines of code.
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measured engineer time allocation
before and after GitHub Copilot adop-
tion across various areas, including
coding, testing, communication, wait-
ing for decisions and dependencies,
documentation, engineering process-
es, company processes, and inefficien-
cy of engineering infrastructure,'*
alongside relative employee motiva-
tion'>'® and skill ratings. The data
allowed us to comprehensively assess
the impact of GitHub Copilot adoption
using a method grounded in a theo-
retically sound and intuitively sensible
framework.

Our contribution. First, we present
a holistic, real-world enterprise as-
sessment of GitHub Copilot’s impact,
identifying and providing empirical
evidence for the efficiency-through-
put gap. Our findings challenge the
prevailing narrative of instant AI pro-
ductivity gains: Despite observing
improvements in engineer motiva-
tion and perceived skills, as well as
reduced working hours, we found no
immediate increase in key engineer-
ing metrics such as monthly pull re-
quests and lines of code. This result
underscores that effectively realizing
the potential of Al-powered tools re-
quires continued innovation and op-
timization of software engineering
operations. Second, we introduce a
multi-method framework for holisti-
cally assessing the impact of AI tools
in an enterprise setting. By integrat-
ing the OOL framework, our human-
centric survey, objective engineering
metrics, and participant information,
our study provides a methodology that
organizations can adapt to continu-
ously evaluate the impact of AL

Our Approach

Experimental design. This field study
was conducted within the engineering
organization of Okta, Inc., a publicly
traded U.S. enterprise software com-
pany providing cloud-native identity
and access management for modern
security. Aiming for research with di-
rect practical impact, we integrated
our study with the GitHub Copilot
rollout within our company. This real-
world context facilitated a compre-
hensive evaluation of Copilot’s effect
on multiple engineering teams using
a multi-method quantitative design.
This approach involved triangulating



data from subjective Copilot produc-
tivity surveys, objective GitHub Copi-
lot and engineering metrics, and par-
ticipant background information.

To control for confounding vari-
ables from other Al tools, we leveraged
a preexisting policy that discouraged
exposing company code to external,
non-sanctioned LLMs. A preliminary
survey before the rollout confirmed
this policy’s effectiveness, reflecting
minimal use of other AI tools and giv-
ing us high confidence in our baseline
measurements (see Appendix A.1 for
details). As GitHub Copilot was the
only Al-powered developer tool of-
ficially deployed at scale during the
study, we can attribute the observed
changes primarily to its introduction.

Engineering productivity survey. To
understand GitHub Copilot’s impact
on engineering productivity follow-
ing its initial organizational rollout,
we conducted a survey several months
after the GitHub Copilot rollout using
Qualtrics, a commercial Web-based
survey platform. The survey instru-
ment gathered data on participants’
background, their average weekly
time allocation across various work
activities, Likert-scale ratings of their
motivation and skills, Likert-scale as-
sessments of code quality and test fre-
quency both before and after Copilot
usage, the frequency of Copilot utiliza-
tion, areas of perceived Copilot useful-
ness, a Likert-scale rating of Copilot’s
perceived productivity enhancement,
concerns regarding its use, and open-
ended comments on engineering pro-
ductivity or GitHub Copilot experienc-
es (see Figure Al in the appendix for
an example of the survey instrument).
The survey was designed to be brief,
requiring approximately five minutes
to complete.

Participant recruitment was con-
ducted in partnership with various
engineering teams as part of their
GitHub Copilot deployment. Between
November 18 and December 20, 2024,
we used Slack and email to invite 261
individuals who had been granted Co-
pilot licenses between July and Sep-
tember 2024 (see Figure A2 in the ap-
pendix for the recruitment message).
We received 97 responses, 95 of which
included email addresses, enabling
us to link their survey data with their
GitHub Copilot and engineering met-

rics. Participation in the survey was
voluntary and uncompensated. (The
distribution of professional experi-
ence among survey respondents is
shown in Figure A3 in the appendix.)

GitHub Copilot and engineering
metrics. Transparency regarding data
linkage was maintained throughout
the study. Both the survey instrument
and participant recruitment com-
munications (via Slack and email) ex-
plicitly stated that participants’ email
addresses would be used solely to cor-
relate survey responses with GitHub
Copilot and engineering metrics for
this research on engineering produc-
tivity. Participants were also assured
that all data would be analyzed anony-
mously and kept confidential. Conse-
quently, we used participants’ email
addresses as unique identifiers to link
their subjective survey input with ob-
jective metrics.

We extracted relevant metrics us-
ing Faros.ai,® a commercial engineer-
ing data platform that integrates with
our company’s suite of engineering
software applications (such as GitHub
and JIRA) via representational state
transfer APIs (REST APIs). Faros.ai
transforms the retrieved data into its
proprietary schema, enabling us to
query and extract key metrics through
its dashboards. The metrics included
Copilot activation date, Copilot usage
statistics, pull request (PR) count, PR
comment count, PR review count, and
lines of code (LOC) contributed. To es-
tablish a before-Copilot baseline, we
used data from April, May, and June
2024. After-Copilot data was repre-
sented by the period of September, Oc-
tober, and November 2024.

Participant information. The engi-
neering productivity survey included
questions about participants’ engi-
neering experience, capturing vari-
ables such as years of experience in
software development and their pri-
mary programming language. To pro-
vide further context, we enriched the
survey data with information from our
company’s Workday system, including
variables such as hire date, job title,
job level, job location, and engineer-
ing team.

Data preparation. Data cleaning.
The collected datasets underwent

a https://www.faros.ai/
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a data cleaning and preprocessing
phase to address potential errors and
inconsistencies across both the survey
responses and metrics data. This pro-
cess involved correcting participant
identifiers, verifying and adjusting
anomalies in selfreported data, and
handling incomplete responses. We
adopted a data strategy of retaining all
responses and metric data for further
analysis. While this necessitates more
detailed processing and analytics, it
allows us to maximize our dataset,
which is crucial given our moderate
sample sizes. More importantly, this
approach more accurately reflects the
complexities of real-world engineer-
ing productivity measurement, identi-
fying edge cases and addressing them
through subsequent analyses. This re-
sulted in a final dataset of 95 valid re-
sponses, of which 74 were complete for
the before-and-after analyses. (See Ap-
pendix A.3 for a detailed description of
the data-cleaning procedures.)

The raw GitHub Copilot and engi-
neering metrics, extracted monthly,
exhibited inherent variability. To miti-
gate these fluctuations and account
for onboarding and departures, we
employed a three-month rolling aver-
age for both the before-Copilot (April
to June 2024) and after-Copilot (Sep-
tember to November 2024) periods.
We then calculated the number of
valid monthly data points for each par-
ticipant and computed the mean and
standard deviation based on these
valid months. The analysis comparing
the three-month average after-Copilot
metrics with metrics calculated only
for the months after individual Copi-
lot license assignment yielded simi-
lar conclusions. Consequently, the
subsequent analysis used the three-
month average engineering metric
data from September to November
2024 to ensure consistency and reduce
variability.

Data integration. To integrate data
obtained from multiple sources and
systems, we used participants’ email
addresses as a unique identifier for
record linkage. Data cleaning, join-
ing procedures, and insight analyses
were implemented using Python with-
in Jupyter Notebook. Following data
preparation, we generated a unified
dataset in CSV format, encompassing
the survey responses, GitHub Copi-
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Figure 1. Histograms of self-reported and measured monthly GitHub Copilot usage.
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lot and engineering metrics, and en-
riched participant information. This
integrated dataset comprised up to
150 direct and derived attributes for
each participant, enabling multifacet-
ed analyses of engineering productiv-
ity for survey participants. For clarity,
we focus on the analyses and results
related to GitHub Copilot's impact.

Assessing the Impact

of GitHub Copilot

GitHub Copilot utilization. The sur-
vey included a question asking par-
ticipants about their recent GitHub
Copilot usage: “How often have you
used GitHub Copilot recently?” We
also collected objective GitHub Copi-
lot usage metrics for the same period.
Our analysis showed substantial vari-
ability in Copilot usage among par-
ticipants, with 7% reporting no usage
during the three months following Co-
pilot deployment, illustrated in Figure
1. To assess the consistency between
self-reported (orange bars) and mea-
sured (blue bars) usage, we compared
these two datasets. Despite inherent
differences in measurement method-
ology, data source, and data type, sta-
tistical tests indicated a statistically
significant (p < 0.001), medium-to-
large (Pearson’s r = 0.48, Spearman’s p
= 0.44) correlation,” suggesting a gen-
eral agreement between perceived and
actual Copilot usage behavior among
the participants. In essence, this com-
parison acts as a quality check that
strengthens the foundation of the en-
tire study, allowing us to proceed with
the analysis of the other self-reported
survey questions with a greater degree
of confidence in the data’s integrity.

To evaluate potential survey partic-
ipation bias, we also compared the ob-
jective Copilot usage metrics of survey
participants with those of all licensed
Copilot users within our company.
This comparison showed that survey
participants were statistically signifi-
cantly more likely to use Copilot and
exhibited a higher frequency of usage.
Consequently, the findings presented
in this work may reflect a more opti-
mistic assessment of GitHub Copilot’s
impact than the actual experience
across the entire user base.

Before vs. after GitHub Copilot
comparison. To determine the appro-
priate statistical tests for evaluating
paired before-and-after data related
to the GitHub Copilot survey response
and engineering metrics, we imple-
mented the following data analysis.
Following a Shapiro-Wilk normal-
ity test and a symmetry check (mean
absolute deviation from median <
standard deviation), one of three sta-
tistical tests was applied to the paired
differences of Copilot users:

» If the differences passed the nor-
mality test (p > 0.05), we applied the
paired ttest. The magnitude of the
change was measured using Cohen’s d
as the effect size.

» If the differences were not nor-
mally distributed but were symmet-
ric, we used the Wilcoxon signed-rank
test. The magnitude of the change was
measured using rank-biserial correla-
tion (1) as the effect size.

» If the differences were not sym-
metric, we applied a sign test, imple-
mented as a two-sided binomial test
on the count of positive vs. negative
differences. The magnitude of the
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change was measured using Cohen’s g
as the effect size.

The results of these statistical tests
are visualized in Figures 2 and 3. For
each response or metric, the corre-
sponding subplot displays the before-
and-after means, the type of statistical
test performed, the resulting p-value,
the effect size test, and the corre-
sponding value, as well as the data
pair count. If the selected statistical
test yielded a statistically significant
result (p < 0.05), the before-and-after
bars in the subplot are colored green;
otherwise, they are colored pink.

Engineer time allocation. To under-
stand engineer time allocation, we
categorized engineering activities into
several distinct categories and asked
the survey participants to report their
weekly time spent on each. Figure 2 (a—
j) illustrates the mean reported time
allocation and corresponding 95%
confidence intervals before and after
GitHub Copilot usage. Following Copi-
lot adoption, the participants reported
a reduction in the average time spent
across all activity categories. The larg-
est time savings were reported in cod-
ing (1.06 hours per week) and testing
(1.56 hours per week). Overall, partici-
pants reported an improved work-life
balance, with average weekly work
hours decreasing from 44.77 to 40.83.
Statistically significant reductions (p
< 0.05) were observed in time spent on
context shifting, coding, documenta-
tion, testing, and total working hours.
The effect sizes for these reductions
were large, with rank-biserial r rang-
ing from -0.51 to -0.90,° indicating a
meaningful impact. In contrast, time
allocated to more human-centric ar-
eas, such as communication, waiting
for decisions and dependencies, com-
pany processes, engineering process-
es, and inefficiency of engineering in-
frastructure, did not show statistically
significant changes.

The data also illustrated that ap-
proximately 30% of participants’ work
time was allocated to coding, 10-15%
to testing, and slightly more than
50% to other activities. An analysis of
the work time allocation by job level
showed a statistically significant de-
pendency (analysis of variance (ANO-
VA), p < 0.05). Junior engineers report-
ed spending 50-70% of their time on
coding and testing, while senior engi-



neers allocated less than 30% to these
tasks (see Figure A4 in the appendix).
This pattern aligns with typical expec-
tations for engineering career progres-
sion, where more senior roles involve
leading initiatives, contributing to
technical strategy, cross-organiza-
tional collaboration, and mentorship,
rather than direct code writing and
testing.

Engineer motivation and skills. Fig-
ure 2 (k-1) presents the before and after
ratings for engineer motivation and
skills with 95% confidence intervals.
Participants reported statistically sig-
nificant improvements in both their
motivation and perceived skill levels
after adopting GitHub Copilot. These
improvements were accompanied by
very large effect sizes (rank-biserial r of
0.95 for motivation and 1.00 for skills).’

Pull requests. Figure 3 (a-h) presents
the before and after three-month aver-
age monthly PR count, PR cycle time,
monthly PR comment count (com-
ments received), monthly PR review

count (reviews performed), and their

corresponding 95% confidence inter-
vals. Contrary to findings in existing re-
search and marketing, and perhaps un-
expectedly, only the monthly PR review
count demonstrated a statistically sig-
nificant increase; the other PR metrics
showed no significant improvements.
While we treated each PR equally in our
analysis of the monthly PR counts, it is
important to acknowledge that PRs can
vary significantly in effort. Therefore,
incorporating proper PR metadata,
such as PR sizing, in future analyses
could further improve the representa-
tion of engineering output.

Monthly lines of code. Monthly LOC
metrics were calculated as the mean
of the three-month average LOC for
each participant. We extracted several
LOC variants, including lines added,
lines deleted, diff size, and net lines
added. In practice, raw LOC proved an
unreliable proxy for individual coding
effort, with before Copilot averages
exceeding an implausibly high 30,000
lines added per month. Analysis of in-
dividual contributions uncovered that
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the LOC consisted of diverse code de-
velopment activities beyond feature
coding. For example, feature devel-
opment teams may primarily engage
in writing application logic (the type
of coding often studied in controlled
environments); engineering platform
teams may generate extensive configu-
ration code with minimal manual in-
put; and tech debt teams can produce
large LOC changes during refactoring.

To isolate LOC indicative of direct
engineering authoring, we considered
focusing solely on feature develop-
ment teams or repositories. However,
this approach was insufficient due to
the colocation of feature code with de-
pendency, configuration, and metada-
ta code within the same repositories,
often without consistent directory
or naming conventions that would
allow for reliable automated separa-
tion. As an alternative, we explored
filtering PRs based on the magnitude
of LOC changes, hypothesizing that
very large changes were less likely to
represent direct, line-by-line coding

Figure 2. Comparison of engineer time allocation, motivation, and skills before and after GitHub Copilot for Copilot users.
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Figure 3. Comparison of engineering metrics before and after GitHub Copilot for Copilot

users.
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effort. Drawing upon industry best
practices for PR reviews and inter-
views with our engineers regarding
common organizational practices, we
developed a heuristic rule to identify
PRs potentially containing engineer-
ing-authored code: (Lines added and
deleted < 801) OR (Lines added and
deleted < 1001 with > 5 comments) OR
(Lines added and deleted < 3001 with >
7 comments) OR (Lines added and de-
leted < 5001 with > 10 comments).>*’
LOC contributions from PRs not meet-
ing this heuristic were excluded from
participants’ monthly LOC totals.
These recalculated LOC metrics val-
ues were not overly sensitive to varia-
tions in the heuristic rule. Moreover,
recalculating the various LOC metrics
after this filtering yielded values with-
in a more reasonable range for direct
coding effort,'®* as shown in Figure
3 (e-h). Nevertheless, consistent with
our findings for PR metrics, neither
the raw LOC metric variants nor the
recalculated ones showed statistically
significant changes following Copilot
adoption.

Additionally, for participants who

were assigned Copilot licenses but did
not use them, we observed no reported
changesin surveyresponses and no sta-
tistically significant changes in any en-
gineering metrics, as shown in Figures
A5 and A6 in the appendix. However,
the small sample size of this non-user
group suggests that these null findings
should be interpreted with caution.
Pareto insights. We also investi-
gated the hypothesis, consistent with
existing literature,?® that AI tools ben-
efit less experienced engineers more.
The goal of this analysis was to see if
Copilot led to a more even distribu-
tion of work output. To test this, we
conducted a Pareto analysis of PR
count before and after GitHub Copi-
lot for participants who used it (Fig-
ure A7). Prior to Copilot, 46% (34 out
of 74) of participants contributed to
80% of the total PR output. Following
Copilot implementation, this propor-
tion increased to 53% (39 out of 74) of
participants, accounting for 80% of
the slightly increased total PR output.
The observed percentage shift implies
that Copilot may have led to a more
even distribution of PR contributions
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among engineers, potentially benefit-
ing those with lower initial PR output.
However, statistical analysis found
that the difference between the before
and after distributions was not statis-
tically significant.

GitHub Copilot’s benefits and con-
cerns. To assess GitHub Copilot’s ben-
efits and concerns, we surveyed partic-
ipants with multiple-choice questions.
The first, “Which areas do you find
GitHub Copilot useful?” offered cat-
egories aligned with engineer time
allocation, motivation, and skills, in-
cluding a detailed breakdown of cod-
ing tasks from simple to complex (Fig-
ure 4a). Participants reported Copilot
to be most useful for boilerplate code,
function templates, queries, configu-
ration files, and testing. They found it
less capable, however, of developing
front-end components and back-end
services, writing complex logic or al-
gorithms, and supporting human-
centric enterprise development ac-
tivities. The second question, “What
are the reasons you don’t use GitHub
Copilot after being assigned a seat?”
highlighted that the primary reasons
for non-use were concerns about Co-
pilot’s accuracy and lack of time and
knowledge to use Copilot (Figure 4b).
Despite the limitations, 94 partici-
pants rated GitHub Copilot’s impact
on overall productivity at an average of
3.95 out of 5 on a Likert scale, indicat-
ing a reasonably positive perception.

We then sought to validate whether
the self-reported time reductions ob-
served in activities like coding and
testing (Figure 2) were statistically
linked to these perceived benefits. Our
hypothesis was that engineers who
perceived Copilot as useful for a specif-
ic activity (e.g., “testing”) would be the
same engineers who reported a time
reduction for that activity. To test the
hypothesis, for each engineer time-
allocation activity, we calculated both
value and binary Pearson correlations,
along with their corresponding p-val-
ues, between time-allocation changes
and GitHub Copilot benefit mentions,
to test the basic association. Addition-
ally, we performed a Chi-square test (
x> test) to assess the association be-
tween binary time-allocation chang-
es and benefit mentions. Finally, we
used a two-sample t-test to compare
the mean time-allocation changes be-



tween engineers who mentioned Copi-
lot benefits for a specific activity and
those who did not.

Our analyses demonstrated rela-
tively strong negative value correla-
tions between time-allocation changes
and benefit mentions for context shift-
ing, engineering process, testing, and
inefficiency of engineering infrastruc-
ture. Relatively strong binary correla-
tions were found for context shifting,
coding, documentation, engineering
process, testing, and inefficiency of
engineering infrastructure. The Chi-
square test indicated a significant as-
sociation between the binary changes
in context shifting, coding, documen-
tation, engineering process, testing,
and inefficiency of engineering infra-
structure, and their corresponding
benefit mentions. Furthermore, the t-
test showed significant differences in
the mean metric change values of con-
text shifting, coding, engineering pro-
cess, and testing between the benefit
mentioned and not-mentioned groups
(see Appendix Table A1 for details).

Collectively, these analyses suggest
areasonable relationship between the
four time-allocation activities that
showed statistically significant reduc-
tions before and after GitHub Copilot
adoption (context shifting, coding,
documentation, and testing) and the
perceived benefits of Copilot.

Discussion
This work provides a multifaceted
examination of GitHub Copilot adop-
tion, yielding insights into software
productivity measurement and the
tool’s impact on enterprise software
development. On the one hand, we
demonstrate the utility of OOL as a
practical and holistic framework for
understanding engineering produc-
tivity by integrating engineer activ-
ity (time allocation), mental state
(motivation), and capability (skills)
alongside engineering metrics. On
the other hand, our real-world inves-
tigation highlights the inherent gaps
in accurately measuring engineering
productivity, suggesting the potential
value of more rigorous practices, such
as consistent repository directory la-
beling, pull-request sizing, and the
identification of Al-generated code to
improve future assessments.
Regarding GitHub Copilot’s impact,

For future work,
we recommend
prioritizing
longitudinal studies
across diverse
organizations to
examine the long-
term effects of
Al-powered tools
onh engineering
productivity.
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our findings reveal a critical distinction
between individual efficiency and orga-
nizational throughput. While GitHub
Copilot usage varied significantly
among engineers, the tool demonstra-
bly fostered positive changes in per-
ceived engineer value, reduced time
spent on various engineering activities,
and boosted motivation and perceived
skills. Yet we observed no immediate
direct correlation with gains in key
engineering metrics. This resulted in
an individual efficiency gain (the same
work in less time) but no statistically
significant organizational throughput
gain (no increase in monthly PR count
or lines of code). According to the OOL
framework, we hypothesize that pro-
ductivity improvements from such
tools occur in three stages:

1. Efficiency gains: The tool boosts
average individual potential (motiva-
tion, skills) and reduces resistance
on specific tasks such as coding and
testing. However, the overall outcome
current remains unchanged. The effi-
ciency gains benefit individuals with a
better work-life balance. Our data sug-
gests early signs of this first stage, but
not yet the second.

2. Productivity gains: To increase
the outcome current, the organiza-
tion must consciously reduce the total
resistance and further increase indi-
vidual potential. This requires upskill-
ing developers to leverage the tool’s
functionalities, adjusting productivity
expectations, and optimizing develop-
ment workflows to align with Al-aug-
mented developer capabilities.

3. Organizational optimization: The
organization can redesign its orga-
nizational circuit to lower human-
centric resistance. This involves struc-
tural changes, such as creating more
autonomous teams or increasing in-
dividual scope to reduce the overhead
from communication and decision
making, as well as exploring effective
modes of human-Al teaming.

This work highlights that to truly
achieve organizational productivity
gains, deploying an Al-powered tool is
not enough. It requires a deliberate
effort from engineering and manage-
ment to adapt, learn what the tool can
and cannot do for their specific prob-
lems, as the tool’s functionalities evolve
quickly, and reinvent teams, engineer-
ing processes, and infrastructure to
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Figure 4. Engineering perspectives on GitHub Copilot: (a) Benefits (n=92) and (b) Concerns (n=79).

(a) Which areas do you find GitHub Copilot useful?

Coding - writing boilerplate code, generating function
templates, writing queries, creating configuration files

Testing - writing test cases, generating mock test data,
writing test code, performing tests, etc.

Coding - generating error handling and logging

Coding - writing inline comments

Coding - refactoring and optimization

Skills - understanding new code, libraries, frameworks, projects, languages
Coding - debugging

Documentation - writing wiki, supporting product documentation, etc.

Coding - developing prototypes

Context Shifting - reducing switching between different codebases,
projects, or types of engineering tasks, etc.

Motivation - motivating me to do my work
Skills - gaining other skills outside of coding

Engineering Processes - doing code review
Coding - developing frontend components and
backend services, writing complex logic or algorithms

Inefficiency of Engineering Infrastructure - improving wait time for a build, runtime startup,
switching or rebasing branch, syncing IDE, completing CI and tests, requesting access, etc.

Communication - attending meetings, writing and
replying to emails and Slack, etc.

Engineering Processes - planning, conducting release process,
doing security review, doing legal review, etc.

Company Processes - doing VMT, budgeting, financial
procedures, performance reviews, etc.

Waiting for Decisions and Dependencies - reducing idle time,
chasing decisions or dependencies, etc.

(b) What are the reasons you don’t use GitHub Copilot after being assigned a seat?
Github Copilot Accuracy Concerns - concerns about the quality
of the generated code, etc.
I don’t have a reason to not use it

Lack of GitHub Copilot Experience - I haven't had the chance
to learn how to use GitHub Copilot

GitHub Copilot Privacy, Security, and Compliance Concerns - concerns about
privacy, security, and compliance of using GitHub Copilot

My Preference - I prefer writing code without GitHub Copilot

GitHub Copilot Technical Limitations - slowing down my development environment,
it doesn't support my languages/frameworks/tools, etc.

Productivity Concerns - I don't feel Copilot improves my productivity

Role-tool Mismatch - My role doesn't require or benefit from using GitHub Copilot
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capture the potential ef-
To access the ficiencies. The findings
appendixfor this | jnformed our organiza-
article, please s d
visit https:// tion’s post-study strat-
dl.acm.org/ egy. Recognizing the
doi/10.1145/ ) P
3797488 strong positive impact
and click on on individuals, we accel-
supplemental | erated Copilot adoption
: by removing manage-

ment approval while simultaneously
monitoring usage. We began sharing
best practices to improve tool utiliza-
tion, building a shared understanding
of its current constraints, and identi-
fying new challenges. Furthermore,
we are embedding Al impact measure-
ment into our regular engineering pro-
cess and introducing a broader range
of Al-powered tools, such as Copilot
agent mode and various vibe-coding
applications. The endeavor represents
the beginning of a co-invention of the
tool, the team, the process, and the in-
frastructure required to fully explore
and realize the potential of Al-driven
productivity gains.

While this study provides compre-
hensive analyses and insightful find-
ings, its scope is subject to several
limitations. First, the research was
conducted within a single company
and involved a moderate number of
participants, potentially limiting the
generalizability of the results. Further-
more, the sample size means some ob-
servations of statistical insignificance
could be due to a lack of statistical
power rather than an absence of ef-
fect. Second, as the study captured the
initial rollout phase of GitHub Copilot,
the observed impacts may not fully re-
flect its longer-term effects. However,
our subsequent monitoring of PRs and
LOC for participants from December
2024 to May 2025 showed no statistical
improvements, supporting the point
that time alone is insufficient to trans-
late individual efficiency into organiza-
tional throughput. Third, the objective
output metrics we used (e.g., monthly
PR count and monthly LOC) are, at best,
proxies for engineering productivity
and do not capture the full picture of
engineering output. Fourth, this work
primarily focused on the impact on en-
gineering output metrics, rather than
broader business outcomes such as
accelerated time to market or product
quality improvements. Fifth, the anal-
ysis was based on the organization’s

adoption of GitHub Copilot’s Al-assist-
ed coding functionalities available at
the time, including autocomplete and
chat. Given the rapid evolution of Al-
powered development tools, the impli-
cations of more advanced capabilities,
such as retrieval-augmented genera-
tion (RAG) over enterprise codebases or
deeper engineering workflow integra-
tions, warrant separate investigation.
Ongoing advances in these Al-powered
tools could alter their impact. For future
work, we recommend prioritizing longi-
tudinal studies across diverse organiza-
tions to examine the long-term effects
of Al-powered tools on engineering pro-
ductivity, thereby providing valuable
technical, business, and economic in-
sights for researchers and practitioners.

Summary

This field study of GitHub Copilot pro-
ductivity impact moves beyond the
hype of instant gains by identifying an
efficiency-throughput gap, revealing
a more nuanced reality than that of-
ten presented in existing research and
marketing. Our findings underscore
the challenges that organizations face
in translating AI-driven individual ef-
ficiency gains, which we observed as
improved engineer sentiment and a
reduction in working hours, into im-
mediate and quantifiable organiza-
tional productivity throughput, where
we found no statistically significant im-
provement in output metrics. By inte-
grating the Organizational Ohm’s Law
framework, our human-centric survey,
and objective engineering metrics, this
study also provides a robust and repeat-
able methodology. It offers a practi-
cal toolkit for organizations to move
beyond one-time snapshots toward a
continuous assessment process of AI's
evolving impact, paving the way for iter-
ative co-invention and, ultimately, tan-
gible engineering productivity gains.
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Results from a 22-institution, multi-year
project to broaden participation in computing
show that implementing even a subset of

the 10 systemic changes leads to increases
in retention and attraction.

BY CARLA E. BRODLEY, CATHERINE GILL, MEGAN GIORDANO,
AND CAITLIN J. KIDDER

10 Systemic
Changes

to Broaden
Participation
in Computing

THE CENTER FOR INCLUSIVE COMPUTING (CIC) Was
established in 2019 at Northeastern University to
broaden participation in computing (BPC) at U.S.
universities. BPC has been a goal of the U.S. computer
science (CS) community for several decades, and
much work has been done to design and implement
best practices. But most efforts reported in the
literature explore the efficacy of BPC activities at a
single institution or a handful of institutions. Further,
progress in BPC nationwide has been slow; in 2019,
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students who identified as women and/
or from races and ethnicities histori-
cally marginalized in tech continued to
be underrepresented in computing rel-
ative to their representation in higher
ed.* The 2018 report “Rebooting Repre-
sentation”® stated that although there
appeared to be consensus on BPC best
practices, uptake was slow. The report
called attention to this “paradox,” hy-
pothesizing that university computing
departments lacked sufficient incen-
tives and resources to change. Build-
ing on previous research and with core
funding from Pivotal, the CIC set out to
determine which BPC practices work
across different university contexts. The
CIC funds changes that create a more
inclusive environment for undergradu-
ates. By inclusive environment, we mean
one in which all students—including
those who have never programmed—
feel invited to try computing and sup-
ported to pursue a major in the field.

At the CIC, we work with the larg-
est U.S. universities® to reach as many
undergraduates as possible. Our ap-

a We work with nonprofit universities that pro-
duce 150 or more CIP 11 (computing-related
majors) graduates annually. In the U.S., the
Classification of Instructional Programs (CIP)
provides a taxonomic scheme that supports
the tracking and reporting of fields of study
and program completion activity.* CIP code
11 is for computing majors and includes CS.

key insights

m The Center for Inclusive Computing
(CIC) launched in 2019 to partner with
U.S. university computing departments
to identify and remove barriers that
prevent students from discovering and
thriving in computing. We were given
the unique opportunity to determine
which interventions are most effective in
removing these barriers, and to do so at a
previously unheard-of scale.

m We report results across 22 universities
of the 10 systemic changes we have found
most impactful and we describe how they
can be adapted to different institutional
contexts.

B The results show that implementing
even a subset of these changes leads
to increases in retention and attraction
across all populations.

IMAGE BY ANDRIJ BORYS ASSOCIATES; PHOTOS COURTESY OF NORTHEASTERN UNIVERSITY (CIC.NORTHEASTERN.EDU)
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proach seeks to test two hypotheses.
The first is that, by making systemic
changes (e.g., to the courses and/or the
degree structure), more students would
try and/or be retained in computing
(i.e., What happens if we focus on fix-
ing the institution rather than fixing
the student?). The second hypothesis
is that, by targeting systemic changes,
much of the work would be sustainable
(i.e., would not require ongoing fund-
raising or add material cost to the de-
partment's budget).

This article describes the results
from Phase One of this experiment.
Specifically, we share aggregate data
from the first 22 schools funded for im-
plementation at the undergraduate lev-
el. These 22 schools began implementa-
tion between 2020 and 2022, meaning
enough time has elapsed for us to mea-
sure the impact. (Phase 2 will include re-
sults for more than 50 schools.) For each
university, the CIC provides: multi-year
grants of $200,000 (or more) to cover im-
plementation costs; technical assistance
through a program manager (a comput-
ing faculty member and CS-education
expert); and a platform to collect and
analyze the data to track the impact of
changes. Each university's grant is eval-
uated annually, and the next tranche of
funding is contingent upon satisfactory
effort and progress against the prior
year's work plan.

We begin the article by summariz-
ing the methodology used to select the
22 schools (and schools that have joined
the portfolio subsequently) and what
an engagement with the CIC entails.
Next, we describe 10 systemic interven-
tions that we have found (through trial
and error) to be effective in creating an
inclusive environment for undergradu-
ates, regardless of prior exposure to CS.
We then map the 22 schools to the 10
interventions and share the aggregate
results, including a comparison of the
change in demographics of computing
majors relative to the changes in over-
all university enrollment. Finally, we
describe future plans and draw conclu-
sions from our work.

Framework for Systemic Change
The CIC's methodology has the follow-
ing six steps:

1. We announce the availability of
funding via our website and listservs.
Per the conditions of our core funding,

High school CS
classes are more
often presentin zip
codes of economic
privilege. The
problem s that
students without
coding experience
can quickly feel
behind when, in
reality, they have
only just begun.
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the initial eligibility criterion was non-
profit U.S. institutions graduating 200
or more students in IPEDS (Integrated
Postsecondary Education Data System)
CIP code 11.°° We now accept applica-
tions from schools graduating 150 or
more students in CIP code 11.

2. We meet online with each school
to review their application and formu-
late an initial hypothesis regarding
barriers and potential changes. We
then decide whether to do an in-person
site visit based on the level of leader-
ship commitment, the relevance of the
systemic interventions to the barriers
discussed, and faculty buy-in.

3. If we proceed, we schedule a site
visit, which is a 4-6 hour, in-person
(except during COVID) set of meetings
with the project team, intro sequence
faculty, teaching assistants (TAs), aca-
demic advisors, students, and the dean.
The purpose is to hear from all stake-
holders to further diagnose the barriers
and assess the potential for change.

4. We summarize the site visit in a
memo that identifies key themes, con-
necting the findings to evidence-based
interventions and pattern matching to
other schools with similar institutional
contexts.

5. If we choose to fund the school,
we work with the project team on a
work plan and budget. We now provide
costing guidelines that show the bud-
get range for each intervention.® The
work plan and budget (which includes
funding for data collection and 15%
overhead) are included as exhibits in
the grant contract.

6. Selected schools implement the
agreed-upon changes, adjusting as
needed in consultation with the CIC
and their program manager, and
submit annual progress reports. The
funding is tranched, meaning sub-
sequent installments are contingent
upon satisfactory completion of the
prior year's activities.*

Grantees (selected schools) submit
data twice a year, including historic
data for the two years prior to launch.4

b Please see https://cic.northeastern.edu/
costing-guidelines for the average cost of each
intervention.

¢ Inthree cases we have halted ongoing fund-
ing because a school was not able to make the
mutually agreed upon changes.

d See full data collection description at https://
cic.northeastern.edu/dataprogram/



Often, faculty and departments strug-
gle to access intersectional enroll-
ment and outcomes data, as this data
tends to be centrally held. Our experi-
ence is that the CIC funding unlocks
access.»” Specifically, for each term,*
schools submit data for CS1-3 for the
following variables:

» Count of students: non-negative
integer

» Racial identity: Hispanic/Latinx,
any race; American Indian or Alaska
Native, not Hispanic (AIAN); Asian, not
Hispanic; Black or African American,
not Hispanic; Native Hawaiian or Oth-
er Pacific Islander, not Hispanic (HPI);
White, not Hispanic; Nonresident
Alien, Race/Ethnicity Unknown

» Gender identity: gender X/U, men,
women

» Major: CS,! other computing, non-
computing, undeclared

» Transfer: Students who transferred
from another institution during the
current academic year

» Course outcome: passg fail, or
withdraw (PFW)

CS1-3 are defined as the first three
required programming courses in
the CS major that are are not taken in
the same term (i.e., none are discrete
math). Typically these courses are: intro
to programming, object-oriented pro-
gramming, and data structures. If a de-
partment does not have a required third
course, then CS3 is the course taken af-
ter CS2 by the majority of CS majors. For
each combination of the values of these
variables, schools enter the count of stu-
dents (no missing data allowed), thus
ensuring the data is intersectional. The
time required for the initial setup and
submission averages 40 hours; subse-
quent submissions average 8-10 hours.

e InU.S. universities, schools are either orga-
nized on a yearly two-semester basis for four
years in which students take 4-5 courses/se-
mester, or on a yearly three-quarter basis for
four years in which students take 3-4 courses/
quarter. The minimum number of credits for
a4-year degree in the U.S. is 120 credits and
at most universities a course counts for 3-4
credits.

f We define computing according to the IPEDS
Classification of Instructional Program (CIP)
code 11, with CS typically defined as CIP code
11.07.

g Passis defined by receiving a passing grade
and being eligible to enroll in the next course
(i.e.,if a student must earn a C in CS1 to enroll
in CS2, then a C-would be considered fail).

Finally, we note that the data system
allows schools to compare their data
against 18 different peer groups of uni-
versities in the CIC's portfolio.

10 Systemic Interventions

We have come to focus on 10 inter-
ventions through a combination of
extensive literature searches on sys-
temic changes in higher ed,*2*%" ob-
servations from our first two rounds of
site visits, pattern recognition across
schools, and data analysis of the re-
sults of the first 22 universities. To
home in on these 10 interventions, we
started with the literature, then noted
the issues that seemed to arise at all
universities related to retention and
discovery. Specifically, students across
the schools in our first and second
rounds of site visits shared a number
of concerns, including: if they were
new to coding, how difficult it was to
be in the same class as those with prior
experience; less than optimal experi-
ences with the TAs; that different sec-
tions of the same class taught by dif-
ferent professors had different levels
of preparation for the next class in the
sequence; that class dynamics were ter-
rible at schools with extra barriers to
major declaration; challenges engag-
ing with some assignments; and that
unless they discovered CS in their first
semester it was impossible to major
and graduate on time. We heard many
of these same concerns from TAs and
advisors, and further observed that ad-
visors were not always able to explain
different pathways (for example, the
difference between the B.S. and B.A. CS
degrees at their own school), leading
us to realize that advisors need to be
kept in the loop. The first three inter-
ventions focus on changes to the intro
sequence in order to attract students to
and retain them in the major.* The next
four focus on access to the degree and
the degree's structure. The final three
focus on co-curricular supports for stu-
dents in the major.

1. Manage distribution of prior ex-
perience. CS is offered in 60% of high
schools in the U.S., but less than 10%
of high school students take CS.'* As
such, universities have a significant
opportunity to promote the discovery

h NCWIT provided many invaluable insights.
See https://ncwit.org
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of computing in college. To do that,
schools need strategies for managing
the distribution of prior experience.>®
But care must be taken because prior
experience is not uniformly distrib-
uted across genders, races, and eth-
nicities, and high school CS classes
are more often present in zip codes
of economic privilege. The problem is
that students without coding experi-
ence can quickly feel behind when, in
reality, they have only just begun.?
Indeed, students have reported CS1
classes being overly difficult and un-
friendly when students with and with-
out prior experience are in the same
class.” Finally, from a faculty perspec-
tive, it is challenging to teach a class
when students come with widely dif-
fering prior knowledge, and some-
times neither group is engaged.

In the June 2022 issue of CRA’s Com-
puting Research News," we shared strat-
egies for handling the distribution of
prior experience. Strategies include:
students take an assessment to deter-
mine where in the intro sequence they
should begin (assessment can be a self-
or faculty-administered evaluation);
students self-select where to begin
based on preference;**' the department
offers recitations for true beginners
(for which they receive credits); and the
department offers a CSO course (often
in Python) for non-majors and students
without experience'®?*3%%i and/or im-
plements two, differently paced intro
sequences that merge together in CS2
or CS3.34k

2. Implement common assessment
across multi-section classes. Having
shared assignments, exams,' course

i Ensuring the versions are offered at the same
time means students choose what is best for
their comfort level and not what is best for
their class schedule.

j Advisors must understand who should be tak-
ing CS0 and advise students accordingly. CSO
must have a pathway to the major and ensure
that a student can still complete the major in
four years if they start with CS0 in their first or
second semester.

k Advising is critical for this approach, as
students will automatically opt for the shorter
pathway to save on tuition.

1 Common assessment does not have to mean
a single time slot for exams. Many of the
schools the CIC works with successfully cre-
ate a bank of exam questions that assess the
required outcomes, but vary sufficiently as to
mitigate cheating. The CIC has not found any
significant limitations to this solution.
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policies, and grading standards across
sections and labs of courses in the intro
sequence is key to ensuring that all stu-
dents can thrive in computing.® On the
one hand, students without prior cod-
ing experience are unlikely to persist if
confronted with a “super hard” CS1. On
the other hand, a “super easy” CS1 will
not prepare students for CS2. Common
assessment in CS1-3 is therefore es-
sential for a shared foundation, regard-
less of prior background and/or class
instructor. Also, common assessment
allows for a centralizing of resources
related to TAs and graders, translating
into greater coverage and more timely
grading. Toimplement this change, the
department can delegate course man-
agement to a rotating course coordina-
tor position. It goes without saying that
an added benefit to common assess-
ment is that faculty who teach down-
stream can be confident as to what was
covered.

3. Create assignments that show
computing in the context of other
fields. By contextualizing the comput-
ing curriculum in different domains,
students see its applicability to real-
world problems and how it connects to
other disciplines. This has been exten-
sively investigated by the CS education
research community.*”*

4. Have CS0/CS1 fulfill a general
education requirement. This promotes
discovery. We acknowledge, however,
that this may be infeasible in certain
contexts.

5. Right-size degree requirements.

Departments must evaluate whether
the number of required courses and
the prerequisite structure in their CS
degree(s) are reasonable.”? Some de-
partments require 20 or more semes-
ter-long computing courses plus math
and science requirements. In such
cases, it can be impossible for a student
to discover computing and still gradu-
ate in fouryears. A rule of thumb is that
degree requirements can be satisfied in
three years—this promotes discovery
and mitigates added time to gradua-
tion for transfer students. In addition,
research has shown that a rigid pre-
and co-requisite structure can impact
the make-up of computing majors*
and student retention in the major.”” Of
particular importance is the placement
of math prerequisites. We recommend
not requiring a math course until the
content is ¢truly needed.”® For example,
calculus 1 and 2 are not needed for CS1,
CS2, or discrete math.” This change
is key if a university has a high drop/
fail/withdraw rate in calculus 1 and/
or 2, meaning the class is functionally
blocking students from progressing in
the CS degree.

6. Low/no barriers to major decla-
ration. Because of historic booming
enrollments in computing,'*"™ many
schools have struggled to meet student
demand. Three common but problem-
atic responses to this problem are: only

m As of the writing of this article, undergraduate
enrollment in computing majors is cooling at
many universities.

allowing students to major in comput-
ing if they are admitted directly, allow-
ing any student to take the first two to
three computing courses and then de-
ciding whether they can be admitted to
the major based on their GPA in those
classes, and charging more per credit
for “high-demand” majors, which is a
barrier for low-income students. Lim-
iting enrollment to those admitted di-
rectly to the major excludes students
from discovering computing at univer-
sity. Imposing GPA-based enrollment
caps favors students who arrive at uni-
versity with prior coding experience. If
a department feels it must cap enroll-
ments, the CIC suggests alternative
strategies that can meet the depart-
ment’s needs without sacrificing the
ability to attract and retain true begin-
ners (these are discussed in Brodley?).

7. Create interdisciplinary computing
majors. Often referred to as CS+X in the
literature, interdisciplinary computing
majors (ICM)—majors built at the inter-
section of two or more fields of study)—
are a powerful strategy for broadening
participation in computing.®*?

8. Centralize TA recruiting, training,
and evaluation. At many universities,
the CIC observes little to no training for
TAs (and, if there is training, it is often
the job of each faculty member to train
those TAs assigned to them). Because
a student's experience and sense of be-
longing are often tied to their experi-
ence with the TAs, itis vital to train and
evaluate TAs (see AIICE' and Muzny et
al.?’® for publicly available TA training

Figure 1. Implemented systemic and sustainable changes.
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materials). Centralizing recruitment of
TAs has the added benefit of removing
the biases of individual faculty mem-
bers and providing a centralized view
of which TAs to rehire based on evalu-
ation results.?

9. Align co-curricular supports. As
schools make changes to their intro
sequence and degrees, it is essential
to update and align co-curricular sup-
ports and arm academic advisors with
the information to help students under-
stand and navigate the various pathway
options. Supports also include services
like tutoring and peer advising, which
are scalable and low-cost methods for
meeting student need.

10. Present clear degree maps on the
department website. Many students
will first be exposed to the major via
the degree plan on the department's
website. As such, it is imperative that
the site be both accurate and welcom-
ing. We place a particular emphasis on
making sure websites contain multiple
sample plans of study, including plans
for transfer students, students who en-
ter university without pre-calculus, and
students who discover computing in
their second year of university.”

Impact

Here, we present results from the 22
universities® that have been imple-
menting CIC changes for three or more
years. We wait three years because
some changes require a year or more to
go through university governance and/
or be fully implemented. We first sum-
marize the systemic changes made by
the schools, then discuss the impact
of the changes on who is majoring in
CS, sharing data on the enrollment

n See https://cic.northeastern.edu/interven-
tions/undergraduate-interventions/ for the
CIC’s top 10 tips for websites.

o The 22 universities are: California State
University, Long Beach; California State Uni-
versity, Fullerton; Colorado State University;
Columbia University/Barnard College; Florida
International University; Georgia State Uni-
versity; New Jersey Institute of Technology;
Rutgers University; San Jose State University
Stony Brook University (SUNY); University of
California, Berkeley; University of Califor-
nia, Riverside; University of Central Florida;
University of Illinois, Urbana-Champaign;
University of Michigan, Ann Arbor; University
of Minnesota; University of South Florida;
University of Texas, Austin; University of Utah;
University of Washington, Seattle; and Univer-
sity of Wisconsin, Madison.

Some departments

require 20 or

more semester-
long computing

courses plus

math and science
requirements. In
such cases, it can
be impossible for a
student to discover
computing and still
graduate in four

years.
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and pass rates in CS1. We conclude by
discussing challenges that resulted
in some schools being less successful
than others.

Changes made across the portfolio.
In Figure 1, we list the interventions
implemented by each of the 22 univer-
sities (per the terms of the CIC's grant
agreement, schools are anonymized;
they are also not listed here in alpha-
betical order). In the figure, we indicate
the level of implementation for each in-
tervention (see legend). We explain our
coding rules below. Note that we do not
include interdisciplinary computing
majors (ICM) because this intervention
was not added until 2024. Also note
that in our five-year report? we show de-
tailed data for four schools.

Manage distribution of prior experi-
ence: Coded as fully implemented if the
school follows one of the approaches
described in the previous section, oth-
erwise coded as not implemented,
with one exception: coded as partially
implemented if the school provided
extra supports for students new to cod-
ing but did not give credit for the addi-
tional work.

Common assessment: Coded as fully
implemented if the school has imple-
mented common assignments and ex-
ams in CS1-3. Coded as partially imple-
mented if common assessment is in a
subset of CS1-3 and/or if this entails
common exams or common assign-
ments, but not both. For six schools,
this intervention is N/A because the
classes have only one section.

Computing in context: Coded as fully
implemented if the department has
implemented the intervention for all of
CS1-3; partiallyimplemented if only for
for a subset.

CS0/CS1 fulfill a gen-ed requirement:
This is either true (fully implemented)
or false (not implemented).

Right-size  degree  requirements:
Coded as fully implemented if three
things are true: the number of comput-
ing credits is < 60 (including discrete
math but excluding other required
math); calculus 1 is not a prerequisite
to CS1 or CS2; and the degree's prereq-
uisite structure is not overly complex.4

p http://cic.northeastern.edu

q We define reasonable complexity if the cur-
ricular complexity < 250* (see Slim et al.*® for
a definition of curricular complexity).
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Schools are coded as partially imple-
mented if one of the three criteria is
met orif the school's B.S. does not meet
the criteria, but the institution offers a
B.A. that does. We note that, across the
22 universities, the B.S. in CS requires
on average 56.3 + 12.3 computing cred-
itsand the B.A.in CSrequires 40.5 + 6.5
computing credits.

Low/no barriers to major declara-
tion: Coded as fully implemented if one
of the following is true: there are no re-
strictions to major declaration beyond
what is dictated by the host college, or
the GPA restriction is < 2.5. Partially
implemented means students must be
able to apply to the major after enter-
ing the university and the department
either uses a holistic evaluation or has
a technical GPA requirement in the
range (2.5, 3.2). Otherwise, coded as not
implemented.

Centralized TA recruiting and train-
ing: Coded as fully implemented if both
TA recruiting and training are central-
ized; partially implemented if only one
isin place.

Co-curricular supports: Coded as ful-
ly implemented if the school offers CS
tutoring, has an advisor caseload of <
375 students, and has a policy requiring
that students meet with advisors at key
academic milestones. Partially imple-
mented means only one or two of these
criteria have been met. If none are met,
then coded as not implemented.

Clear degree maps on website: Coded
as fully implemented if degree require-
ments and/or plan of study include
pathways for all students, including
external transfers, those discovering
computing in their second year, and
those who are not “calc-ready.” Coded
as partially implemented if there is
guidance for some but not all of these
pathways. Otherwise, coded as not im-
plemented.

In Figure 1, we see that most
schools implemented many but not
all interventions, because not all in-
terventions are feasible in all contexts.
For example, making CS0/CS1 fulfill
a general education requirement or
mandating common assessment re-
quires significant faculty buy-in. Other
interventions, such as centralizing TA
recruiting and training and comput-
ing in context, are widely adopted. In
many cases, we have provided follow-
on funding after the end of the initial

Plotting the data for
each population,
we see that for

all populations,

the growth

in computing
majors increased
more than the
corresponding
change in university
enrollment.
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grant so schools can implement ad-
ditional interventions. For example,
University 6's leadership did not feel
ready to tackle common assessment in
the earlyyears of working with us but is
now creating a policy to do so. Because
at the time of this writing we have only
22 schools that implemented changes
three or more years ago, an analysis
of which interventions have the most
impact would not be statistically valid.
This is a priority area for future work.
Four schools have published results
from the work supported by the CIC:
Rutgers,'® University of Washington,?*
University of California, Riverside,*
and Colorado State University."”

Who is majoring? The ultimate
measure of impact for this work is
whether the student graduates with
the degree. However, graduation data
means waiting four or more years
from implementation. Thus, for now,
our best metric is who is majoring in
computing. (Note that the timing of
major declaration varies by school.)
Across the 22 schools, the number of
majors grew between 2019 and 2024"
to 42,558 men and 15,533 women.®
The change in representation of who
is majoring also changed over this
period, with the percentage of wom-
en majors increasing from 22.4% to
26.7%. Note that results vary across
the universities, as discussed in the
"Challenges" section below; indeed,
the mean increase in women is 4.0
points and the standard deviation is
3.2. In Figure 2, we show the changes
for each race/ethnicity and gender
grouping in terms of net new majors
and percentage change (the darker
the box, the larger the growth). We see
that women majors increased by 80%
and 6,914 net-new women majors were
added. The most dramatic growth was
for Black/African American women
and Hispanic women, at 128% and
146%, respectively. The numbers for
some groupings are so small (e.g.,
American Indian/Alaska Native) that
the percentage change is not mean-
ingful.

A question that arises is whether

r We compare 2019 to 2024 to make sure that
the impact of COVID on pass rates and reten-
tion are minimized.

s Atthe time of finalizing this article, we do not
yet have 2025 data, as it takes until late spring
for schools to provide their fall data.
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Figure 2. Number and percentage change in majors from 2019 to 2024.
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this growth is the result of interven-
tions or a function of changes in overall
university demographics. In Figure 3,
we compare the change in represen-
tation in computing (y-axis) and the
change in representation in the univer-
sity (x-axis). We calculate the change in
enrollment for a university using IPEDS
data.‘ Plotting the data for each popu-
lation, we see that, for all populations,
the growth in computing majors in-
creased more than the corresponding
change in university enrollment. In-
deed, even populations that are seeing
declines in university attendance still
show an increase in their representa-
tion in computing.

Improvements in pass rates. In Ta-
ble 1, we show the change in pass rates
for CS1 from Fall 2019 to Fall 2024.
The pass rates improved for almost
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Figure 3. Comparison of percentage change in CS majors (y-axis) from 2019 to 2024

vs. percentage change in overall undergraduate university enrollment (x-axis) from
2019 to 2024.

Gender:
Men
I Women

American Indian/
Alaska Native

@ Asian
A Black/African American

' Hispanic

X Multiple Races

C

x Nonresident Alien

Native Hawaiian/
Pacific Islander

X Race/Ethnicity Unknown

O White

Table 1. Number of students enrolled in CS1 in 2019 and 2024 and pass rates CS1 in 2019 and 2024.

Women Men

Enrolled (N) Pass Rate (%) Enrolled (N) Pass Rate (%)
Race/Ethnicity 2019 2024 2019 2024 2019 2024 2019 2024
American Indian or Alaska Native 2 4 100 100 14 17 64 76
Asian 1,346 1,404 89 90 2,763 2,710 87 89
Black or African American 170 332 68 4 456 674 63 75
Hispanic or Latino 446 675 73 75 1,537 1,868 7 80
Multiple Races 119 157 82 84 303 349 80 85
Native Hawaiian or Other Pacific Islander 6 2 67 100 10 13 80 7
Non-Resident Alien 679 T44 88 89 1,576 1,574 82 86
Race Unknown 145 206 88 89 233 294 89 87
White 875 760 85 84 3114 2,316 83 86
All races and ethnicities 3,788 4,284 82 87 9,689 9,701 78 82

OCTOBER 2026 |

VOL. 69 | NO.10 | COMMUNICATIONS OF THE AcM 85



research and advances

every population. We show the results
by gender" and race/ethnicity. In some
cases, the improvements are as high
as 8-10 percentage points. The vari-
ance among pass rates by race/ethnic-
ity is smaller in 2024 than in 2019, but
persists, indicating more still needs to
be done.

Threats to the validity of CIC re-
sults. Ideally the CIC would compare
the results of the 22 schools to a set
of similarly sized schools that did
not make these changes, but there is
no principled way to do this and all
that is publicly available via IPEDS is
graduation data. This will change in
a few years, when we will be able to
compare the graduation data of our
22 schools to the graduation data of a
random sample from IPEDS. A limita-
tion of the results is that we worked
only with schools that graduate 200 or
more CS majors a year. Thus, whether
the 10 interventions would be effec-
tive at smaller schools, and liberal
arts colleges in particular, is an open
question.

Challenges that impacted some
schools’ success. The results above
show that the portfolio as a whole
made significant progress in making
CS more equitably accessible. How-
ever, progress varies by school, with
some schools failing to make prog-
ress despite implementing several of
the recommended interventions. We
have found several reasons for this.
The first is a high GPA-based barrier to
major declaration. When a high cap is
in place, students we have met share
that CS1 and CS2 are hypercompetitive
and uncollegial. This environment can
negatively impact students who might
be considering trying CS. In schools
with high (>3.5) GPA major declaration
thresholds, the demographics changed
little. A second confounding factor we
observed at two schools was due to
university-level budgetary pressure. In
both cases, although enrollment in CS
continued to grow, strains on univer-
sity resources led many CS faculty to
leave, which reduced the project team's
bandwidth to implement the changes.

u While, the CIC’s system is set up to collect
data for nonbinary students, not every univer-
sity collects data this way and the numbers
are small enough to be identifying, so we omit
this data from the table.

The hardest
change to make—
but perhaps the
most powerful—
Is common
assessment.
Faculty are often
resistant to this
change because
they feel it infringes
on their academic
freedom.
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The final confounding variable is a
lack of positional authority on the proj-
ect team. Some interventions do not
need much in the way of financial sup-
port but do demand that the project
team have the authority to require the
changes. Indeed the hardest change
to make—but perhaps the most pow-
erful—is common assessment. Fac-
ulty are often resistant to this change
because they feel it infringes on their
academic freedom. This has proven a
valuable lesson about the importance
of ensuring department leadership is
bought into and able to execute on the
desired changes. The CIC now requires
that the department chair be on the
project team.

What Is Next for the CIC?

By 2027, we project a portfolio of 50 or
more schools implementing/having
implemented these interventions. At
that point, we will have sufficient data
to more definitively show which inter-
ventions and combinations of interven-
tions have the highest efficacy—and in
which university contexts. This future
research is critical for providing univer-
sities a road map for how to chart their
systemic change journey once the CIC
terminates operations.

In 2024, we launched an effort to
understand the challenges and oppor-
tunities of interdisciplinary comput-
ing majors (ICMs). We are currently
working with 10 partner schools to un-
derstand the implementation of ICMs
in different institutional contexts, and
to demonstrate the attractiveness of
these degrees to an even broader array
of students.

Finally, we are working to identify
interventions that ensure equitable ac-
cess to Al education. We are currently
conducting a national landscape study
of AI programs (see https://cicmap.
ai/) and requirements at the under-
graduate level, with the goal of identify-
ing trends and best practices. Between
2025 and 2027, we will issue several
RFPs to implement these best practices
to ensure that the urgent adoption of Al
is an opportunity for all.

Conclusion

Broadening participation in comput-
ing has been a goal of the CS com-
munity for decades, and the CIC is
profoundly grateful to have been



given the opportunity to advance this
shared goal by testing the efficacy of
interventions across universities. The
framework we have developed over the
past five years has led to systemic, sus-
tainable changes at the implementing
universities. Further, having made
the agreed upon changes, the univer-
sities in this initial portfolio do not
require ongoing funding to sustain
the impact. Additionally, the CIC has
been able to show how to adapt an
intervention's implementation based
on a university's particular context.
The results presented here illustrate
that systemic change is both possible
and leads to increases in discovery,
retention, and declaration of comput-
ing majors across all populations. We
are excited to add to these results as
we grow the number of schools in our
portfolio.
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LLMs can dynamically generate error-handling
strategies in real time, tailored to specific
runtime contexts such as error messages and
program states.

BY ZHENSU SUN, HAOTIAN ZHU, BOWEN XU, XIAONING DU,
LI LI, AND DAVID LO

Toward
Agentic
Runtime
Healing

RUNTIME ERROR HANDLING? is a critical aspect

of software reliability engineering. It requires
developers to anticipate potential errors and
implement corresponding error handlers in
advance. Unanticipated runtime errors, which lack
corresponding handlers and are naturally uncaught,
can lead to severe consequences, such as unexpected
program crashes, exposure of sensitive information,
and other critical issues.® To mitigate such risks,
significant efforts have been made to identify potential
errors in source code through techniques such as
software testing and verification.”*!' However,
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identifying all possible runtime er-
rors and providing corresponding ex-
ception handlers remains a challeng-
ing, often impractical task.

Given the near inevitability of un-
anticipated runtime errors, minimiz-
ing their impact requires dynamic
countermeasures. This necessity has
driven the development of self-healing
systems,'>?® a longstanding research
area focused on enabling software
to automatically recover from abnor-
mal states and restore functionality.
Importantly, healing a program ex-
ecution does not involve patching the
code to fix an error but rather revising
the runtime state, such as variable val-
ues and environment configurations,
to recover the program's execution. A
successful healing process should not
only prevent unexpected termination,
but also correct the runtime state
so the program can continue mean-
ingfully. The core challenge for self-
healing systems lies in the fact that
specific errors and their locations are
unknown in advance, requiring real-
time responses. Consequently, these
systems rely on predefined heuristic
strategies, such as restarting,* rolling
back to a checkpoint,® trying alter-
native methods,®* modifying input,*
reusing existing error handlers,*

key insights

m Traditional self-healing systems rely on
predefined rules (e.g., restart, rollback),
which cannot adapt to the diverse range
of unanticipated runtime errors. Large
language models offer a fundamentally
different approach: generating bespoke
error-handling code in real time by
reasoning over error context.

m Without any fine-tuning, GPT-4 can
continue execution in 73% of runtime
error cases and produce correct results
in 39% of them, demonstrating that LLMs
already possess substantial capability for
runtime error recovery.

B The primary barrier to practical adoption
is not effectiveness but trustworthiness:
75% of LLM healing behaviors follow
recognizable, auditable patterns,
suggesting that safety mechanisms
like behavior whitelisting can make this
approach viable.
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preparing default error handlers,* or
combining multiple strategies.” De-
spite decades of exploration, the reli-
ance on rule-based strategies limits
the adaptability of self-healing sys-
tems in handling the diverse range
of runtime errors that can occur. The
complexity of defining adaptation
rules further complicates their imple-
mentation in real-world applications.
A large-scale industry study high-
lights this challenge, emphasizing the
need for more flexible and adaptive
approaches to self-healing.*®

Recently, the emergence of large
language models (LLMs) has intro-
duced new opportunities to revolu-
tionize this field. LLMs have dem-
onstrated exceptional performance
in code-related tasks, such as the
AlphaCode2 model,> which outper-
formed 85% of human participants in
a programming competition. These
models possess the ability to under-
stand both source code and natural
language, and can generate a piece
of source code within seconds. These
abilities align well with the require-
ments of runtime error handling, for
example, comprehending runtime er-
ror contexts, such as error messages
and program states, and generating
tailored solutions for unanticipated
errors in real time. Specifically, when
an unanticipated runtime error oc-
curs, an LLM can be invoked with the

runtime error contexts in the prompt
and generate an appropriate code
script. This script is not merged into
the original program but rather is
executed dynamically to recover the
program from its faulty state. Thus,
we propose that using LLMs as run-
time error handlers could be a prom-
ising pathway toward achieving the
longstanding goal of creating truly
adaptive and self-healing software
systems.

In this article, we take the first step
toward this ambitious goal by demon-
strating its feasibility. Specifically, we
designed a framework, HEALER, for
LLM-driven runtime error handling
and experimentally evaluated its ef-
fectiveness. To illustrate how HEALER
facilitates runtime error handling, in
Figure 1 we present a motivating ex-
ample from an open source tool for
collecting system logs, SOS** (v4.5.5).
The extracted code is designed to cre-
ate a temporary directory in which to
save collected logs. However, when
executed in a race condition where
os.makedirs() is called after the di-
rectory has already been created, the
code crashes at line 2179, resulting
in the loss of collected logs. When
such unhandled runtime errors oc-
cur, HEALER can be invoked to handle
the error. It gathers relevant informa-
tion and instructs its LLM to generate
a healing code snippet that seeks to

avoid termination caused by the error,
enabling the program to continue exe-
cution with a corrected state. For this
example, the healing code renames
the output directory to a new name,
avoiding a conflict with the existing
directory. Once generated, the heal-
ing code is dynamically executed to
produce a new program state, allow-
ing the program to continue execu-
tion with the updated state.
Following the design of HEALER,
we implemented a prototype for Py-
thon and evaluated its effectiveness.
The evaluation was conducted on four
different code datasets, containing a
total of 1,185 (code, test case) pairs,
where the code raises runtime errors
with the test case. We tested HEALER
empowered by three state-of-the-art
LLMs: two closed-source LLMs, GPT-
3.5 and GPT-4, and one open source
LLM, CodeQwen. Initially, we investi-
gated whether HEALER, under a zero-
shot setting, could effectively avoid
interruption and correct faulty pro-
gram states for runtime errors dur-
ing execution. The results show that
without any fine-tuning, GPT-4 could
continue execution in 72.8% of the in-
stances and produce correct results
in 39.6% of them. This demonstrates
that, even without sophisticated mea-
sures, LLMs are capable of correctly
handling runtime errors, revealing
their great potential for this task. Ad-

Figure 1. A motivating example demonstrating how HeaLer handles runtime errors to recover program execution. The code snippet and

issue are extracted from S0S,32 an open source tool for collecting system logs.

2174
2175
2176 | if name:
2177
2178 | if make:

Program State:
2179 os.makedirs (cmd_output path)

FileExistsError:

' /tup/sos . sos.1gdy83zb/reports'

Program State:

2180 | return cmd output_path

cmd_output path = os.path.join(self.archive.get_tmp dir(),

'sos_commands', self.name())

cmd_output_path = os.path.join(cmd output_path, name)

{'cmd_output_path':'/tmp/sos.lgdy83zb/reports',...}

[Exrrno 17] File exists: 1

{'cmd output path':'/tmp/sos.lgdy83zb/reports tmp',...}

Continue with the new state

Healer generates and executes the code below
to effectively avoid the crash.

Copy|
\ Program State:

Program State:

Copy‘

{'cmd_output path':'/tmp/sos.1lgdy83zb/reports’, ...}
cmd_output path = cmd output path + ' tmp'

2 |os.makedirs (cmd_output_path)

K {'cmd_output path':'/tmp/sos.lgdy83zb/reports tmp', ...}
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ditionally, we created an instruction-
tuning dataset using the (prompt,
healing code) pairs generated in our
experiments and fine-tuned GPT-3.5
and CodeQwen to assess the effective-
ness of fine-tuning. After fine-tuning,
the performance of GPT-3.5 and Cod-
eQwen improved by 31.7% and 23.1%,
respectively, in instances free of inter-
ruption, and by 26.8% and 65.8% in
instances yielding correct results. No-
tably, the fine-tuned GPT-3.5 achieved
performance comparable to that of
GPT-4. We thus conclude that using
LLMs for runtime error handling is a
promising direction with great poten-
tial.

Although HEALER has shown
promising results, there are remain-
ing challenges that must be addressed
before LLMs can be applied in prac-
tice. The foremost challenge is the
trustworthiness of LLM-generated
code, as the generated code is execut-
ed directly, and LLMs may produce
incorrect results, introducing poten-
tial risks to the program. To better
understand this trustworthiness is-
sue, we empirically investigated the
healing code generated by GPT-4 and
observed some risky behaviors, such
as ignoring key logic in the original
code, which could lead to unexpected
program behaviors. Therefore, how
to mitigate potential risks from the
black box of LLMs is a challenging

and important problem. Fortunately,
there are many promising solutions.
For example, we can predefine a set of
"safe” functions, such as a function for
data saving, and only allow the LLM
to use these functions to perform the
healing. With such measures, we may
not be far from achieving a fully self-
healing system.

Proposed Framework

HEALER handles errors relying on an
integrated LLM, which generates a
piece of code, named healing code, by
understanding the error context. The
integrated LLM refers to a model that
is logically incorporated into the auto-
mated runtime error-handling loop,
regardless of its physical deployment.
It enables the use of diverse back-end
models (either local or remote) based
on computing resource availability.
The workflow of HEALER is illustrated
in Figure 2. To ease understanding,
we assume the framework is being
applied to an interpreted program-
ming language, such as Python or Ja-
vaScript, where the code is executed
line by line, and the runtime environ-
ment automatically persists program
state between each execution step.
Formally, consider a program P with n
lines, represented as P = {Ly,L,,...,Ln
}.If an error E occurs at line L, without
an available error handler, HEALER is
activated. HEALER first collects the er-

Figure 2. The HeaLer workflow. When a runtime error occurs and no predefined error han-
dler is available, HeALER is activated. It collects the error context, prompts the LLM, and

generates healing code. The healing code is then executed in HEALER’S runtime environ-
ment to produce a new program state, allowing the program to continue execution.

’ Copy
Execution Start IR
‘ -7 N Recover using Healer
) .7 AN as a last resort
Linel - d
| -
Line 2 L the el 0 er . | Runtime Info Collector |
| L7 \
: State T X ¢ i
Yes
?/ Collected
Linei State
Has o
é}‘ m—> predefined —p
handler?
o Newstate Healing Code
»
Line i+1 N
j AN ‘ Healer Runtime ‘
Execution End e ___-_- - *
Copy
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ror context, including the error mes-
sage, the program state S, the entire
code snippet, and the erroneous line,
to construct a prompt. The integrat-
ed LLM is then instructed with this
prompt to generate a piece of healing
code L. This code is executed under
the state S of the original program. If
the execution of L, is successful, the
resulting program state S’ is updated
back to the original program state, al-
lowing the program to continue from
line L,,. Notably, while the state is
corrected for the current session, the
original program is not permanently
fixed and the bug will still need to be
reproduced and fixed in future devel-
opment. If the execution of the heal-
ing code still raises errors, the pro-
gram is terminated and the error is
reported, following traditional error-
handling mechanisms.

The HEALER framework consists of
three main components:

» Runtime information collector.
Once HEALER is activated, the run-
time information collector gathers
necessary information from the run-
time environment. Specifically, HEAL-
ER collects four types of information:
the source code, error message, error
location, and program state before
the error is raised. This information
is essential for a human developer to
understand the error and write the
healing code; thus, HEALER collects it
to prompt the LLM effectively.

» Large language model. As illustrat-
ed in Figure 3, HEALER interacts with
the LLM using a structured prompt
template that combines task instruc-
tions with relevant context fields. The
instructions outline the task descrip-
tion, goals, and constraints, supple-
mented by an example to guide the
LLM's generation. Following this, the
template is populated with the col-
lected error context; specifically, the
entire source code, error message,
and program state are inserted into
their respective fields. Adhering to
OpenAl's best practices for prompt
engineering,” each field is clearly
demarcated by a section title, includ-
ing "Error Message," "Program State,"
and “Buggy Code.” Notably, the er-
ror location is not designated as a
standalone section. Instead, we high-
light the error-raising logic by wrap-
ping the error-raising block within
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<error> and </error> tags directly in
the source code. Due to space limita-
tions, the full prompt is provided in
our artifacts.?

» Healing runtime. The healing code
generated by the LLM needs to be exe-
cuted to produce a new program state.
We refer to the runtime that executes
the healing code as the healing run-

a https://github.com/v587su/Healer

time. A straightforward approach is to
execute the healing code in the same
runtime as the original program.
However, to mitigate potential securi-
ty risks associated with LLM-generat-
ed code, alternative runtime environ-
ments can be used. For example, the
healing runtime could be a new ses-
sion, a sandbox, or a virtual machine,
depending on the required security
level. Notably, the execution does not

re-run the original program from the
beginning but rather executes the
healing code with the program state
that existed before the error occurred.

Evaluation of Healer

We further evaluated the effective-
ness of HEALER in handling runtime
errors. To conduct this evaluation,
we implemented a proof-of-concept
Python code executor that accepts

Figure 3. An example of the prompt construction workflow in HeaLer. The prompt is constructed based on a predefined template.

return rtn

return rtn firstPalindrome (['def',

. . 'ghi'])
firstPalindrome (['def',

'ghi'])

Error Message Prompt
coT T T oo |
| AttributeError: 'str' I ! !
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Table 1. The performance of GPT-4, GPT-3.5, and CodeQwen on all of the benchmarks in a zero-shot setting. Benchmarks with model

names in parentheses were generated by that specific LLM. CORR., PROC. and FAIL. respectively refer to the percentage of healing
results where the program produces correct results, proceeds with execution, or still raises errors.

GPT-4 GPT-3.5 CodeQwen
Benchmark #Errors

CORR. PROC. FAIL. CORR. PROC. FAIL. CORR. PROC. FAIL.
CodeNet 228 42.1% 73.2% 26.8% 31.1% 52.6% 47.4% 16.7% 39.9% 60.1%
HumanEval (Codellama) 70 47.1% 62.9% 37.1% 35.7% 57.1% 42.9% 12.9% 32.9% 67.1%
HumanEval (CodeT5+) 57 36.8% 64.9% 35.1% 21.1% 50.9% 49.1% 14.0% 36.8% 63.2%
HumanEval (GPT-3.5) 43 23.3% 72.1% 27.9% 7.0% 37.2% 62.8% 14.0% 46.5% 53.5%
HumanEval (GPT-4) 19 57.9% 100.0% 0.0% 21.1% 63.2% 36.8% 10.5% 21.1% 78.9%
HumanEval (Mistral) 37 35.1% 64.9% 35.1% 18.9% 45.9% 54.1% 10.8% 27.0% 73.0%
HumanEval (StarCoder) 69 37.7% 58.0% 42.0% 30.4% 39.1% 60.9% 18.8% 34.8% 65.2%
MBPP (Codel.lama) 30 40.0% 80.0% 20.0% 26.7% 50.0% 50.0% 13.3% 30.0% 70.0%
MBPP (CodeT5+) 49 44.9% 75.5% 24.5% 16.3% 38.8% 61.2% 10.2% 40.8% 59.2%
MBPP (GPT-3.5) 14 71% 92.9% 71% 0.0% 50.0% 50.0% 0.0% 28.6% 71.4%
MBPP (GPT-4) 3 33.3% 100.0% 0.0% 33.3% 33.3% 66.7% 0.0% 0.0% 100.0%
MBPP (Mistral) 73 34.2% 68.5% 31.5% 13.7% 34.2% 65.8% 11.0% 34.2% 65.8%
MBPP (StarCoder) 57 36.8% 63.2% 36.8% 29.8% 49.1% 50.9% 12.3% 421% 57.9%
LiveCodeBench 47 17.0% 76.6% 23.4% 10.6% 51.0% 49.0% 6.4% 29.8% 70.2%
DebugBench 436 40.6% 77.5% 22.5% 22.2% 49.3% 50.7% 12.2% 33.0% 67.0%
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source code strings as input and exe-
cutes them using the HEALER process.

LLMs can effectively handle run-
time errors. We evaluated HEALER
on four benchmarks: CodeNet'® for
human-written code; HumanEval+,
MBPP+,*> and LiveCodeBench' for
LLM-generated code; and Debug-
Bench?* for code with implanted bugs.
For CodeNet and DebugBench, we
executed the code samples with the
provided test cases and retained the
(code, test case) pairs that raised run-
time errors, yielding 228 and 436 in-
stances, respectively. In the documen-
tation for HumanEval+ and MBPP+,
multiple LLMs are evaluated, and the
code snippets generated during the
evaluation are publicly available.'
We adopted the code snippets gener-
ated by six different LLMs, including
GPT-3.5 (ChatGPT),* GPT-4 (gpt-4-
1106-preview)," CodeLlama (34B),*
CodeT5+ (16B),*® Mistral (7B),'®* and
StarCoder (15B),%° then followed the
same execution-then-selection pro-
cess to obtain the instances. Finally,
we obtained 295 instances from Hu-
manEval+ and 226 instances from
MBPP+. Similarly, we collected the
error-raising code snippets generated
by GPT-4 (gpt-4-1106-preview) from
LiveCodeBench as a control group
that was free from any potential data-
leakage issues, resulting in 47 sam-
ples. For each instance, we executed
its code snippet with the paired test
case and handled the runtime er-
rors using the three LLMs, GPT-3.5,
GPT-4, and CodeQwen, following the
framework described in Figure 1. We
recorded the final execution status of
each instance and computed the three
metrics: CORRECT, PROCEED, and
FAIL, respectively indicating whether
the program finally produced cor-
rect results expected by the test case,
whether the program could continue
its execution, and whether the healing
code still raised errors.

The results, shown in Table 1, dem-
onstrate that HEALER can effectively
heal runtime errors, thereby improv-
ing program availability. On aver-
age, across all benchmarks, GPT-4,
GPT-3.5, and CodeQwen can proceed
with 73.0%, 48.3%, and 35.1% of the ex-
ecutions, respectively, and help 38.7%,
23.5%, and 13.0% of the programs
produce correct results. This provides

compelling evidence that using LLMs
to handle runtime errors is a feasible
and promising direction. Among the
LLMs, GPT-4 consistently achieves the
best performance across all bench-
marks, with the highest CORRECT
and PROCEED metrics. For example,
on the DebugBench benchmark, GPT-
4 successfully completed the execu-
tion of 338 instances and corrected
the faulty states for at least 177 in-
stances, accounting for 77.5% and
40.6% of the total errors. Even for code
snippets generated by LLMs, such as
those in HumanEval, MBPP, and Live-
CodeBench, HEALER improved the ex-
ecution outcomes. For instance, GPT-
4 enhanced the execution results of
the code it generated by successfully
correcting 11 additional instances in
HumanEval and one additional in-
stance in MBPP. Moreover, HEALER
achieved comparable performance on
LiveCodeBench, demonstrating the
negligible impact of potential data-
leakage issues. This illustrates that
LLMs can be used to mitigate the run-
time errors caused in their own gener-
ated code.

While we primarily focus on com-
paring different LLMs, it is worth con-
textualizing these results against tra-
ditional self-healing strategies, such
as restarting, retrying, and steam-
rolling (i.e., logging the runtime error
and continuing execution despite it).
In the context of our benchmarks, the
runtime errors are deterministic er-
rors (e.g., IndexError, AttributeError,
NameError) instead of environmen-
tal failures. Consequently, traditional
strategies like retry or rollback would
yield a 0% success rate in proceed-
ing execution, as re-executing the
same erroneous logic without adap-
tive healing would lead to the same
crash. Similarly, an error steamroll-
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er>® might allow the program to sur-
vive, thereby improving the PROCEED
metric. However, it cannot correct
the program state to complete the
task, resulting in an extremely low
CORRECT rate. For example, when
we adopted an error steamroller that
exceeded the code execution anyway,
the CORRECT metric was only 4.3%.
This underscores HEALER'S unique
value in bridging the gap between
simple crash avoidance and function-
al recovery.

Takeaway 1: HEALER can effectively
handle runtime errors and improve
the availability and reliability of pro-
grams. Notably, GPT-4-based HEALER
can continue execution in 73.0% of the
instances and produce correct results
in 38.7% of the instances.

Fine-tuning further improves
HEALER's effectiveness. Using the
data points that produced correct re-
sults in the previous experiment, we
created an instruction-tuning dataset
to fine-tune the LLMs for runtime er-
ror handling. This dataset consisted
of 586 (prompt, healing code) pairs,
generated from samples across all
benchmarks except the human-writ-
ten benchmark, CodeNet, which is
reserved as the test set for the fine-
tuned LLMs. Specifically, we ran GPT-
3.5 and GPT-4 to handle the runtime
errors in each instance from the se-
lected benchmarks and recorded the
healing code. If the healing result was
CORRECT, we paired the prompt with
its corresponding healing code as a
sample in the dataset. With this data-
set, we fine-tuned two LLMs, GPT-3.5
and CodeQwen, while using GPT-4's
performance as a reference. Specifi-
cally, GPT-3.5 was fine-tuned via the
commercial API provided by OpenAlI,
where the hyperparameters follow
its default settings. CodeQwen was

Table 2. The comparison between fine-tuned and original versions for GPT-3.5 and Code-

Qwen. GPT-4 is used as a reference, as we do not have access to its fine-tuning API.

CodeNet (228)
LLM Version
CORRECT PROCEED

GPT-4 Original 96 167

Original 71 120
GPT-3.5

Fine-tuned 90 | 26.8%1 158 | 31.7%1

Original 38 91
CodeQwen

Fine-tuned 63 | 65.8%71 112 | 231%t
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fine-tuned on our machine using low-
rank adaptation (LoRA), a parameter-
efficient fine-tuning technique,' with
its hyperparameters available in our
artifacts.? After fine-tuning, we evalu-
ated the fine-tuned LLMs on CodeNet.

The results, presented in Table 2,
show that fine-tuning effectively en-
hances the LLMs' performance in
handling runtime errors. Both GPT-
3.5 and CodeQwen exhibit substantial
improvements, with GPT-3.5 achiev-
ing 26.8% more CORRECT instances
and 31.7% more PROCEED instances,
and CodeQwen achieving 65.8% more
CORRECT instances and 23.1% more
PROCEED instances. Remarkably, the
fine-tuned GPT-3.5 successfully pro-
duces 90 CORRECT instances, closely
approaching GPT-4's performance of
96 CORRECT instances. Similarly, the
fine-tuned CodeQwen also achieves
competitive results comparable to
GPT-3.5. This indicates that fine-
tuning can be a powerful approach
to developing task-specific LLMs for
runtime error handling, potentially
surpassing general-purpose LLMs in
effectiveness. Therefore, a domain-
specific LLM for runtime error han-
dling is a promising direction.

Takeaway 2: Fine-tuning signifi-
cantly improves LLM performance
in handling runtime errors. GPT-
3.5 demonstrates a 26.8% increase
in CORRECT instances and a 31.7%
increase in PROCEED instances on
CodeNet, achieving performance
comparable to GPT-4.

Remaining Challenges

HEALER operates autonomously, ex-
ecuting code generated by LLMs to
handle runtime errors without hu-
man intervention. However, research
has shown that LLM-generated code
can exhibit unintended behaviors,
introducing risks when executed.?”*
This issue has also been highlighted
in other studies that execute model-
generated code directly, such as LEx-
ecutor,® raising concerns about the
reliability of HEALER. For instance,
one might ask, "What if the LLM de-
letes my database?"

LLMs can introduce unexpected
behaviors. To better understand the
risks, we collected all the incorrect
healing code (i.e., the healing code
that successfully proceeds the execu-

Fine-tuningcanbe a
powerful approach
to developing task-
specific LLMs

for runtime error
handling, potentially
surpassing general-
purpose LLMs in
effectiveness.
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tion but finally produces incorrect
results) generated by GPT-4 on the De-
bugBench. This process yielded 204
pieces of healing code. Healing code
that failed to execute in the HEALER
runtime was excluded from the analy-
sis, since it did not affect the original
runtime environment. Two authors,
each with more than three years of ex-
perience as Python developers, man-
ually examined these collected in-
stances to identify the behaviors that
LLMs might introduce when healing
runtime errors. The goal was to em-
pirically discover the behaviors an
LLM could cause during the healing
process. Specifically, the two authors
reviewed each healing code snippet
together and discussed the behaviors
introduced compared to the original
error-raising code. The identified be-
haviors were incrementally added to a
list. Note that we did not aim to create
a comprehensive taxonomy of all pos-
sible behaviors but rather to provide a
quantitative demonstration of HEAL-
ER's behaviors.

In total, we identified 19 distinct
behaviors, detailed in Table 3. Some
of these behaviors, such as omitting
part of the context (2.4%) or omitting
return statements (2.9%), are risky
and can disrupt the expected flow of
data, leading to unexpected execution
paths. Therefore, without further con-
straints, the recovery performed by
HEALER is not guaranteed to be cor-
rect or safe. Nonetheless, our findings
indicate that these risks are manage-
able because the majority of these be-
haviors follow distinct patterns that
can be precisely identified through
rule-based comparisons between the
healing code and the errorraising
code. Specifically, 75% of the investi-
gated samples exhibit recognizable
behaviors, such as changing variable
values (21.0%), initializing undefined
variables (10.2%), adjusting types
(5.9%), or importing new libraries
(27.3%). These behaviors can be iden-
tified through static checks based on
a predefined whitelist. In this way,
HEALER can be conservatively config-
ured to perform only behaviors that
are not risky to the guarded program.
While these restrictions may limit
HEALER's capabilities, they signifi-
cantly reduce the uncertainty associ-
ated with its operation.



A trustworthy future? Humans also
make mistakes. However, with tech-
niques such as software testing, we
can identify and mitigate these risks
to an acceptable level. Similarly, in
addition to developing more power-
ful LLMs, supporting mechanisms for
HEALER are crucial for ensuring reli-
ability. As a newly proposed idea, the
ecosystem for HEALER is currently un-
derdeveloped. Below, we discuss po-
tential methods to help LLMs behave
more reliably. By implementing these
strategies, we can move closer to a fu-
ture where HEALER operates reliably
and safely within software systems,
minimizing risks while maximizing
its potential for automated error re-
covery.

Safety checks. Behaviors such as
context omission (skipping parts of
the original logic) or return omis-
sion (omitting a return statement)
can significantly disrupt the expected
flow of a program. Mechanisms like
static checkers can be used to prevent
the execution of potentially harm-
ful code. For example, we can define
a whitelist of behaviors that HEALER
is allowed to perform and use static
checkers to ensure the healing code
does not contain any behaviors out-
side this whitelist. Additionally, tech-
niques used for source code, such as
dynamic testing, static analysis, and
verification, may also be applicable to
the healing code.

HEALER-aware programming. Tra-
ditional software systems are funda-
mentally deterministic, and the un-
certainty introduced by HEALER can
sometimes be unacceptable. To bet-
ter accommodate HEALER, software
systems need to be designed with its
potential interventions in mind. For
example, since HEALER may change
variable values, the system should
include additional mechanisms to
handle these changes, such as warn-
ing users to be cautious about the sys-
tem's outputs or maintaining detailed
error logs for future bug fixing. More-
over, it is important to establish a
“comfort zone” for HEALER within the
system, where its interventions are ac-
ceptable and unlikely to cause signifi-
cant harm. This comfort zone could
encompass non-critical modules or
components, such as user interface
elements, where the potential side ef-

fects of HEALER's operations are more
tolerable. By confining HEALER'S ac-
tivities to these safe areas, develop-
ers can benefit from automated error
recovery without exposing more sen-
sitive parts of the system to unneces-
sary risk.

Reliable skillsets for LLMs. Inspired
by practices in AI agents for software
development,® a possible solution is
to provide a toolkit as a skill set for the
LLM. The LLM inside HEALER would
then be restricted to using only the
functions in this toolkit. For example,
the toolkit could provide a predefined
data-saving function, and the LLM
could use this function to save data
that might otherwise be lost. Since
these functions are predefined, the
behaviors of HEALER become predict-
able, thereby mitigating risks.

Discussion
Here, we discuss some potential is-
sues with HEALER, including its de-
ployment implications and extension
to other programming languages.
Infrastructure and deployment
implications. Technically, HEALER
requires access to runtime state infor-
mation (e.g., stack traces and variable
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states), an execution environment
(e.g., a sandbox, container, or light-
weight virtual machine) to properly
execute LLM-generated healing code,
and access to an LLM service, either
via a remote API or a locally deployed
model. Among these prerequisites,
the LLM service imposes additional
requirements on the software, where
the choice between remote APIs and
local deployment involves distinct
architectural trade-offs. Using re-
mote APIs requires stable network
connectivity to the server-hosted
model. Conversely, employing a lo-
cal model requires the hosting device
to possess sufficient computational
power to support inference. To ad-
dress this, various techniques, such
as model compression® and quanti-
zation,* have been developed to en-
able inference on user devices. For
example, LLAMA.cpp' can efficiently
run gpt-0ss-20B* on a single M3 Ultra
MacBook. As the field advances, we
anticipate further reductions in the
resource requirements for LLMs.
HEALER in real-world systems. To
effectively apply HEALER in real-world
applications, some engineering chal-
lenges need to be addressed. For in-

Table 3. A summary of the behaviors observed in the healing code generated by GPT-4.

Recognizable behaviors (consistent patterns identifiable by static-analysis tools) Count
No Action: Repeat the code without any semantical changes 1(0.5%)
Value Change: Assign/define a new value for a variable/constant 43 (21.0%)
Value Change (IF): Conditionally assign a new value for a variable 13 (6.3%)
Variable Initialization: Initialize an undefined variable 21 (10.2%)
Type Change: Set/modify the type of a variable/constant 12 (5.9%)
Library Import: Import a new library/API 56 (27.3%)
Function Invocation: Invoke an existing custom function with new arguments 3 (L.5%)
Variable Change: Change the reference to a different variable 20 (9.8%)
Operator Change: Use a different operator in a statement or expression 7 (3.4%)
Unrecognizable behaviors (irregular or unpredictable patterns) Count
Function Definition: Define a new function and utilize it in the logic 1(0.5%)
Function Replacement: Implement the logic as an alternative to a function call 8 (3.9%)
Type Change and Usage: Set a new type to a variable and utilize it in the logic 2 (1.0%)
API Replacement: Invoke an alternative API 12 (5.9%)
Indexing Omission: Omit the indexing to a variable 1(0.5%)
Library Import and Usage: Import a new library and utilize it in the logic 11 (5.4%)
Context Omission: Skip the remaining logic in error-raising code, except for specific lines 5 (2.4%)
Return Omission: Omit a return statement 6 (2.9%)
Context Duplication: Repeat the entire given code context 1(0.5%)
Function Call Omission: Omit the invocation of an undefined function 3 (1L.5%
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stance, real-world software systems
can contain millions of lines of code,
the majority of which are irrelevant
to any single runtime error. Conse-
quently, for LLMs, reading through
the entire codebase for every error is
inefficient. This necessitates a tar-
geted context retrieval strategy to
identify code segments relevant to
the error trajectory, methods that are
already widely studied in repository-
level tasks such as bug localization*!
and repository code completion.*
Furthermore, HEALER must inte-
grate seamlessly with existing error-
recovery mechanisms. For example, it
should function alongside traditional
rollback strategies (e.g., snapshot res-
toration) so that if HEALER fails to re-
solve the error, the system can default
to these predefined backup measures.

Extension to other programming
languages. While our current experi-
ments implement HEALER in Python,
the underlying framework for han-
dling runtime errors is designed to
be language-agnostic. Interpreted
languages (e.g., Python, JavaScript,
Ruby) naturally fit HEALER because
they natively support dynamic code
execution. In contrast, compiled lan-
guages (e.g., Java, C++, Rust) require a
compilation step prior to execution,
introducing architectural complex-
ity to the dynamic execution process.
However, this barrier is not insur-
mountable through specific language
features. For instance, Java provides
the Java Compiler API to compile code
fragments at runtime, and C++ allows
for dynamic loading of shared librar-
ies. While some engineering effort is
required to achieve this, extending
HEALER to these languages is prom-
ising. We look forward to exploring
these extended implementations in
future work.

Conclusion

Al-driven runtime error handling
represents a promising approach
to enhancing the reliability of soft-
ware systems and could serve as a
new pathway toward achieving self-
healing systems. For the first time,
we propose this idea and provide a
proof-of-concept implementation to
demonstrate its feasibility. Through
our implementation, we demonstrate
that HEALER can handle runtime er-

rors with a high success rate. Howev-
er, significant challenges remain, par-
ticularly regarding the uncertainty
of LLM behavior and the compatibil-
ity of such systems with existing soft-
ware architectures. We hope this work
will inspire further research in this
area and pave the way for the future
of Al-driven runtime error handling,
ultimately leading to more robust and
resilient software systems.
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Technical Perspective
NVMR for Batteryless Computing

By Brandon Lucia

IT HAS BEEN 10years since we firstwrote
about intermittent computing, and re-
search in this area has come a long way
to make batteryless devices more ca-
pable. The accompanying paper on the
NVMR architecture opens the door to
more capable, correct batteryless sys-
tems. Intermittent computing has not
always been in the research zeitgeist,
so here is an overview. An intermittent
computing device is a batteryless hard-
ware/software system that harvests en-
ergy from its environment into a tiny
capacitor. The system computes until
energy is exhausted, when the system
abruptly stops to collect more energy.
After collecting enough energy to do
more work, the system turns back on
and the cycle continues. A system can
operate indefinitely harvesting solar,
RF, or mechanical energy for a range of
use cases, such as environmental sens-
ing, wearables, and smart buildings.

Intermittent computing devices
operate without batteries, allowing
deployment to environments where
batteries are infeasible: inhospitable
environments like space and glaciers,
and operationally infeasible environ-
ments with unacceptable costs for
battery production, maintenance, and
disposal. The abundant uses for these
systems are an exciting vision, but it
isn’t free.

Intermittent operation causes prob-
lems for programmers. Programming
languages and developers assume con-
tinuous operation, but intermittent op-
eration is different. If the system sam-
ples a sensor now and calls a function
to process the data immediately in the
code, the sensor data might be hours
old when it is processed, because power
could fail before processing completes?
A power failure every 100ms can leave
the state of the system murky: “What
was I doing before power failed?” Rea-
soning about program behavior is hard-
er when power may fail any time.

Memory consistency is particularly
challenging and is the focus of the
NVMR paper. Parts of memory are non-
volatile, and some dependencies can

leave non-volatile memory (NVM) in-
consistent when power fails. As the pa-
per describes, if a program “persists”
(i.e., commits to NVM) a value, but
then reverts to an earlier checkpoint,
NVM is left inconsistent. A read to that
persisted location in a re-execution of
the region sees the wrong value; simi-
lar problems arise if cache writebacks
or checkpoint backups persist out of
order. These subtle persistent ordering
conditions all lead to incorrect behav-
ior when a program re-executes from a
checkpoint. Instead, regions between
checkpoints should be idempotent,
meaning re-execution always produces
the same result.

Idempotence is where NVMR’s solu-
tion to the persistent ordering problem
comes in. The paper nicely character-
izes these dependencies and shows
that some lead to incorrect execution
if left unaddressed. NVMR has a nice
insight: Rename the memory locations
being written, uniquely in each re-ex-
ecution. That way, if power fails and a
read in a re-execution attempts to ac-
cess a location that was persisted in a
prior execution attempt, the read does
not see the persisted value and the pro-
gram re-executes idempotently. NVMR
is a set of hardware extensions that
track memory accesses and persist ac-
tions. When a memory access could vi-
olate idempotence, NVMR’s mapping
table redirects the access to a different,
safe NVM location. When remapped
locations are no longer needed, NVMR
reclaims their mapping state.

The simple technique in this paper
works extremely well to avoid idempo-
tence violations with low cost, because
problematic accesses are replaced by
idempotent writes to “fresh,” renamed
locations. The hardware cost is accept-
able and the net effect of NVMR is to
save 10% to 30% energy on average
that would have gone to bookkeeping
and moving data into and out of NVM.
Energy is everything when you're run-
ning from a capacitor, so these savings
translate to more capable intermittent
devices.
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The NVMR paper is part of the
community’s steady progression to-
ward more capable intermittent com-
puting devices with reasonable, basic
correctness properties. These proper-
ties are now becoming formalized,’
and the community is turning a cor-
ner to face the next great challenge in
batteryless devices: energy efficiency.
A concerning and even puzzling as-
pect of computing “at the low end,”
especially in intermittent systems,
is that devices continue to be built
around relatively inefficient von Neu-
mann processors. Despite the addi-
tion of vector units, NPUs, DSP cores
(and cool spoilers and racing stripes),
these architectures are still hampered
fundamentally by the inefficiency of
instruction supply, control, and data
movement in the von Neumann mod-
el. For the last decade of intermittent
computing, including the great work
in the NVMR paper, the focus was
“How do we make an intermittent sys-
tem do anything useful?” The success
of systems approaches now clears the
path for the future to be defined by a
different question: “How much more
can an intermittent system do?” This
future will be defined by a new wave
of energy-efficient architectures—
RipTide (Gobieski), Monza (Efficient
Computer), Ultra-Elastic CGRAS—
that tap into what we have learned
about correctness and bring to bear
the benefits of efficiency to support
intermittent applications that, even
today, seem impossible. It is an excit-
ing moment for the intermittent com-
puting research community.
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Renaming for Safe
Batteryless Computing

By Abhishek Bhattacharyya, Abhijith Somashekhar, and Joshua San Miguel

ABSTRACT

Batteryless devices powered by energy harvesting face
frequent interruptions due to unstable power, requiring
them to save their progress and resume later. These devic-
es rely on non-volatile memories, such as Flash or FRAM,
to preserve their state across power losses. However, sav-
ing data to these memories not only consumes significant
energy, making frequent backups expensive, but can also
lead to data inconsistencies and incorrect program execu-
tion when not handled appropriately.

This work introduces NvMR, an architecture that ad-
dresses these challenges by renaming non-volatile memory
addresses to prevent inconsistencies. NVMR minimizes the
need for backups, ensuring they occur only when absolute-
ly necessary. It also simplifies the backup process, freeing
it from program-specific constraints, and reduces energy
consumption by 20%-40% compared to current state-of-
the-art. These improvements make NvMR a significant
step forward for energy-efficient and reliable operation in
batteryless devices.

1. INTRODUCTION
By 2030, the proliferation of Internet of Things (IoT) de-
vices is expected to reach staggering levels, with forecasts
estimating more than 29 billion IoT-connected devices
globally, growing at a compound annual rate of 13% from
2024.* This growth is driven by advances in connectivity
technologies, such as 5G, low-energy Bluetooth, and so-
phisticated applications like machine learning, alongside
expanding use cases in industrial automation, healthcare,
smart homes, and urban infrastructure. A majority frac-
tion of these devices relies on batteries, which are less eco-
friendly because they wear out quickly due to frequent re-
charging. They are also inconvenient to replace in remote
deployments, driving interest in batteryless devices that
harvest energy from ambient sources, such as solar, RF,
wind, or piezoelectric systems.®%!18

Batteryless devices store energy in supercapacitors
(higher recharge cycles but less-dense energy storage) but
face challenges due to unpredictable power supply. To en-
sure forward progress, they rely on intermittent computing
(IC), where the system backs up application and proces-
sor states to non-volatile memory (NVM) before energy
depletes completely. Once recharged, the system restores

The original version of this paper was published in Pro-
ceedings of the Intern. Symp. on Computer (June 2022).

state and resumes computation. The constraints of an IC
system pose unique challenges that are not normally en-
countered in a continuously powered system.

1.1.Challenges in IC.

1.1.1. Inconsistency due to idempotency violations.
Unexpected power losses during program execution in
batteryless devices can cause an incorrect processor state.
To illustrate, in Figure 1 we show the execution of a loop
with the iterator stored at NVM location A, the instruction
LD Ainitially reads a value of 0 from address A and stores
itin register r1. ADDI then increments the value in r1 by 1,
and ST Awrites the value of r1 back to address Ain NVM.
However, if a power outage occurs after the store, re-exe-
cuting the program causes LD Atoread the updated value
of 1 from NVM and the subsequent ST A storing a value of
2, resulting in skipping an iteration, which can ultimately
lead to incorrect behavior. This inconsistency in the result
of LD Afrom the result prior to power failure is referred to
as an idempotency violation, an artifact of write-after-read
(WAR) dependency between LD Aand ST A.

Figure 1. A sudden power loss can cause an idempotency violation
in intermittent program execution.

idempotency
LDrL,A<0 LDrLA<1 | yiolation!!
ADD 1, rl & ADDrl, r1
Q?o
&
STrLA—=1 N STrLA—2
power off

1.1.2. Expensive conservative backups.

IC systems require backups to ensure data consistency
during power failures. Backup schemes can be broadly
classified as hardware- or software-based. Hardware-
based approaches*'® use an analog-to-digital converter
(ADC) to constantly monitor supply voltage and trigger a
backup just before power failure. To ensure correctness,
backups must be atomic (Figure 2a). Software-based
methods®'? decompose programs into atomic tasks, with
backups at task boundaries (Figure 2c). While these ap-
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Figure 2. (a) Backup policy with an optimistic threshold (backup must be atomic), (b) Clank (backup when there is an idempotency violation),
(c) DINO (backup at the boundary of predefined atomic tasks), (d) NvMR (any backup policy of choice); R stands for renaming. NVM addresses

A and B arerenamed to X and Y.
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proaches ensure consistency, they often impose unnec-
essary backups due to conservative policies or static task
decomposition.

Clank® and DINO* highlight the trade-offs in idempo-
tency handling. Clank uses buffers to classify addresses
as read-first or write-first, triggering backups on idem-
potency violations caused by store operations (Figure
2b). Although effective, this approach results in frequent
backups, even when sufficient energy is available. Our ex-
periments with Clank show that such violations account
for more than 30% of total energy consumption in com-
mon embedded benchmarks. DINO, on the other hand,
enforces task-level idempotency with privatization buf-
fers, but static task decomposition limits flexibility and
increases programmer effort. The challenge is to balance
backups for correctness with forward progress. An ideal
solution would ensure program correctness while opti-
mizing energy efficiency.

We propose NVMR, an IC architecture that overcomes
these challenges by dynamically renaming NVM address-
es of violating persist stores (Figure 2d), decoupling back-
up policies from program characteristics, and allowing
energy-efficient backup policies under varied conditions.

2. INTERMITTENT PERSIST DEPENDENCIES
Most of the previous works have built models to charac-
terize the efficiency of IC, but none provide generalized
models addressing the persistency constraints required
for correct execution under intermittent power. Persist
dependencies, essential for ensuring programs behave as
if running on a continuously powered system, remain un-
explored. While memory-persistency models'” in shared-
memory multiprocessors address orderings between per-
sists to an external persistent data structure, this work
introduces the first persist dependency model tailored for
addressing the persist orderings imposed by IC.

Previous studies proposing correctness models for IC
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assume architectures with no dirty data buffering, such
as write-through caches.?® In contrast, we consider an ar-
chitecture with a volatile write-back cache, which reduces
costly NVM writes by reusing dirty data. Thus, there is a
good chance that the persists for backups and stores can
get reordered. Execution resumes from the last persisted
backup after power loss. Any instructions executed after
the backup must be re-executed. This work aims to pro-
vide a theoretical framework for understanding persist
dependencies and their impact on intermittent execution.

2.1. Requirements for correct IC.
Correct execution in traditional intermittent architec-
tures relies on three key requirements:

1. Code Progress. Stores to the same address must be
persisted in program order, and backups must be persist-
ed in the order they are triggered to ensure the program
completes if the device sustains energy for at least one
backup.

2. Data Progress. A store to NVM address X must be per-
sisted before the backup following it, ensuring data re-
mains up to date across power losses.

3. Idempotency. After a backup, if the first access to an
address X is aload, subsequent stores to X must not be per-
sisted until the next backup. This prevents data corrup-
tion from unbacked instructions after a power loss.

2.2. Persist ordering model.

To ensure correct execution in intermittent systems, it is
essential to define the order of persist operations, includ-
ing backups and stores. Current systems often enforce
overly conservative constraints, limiting efficiency. We
aim to characterize the minimum persist dependencies re-
quired for correctness, balancing flexibility and reliabil-
ity. Specifically, given a program and a set of backups in-
voked during its execution, what are the minimum ordering
constraints for correct persists? Each backup captures the



volatile processor state, including registers and the pro-
gram counter, and persists it into NVM. Similar to stores,
persisting the backup can be decoupled from its execution
as long as the persisted register contents match what they
would be at the position in program order at which the
backup was triggered. The processor may trigger a backup
and continue executing instructions after it; however, if
power is lost before the backup is persisted, the processor
must revert its state to an earlier backup. A backup must
be persisted atomically via double buffering.

We formally describe persist dependencies using
happensbefore relations between persist operations, ex-
pressed as {p1,rel,p2}:

» p1 and p2 are persist operations in program order (e.g.,
store or checkpoint).

» rel represents the persist order between a pair of per-
sists with the order direction.

For example, \ st, ﬂ, st} is the relation between a pair
of persist stores to the same address, representing the nec-
essary ordering between them to maintain program order
(Requirement 1). We color-code the various relationships
that exist in an intermittent execution and list them along-
side the requirements they satisfy in Table 1. The ordering,

st, ﬂ), stf, is also needed for correct program execution
in continuously powered systems, while the other orderings
are specific to IC systems. backup,ﬂ, backup} ordering
is necessary in multi-backup schemes only.?

Figure 3 shows the necessary persist dependencies for
any general program execution, characterized by read-
dominance and write-dominance, focusing on the sym-
bolic NVM location X. We ignore the dependencies in
instruction execution and assume they respect program
order. We also ignore loads and assume the most up-to-
date values are readily available in the write-back cache,
except immediately after a power loss; in that case, a load
must fetch the value from NVM. Backups can be invoked
at any arbitrary point in the program, but when invoked,
they introduce a set of happensbefore orderings and at-
omicity constraints with surrounding stores.

2.2.1. Understanding persist orderings in IC.

The backup point also decides if an address location X is
read-dominated or write-dominated in the next intermit-
tent code section.

Read-dominance. A location X is read-dominated if the
first load after the most recent checkpoint occurs before
the first store in program order. Figure 3(a) models the de-
pendency pattern when all stores access read-dominated
addresses. To ensure data progress (Requirement 2), each
store must persist before the next backup persists. Oth-
erwise, if the next backup were persisted first and power
is lost, the most up-to-date value of X would be lost. Si-
multaneously, to ensure idempotent execution (Require-
ment 3), each store must not persist until the next backup
persists. Otherwise, if the store were persisted first and
power is lost, the program would re-execute from the pri-
or backup and incorrectly load the later store’s value of
X. These constraints combined imply that all stores to a
read-dominated address must atomically persist with the

next backup. This is a unique, fundamental challenge in
IC systems.

Write-dominance. A location X is write-dominated if the
first store occurs before the first load. Figure 3(b) shows
that for the same program, with a simple shift of when
backups are invoked, X becomes write-dominated. As a re-
sult, the dependency pattern changes dramatically. Now
only Requirements 1 and 2 need to be enforced, which is
done by persisting backups in program order and ensur-

Table 1. Persist happens-before orderings (spo: store persist order,
bpo: backup persist order, rfpo: read from persist order, and irpo:
idempotent re-execution enforced persist order) in an intermittent
execution, along with the correctness requirements they fulfill,
shown with color-coded arrows.

Requirement Persist Ordering

STX
spo
STX D .
backup
D
backup
STX
D rfpo
backup
STX
D irpo
backup

Code Progress

Code Progress

Data Progress

Idempotency

Figure 3. Happens-before persist orderings for correct intermit-
tent execution. Cyclic sequence of orderings represents atomicity
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Figure 4. Happens-before persist orderings with proposed NVM
renaming. By renaming X, all stores access only write-dominated
memory locations. Only the stores that immediately precede back-
ups must be persisted.
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ing stores are persisted before the next backup. Stores no
longer must wait until the next backup to persist, elimi-
nating the atomicity constraint. In fact, stores after a
backup may even be persisted before the backup persists.
Since X is always write-dominated, whenever power is lost,
regardless to which backup system it reverts, X will always
be overwritten first, nullifying the last persisted store.

2.2.2. Why non-volatile memory renaming?
Idempotency is essential for correct intermittent ex-
ecution and can only be violated by WAR dependen-

Figure 5. Block diagram of NvMR architecture (blocks shown in
gold are added).

CPU GBF
o LBF MAP TABLE
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Figure 6. Flowchart showing the handling of idempotency viola-
tions in NvMR.
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cies on NVM locations. Our architecture addresses
this by dynamically renaming read-dominated NVM
addresses, inspired by similar techniques used in
out-of-order processors for registers. NVM renam-
ing ensures idempotent execution (Requirement 3)
regardless of backup timing.

The key insight is: renaming transforms all NVM ad-
dresses into write-dominated ones. As shown in Figure 4,
renaming eliminates dependencies such as \st, SPO, sty
{backup,ﬂ, st}, and {st, upo backup} from Figure 3(a).

This approach achieves the theoretical maximum ef-
ficiency by only persisting stores immediately preceding
a backup, satisfying Requirement 2 (data progress). Back-
ups must still be persisted in the order invoked to ensure
Requirement 1 (code progress). Thus, renaming minimiz-
es persist constraints, allowing backup decisions to be de-
coupled from program correctness requirements.

3. NvVMR ARCHITECTURE

Based on insights from our previous analysis, we propose
an intermittent architecture, non-volatile memory renam-
ing (NVMR), that efficiently detects idempotency violations
due to persist stores in hardware and renames their NVM
addresses. Figure 5 is a high-level block diagram of NvMR.
Map table and free list are two software data structures
allocated statically in NVM at compile time. Map table
keeps a record of the old (original or most recently persist-
ed) mappings. Free list is a queue of available mappings.
Four hardware components are important for NvMR’s re-
naming mechanism:

1. Write-back, write-allocate (WBWA) data cache that
exploits data locality and tracks dirty blocks

2. Global bloom filter (GBF) that logs the composite
state (Unknown=0 or Read-dominated=1; discussed later)
of a block when it is evicted from the cache

3. Local bloom filter (LBF) array, tightly coupled with
cache data array, with one LBF per block thatlogs the state
of each word in a block (Unknown=00, Read-dominat-
ed=01, and Write-dominated=10)

4. Map table cache, a volatile cache for map table (anal-
ogous to a translation lookaside buffer for page table) that
saves energy and time by reducing the number of trips to
NVM. Apart from the old mapping, it also holds the new
(latest) mapping. Since it is also a WBWA cache, for each
block there is a dirty bit along with a valid bit and a tag.

3.1. Intermittent execution in NvMR.

Figure 6 explains NVMR’s renaming mechanism in a con-
cise flowchart. To explain NVMR’s microarchitecture in
more detail, we divide intermittent execution in NvVMR
into five disparate events and explain them with a running
example.

3.1.1. Idempotency violation.

Figure 7 shows a cache block X with a tag, X..,. This block
was fetched from NVM because of a read-dominated ac-
cess to word [C]. Later, as word [A] is updated to [Aew], the
block is marked dirty and the corresponding LBF states
of [C] and [A,.] are set as R and W respectively. Only when



Figure 7. Eviction of a cache block with tag X:.; causes an idempotency violation. Cache block address 200 is renamed to address 710. The

dirty cache block is stored at the new mapping 710 instead of 200.
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a dirty block is evicted is the composite state of the block
calculated by OR of the LSBs of the LBF states of the con-
stituent words. If the composite state is 0 (block is write-
dominated), there is no idempotencyviolation. Otherwise,
it should be flagged as an idempotency violation since it is
dirty and read-dominated (violates Requirement 3). Thus,
NvMR flags an idempotency violation (A1) when block X is
evicted. The composite state is logged in GBF.

3.1.2. Renaming.

Eviction of an idempotency violating block triggers a
lookup in the map table cache to find its new mapping.
In case of a hit, the new mapping is used to persist the
block. In case of a miss, map table is looked up. If the map
table lookup is successful, the old mapping is fetched
into the map table cache. Otherwise, a new mapping is
popped from the head of the free list and fetched into the
map table cache. The block is persisted using the fetched
mapping. Thus, the old mapping of the persist store is
renamed to a new mapping. In Figure 7, block X incurs
a miss in both map table cache (A2) and map table (A3).
Thus, NvMR fetches mapping 710 from free list (A4) and
inserts a new dirty map table cache block (A5), renaming
200 to 710. The contents of block X are written to the re-
named address 710 (A6).

3.1.3. Cache miss.

In Figure 8, a store request for cache block X attempts to
write [B,..]. Since the block was recently evicted, the look-
up results in a cache miss (B1). The cache controller then

looks up the map table cache to find the latest mapping in
NVM. As address 200 was renamed to 710 and this entry
exists in the map table cache, the lookup is a hit (B2). The
block is fetched from 710 in NVM, updated with [Bpew],
and marked dirty (B3). NvMR then checks GBF to deter-
mine the block state. Since block X is read-dominated (1),
all associated LBF states are set to R (B4). For blocks in the
U state, LBF states are marked R or W based on the type of
request. A map table cache miss triggers a lookup in the
map table, which lies in the critical path. We assume the
map table lookup can be done in parallel to fetching the
application data, since both reside in separate regions of
NVM.

3.1.4. Backup.
NvMR initiates a backup in three cases: (1) when a dirty
map table cache entry is evicted to ensure the map table
in NVM reflects the latest mappings, (2) based on a user-
defined backup policy to guarantee forward progress, and
(3) when an idempotency violation occurs and either the
map table is full or the free list is empty, making renam-
ing impossible. Like other intermittent architectures,
NvMR snapshots general-purpose and special registers
(e.g., the program counter), but these are omitted in Fig-
ure 9. With a write-back data cache, NVvMR persists all
dirty blocks during backup. If a cache block was renamed,
NvMR fetches its latest mapping from the map table cache
or the map table; otherwise, the block is stored at its pro-
gram address.

For cache block X, the map table cache lookup is a hit
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Figure 8. A store miss causes the cache block to be fetched from the new mapping 710. NvMR keeps a log of the new mapping in the map

table cache.
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Figure 9. Backup will cause the data cache to persist its dirty blocks. The old mappings from the map table cache are pushed into the free
list, and the new mappings are written to the map table. All states in LBF and GBF are reset.
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(C1), and the dirty data is persisted at the new mapping
710 (C2). The dirty bit of block X is cleared after the write-
back. NvMR writes the new mapping 710 to the map table
(C3) and appends the old mapping 200 to the free list tail
(C4), indicated by the orange arrow for the write pointer.
Once all updates are completed, the new mapping is cop-
ied to the old field in the map table cache, and the dirty bit
is reset. Finally, GBF and LBF arrays are cleared (C5).

3.1.5. Restore.

After a power loss, an IC system state is restored to the
most recent backup and execution resumes. In NVMR, re-
store is pretty simple: The program counter and other reg-
isters are restored from the most recent snapshot saved
in NVM. Moreover, only the read and write pointers of the
free list need to be restored.

3.1.6. Reclamation.

The map table, being a limited hardware resource, can fill
quickly for applications with frequent idempotency viola-
tions, especially in energy-harvesting devices with small
non-volatile memory. To address this, we introduce recla-
mation (a popular technique in garbage collection), which
reuses the original mapping—the program’s cache block
address. When the map table is full after a backup, NvMR
reclaims an entry using a cache-like replacement policy.
This involves atomically moving the old mapping to the
free list’s tail, invalidating the entry, and copying data
from the freed mapping back to the original mapping.
NvMR also invalidates the corresponding map table cache
entry on a lookup hit. Reclaiming reduces backups after a
full map table but decreases the free list’s effective size, as
original mappings cannot be added. To compensate, the
free list requires more mappings to avoid shortages.

4. METHODOLOGY

We extend a cycle-accurate C++ simulator®® to model an
intermittent ARM Cortex M0+ (3-stage in-order pipeline)
executing ARM Thumb ISA instructions. Voltage traces
sampled at 1kHz from prior work" are used to compute
the charge across the supply supercapacitor. Dynamic and
leakage power for added volatile components are modeled
using CACTI,'* and NVM energy values are taken from the
STM32L011K4 MCU data sheet.?

We compare NvMR with two IC architectures: a) a modi-
fied Clank®, augmented with local and global bloom filters,
and a write-back data cache, an idempotency violation-
aware hardware solution, and b) HOOP*, a software trans-
actional memory solution with hardware support with
similar semantics to a task-based IC architecture. We use
the configuration listed in Table 2 for all our results except
for the sensitivity analysis because it is pareto-optimal.
Since NvMR decouples the backup policy from the memo-
ry access patterns of an application, we show the impact of
NVMR using three backup schemes:

» Just-In-Time (JIT) is an oracle that accurately estimates
when a power loss will happen and triggers a backup just
before it.

» Spendthrift uses a lightweight neural network (trained

Table 2. System configuration used in evaluation.

Parameter Value

Processor ARM Cortex MO+ (Thumb ISA), 8MHz

Data Cache 256B, 8-way associative, 16B block, LRU, 1-cycle hit latency
GBF 8 one-bit entries

LBF 4 two-bit entries per cache line

Map Table Cache 512 entries, 8-way associative, LRU

Map Table 4,096 entries, LRU
Free List 4,096 + 512 + 1 = 4,609 mappings
Flash 2MB

Supercapacitor 100mF, 2.4V max. voltage

offline with two inputs, available ambient energy, and su-
percapacitor voltages at a particular time to an accuracy
of 97%) to predict backups,*® representative of JIT schemes
deployed commercially.

» Watchdog timer is the most naive out of the three and
invokes a backup every 8,000 cycles.’

The benchmarks we chose are from MiBench’ and
PERFECT® benchmark suites, representing applications
typically found in ultra-low-power IoT systems with a high
number of idempotency violations.

5. EVALUATING NvMR

To understand the benefits offered by NvMR, we compare
it with the chosen baseline IC architectures by looking
at the energy savings in each architecture with different
backup schemes. In addition, we analyze how sensitive
NvMR is to variations in system configuration. Further, we
discuss the minimal overheads incurred with NvMR. All
results are averaged over 10 voltage traces.

5.1. NVMR vs. Clank.

Figure 10 presents the percentage of energy saved in
NVMR compared to Clank. With JIT, NvMR saves on aver-
age about 20% energy compared to Clank. The energy sav-
ings can range from 2% to 37% based on the application.
With spendthrift, NvMR saves about 15.6% energy on av-
erage. Since Blowfish and dijkstra spend the least amount
of energy on backups due to idempotency violations, they
marginally consume more energy in NvMR. With watch-
dog timer, NVvMR saves on average 9% energy. stringsearch
and hist perform worse than in Clank because a signifi-
cant portion of energy (6.5%-7%) is wasted in re-executing
instructions after a power failure (dead energy*’).

We take a deeper dive by analyzing the breakdown of
normalized energy consumption of Clank and NvMR with
JIT backup scheme in Figure 11. The total energy con-
sumption is split into four components—forward progress,
backup, restore, and dead energy.?’ NvVMR incurs addition-
al energy overhead for forward progress and restore due
to dynamic and leakage energy from the map table cache,
extra NVM accesses for the map table and free list, and
reclamation-related energy.

JIT backup scheme eliminates dead energy, and NvMR’s
restore energy is minimal, involving only the retrieval of
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Figure 10. Energy saved in NvMR with different backup schemes compared to Clank.
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Figure 11. Breakdown of normalized energy consumption of Clank (left bars) and NvMR (right bars).
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CPU registers; hence, these are omitted from Figure 11.
The benchmark stringsearch performs worst, with nearly
90% of its energy spent on forward progress due to mini-
mal idempotency violations during string list searches.
NvMR incurs forward progress and backup overheads,
along with additional energy for reclaiming. Forward
progress energy is higher in NvMR than Clank for some
benchmarks, since persisting data to renamed addresses
is included in forward progress rather than backup en-
ergy. Reclaim energy is significant only for benchmarks
such as blowfish, dijkstra, and gsort, where frequent idem-
potency violations fill the map table. Overall, renaming
and reclaiming add just 3% to NvMR’s total energy, a small
cost for reducing backups by 185x on average.

5.2. NVMR vs. Hoop.

HOOP, a log-based architecture, performs out-of-place up-
dates to an NVM region, optimizing write efficiency and
triggering backups when its buffer or mapping table fills
up. Table 3 outlines the HOOP configuration used for the
results in Figure 12. Components, excluding the mapping
table (idealized as infinite for no energy usage), are sized
to match NvMR’s on-chip area and memory overheads (Ta-
ble 2). With JIT, NvMR saves 40% more energy on average,

Table 3. System configuration of a simplified version of HOOP. The

infinitely large map table has no energy and area overhead.
Structure Mapping Table OOP Buffer

Infinite 128

OOP Region
2048

Size

except for benchmarks stringsearch, picojpeg, and basic-
math, where HOOP excels due to high store locality, allow-
ing its buffer to reduce NVM writes. For watchdog timer
backup, NVvMR achieves 19.4% average energy savings, al-
though less than with JIT due to the naive nature of the
timer scheme. (Spendthrift results are not shown since
they were not part of the original paper.)

5.3. NVMR sensitivity.
Map Table Cache. Energy savings in NvMR improve with
larger map table caches, as seen in Figure 13b, since evic-
tions of dirty entries (and the associated backups) reduce.
Associativity has minimal impact on energy efficiency af-
ter reaching four-way; savings plateau at around 0.2% with
full associativity, as shown in Figure 13a. These results
use a map table with 4,096 entries and JIT backup for con-
sistency.

Map Table Size. Increasing the map table entries from

Figure 13. Energy saved with different map table cache and map table configurations and capacitor sizes.
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[CONTINUED FROM P. 112] Strategy Con-
figuration 2.

For example, suppose X = 10 and
X+d = 80. B places its candidates based
on Configuration 2 at 11 and 79 and
get roughly 34 each. Those two enter
the runoff. B places another candidate
at 81. A’s candidate at 10 will get 10% of
the votes and A’s candidate at 80 will
get 1% of the vote.

To show this works in general, note
that party A has every interest to make X
and X+d symmetrically distant from the
ends, so X =100 - (X+d). Otherwise, in ei-
ther configuration, party B will take the
bigger end (automatically in configura-
tion 1 and by choice in configuration 2).
This symmetry implies that 2X = 100-d.
Recall that configuration 1 wins for par-
ty B provided d/4 < X-1. Given the sym-
metry condition, d/4 < (100-d)/2) - 1 =49
-d/2.S0d < (4/3) x 49 = 66. For example, if
d=64,then party A places its candidates
at X = 18 and X+d = 82. Party B places its
candidates, under the configuration 1
strategy, at 17,83, and 50. The candidate
at 50 obtains all votes from 35 to 65. The
A candidate at 18 obtains 18 through
34 inclusive or 17%. The A candidate at

82 will obtain from 66 to 82, also 17%.
However the B candidate at 83 will ob-
tain 18% and the B candidate at 50 will
obtain 31% (35 to 65). So the B candi-
dates will appear in the runoff.
Configuration 2 wins for party B if
X < (d/2) - 1. So, for example, if d > 53,
then Configuration 2 wins. In the case
thatd =54, party A places its candidates
at X = 23 and X+d = 77. Party B places
candidates at 24, 76, and 78. The party
B candidates at 24 and 76 each obtain
26\% of the vote. The party A candidate
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last byte

at 24 obtains only 24% of the votes and
the party A candidate at 76 obtains only
1% of the vote.

Thus, if d > 64, use configuration 1.
Otherwise use configuration 2. In fact
both configurations will work for d be-
tween 54 and 64, inclusive.

End of Solution

Upstart: Suppose that party X has C
candidates and party Y has C’ candi-
dates and C > C’, but X must place all
its candidates before Y. For which val-
ues of C and C’ can Y still guarantee to
field at least one candidate in the run-
off? Are there any values for which Y
can guarantee to field two candidates
in the runoff?

Dennis Shasha (shasha@cs.nyu.edu) is a professor of
computer science in the Department of Computer Science
at the Courant Institute at New York University, New York,
NY, USA, as well as the chronicler of his good friend the
omniheurist Dr. Ecco.

All are invited to submit their solutions to
upstartpuzzles@cacm.acm.org; solutions to Upstarts and
discussion will be posted at http://cs.nyu.edu/cs/faculty/
shasha/papers/cacmpuzzles.html.

This work is licensed under a
av Creative Commons Attribution

International 4.0 License
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Upstart Puzzles
Cheating by the Rules

Calculating candidate options.

SUPPOSE THE POLITICAL Spectrum is
analogous to a measuring stick num-
bered between 1 and 100 (where 1 is to-
talitarian and 100 is anarchy, with lib-
eral democratic being approximately
50), Here are the rules: Any candidate
must state his or her integral position
value (some whole number between 1
and 100, inclusive) and no two candi-
dates may choose the same value. Vot-
ers will vote for the candidate nearest
their position. If there are two candi-
dates at the same distance from a voter
V, then voter V will not vote.

Now suppose that two parties are
vying for power. Party A must intro-
duce its candidates and their positions
on this 1 to 100 spectrum. Party B
then introduces its candidates and
their positions.

The elections work in two rounds.
At the end of the first round, the two
candidates who receive the most votes
face each other in a runoff. If several
candidates tie, then the election com-
mission arranges the second round
between members of different parties
when possible. For example, if party X
has one candidate that wins the most
votes in the first round and several
other candidates tie for receiving the
second highest number of votes, then
the election commission will choose
a candidate from a party other than
party X.

Warm-Up: Can both parties guar-
antee to having at least one candidate
in the run-off if each puts forth two
candidates? Please remember that if
there is a tie between candidates from

My position is 56,
so I will vote for the
candidate whose
number is 45
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the different parties, the commission
will ensure two parties are represent-
ed in the final election.

Solution to Warm-Up: Let’s say that
party A puts its candidates at position
25 and 75. If party B puts a candidate
at 24 and 26, then B will capture voters
having positions 1-24 and 26-49. Party
Awill capture 51-100. So, the runoffwill
be between the party A candidate at 75
and one of the party B candidates cho-
sen at random by the commission. Fac-
ing party A’s choice of 25 and 75, party
B cannot prevent party A from having
at least one candidate reach the runoff.

Question: Suppose there are three
candidates from party B but still two
from party A. Can B guarantee to have
all runoff candidates be from B’s party
when A goes first? Prove your answer.

Solution: In that case, B can guar-
antee that the runoff will be between
B’s candidates. Let’s say party A puts
its candidates at X and X+d, respec-
tively. One possibility is for party B to
put one candidate in the middle of the
A candidates (at X + d/2). That candi-
date would receive approximately d/2
votes. B’s other candidates could go
to X-1 and to 1+(X+d). This limits A’s
candidates to approximately a frac-
tion d/4 of the votes. Provided d/4 <
X-1 or d/4 < 100-(X+d), B’s candidate in
the middle and one of B’s other candi-
dates will enter the runoff. We will call
this middle-and-two-ends strategy
Configuration 1.

If d is large, party B puts two can-
didates at X+1 and X+d-1 and the third
candidate at X+d+1 or X-1 whichever
gains that B candidate more votes (or
at least no fewer). We will call this sur-
round-one-candidate and inside the
other candidate [CONTINUED ON P. 111]
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